2 ELTEX

KomnaeKcHble pelieHua aia NocTpoeHua cetei

TAU-4M.IP

PykoBoACTBO NO 3KcNAyaTauum,
Bepcma MO 2.3.1

A60oHeHTCKuM wnto3 IP-tenepoHmm

IP-agpec: http://192.168.1.1
“ma nonb3osaTtensa: admin
naponb: password

http://eltex-co.ru/support/downloads/



O ELTEX

Bepcua pokymeHTa [arta Bbinycka CopaepraHue NsmeHeHum
Bepcua 1.3 30.04.2020 CuHxpoHu3auma c sepcmeii 10 2.3.1
Bepcusa 1.2 31.01.2020 CuHxpoHu3auuma c sepcueli M0 2.3.0
JobasneHo:
- 2.7.7 NoameHto «CPU»
- 2.7.11 NoameHto «AnarHocTmka»
MN3meHeHo:
-2.6.2.1 MNogmeHio «MHTepHET»
- 2.6.3.3 NogmeHio «HacTpolika AMHUiA»
- 2.6.3.4 NoameHto «Mpodunu SIP»
- 2.6.5.4 MoameHto «AyteHTUdMKauma WEB»
- 2.7.2 NogmeHto «IP-TenepoHma»
Bepcusa 1.1 28.05.2018 CuHxpoHu3auma c sepcueli M0 2.1.0
Bepcua 1.0 15.01.2018 Mepeasa ny6amkauma
Bepcua  nporpammuoro | Bepcua NO: 2.3.1.4
obecneueHusn Bepcua Beb-untepdelica: 2.3.0.54

AboHeHmckul winto3 TAU-4M.IP




O ELTEX

YCNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

MonyxupHblii Wpuer

MonyMpHbiMm WPUEGHTOM BblAEeNEHbl MNPUMEYaHMAa U npeaynpexaeHus,
Ha3BaHMe rnas, 3aro/IOBKOB, 3aro/1I0BKOB TabanL,.

Kypcue Calibri

Kypcueom Calibri ykasbiBaeTca nHdopmaums, Tpebytowana ocoboro BHUMaHuMA.

MpumeyaHua 1 npegynpexaeHus

MpumeuaHua copepaT BaKHyl0 MWHPOPMaLMIO, COBeTbl WMAM pPEKOMeHAauuu no
MCNO/1Ib30BaHMUIO U HACTPOIKe YCTPOMCTBA.

' | MpeaynpexaeHna MHGOPMUPYIOT NONb30OBATENA O CUTyauMAX, KOTOpble MOFyT HaHecTu
Bpep, yCTPOMCTBY UM Ye/IOBEKY, MPUBECTU K HEKOPPEKTHO paboTe ycTpoicTBa uam notepe

AdHHDbIX.
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BBEAEHUE

B Hactoswee Bpems IP-tenedoHus aABnsetca oAHOM M3  Hambonee ObICTPO pasBMBaAlOLLMXCA
TEeNEeKOMMYHUKALMOHHbIX ycayr. [aa BO3MOMKHOCTU npegocTaBneHms VolP-ycnyr aboHeHTam ceTu paspaboTaHbl
aboHeHTCKMe wntosbl cepumn TAU-4M.IP (panee — yCcTpOMUCTBO).

ABOHeHTCKuI whto3 IP-tenedpoHnn TAU-4M.IP ncnonb3yeTtcs Ana NOAKAOYEHMA aHANOroBbIX TenedOoHHbIX
annapaToB K CeTAM MaKeTHOM nepegayn AaHHbIX, BbIXO4 Ha KOTOpble OCYLLEeCTBAAeTCcA 4yepe3 uHTepodelic
Ethernet.

YCTPONCTBO OPMEHTMPOBAHO Ha AOMALLHWX NO/Ib30BaTenen U HebonbluMe oduUChlI.

B HactoAwem pykoBOACTBE MO 3KCNAyaTauMu WU3N0XKEHbl Ha3HAYeHWe, OCHOBHble TexHUYecKkue
XapPaKTEPUCTUKKM, MNpaBuia KOHPUIYpUMpPOBaHMA, MOHUTOPUHIA W CMeHbl MporpammHoro obecneyeHus
aboHeHTCKMx wato3os IP-tenepoHum TAU-4M.IP.

6 AboHeHmckul winto3 TAU-4M.IP
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1 ONUCAHUE U3JENNA

1.1 HasHauyeHue

Yctpoiicteo TAU-4M.IP — BbICOKOMNPOU3BOAUTENbHBLIN abOHEHTCKUI w3 IP-TenedoHUM ¢ NoAHbIM
Habopom GYHKLMIA, NO3BOAAIOLMX NOTPEBUTENIO NCNONB30BATb NpenmyLLecTsa IP-TenepoHuu.

A60oHeHTCcKuI wnto3 TAU-4M.IP npeaHasHayeH 4n1a NoAKAYEHUA aHaN0roBbIX TeiePOoHHbIX annapaTos U
¢dakc-moaemoB K IP-ceTn. bharogapa BCTPOEHHOMY MapLUPyTU3aTOpPy YCTPOMCTBO obecneymnmBaeT BO3MOMKHOCTb
NOAKNIOYEHNA 060PYA0BAHMNA NIOKAZIbHOM CETM K CETU LUMPOKOMOIOCHOTO [0cTyna. K ycTpoMcTBy MOXKHO
NOAKNOYUTL OANH KOMMbIOTEP, AOCTYN B UHTEPHET A1 KOTOPOro BO3MOMKEH C MOMOLLbIO BCTPOEHHbIX GYHKUUIA
NAT/DHCP-cepsepa. USB-pasbem ucnonbsyerca ANA MNOAKNIOYEHUA BHellHero Hakonutens, 3G/4G USB-
Mmoaema.

1.2 XapaKTepucTuKa yCcTpomucTea

Unmepdpeiicoi:

e FXS: 4 nopta RJ-11;
e LAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
e WAN: 1 noprtEthernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHWe Wt03a OCyLLECTBAAETCA Yepes BHeLWHKUI aganTtep 12 B noctosaHHOro Toka ot cetn 220 B.
dyHKYUU:

e ceTeBble QYHKLMMU:

— paboTa B pexnume «MOCTa» UM «MapLIpyTM3aTopa;

— nopgaepKa PPPoE (PAP-, SPAP- u CHAP-aBTopusaums, PPPoE-komnpeccus);

— nopaepxka PPTP;

— noaaepkka L2TP;

— nopaepxKa ctatmyeckoro agpeca n DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepBep
Ha cTopoHe LAN);

— nopaep*ka DNS;

— nopaepka NAT;

—  CeTeBOW 3KpaH;

— nopaepka NTP;

— nogaeprKa mexaHU3MOB KauecTBa obcnyxkumeaHma QoS (QoS no DSCP n 802.1P);

e nopaeprkka yHKunm IPTV;

e npoTokonsbl IP-TenedponHum: SIP;

e 3XOKOMNeHcauun (pekomeHaauum G.168);
e [EeTeKTop akTMBHOCTM peun (VAD);

e reHepaTop KOMGOPTHOIO LWYMA;

e 0OHapyxeHue 1 reHepupoBaHue curdanos DTMF;

AboHeHmcKul w3 TAU-4M.IP 7
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e nepeanaya DTMF (INBAND, rfc2833, SIP INFO);
e nepepava dakKca:

-  G.711A/G.711U;
— T.38;

e paborta c SIP-cepepom U 6e3 Hero;
e ¢yHKUMM [BO:

— yaep»kaHue BbizoBa — Call Hold;

— nepepgaya BbizoBa — Call Transfer;

—  yBeaoMIeHWe 0 NoCTynieHuMM HoBoro Bbi3oBa — Call Waiting;
— nepeagpecaums no 3aHaToctn — Call Forward at Busy;

— nepeagpecauus no HeotseTy — Call Forward at No answer;
— besycnoBHas nepeagpecauua — Call Forward Unconditional;
— He 6ecnokontb — DND;

—  Caller ID: FSK, DTMF;

— ropa4as amHuA — Hotline;

— TpynnoBo Bbi30B;

— nepexsaT Bbi3oBa — Call Pickup;

—  TPEeXCTOPOHHAS KOHbepeHUus;

—  IMBKMI NNaH Hymepauuu;

e o6HoBneHue N0 yepes Web-uHtepdelic;

e nopaep*ka DHCP-based autoprovisioning;

e TR-069;

e y[aneHHbI MOHUTOPUHT, KOHOUTYpUpoBaHMe N HacTpolika: Web-untepdoeiic, Telnet.

Ha pucyHke 1 npuBeaeHa cxema BrkaodeHna TAU-4MLIP.

CeTb

npoeaiigepa

a
w)

3G/4G mogem

w

TAU-4M.IP
10/100Base-T

__|

-——
HoyTbyk

oo e

PucyHoK 1 — ®yHKUMOHaNbHaA cxema ncnonb3osaHuna TAU-4M.IP
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1.3 CTpyKTypa ¥ npuHuMn paboTtbl nsgenua

ABOHEeHTCKUI TepmuHan TAU-4M.IP cocTOUT 13 cneayiowmx nogcmuctem:

KOHTPO//1ep, B COCTaB KOTOPOro BXoauT:

—  BbICOKOMHTErpMpOBaHHaA cMCTema, BKAYaloWas B ceba npoueccop, 100-merabuTtHbIM
KOMMYTaTOp CO BCTPOeHHbiMK PHY, anmapaTtHylo akcenepauuio Tpaduka L2/L3/L4, USB
2.0 nopTbl, PCI-E KoHTpoANEepbl, 8 KaHanoB PCM ana paboTbl npunoxkeHnin VolP;

— flash-namatb — 8MB;

— onepaTtusHaa namatb SDRAM — 128MB;

e 4 aboHeHTCKux KomnekKTa SLIC;
e 1 nopt LAN: RJ-45 10/100BASE-T;
e Ethernet-mopynb WAN: RJ-45 10/100BASE-T;
e USB Host-nopr.
CTpYKTYypHanA cxema yCTPOMCTBa NpMBELEHA Ha PUCYHKe 2.

RJ11 RJ11 RJ11 RJ11 Type A RJ45 RJ45

X £

Ethernet Switch

CPU

KOHTpoOnnep

PucyHok 2 — CtpyktypHasa cxema TAU-4M.IP

YcTpoiictBo paboTaeT nog ynpaBieHMem onepauMoHHON cuctembl Linux. OcHOBHble GYyHKUMM
yrpaB/iieHNsa COCpenoToYeHbl B MPOLECCOpe, KOTOPbIA  OCYLLEeCTBASET Maplpytusaumto  |IP-nakeTos,
obecneumnBaet paboty IP-TenedoHMM, NpoKcMpoBaHME rPyNnnoBoro TpaduKka u T.4,.

PDYHKLMOHANBbHO YCTPOMCTBO MOXKHO pa3aenunTb Ha 4 610Ka:

e bnoK noaaep’ku ceteBblxX GYHKLMIA YCTPOMNCTBA;

e bnok IP-tenedoHmy;

e bBnok 06paboTkn multicast-tpadmka;

e bnok ynpasneHus (onepaunoHHasa cuctema Linux).

AboHeHmckuli wiao3 TAU-4M.IP 9
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BNOK noAagepKu ceteBbiX GYHKUMWA yCTpoWicTBa obecneyvBaeT MNPOXOXAEHME W KommyTauuio |IP-
NaKeToB B COOTBETCTBUM C TabauLLel MapLpyTM3aLMM YCTPOMCTBA, MOXKET 06pabaTbiBaTb Kak HETETMPOBAHHbIE,
TaK 1 TEerMPOBaHHbIE MaKeTbl B 3aBUCMMOCTU OT HAaCTPOMKK CeTeBbIX MHTepdelicos. Noaaep}MBaeT NPOTOKObI
DHCP, PPPOE, PPTP, L2TP.

bnok IP-renedpoHun obecneuymBaeT paboTy ycTpoicTBa nNo npoTokony SIP ans nepepaun peyesbix
CUTHANOB NO CETU C KOMMYyTauMeln naketos. PeyeBon curHan aboHeHTa MOCTynaeT Ha MOAy/lb abOHEHTCKMX
komnnektos SLIC, rae npeobpasoBbiBaeTca B undposoi Bug. OundpoBaHHbIA CUrHan HanpasaseTtcs B 610K IP-
TenedoHUn, rae KoAMpyeTcsa no ogHOMY M3 BbIOPaHHbIX CTAaHAAPTOB M B BUAE UMPPOBLIX MAaKETOB NOCTYNAET B
KOHTPO/Iep Yepe3 BHYTPUCUCTEMHYIO Maructpanb. LMdposblie makeTbl cogep)kaT, KpOMe peyeBblX, CUTHa/b
ynpaBieHMA N B3aMMOLENCTBUA.

bnok o06paborku multicast-tpaduka npegHasHayeH ana obpaboTkn IGMP-coobueHnin 1 multicast-
TpaduKa c uenbio noaaepkn pyHKkumm IP-tenesnaeHms.

BnoOK ynpaeneHusa Ha 6ase onepauMoHHON cuctembl Linux KOHTpoiMpyeT paboTy Bcex OCTanbHbIX 6/10K0B
M NoAcucTeM yCTpoCTBa M obecneyunBaeT Ux B3auMoaencTeme.

dyHKUMOHaNbHan cxema ycrtponctea TAU-4M.IP npeacTaB/ieHa Ha pUCYHKe 3.

IP-ceTb
=3 Enok

Bnok |P-TenedoHum
NoAaepPHKK

ceTeBbIX

OYHKLNIA

YyCTpOWCTBa

Bnok obpaboTku
multicast-tpacwmka

PucyHok 3 — dyHKLMOHaNbHAA cxema ycTponcTea cepun TAU-4M.IP
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1.4 OCHOBHbIe TeXHU4YEeCKue napameTpbl

OCHOBHble TEXHMYECKME NapaMeTpbl YCTPOCTBa NpmBeaeHbl B Tabanue 1.

Tabnnuya 1 — OCHOBHble TEXHUYECKUE NAapaMEeTpbI

Mpotokonbl VolP

| MNoapepmnsaemble NPOTOKO/bI | SIP
AyaunoKoaeKku
Koaekn G.729, annex A, annex B

G.711a, G.711y,

G.723.1, G.722, G.726-24, G.726-32
MNepepayva mogema: G.711a, G.711u
MNepepava dakca: G.711a, G.711u, T.38

NapameTpbl WAN-untepdeiica Ethernet

Konnyectso noptos 1
DNEeKTPUYECKUI pasbem RJ-45
CKkopocTb nepeaaun, Méut/c 10/100, aBTOONpPEAeneHue
MopaepKKa cTaH4apTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepdeiicos 1
DNEKTPUYECKUI pasbeM RJ-45
CKkopocTb nepeaaun, Méut/c 10/100, aBTOONpPEAeneHUe
NopaepKKa cTaH4apTOB | BASE-T
MapameTpbl aHaNOroBbiXx aBOHEHTCKMX NOPTOB
Konnuyectso noptos 4
ConpoTtueneHue wnenda (6e3 yyeta conpotusneHunsa TA) 00 800 Om

Mpuem Habopa

MMNYNbCHbIN/YacToTHbIN (DTMF)

3awmTa abOHEHTCKMX OKOHYaHUI

NO TOKY U MO HanpAXeHUto

Bbigaya Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YpaneHHoe ynpasneHune

Web-nHtepdeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHune goctyna

Mo naposio

O6wme napameTpbl

MutaHue

aganTtep nuTaHMA 12 B noctoAHHOro TokKa, 2 A.

MoTpebaseman MOLLHOCTb

He 6onee 12,5 BT (MaKkcMmasnbHbIl noTpebnsemsiii Tok 1,1 A)

Pabouuii AnanasoH TemnepaTtyp

ot +5 go +40°C

OTHoCUTeNbHaA BAAXKHOCTb Npu Temnepatype 25°C

0o 80%

labaputbl

187x120x32.5 mm

Macca

He 6onee 0,25 Kr
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1.5

KOHCTPYKTUBHOE UCNONIHEHUE

ABOHeHTCKKnIt TepmuHan TAU-4M.IP BbINONHEH B N1aCTUKOBOM Koprnyce pasmepamm 187x120x32,5 mm.

1.5.1 BepxHAA NnaHeNb YCTPOUCTBA

BHewHW BUA BepxHel naHenun yctpoiictea TAU-4M.IP npuBeneH Ha pucyHke 4.
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PucyHok 4 — BHewHW Bua, BepxHei naHenn TAU-4M.IP

Ha BepxHelt naHenu yctpoictea TAU-4M.IP pacnonoXeHbl cieaytoume CBETOBbIE MHAMKATOPbI:

Tabanua 2 — OnncaHMe MHAMKATOPOB M OPraHoOB ynpaBaeHWA nepeaHein naHenm

dnemeHT nepegHein naHeNn OnucaHue

1 Power WHAMKATOP NUTaHWA U cTaTyca paboTbl ycTpolicTBa

2 Status WHAMKATOp cTaTyca paboTbl ycTponcTBa

3 Alarm WMHAMKATOP aBapui Ha ycTpoicTBe (HeakTMBeH B Bepcusix MO 2.3.0 v Bbiwe)

4 USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHMiA kecTknit
anck, 3G/4G USB-moaem)

5 v WHAMKaTOPbl PaboTbl aHaNOroBbIX TeNeGOHHbIX NOPTOB

6 LAN mHaukatop LAN-uHTepdeica

7 WAN mHankatop WAN-uHTepdeica

12
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1.5.2 3apHAA naHenb yCTPOUCTBA

BHewHW BUA 3agHen naHenn yctpoictea TAU-4M.IP npuBeaeH Ha pUcyHKe 5.

ON/OFF 12V < —
19 J (i
'_@_'*‘l usB -
8 9 10 11 12 18

PucyHok 5 — BHelwHu B1uA, 3aaHen naHenan TAU-4M.IP

Ha 3agHelt naHenu vyctpoinctBa TAU-4M.IP  pacrnionioxeHbl pasbembl M OpraHbl  ynpas/ieHus,
npeacras/eHHble B Tabnuue 3.

Tabnmua 3 — OnucaHMe MHOVMKATOPOB W OPraHoB yrnpaBaeHua 3aaHen naHean TAU-4M.IP

dnemeHT 3agHel naHenun OnucaHue

8 ON/OFF TyM6/1ep BKAOUYEHUA/BbIK/IIOYEHMA YCTPOICTBA

9 12v pasbem 4NA NOAKAYEHMA aganTepa NUTaHNA

10 USB pasbem USB ana nopkntouveHuna sHewHero USB-yctpoiictea (USB flash,
MeCTKuU amck, 3G/4G USB-moaem)

11 Phone 4 pasbema RJ-11 gns nogKntoYeHMA aHANOroBbIX TeflepOHHbIX annapaTos

12 LAN nopt 10/100BASE-T EtherneE (pa3bem RJ-45) ans nogxntoyeHua
NNOKaNbHOTO CETEBOrO YCTPOMCTBA

13 WAN nopt 10/100BASE-T (pazbem RJ-45) ans NoAKAOUYEHNA K BHELLHEN ceTu

1.6 CseToBaa MHAUKaUUA

Tekyulee cocToAHne ycTpoicTtea TAU-4M.IP oTobpaxkaeTca npu nomouimn niamkatopos WAN, LAN, Phone,
Power — pacnonoXeHHbIX Ha BepxHel naHenun. MNepeyeHb COCTOAHUIN MHANKATOPOB NpUBeLeH B Tabaunue 4.

Tabnunua 4 — CBeToBan MHAMKALIMA COCTOAHUA yCTpolicTBa cepumn TAU-4M.IP

UHpukatop CocrosaHMe nHAMKaTopa CocTofiHMe YCTPOMCTBA
CTAaHOB/NEHO COeAMHEHME MEX
roput (3eneHbim — 10 Mbps, y A AY
CTAHLMOHHbIM TEPMUHANIOM U aBOHEHTCKUM
opaHKeBbiM — 100Mbps) .
WAN YyCTPOMUCTBOM
npoLecc NakeTHoW nepegaym gaHHbix no WAN-
muraet po . pea A
UHTepoency
ropuT (3eneHbim — 10 Mbps, YCTaHOB/IEHO COeANHEHME C MOAK/IOYEHHbIM
LAN opaHxeBbim — 100Mbps ceTeBbIM YCTPONCTBOM
NnpoLLecc NakeTHoM nepegaym gaHHbIx no LAN-
muraet o
MHTEepdeincy

AboHeHmcKul w3 TAU-4M.IP 13
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3e/1eHbli, FOPUT NOCTOSAHHO

TenedoHHan TpybKa noaHATa (MMHUA aKTUBHA)

He roput

TpybKa nonoxeHa, HopmanbHasa paboTta

yactoTon 20 'u, 3aTem 4 CEKYHAbI
naysa

3eﬂ8HbIl‘/‘I, B Te4YeHune CeKyHabl MUTaeT C

Ha TenedOoHHbIV NOPT NOCTyNaeT BXOAALL M
BbI30B

MUraHue

3EHEHbIﬁ, nepnoagmnyeckoe peagkoe

OTCYTCTBYET perncrpaumsa aboHeHTCKOro nopTta
Ha SIP-npoKcu cepsepe

C UHTEPBAJIOM B 3 CEKYHAbI

3EHEHbIﬁ, ABOﬁHbIe KOPOTKNE MuUraHuAa

naetT Tect IMHUn

3e/IeHbIN, roput

USB-yCTpOICTBO NOAKNIOYEHO

use He roput USB-yCTpOCTBO He NOAK/OYEHO

Alarm He ropuT HepgocTyneH B BepcuaAx M0 2.3.0 u Bbiwe
3e/1eHbli, TOPUT NOCTOAHHO HopmanbHaA paboTa ycTpoicTea
OpaHXXeBbll, FOPUT NOCTOAHHO OTCYTCTBYeT BbIxof B IHTepHeT

Status KPacHbIl, FOPUT NOCTOAHHO 3arpysKa ycTpoincTaa
nepuogmnyeckoe nonepemeHHoe cbpoc ycTpoincTBa K 3aBOACKMM HaCTPOMKam
MWraHWe KPacHbIM U 3e/1eHbIM
LuBeTamMm

Power KpacHbI M BK/IIOYEHO NMUTaHMe YCTPOMNCTBA

1.7 C6bpoc K 3aBOACKUM HACTPOMKam

[nA 3anycKa ycTpOMCTBa C 3aBOACKMMW HACTPOMKamMM HEOBX0AMMO B 3arpy*KeHHOM COCTOAHUW HaXaTb U
YOEPKMBATb KHOMKY «F», KOTOopaA HaxoauTcs Ha OOKOBOW MaHenW ycTpPOMCTBA, MOKa WHAMKATOp «Power»
Ha4yHeT nepunoanvyeckmn mMuratb nonepemeHHO KpaCHbIM U 3e/1eHbIM LUBeTaMMu. |-|pOVI3Ol7Ip,ET aBTOMaTU4yeCKasa
nepesarpyska yctponcrea. lNpu 3aBoackux yctaHoBkax Ha WAN-uHTepdelice 3anyuweH DHCP-knueHT, agpec
nHtepdeinca LAN - 192.168.1.1, macka noacetm — 255.255.255.0; ums nosb3osatens/naposib Ans A0CTyna Yepes

Web-uHtepodelic: admin/password.

1.8 KomnnaeKT nocrasku

B 6a30BbIi KOMNAEKT NOCTABKM ycTponcTea cepun TAU-4M.IP BxopAaT:

TepMMHaN abOHEHTCKUI1 YHUBEPCANbHBII;
ajantep nuTtaHua 220/12B, 2 A;
PYKOBOACTBO MO YCTAHOBKE M HaCTPOWKe.

14
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2 YNPABJ/IEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hauyano pabortbi

Ona Hayana paboTbl HYXKHO MNOAKAOYUTLCA K YCTpolcTBY No nHTepdeincy LAN yepes Web-6paysep:

1. Ortkpoiite Web-6pay3sep (nporpammy-npoCcMOTPLMK TMNEePTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BseauTte B agpecHon cTpoke bpaysepa IP-agpec ycTpolicTsa.

V 3aBoackoit IP-agpec yctpoiictea: 192.168.1.1, macka nogcertu: 255.255.255.0

Mpu ycnewHom obHapy*KeHUU YCTPOMCTBA B OKHe b6pay3epa oTobpasuTca cTpaHULa C 3aNPOCOM MMEHMU
no/ib30BaTesIA U Napons.

TAU-4M.IP u -

Norus:

Maponk:

3. Beeaute umA nMosb3oBaTeNa B CTpoKe «JlorMH» M naponb B CTpoke «laponb».

7
V 3aBoACKMe YCTAaHOBKU: NI0TUH: admin, naponb: password.

4. Haxmute KHOMKy «BoiTu». B okHe Bpay3epa OTKpoeTcA MeHt ObiCTporo KoH$UrypmpoBaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBateneu

Ha ycTpolicTBe cyuiecTByeT Tpu Tuna nonb3oBaTteneit: admin, user u viewer. Mosb3oBaTenb admin
(apmuHUcTpaTop, Naponb No ymonuyaHuio: password) MmeeT NOAHbINA AOCTYN K YCTPOMCTBY: YTEHME M 3anucb
NoBbIX HACTPOEK, MONHbIA MOHUTOPUHT COCTOAHUA ycTponcTea. Mosb3oBaTeNb user (HENPUBUAErUPOBAHHDI
nonb3oBaTesnb, Napo/b NO YMOMYAHUIO: USer) MMeeT BO3MOMKHOCTb BbIMO/HUTb TONbKO HacTpoiky PPPoE ans
NOAKNOYEHUA K MHTEpHET, He MMeeT A0CTyna K MOHUTOPUHIY COCTOAHUA ycTpolicTea. Mosb3oBaTenb viewer
(Habnopatenb, Naponb MO YMONYAHUIO: Viewer) MMeeT NpaBo TO/bKO NPOCMaTpuBaTb BCIO KOHOUrypauumio
ycTpoiicTBa 6€3 BO3MOXKHOCTM YTO-IMB0 peaakTUpoBaTb, MOHUTOPUHI COCTOSIHMA YCTPOMCTBA eMy AO0CTyneH B
nosiHOM ob6beme.
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TAU-4M.IP
Cete  IP-TenedoHun Cucrtema

IPTV

an HaXaTnUM Ha KHOMKY «B8bIXOO0» TeKylwaAa cecCna nosb3oBartena 6y,£|,6T 3aBepuleHa, OTO6pa3VITCF| OKHO
aBTOpuU3aLmnn:

TAU-4M.IP u~

Noruy:

Mapons:

[na cmeHbl poctyna HeobxoAMMO yKa3aTb COOTBETCTBYHOLWME MMA MOSb30BaTeNAa M Maposb, HaxaTb
KHOMKY «Bolimu».

2.3 Pexxumbl paboTtbl Web-uHTepdeiica

Web-uHtepdelic ycrporictea TAU-4M.IP moxeT paboTaTb B TpPEX pexmMmax:

e MOHUTOPUHF — PEXNM MOHUTOPUHIA CUCTEMbI — UCMOJIb3YETCA A1 NPOCMOTPa Pas3/IMYHOro poaa
MHPopmaumn, KoTopaa KacaeTcAa paboTbl YCTPOWCTBA: aKTUBHOCTb WHTepHeT-coeAnHeHUs,
COCTOAHUEe TenedoHHOro nopta, O6BEM MPUHATbIX/NMepeaaHHbIX [aHHbIX MO  CETEBbIM
UHTepdericam u Tak ganee;

e MAUTKN — pexkum B6bICTPOro KOHGUIYPUPOBAHMUA CUCTEMbI — B KaXKL0N MIMTKE CrpynnuMpoBaHbl
HACTPOMKM Mo ux GYHKLMOHA/IbHOMY HasHayeHuto: MHTepHeT, IP-tenedoHun, IP-Tenesngenune u
apyrve. B nnnTKy BbiBeAeHbl TO/IbKO OCHOBHbIE MapamMeTpbl, MO3BOAAOLWME MAaKCMMaAbHO BbICTPO
HACTPOUTb onpeaeneHHy GyHKLMIO YCTPONCTBa;

e HacTpoWKM — pacWMPEHHbI PEeXMM  KOHPUrypuUpoBaHUA CUCTEMbl  (PeKMM  MOAHOro
KOHPUIypMpPOBaHUs) — NO3BOAET BbINOJIHUTL NONHOE KOHOUTYPUPOBaHME YCTPOMCTBA.

Ona Hasuraumm mexay pexunmamm Web-uHtepdeiica cayKUT naHenb, KOTopasa HaxoAuTcA C /ieBoW
ctopoHbl Web-uHTtepodeiica. Mpu HaBeaeHUN yKa3aTenn Mbiliv NaHe b PacKpbIBaeTCA:
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WHTepHer WHTepHeT
PEsKMM pafo) FPesxim pado
MpoToK MpoToH
IP-aap) IP-aa[]
@ Macka nogce @ MOHUTOPKHT IWaCKa NOACE
i LLINKD3 Mo yWomHaHY 222 MnuTRM 11INt03 No yron-aEH|
.3 MepEKMHHEIA DI £ HacTpoiku MNERBMHEIR O
BTopMHEIR DI BTopu4HEIR D

N3 pexnma «MAnTKM» B pexxmnm «HacTporKmn» nepexos BO3MOXKEH TaKKe yepes CCbiKy «1odpobHee» B
Ha3BaHWU NAUTKM.

24 MpumeHeHMe KOHPUrypauum n oTMeHa U3MEHEHUMN

2.4.1 MNpumeHeHue KOHPUTrypauum
im Mo HaXKaTuio Ha KHONKY «MpUMeHUTb» NPOUCXOAUT COXPaHeHue KoHdurypauum o flash-namarb

YCTPOWCTBA U NPUMEHEHMe HOBbIX HacTpoeK. Bce HAacCTPOMKM BCTynaloT B cuny 6e3 nepesarpysku
ycTpoiicTBa.

KHonKa «lpuMeHWUTb» B MEHI0 ObICTPOrO KOHOUIYPUPOBAHMA M B MEHIO PaCLUMPEHHbIX HACTPoeK

COOTBETCTBEHHO nmeeT BN, N .

B Web-uHtepdeiice peannmsoBaHa BM3yanbHas MHOMKALMA TEKYLLEro COCTOAHMA Mpouecca NPUMeHeHUn
HacTpoek, onucaHHan B Tabaunua 5:

Tabnnuya 5 — BuayanbHaa MHAMKALMA TEKYLLETO COCTOAHUA NpoLecca NPUMEHEHMA HACTPOEK

BHewHuii Bup, OnucaHue cocToAHUA

Mocne HaxKaTmAa Ha KHOMKY «[1pUMEHUTb» NPOUCXOAMUT NpoLecc NPUMeHeHUA U 3anmcu

HacTpoikm ceTk £ HacTpoek B NamaTb ycTpolictBa. O6 sTom MHGOPMUPYET 3HAYOK H B Ha3BaHWW BKAAAKMK
M Ha KHonKe «pumeHunTb».

06 ycrnewHoOM COXpaHEeHWM W MNPUMEHEHUM HACTPOEK WHdOopMMpyeT sHauok [ 8
HacTpoikM ceTi @ HasBaHWW BKNAAKN.

Ecnu 3HauveHue napameTpa 6b110 YKa3aHO C OmmﬁKOﬁ, TO NOCNE HaXaTuA Ha KHOMNKRY
«anIMEHMTb» noABUTCA COOTBETCTBYHOLUEE COOGLLI,EHMG C YKasaHuem npuyHnHbl, a B

HacTpoRks ceTi @

Ha3BaHWWN BKNa4KU OTO6paBMTCH 3HA4O0K E]
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2.4.2 OTmeHa U3MeHeHui

V OTMeHa U3MeHeHU NPOU3BOAUTCA TO/IbKO A0 HAXKaTUA Ha KHOMKY «MpumeHuTb». B aTOM cayvae

OTPeAaKTUPOBaHHbIe Ha CTPaHUUEe napameTpbl OGHOBATCA TEKYWMMU  3HAYEHUAMM,

3aNnUCcaHHbIMMU B NamMATH ycTpoicTBa. Mocne HaxKaTMA Ha KHOMKy «MpumeHUTb» BO3BpaT K
npeabiayLWnM HacTpokam byaeT HeBO3MOXKEH.

KHOMKa OTMEeHbl U3MEHEHUI B MEHIO BbICTPOro KOHOUIYPUPOBAHMA U B MEHIO PacCLUMPEHHbIX HAacTPOeK

x ® Otmexa
COOTBETCTBEHHO UMeeT BUA.: H

2.5 MeHto 6bIcTPpOro KoHpUrypupoBaHma

B MeHto BbICTPOro KOHPUrypMpoBaHMA OTOBPAXKAOTCA OCHOBHbIE HAaCTPOMKM YCTPOICTBA, PUCYHOK 6.

WHTepHeT noapoGHee IP-TenedoHunsa nogpoGHee
Pesxum padoTel | MaplpyTusatop ¥ NMuena 1 NMaana 2 ueuA 3 Nuena 4 SIP
MpoTtokon | DHCP v

BEMHOUYHTE
MeperyHbIA DNS

Homep 001
BTopuyHbld DNS
AyTeHTUdhUKAUNA

=-
Mna nonb3oeatenA

rMaponk

3 -

IP-TeneBupoeHne noapoGHee Cucrema noapoGHee
BKNO4NTE IPTV & DocTyn k Web
BrnounTe HTTP- & HTTE @
NPOKCH
HTTPS

MopT HTTP | 1234

PucyHOK 6 — MeHto 6bICTpOro KoHGUrypupoBaHua
HacTpoliku pasaeneHbl No cieayowmm KaTeropmsam:

e VIHmepHem — BbICTPan HACTPOIKa BbIXOAA B CETb MIHTEPHET;

e |P-menegoHuA — BbICTpan HACTPOWKa TenePoHuu;

e |P-menesudeHue — KOHPUIypMpOBaHME YCTPOMUCTBA AN1A NoAAEePKKM GYHKLMIA IPTV;
e Cucmema — HacTpolika goctyna K Web-uHtepdeiicy uepes WAN-nopT.
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2.5.1 WHTepHeT

Ana poctyna K cet MHTepHET HeobXxoAMMO YCTaHOBUTb OCHOBHbIE HACTPOMKM B pasgene «MHTepHeT».
[na yKasaHua AOMOAHWUTENbHbIX NapaMeTPoB NeperanTe B PEMM PacClUMpPEeHHbIX HAaCTPOEK, HaxKaB CCbLIKY

«nodpobHee».

Pexcum pabomel — pexkum paboTbl yCTPOMCTBA:

Mapwpymuzamop — mexgy LAN un WAN-uHTepdecom YCTaHaBAINBAETCA PEXUM
MapLpyTmnsatopa (LAN nsonmposaH ot WAN);

Mocm — mexay WAN u LAN-uHTepdeincom yCTaHaBIMBAETCA PEXMM MOCTA: AaHHble
nepegatotca npospayvHo 13 LAN 8 WAN 1 06paTHo;

MpomoKon — BblbOp NPOTOKONA, MO KOTOpOMY ByAeT OCyLLecTBAATbCA noaxkatodeHne WAN-
nHTepdelica yCTPONCTBA K CeTn nposaigepa:

Static — pexkum paboTbl, Npn KoTopom IP-aapec 1 Bce Heobxoanmole napameTpbl Ha WAN-
nHTepdelc HasHavalTca ctatndecku. Mpu Bbibope Tuna «Static» ana peaakTMpoBaHUs
6yayT AOCTYNHbI Cneaytollme napameTpbl:

BrHewHuli IP-adpec — vyctaHoBka IP-agpeca WAN-uHTepdeica ycTpoictBa B ceTu
nposanaepa;

Macka nodcemu — macka BHELIHEW NOACETH;

LUno3 no ymoa4YaHuo — agpec, Ha KOTOpbI OTNpaBAAeTCcA MakeT, eciv ANA Hero He
HaMgeH MapLpyT B Tabavue mapLpyTmMsaumm;

MepsuyHbili DNS, BmopuuHsili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCMOo/b3yoTCA
ana onpegeneHus |IP-agpeca ycTpoicTBa Mo ero AOMeHHOMY MMeHM). [laHHble nons
MOXHO He 3aMnO0/IHATb, C/IU B HUX HET HEOBXOAMMOCTU.

DHCP — pexum paboTbl, npu Kotopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
LW/I03 MO YMOJIMAHUIO U ApyrMe napameTpbl, Heobxogumble Ana paboTbl B ceTun, byayT
nony4veHsl ot DHCP-cepBepa aBTomaTU4eCcKu.

MNopaepXnBaemble onuum:

1 — mackKa cety;

3 —afpec ceTeBOro LWA03a NO YMOAYAHUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE UMA YCTPOWMCTBA;

15 — pomeHHOE Umsa:

26 — pasmep MTU;

28 — WMpoKoBeLaTeNbHbIN agpec CeTu;

33 - cTaTnyeckMe mapLpyThbl;

42 — appec NTP-cepsepa;

43 — cneundunyHaa nHdopmaLma NnponssoauTeNs;
60 — anbTepHaTUBHbIM Vendor ID;

66 —agpec TFTP-cepBepa;

67 — uma daitna MO (ans 3arpysku no TFTP ¢ cepeepa M3 onunm 66);
82 - uHpopmauma areHTa DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MAPLLPYTbI.

AboHeHmcKul w3 TAU-4M.IP 19
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B DHCP-3anpoce B onuunm 60 ycTpPoMCTBO nepepaeT cieaylowylo WHOOPMaALUIO
npoussogutens B dopmare:

[VENDOR:npoussogutens][DEVICE:Tun ycTporictea][HW:annapatHasa Bepcua] [SN:cepmitHbIl
Homep][WAN:MAC- agpec  uHTepdeiica  WAN][LAN:MAC- agpec  uHTepdeiica
LAN][VERSION:Bepcus nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

Cnucok ucnonbsyembix DHCP-onumit Ha Kaxagom ceteBom WHTepdeice (Internet, VolP,
Management) MOXHO 3a4aBaTb Bpy4Hyto. MHbOpMauus No HacTpoiKe CNMCcKa npeacTaBieHa
B MPUIOXKeHnn B.

—  PPPOE — pexum pabotbl, npn Kotopom Ha WAN-nHTepdeiice nogHumaetca PPP-ceccus.
Mpwu BbI6OpEe «PPPOE» gna peaakTMPOBaHUA CTaHYT AOCTYMHbI Cheayowme napameTpbl:

Uma none3zosamena — nma NONb30BaTeNAa ANa aBTopmusaumnm Ha PPP-cepsepe;
lMaponb — naponb gna asTopusaummn Ha PPP-cepsepe;

Service-Name — nmsa ycnyrm — 3HayeHue Tera Service-Name B coobuweHun PADI ans
WHUUManu3aumm PPPoE-coeanHeHMs (MCNONb30BaHWE [AAHHOW oNuMKM He sABAaeTcA
0653aTeNIbHbIM, 3TOT NapaMeTP HAaCTPaMBAETCA TONbKO Mo TpeboBaHMIO NpoBankaepa);

Bmopoli docmyn — TN AOCTyNa K  JIOKa/ibHbIM  CETeBbIM  pPecypcam.
Mo»Ho BbIOpaTb 2 BapuaHTa:

DHCP — puHamudeckuid pgoctyn, Korga IP-agpec v Bce Heobxogumble nNapameTpbl
nosay4atoTca no npotokoay DHCP;

Static — cTaTU4YecKkuii — B 3TOM C/lydae Heobxoaumble Aaa A0CTyNa NapamMeTpbl HYXKHO
yKasaTb Bpy4Hyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLintos3.

—  PPTP — pexum, Npu KOTOPOM BbIXO4, B MIHTEPHET OCYLLECTBAETCA Yepe3 cneumasbHbIi
KaHa/, TYHHenb, ucnonbsys npotokon PPTP. Mpu Bbibope «PPTP» pgna pepakTMpoBaHUs
CTaHyT AOCTYNHbI Cneaytowme napameTpbl:

PPTP-Cepsep — apgpec cepsepa PPTP (aomeHHoe umsa unum IP-agpec B popmare I1Pv4);

Uma none3zoseamersnda — UMA NOAb30BaTeNA 41a asTopmsaunm Ha PPTP-cepsepe;

lMaponb — naponb gna astopusaumm Ha PPTP-cepsepe;

Bmopoli docmyn — TN AOCTyna K JIOKa/ibHbIM ceTeBbiM pecypcam u PPTP-cepsepy.
Mo»Ho BbIOpaTb 2 BapuaHTa:

DHCP - pawnHamuuyeckuit poctyn, Korga |P-agpec u Bce Heobxoaumble napameTpbl
noay4atotca no npotokoay DHCP;

Static — cTaTUYecKkuid, B 3TOM C/aydae Heobxoaumble ana goctyna K PPTP-cepsepy
napameTpbl 334a0TCA BPYYHYIO:

= |P-g0pec — Npun CTaTUY4ECKOM A0CTYyrMe € 3TOro agpeca ocywecrenseTcs goctyn ao PPTP-cepsepa;
= Macka nodcemu — Npu cTaTU4ECKOM AOCTyNe MacKa NoaceTy;

= DNS-cepsep — npu ctatudeckom goctyne cepsep DNS, ncnonbayemblit B 10KaNbHOM CETH;

= [lI1103 — NPU CTaTUYECKOM AO0CTYyNe W03 Ans gocTyna K PPTP-cepeepy (ecnn Heobxoanm).

— L2TP — pexum, npu KOTOPOM BbIXxoZ B NHTEpHET OCyLiecTBAAETCA Yepe3 chneumasnbHbIN
KaHan, TyHHeNb, ucnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» ana pefakTMpoBaHUA
CTaHYT AOCTYMHbI C/leAytolWwme napameTpsbi:

L2TP-cepsep — anpec cepsepa L2TP (aomeHHoe nma uan IP-agpec 8 popmarte IPv4);
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Uma nonbzosamesna — UMa NONb30BaTeNs Ansa aBTopusaunm Ha L2TP-cepsepe;

lMaposab — naponb ona asTtopmsaumm Ha L2TP-cepeepe;

Bmopoli docmyn — TUN [OCTyna K JIOKanbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamuuyeckuit poctyn, Korga |P-agpec v Bce HeobxoauMmbie napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTMYeckMin, B 3TOM C/ydae Heobxoaumble ana pgoctyna K L2TP-cepsepy
napameTpbl 3a4at0TCA BPY4YHYIO:

= [P-a0pec — Npwn CTaTUY4ECKOM AO0CTYrMe € 3TOro ajpeca ocyliecTsaserca goctyn o PPTP-cepBepa;
= Macka nodcemu — npu cTaTUYECKOM AOCTyNe MacKa NoACeTH;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnosnbayemblit B 10KaIbHOM ceTy;

= [[In103 — NPV CTaTMYECKOM A0CTyne W03 gaa aoctyna Kk L2TP-cepsepy (ecam Heobxoanm).

MpoTtokoabl PPTP n L2TP mncnonb3yloTca 4aa CO34aHMA 3alMLLEHHOIO KaHana cBAasn 4yepes Internet
MeXAy KOMMbIOTEPOM YAA/NIEHHOrO MO0/ib30BaTesia M YacTHOW ceTbio ero opraHusauuu. PPTP wn L2TP
OCHOBbIBAOTCA Ha NpoToKosie Point-to-Point Protocol (PPP) un siBasaloTca ero pacwumpeHnamu. JaHHble BEPXHUX
ypoBHel mogenn OS| cHayana uHkancyaunpytorca B PPP, a 3atem B PPTP unu L2TP gna TyHHenbHOW nepenayu
yepes cetn obuwero pgoctyna. PyYHKUMOHaNbHble BO3MOXHOCTM PPTP u L2TP pasaunuHbl. L2TP moxkeT
MCNo/Ib30BaTbCA He TO/IbKO B IP-ceTax, cnykebHble coobLeHMA aNA CO34aHMA TYHHENS U NEePECbIIKM N0 HeEMY
OAHHbIX UCMO/b3YOT OANHAKOBbIN GOpMaT U NPOTOKO/bl. PPTP mMoXKeT NnpumeHATbCA ToNbKOo B IP-ceTax, u emy
HeobxoanMoO oTaenbHoe coeguHeHwe TCP Ana co3faHMA M MCNONb30BaHUA TyHHenA. L2TP nosepx IPSec!
npeanaraet 6osblue ypoBHel 6e3onacHOCTH, yem PPTP, n MMeeT BbICOKYHO CTENEHb 3aLUMULLEHHOCTU BaXKHbIX ANA
OpraHmMsaumn gaHHbIX.

OcobeHHocTM L2TP genaloT ero oyeHb MEPCNEKTUBHbIM MPOTOKOJIOM A/ MOCTPOEHUS BUPTYasbHbIX
ceTtemn.

[na BCTYNAEHMA B CUAY HOBOW KOHOUIypauMuM M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYID NaMATb

Ha*XMUTE KHOMKY . ,ﬂ,fl‘il OTMEHbI UBMEHEHUI HAXMUTE KHOMKY &

YT06bl NOAKNIOYUTL YCTPOMCTBO K CETM NpoBangepa, HeobXoAUMMO YTOYHWUTL Yy OnepaTopa CeTeBble
HacTPoMKK. MpK UCNONb30BaHUWN CTAaTUYECKMX HAacTpoeK B none «MpoTOKOI» HYXKHO BbibpaTb 3HaYeHMe «Staticy,
3ano/HUTb nona «BHewHun IP-agpec», «Macka noacetu», «Llnto3 no ymonyaHuto», «llepBuyHbit DNS» un
«BTopuuHbIi DNS» npenocTtaBaeHHbIMM NPOBANAEPOM COOTBETCTBYHOWMMM 3HAYeHUAMU. Ecanm ycTpolicTBa B
ceTM nposalifepa MNOJy4aloT ceTeBble HACTPOMKM no npotokonam DHCP, PPPoE, PPTP wuan L2TP — B none
«MpoToKkon» BbibepuUTe COOTBETCTBYIOWMIA MNPOTOKON M BOCMNONb3YATECH MHCTPYKUMAMM MpoBakgepa Ana
NOJIHOM M NPaBW/IbHOM HACTPOMKM YCTPOMCTBA.

2.5.2 IP-rene¢poHunn

Ons pabotbl IP-TenedoHUM HeobxogMMo YCTaHOBUTb HAcTpoMKu B pasgene «IP-tenedoHus». [Ona
YKa3aHWA [ONOJIHUTE/IbHBIX NapameTpoB MepernauTe B PEXUM PaCWMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHee».

Bo BKAagKax «JIuHus 1», «J/IMHuA 2», «JInHua 3», «JIMHMA 4»  BbINOJIHAIOTCA OCHOBHbIE HACTPOWMKMU
TenedoHHbIX NOPTOB ycTpoiicTBa «Phonel», «Phone2», «Phone3», «Phone4» cooTBETCTBEHHO:

e BKAwYumoe — Npu yCcTaHOBAEHHOM daare AaHHaA IMHUA aKTUBHa;

e Homep — abOHEHTCKMIA HOMEp, 3aKpen/ieHHbIl 3a TenedoHHON NNHUEN;

e VIMA nonv3osamesia — UMA NONb30BaTeNA ANA ayTEHTUPUKaLMK Ha SIP-cepsepe;
e [laposb —naponb Ana ayteHTUdUKaumm Ha SIP-cepsepe.

lﬂ,na KOppeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO a4pPecoB OTNpaBuTens.
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Bo BknagKe «SIP» BbINOAHAOTCA OCHOBHblE HAaCTPOMKK ana SIP-npokcu cepBepa:

e SIP-npoKcu cepsep — ceTeBoW agpec SIP-cepBepa — YCTPOWMCTBA, OCYLLECTBAAIOLLErO KOHTPO/b
AocTtyna Bcex aboHeHTOB K TenedpoHHOM ceTn nposaraepa. MoKHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOE MMSA (4epe3 OBOETOYME MOMKHO 334aTb afnbTepHaTuBHbIM UDP-nopt SIP-cepsepa, no
ymosidaHuio 5060);

e Peazucmpayua — npu ycTaHOB/AEHHOM ¢are paspelleHa perncrpauma aboHEeHTCKMX NOpTOB Ha
cepBsepe pernctpaumu;

o Cepsep pecucmpayuu — CETEBOM afpec YCTPOMCTBA, Ha KOTOPOM OCYLLECTBAAETCA perMcTpaums
Bcex aboHeHTOB TenedpOHHOM CETU C LeNblo NPeAOoCTaBNeHUs UM NpaBa NoO/b30BaTbCA YCaAyramu
cBA3M (4epe3 ABOETOYME MOMKHO YKA3aTb afibTEPHATMBHLINA MOPT CepBepa perncrpaluu, no
ymonyaHuio 5060). MoxKHO ykasaTb KaK |P-agpec, Tak u gomeHHoe umsaA. Ob6blMHO cepBep
pernctpauum ¢pmsmyeckn coemelleH ¢ SIP-npoKkcn cepsepom (OHU MMEIOT 0AMHaKOBbIN aapec);

e SIP domain — pomeH, B KOTOPOM HaxoAMTCA YCTPOWMCTBO (3amMofiHATL Npu HeobXxoAuMmocTu),
Ha3Ha4vaeTca aBTomaTnyeckm m3 15 onumm npotokona DHCP wmnm 3agaetca BpyyHyto. [JomeH,
3a4aHHbIV BPYYHYIO MMEEeT NPUOPUTET Haj, HacTPOMKOM, nonyyeHHon no DHCP.

Ona sctynneHmna B cuny HOBOW KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYIO MaMATb

Ha*XmMunte KHOMKyY . Ona oTmeHbl M3MEHEHUIN HaXXMNTe KHOMKY

2.5.3 IP-tenesnpgeHue

Ona pabotbl dyHKUMKM IPTV HYXKHO BbINO/IHUTL OCHOBHbIE HAaCTPOMKKN B pasgene «IP-tenesnaeHue». Ana
YKa3aHUA JAOMOJHUTENbHbIX MAapaMeTpPoB nNepenguTe B PeXMM PacClIMPEHHbIX HACTPOEK, HaxKaB CCbIAKY
«rnodpobHee».

e Bknrouyume IPTV — npu ycTaHOBNEHHOM ¢dare paspelleHa TpaHcasuma curdanos IP-tenesnaeHmn
¢ WAN-uHTepdeiica TAU-4M.IP (n3 ceTn npoBaigepa) Ha yCTPOMCTBA, NOAKAOYEeHHble K LAN-
nHTepdelicy;

e BKaoyumoe HTTP-npoKcu — npu ycTaHoBAeHHOM dnare ucnosnbsosatb HTTP-npokcu. HTTP-npokcu
ocywiectsnset npeobpasosaHne UDP-notoka B notok HTTP, 4To No3BoAAET yAyyllMTb KayecTBo
TPAHCANMPYEMOTO U306paXKEHMA MPU NJIOXOM KauecTBE KaHasia CBA3W B IOKA/IbHOW CETH.

e [lopm HTTP — Homep nopTta HTTP-npoKcn, ¢ KOToporo 6yaeT oCyLecTBAATLCA TPAHCAMPOBaHUe
BMOEO-NOTOKA. Mcnonb3yinte 3TOT MOPT AAA MOAKAKOYEHMA K TPAHCAMPYEMBIM YCTPOMCTBOM
noTtokam IPTV.

Hanpumep, ecnn yctpoictBo mmeetr Ha LAN-mHTepdeice agpec 192.168.0.1, pana nopta nNpoKcU-cepsepa
BblOpaHO 3HauyeHue 2345, 1 HeobxoaMmOo BocnpomsBecTn KaHan 227.50.50.100, tTpaHcaupytowminca Ha UDP-
nopt 1234 - ana nporpammel VLC agpec NoTOKa HY»XHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ona BCTyn/1€HUA B CUNy HOBOW KOHd)MI'ypaLI,VII/I N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCUMMYKO NMaMATb

Ha*XMute KHOMKy . Ona oTmeHbl M3MEHEHUI HaXkMuUTe KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbINOJIHAETCA HacTpoika goctyna kK Web-koHdurypatopy ycTtpoiictsa. [ns
YKasaHua [OMOJHWUTE/bHbIX MapaMeTpoB MeperanTe B PEeXUM PaCLUMPEHHbIX HACTPOEK, HaXKaB CCblIKY
«rnodpobHee».
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Joctyn K Web yepes WAN:

e HTTP — npwu ycTaHOBNEHHOM dnare paspelLeHo nogxntoveHne Kk Web-koHourypaTtopy yctponctaea
yepe3s WAN-nopt no npotokony HTTP (HebesonacHoe noakntoueHme);

e HTTPS — npu ycTaHOBNEHHOM diare paspeLleHo noakatoydeHne Kk Web-koHdurypaTopy yctpoincraea
yepe3 WAN-nopT no npotokony HTTPS (6esonacHoe nogKkatoueHune).

Mo ymonuanuio goctyn K Web-uHtepdeitcy ycTpoiictea paspelueH TonbKo Yepes LAN-uHTepdeiic.

Ona BCTyn/1€HNA B CUNY HOBOWM KOH(I)MI'ypaLI,MM N 3aHeCeHNA HaCTPOEK B 3HEProHe3aBUCUMMYIKO NMaMATb

HaXXMUTe KHOMKY . Ana otmeHbl N3MEHEHUIM HaXXMmuTe KHOMKY x

2.6 PacwmpeHHble HaCTPOUKKU

[na nepexosa B peXXUM PACLUMPEHHbIX HACTPOEK YCTPOMCTBA HAXKMUTE CCbINKY «no0pobHee» B Ha3BaHWUU
No6OoN NANTKM MK BbIBEpUTE NYHKT « HaCTPOMKM» Ha NaHenu ciesa.

2.6.1 OcHoBHble anemeHTbl Web-untepodeiica

Ha pucyHke 7 npeacrtaBneHbl 3n1emeHTbl Hasuraumm Web-KoHurypatopa B pexknmme pacluMpeHHbIX
HacTpoekK.

TAU-4M.IP 1 -~ admin

m IP-tenechorna  IP-TeneBngeHrMe  CucTema 4

UntepHer QoS [MEEWIITENLINGEN L DHCP-cepeep  [lokankHslid DNS  NAT M npoOpoc nopToe  CeTeBOil 3kpaH  ACL  ©unktp MAC

5

MaplpyTusauus  OuHamudeckuit DNS  SNMP

Hactpoiika MAC-agpeca WAN 5
@ a3
Mepeonpegenute MAC L)
= MAC -
&
© 000 "Mpednpusmue "3nmexc”, 2011 — 2018 Bepcus M10O: {rexymaa sepcua M0}

{ Bepcus eeG-usmepgelica; (Tekymaa gepcua Bed-UHTepeiica)

PucyHok 7 — 3nemeHTbl HaBuraumm Web-koHdurypatopa

OKHO no/ib3oBaTeNbCKOro MHTepdelica pasgeneHo Ha cemMb obnacreir:

1 Wmsa nonb3osatens, nog KOTOPbIM Obll OCYLLECTBNEH BXOA B CUCTEMY, KHOMKa 3aBeplueHus
ceaHca pabotbl B Web-uHtepoeiice (8bix0d) nog AaHHbIM NOMb30BaTENEM M BbiNagatoliee MeHIo
BblbOpa A3blka Web-uHTepdelica.

2 BKAagKM MeHK TpynnupyroT BKAAAKM NogMeHio no Kateropusam: Cetb, IP-tenedonHus, IP-
TenesupgeHue, Cucrtema.
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3

4

BKnagKu noameHto cay»KaT ANnA ynpaBAeHMA NOIeM HAacTPOeK.
MaHenb cmeHbl pexkuma Web-koHdurypaTopa (onucaHue B pasgene 2.3).

Mone HacTpoeK ycTpoincTBa, KoTopoe 6asnpyetcs Ha Bbibope Nosb3oBaTens, npegHasHavyeHo and
NPOCMOTPA HAaCTPOEK YCTPOICTBa U BBOAA KOHPUIYPALMOHHbIX AaHHbIX.

KHOMKM ynpasieHns KoHourypaumei, nogpobHas nHpopmaLums npueeseHa B pasgene 2.4,

MpumeHUMb — NPUMEHUTb U COXPAHUTb TEKYLLYHO KOHPUIYpaLMIO B SHEPrOHE3aBUCUMMYIO
NamsaATb YCTPOMCTBA;
OmmeHa — OTMEHa MW3MEeHEHWN (BO3MOMKHA TOMbKO [0 HAXATUA HA  KHOMKY
«[TpumeHUMb ).
NHbopMaumoHHOe nose, B KOTOPOM OTOOPaXKaeTCA BEPCUA NPOrPaMMHOro obecrneyeHmns, Bepcus
Web-uHTepdelica.

2.6.2 MeHio «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUIYPUPOBaAHUE CETEBbLIX HACTPOEK YCTPOWCTBA.

2.6.2.1MNogmeHto «AHTEpHET»

B noameHto «MHTepHET» BbINOHAETCA KOHPUIYpUpPOBaHMe BHELHeN ceTu (no npotokonam PPPoE, DHCP,

PPTP, L2TP, cTaTM4eCKK, B pexMme MapLupyTUusaTopa U MOCTa) U JIOKaNbHOM CeTH.

OBuwme HacTponku

Mma xocTa

BHelWHARA ceTb

Moaknoderue K HHTEPHET npDEID,.’lHDB noJrknoYeHue T

CkopocTb W Aynnekc Auto v

Hactpoitkm nogkno4eHua
Pexum pabots MapwpyTuaatop v
Mpotokon DHCP v

AnsTepratusnsil Vendor D (onums 60)
Wrdhopmauwa arenta DHCP Relay (Onuun 82)
Mepeuunkbii DNS
Bropuutbii DNS

Paamep MTU 1500
Wenonsaoeate VLAN

OmKounTE TPEHCAAYWKD a0pecos OTNPaBUTENA

INlokanbHas ceTb

|P-agpec 192.168.1.1

@
@

25

@

Macka nogceTu 25525 i)

HacTtpoiika IPSec

A U [PSec HeaoamoxHa

BrMKYHTh Coemecmuyan pabona mpaxchn
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Obuwue HacmpolKu

e Mmsa xocTa — ceTeBoe MMA YCTPOICTBa.

BHewHsAsa cemob

e [loOKnroveHue K UimepHem — cnocob NoAKAOYEHUA YCTPOMCTBA K BHELLHEN CeTu:

— [lposodHoe nodKnveHue — NOAKAOYEHME K ceTU MHTepHEeT ocyLecTBAAETCS TOIbKO MO
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogKatodeHuMe K ceTM WMHTepHeT ocyllectTsasetca depes
6ecrnposoaHon USB-mopmem 3G/4G (4epe3 ceTb MOBUAbHON CBA3M), MOAKAOYEHHBIN K
USB-nopTy ycTpoicraa.

— Asmomamu4ecKu nepexodume HA pe3epsHbll KaHasa — NoAkatodeHue K cet NHTepHer
OCYLLECTB/ISETCA MO OCHOBHOMY KaHasy (3agaeTca Huxe B nose « OCHOBHOM KaHan»), 1 B
C/yvyae NponafaHua [ocTyna K MHTepHeT no OCHOBHOMY KaHany 6yaeT npousseneH
aBTOMATMYECKUI Nepexos Ha pe3epBHbIN KaHal.

e CKOpOCTb M AyNIeKC — YyCTAaHOBKA CKOPOCTU Nepenayn AaHHbIX M pexuma paboTbl gynaekca Ha
Ethernet-nopty WAN aboHeHTCKOro Wwto3a:

— Auto— aBTOMATUYECKOE COr1acoBaHWE CKOPOCTU U Ayn/eKca;

— 100 Half — nopaepxusaetca ckopoctb 100 M6UT/c ¢ nonyaynaeKCHbIN PEXNUMOM;
— 100 Full - nogaep»unsaetca ckopoctb 100 M6uT/c ¢ AyNIEKCHBbIM PEXUMOM;

— 10 Half - nopaaep»usaetca ckopoctb 10 M6UT/C ¢ NoayaynAeKCHbIM PEeXUMOM;
— 10 Full - noppepsknsaetca ckopocTb 10 M6UT/c ¢ AynAEeKCHbIM PEXUMOM.

Hacmpoliku nodknwoyeHus

Mpu Bblbope cnocoba noakntoveHna «lMpoBogHoe nogKaloveHue» OyayT [AOCTYNHbI chaeayowue
HaCTPOIMKM NOAKNIOUEHUA:

e Pexnm paboTbl — perkmm paboTbl yCTpOMNCTBa:

—  Mapwpymuzamop — mexgy LAN n WAN-uHTepdeincamm ycTaHaB/IMBAETCA PEXUM
MapupyTnsatopa (LAN nsonmposaH ot WAN);

—  Mocm — mexay WAN un LAN-uHTepdericamm yCTaHaB/NMBAETCA PEXMM MOCTA: AaHHbIe
nepegatotca npospayHo ns LAN B WAN 1 06paTHO — paKTUYECKU yCTPOMCTBO paboTaeT B
pexume KommyTaTopa.

Mpu Bbibope pexunma paboTbl «Mapwpymuszamop» 6yayT [OCTYMHbI CAeaylowme HaCTPOMKM
NOAKIYeHUA:

e [Ipomokon — Bbl6OpP NPOTOKONA, NO KOTOpPOMY b6yAeT OCyWecTBAATbcA noakntoveHne WAN-
nHTepdelica yCTPONCTBA K CETU NpeaoCTaBeHNs yCayr NpoBangepa:

—  Static — pexkum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
UHTepdelic HasHavalTcA cTaTudecku. Mpu Bbibope TMNa «Static» ANA pefakTMpoBaHWA
CTaHYT AOCTYMHbI CAeaytowme napameTpbl:

BHewHuli IP-adpec ycmpolicme — ycTtaHoBKa |IP-agpeca WAN-uHTepdelica ycTpoicTea B
ceTn npoBangepa;

Macka noocemu — macka BHeLLHeN NoaceTw;

LUno3 no ymon4yaHuo — agpec, Ha KOTOpbl OTNPaBAAeTCA MaKeT, eciv ANA Hero He
HanAeH mapLipyT B Tabanue mapLipytTmsaumm;
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MepesuyHbili DNS, BmopuyHsili DNS — anpeca cepBepoB AOMEHHbIX UMEH (MCNOob3yoTCA
ana onpegenexHua IP-agpeca ycTponctea no ero AOMeHHOMY MMeHM). [aHHble nons
MOYHO OCTaBMUTb MYCTbIMU, EC/IN B HUX HET HEOOXOAMMOCTH.

— DHCP — pexum pabotbl, npn Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W03 MO YMOAYAHUIO U ApyrMe napameTpbl, Heobxoaumble ana paboTbl B ceTn, byayT
nony4veHbl oT DHCP-cepBepa aBTOMaTUYECKW.

Moanepnsaembie onunm:

1 — macka cety;

3 —ajgpec CeTeBOro LW/3a N0 YMOAYAHWUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOMNCTBA;

15 — pomeHHOE UMmS;

26 — pasmep MTU;

28 — WwmpoKoBeLwaTenbHbIN afpec ceTu;

33 - cTaTU4eckme MmapLlpyThbl;

42 —appec NTP-cepsepa;

43 — cneundunyHasa MHopMaLMa NPOMU3BOANTENS;
60 — anbTepHaTmBHbI Vendor ID;

66 —agpec TFTP-cepsepa;

67 — uma daiina MO (ana 3arpyskum no TFTP c cepsepa 13 onuum 66);
82 - nHpopmauma areHta DHCP Relay;

120 - outbound SIP-cepBepa;

121 — 6ecknaccoBbie CTaTUYECKME MAPLLPYThI.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 33/aTb HeE0bxoAnMMoe 3HaYeHne onumin 60 n 82.

AnemepHamugHeili Vendor ID (onyus 60) — npu ycTaHOB/AEHHOM ¢nare ycTPOWCTBO
nepepaér 8 DHCP-coobuweHuax B onumm 60 (Vendor class ID) 3HayeHue u3 nons Vendor
ID (onuyus 60). Mpu nyctom none onuua 60 B coobuweHuax npotokona DHCP He
nepepaérca.

Echn dnar AabmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHMe No YMOAYaHMIO, KOTOPOe MMEET Caeaytowmnii opmar:
[VENDOR:npoussoautens][DEVICE:Tmn yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepdpeinica WAN][LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms)

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHudbopmauus areHta DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nossosneT
nobasuTtb B DHCP-3anpoc:

= l0eHmupukamop uenu azeHma (Onuyua82) — nos3sonser aobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= loeHmupuKkamop yodaneHHo20 azeHma (Onyusa82) — no3sonaet aobasutb B8 DHCP-3anpoc onuuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok mcnonbsyemblx DHCP-onumit Ha Kaxkgom ceteBom uMHTepdelice (Internet, VolP,
Management) MOXHO 3agaBaTb Bpy4YHyto. WMHPopmaums no HACTPOWKe ChMCKa
npeacTasieHa B NPUIOXKeHUN B.
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MepsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB — ecan agpeca DNS-
CepBepoOB He Ha3HAYaloTCA aBTOMATUYECKU Mo npoTokony DHCP, npu HeobxoammocTu
3afaliTe wux BpyYHyl0. Agpeca, 3aZaHHble BpPYy4Hylo, OyayT MMeTb NPUOPUTET Hap,
aapecamn DNS-cepsepoB, noaydyeHHbIMK No npoTtokony DHCP.

PPPoE — pexum pabotbl, npu Kotopom Ha WAN-uHtepdeiice nogHumaetca PPP-ceccus.
Mpw BbIbOpe «PPPOE» ans pefakTMPOBaHUA CTAHYT AOCTYMNHbI Cleaytolme napameTpsbl:

Wmsa none3osamens — umaA NoNb30BaTeNa ANA aBTopu3sauumn Ha PPP-cepsepe;

Mapons — naposib ANA aBTOpU3aLNy;

MTU — MaKcMManbHbiM  pasmep 6710Ka AaHHbIX, MepedaBaembiXx MO CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — umsa ycnyrn — 3HadeHume Tera Service-Name B coobuieHmm PADI (none He
06A3aTeNnbHO ANA 3aNoNHEeHUA);

Tun coeduHeHUsA — B 3aBMCMMOCTM OT BblbpaHHOro 3HayeHua PPPoE-ceccna nogHsTa
Bceraa (AlwaysOn), wHUUMMpyeTcA MpuM  HeobxoAMMOCTM nepegaun  Tpaduka
(OnDemand) vnn MHULMMPYETCA U TEPMUHUPYETCA BPYYHYIO MPM NOMOLUM KHOMOK
«BKao4Yume myHHess/Bbikaodyums myHHens» (Manual);

Talimaym HeakmusHoCMU, C — TNPOMEXYTOK BPEMEHM, MO WCTEYEHUU KOTOPOTO
npouncxoamt paspbls PPPoE-ceccum no HeakTMBHOCTU B pexkume OnDemand,

LCP echo unmepeas, c — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyecTBo HeoTBeyeHHbIXx LCP-3anpocos, nocne
KOTOpbIX npoucxoauTt paspblis PPPoE-ceccuy;

Bmopoli Odocmyn — TN A0CTyNa K  JIOKa/ibHbIM  CETEeBbIM  pPecypcam.
Mo»KHO BbIOpaTb OAUH U3 ABYX BapUAHTOB:

DHCP - pauHamuueckuii pgoctyn, Korga IP-agpec M Bce Heobxoaumble MapameTpbl
Ha3Ha4vatoTca no npotokony DHCP;

Static — cTaTUYecKMii — B 3TOM C/y4yae HeobxoauMmble ANA AOCTyNa NapameTpbl 3a4atoTcs
BpYyYHyto: IP-adpec, Macka nodcemu, DNS-cepeep, LLinto3;

Ucnonezosams emopoli docmyn 0asa VolP — onuma poctynHa, ecan ana cepsuca |IP-
TenepOHUN He HACTPOEH BblaeneHHbIN HTepdeic (ycTaHoBAeH dnar «Mcrnons3osame
Hacmpolku Internet»). Mpu cHaTom dnare (no ymonuyaHuo) cepsuc IP-tenedoHunn
ncnonb3yet Ana csoeit paboTbl UHTepdelic PPP, npu ycTaHoBAeHHOM — UHTepdelic
BTOporo goctyna (IPoE);

AnnapamHoe YycKopeHue mpaguka — B 3aBUCMMOCTM OT BbIOPAHHOrO 3HAYeHMsA
OOCTUraeTcs yBenyeHne NponycKkHOM CnocobHOCTM YCTPOMCTBA NpU Nepeaade Tpaduka
PPP (npwu Bbibope PPP) unu IPoE (npwu Bbibope Ethernet).

PPTP — pexum, Npy KOTOPOM BbIXoZ B MHTEpHET ocyLLecTBAsSeTCA Yyepes crewlnasbHbli
KaHan, TYHHeNb, ucnonb3ya npotokon PPTP. Mpu Bbibope «PPTP» ana pefakTMposaHuA
CTaHYT AOCTYMHbI CAeaytowme napameTpbl:

PPTP-cepsep — IP-appec cepsepa PPTP;

Uma nonsv3osamersnsa — MMA NONb30BaTeNa gaa astopmsaumm Ha PPTP-cepsepe;

lMaponab — naponb ana astopmusaumm Ha PPTP-cepBepe;

MTU — MaKCcMMasbHbIi  pa3mep 6/10Ka [AaHHbIX, MepeaaBaemblX MO CETU
(pekomeHayemoe 3HauyeHne — 1462);

Tun coeduHeHUS — B 3aBUCMMOCTM OT BblbpaHHOro 3HayeHuAa PPTP-ceccus noaHATa
Bceraa (AlwaysOn), wHUUMMpPYeETCA MpM  HeobxoAMMOCTM nepegaun  Tpaduka
(OnDemand) vnn uHULMUPYETCA U TEPMUHUPYETCA BPYYHYIO MPM NMOMOLUM KHOMOK
«Braoyume myHHens/Boikatouume myHHens» (Manual);
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Talimaym HeakmusHoOCMU, C — TMPOMEXYTOK BPEeMeHW, MO WCTEYEHUU KOTOPOro
npoucxoanT paspbis PPTP-ceccum no HeaKTUBHOCTM B pexkume OnDemand,

LCP echo uHmepsasn, ¢ — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyectBo HeoTBeyeHHbIx LCP-3anpocos, nocne
KOTOpbIX Nponcxoant paspbis PPTP-ceccuu;

Bmopoli docmyn — Tun AocTyna K JIoKanbHbIM ceTeBbiM pecypcam u PPTP-cepsepy.
Mo*KHO Bbl6paTb 0AUH U3 ABYX BapMaHTOB:

DHCP — punHamuuyeckun pgoctyn, Korga |IP-agpec n Bce Heobxogumble napameTpbl
Ha3HayvakTcA no npotokony DHCP;

Static — cTaTU4Yeckuit, B 3TOM cayyae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 334a0TCA BPYYHYIO:

= |P-a0pec — Npu CTaTU4ECKOM A0CTYyrMe € 3TOro aapeca ocywecreaseTcs goctyn ao PPTP-cepsepa;

= Macka nodcemu — nNpu CTaTU4ECKOM LOCTyNne Macka noacety;

= DNS-cepsep — npu ctatnyeckom gocrtyne cepsep DNS, ncnonb3yemblit B TOKa/IbHOM CeTH;

= [lI1103 — NPU CTaTUYECKOM A0CTYyNe W03 Ansa goctyna K PPTP-cepeepy (ecnn Heobxoanm).
Ucnonsv3zosamb emopoii 0docmyn 014 VolP — onuus aocTynHa, ecam gnsa cepsuca IP-tenedoHnm

He HaCTPOEeH BblaeneHHbI UHTepdpenc (ycTaHosBneH ¢nar «Mcnonvzosamse Hacmpoliku Internet»). Mpwu

cHATOM dnare (no ymonyaHuio) cepsuc IP-tenepoHumn ncnonbsyet ansa csoeit paboTtbl nHTepdeic PPP, npu

yCTaHOBAEHHOM — MHTepdeic BToporo goctyna (IPoE).

AnnapaTHoe ycKopeHue TpaduKa paboTaeT ToNbKO AnA HTepdeica BToporo goctyna (IPoE).

— L2TP — pexum, npu KOTOPOM BbIXxoZ B UNHTepHeT ocyliecTBAAeTCA Yepe3 crneumanbHbIn
KaHa/, TyHHeNb, Ucnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» ana pepakTMpoBaHUA
CTaHyT AOCTYNHbI Cneaylowme napameTpsbl:

L2TP-cepgep — IP-apgpec cepsepa L2TP;

Umsa nonb3osamesnsa — Ma NONb30BaTeNA ANA aBTopm3aunmn Ha L2TP-cepsepe;

lMapone — naponb ana asTopusaunm Ha L2TP-cepsepe;

MTU — MaKcMManbHbii  pasmep 6/10Ka  AaHHbIX, NepefaBaembix MO CETU
(pekomeHayemoe 3HaueHune — 1462);

Tun coeduHeHuUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HadyeHusa PPTP-ceccus noaHsTa
Bcerga (AlwaysOn), wHWUMMPYETCA NpuM  HeobxoAMMOCTM nepegayn  TpaduKa
(OnDemand) wnn MHULMMPYETCA U TEPMMHUPYETCA BPYYHYIO MPM MOMOLLM KHOMOK
«BKato4ums myHHesb/Bbikaoyume myHHens» (Manual);

Talimaym HeakmusHOCMU, C — TMNPOMENKYTOK BPEMEHWM, MO WCTEYEHUU KOTOPOro
npouncxoamT paspbie L2TP-ceccun no HeakTUBHOCTM B pexkume OnDemand;

LCP echo uHmepsasn, ¢ — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOPbIX NponcxoamT paspbis L2TP-ceccum;

Bmopoli docmyn — TN [OCTyna K JIOKanbHbIA ceTeBbIM pecypcam u L2TP-cepsepy.
Mo»Ho0 BbIOpPaTb OAUH U3 4BYX BapUAHTOB:

DHCP - pawnHamuuyeckuit poctyn, Korga |P-agpec u Bce Heobxoaumble napameTpbl
Ha3Ha4alTCcA No npotokony DHCP;

Static — cTaTUyeckuid, B 3TOM c/lydyae Heobxoaumbie ana pgoctyna K L2TP-cepsepy
napameTpbl 3a4a0TCA BPY4YHYIO:

= |P-a0pec — Npun CTaTUY4ECKOM A0CTYyrMe € 3TOro agpeca ocywecrenseTcs goctyn ao PPTP-cepsepa;
= Macka nodcemu — Npu CTaTUHECKOM AOCTYMNe MacKa NoaceTu;

= DNS-cepsep — npu ctatuyeckom gocTyne cepsep DNS, ncnonbayemsiii B 10OKaNbHOM ceTy;

= [lI1103 — NPU CTaTUYECKOM A0CTyNe W03 gnsa goctyna K L2TP-cepsepy (ecnm Heobxoamm);
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= Jicnons3oeame emopoli docmyn 014 VolP — onumsa gocTynHa, ecan ana cepsuca IP-tenepoHun He
HaCcTPOeH BblAaeNeHHbIA MHTepdenc (yctaHoBneH dnar «Mcrnonszoeame Hacmpolku Internet»). Mpu
cHATOM dnare (no ymonuyaHuio) cepsuc IP-tenepoHumn ncnonb3yeT ana ceoeit pabotbl nHTepdeiic PPP,
npu yctaHoBaeHHOM — UHTepdelic BToporo aoctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO Ana nHtepdeiica sToporo aoctyna (IPoE).

Mpotokonbl PPTP u L2TP mncnonb3yloTca ANA CO343aHMA 3alLMLLEHHOro KaHana ceBAsM 4vepes Internet
MeXKAY KOMMbIOTEPOM YAANEHHOTO MNOAb30BAaTeNA M YACTHOM CeTblo ero opraHusaumu. PPTP u L2TP
OCHOBBbIBAOTCA Ha npoTokone Point-to-Point Protocol (PPP) 1 sBnstoTcs ero paclwumpeHnamu. JaHHble BEPXHUX
ypoBHel mogenn OS| cHauyana nHKancynmpytoTca B PPP, a 3atem B PPTP nan L2TP ana TyHHenbHOM nepenayu
yepes cetu obuwero pgoctyna. PyHKUMOHANbHble BO3MOXKHOCTM PPTP u L2TP pasauyHbl. L2TP mokeT
MCNONb30BaTbCA He TONbKO B IP-ceTax, cnykebHble coobweHna aNa CO34aHUA TYHHENA U NEePecbIIKM N0 Hemy
OaHHbIX MCNONb3YIOT OAMHAKOBbLIN GopmaT MU NPOTOKOAblL. PPTP MOXKeT NpMMeHATbCA TO/bKO B IP-ceTax, u emy
HeobxoaMmo oTaenbHoe coegmHeHne TCP gna co3gaHna M UCNONb30BAHUA TYHHENS.

L2TP nosepx IPSec? npeanaraet 6onblue yposHei 6esonacHocTv, yem PPTP, 1 rapaHTUPOBaTb BbICOKYHO
cTeneHb 6e30MacHOCTb BaKHbIX ANA OpraHusauum gdaHHbix. OcobeHHoctu L2TP  pgenatoT ero oveHb
NepcnekTUBHbLIM MPOTOKOIOM 4151 MOCTPOEHMA BUPTYabHbIX CETEN.

Ucnonsezosams VLAN 8o gHewHeli cemu — nNpu ycTaHOB/IEHHOM d/1are UCnosib3oBaTb A5 BbIXOAa
B MHTepHeT ngeHtudumratop VLAN, ykasaHHbIn B none «VLAN ID».

— VLAN ID — npentndpukatop VLAN, ncnonbsyemblit 4na gaHHOM ycayru;

— 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAnBaeMbli
Ha ucxoadAwMme ¢ AaHHoro nHtepdeiica IP-naketbl. MpuHUMaeT 3HavyeHUs oT O (HU3WKIA
npuopuTet) Ao 7 (HaMBbICWNI NPUOPUTET).

VLAN — BUpTyanbHaA soKafAbHaA ceTb. [peactaBaset cobol rpynny XocTtoB, 06beaMHEeHHbIX B
OZlHY CETb HE3aBUCMMO OT UX GU3NYECKOTO MECTOHAXOXAEeHUA. YCTPOICTBA, CrpynnnpoBaHHble B
0AHY BUPTyanbHyto ceTb VLAN, nmetoT oguHaKoBbi naeHTnomkatop VLAN-ID.

e OMKAYUMb MPAHCAAYUK adpeco8 omnpasumess — NpWU YCTaHOBNEHHOM dJiare OTKAYeHa
noAmeHa ajpeca MWCTOYHMKA OTNpPaBUTENA NaKeTa W3 JIOKasbHOW noacetTu (OTKAloYeHMe
masquerading ).

Mpu BbIBOpE pexnma paboTbl «Mocm» 6yayT AOCTYNHbI CAeAytoLMe HAaCTPOMKM NOAKNOUYEHUSA:

e [lpomokon — BblIbOp NpOTOKONa, MO KoTopomy OypeT ocywecTBaaTbca nogkatodeHne WAN-
MHTepdelica yCTPOICTBa K CeTU NPeaoCTaBeHMA yCayr NpoBanaepa:

—  Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
MHTepdelic HasHayaloTcs cTaTudecku. Mpu Bbibope TMNa «Static» Ana peaakTMpoBaHuUsA
CTaHYT AOCTYMHbI cheayoLwpe napameTpbl:

IP-adpec — ycTaHoBKa IP-agpeca WAN-uHTepdelica ycTponcTea B ceTM NpoBanaepa;

Macka nodcemu — macKa BHeLIHel NoAceTu;

LUno3 no ymonyaHuo — apapec, Ha KOTOpblA OTNPaBAAETCA MAKeT, eciu ANA Hero He
HalifieH MapLpyT B Tabaunue maplupyTusaumu;

MepesuyHbili DNS, Bmopuy4Hsili DNS — aapeca cepBepoB OMEHHbIX UMEH (MCNONb3YIOTCS
ana onpegeneHun IP-agpeca ycTpoincTsa no ero AOMeHHOMY MMeHM). [aHHble noas
MOKHO OCTaBWTb NYCTbIMW, €C/IU B HUX HET HEOHBX0AMMOCTH.

2 [1nA KOpPEKTHOM PaboTbl IPSec creyeT OTKIOUNTE TPAHCAALMIO aAPecoB OTNPaBUTENS.
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DHCP — pexum paboTbl, npu Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W3 NO YMOJYAHUIO M Apyrue napameTpbl, Heobxogumble ana paboTbl B ceTH,
Ha3HayvakTCcA No npotokony DHCP;

AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM dnare yCTpOMCTBO
nepenaér 8 DHCP-coobuieHusax B onumm 60 (Vendor class ID) 3HaueHne ns nona Vendor
ID (onuus 60). Mpu nyctom none onuua 60 B coobuweHuax npotokona DHCP He
nepepaérca.

Echn ¢nar AasmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaercA 3HaYeHue No yMoNYaHMIo, KOTopoe MMeeT caeaytowmuii popmar:
[VENDOR:npounssogutens][DEVICE:Tmn yctpoiicrea][HW:annapaTHas Bepcus]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepdpeinca WAN]J[LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

Nudbopmauus areHta DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nossosneT
nobasutb B DHCP-3anpoc:

= U0eHmugukamop uenu azeHma (Onuyua82) — nossonser aobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmMugpukamop yodaneHHo2o azeHma (Onyua82) — no3sonaet aobasutb 8 DHCP-3anpoc onuumio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumit Ha Kaxagom ceteBom WHTepdeice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4Hyt0. MHPopmauma No HacTPoOMKe CNUCKa NpeacTaBieHa
B NpUNoOXKeHun B.

MepsuyHobili DNS, Bmopu4Hesili DNS — IP-agpeca DNS-cepsepoB — ecan agpeca DNS-cepsepos
He Ha3HayalTCcA aBTOMaTU4yecku no npotokony DHCP, npu Heobxoammoctn 3agaiite ux
BPYYHYl0. Aapeca, 3afaHHble BPYyYHyt, OyayT MMeTb npuopuTeT Hag, agpecamm DNS-
cepBepos, Noay4YeHHbIMK No npotokoay DHCP.

PPPoE — pexum pabotbl, npu Kotopom Ha WAN-nHTepdeice nogHmumaetca PPP-ceccus.
Mpw BbiIbOpe «PPPOE» ansa pesakTMpPOBaHUA CTaHYT AOCTYNHbI chegytowme napameTpbl:

Umsa none3zosamensa — uma NONb3oBaTeNna Ana astopusaunm Ha PPP-cepsepe;

lapons — naponb Ana asTopusauumm;

MTU — MaKCcMManbHbii  pasmep 6/710Ka  AaHHbIX, NepegaBaemblx MO  CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nmsa ycnyrn — 3HayeHue Tera Service-Name B coobueHun PADI (none He
06s3aTeNIbHO A1 3ano/IHeHWsA);

LCP echo unmepesasn, ¢ — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOpbIX Nponcxoamt paspbis PPPoE-ceccuu;

V Mpu Bbi6ope PPPOE B pexxume mocTa TMN coeauHeHua Bcerga byaer AlwaysOn.

Bmopoli docmyn — TMn  JOCTyNa K  JIOKaJibHbIM  CETEBbIM  pecypcam.
Mo3KHO BbI6GpPaTb O4MH M3 ABYX BapPUAHTOB:
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— DHCP — puHamunyeckuit poctyn, Korga IP-agpec M Bce Heobxogumble napameTpbl

nosy4atotca no npotokony DHCP;

—  Static — cTaTUYECKUiA — B 3TOM CNydae HeobxoanMmble AN AOCTyNa napaMeTpbl 3a4ak0TCs

BPYYHYIO:

= |P-adpec — ycTtaHoBKa IP-agpeca WAN-uHTepdeiica ycTponcTea B ceTU NpoBaigepa;

=  Macka nodcemu — MacKa BHeLWHen NoaceTy;
= [lIN103 N0 YMONYAHMIO — agpec, Ha KOTOPbIN OTNpaBaseTcA NakeT, ecn AN Hero He

HallgeH MapwpyT B TabanLe MmapLupyTM3aumu;
ajpeca CepBepoB [AOMEHHbIX WMEH
(cnonb3sytoTca ana onpeaeneHun IP-agpeca ycTporicTBa No ero 4OMeHHOMY MMEHM).

= [lepsuy4Hsili DNS, BmopuyHbili DNS

ﬂ,aHHbIe noaAa MOXXHO OCTaBUTb MNYCTbIMU, €C/11 B HUX HET HGO6XO,EI,VIMOCTVI.

Mpu BbI6ope cnocoba noaxntoueHns «3G/4G USB-mogem» ana HaCTPOnKmM ByayT AOCTYMHbI Caeaylolme nons:

HacTpoWku nogknoYeHus
MOOWNEHEIA NpoBaRaep
MMa nonb3oBaTens
rapons
Homep fo3soHa
NononHUTENEHEIE NapameTpbl
MTU

[ns sanonHexHus Hacmpoex peroMeHdoeaHHLIMU
-".‘IDOBS{‘JﬁE'DOM JHAYEHURMU HaKMUME KHONKY

OTKNOYHTE TPAHCITALMIO aApecos OTNPaBWUTENA

Megafon

*99%
AT+CGDCONT=1,IF,internet
1492

# M0 YMONYaHH0

e MobusnbHelli nposalidep — umsa nNposaiiaepa, NPeLoCTaBAAIOWEro 40cTyn K cetn 3G/4G. U3 cnucka
Bbl MoKeTe Bbl6paTb OAHOrO U3 LWECTU MOBUAbHbLIX ONepPaTopoB (HAaCTPOMKKU KaxKaoro us Hux
XPaHATCA B MaMATM YCTPOWCTBA), NPUCYTCTBYIOWMX Ha TeppuTtopum Poccuitickon deaepaumm:
MeradoH, bunainH, MTC, CkaiinmHk, Tene2, Yota. Mpu HaxkaTtuM Ha KHOMKY «[lo ymonyaHuio»
NPoOn3oNAET 3aN0HEHME HACTPOEK NOAKIOYEHMA NapameTpamm BblbpaHHOro npoeangepa. Ecam
HACTPOMKM NpoBanaepa B Bawem pernoHe oTiMYaOTCA OT NPeasoKeHHbIX, OTPeAAKTUPYNTE MX B

COOTBETCTBUN C HeO6XO,EI,MMbIMVI 3Ha4YeHnAMMN.

Ecnv Bawero npoBaitgepa HeT B CNMCKe — BblbepuTe 3HadeHue «[pyroi» u 3anonHWTe BCe NOAA B

COOTBETCTBUM C HAcTpolKamu Bawero nposaigepa;

e [lpomokon — none AOCTYNHO TO/ILKO NPV Bblbope 3HayYeHua «[pyroi» us cnrcka MobBUNbHbIX
npoBaingepos. B 60abWNHCTBE ClyyaeB MOOU/IbHbIE OMepaTopbl MCMObL3YIOT NpoTokon PPPoE
ANA A0CTyna K CBOElW CeTu, 04HaKo Ana paboTbl C MOAEMAMMU HEKOTOPbIX NPOBANAEPOB MOMKET

notpeboBaTbcs BbIbOp NpoToKosa DHCP;

. Uma nonv3zoeamesna — wWMA NoAb3oBaTtensa AgaA M,CI,eHTMd)VIKaLJ,VIM npn nNoAKNKYEHUN K

6ecnpoBoaHON ceTu;

e [laponab — naponb Ana nAeHTMOMKaLMM NPy NOAKAOYEHNN K BecnpoBogHON CeTH;

e Homep 00380HG — HOMEP A403BOHA A5 NOAKAOYEHUS K becnpoBoaHoi ceTn (npumep: ¥99***1#);
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e JlononHumesnbHblie napamemps — NApameTpbl A NOAKNIOYEHMA K CeTM MOOWIbHOW CBA3U
(npumep: AT+CGDCONT=L,IP,internet — ana MeradoH); B AaHHOWN CTPOKe Henb3A MCNOAb30BaTb
KaBbIYKy;

e MTU — makcumanbHbii pasmep 6/710Ka AaHHbIX, NepegaBaemMblXx MO CETU, PeKoMeHayemoe
3HayeHune — 1492,

KHonka «[lo ymonyagHurwo» npegHasHadyeHa A4 3anoJIHEHMA  HACTPOEK npOBaﬁ,u,epa 3apaHee
npegycraHoBne€HHbIMU 3HAYEHNAMU, XPaHUMbIMU B MaMATU yCTpOVICTBa, TeM cambiMm 136aBnAs Nosb3oBaTens oT
HEOGXO,CI,VIMOCTVI MUCKaTb 3TN HaCTpOﬁKM B MHTepHETe.

Mpu BblbOpe cnocoba nogxnoYeHMs «ABTOMATUMUYECKM MepexoAuTb Ha pe3epBHbI KaHan» byayT
AOCTYMHbI Cieayowme HaCTPOMKM:

BHelwHAA ceTb

MogrnMerre k MHTepHeT AETOMETMMECKH NEPEXOINTE T

SOKE ALY GOCITYIE 8 UHITISDHENT

OCHOEHOW KaHan MNposoaHoA T
CropoCTh W gynneks Auto v

HacTpoHkW NpoBOOHOND NOOKNHYEHARA
MpoToran DHCP ¥

AntTeptarerei Vendor 1D (onuws 607
Wudopumauws aresta DHCP Relay (Onuwnm 82)
Mepeuutoit DNS | 5888
Eropuatsit DMNS
Paamep MTU 1500
WMenonesoeats VLAN
HacTpoiikk Gecn poBogHOro NogKnHYeHHA

MoSHnbHEA NpoBaROED Megafon v
imA nonb3oEaTENR
Mapone
Homep aossoHa
OononHuTensHbIE NApaMeTpel
MTU 1492

JIng 38M0NHERLA HECTDOEK PEXOMEHIDESHHEIMY 7 Mo ymonsaxne
MEOEAIGE00M FHAYEHLAMY HERMUIME KHOMKY

OTEMFMWTE TPaHCMALMIC 30PECOE CTNPABKMTENS

e OcHogHoli KaHan (Preferred channel) — n3 BbiNagaowWero cNMcKa HyXHo BbibpaTb TUM OCHOBHOIO
KaHana:

— [posooHoli (Wired) — kaHan uepes Ethernet WAN nopT ycTpoiicTsa.

— bBecnposodHoli (Wireless) — KaHan uyepe3 ceTb MOBWAbHOM CBA3W MOCPEACTBOM
6ecnposoaHoro USB-moaema.

Hacmpoliku npo8o0H020 NOOKAOYEeHUA:
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HacTpolKM WMAOEHTUYHbI HAcTpolKam AnA crnocoba noakatoveHns «MpoBogHOe NOAKAIOYEHUE» C

BbIGPaHHbIM peXKMMmom « MapLipyTusaTop».

4
Y

Hacmpoliku 6ecripogod0H020 NOOKAOYEHUSA:

HacTpoiiku naeHTUYHbI HacTpoiKam ana cnocoba noakatodeHna «3G/4G USB-mogem».

[posepKka Haauyus docmyna 8 UHmMepHem:

Mpoeepka HanNWM4MA AOCTYMNa B UHTEPHET

TalmayT OXMAaHKA OTBETA OT Cepsepa, MC 1000
YKUCNO NONbITOK OCTYNA K CEpBepy 10
MHTEpBaN MEXOy LMKNaMmM onpoca CepBepos, © 240

Ping-cepeep 1

Talimaym oxcudaHuAa omeema om cepsepa, € — BPeMSA, B TEYEHNE KOTOPOro OXWAAETCA OTBET OT
PING-cepBepa;

Yucno noneimok docmyna K cepsepy, € — MaKCMMaJibHOE YMCN0 NONbITOK Aoctyna K PING-
cepBepy, nocae yero 6yaeT NPUHATO peLleHne 0 Nepexoe Ha pe3epBHbIi KaHa;

VHmepsan mexoy UUKAaMu Ornpoca cepsepos, C — MNPOMENKYTOK BPEMEHM, MO UCTeYeHUU
KOTOPOro HauyMHaeTcA HOBbIM LMK onpoca PING-cepsepos.

Ping-cepsep 1..5 — IP-agpec unn pomeHHoe nma PING-cepsepa. MNona ana seoga PING-cepsepos
2..5 noABAnAOTCA NOC/Ae 3an0/IHEHMA NpeablayLLero noss.

JIOKanbHAsA cemso:

IP-adpec ycmpolicmea — IP-agpec ycTPONCTBa B IOKANbHOM CeTy;

Macka nodcemu — MacKa NoACETU B NOKaNIbHOW CETH.

OmKAIYUMb MPAHCAAYUK adpecos omnpasumesns — NpPU YCTAaHOBMEHHOM dJiare OTKAHOYEHA
noAmeHa ajpeca MWCTOYHMKA OTMNpPaBUTENA MNaKeTa W3 JIOKasbHOW nofcetn (OTKAYeHue
masquerading).

HacTpoiika NoKanbHOM ceTu B pexkume pabotbl ycTpoiictBa « MocT» HepocCTynHa.

Mpu uameHeHUM ajapeca NOKaNbHOM MOACETU NPOUCXOAUT aBTOMATUYECKadA CMeHa nyna
agpecos noKanbHoro DHCP-cepsepa (CeTb — DHCP-cepBep).

Hacmpolika IPSec:

B naHHOM pasgene ocylLecTBAseTCA HacTpoliKa wudposaHus no TexHonornm IPSec (IP Security).

IPSec — aT0 H360p NPOTOKO/N0B AONA obecneyeHus 3alnTbl AaHHbIX, nepegaBaembiX Mo MeXCeTeBOMY

npoTokony |IP, Mo3BOAAKOWMIA OCYLWLECTBAATb MNOATBEPNKAEHME MOANMHHOCTM (ayTeHTUdUKALMIO), MPOBEPKY
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LeNnocTHocTM n/unn wudposaHue IP-naketos. IPSec Takxe BKAoYaeT B ceba NPOTOKO/bI ANA 3aLMULLEHHOIO
obmeHa Kntoyamm B cet UHTepHeT.

B Tekyweih Bepcum nporpammHoro obecrieyeHmsa nocpeacTsom IPSec MOXHO OCYLLEeCTBAATb TOJ/IbKO

[0CTyn K MHTepdericam ynpasneHus yctpoincteom (Web, Telnet, SSH).

Hactpoika IPSec
Brwunte ¥

WHTepgenc Ethernst w
NokaneHwii IP-agpec
Afpec nokansHoi NogceTH
Macka nokansHoM NoOgGCoeTH
Agpec yoaneHHol nogeeTH
WMacka yoaneHHol nogeeTy
YaaneHHsIR WLN0E

Pesm NAT-T Off e
ATpECCHBHbIN PEsHM

Tun HgeHTUGMKaTOPA addrezs W

WMaeHTudikatop

Pasa 1
3apaHee 3aqaHHbii KoY
ANropuTM ayTeHTUdiMEaLMN md5 hd
ANTopUTM WHdpoBaHua des w
[pynna Oudidu-Xennmana 1 w
Bpema xuiHn dazel 1, cex 86400
Paza 2
ANropuTM ayTeHTUdiMEaLMN hmac_md5 hd
ANTopUTM WHdpoBaHua des w
[pynna Oudidu-Xennmana 1 w

Bpema xuiHn diazel 2, cex 3600

e BKawO4umMb — paspeLlnTb MCNOIb30BaHMe NpoToKoa IPSec ans wndpoBaHMA AaHHbIX;

e VHmepdelic — HacTpoiika MMeeT cuay TOoNbKO Npu Bblibope ana UHTepHeTa npoTokonos PPPoE,
PPTP nunu L2TP n onpegensaeT, aas AocTyna no Kakomy nHtepdeicy ncnonbsosatb IPSec: Ethernet
(nHTEpdeitic BTOporo aoctyna) uam PPP (MHTepdelic nepeoro goctyna). MNpu Bbibope NPOTOKO/10B
DHCP unnu Static B ycnyre akTMBeH TONbKO oAMH UHTepdeiic (Ethernet), no KoTopomy BO3MOXKeH
[0CTYN TONbKO nocpeactsom IPSec;

e JlokanbHbIl IP-adpec — agpec ycTpoicTea gnsa paboTtbl no npoTtokony IPSec;

e Adpec nokansHol nodcemu coBmecTHO ¢ Mackol nokansbHolU nodcemu onpeaensarT NOKabHYIO
NnoAceTb 414 CO34aHNA TONOOTUIN CETb-CETb UAN CETb-TOYKA;

e Adpec ydaneHHol nodcemu coBmecTHo ¢ Mackoli ydaneHHol nodcemu onpeaenarT agpec
YO3NeHHOW NoACeTUN ANA CBA3W C UCNONAb30BaHMeM WwWndpoBaHMAa No npotokony IPSec. Ecam macka
MmeeT 3HavyeHue 255.255.255.255 — cBA3b OCYyLWECTBAAETCA C eQMHCTBEHHbIM XOCTOM. Macka,
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oTAnyHas ot 255.255.255.255, nosBonseT 3agaTb UeAylo noacetb. Takmm obpasom,
dYHKLUMOHaNbHbIE BO3MOMHOCTM YCTPOMCTBA MNO3BOJIAKOT OpraHnsosBatb 4 TOMOJIOMMKU CETU C
ncnosb3oBaHMem WndpoBaHUA TpaduKa No NpoTokony IPSec: Touyka-ToOYKa, CETb-TOYKA, TOUKa-
CeTb, CeTb-CeTb;

] YOaneHHsili wino3 — W03, yepes KOTOprl\/‘I ocywiecrTBnAaeTca goctyn K yp,aneHHoﬁ noaceTtu;

e Pexcum NAT-T — Bbl6op pexkmma NAT-T. NAT-T (NAT Traversal) nHkancynupyet Tpaduk IPSec m
ofHoBpeMeHHO co3aaeT naketbl UDP, KoTopble ycTponctBo NAT KoppeKTHo nepecbinaet. Ans
atoro NAT-T nomeluaeT AONOAHUTENbHbIA 3arosioBok UDP nepes naketom IPSec, 4tobbl OH BO
Bcel ceTn obpabatbiBanca Kak obblyHbIM nakeT UDP, n xocT nony4yatens He NpoBOAUN HUKAKUX
NPOBEPOK LEeNOCTHOCTU. [locne nocTynneHMAa nakeTa K MeCTy Has3HadeHua 3aronosok UDP
YAANAETCA, U MAKET AaHHbIX NPOAO0/XKAET CBOM AaNbHENLLNIM NYTb KaK MHKAMNCY/JIMPOBAHHbIN NakeT
IPSec. C nomouwbto TexHUKM NAT-T BO3MOXKHO YCTaHOBAEHME CBA3M MeXay KnmeHTamu IPSec B
3alMLEHHDBIX CeTAX U 0bweaocTynHbIMU XocTaMu IPSec yepes mexkceTeBble 3KpaHbl. Pexumbl
paboTbl NAT-T:

— On — pexum NAT-T akTUBMpYeTCA TONbKO Npu obHapyxeHun NAT Ha nyTM K XocTy
Ha3HayeHus;

—  Force — B ntobom cnyyae ncnonbzosatb NAT-T;

—  Off — He ucnonbsosatb NAT-T npu yCTaHOBNEHUWN COEAUHEHMUS.

LocTtynHbl cnegytowme HacTponkm NAT-T:

UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA MHKancyaauma
coobueHunin IPSec. Mo ymonyanuio 4500.

Uumepsan omnpasku nakemos NAT-T keepalive, cekx — WHTepBan OTNPaBKK
nepmoamMyeckmx cooblleHuin ans  noadepskaHua akKTMBHOro coctoaHus UDP-
CoeaMHEHMA Ha YCTPOoMCTBe, BbiNosHAOWeEro ¢pyHKuum NAT.

e AepeccusHoblli pexum — pexum paboTbl Ha ¢ase 1, Korga obmeH Bce Heobxoanmown
nHbopmaumen ocyllecTBaseTca TpeMa HelwundpoBaHHbIMM MakeTamu. B ctaHgapTHOM pexkmme
(main mode) obmeH ocylLecTBAAETCA WECTbIO HEWMPOBAHHbIMWU NAaKETaAMM;

e Tun udeHmugukamopa - TN uaeHtTudUKaTopa ycTponctea: address, fqdn, keyed, user fqdn,
asnldn;

e UNdeHmugpukamop — naeHTUPUKaTop YCTPOMCTBA, UCNONb3YEMbBIN AN naeHTUPUKauumM Ha dase 1
(3anonHATb Npu HeobxoamMmocTn). Popmat MaeHTUPMKATOPa 3aBUCUT OT TUNa.

®a3a 1. Ha nepsom stane (pase) ABa y3na «A0roBapMBaloTCA» O MeToAe UAeHTUPUKALMKM, anroputme
wndposaHua, xew-anroputme 1 rpynne Diffie Hellman. OHu Takke naeHtouumpytot apyr apyra. Ans ¢asbl 1
NMetoTCA CeaytoLme HaCTPOMKM:

e 3apaHee 300aHHbIU KAOY — CEKPETHDBIN K04, UCNOIb3YEMbI B aNTOPUTME ayTEHTUOUKALMKN Ha
dase 1. Mpeacrasnser coboii CTPpoKy OT 8 A0 63 CUMBONOB;

e Anzopumm aymeHmuguKkayuu — BbIGOp OAHOIO U3 CNKMCKa aAropuTMoB ayTeHTMduKaumm: MD5,
SHA1;

e Aneopumm wWug@posaHua — BbIOOP OAHOrO M3 CNUCKA anroputmos wudposaHua: DES, 3DES,
Blowfish;

e [pynna Auggu-XennmaHa — Bbibop rpynnbl Diffie-Hellman;
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e Bpema xusHU asel 1, cek — Bpemsa, MO WCTEYEHWM KOTOPOro Yy3jnamM Heobxoanmo

nepenaeHTMPUUMpPOBaTL APYr APYra U CPaBHUTb NOAUTUKY (apyroe Ha3BaHue IKE SA lifetime). Mo
ymosiyaHuio 24 yaca (86400 cekyHa).

®a3a 2. Ha BTOpom 3Tamne reHepupytoTca AaHHble KAo4Yen, y3nbl «4orosapmeatoTca» 06 Mcnosib3yemon
NOANTUKE. ITOT PEXKUM, TaKKe Ha3blBAaEMbIN ObICTPbIM pexkumom (quick mode), oTnmMyaetca oT nepson ¢asbl
TEM, YTO MOXKET YCTaHOBMTLCA TONIbKO MNOC/Ie MEPBOro 3Tana, KOrAa Bce NakeTbl BTOPOM ¢asbl WnpytoTcs.

e Aneopumm aymeHmugpuKayuu — BbiI6Op 0AHOIO M3 CIMCKa anropuTtmoB ayTeHTudumkaummn: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Aneopumm wugposaHus — BblbOP OAHOrO M3 CNUCKa anroputmoB wudposaHus: DES, 3DES,
Blowfish;

e [pynna Augpgpu-XenamaHa — Bbibop rpynnsl Diffie-Hellman;

e Bpemsa #U3HU ha3bl 2, ceK — BPeMsA, Yepe3 KOTOpoe NPOUCXOAMUT CMEHA KAKoYa LMpOoBaHUA
AaHHbIX (Apyroe HasBaHue IPSec SA lifetime). Mo ymonuaHuio 60 muHyT (3600 cekyHa).

[na BCTynneHMs B CUAY HOBOW KOHOUIypauum M 3aHECeHWUA HACTPOEeK B SHEProHe3aBUCUMYO MamMATb
HaXXMUTE KHONKY «[TpumeHUmMb». N OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OmMmeHa».

/ DaHHaa peanusauma IPSec paboTaeT TONbKO NPU OTK/AIOYEHHOWN TPAHCAALUM afpecoB
oTnpaBuTeNns, Tak Kak IP-agpec KaneHTa yuacteyet B popmuposaHuu wndpa.

2.6.2.2NMNogmeHI0 «QOS»

B nogmeHto «QoS» OCyL,eCTBAAETCA HAaCTPOIMKa NpuopuTeToB 06paboTKM TpaduKa 1 TMNa odepesen.

HacTpoiika QoS

KoHTponk noToka
BeiGop NpUOPUTETOB DSCP v

Tun o4epeau Strict v

+ [IpHMEHHTE X OTMeHa

Hacmpolika QoS

e KoHMposab NMomoKa — BKAOYEHWE/BbIKNOYEHWE MeXaHW3Ma YrnpaB/JeHUAa MOTOKOM nepegayu
OaHHbIX No npoTtokony TCP;

e Boblbop npuopumemos — Bbi6op cnocoba npruopuTHsaunm TpadurKa:

— DSCP — mexaHu3M KnaccuouKaumu, ynpasaeHus TpaduKom M obecneyeHUs KayecTsa
06CNYyKMBAHMA NOCPEACTBOM NPUOPUTETOB;
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— 802.1p — npusHaK (gpyroe Has3BaHue CoS — Class of Service), ycTaHaBAMBaemMblli Ha
ncxogAwme c¢ AaHHoro uHTepdeinca IP-naketbl. MpuHMMaeT 3HaveHusa oT O (HM3WwMiA
npuopuTet) Ao 7 (HaMBbICWNI NPUOPUTET).

V Mpwu BKAIOYEHHOM KOHTpPO/1e NOTOKA HaCTpOﬁKM npnopuTeToB HEAOCTYMNHbI.

e Tun oyepedu — BbIGOP ANCUMNAUHBI OBCNYKMBAHUA oYepenei:

—  Strict — pucumMnanHa obCNyXRUBaHMA oyepesen, NpuM KOTOpoin Tpaduk ¢ Bonee HU3KUM
NpUOpMTETOM MepenaeTcs, TOIbKO KOraa yXe nepefaHa oyepefb ¢ 60see BbICOKMM
NpPUoOpPUTETOM;

— WRQ - paucumnanHa obcayXuBaHMA odepenein, Npu KOTOPOM AOCTynHasa nosaoca
NPONYCKaHUA AENUTCA MEXKAY o4YepeasMmn NPONopPLUOHANbHO NPUOPUTETY.

lMpuopumem 0..5 — onpegenaeTca Bec npuoputeTa B gnanasoHe ot 1 go 127, yem Bbiwe
BEC, TEM NPUOPUTETHEE TPAPUK.

2.6.2.3NogmeHto «Hactpoitka MAC-agpecoB»

B noameHto «Hactponka MAC-agpecoB» MOXXHO MameHUTb MAC-agpec WAN-uHTepdeiica ycTponcrea.

HacTtpoiika MAC-agpeca WAN

MNepeonpefenuTe MAC

MAC -

Hactporika MAC-agpeca Ha uHTepdeice "IP-tenecdoHus”

N

MAC hd

Hactporika MAC-agpeca Ha nHTepdeiice "MHTepdeiic ynpasneHns"

MAC hd

e [lepeonpedenums MAC — npw ycTaHoBneHHOM dnare Ha uHTepdelice MHTepHeET ncnoab3yeTca
MAC-agpec n3 nona MAC.

Mpn HaXaTMM Ha KHOMKY BbiNagatowero meHto B none «MAC» 803moxHO 3anucate MAC-agpec
KoMnNbtoTepa, ¢ KoToporo Bbl noaxntoveHsbl K Web-koHdurypatopy. 3T1a yHKLMA ByaeT nonesHa, ecim Ha ceTu
Bawwero MHTepHeT-npoBaligepa ncnosbsyetcs npueaska no MAC-agpecy. B stom cnydae, ecnv Bam Heobxoanmo
ncnonb3oBaTb YycTpolictBo TAU-4M.IP B KayecTBe Mmaplpytusatopa, Ha WAN-uHTepdenc ycTpoincTea
HeobxoaAnmo HasHaumMTb MAC-aapec Bawero KomnbloTepa (KOTopbIi paHee Bbl1 NOAKIIOYEH K ceTU MIHTEpHET).

Onsa nepeonpegeneHns MAC Ha wuHTepdelice «IP-TenedoHua» wunn «WHTepdeiic ynpaBneHUs»
BOCMO/Ib3yMTECh pasgenammu «Hactpoiika MAC-agpeca Ha uWHTepodelice "IP-menegoHusa"» nnn «HacTpoiika
MAC-agpeca Ha uHtepdeliice "UHmepdgpelic ynpasneHua"».

Ona BCTyNAeHUs B CUTY HOBOW KOHOUIypauuu M 3aHeCceHUs HACTPOEK B SHEProHEe3aBUMCUMYHD MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3MEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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2.6.2.4NogmeHio «DHCP-cepsep»

B nogmeHio «DHCP-cepBep» BbINOAHAOTCA HAcTPOMKKM nokanbHoro DHCP-cepBepa, ycTaHaBAMBalOTCS
CTaTU4YeCcKue NPUBA3KN afpecos.

Yctpoiicteo  TAU-4M.IP nmeeT  BO3MOXKHOCTb  MOCPEACTBOM  MPOTOKO/A  AWUHAMMYECKOro
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTnyecku HasHauyatb IP-agpeca u
HeobxoAnmble A BbIxoAa B MHTepHET napamMeTpbl KOMMbloTepam, NoAKAtodeHHbIM K LAN-uHTepdeiicy. Ero
MCNO/b30BaHWEe MN03BOAAET M3bexaTb OrpaHMYEeHMI PydYHON HacTpolKku npotokona TCP/IP. DHCP-cepsep
[OCTYNEH ANA KOHPUTYPUPOBAHMA, TONbKO €Cn cepBUC MHTEPHET HAaCTPOEH B peXume mMapLipyTmusaTopa.

HacTpoiikn DHCP-cepeepa
BrnoyeH &

HavansHbli IP-agpec 19216812

KonuyecTeo anpecos 250

Cpok apeHasl (B MUHYTaX) 720

CraTndyeckue NpUBA3KKM agpecoB

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e  BKntoueH — npu ycTaHOBAEHHOM dnare BKAOUYUTL N0KanbHbIN DHCP-cepBep;
e HauanoeHelli IP-adpec — HauvanbHbIV agpec nyna IP-aapecos;
e Kosnuyecmeo adpecos — KOANYECTBO afPECOB B NyNe;

e CpoK apeHObl, MUH — YCTAaHOBKA MAaKCMMaNbHOrO BPEMEHW MCNO/b30BAHMUA MOAKIOYEHHbIM
ycTpoiicteom IP-agpeca, HasHayeHHoro DHCP-cepsepom.

[na BCTYNAEHUA B CUNY HOBOM KOHOUIrypaumu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYI0 NamATb
HaXXMUTe KHONKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWIN HAXKMUTE KHOMKY «OmMeHa».

/ Mpu nonbiTKe M3MEHUTb Haya/bHbIW agpec Ha 3HauYeHue U3 Apyroi NOACETH NO OTHOLLEHUIO K
noacetu uHTepdeiica LAN npoumcxogut aBTOMATUUECKAs YCTaHOBKA Nyna nopj, TeKyliee
3HayeHue agpeca JIoKaNbHOM noaceTu.

Cmamuyeckue rnpusa3Ku adpecos

[Ona pobaBneHMA HOBOWM CTaTUUYECKOW NPUBA3KN HaXKMUTE KHOMKY «/Zobasumb» U 3aN0NHUTE Cneaytoline
nons:
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CO3,£I,aTb CTaTHYeCKYHD NPWBA3KY adpeCoB
Mma
MAC-agpec -

IP-agpec

e MMA TeKyLLen CTaTUYeCKon NPUBA3KY;

e MAC-agpec — yctaHOBKa ctatmyeckoro MAC-agpeca. 3agaetca B dpopmare XX:XX:XX:XX:XX:XX,
BO3MOXKeH BblbOp agpeca NOAKAOYEHHbIX YCTPOMCTB M3 BCM/bIBAIOLLErO MEHIO;

e IP-agpec — ycTaHOBKa cTaTuueckoro IP-aapeca ans ykasaHHoro MAC-agpeca.

KoHdurypupoBaHue cTaTUYECKMX NMPUBA30K MoAe3Ho, ecan Bam Heobxogumo, 4Tobbl onpegeneHHomy
KomnbloTepy, nogkntoueHHomy K LAN-MHTepdeicy ycTpolicTBa, Bceraa HasHadanca onpegenieHHbii IP-agpec.

Haxkmute KHonKy «flpumeHume» ana BHeceHuA IP-agpeca B CNMCOK ctaTtnyeckmx IP-agpecos ana DHCP-
cepsepa. 118 OTMEeHbl U3MEHEHUN HAaXKMUTE KHOMKY «OmmeHa».

[na yoaneHna agpeca m3 cnucka HeobXoAMMO YCTaHOBUTbL ¢iar HanpoTMB COOTBETCTBYHOLLEN 3anUcK U
Ha¥KaTb Ha KHOMKY «Yoaaume».

2.6.2.5MogmeHI0 «JIoKanbHbliA DNS»

B nogmeHio «J1oKanbHbl DNS» npousBogutca KoHdUrypnposaHue nokanbHoro DNS-cepBepa ycTpolicTea
nytem gobasneHua B 6asy nap IP-agpec — AOMeHHOEe UMs.

NoKkanbHbli DNS nossosseT w3y nonyuntb IP-agpec B3aMMOAOENCTBYIOLLErO YCTPOMCTBA MO €ro
AOMEHHOMY MMeHW. B cnydae oTcyTcTeumA cepBepa DNS B cermeHTe ceTu, KOTOPOMY MPUHAANEKUT LWILO3, HO NPK
HeobXoAMMOCTN MapLUPYTU3aLMKN MO CeTeBbIM MMeHam AMbBo MCNOoNb30BaHUA B KadecTBe agpeca SIP-cepsepa
€ro CeTeBOro MMeHM, MOXHO MCMNOb30BaTb «JloKanbHbIA DNS». Mpn 3ToM He06X0AMMO 3HATb YCTAHOBNAEHHbIE

COOTBETCTBUA MEKAY MMEHaMM y310B (omeHamm) U ux IP-agpecamu.

MmeHa yanoe

OomMeHHO® NMA IP-agpec

test.ru 192.168.12.12

Hacmpolika y3nos

Ona pobaBneHns agpeca B CNMCOK HEOBXOAMMO HaxKaTb KHOMKy «/Jobasume» n B OKHe «Co30amb
coomeemcmeaue» 3anoNHUTb CAeaytolme Nona:
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Co3gaTb COOTBETCTEUE

LoMeHHOE MMA local

IP-agpec | 127.0.01

e [lomeHHOE UMA — nmA y31a;

e |P-agpec—IP-agpec y3na.

Haxkmute KHOMKy «[lpumeHUMb» ANna co3gaHua cooteeTcTeuA IP-agpec — gomeHHoe nma. na oTmeHbl
M3MEHEHUIN HaXXMUTe KHOMKy «OmmeHa». OQna yaaneHus 3anmcu M3 cnmncka Heobxoaumo ycTaHoBUTb daar
HaNpPOTUB COOTBETCTBYIOLLLEN 3aMMUCU U HaXKaTb Ha KHOMKY «Y0aaume».

2.6.2.6 MogmeHo «NAT 1 npobpoc nopToB»

B nogmeHto «NAT 1 npobpoc NopToB» BbINOJHAETCA HACcTPOMKa npobpoca noptos (ports forwarding) ns
WAN-uHTepdeica B LAN-uHTepdeiic. logmeHto fOCTYNHO, TONbKO €CAn cepBuC MHTEPHET HAaCTPOEH B pexnme
MapLpyTusaTtopa.

NAT — (Network Address Translation) pexum TpaHCAAUMKU CeTEBbIX aApecoB — MO3BOAAET
npeobpasosbiBath IP-agpeca u cetesBble nopTbl IP-nakeTtos. Mpobpoc ceTeBbix MOPTOB Heobxoaum, Koraa
TCP/UDP-coeamHeHue ¢ SIoKanbHbIM (NoakatodeHHbIM K LAN-nHTepdeicy) KoMnbloTeEPOM YyCTaHaBANBAETCA U3
BHeLWHen ceTn. [laHHOe MeHI0 HaCTPOeK NO3BOAAET 3a4aTb NPABM/IA, Pa3peLLaloLLMe NPOXOKLAEHME NAKETOB U3
BHELIHEN CETU Ha YKas3aHHbIA ajapec B JIOKANIbHOW CEeTM, TEM CaMbiM Aenas BO3MOXKHbIM YCTaHOBJEHME
coegmHeHua. NMpobpoc NopToB rnaBHbIM 0bpaszom HeOHXOAMM MPU UCNONb30BaHUM torrent- U p2p-CepBUCOB.
[na aToro B HacTpoiKax torrent- nan p2p-KAMeHTa HyXHO MOCMOTPETb MCnonb3yemble um TCP/UDP-nopThl M
3a4aTb ANA 3TUX NOPTOB COOTBETCTBYHOLIME NpaBuaa npobpoca Ha IP-agpec Bawero komnbloTepa.

HacTpoiku NAT

BrniounTe NAT &

Mpasuna NAT

Uma LAN IP MopTe! LAN MpoTtokon WAN IP NopTel WAN

test 192.166.2.100 30000 TCP HE ykasaH 30000

Hacmpolika npasuna NAT

Ona nobasneHuns Hosoro npasuna NAT HaxkmuTe KHOMKY «/Jobasume» 1 B OTKpbIBLEMcA OKHe «Co34aTb
HOBOE MPaBW/Io» 3aMoJIHUTE Caedytolme Nons:
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COE,D,aTb HOBOE NpasBuno
Uma
|P-aapet HasHaueHua naketos LAN
MopTel HasHa4eHNA LAN
MpoTokon TCP v
IP-aipec MCTOYHNKA NaKeTos WAN

MopTE HAsHAYEHNA VAN

e UmA —Ha3BaHMe npasuna (none 0bA3aTeNbHO ANA 3aN0NAHEHUSA);

e IP-adpec HaszHavyeHus nakemoe LAN — |P-agpec XxocTa B JIOKa/bHOW CETW, Ha KOTOpbIi
OCYLLECTBAAETCA TPAHCAAUMA NAKETOB, NOANaAaoWMX Noa, AaHHOEe NPaBuo;

e [lopmsl HasHaueHua LAN — 3HaveHus TCP/UDP-nopTtoB nonydyatend, Ha Kotopble 6yayt
TPaHC/IMPOBATLCA MaKeTbl B JIOKa/IbHYIO CeTb (AONycKaeTcs YKasbiBaTb MO0 OAMHOYHLIN MOPT,
nmnbo yepes “-“ ananasoH NopToB);

e [Ipomokon — BblbOpP NPOTOKONA NaKeTa, noAnagakwolero nog AaHHoe npaswuno: TCP, UDP,
TCP/UDP;

e IP-adpec ucmouyHuka nakemoe WAN — IP-agpec oTnpaBuTeNna MaKeTa BO BHELIHelN ceTw,
noAnajatoLero nog AaHHoe NpaBuo;

e [lopmesi HazHaueHus WAN — 3HayeHuna TCP/UDP-nopToB nonydaTtena nakeTa BO BHELUHEN CeTw,
MpY KOTOPbIX NAKeT noAnagaert nog AaHHOE NPaBUIOo (JOMyCcKaeTcsA yKasbliBaTb MO0 OAMHOYHbIV
nopT, "Mbo Yepes “-“ ananasoH NopToB.).

Mpasuao npobpoca nopToB paboTaeT cnegyowmnm obpasom. Y nakeTa, npuxogawiero Ha agpec WAN-
nHTepdelica ycTpolicTBa NO NPOTOKOAY «[IpOMOKOA», Ha NOPT U3 AnanasoHa «lopmer WAN» n nmetowero
agpec WCTo4YHMKaA «IP-adpec WAN» (ecnn 3TOT napameTp OCTaBWUTb MyCTbIM — agpec WCTOYHUKA He
aHA/IM3NPYEeTCA), OCYLLEeCTBASETCA MOAMEHA ajpeca M MopTa HasHAYEeHWUs Ha coAepkumoe nosen «lIP-adpec
LAN» v «lopmel LAN» COOTBETCTBEHHO.

HaxmuTte KHONKy «TpumeHume» ana nobasneHna HOBOro npaswna. nAa oTMeHbl U3MEHEHUN HaxKMuTe
KHOMKY «OmmeHa».

[na yaaneHus npasuna n3 cnucka HeobxoanMmMo yCTaHOBUTL Gaar HaNnPOTUB COOTBETCTBYHOLLEN 3aMMUCU U
Ha)KaTb Ha KHOMKY «YAanuTby.

2.6.2.7 NogmeHio «CeTeBOM IKpPaH»

B nogmeHto «Cemesoli 3KpaH» YCTAHaBAMBAKOTCA NpaBMIa MPOXOXMAEHMA BXOAALWEro, UCXOAALLEro U
TpaH3UTHOro Tpadmka. MmeeTcs BO3MOKHOCTb OFPaHNUYMBATb NPOXOXKAEHWNE TpaduKa pa3HOro TUNa (BXoAALLMHA,
NCXOAALLMIA, TPAH3UTHbIN) B 3aBUCMMOCTU OT NPOTOKONA, IP-aapecos UCToYHMKa M Ha3HadyeHusa, TCP/UDP-nopTtos
WCTOYHUKA M Ha3HavyeHus (ansa coobueHunit npotokonos TCP nan UDP), Tuna coobuieHna ICMP (ana coobuieHni
npotokona ICMP).
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Mpaeuna ans exodsawero Tpacuka

Nma Mpotokon Adpec oTnpaevTens MopTel oTNRaBUTENA MepTel nony4arens OedcTene

- Mpasuna Ana Ucxoasawero Tpaguka

Hma Mpotokon MopTel oTNRaEWTENA Appec nony4aTtens MepTel nony4atens OeicTENe

MpaBuna Ans TpaH3UTHOro Tpaduka

Wma  Mpotokon Afnpec oTnpaBUTensA MopTel oTNpaEUTensA Aapec nony4arens MopTel nony4atens OercTeune

Hacmpolika npasusa cemegoz2o 3KpaHa

Ona ﬂ,06aBneHMﬂ HOBOTo npaBuia HaXMUTE KHOMKY «,ﬂo6aeumb» M B OTKpPbIBWEMCA OKHE «Co3gaTb
HOBOE NpaBunao» 3anN0NHUTE Caeaytowmne NonAa:

CozpaTb HOBOE npaenno
Mma
Tun Tpatuka BxoaAwui v
MpoTokon TCP v
Adpec oTnpaeuTens
MopTel oTNpaBMTENA 0
MopTel nONyYaTens 0

[eicTeHe MponycTuTb v

e /imA — Ha3BaHWe NpaBuna;

e Tun mpaguka — BblbOp TMNa TpaduMKa, Ha KOTOPbLIA pPacnpoCTpaHAeTcs AeNCTBME AaHHOro
npasuna:

—  Bxooawuli — BXOoAALWMIA Ha YCTPOMCTBO TpaduK (nonydaTenem aBASETCA HENOCPEACTBEHHO
OAVH U3 ceTeBbIX UHTepdelicoB ycTpoiicTea). Mpu Bbibope gaHHOro Tuna Tpaduka ana
pPeLaKTUPOBAHUSA CTaHYT AOCTYMHbI CAeaytoLue nons:

= Adpec omnpasumess — 3afaeT HayanbHblA |IP-agpec oTnpasuTena. Yepes
cumBon "/" MOXKHO yKasaTb MacKy nogceTv B GopmMaTax XXX.XXX.XXX.XXX MW XX,
Hanpumep, 192.168.16.0/24 nan 192.168.16.0/255.255.255.0, 4Tobbl BblAEINUTD
Cpasy uenbli AMana3oH agpecos (3anvcb mackv B Buae /24 cooTBeTCTBYeT
3anucK /255.255.255.0);

—  Ucxodawuli — ncxoaawmin ¢ yctpoictea Tpaduk (TpaduK, reHepupyemblii NOKaNbHO
YCTPOWMCTBOM C OZHOro M3 ceTeBbiX MHTepdeiicos). Mpu Bbibope AaHHOro TMNa Tpaduka
ANA PefaKTUPOBAHMA CTaHYT AOCTYMHbI CAefytowue nons:
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=  Adpec nonyyamensa — 3agaet IP-agpec nonyyatens. Yepes cumBon MOXHO
yKasaTb MacKy nogcetv B dopmatax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, 4T0bbl BbIAENUTL CpPa3y
Lenbl AnanasoH afpecos;

—  TpaH3umHbili — TPaH3UTHbIN TpaduK (TpaduK, NPoXoaalmii MexKay ABYMsA CeTeBbiMM
UHTepdelicammn, Koraa oTnpasuTenem M noayyatenem ABAAKOTCA BHELWHME YCTPOMCTBA).
Mpw BbIbOPE AaHHOIO TMMA TpaduKa ANA PeaaKTUPOBAHMA CTAHYT AOCTYMHbI Cheayowme
nona:

=  Adpec omnpasumensa — 3agaeT IP-agpec otnpasutens. Yepes cumson "/" MoxKHO
yKasaTb MacKy noAceTM B GOpMaTax XXX.XXX.XXX.XXX WM XX, Hanpumep,
192.168.16.0/24 wnan 192.168.16.0/255.255.255.0, 4T0bbl BbIAENWUTL CPa3y
Lenbit AManasoH agpecos;

=  Adpec noayyamens — 3apaet IP-agpec nonyyatena. Yepes cumson "/" MOMKHO
yKasaTb MacKy noAceTu B GopmaTax XXX.XXX.XXX.XXX WAM XX, Hanpumep,
192.168.18.0/24 wnam 192.168.18.0/255.255.255.0, 4T06bI BbIAENUTL CPa3y
Lenbii AManasoH afpecos;

e [IpOmMOKOs — NPOTOKO/ NAKeTa, Ha KOTOPbIN PacnpOCTPaHAETCA AeACTBMEe AaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto6oit;

e Jlelicmsue — pelicTBue, coBepluaemoe Hag naketamm (oTbpocuTb/nponycTuTh);
Mpw BbI6Ope npoTtokonos TCP, UDP, TCP/UDP ana peaaktMpoBaHua ByayT AOCTYMHbI HACTPOMKMN:

e [lopmsl omnpasumens — CNUCOK NOPTOB OTMNPABUTENSA, MaKeTbl KoToporo 6yayT noanagatb nog
AaHHoe npaBuao (AonycKaeTca yKasbiBaTb NGO OAMHOYHbLIM NMOPT, AMBO yepes “-“ amanasoH
nopTos);

e [lopmsl noayyamens — CNWCOK MOPTOB MoJiydaTens, MakeTbl KoToporo 6yayT nonagaTb nog,
OaHHOe MNpaBWO (AONyCcKaeTca yKasbiBaTb NMBO OAMHOYHBIM NOpT, MMbO yepes “-“ gmanasoH
nopToB);

Mpu BbIbOpe npoTokona ICMP ans peaaktMpoBaHma 6yayT AOCTYNHbI HACTPOMNKM:

e Tun coobujeHUs — MOXHO CO34aTb NPaBUIO TONIbKO Aaa onpeaeneHHoro TMna ICMP-coobueHunn
nnbo ans Bcex.

Haxkmute KHoOMKy «lpumeHUTb» ans AobasneHWAa HOBOro npasuaa. Oaa OTMEeHbl U3MEHEHUIA HaKMUTE
KHOMKY «OTmeHa». [nAa yAaneHus 3anncM M3  CNMcKa HeobxoguMo  yCcTaHoBMTb dnar  HanpoTus
COOTBETCTBYHOLLEN 3aMMNCK U HaXKaTb Ha KHOMKY «YAanuTb».

2.6.2.8 MNoameHto «ACL»

B nogmeHto «ACL» BbINOAHAOTCA HACTPOMKM cnnckoB goctyna. Access Control List uam ACL — cnmcok
KOHTPO/IA [OCTYNa, KOTOPbIM COAEPKUT NPaBUAA, ONPeaenatoLmne NPoXoxKaeHne TpadurKka yepes nHTepderic.
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OrpaHudenna no MAC-agpecam

Ne CraTtyc MAC-agpec Ooctyn OrpaHuyeHne cKOpPocTH

=+ [Jo6asuTb W YOanuTe

OrpaHudenns no URL-appecam

Ne cratye

=+ [loGasUTL T YOanuTe

OrpaHuyeHns No BPEMEHW CYTOK

URL

OzpaHuyeHusa no MAC-adpecam

Ne CraTyc Havano KoHeL, OocTyn OrpaHM4eHHe cKopocTH
=+ [loGasUTL T YOanuTe
COSﬂ,aTb HOBOE NpaBnno
BHIO4UTD
MAC-agpec -

OrpaHWYeHMe CKOPOCTH, KOMT/C

3anpeTuTb 4OCTyN

OepaHuyeHus no URL-adpecam

BKa04UMb — NPU YCTaHOBAEHHOM dare akTUBMpYeTca npasuio unbTpaumm no MAC;
MAC-adpec — MAC-agpec ycTponcTsa, gas KotToporo byaeT gencrsoBaTb CO34aHHOE NPaBUIO;

3anpemums docmyn — nNpu ycTaHOBAEHHOM ¢nare ¢ 3afaHHOro ycTpoicTBa byaeT MOAHOCTbIO
3anpeLLéH JocTyn 1 nepefaya TPaH3UTHOro Tpaduka. Ecam dnar He ycTaHOB/IEH, CKOpPOCTbL byaeT
OrpaHWYeHa A0 YKa3aHHOro 3HayeHus;

OzpaHu4yeHue ckopocmu, Kbum/c — MakcMMaibHasA CKOPOCTb MOTOKA AaHHbIX A8 YCTPOWUCTBA C
yKa3aHHbIM MAC-agpecom (0 K6UT/c — 3KBMBANEHTHO OTCYTCTBUIO OFPaHUUYEHNA CKOPOCTMN NOTOKA
AaHHbIX);

CozpaTb HoBoOE npasuno

BKMOYNTE

URL
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e BKawuyume — npu ycTaHoBAeHHOM dnare akTuBMpyeTca npasmao punbtpaymm no URL;

e URL - URL-agpec ycTpoicTBa, Ans KoToporo byaeTt aencTBoBaTh CO34aHHOE NPaBuUo;

O2paHUYeHUA no spemeHU cymok

CosznaTtb HoBOE npasuvno
BrNHO4uTL
Ha4ano 00:00
KoHew 00:00
3anpeTuTe A0CTYN

OrpaHM4eHne CKOpOCTH, KDKTIC

e BKawYuUMb — NpW YCTaHOB/IEHHOM diare NpaBuao GUALTPALMU aKTUBUPYETCA U AeaKTMBUPYeTCA
B Ha3HaYeHHoe Bpems;

e Hayano — Bpems B 24-yacoBom dopmaTte cuumcaeHus (44:Mm), ¢ KoToporo byaeTt AeincTBoBaTb
co3faHHoOe NpaBuno;

e KoHey — Bpema B 24-4yacoBom dopmaTte cymcneHusa (44:mm), 4o KoToporo byaeTt gencTsoBaTb
Co34aHHOE NpaBuno;

e 3anpemums docmyn — NpwW ycTaHoBAeHHOM ¢nare 6yaeT MOAHOCTbIO 3anpewéH AocTyn U
nepegava TpaH3MTHOro Tpaduka. Ecnn dnar He ycTaHOB/IEH, CKOPOCTb ByaeT orpaHuyeHa Ao
YKa3aHHOro 3HayeHus;

e OzpaHu4eHue ckopocmu, K6um/c — B TeuyeHue 3a4aHHOIO MHTepPBana BPEMEHW CKOpOCTb byaert
orpaHMuyeHa A0 yKa3aHHoro 3HadeHusa (0 KGUT/C — 3KBMBANIEHTHO OTCYTCTBMIO OrpaHUYeHMUs
CKOPOCTM MOTOKA AaHHbIX).

2.6.2.9 NogmeHo «®unbtp MAC»

B noameHo «®Punbtp MAC» BbINOMHAIOTCA HAaCTPOMKa duabTpaumm goctyna no MAC-agpecy KaneHTa.

[ocTyn K yCTpolCTBY

Pesstum MNETPa NpoBOGHOR CETH OTENKYHTE r

@

e Pexum ¢unbTpa — onpenenseT oguMH U3 TPEX aNropuTMOB pPaboTbl ¢uAbTPA B 3aBUCMMOCTU OT
MAC-agpeca KaneHTa:

—  Omkao4ums — dunbTpaumsa no MAC-agpecam OTKAOYEHA — BCEM KAMEHTAM paspeLleHo
NOAK/OYATLCA K YCTPOWCTBY;
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—  YépHobil cnucok — B paHHOM pexume paboTbl punbTpa KaneHtam, MAC-agpeca KOTopbix
yKasaHbl B «Cnucke MAC-agpecoB», 3anpeLLeHo NOAKN04aTbCA K YCTPOMUCTBY. ABOHEHTaM,
MAC-aapeca KOTOpbIX He YKa3aHbl B CIUCKE, NOAKAOYEHNE pa3peLLeHo;

— bensblli cnucok — B AaHHOM pexxume paboTtbl duabTpa KaneHtam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnncke MAC-agpecos», paspeLlleHo NogKAUaTbCA K YCTPOCTBY. ABOHEHTaMm,
MAC-agpeca KOTOpbIX B CMIUCKE HE YKa3aHbl, NOAKNOYEHWE 3anpeLLeHo.

Cnucok MAC-adpecoe

B cnnMcok moXHO BHecTM fo Tpuauatm MAC-agpecoB KAMEHTOB, AOCTYN KOTOPbIM K YCTPOMCTBY
peryanpyeTcsa HacTPOMKOM pexnuma ¢punbTpa.

Ona nobaBneHNA HOBOIO KMEHTA B CMUCOK Ha*Kmute KHomnky «Zobasums» n Beeaute ero MAC-agpec.

[na BCTynneHus B CUAY HOBOM KOHOUIypauuM U 3aHECEeHWUA HACTPOEeK B dHEeProHe3aBMCHMMYI NamaTb
HaXXMUTE KHONKY «[TpumeHUmMob». AN OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OmMmeHa».

2.6.2.10 NMNogmeHio «MapwpytTusauma»

B nogmeHto «MapLipyT1saLumsa» HaCTPaMBaKOTCA CTaTUYECKME MapLIPYTbl YCTPOMCTBA.

MapwpyTtusaums
Hma AfOpec HazHa4YeHUA Macka noacetu Winwsz
&
route 192.168.23.0 2552552550 192.168.0.254

[na pobasneHUa HOBOro MapLIpyTa HaXXMMUTE Ha KHOMKY «Jo6aBuTb» M 3aN0AHUTE cneaytoume nons:

NoBasnTe MapwpyT
Mma
A,.'leet, Ha3Ha4YeHWA
Macka nogceTtn

Lnto3

[ UmaA — Ha3BaHue MapuwpyTa, ucnonb3yetca OnAa y,£|,06CTBa BOCNPUATUA HE/TOBEKOM. MNone moxHo
OCTaBUTb NYCTbIM;

e Adpec HasHauyeHus — IP-agpec xocTa WAM MOACETU Ha3HayeHua, 40 KOTOPbIX Heobxoaumo
YCTaHOBUTb MapLUpYT;

e Macka nodcemu — MacKa nogcetn. Jns XocTa Macka MOACETU YCTaHaBAMBAaEeTCA B 3HayeHue
255.255.255.255, gna noacetn — B 3aBUCMMOCTU OT €€ pasmepa;

e llmo3 —IP-agpec WAN03a, Yepes KOTOPbIN OCYLLECTBAAETCA BbIX0A Ha «Adpec Ha3Ha4YeHus».

[na BCTynneHMs B CMAY HOBOW KOHOUIypauum U 3aHECeHUA HacTPOEeK B dHEeProHe3aBMCHMMYI NamaTb
HaXXMUTe KHOMKY «[TpumeHUmMob». AN OTMEHbl USMEHEHWNIN HaXKMUTE KHOMKY «OmMeHa».
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2.6.2.11 NoameHo «QuHamuyeckuint DNS»
B noameHto «AuHammnyeckmnin DNS» BbinoHAETCA HAaCTPOMKa COOTBETCTBYIOLLErO CepBUca.
JuHamuyeckuli DNS (D-DNS) nossonsetr uHpopmaumm Ha DNS-cepBepe 0BHOBAATLCA B peanbHOM
BPEMEHW B aBTOMATUYECKOM pexkume. [pumeHseTcs Ana HasHayeHUA MOCTOAHHOTO AOMEHHOTO0 WMMEHM

YCTpONCTBY (KOMMbIOTEPY, pOyTepy) c AMHamuyeckmum IP-agpecom.

OuHammnueckuii DNS yacTo npumeHAeTCA B JIOKANbHbIX CETAX, rAe KAMeHTbl nony4yatoT IP-agpec no DHCP, a
NOTOM PErncTPUpPYIOT CBOU MMeHa Ha noKanbHOM DNS-cepsepe.

OuHamuueckuin DNS
BrMIO4KMTE D-DNS &
Mposaigep D-DNS | dyndns.org -
WMA none3oeaTenn
Maponk

JoMeEHHOE MMA

e Bkaroyume D-DNS — npu yctaHoBiieHHoOM ¢nare cepsuc D-DNS aKTuBeH, n ana peaakTMpoBaHus
OOCTYMHbI CeAyHoLLMeE HACTPOMKM:

e [Iposaiidep D-DNS — appec nposaiigepa D-DNS — Bbibepute ogHoro nposangepa M3 ChMcKa
OOCTYMHbIX UM BBEAUTE €ro aapec BPYYHYIo;

e VIMA nonv3osamersis — UMs NOb30BaTeNs AN1A AOCTYNa K y4eTHOM 3anucu cepsuca D-DNS;

e [laposb — Naponb AnA AOCTyNa K y4eTHoM 3anucu cepsuca D-DNS;

e [lomeHHOe umA  — perucTtpupyemoe pomeHHoe umsi Ha D-DNS cepsepe. O6HoBneHue
nHbopmauum ob IP-agpece ycTpoicTBa Ha cepBepe npoBaiaepa NPOUCXOAUT MNEepPUOANYECKM
yepes 60 ceKkyHA,.

[na BCTyNAeHUA B CUNY HOBOM KOHOUIypauum U 3aHECEHUA HACTPOEK B SHEProHesaBUCUMYI0 NamMATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». s OTMEHbl U3MEHEHWNIN HaXKMUTE KHOMKY « OmMeHa».

2.6.2.12 NogmeHto «SNMP»

MporpammHoe obecnevyeHne TAU-4M.IP no3BonseT NnpoBoAUTbL MOHUTOPUHI COCTOAHMA YCTPOMCTBA M ero
KOHUrypupoBaHue, ncnonbsya npotokon SNMP. B noameHto «SNMP» BbINOAHAOTCA HAaCTPOMKM NapameTpoB
SNMP-areHTa. YCTpOMCTBO NoaaepKMBaeT npoTokoabl Bepcuii SNMPv1, SNMPv2c.
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Hactpoiika SNMP

BHMIOYNTE SNMP

Maponk Ha YTeHue

Maponk Ha 3anuck

& AOpec AnA npuéma Tpanos v1
EH Afpec Ana npuémMa Tpanos v2
o Apnpec anAa npuéma cooblieHni Inform
CMCTEMHOE UMA YCTPORCTBA

KOoHTaKTHaA MHpOpPMaLMA NPoNIBoANTENA

lMecTononoweH1e yCTpoicTea

Mapone B Tpanax

Bkaroyumes SNMP — npw ycTaHoBAeHHOM ¢/iare pa3peLleHo UCnosib3oBaHMe npoTokosia SNMP;
Maponb Ha YmeHue — Napo/ib Ha YTeHMe NapameTpoB (obwenpuHaATbIi: public);

Mapone Ha 3anuce —Naposib Ha 3aNMCb NAapamMeTPOB (06LLENPUHATLIN: private);

Adpec 0ns npuéma mparnos vl — IP-agpec nan goOMeHHoe UMA NpuemHuKa coobuieHmii SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0ns npuéma mparos v2 — IP-agpec nan goOMeHHoe UMS NpuemHuKa coobuieHmnii SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0na npuéma coobweHuli Inform — IP-agpec MM AOMEHHOE UMSA NPUEMHMKA COOBLLEHUI
Inform B dopmate HOST [COMMUNITY [PORT]];

CucmemHoe uma ycmpolicmea — UMA YCTPOMNCTBa;

KoHmakmHaa uHgpopmayusa npouzsooumens — KOHTAKTHAaA WHPopmauma npoussoauTens
YCTPOICTBA;

MecmononoxeHue ycmpolicmea — uHGopMauma 0 MeCTOMNOJIOKEHUM YCTPOMNCTBA;

Maponb 8 mpanax — NapoJib, CoAepKaluiica B Tpanax (no ymonyaHuio: trap).

B Tekywelt Bepcum nporpammHoro obecnedyeHuAa no npoTokosy SNMP  umeeTca BO3MOXKHOCTb
KOHUrypupoBaTb OTAE/bHbIE NApPaMeTpbl YCTPOMCTBA: obwme HacTpolku SIP, HacTpoikm SIP-npoduneit,
HacTpolikm FXS-nopTa, HacTPOMKKM rpynn Bbi30Ba, HACTPOIMKM KoaoBs ynpasneHusa [ABO ¢ TenedoHHoro annapara,
HacTpolikn SNMP, HacTPOMKKM CUCTEMHOTO KypHana.

HuxXe npuBeseH cNMCOK 06bEKTOB, NOAAEPKMBAEMBIX ANA YTEHUA U KOHOUTYPUPOBAHWUA NOCPELACTBOM
npotokona SNMP:

Enterprise.1.3.1 — o6wwme HacTpolikn SIP-npoduneis;
Enterprise.1.3.2.1 — HacTpoliku SIP-npodunei;

Enterprise.1.1.2.1 — HacTpoiiku FXS-nopTa;

Enterprise.1.4.1.1 — HacTPOIKM rpynn BbI30OBA;

Enterprise.1.5 — Koapl akTMBauuu BO c TenepoHHOro annapaTa;
Enterprise.2.1 — HacTpolikn SNMP;

Enterprise.3.1 — HAaCTPOMKM CUCTEMHOTO KypHana.

raoe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHTnduKatop ycrpoicraa.
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Ona 3anucu HACTpPOEK B 3HEProHe3aBUCUMMYKO MaMATb HAXMUTE KHOMKY «/7pumeHumb». Ana oTmeHsbl
N3MEHEHUIN HaXXMUTe KHOMKY «OmmeHa».

2.6.3 MeHto «IP-tenedoHUA»

B meHo «IP-tenedoHuns» BbinonHATCA HacTpolkn VolP (Voice over IP): HacTpoiKka npoTtokona SIP,
KOHUrypauma nutepdencos FXS, ycTaHOBKA KOAEKOB, NJlaHa Hymepauun, MeToaoB nepegaym dakca nu mogema.

2.6.3.1NogmeHIo «HacTpoiiku ceTn»

B nogmeHto «HacTpoliku ceTu» MMeeTcs BO3MOXKHOCTb 334aTb COOCTBEHHbIE CEeTeBble HACTPOWMKKU Ans
ycayru VolP.

CeteBble HacTponkn IP-TenedorHnm

MCNone30BaTe HACTPOMKK Internet

Wenone3soeate VLAN

VLAN ID 10
802 1P 1] v
MpoTokon DHCP v

AnsrepHaTtieHeid Vendor ID (onuma 60)
WMHmDopMauma aredTa DHCP Relay (Onuus 82)
MepBuyHBI DNS

BropuyHeli DNS

HacTtpoiika IPSec

BKIHOYHTE

e Ucnonv3zosames Hacmpoliku Internet — npu yctTaHoBAEHHOM diare MCNob30BaTb HACTPOMKKU CETH,
YCTaHOB/IEHHblE B MeHI0 «Cemb» -> «MHmMepHem», WHA4Ye — HACTPOMKM, YCTAaHOB/IEHHbIE B
TEKYLLLEM MEHI0;

e MUcnonwbzoeame VLAN? — npu yctaHosneHHom dnare cepsuc IP-TenepoHun byaet ncnonb3osatb
Ans ceoen paboTbl BblAeNeHHbIN MHTepdelic B oTaenbHo VLAN, HOMep KOTOpOW yKasaH B none
«VLAN ID»;

e 802.1P - npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMblil Ha
ucxogAawme ¢ gaHHoro uHtepdeiica IP-naketbl. NMpuHUMaeT 3HayeHUs oT 0 (HU3WWIA NpUopUTET)
0o 7 (HamBbICWINI NpUOPUTET);

e [Ipomokos — BbIGOP NPOTOKONA Ha3HAYeHUs agpeca Ha uHTepdelic ycnyrm VolP:

—  Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoaMmble HAacTPOMKK Ha WAN-
MHTepdelic HasHavatoTcAa BpydHyto. MNpu Bbibope TMna «Static» ans pegakTMposaHuA
CTaHYT AOCTYMHbI Cheayowue napameTpbl:

B Bepcum MO 1.9.1 paspeluaercs 3a4aBaTb MHAMBUAYAIbHbIE CETEBbIE HACTPOMKM ycayru VolP TonbKo B BbigeneHHon VLAN.
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IP-adpec —ycTtaHoBKa IP-agpeca nHtepdeiica ycayrm VolP;

Macka nodcemu — macka noaceTtn nHtepdeica ycayru VolP;

LLnro3 no ymonuaHuto — IP-agpec aedpontHoro wntosa nHTepdeiica ycayrm VolP;

MepsuuHelii DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB, Heobxoaumbix ANA
paboTbl ycayru VolP.

—  DHCP — pexum paboTbl, npu KoTopom |IP-agpec, macka noacetu, agpeca DNS-cepsepos u
Apyrve napameTpbl, Heobxoaumble paa paboTbl ycayr (Hanpumep, cTaTUYecKue
mapuwpyTbl go SIP-cepBepa, cepBepa peructpaumu), 6yayt nonyyeHsl ot DHCP-cepBepa
aBTomaTmnyeckn. Ecam oT nposaligepa He yaaértca nonyumTb agpeca DNS-cepsepos, Bbl
MOXKETe Ha3HauuTb WX BPy4YHyto B nonax «llepguyHeili DNS» n «BmopuyHbili DNS».
Afpeca, 3afaHHble BpPy4YHylo, byayT MmeTb npuoputeT Hag agpecamm DNS-cepsepos,
noay4yeHHbiMn no npotokoay DHCP.

Ona npotokona DHCP nmeeTcs BO3MOXKHOCTb 3a/1aTb HeobxoaMmoe 3HaveHue onumin 60
n 82.

AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTaHOBAEHHOM dnare ycTpoMcTBO
nepenaér 8 DHCP-coobuweHusax B onumm 60 (Vendor class ID) 3HaueHune ns nona Vendor
ID (onyus 60). Mpu nyctom none onuma 60 B coobuweHusx npotokona DHCP He
nepegaérca.

Echn dnar AasmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHue Nno yMmoa4aHuio, KOTopoe MMeET caeaytowmnii popmar:
[VENDOR:npoussoautens][DEVICE:Tmn yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiiHbiii Homep][WAN:MAC-aapec nHtepdeinca WAN][LAN:MAC-agpec nHTepdeiica
LAN][VERSION:Bepcus nporpammHoro obecneyeHums]

MNpumep:

[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdbopmauus areHta DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nossosneT
nobasutb B DHCP-3anpoc:

= ldeHmugpukamop uenu aezeHma (Onyus82) — nossonser pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmugpukamop ydaneHHo2o azeHma (Onyus82) — nossonseT gobasutb B DHCP-3anpoc onuuio 82,
nogonuutio 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumit Ha Kaxaom ceteBom WHTepdeice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4Hyt0. MHPOpMauma No HacTPOMKe CNUCKa NpeacTaB/ieHa
B MPUNOXKeHUN B.

Hacmpolika IPSec:

B naHHOM pasfesnie ocyLLecTBAAETCA HAacTpoliKa wudposaHma no TexHosnorum IPSec (IP Security).

IPSec — 310 Habop NpoToKONOB AN obecneyeHun 3alMTbl AAHHbLIX, NepeaaBaemblX N0 MEXCeTeBOMY
npotokony IP, NO3BONAIOWMIN OCYLLECTBAATb MOATBEPXKAEHUE MNOLJMHHOCTU (ayTeHTUdMKaALMIO), NPOBEPKY
LEeNoCTHOCTM n/unn wudposaHue IP-nakeToB. IPSec Takke BKAOYaeT B ceba MPOTOKO/bl AN 3aLMLLEHHOIO
obmeHa Katoyamu B ceTn MHTepHeT.

B Tekywelh Bepcum nporpammHoro obecnedyeHua nocpeAcTBom IPSec MOXKHO OCyLLeCcTBAATb TOJbKO
[0CTYN K MHTepdelicam ynpasneHus yctpoincteom (Web, Telnet, SSH).
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MNoapobHoe onucaHune HacTpoek IPSec npueBeaeHo B pasaene 2.6.2.1 B rpadpe Hacmpolika IPSec.

ONna BCTYNAEHUs B CUTY HOBOW KOHOUIypauMu M 3aHEeCceHMs HACTPOEK B SHEProHEe3aBUMCUMYD NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.2NogameHI0 «QOS»

B nogmeHto «QoS» HacTpamBatoTcs dyHKUMM obecneyeHns Kayectsa obcnykmanus (Quality of Service).

HacTtpolika ananazona RTP-nopTtoB

MurumaneHbii RTP-nopt | 23000

MakcumaneHeii RTP-nopt | 26000

HacTtpoiika DSCP gns curhanusaywm (SIP)

SIP-nopt DSCP

Hacmpolika duanasoHa RTP-nopmos

e MuHumansHbll RTP-nopm - HUXHAA TpaHMuUa@ Anana3oHa RTP-nopToB, MCNo/b3yemblx Ans
nepenayn pasroBopHOro TpaduKa;

o MakcumanoeHsili RTP-nopm - BepxHAA rpaHuua guanasoHa RTP-noptoB, mMchnosb3yembix A
nepeaayv pasroBOpPHOro TpadpuKa.

Hacmpolika DSCP 014 cueHanusayuu (SIP)

Hobaeuntb

SIP-nopt | 0

DsCP 0

Hacmpolika npasusaa QoS

e SIP-nopm — 3HayeHWe NopTa UCTOYHMKA A1A UCXOAALLEro roa0coBoro Tpaduka, KoTopblit byaeT
MapKMpoBaTbCa 3a4aHHbIM Kogom DSCP;

e DSCP —3HayeHue nons DSCP 3aronoska IP-nakeTa ana ronocoBoro TpaduKa ¢ 3agaHHbIM NOPTOM
NCTOYHMKA.

[na BCTynneHus B cuay HOBOM KOHOUIypauumM M 3aHECEHMA HACTPOEK B SHEProHe3aBUCUMYIO NMamMATb
Ha*KMUTe KHOMKY «MpUMeHUTb». N5 OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY «OTMeHa».
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2.6.3.3NogmeHI0 «HacTpoiKa AMHMIA»

B noameHio «Hacmpolika auHuli» BbINOAHAITCA HACTPOMKM TenedoHHbIXx noptoB Phonel, Phone2,
Phone3, Phone4.

Cnucok TenedoHHbIX NUHKA
@
NuHna Craryc Homep TenedoHa Wma nonesoBatens Norux SIP-nopt Mpodmne SIP
B 1 BhlknioyeH 001 5060 1st profile
o 2 BbIkNHYeEH 002 5060 1st profile
3 BhIkNHYEH 003 5060 1st profile
4 BhIkNHYEH 004 5060 1st profile

[nA peaakTMpoBaHUA HACTPOEK HAKMUTE IEBON KHOMKOM MbILIM MO CCbIIKE C HOMEPOM HacTpanuBaemoM
JIMHUM U B OTKPbIBLIEMCA OKHe «PeaaKTMpoBaTh IMHUIO:» 3aM0HUTE Clesytolme nona:

PepakTuposatk nUHKMIO 1: HacTpolika akkayHTa
BEMHO4HTE
MNpodune SIP 1st profile v
Homep Tenedoda | 001
Wma nonb3oeatend
MCnonk30Batk ankTepHaTHEHD il HOMep

SIP-nopT 5060

Kateropus adoHeHTa He 1cnone3osate A
AyTeHTUGRNKALNA
ToruH
Mapons
Yenyrn ABO
PesKuM HCMonb30BaHKA Flash Transmit flash v

MpAMoit Homep
O¥uaaHne BbI3oBa

Bblgaya HOMepa Bbi3biBAOWEre a00HEHTA NPH OXWOAHMK
Bbl30BA

OcraHoBKa Habopa npu #
TopAyan/Tennan KA
BesycrioBHas nepeagpecalms
Mepeanpecalus No 3aHATOCTH
Mepeagpecayyus o HeoTBETY
He GecnokouTk

Pa3spelunTs NepexBaT Bbi30Ba Ha nopt ¥

CLIR Bhikn. v
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HacTtpoiika huanyecknx napameTpos
Bblaaya HOMepA Bbi3bIBAOLLEND Off v
TafmayT HaGopa nepsoi uudpsl, © 0
TaimayT "3aHaro”, ¢ | 120
TalimayT 863082 aD0HEHTA, © 0
MUHUMANbHOE BpEMA 0OHapy#eHua oTdoR, mc | 800
MWHKMMansHoe BpeMA obHapy#eHna Flash, mc 90
YouneHwe Ha npueme, 0.1dB -70
YCunexue Ha nepegaye, 0.1d6 | 0
YPOBEHb ronoca ¢ TenegoHa. dB 0
¥poBeHb ronoca C MUKpodoHa, dB 0
[NWTENEHOCTE MMAYNBCA UMAGPL, MC | 100
MUHHUMENBHBIA MEKLMDPOBOH MHTEPEAN, MC 200

TakcogoH Bk v
HacTtpolika ceTeBbIX NnapaMmeTpoB

DSCP 45

Hacmpolika akkayHma

e Bkawoyume — Npun ycTaHOBNEHHOM dare NOpT aKTUBEH;

o [Ipogpuns SIP — BbI6OP SIP-Nnpodunn U3 nepeyHs AocTynHbix. HacTpoiika npodunel npomssoamTcs
B MeHI0 «IP-menegoHua» -> «llpogunu»;

e Homep menegoHa — aBOHEHTCKMIN HOMEP, 3aKPEN/IEHHbIN 3a TeNlePOHHbIM MOPTOM;

e MMsA none3oeamens — UMA NOJ/b30BaTENA, CONOCTaBJAEHHOE C MOpPTOM (oTobparkaercs B nose
Display-Name 3aronoBka From B ncxoasawmx coobuuieHusx SIP);

e Ucrnonv3zoeams anbmepHAMUBHbIU HOMep — NpU yCcTaHOBNEHHOM ¢nare B 3aro/loBoK «From»
coobueHnit SIP, oTnpaBasemMbix ¢ AaHHOrO NopTa, byaeT NoACcTaBAATLCA afbTepPHATUBHbIA HOMeEpP
(B yacTHOCTK, 4YTOBbI MacKMpoBaTb CBOW peanbHblli HOmMep OT cuctemMbl AOH Bbi3biBaeMoro
aboHeHTa);

e [loOcmaename 302001080K 8 Contact — anbTePHATUBHbLIA HOMEP, MPUCBOEHHbIN TenedoHHOMY
nopTy, 6ydeT 3amMeHeH Ha YKasaHHbIi HomMep B 3aronoBke Contact coobueHua SIP.
[aHHas HAcTpoiKa MCNONb3yeTcsA TONbKO AJA MOPTOB, HAXOAAWMXCS B rpynne Bbi30Ba;

e SIP-nopm — UDP-nopT ana npuéma BxogAwmx coobuieHnin SIP Ha faHHbIA aKKayHT, a TaKKe s
oTnpaBKkK ncxogawmx SIP-coobueHnit ¢ AaHHOro akkayHTa. MpuHMMaeT 3HadeHma 1-65535 (no
ymonuaHuio 5060);

e Kamezopua aboHeHma — KaTeropua Bbi3blBatowero aboHeHTta (calling party category) —
Mcnosb3yeTca Ana nepesayn B 3arofioBke « From» ncxodalmx coobLueHnin; nocnegHnin npm sTom
nepeaaetcsa B popmarte Tel-URI (cm. RFC3966);
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Jlo2uH u napons 018 aymeHMuUpUKAyUU — UMA NONb30BaTENA M MapOo/b, UCMONAb3yemble ANA
ayTeHTUOUKaunm aboHeHTa Ha SIP-cepBepe (1 cepBepe perncrpauunn);

Ycnyau AIBO

Pexcum ucrionbzosarus flash — pexknm ncnonb3oBaHma GyHKLMK flash (KopoTKkuit oTboI):

— Transmit flash — nepepauva flash B KaHan (0AHUM M3 METOA0B, HAaCTPOEHHbIX BO BKAaAKe
«Mpodunnm» B napametpe Mepedaya Flash);

— Attended calltransfer — flash obpabaTtbiBaeTca N0KasbHO YCTPOMCTBOM (Nepeaaya Bbi30Ba
OCYLLECTBAAETCA MOC/e YCTaHOBNEHUA COEAMHEHMUA C TPeTbUM aboHeHTOoM). MoapobHoe
onucaHue anroputma pabotbl «Attended calltransfer» cmoTtpute B pasgene 3.1 Nepepava
BbI30B3;

— Unattended calltransfer — flash obpabaTtbiBaeTcs noKanbHO YyCTpoMcTBOM (nepeaaua
Bbl30BA OCYWECTBAAETCA MO OKOHYaHWO Habopa Homepa TpeTbero aboHeHTa).
MoapobHoe onucaHune anroputma pabotbl «Unattended calltransfer» cmotpute B
pasgene 3.1 Nepeaaya BbI30B3;

— Local calltransfer — nepepaya Bbl30Ba BHYTPW YCTpolCTBa, 63 OTnNpaBKM Co0bLIEHMA
REFER. MoapobHoe onucaHue anroputma pabotbl «Local calltransfer» cmotpute B
pasgene 3.1 Nepeaaya Bbi3osa.

Pexcum nepedayu 8613080 — HACTPOMKa AO0CTynHa TosbkKo Ansa Attended calltransfer n Local
calltransfer n oTBeyaeT 3a peXxnum akTMBaLMM yCAyrv Nnepesaym Bbi30Ba:

—  KombuHMpoBaHHbIN — NepeAaya BbI30Ba aKTMBUPYETCA No 0THO M No Haxatuio R 4;
— Flash+4 —nepepnaya BbI30Ba aKTMBUPYETCA Noc/ie HaxaTuA R 4;
— TNo oTboto — Nnepegava BbI30Ba aKTUBMPYETCA Noc/e oToos.

OxcudaHue 8bi308a — NpU YCTaHOBAEHHOM dare paspelleHa ycayra «OxcudaHue 8bi308a» (ycnyra
OOCTyMHa B pexknme ncnosibsoBaHusa ¢yHkuum flash — call transfer);

Bobidaua HOMepa ebi3blearowezo aboHeHMa npu OMCUOQHUU 8bI3080 — npun yCTaHOB/IEHHOM d)nare
npoucxogunT Bblga4a Homepa aboHeHTa ONA YCnyru oXXnaaHuAa Bbl30Ba,

OcmaHoska Habopa npu # — Npu yCTaHOBNEHHOM d1are MCNo/1b30BaTb KHOMKY ‘#’ Ha TenedpoHHOM
annaparte A8 OKOH4YaHMA Habopa, nHaye ‘H#’, HabpaHHas ¢ TenedoHHOro annapaTta, UCNO/b3yeTcA
KaK 4acTb HOMepa;

lopAavasa/mennas AUHUA — NPW yCTaHOBNEHHOM dare paspelleHa ycayra «2opa4as/mennas
AUHUA». Ycnyra No3BosiAeT aBTOMATMYECKM YCTaHOBUTb UCXOAALLEE COeAMHEHME Mpu nogbeéme
Tpy6KM TenedpoHa 6e3 Habopa HoMepa C 3a4aHHON 3a4eprKKol (B ceKyHaax). MNpu ycTaHOBAEHHOM
dnare 3anonHUTE cneaytouine nons:

— Homep ycnyeu "eopsuas/mennaa nuHua" — Homep TenedoHa, C KOTOpbiM 6yaer
YCTaHaBAMBATbCA COeAMHEHWE 4Yepe3 Bpems, paBHOoe «TaMmayTy 3aZep)Kku», nocne
noaHATUA Tpybkn TenedoHa (B nnaHe Hymepaumm mcnosb3yemoro SIP-npoouna fonkeH
6bITb NPedUKC Ha JaHHOE HanpaBieHWe);

— Talimaym 3a0epxKu, ¢ — UHTEPBA/ BPEMEHM, Yepe3 KOTopbli byaeT ycTaHaBAMBaTbCA
CoeZMHEeHWeE C BCTPEeYHbIM abOHEHTOM, B CEKYHAAX;

GesycnosHas nepeadpecayusa — Npu ycTaHoBaeHHoM ¢dnare paspelueHa ycnyra CFU (Call Forward
Unconditional) — Bce BxoasLme BbI30Bbl NepPeHanpaBAAoTCA Ha YKa3aHHbI Homep 6e3ycnoBHOM
nepeagpecaumu. MNpu yctaHoBneHHOM daiare 3anosiHUTe cregytoLime noas:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEpP, Ha KOTOPbLIA NepeHanpasasalTca BCe
BXOJALIME BbI30BbI MPU BKIKOYEHHON ycnyre «besycnoBHaa nepeagpecaumsa» (B naaHe
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Hymepaumn wucnosnb3yemoro SIP-npoduna posmkeH 6biTb nNpeduKC Ha A[aHHoe
Hanpas/fieHue);

e [lepeadpecayus no 3gHAMocmMu — TNpU ycTaHoBNeHHOM dnare paspeweHa ycnyra CFB (Call
Forward at Busy) — nepeazpecauns BbI30Ba Npu 3aHATOCTM abOHEHTa Ha YKasaHHbI Homep. Mpu
YyCTaHOB/IEHHOM dnare 3anoAHUTe cieayowme nons:

— Homep nepeadpecauyuu no 3aHAMOCMU — HOMEpP, Ha KOTOPbIA NepeHanpaBAAloTCA
BXOAALLME BbI30BbI NPU 3aHATOCTM abOHEHTa NpW BKAKOYEHHOW ycnyre «Mepeagpecaums
Mo 3aHATOCTU» (B NAaHe HyMepaLumn ncnosibyemoro SIP-npoduna aonxkeH 6biTb NpeduKc
Ha gaHHOe HanpaB/eHue);

e [lepeadpecayus no Heomeemy — MNpU YCTaHOBJEHHOM dnare paspeweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecalma Bbi30Ba Npu HeoTBeTe aboHeHTa. Mpu ycTaHOBNEHHOM
dnare 3anoNHUTE cnegyolme Nons:

— Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOPbIA NepeHanpaBAAloTCA
BXOAALLME BbI30Bbl NPU HeoTBETE abOHEHTA NpU BKAOYEHHOM ycayre «lepeagpecauums no
HeoTBeTy» (B N/aHe Hymepauuun ucnonbsyemoro SIP-npoduna gonkeH 6biTb NpeduKc Ha
JaHHOe HanpaBieHue);

— Talimaym Heomeema, ¢ — WHTepPBa/N BPEMEHW, Yyepe3 KOTOpbIA OyaeT npousBoamUTbCA
nepeagpecaumn Bbi30Ba B C/ly4ae HEOTBETa abOHEHTa;

e He 6ecriokoumb — Npu ycTaHOBNEHHOM ¢Jiare yCTaHaB/IMBAETCA BPEMEHHbIN 3anpeT BXoaAallein
csasn (ycnyra DND — Don’t Disturb).

Mpw BKAOYEHUWN OLHOBPEMEHHO HECKOIbKUX YCAYT NMPUOPUTET CNeayIoWMiA (B NOPAAKE CHUNKEHUSA):

CFU;
DND;
CFB, CFNA.

e Paspewumb nepexsam 8bI3086a HA NOPM — MNPWU BKAOYEHHON ONUUKU paspelleH nepexsaT
BXOAAWMX Ha MNOPT BbI30BOB (NepexBaT paspellaeTca TONbKO B Npeaenax OAHOM rpynnbl
nepexsaTa v Npu YyCIOBUW UCMOJIb30BaHMA NopTamu ogHoro SIP-npoouns);

e CLIR — orpaHunyeHune naeHTMdMKaLMM HoOMepa Bbi3blBaloLLErO abOHEHTa:

—  Bobika —ycnyra CLIR oTKAlOYeHa;

— SIP:From — B 3aronoBke From coobuweHnii npotokona SIP 6yaetr nepenasBaTbcA
Anonymous sip:anonymous@unknown.host

—  SIP:From u SIP:Contact — 8 3a2on108Kax From u Contact coobuieHunin npoTokona SIP 6yaer
nepepgasaTbca Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husu4eckux napamempos

e Bbidaya HOmMepa ebi3biearouje2o — BblbepuTe pexuMm onpeneneHus HOMepa Bbi3blBaOLWEro
aboHeHTa (Caller ID). Ans paboTsl Caller ID Heob6xoaMMO, UTOBbI TenedoHHbIM annapaT aboHeHTa
noAAep!KMBa YCTaHOBAEHHbIA MeToA;

—  Off —onpeaeneHne Homepa BbI3bIBAOLWErO aOOHEHTA BbIK/IOYEHO;

— FSK Bell 202, FSK V.23 — onpepeneHve Homepa WU MMEHMU Bbi3biBalollero aboHeHTa
metogom FSK (no cranpapty Bell202, wan ITU-T V.23). Bblgaya HOMepa B JUHMUIO
OCYLLECTBNAETCA MEXKAY NEPBbIM N BTOPbIM CUTHAZIOM MOCbIJIKM BbI30Ba MOTOKOM AaHHbIX
C YaCTOTHOM Moaynauunen;
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— DTMF - onpegeneHne Homepa Bbi3blBatowero aboHeHTa metogom DTMF. Bblgaya Homepa
B JIMHUIO OCYLLECTBNAETCA MeEXAYy MNepBbiM W BTOPbIM CUIHAJIOM MOCbIIKM BbI30BA
ABYyXx4acToTHbiMM DTMF-nocbinkamu;

— RUS AON - npeHtnédukauma AMHUKN Bbi3biBatoLLEro aboHeHTa meToaomM «Pycckuii AOH».
Homep onpegensaetca no curHany «3anpoc AOH», Bblgasaemomy TenedoHOM
BbI3bIBAEMOTro abOHEHTa;

Talimaym Habopa nepsoli yugppsl, ¢ — Taimep oxmMaaHua Habopa nepsoit undpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeYeHWe YCTaHOBJAEHHOro BpemMeHM aboHeHTy OyaeT BblgaH CUrHan
«3aHATO», @ NpMem Habopa Homepa byaeT NpeKpaLleH;
Talimaym «3aHAmMo», ¢ — Talimep BblAaYM abOHEHTY CUrHana «3aHaTo». Ecam no mcteyeHum
YCTAHOBNAEHHOro TakmayTa aboOHEHT He NoNoXuT Tpybky TenedoHa — B AMHMIO OyaeT BblaaH
CUTHaN OWNBKY;
Talimaym ebi308a aboHeHma, ¢ — 3anyCcKaeTcaA MpM NOCTYNJEHUU BXOASALLEr0 Bbl30BA M
onpeaenseT MakCMManbHOe Bpems OTBETa Ha BbI30B. 10 MCTeYEHMM YCTAaHOBNEHHOIO TaliMayTa
yaaneHHomy aboHeHTy ByaeT oTnpaB/eH CUTHAA 3aHATOCTU.
MuHumaneHoe spems 0b6HapyxiceHua ombosa, MC — MUHUMabHOE BpemMA OOHapyeHua oTbos.
OaHOBpPEMEHHO €  3TMM, [AaHHbIM  MapameTp ABAAETCA  MaKCMMasbHbIM  BpPeMeHeMm
OEeTeKTUPOBaHUA KopoTKoro otbos (flash).
MuHumaneHoe epems obHapyxceHus flash — mUHMManbHoe Bpems OBHApYMKeHMA KOPOTKOro
oT601, (80-1000) mc;
YcuneHue Ha npuem, 0.1dB — ycuneHune curHana Ha npuém (CUrHan, KOTOpbIA BblaaeTcsa B TPYOKyY
TenedoHa), (-200..200) eauHumua nsmepenua — 0,1 ab;
YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepepady (curHana, noctynawolliero B
MUKpPOdOH TenedoHHoM Tpy6KKM), (-200..200) eannHunua nsmepernuns — 0,1 ab;
YposeHb 20s10ca ¢ menedoHa, dB - HaCTPOWNKa YPOBHA PeYeBoro cMrHana K aboHenty, (-31..31 ) dB;
YpoaseHb 20s10ca ¢ MUKpOoHa, dB - HacTpoliKa YPOBHA peyeBoro curHana ot aboHeHTa, (-31..31)
dB;
AdnumensHocme umnynsca yugpsl, MC — HaCTPOMKa HeobxoAMMa MPU MMMYJbCHOM peXxume
Habopa Homepa, (10-150) mc;
MuHumaneHesil mexcyugposoli uHmMepaasa — HaCTpoMKa HeobxoAMMa NPU UMMYIbCHOM PEXUME
Habopa Homepa, (150-20000) mc;
TakcoghoH (Payphone) — HacTpoWKa pexuma paboTbl IMHUKN NPU NOAKNAKYEHMUM TaKcodOoHa:
—  BbiKn. (Off) — 06bluHbIN penm, TaKCODOH He MNOAKNIOYEH;
— [epenontocoska (Polarity reversal) — n3meHeHWE NOAAPHOCTU HAMPANKEHUA MUTAHUA
JIMHWUM NPU UCXOAALLLEM BbI30BE NOC/E OTBETA BCTPEYHOTO abOHEHT];
- Umnynecel 12 Ky (12 kHz) — npn ucxoaawem Bbi30Be B JIMHUIO OAMH Pa3 B CEKYHAOY
BblAaeTca TapuPHbIM UMNyAbc YactoTor 12 Kl'y;
— WUmnynscel 16 KMy (16 kHz) — npu ncxoasawem BbI30BE B JIMHUIO OAMH pa3 B CEeKyHAOy
BblAaeTca TapuPHbIM UMNYAbC YacToToM 16 KI'L.

Hacmpolika cemesbix napamempos

DSCP - 3HayeHune nona DSCP-3aronoska IP-nakeTta ana ronocosoro Tpadumka ¢ HacTpanBaemoim
NNHUN.

[nAa BCTynneHus B CUly HOBOM KOHOUIypauuM M 3aHECEeHWUA HACTPOEeK B 3HEProHe3aBMCHMMYI0 MamMATb
HaXXMUTe KHOMNKY «[TpumeHUMb». AN OTMEHbl USMEHEHWUIN HaXKMUTE KHOMKY «OmMeHa».

2.6.3.

4NopmeHto «Mpodpunu SIP»

B noameHto «[llpogunu SIP» BbINONHAIOTCA HAacTpoiKku SIP-npoduneint yctpoiictea. 3a Kaxabim SIP-
npoduiem MOXHO HazHaUUTb cOBCTBEHHbIE agpeca SIP-cepBepa 1 cepBepa perncTpaLmm, rolocoBblie KOAEKU U
Kogekn dakca/moaema, WHOMBMAYaNbHbIM MNAaH HymepauMM W ApyrMe napameTpbl. HeobxoaumocTb
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MCNONb30BaHUA pasHbIX SIP-npodunelt BO3HMKaeT, Korga pasHble aboHeHTCKMe NopTbl paboTaloT Yepes pasHble
HanpasfieHus cBA3n (pasHble SIP-cepBepbl). Mpu 3TOM 3a KawAabiM abOHEHTCKMM MOPTOM MOXKET 6biTb
3aKpensieH To/1bko oauH SIP-npodunb (HacTpoitKa B meHto «IP-menegoHus» -> «Hacmpolika AuHuii»).

Cnucok npochunein SIP

WmA npoduna T SIP-npokcu cepeep Cepeep perMcTpaummn SIP-gomeH Pexum Outbound
1st profile 1,2,3.4 off
2nd profile Off
3rd profile Off
4th profile oft
5th profile Off
O6wue HacTpokn
Mcnonbsosate STUN
Taumep T1, mc 500 (100-1000)
Tanmep T2, MC 4000 (1000-32000)
TaWmep B, MC 32000 (1000-39000)

[ns 3anonHeHus Hacmpoex madmepos SIP
DEKOMEHODEAHHLIML HAYEHUAMU HAKMUME KHOMKY

# Mo ymon4aHuio

TpaHcnopt UDP (npeanoytutensHo), TCI v

CneyMdHEaLWA ToHOB Poccua b

[na penakTMpoBaHMA HACcTPOEK NPodUAA HaKMUTE JIEBOM KHOMKOW MbIlM NO CCbIIKE HAcTPauBaemoro
npoouna. B oTKpbIBLLEMCA OKHE «PefaKkTnpoBaTb NPOoduIb:» 3aN0NHUTE Caeaytolme nons:

Pepaktnpoeate npodwne SIP "1st profile”

NapameTpel SIP

CocTae npoduna Mermmw 1,2, 3, 4
HMms npodmna 1st profile
Peskim mcnonbsoeaHna SIP-npokcu Homing
SIP-npokcy cepeep
PermcTpaums
CepEep perMcTpaLnm
MeTog, KOHTPONA CCHOBHOMD CEpEEpa Opfions

MNeprog KOHTPONA OCHOBHOMD CEpBEEpa, © 30

PesepeHbie SIP-npokck

SIP-npokck cepeep Cepeep perMcTpaUmMq
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lNapamempeoi SIP

e Cocmas npoguns — CNUCOK ABOHEHTCKUX MOPTOB, KOTOPbIM HA3HayeH npodusb, nose He
penakTMpyemoe;

e UmaA npoguna — nonb3oBaTeIbCKOE MMA HAaCTpaMBaemMoro npoduns;

e Pexum ucnonb308aHUA SIP-npoKcu — B BbINAZatoWeM CMUCKE MOXKHO BblbpaTb pexum paboTbl ¢
SIP-cepsepom:

— He ucnonb3oBaTtb — pexum, npu Kotopom SIP-NnpoKcu cepBep He UCNoNb3yeTcA, a Bce
3anpocbl INVITE oTnpaBnsloTcAs Ha agpec, yKasaHHbIM Mnoc/ie cMmBoia «@» B 3anucu
MACOK NnaHa Hymepauuu;

— Parking — pexxum pesepsuposaHua SIP-npoKcn 6e3 KOHTPoA 0CHOBHOTO SIP-npoKcy;

— Homing — pexum pesepsupoBaHua SIP-npokcn ¢ KOHTpoaem OCHOBHOTO SIP-npoKcu.

LWnto3 moxkeT pabotaTb C OAHMM OCHOBHbIM U MAKCMMYM YeTblpbMA pe3epBHbIMU SIP-npoKcu.
Mpu paboTe ToNbKO € OCHOBHbIM SIP-npokcu, pexumsl Parking n Homing Huuem apyr ot apyra He
oTAnyaloTca. B aTom cnyyae npu oTkase ocHOBHOro SIP-npoKcn notpebyeTtcs ero BOCCTaHOBJ/IEHWE
Ansa obecrneyeHunsa pabotocnocobHoCTH.

Mpn Hanumumm pesepsHbIX SIP-npokcn pabota B pexumax Parking n Homing ocywecteasetcs
cneayrowmm obpasom. Mpu coBepLIEHNM UCXOAALLETO BbI30Ba W03 oTnpasaseT coobuieHne INVITE
Ha afpec OCHOBHOro SIP-NpoKcK MaM Npu NonbiTKke perncrpaumm — coobuieHne REGISTER. B ciyyae
€C/IM NOo UcTeyeHumn BpemMenn Invite total timeout oT ocHOBHOro SIP-NPOKCK He NPUXOAUT OTBET, INMBO
npuxoamt oteeT 408 mnm 503 — w3 otnpasnseT INVITE (nmbo REGISTER) Ha agpec nepsoro
pe3epBHOro SIP-npokcu. Eciv OH TOXKe HeAoCTyneH, 3anpoc NepenpasBfAeTcA Ha ceayrowmin
pe3epBHbIN SIP-npokcn M T.4. Kak TONbKO AOCTYNHbIM pe3epBHbIA SIP-npokcn 6yaer HalaeH,
npou3onaeT nepeperncTpaLmnsa Ha Hem.

[Janee, B 3aBUCUMOCTM OT BbIOPAHHOIO PeXMMA Pe3epPBUPOBAHNA, AEUCTBUA CleayloLme:

B perkume parking HeT KOHTpons ocHOBHOro SIP-mMpoKcu, W W3 NpoaosxKaeTr pabotatb ¢
pe3epBHbIM SIP-NPOKCK, Oa)Ke ecnn OCHOBHOM BoccTaHoBneH. lNpu notepe cBA3u ¢ Tekywmm SIP-
npokcn 6yaeT NpoAaos/iKeH OMPOC MocneaylolWmx pe3epBHbIX SIP-NpoKcK No onMcaHHOMY Bblle
anroputmy. Mpu HeZOCTYNMHOCTU NocnefHero pesepBHOro SIP-NpoKcKM onpoc NPoAoAKUTCA NO Kpyry,
HAYMHAA C OCHOBHOTO.

B pexume homing pocTynHO TpuM BMAA KOHTPOAA OCHOBHOro SIP-mpokcu: nocpeacTsom
nepuogMyeckon nepegaym Ha ero agpec coobuweHuir OPTIONS, nocpepctsom nepuoamnyeckon
nepeaayn Ha ero agpec coobuweHuit REGISTER nnbo nocpeacteom nepegaym 3anpoca INVITE npwu
coBeplleHnn ucxogawero sbizosa. 3anpoc INVITE cHayana nepegaetcs Ha ocHoBHOM SIP-npoKecy, a
3aTeMm, B CyYyae ero HegOoCTYNHOCTU, Ha TEKYLWMI pe3epBHbIi U T.4. HesaBMCMMO OT BUAA KOHTPOAS,
ecnn obHapy*KeHo, YTo OCHOBHOM SIP-NpPoKcKM BOCCTaHOBUACS — MPOUCXOAMUT MepepernctTpaumns Ha
HeM. LLInto3 HaunHaeT paboTaTb ¢ OCHOBHbIM SIP-npoKcwy.

e SIP-npoKcu cepsep — ceTeBoW agpec SIP-cepBepa — YCTPOKMCTBA, OCYLLECTB/AAOLLEIO KOHTPO/b
AocTtyna Bcex aboHeHTOB K TenedoHHOW ceTu nposargepa. MoXKHO yKasaTb Kak IP-agpec, Tak u
AOMeHHOe UmMs (Yepes aBoeToume MoXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

e Peacucmpayus — npu ycTaHOBAEHHOM ¢nare perncTpupoBaTb MOPTbl, UCMOMb3YIOLWNE AaHHbIN
npoduab, Ha cepBepe perucTpaLmm;

e (Cepsep pecucmpayuu — CeTeBOWN agpec YCTPOMCTBa, HAa KOTOPOM OCYLLECTBAAETCA perucrpauma
Bcex aboHeHTOB TenedOHHOW CETU C LeNblo NPeaoCcTaBNeHNs UM NpaBa Mo/b30BaTbCA YCAyramm
cBA3K (4Yepes ABoeTouMe MOXKHO yYKa3zaTb UDP-nopT cepsepa pervcrpaunu, no ymonyanuwo 5060).
MoXHO yKasaTb KaK IP-agpec, Tak n gomeHHoe uma. OBbIYHO cepBep perncrpaumm Gpusnyecku
coBmelleH ¢ SIP-NpoKcu cepeepom (OHM MMEIOT O4MHAKOBbIE agpeca);

e Memood KOHMpPOaA OCHOBHO20 cepsepd — BbIBOP MeToAa KOHTPOA AOCTYMHOCTM OCHOBHOrO SIP-
cepBepa B pexxmme Homing:

— Invite — KOHTPO/Ib NOCPeACTBOM Nepeaaymn Ha ero agpec 3anpoca INVITE npu cosepieHum
NCXOAALLEro BbI3OBA;
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— Register — KOHTPO/Ib NOCPEACTBOM NepuoaNYecKon nepesaym Ha ero aapec cooblueHui
REGISTER;

— Options — KOHTPOJIb NOCPEACTBOM NEPUOAMYECKON Nepedaym Ha ero agpec coobLeHni
OPTIONS;

e [lepuod KOHMpPOAA OCHOBHO20 cepsepa — WHTEPBAA OTNPaBKU MEPUOLMYECKUX COODBLLEHUI B
CEeKyHAaX C Lenblo NpoBepKM A40CTYNHOCTU OCHOBHOrO SIP-cepsepa.

PesepsHebie SIP-nipokcu
Ona pobasneHus pesepBHOro SIP-npoKkcn HaxKmuTe KHOMKy «[Jo6aBuUTb» W BbINOAHWUTE Chepylowme
HACTPOMKM:

e SIP-npokcu cepsep — ceTeBoM aapec pesepBHoro SIP-cepsepa. MorKHO yKa3aTb KakK IP-agpec, Tak 1
AOMeHHOe Ums (Yepes aBoeTouMe MOXKHO 3aaaTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

e Cepsep peaucmpayuu — CETeBOW afApec Pe3epBHOro CepBepa perucTpauumn (Yepes apoeToume
MOXHO yKasaTb UDP-nopT, no ymonuyaHuto 5060). MoxKHO yKasaTb KaK IP-agpec, Tak U JoMeHHOe
uma. Ecam yctaHosneH ¢nar nepeg nonem Cepgepa pe2ucmpayuu, TO BKAKOUYEHa PerncTpaums Ha
pe3epBHOM cepBepe.

Ona ynaneHuna pesepsHoro SIP-npokcu yctaHoBuTe dnar HaNnpoTMB 3343aHHOr0 aApeca U HaX*KMUTe KHOMKY
«Ypanutb».

SIP-pomen
MpumerduTs SIP Domain gna perucrpauym
Pesmm Cutbound Briknw4eH v
MNepuog EpemeHn NepeperMcTpaLnm 1800
MHTepEan NOETOPA PErMCTRALMM 30
MyBnnyHBIA agpec
Wcnonesoeare SIP Display Name npu peructpaymu
Bwigaya KMNEB npw nonysenmnn 1583 Progress
¥AanaTh HEAKTHEHEIE MEZHH
Brizoe aDoHeHTa 180 Ringing v
Mepenaeate CAMEON # Kak %23
100rel Boiknw4en v

PazpewwTe Timer ¥

MuHUMANEHOe EPEMA CECCHM, C 120
Bpema ceccuu, C 1800
Mepuognyectwi onpoc SIP-cepeepa OTenoyeH v

Obpabareieate saronoeck Aleri-Info

MpoEepATs TONEKD MMA NoNb3:oEaTena 5 RURI

Nepenaeate |IP-agpec & saronoeke Call-ID

e SIP domain — pOMEH, B KOTOPOM HaxoAWUTCA YCTPOWCTBO (3aMo/HATbL Mpu HeobxoAnmocTw),
Ha3Ha4vaeTcA aBTomatmyeckn m3 15 onuum npotokona DHCP wnnu 3apaetca spyyHyto. [omeH,
3aZ@aHHbIN BPYYHYIO, UMEET NPUOPUTET HaL HAaCTPOIMKoMN, nonydeHHo no DHCP;

o [lpumeHums SIP Domain 0n8 pecucmpayuu — nNpu yctaHoBaeHHOM ¢nare npumeHuTb SIP Domain
ans pernctpaunm (SIP-gomeH byaet noacrtaBaaTbea B Request-Line 3anpocos Register);

e Pexcum Outbound — pexkum Outbound:
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—  BblIKA0YeH — MapLUPyTU3NPOBaTb BbI30BbI COMNIACHO MNJ1aHa HyMepauuuy;

— Outbound — pna paboTbl ncxoaswen cBasuM HeobxoAuM NiaH Hymepauuu, O4HaKO BCe
BbI30Bbl OyAyT MaplpyTusmpoBatbcs 4epe3 SIP-cepBep; B Cay4yae OTCYTCTBUA
peructpauum aboHEHTY BblAaeTCA OTBET CTAHUMWM, YTOObl MOXHO OblO0 OCYLLECTBAATbL
ynpasneHne aboHeHTCKMM cepBucom (ynpasneHue BO);

— Outbound c sbidaueli «3aHAMoO» — Ana paboTbl UCxoasaLWen cBA3M Heobxoaum naaH
HyYMepauMn, oaHaKo Bce BbI30BblI OyayT maplupytusmMpoBaTbca 4vepes SIP-cepsep; npu
OTCYTCTBUM pPerucTpaLmm BOCNONAb30BaTbcA TenedoHuel byaer HEBO3IMOMKHO: B TPybKy
BblAAETCA CUTHAN OWNBKMK;

Mepuod epemeHu nepepeaucmpayuu — BPEMs, B TEYEHUE KOTOPOro AencTBUTeIbHa perncrpauma
aboHeHTCKoro nopra Ha SIP-cepsepe. Mepeperncrpaumsa NopTa OCYLLECTBAAETCA B CPeAHEM Yepes
2/3 yKasaHHOro nepuoaa;

Mumepeasn nosmopa peaucmpayuu — TNPOMEXYTOK BPEMEHM  MEXAy  NOMbITKamu
3aperncTpupoBatbcs Ha SIP-cepBepe B c/lydae HeycnewHon peructpaumu;

Myb6auyHsIli adpec — AaHHbIA NapameTp UCMONb3YETCA B KAYeCTBE BHELIHEro aJpeca ycTpomncTea
npu pabote 3a NAT (3a wnto3om). B KadyectBe ny6AMYHOrO agpeca NPOMMCbIBAETCS aapec
BHewHero (WAN) nHtepdeica wantosa (NAT), 3a Kotopbim ycTaHoBneH TAU-4M.IP. Mpu 3Tom Ha
camom wnto3ze (NAT) Heobxoaumo caenatb npobpoc cootBeTcTBytOWMX SIP- 1 RTP-noptos,
MCMOJIb3yEeMbIX YCTPONCTBOM;

Ucnonszosame SIP Display Name npu peaucmpayuu — npu ycTaHoOBAeHHOM ¢aare nepenasaTb
ums nonbsosatens B none SIP Display Info coobuieHusn Register;

Boidaua «KMB» npu nonyyeHuu 183 Progress — npu ycTaHOBAeHHOM ¢are BblgaBaTb CUrHan
«KOHTpOIb MOCbLINIKM BbI30Ba» Npu nNpueme coobuieHnn «183 Progress» (6e3 BnoskeHHoro SDP);

YO0aname HeakmugHblie Meduu - NPU YCTaHOBAEHHOM dare yaanaTb HeEaKTUBHbIE MegMa NOTOKM
npu moandukaumm SDP-ceccumn. McnonbsyeTtca aaa B3aMMOZLENCTBMA CO LLIHO3aMMN, HEKOPPEKTHO
nogaepsKMBaloWUMmN pekomeHgaumio rfc3264 (no pekomeHAaLMM KOJMYECTBO MOTOKOB MNpu
MOANPUKALMAX CECCUM HE AONKHO YMEHbLUATBLCA);

Bbi30o8 aboHeHmMa — nNpeABapwuTENbHbIA  OTBET, KOTOPbIM  OTNPABAAETCA  YCTPOWCTBOM
BbI3bIBalOLLEMY 060PYA0BAHNIO MPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBatowemy obopyaoBaHuio oTnpasaseTca oteeT 180; nonyums 3TO
coobuieHne, Bbi3biBatolee obopyaoBaHME AOMKHO BblAATb B IMHUIO JIOKA/IbHbIA CUTHaN
KNB;

— 183 Progress with SDP — Bbi3bIBatowwemy obopyaoBaHuto oTnpasasetca oteeT 183+SDP —
MCNONb3yeTcA ANA MPOK/YEHUA Pa3roBOPHOrO TpaKTa A0 OTBeTa Bbi3biBaemoro. B
AaHHOM cnydae TAU-4M.IP 6ypeT yaaneHHoO BblgaBaTb Bbi3blBaloLeMy abOHEHTY CUrHan
KNB.

— [lepedasamb cumeon # Kak %23 — npw ycTaHOBNEeHHOM ¢nare nepefaBaTb 3HAK PyHTa
("pewetky") B SIP URI Kak escape-nocnenoBaTenbHocTb "%23", nHaue - Kak cumson "#".

100rel — ncnonb3oBaHWe HageXHbIX NpeaBapuTeNibHbIX oTBeToB (RFC3262):

- Supported— noaaepxKa ncnoab3oBaHNA HageXKHbIX MPeaBapUTE/IbHbIX OTBETOB,
- Required— Tp66OBaHME MCNONb30BaTb HaAEXHbIe NpeaBapUTE/IbHbIE OTBETDI,
—  BbIKnt0YeH — He NCNONb30BaTb HAZEXHble NpeaBapuTenbHble OTBEThI.

MpoTtokosom SIP onpeaeneHo Aga TMna OTBETOB Ha 3aMpoOC, MHULMMPYOLWMIA coeanHeHNe
(INVITE) — npeaBapuTeNibHble M OKOHYaTeNbHble. OTBETbI Kacca 2xX, 3XX, 4XX, 5xx 1 6xx ABnATCA
OKOHYaTe/IbHbIMW U MepeaarnTca HaAEeKHO — C noateepKaeHmem ux coobuweHnem ACK. OTBeTbl
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Knacca 1xx, 3a uckntoveHnem oteeta 100 Trying, ABNAKOTCA NpeABapuUTe/ibHbIMU U NepeaatoTca
HeHageHo — 6e3 noareep:aeHuns (RFC3261). 3TM oTBeTbl coAeprKaT MHPOPMALUIO O TEKYLLEN
cTaaum obpaboTkm 3anpoca INVITE, Bcineacteme 4yero noTepsa TakKMX OTBETOB HexenaTtesbHa.
Mcnonb3oBaHMe HafeXHbIX NpeaBapuTe/ibHbIX OTBETOB TaKXe MNpeaycMOTPeHO npoTokoaom SIP
(RFC 3262) n onpepnenaetca Hanmumem Tera 100rel B UHULUMUPYIOLLLEM 3aNpoCce, B 3TOM C/y4ae
npeaBapuTesibHble OTBETbI NOATBEPKAAt0TCA coobueHnem PRACK.

Paboma Hacmpoliku npu ucxodauweli ceasu:

— Supported — nepepaBaTb B 3anpoce INVITE Tter supported: 100rel. B atom cnyvae
B3aMMOLENCTBYIOWNIA  WAO3 NO  CBOEMY YCMOTPEHUIO  MOXeT  nepefasaTtb
npeaBapuTesibHble OTBETbI INOO0 HaaeXHO, MMbo HeT;

— Required — nepepasaTb B 3anpoce INVITE Tern supported: 100rel u required: 100rel. B
3TOM CNyYae B3aMMOZAENCTBYIOLLMI LWIO3 AOKEH NepeaaBaTb NpeasapuTebHble OTBETHI
HagexHo. Ecnv B3aMmopgencTsBylOWMM  WAKO3  He  NOAAEpPXKMBAeT  HafAeXKHble
npeaBapuTesibHble OTBETbl, TO OH [AO/IKEH OTKNOHUTb 3anpoc coobuweHnem 420 ¢
yKasaHMem HenoageprkmBaemoro Tera unsupported: 100rel, B 3tom cnyyae 6ygpet
oTnpaB/ieH NoBTOpPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

—  BbiKnoueH — He nepepgaBaTb B 3anpoce INVITE HM oanH n3 Teroe supported: 100rel u
required: 100rel. B 3Tom cnyyae B3aMmogencTsyloWwmMin w3 6Oyaetr nepenasatb
npeagsapuTesibHble OTBETbI HEHAZAEKHO.

Paboma Hacmpoliku npu exooaueli cesasu:

— Supported, Required — npun npueme B 3anpoce INVITE Tera supported: 100rel, nnbo Tera
required: 100rel, nepeaaBaTb NpeaBapuTesibHble OTBETbI HaZeXKHO. Ecam Tera supported:
100rel B 3anpoce INVITE HeT, To nepeaaBatbh NpeaBapuTe/ibHble OTBETbl HEHAAEXKHO;

—  BeoikntoveH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHWTbL 3anpoc
coobuweHnem 420 ¢ ykasaHWemM HenopaepuBaemoro Ttera unsupported: 100rel. B
OCTa/IbHbIX Cy4Yanx nepesaBaTtb NpeBapuUTe/IbHbIe OTBETbl HEHAZLEKHO.

Paspewums timer — npu ycTaHoBAEHHOM dnare BK/OYEHa noaaepika pacwmperua timer (RFC
4028). Mocne ycTaHOBNEHUA COEAMHEHUA, ecnn 06e CTOPOHbI MOAAEPKMBAIOT timer, 04Ha U3 HUX
nepuoanyeckn otnpasnset 3anpockl re-INVITE gns KoHTpons coeauHeHusa (ecnm obe CTOPOHbI
nogaepkmeatotr metog UPDATE, gna 4yero oH fo/iKeH ObiTb yKasaH B 3aronoBke Allow —
06HOBNEHME CECCMM OCYLLECTBAAETCA NOCPeACTBOM MEepUOAMYECKO OTMPAaBKM CoOobLLeHN
UPDATE);

MuHumanbHoe 8pems ceccuu, C — MMHUMa/bHbIA WHTEpPBa/s MNPOBEPKM pPaboTocnocobHOCTM
coeanHeHua (ot 90 ao 1800 ¢, no ymonuyaHuio 120 c.);

Bpema ceccuu, ¢ — nepwuofs BPEMEHM B CEKYHOAX, MO WUCTEYEHUW KOTOPOro npousonget
NPUHYAUTENbHOE 3aBEpPLUEHUE CECCUM, B CNyYae ecaun ceccma He ByaeTt Bospemsa obHOBNEHa (OT
90 g0 80000 c., pekomeHayemoe 3HadeHue - 1800 ¢, 0 — Bpems ceccum He orpaHUYeHo);

Mepuoduyeckuli onpoc SIP-cepsepa — BbIbOp cnocoba onpoca SIP-cepsepa:

— OmkKnoyeH — SIP-cepBep He onpalunsaeTcs;

—  Options — onpoc SIP-cepsepa npu nomouiyn coobuieHunii OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomouim coobuieHnin NOTIFY;

— CLRF - onpoc SIP-cepsepa nyctoim UDP-naketom;

WMHmepsan onpoca — Nepuos BpeMeHW B CEeKyHOaX, Yepes3 KOTOpbli BbiMosHAeTcAs onpoc SIP-
cepsepa;
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Obpabameisame 3a20s1080K Alert-Info — obpabaTbiBaTh 3aronoBok Alert-Info B 3anpoce INVITE
ONA BblAa4M Ha abOHEHTCKUIA NOPT OT/IMYHOM OT CTaHAAPTHOM NOCHIJIKU BbI3OBA;

lposepsmb mosbKo umsa nonezosamend 8 RURI — ecnn ¢nar yctaHoOBAEH, TO aHa/AU3MpyeTca
TONbKO aboOHEHTCKU Homep (user), Mpu COBMaZleHMU KOTOPOro BbI3OB OyaeT HasHayeH Ha
aboHeHTCKMIM nopT. Ecan dnar cHAT, TO NpM NOCTYNJIEHUM BXOAALLErO Bbl30Ba MPOU3BOAUTCA
aHanus scex anemeHToB URI (user, host u port — aboHeHTCKuMit Homep, IP-agpec u UDP/TCP-noprT).
Mpu cosnageHun scex anemeHToB URI BbI30B byaeT HasHauYeH Ha abOHEHTCKMM NopT.

Mepedasame IP-adpec 6 3azonoske Call-ID — ecnu dnar yctaHoBneH, To B 3aronoske Call-ID npwu
mcxoasLlei cBasm ncnosbayetca cobcTBeHHbIN IP-agpec ycTpoictea B popmarte localid@host.

TpexcmopoHHAA KOHepeHyus

TpeéxcTopOoHHAR KoHdepeHLHA

Pestm NokansHas A

Cepeep koHdepeHUHH

Pextum — perkum paboTbl TPEXCTOPOHHEN KOHPepeHLMU. BO3MOXKHO ABa pexuma:

— JlokanbHaa — KoHdepeHuMa cobupaeTca /IOKaAbHO YCTPOMCTBOM rocC/Ae HaxaTtua
KombuHauumn «flash+3»;

— YoaneHHaa (RFC4579) — koHbepeHUMA cobupaeTca Ha yaaNeHHOM cepBepe, AAs Yero
nocne Haxatma «flash+3» Ha cepsep oTnpaBnsetrca coobueHue Invite Ha Homep,
yKasaHHbI B none «Cepsep KoHghepeHyuu». B aToM cnydae KoHdpepeHums paboTaeT no
anroputmy, onncaHHomy B RFC4579. Moapo6bHO AaHHbIN anropMTm OnMcaH B NyHKTe 3.3.2.

Cepsep KoHgpepeHyuu — B obuiem cnyyae agpec cepBepa, OCYLLECTBAAKOLLEro YCTaHOB/EHUe
KoHdepeHUMn no anroputmy, onucaHHomy B RFC4579. Appec 3apaetcs B ¢popmate SIP-URI:
user@address:port. MOXHO yKa3aTb TOJIbKO NoJib30BaTesbCcKyto YacTb URI (user) — B aTom cnyvae
coobuieHue Invite oTnpaBuTCcA Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactpoika IMS

Pexim IMS Boiknicqen v

Pexcum IMS — pexkmum paboTbl ¢ IMS. BO3MOKHO Tpu pexumma:

— BeoIkntoyeH — IMS He ucnonb3yeTcs;

— bBe3 noanucku - paspelleHo ynpaBaeHWe HEKOTOPbIMU BUAaMK ycayr ¢ cepeepa IMS (IP
Multimedia Subsystem). B 3TomMm cnayyae BK/AOYEHME ycayr  «TPEXCTOPOHHSASA
KoHpepeHuma» (pabotaeT TonbKo no anroputmy RFCA579), «Yaep:kaHue BbI30Ba»,
«OxKnaaHue Bbi3oBa», «fopaYan AMHUAY (HE3aBUCUMO OT TOTO, BK/IOUYEHbI OHU WU HET B
KOHPUIrypaLmm) NpomsBOAMT yaaneHHo cepsep IMS nocpefcTBOM OTNPABKM COOBLLEHUI
Notify, B Tene KoTOpbiX nNepefaloTcA KOMaHAbl Ha aKTMBaLMIO/AeaKTUBAUMIO yCayr B
dopmaTte XCAP (pakTnueckn — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE
nocne perucrTpaumm aboHEeHTOB LWAO30M He OTMPaBAAlOTCA, 06pabaTbiBAlOTCA TO/MBKO
NOTIFY-3anpocbl, npuHATbIe OT IMS, ¢ NOMOLWbLIO KOTOPbIX MNPOUCXOAUT ynpasBaeHue
ycayramu;

— C noanucKoW - paspeLleHO ynpaBieHWe HEKOTOPbIMK BUAaMu ycayr c cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME ycayr «TpexcTopoHHAA
KoHpepeHuma» (pabotaeT ToNbKO no anroputmy RFCA579), «Yaep:kaHue BbI30Ba»,
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«OnpgaHue BbizoBa», «fopayvas AMHUA» (HE3ABUCMMO OT TOrO, BK/IOYEHbI OHU UU HET B
KoHduUrypaummn) npomssogmuT yaaneHHo cepsep IMS nocpeactsom oTnpaBKM coobLeHui
Notify, B Tene KoTopbix MepeaatoTcA KOMaHAbl Ha aKTMBaLUMIO/AeaKTMBaLUMIO YCAyr B
dopmate XCAP (Ppaktnueckm — XML, RFC4825). Mpu Takom BapuaHTe L3 OTNpaBadeT
3anpocbl SUBSCRIBE nocne peructpaumMm aboOHEHTOB M MNpW  YCRELWHON noanucke
obpabaTbiBaeT NOTIFY-3anpocbl, npuHaTble oT IMS, ¢ MOMOLLbIO KOTOPbIX MPOUCXOANT
ynpaB/aeHWEe yCayramu.

Umsa ycayeu “YOepxaHue ebi308a” — HasBaHWe anemeHTa XML B Tene coobuweHus Notify,
MCMNONb3YeMOro AN NepeAaym KOMaHAbl aKTMBaUMW/AeaKTUBALMK YCAYTU «YaeprKaHue Bbi30Ba».
Hanpumep, ecnm mma ycnyrm  umeeT 3HayeHue «call-hold», To KomaHaa aktuBauum 6yaer
BbIFALETb TaK:

<call-hold active="true"/>
a KOMaHAa [eakTuBaLuuu:
<call-hold active="false"/>

Umsa ycayau "OmcudaHue ebi308a" — HasBaHue snemeHTa XML B Tene coobuieHua Notify,
MCMO/Ib3yeMOoro A/1A nepejayn KomaHabl akTusaummn/geaktmsaumm yeayrm «OxugaHne Bbi3osar.
Hanpumep, ecnn ums ycayrm  umeeT 3HadeHue «call-waiting», To KomaHga akTuBauumn byaet
BbIFNAAETb TaK:

<call-waiting active="true"/>
a KOMaHZa AeaKTMBaUMu:
<call-waiting active="false"/>

Umsa ycayeu "TpexcmopoHHAS KoHgepeHuyus" — HassaHuWe anemeHTa XML B Tene coobuieHus
Notify, ucnonbayemoro Ana nepedadnm  KOMaHAbl  aKTMBaUMW/AeaKTMBaALMW  YCAYTU
«TpPexcTopoHHAA KOHdepeHuusa». Hanpumep, ecam umsa ycayru umeeT 3HayeHue «three-party-
conference», ToO KOMaHAa akTUBaALMM ByAET BbIFNAAETh TaK:

< three-party-conference active="true"/>
a KOMaHZa feaKTMBaLUu:
< three-party-conference active="false"/>

Uma ycayeu "lopayaa auHus" — Ha3BaHMe 3nemeHTa XML B Tene coobuieHus Notify,
MCNONb3yeMoro AnA nepefavym KOMaHAbl akTMBaumm ycayrm «lfopAadaa AvHuA». B KomaHge
aKTMBAUUKM nepenatoTca Homep TenedoHa ropavert IMHUKM M TalmayT Bbi3oBa. Hanpumep, ecam
UMS yCAyrM  umeeT 3HadeHue «hot-line-service», 1 HeobxoaMMO coBeplIaTb BbI3OB Ha HOmep
30001 uepes 6 ceKyHA nocne nogbema TPyoKM TenedoHa - KoMaHAa akTuBauMm byaeT BbirnsaaeTb
Tak:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnv KOMaHAa akTUBaLMM He NoayyeHa, ycnyra «fopayasa AMHua» 6yaeT BbiKNtoveHa.

Umsa ycayeu "lepedava evizosa" — HasBaHuMe 3snemeHTa XML B Tene coobuweHua Notify,
MCNONb3yeMOro AN nepefadn KOMaHAbl aKTUBaUMW/AeaKTMBaUMM yCayrn «TpexcTOpOoHHSAA
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KOHdepeHuMa». Hanpumep, ecam Mma ycayru  vMmeeT 3HaveHue «call-transfer», To KomaHga
aKkTMBaumm 6yaer BbIrNAAETb TaK:

< call-transfer active="true"/>
a KOMaHAa geaKkTMBaLUu:
< call-transfer active="false"/>

Mo YMOYaHNIO eCcan He npuwsia KoOmMaHda Ha akKTuBauuUilo — BCE BblllenepeyvyuncneHHble ycnyru
AEeaKTUBMUPOBAHDLI.

[1naH Hymepauuu

[MnaH Hymepaunu

HacTpolka NnaHa HyMepaumuu 55, L5 (6001@10.24 40 29:5061
S@{pickup:0})

P

MnaH HymepauuMm 3adaeTca MpyM MOMOLLM PEeryiapHbIX BblpaXeHMit B none «HacTpoiKka nnaHa
HyMepauum».

Huxke npuBoaMTCA CTPYyKTYpa M GOpPMaT pPerynapHbIX BblpakeHWi, obecneymBalolmx pasinyHble
BO3MOXKHOCTM Habopa Homepa.

CTpyKTYpa perynapHoro BbipaxKeHus:

Sxx, Lxx (),

roe

XX — NPOU3BOJIbHbIE 3HaYeHUA TalimepoB S u L;
() — rpaHKUUbl NNaHa HYMepaLUW.

OcHoBoW  ABnAOTCA  0603HayeHUs  Afa  3anNUCM  NOCNEeAO0BaTeNbHOCTU  HabpaHHbIX  UUdp.
MocnepoBatenbHOCTb UUGP 3aMUCbIBAETCA C MOMOLLBbI HECKONbKUX 0603HauyeHuin: uuopbl, Habupaemble c
Knasuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # u *. Ucnonb3oBaHne cumBona # B nnaHe Hymepauum MmoKet
610KMpOBaTb 3aBepLueHne Habopa ¢ NOMOLLbIO 3TOM KNasuu!

[ NocnepoBaTenbHOCTb LI,VI(I)p, 3aK/NIOYEHHaA B KBaapaTHble CKO6KM, cooTBETCTBYET mo6omy ns3
3aK/IIOYEHHbIX B CKOOKM CUMBOOB.

—  Npumep: ([1239]) — cooTBeTCcTBYET Nt06OMN M3 UNdp 1, 2, 3 nan 9.

[ qepes TNpe MOXKeT 6bITb YKa3aH Auana3oH CUMMBOJI0B. Yawe Bcero MCNoab3yeTCcA BHYTPU
KBaApaTHbIX CKOBOK.

—  Mpwumep 1: (1-5) - nobas umdpa ot 1 go 5.
—  Npumep 2:([1-39]) - npumep 13 NpeablAyLLEro NYHKTa C MHOW GOpPMOI 3anucu.

e CumBon X cooTtBetcTByeT Atoboi umndpe ot 0 Ao 9.
—  Npumep: (1XX) - ntob0oI TPEX3HAUYHbI HOMep, HaunHatloLWminca Ha 1.
e  «.» - MOBTOpPEHME Npeablaywero cumeona ot 0 4o 6eCKOHeYHOCTH pas.

e  «+» - NOBTOPEHME NpeaplayLlero cumeoa ot 1 1o 6ecKoHeYHOCTH pas.
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e {a,b}—nosTopeHune npeapiayliero cumeona oT a Ao b pas;
e {a,}—noBTopeHue npeablayLLEro CMMBOA He MeHbLLEe a pas;
e {,b}—nosTopeHne npeabiayLiero cumeona He 6onblie b pas.

= [pumep: (810X.) - MexkayHapoAHbI HOMep ¢ 0BbIM KoANYecTBOM LMdp.

HacTpoliku, Bavsaowme Ha 06paboTKy nnaHa Hymepauuu:

e Interdigit Long Timer (6ykea «L» 8 3anucu naaHa Hymepayuu) - BpemMs OXWAaHuA BBOAA
cneayowein uudpbl B TOM Cayyae, ecan HeT wabnoHoB, noaxogawmx nog HabpaHHyto
KOMBWHaUMIo;

e Interdigit Short Timer (6ykea «S» & 3anucu nAGHa Hymepayuu) - Bpemsa OXWAAHWSA BBOAA
cnegyrowein undpbl, ecim ¢ HabpaHHoOM KoMBMHauMen NONHOCTbIO COBMagaeT XoTa 6bl oAWH
WwabnoH, U NpU 3TOM MMEETCA elle XOTA bbl 0AMH WabAoH, A0 NOAHOMO COBMAAEHUA C KOTOPbIM
HeobxoAMMOo OCyLLECTBUTb AOHabop Homepa.

[JononHnTeNnbHbIE BO3MOXHOCTU:
1. 3ameHa HabpaHHOW nocnen0BaTeNIbHOCTU
CuHTakeuc: <argl:arg2>

[aHHas BO3MOMKHOCTb MO3BO/AET 3aMeHWTb HabpaHHYO NOCNef0BaTeNbHOCTbL Ha  Nobyto
nocneaoBaTeNbHOCTb Habupaemblx CMMBOMOB. MpM 3TOM BTOPOM apryMeHT AO/KeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHnem, oba aprymeHTa MoryT 6bITb NYCTbIMM.

—  NMpumep: (<83812:> XXXXXX) - maHHasa 3anucb byaeT coOTBETCTBOBAaTb HabpaHHbIM
umdpam 83812, HO 3Ta NocnenoBaTeNbHOCTL ByaeT onyweHa n He byaeT nepepaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop

Mpu BbIxOAE Ha mexXropos, (B Od)MCHbIX CTaHUMAX - Ha ropop,) NMPUBbLIYHO CAbiWaTb OTBET CTaHUWUN, YTO
MOXHO peann3oBaTb BCTAaBKOW 3anATON B HYXXHYI NO3NLLUIO NOCNenoBaTe/IbHOCTU Ll,Md)p.

— MNpumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 OGyaeT BbiaaH
HenpepbIBHbIN TOH.

3. 3anpet Habopa Homepa.

III

Echm B KoHue wabnoHa HOMepa AO6aBMTb BOCK}'IVILI,aTel'IbeIﬁ 3HaK !, TO Ha6op HOMEpPOB,

COOTBETCTBYIOLWMX WaboHY, byaeT 3a610KMPOBaH.

—  MNpumep: (8 10X xxxxxxx ! | 8 xxX XXXXXXX ) — Bblpa)KeHue paspeliaeT Habop TONbKO
MeXAYropoaHUX HOMEPOB U UCKAKOYAET MEXAYHAaPOAHbIE BbI30OBbI.

4, 3ameHa 3HauyeHn Tanmepos Habopa Homepa

3HayeHUss TalkMepoB MOTYyT ObITb Ha3HauyeHbl KaK ANA BCEro njaHa Hymepauuu, Tak WM And
onpeaenéHHoro wabnoHa. bykea «S» oTBeuaeT 3a ycTaHoBKy «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHWs TaliMepoB MOryT ObITb YKasaHbl Ans Bcex Wab/soOHOB B NjaHe
HyMepaLmn, eCnn 3HaYEHNA NePeYNCeHbl 40 OTKPbIBAIOLLENCS KPYT/0W CKOOKM.

—  Npumep: S4 (8XXX.) nnu S4,L8 (XXX)
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Ecnv 3TW 3HAYEHUA yKasaHbl TO/IbKO B O4HOW M3 NOC/EeA0BaTE/IbHOCTEN, TO AEMCTBYIOT TONbKO A1 HEE.
TaKKe B 3TOM C/y4yae He HAaZOo CTaBUTb ABOETOYME MEXKAY KAOYOM M 3HaYeHMem TaillmayTa, 3HayeHue
MOXKeT BbITb PacnonoXeHo B Ntobom mecTe WabnoHa.

—  Mpumep: (S4 8XXX. | XXX) nan ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO nepeaavy
Bbl30Ba Npu Habope TpexaHayHOoro Homepa, HauMHatouweroca Ha 1,2, ..., 5.

5. Habop no npamomy agpecy (IP Dialing)

CumBon «@», NOCTaB/ieHHbI Nocie HoMepa, 03HadyaeT, YTo Aanee ByaeT yKasaH agpec cepsepa, Ha
KOTOpbIN ByaeT oTnpasieH Bbi30B Ha HabpaHHbI HoMep. PekomeHayeTcs ucnonb3osaTb «IP Dialing»,
a TaKKe NpMém m nepenady BbiI3oBoB 6e3 pernctpaumm («Call Without Reg», «Answer Without Reg»).
3TO MOKEeT NoMOouYb B C/ly4ae OTKasa cepBepa.

Kpome Toro, popmart agpeca c IP Dialing moxkeT 6bITb MCNO/1Ib30BaH B HOMePax, NpeaHa3HaYeHHbIX 41a
nepeagpecaymm 3B0OHKOB.

—  Npumep 1: ( 8 xxx Xxxxxxx ) - 11-3HauHbIi HOMEp, HaYMHaOLWMIACA Ha 8.

—  Npumep 2: ( 8 xxx XXXXXXX | <:8495> XXXXXXX ) - 11-3HauHbIA HOMEp, HaYMHaKOLWMIACA Ha 8,
ecnu BBeAEH 7- 3HaYHbIN, TO A06aBUTb K NepegaBaemomy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxXXX) - HA6OP HOMEPOB SKCTPEHHbIX CAYXK6, a TaK e
HEKOTOPbIX MEXAYropOoAHUX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTPbIK HAbOpP YKAa3aHHOro HOMeEpa, aHaNor peXxnuma
«Hotline» Ha gpyrux wnto3ax.

—  Mpumep 5: (S5 <:1000> | xxxx) - AaHHbIK NAaH Hymepauuu nossonseT HabpaTtb Nt06ol
HOMep, COCTOAWMM M3 LUMbpP, @ €CIN HUYEro He BBEAEHO B TeYeHWe 5 ceKyHpa, Bbi3BaTb
Homep 1000 (gonycTnm, 3TO CEKpeTapb).

— Npumep 6:  (*Sx*xxxx*x# | * 2x* XXXXXXXXXXXH | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxX | 8,
10x. | 1xx<:@10.110.60.51:5060>).

—  Npumep 7: (1xx|O[1-9]|00[1-8]|*5x*xxxx*x# | * 2x* XXXXXXXXXXX# | #xx# | [2-7]xxxxx |8, [2-
9IXXXXXXXXX | 8, 10x.).

MHorga moskeT noTpeboBaTbCA CoBepluaTh 3BOHKU /I0KaNbHO BHYTPW ycTpoicTtea. Mpu aTom ecam |P-
afpec ycTpomcTBa He M3BEeCTeH WM NepUoAMYEcKU U3MeHSeTcs, yA0BHO MCMNoNb30BaTb B KayecTse
agpeca cepsepa 3apesepBupoBaHHoe cnoBo «{local}», 4To O3HayaeT OTNPaBKY COOTBETCTBYIOLLEN
nocnen0BaTesIbHOCTU Lndp Ha coObBCTBEHHbIN agpec yCTponcTaa.

— Mpumep: (123@{local}) — BbI3oB Ha Homep 123 6yaeT obpaboTaH /IOKaNbHO BHYTPU
YCTpOIiCTBA.

6. HacTpoiKa Koga nepexsaTta
Mpy NnomoLwm faHHOM KOMaHAbl MOXKHO YCTaHOBUTb KOA NepexsaTa ANA 3a4aHHOW rpynnbl.
CuHTakeuc: ABC@{pickup:X}, rae

ABC — Kog, nepexsaTa (Hanpumep *8),

X — HOMep rpynnbl nepexsaTta (Hymepaums rpynn nepexsata c 0).

—  Npumep: 112@{pickup:0} — aboHeHTbl A U B cocTtoaT B ogHOM rpynne nepexeaTa C
nHgekcom 0. B cnyyae ecnm aboHeHTy A mocTynaeT BXOAALWMIA Bbi30B, TO aboHeHT b
MOXKET NepexBaTuTb BbI30B, Habpas KombuHaumio undp 112.

YcmaHoska npoghunedli dialplan

Ons Kaporo HanpaBieHWA MOXHO BblbpaTb He 6onee ogHoro npoduna dialplan, Kotopbin byaet
onpeaensaTb NapameTpbl BbI30BOB Ha 3TOM HanpasieHuW. HacTpoliku npoduneli NpousBoAATcA B pasgese
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«Mpoounn dialplan». Ona Kaxkporo HanpaBieHWA HACTPOMKA a/ibTEPHATMBHOMO Npoouas yKasbiBAaeTcs B
KpYr/bix cKobkax nocne cnosa «profile:».

MNpumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOeKo8

HacTpoika ronocoBbIX KOOEKOB
Hogek 1 GT7M1a A
Hogek 2 G.711u v
Hogek 3 G722 A
Hogex 4 BriknwdeH A
Bpema naketusaumd G711, mc 20 A

CurHanbHbIM NPOLLECCOpP YCTPOMCTBA BbIMNOAHAET PYHKLUMN KOAMPOBAHMA aHANOINOBOro peyeBoro Tpadpuka,
AaHHbIX daKkca/moaema B UMPPOBbIE CUTHaNbl, a Tak¥e obpaTHoro AekoampoBaHus. N3 noaaep»kmsaet
cnepywowme ronocosble Kogeku: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npepacrasnser cobot MKM-KogmpoBaHue 6e3 cxkaTusa pedeBoirt MHPopmaumn. [aHHbIN KoAeK
[osixeH 6bITb 0b6s3aTenibHO noaaeprkaH Bcemu npowmssogutensmm VolP-obopyaoBaHua. Kogekn G.711A um
G.711U oTtauuatoTca gpyr oT gpyra 3aKOHOM KOAMPOBaHUA (A-3aKOH — NIMHelHoe KoaupoBaHMe U U-3aKoH -
HenuHelnHoe). KognposaHue no U-3akoHy npumeHseTtcsa B CeBepHoli AmepuKe, no A-3akoHy — B EBpone.

G.722 — WMPOKOMONOCHbIA Kogek, ucnonabsytowmii ADUKM ¢ pasgeneHvem Ha noaamanasoHbl U
paboTatoLmii co cKopocTbio 48, 56 1 64 K6uT/C.

G.723.1 — KOAEK CO CKaTUemM peyeBoin MHGopMaLmn, NpeaycMmaTpuBaeT Asa pexmnma paboTsl: 6.3 K6ut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeT AETEKTOP peyeBOi aKTUBHOCTM U obecrneunmsaeTt reHepaLmio KOMPOPTHOro
LYMa Ha yA3aNEHHOM KOHLLE B NEPUOA, MONYAHWA.

G.726-24, G.726-32 - KOAEK CO CxKaTuem pedyeBor uHbopmaumm no anroputmy AAMKM u ckopocTbto
nepegaun 24 vnu 32 Kéut/c.

G.729 — TaKXKe fABNSAETCA KOAEKOM CO CXaTuem pedyeBon MHbopmauum M obecneymBaeT CKOPOCTb
nepegayn 8 K6ut/c. AHanormuyHo Kogeky G.723.1, KoaeKk G.729 noaaep>KMBaeT AETEKTOP PeyeBoit aKTUBHOCTHU U
obecneumnBaet reHepaLmio KOMGOPTHOTO LYMa.

e Kodek 1..7- nossonset BbibpaTb KOAEKN M MOPAAOK, B KOTOPOM OHM 6yayT MCNO/b30BaTbCA.
KogeK C HauBbICIWIMM NPUOPUTETOM HYMKHO nponucaTb B none «Kogek 1». Ona paboTbl
HeobX0AMMO YKa3aTb XOTA bbl OANH KOAEK:

—  BbIKt04YeH - KOAEK He UCMOb3yeTcA.

— G.711a —vcnonb3oBaTtb Koagek G.711A;

— G.711u—wncnonb3oBaTb Kogek G.711U;

— G.723 —ncnonb3oBaTtb Kogek G.723.1;

—  G.729(A, B) —ncnonb3oBatb KogeKk G.729 annexA unun G.729B;
—  G.726-24 - ncnonb3oBsatb Kogek G.726 co ckopocTbio 24 Kbut/c;
—  G.726-32 - ncnonb3oBsatb Kogek G.726 co ckopocTbio 32 Kbut/c;
— G.722 - ucnonb3osaTtb Koaek G.722.
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e Bpemsa nakemusauuu — YUCNO MWINUCEKYHA peun B ogHom RTP-nakeTe (gns Kogekos G.711,
G.729, G.723 n G.726).

V MoryT 6biTb 3a4aHbl a/JibTePHATUBHbIE FOMIOCOBble KOAEKU ANA Bbl6paHHOro HanpasieHuA.
Ona  Kaxpgoro M3 HanpasBneHW B NJIaHe HymMepauuu ecTb BO3MOXHOCTb 3aAaHusA
npeAnouYTUTENbHOr0O KoAeKa pAanA nepepgauv  peun. [Na  Kaxkaoro  HanpasseHUs
DONONHUTENIbHbIE HACTPOMKMU KOAEKOB YKa3biBAlOTCA B KPYrAbiX CKO6Kax nocne cnosa
«codecs:».

Ecan HeO6XO,CI,VIMO MCNoN1b30BaHNE HECKO/IbKUX KOAEKOB, TO UX NMepeyvYncnaroT yepes CUMBO «,». MoXHo
YKa3blBaTb HECKO/IbKO MapamMeTpoB A/a HanpaBieHua. B Takom ciyyae OHWM A0AXHbI ObiTb pasgeneHbl
cumBosiom «;» - (paraml:subparamil,subparam?2;param2:subparamil,subparam2). [JdonyctMmble 3Ha4YeHUs
cybnapametpos subparamX: g711a, g711u, g729, g723.

Jonyctumblie 3HaYeHMA napameTpoB paraml n param2 — codecs u rfc2833_PT cooTBETCTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833 PT:96)|8x.(codecs:g711a;g711u)).

[ummep-6ygep

OxutTep-dydep
IMuHMManbHas sagep#ka, mc 40 ¥
MakcHManbHas sagep#ka, Mo 130 ¥
Mopor HeMeqNeHHoro YaANEHWA N3KETOE, MC 500 v
PakTop onTHMKIaLKK Bydepa 7 ¥
Dxxuttep (jitter) — 3TO HEepaBHOMEPHOCTb nNepunoaos BpemeHu, OTBeAeHHbIX Ha AO0CTaBKy MaKeTa.

3ageprKKa B LOCTaBKe MaKeTa U AKUTTEP UCUUCAAIOTCA B MUUCEKYHAAX. BennumHa gxkutrepa umeet 6onbluoe
3HayeHue Npu nepegaye MHGOPMaLUK B pesKMME peasbHOro BpeMeHM (Hanpumep, rosioc Uam BUAEO).

B npoTtokone RTP, KOTOpbI eLle Ha3biBalOT «MPOTOKOIOM MOTOKa NepegatolLeit cpeapbi» (media stream),
€CTb NnoJie A4 METKM TOYHOTO BpeMeHU nepeaadn oTHoCUTeNbHO Bcero RTP-noToKa. MpuHumaltoliee yCTpoiCTBO
MCMNO/b3yeT 3TM BPpeMeHHble MeTKW 414 BbIACHEHWA TOro, KOrAa cnedyeT OXMAaTb nakeT, cobaoaeH M nopsaaok
naketos. Mcxoaa w3 31O MHbOpPMaLMM, MPUEMHAA CTOPOHa BbIACHAET, KaK c/iefyeT HacTPOWUTb CBOMU
napameTpbl, YTOBbl 3aMacKMpoBaTh NOTEHLMA/bHbIE ceTeBble NPOBaEMbl, TaKUE KaK 3a4eP3KKN 1 AxKuTTep. Ecau
OXMaaemoe Bpemsa Ha A0CTaBKy MaKeTa OT OTNpaBMTeNs K MPUMEMHUKY Ha MNPOTAXEHWW Bcero nepuoaa
pa3rosopa CTPOro paBHO onpeaeneHHOMY 3HaYeHUo, Hanpumep 50 MC, MOXKHO YTBepXAaTb, UTO B TaKOW ceTu
OKUTTepa HeT. Ho 3a4acTylo MnaKkeTbl 3a[lep)KMBalOTCA B CETU, M BPEMEHHOW MHTepBas AO0CTaBKU MOXKeET
KonebaTbcs B A0BO/bHO 60/1bLIOM (C TOUKM 3peHUA TpadmrKa, KPUTUUHOTO KO BPEMEHN) BpEMEHHOM Auana3oHe.
B cnyyae ecamn npuioxeHne-npueMHNK Takoro 3syKa uam snaeo byaet BOCNPOU3BOAUTb €ro B TOM BPEMEHHOM
nopaaKke, B KOTOPOM MPUXOAAT MakKeTbl, Mbl MOAYYMM 3aMeTHOe yXyAlleHUsA KavyecTBa rosioca (uam suaeo).
Hanpumep, ecnu 310 KacaeTcs ronoca, To Mbl YCAbIWWM NPepbIBaHME B FON0CE U ApyrMe NoOMeXM.

YCTPOMCTBO MMeeT creaytoLne HacTPOKKN axnttep-bydepa:

e MuHUManbHAA 300epPHKA, MC — MMHMUMa/IbHOE OXUAAEMOE BPeMA 3a4epPXHKKU pacnpocTpaHeHun
IP-nakeTa no cety;

e MaKcumanbHasa 3a0epiKa, MC — MaKCMMabHOE OXXUAAaeMoe BPeMA 3a4ePKKN PacnpocTpaHeHun
IP-nakeTa no cety;
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e [lopoz HemeOsieHHO20 yOasaeHUA NMaKemos, MC — MaKCMMas/lbHbI MPOMEXKYTOK BPEMEHM, Yepes
KOTOPbIA MPOUCXOAMT yaaNeHWe peyeBbix MakeToB u3 bydepa. 3HayeHWe AAHHOrO NapameTpa
60/blle UM PABHO MaKCMMa/IbHOM 3aJePXKKeE;

e @arkmop onmumuzayuu 6bygepa — napameTp, WUCNOJb3yeMblM ANA ONTUMU3AUMM pasmepa
OXKUTTep-bydepa. PekomeHayeTca BbICTaBAATb ero 3HayeHue B 0.

llepedaya ¢hakca u modema

MNepenada pakca W Mogema
Mepeaasa Moasma G.711a vVBD v
Konek dakca 1 G.7Ma T
Kogek dakca 2 G.711u v
Kogek dakca 3 Briknicuen v
OGHapywerue dakca 06e cTopoHs v
MpubkmaTe nepexoa 8 T.38

Mepenaya pakca MOXKET OCYLLECTBAATLCA C UCMOIb30BaHMEM peyeBoro Kogeka 711 wuau cneumanbHoro
KodeKa ansa nepeaadun pakcMmmbHbIX coobuieHuin T.38.

T.38 — cTaHAapT, onucbiBaloWMi nepegady GakCMMMUAbHBIX COOBLLEHUIA B peasibHOM BpeMeHn yepes IP-
cet. CUrHanbl U AaHHble, NepeaaBaemble GakCUMUIbHBIM annapaTom, KOAMPYIOTCA B MaKeTbl NpoToKona T.38.
B dopmupyemble NaKkeTbl MOXKET BBOAUTLCA U3BbITOYHOCTb — AaHHbIE U3 NPeablayLmMX NaKeToB, YTO NO3BOIAET
OCYLLECTBAATL HadeXHyto nepeaady pakca no HecTabmabHbIM KaHanaMm.

e [lepedaua modema — BbIGOP KOAEKA, KOTOPLIM ByaeT MCNONb30BaTLCA A/1A Nepeaayn AaHHbIX Npu
AETEKTMPOBAHMM LW/HO30M CUTHANI0B MOAEMA:

—  BbIKAtOYEH — HE AEeTEKTUPOBATb CUTHA/bl MOAEMA;
— G.711a VBD — ucnonb3osatb Kogek G.711A B pexknme VBD;
— G.711u VBD - ncnonb3osatb Kogek G.711U B pexume VBD.

B pexume VBD (Voice Band Data) wnto3 BbIKAOYaeT AeTeKTOp akTUBHOCTM peun (VAD), reHepaTop
KomdpopTHoro wyma (CNG) 1 3XxoKOMNEHCATOPbl, YTO HEOBXO4MMO MPU YCTAaHOBAEHUN MOLEMHOTO COeAMHEHNA.

V BbibpaHHbIi KOAEK A0NXKeH BbITb TaK¥Ke aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB.

e Kodek ¢pakca 1..3 — nossonfeT BbibpaTb KOAEKM M MNOPAAOK, B KOTOPOM OHM 6yayT
Mcnonb3oBaTbes. KodeK ¢ HauBbICWIMM NMPUOPUTETOM HY}KHO NponucaTtb B nosie «Kogek dakrca 1».
[na paboTbl HEOHXOAMMO YKa3aTb XOTA 6bl 0AMH KOAEK:

—  BbIKnt04eH — KOAEeK He UCNO/b3YyeTcs.
— @G.711a —vucnonb3oBaTtb Koaek G.711A;
— G.711u —wncnonb3oBaTtb Koaek G.711A;
— T.38 —ucnonb3osatb NnpoToKkon T.38.

/| Bce koaeku dpakca AONKHbI 6bITb pasHbimu! Kpome atoro npu Bbibope G.711a unmn G.711u
COOTBETCTBYIOLLUNIT KOAEK AOMKEH ObiTb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTBa.

e OO6HapyxeHue ¢hakca — onpepensieT HanpasJeHWe BbI30Ba, MNPW  KOTOPOM paspeLleHo
AEeTEeKTMPOBATb TOHbI paKca, Nocsie Yero byaeT oCcyLWecTBAATbL Nepexos Ha Kogek daKca:
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He demexkmuposamb moHbl (hakca — OTKAOYAET AETEKTUPOBAHUE TOHOB ¢aKca, HO He
3anpewaet nepegady dakca (He 6yaeT MHULMMPOBATLCA Nepexos Ha KoAeK ¢aKkca, Ho
AaHHbI Nepexos MOXKeT ObITb cAe/laH BCTPEYHbIM LUIHO30M);

Obe cmopoHb!I — AETEKTUPYIOTCA TOHbI Kak Npu nepegadve gakca, Tak u npu npueme. Mpu
nepepade ¢dakca getektupyetca curHan CNG FAX ¢ aboHeHTCKon AnHuK. Mpu npueme
daKca getekTnpyetca curHan V.21 c aboHEeHTCKOW ANHUK;

Boi3bisarowiaa — AETEKTUPYIOTCA TOHbI TONbKO Npy Nnepegade ¢akca. MNMpu nepegade darca
aetektupyetca curHan CNG FAX ¢ abOHEHTCKOM AMHUK;

Bbi3bisaeman — [EeTEKTUPYIOTCA TOHbI TONbKO MNpu npueme ¢akca. Mpu npueme dakca
aetekTnpyetcs curHan V.21 c aboHEHTCKOM NHUMN.

MpuHumame nepexod e T.38 — Npu ycTaHOBNEHHOM dare paspeLleH BXoAAWmMn re-invite Ha T.38
OT BCTPEYHOrO LWAO33;

Pasmep uzbsimoyHocmu T.38 Redundancy — nobasneHne n3bbITOYHOCTU B NakeTbl T.38, 3HaUYeHue
COOTBETCTBYET KO/MYECTBY MNpeablaylimMx MaKkeToB, KOTopoe Aybnupyetca B KakAOM HOBOM
nakete T.38. Takoi cnocob n3bbITOYHOCTU MCNONb3YETCA B C/lyHae NOTepU NaKeToB Npu nepeaade.

donoaHumesnbHsle napamempsl

[ononHuTensHLIe NapameTphbl

MNepeaada ODTMF nband v
Mepega4a Flash SIP Info (S5CC) v
Twn Harpy3ku aAns naketoe RFC 2833 96
OOMHAKOBLIA TN HATPYZKK ANA NPUEMA W Nepeaadw
Mcnonbiosats oGHApYKEHHE THWMHE ¥
Micnons3ceats sxonogaeneqne
Hicnonb3ogate RTCP

Bpems gucnepcuu, mc 32

Mepedavya DTMF — cnocob nepeaaun curHanos DTMF:

Inband — BHyTpMnNonocHas nepeaaya;

RFC2833 — cornacHo pekomeHgauum RFC2833 B KauyecTBe BblAENEHHOM Harpysku B
peyeBbix NnakeTax RTP;

SIP info — nepegaya coobuieHmin no npotokony SIP B 3anpocax INFO.

Mepedaya Flash — cnocob nepenauu Flash:

SIP info (Hookflash) — nepepaya coobuieHUit Ha B3aMMOAEWCTBYHOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B paclIMPeHUU
Application/Hook Flash Kak signal=hf;

SIP info (DTMF Relay) — nepepaya coOblIEHN Ha B3aMMOENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetcas B paclIMPeEHUMU
Application/dtmf-relay kak signal=hf:

SIP info (Broadsoft) — nepepaya coobLWEHUI Ha B3aMMOAEWCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetcas B paclIMpPeHUU
Application/Broadsoft kak event flashhook;

SIP info (SSCC) — nepenaya coobleHMii Ha B3aMMOAENCTBYIOLLLYIO CTOPOHY MO NPOTOKOJY
SIP B 3anpocax INFO. CobbiTue flash nepepaetca B pacwupeHun Application/sscc Kak
event flashhook.
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V B TeKywieit Bepcumn NO nepeaauya Flash BoamoxHa TonbKo no npotokony SIP.

e Tun Haepy3Ku 018 nakemos RFC2833 — Tun Harpysku ana nepefaaydn naketos no RFC2833
(paspelleHHble s UCNONb30BaHMA 3HavyeHuA — oT 96 ao 127);

o OO0uHakosblli mun Hazpy3ku 041 fNpuéma u rnepedayu — ONUUA UCMONb3YETCA NMPU UCXOAALLEM
BbI30BE /18 COr/1IacoBaHWUA TUMa Harpysku cobbiTnii, nepeaasaemblx no RFC2833 (DTMF u Flash).
Mpn ycTtaHoBNeHHOM dnare nepegaya u npuvem cobbitmit no RFC2833 ocyuwiectBnserca ¢
Harpy3Koi U3 NPMUHATOro OT BCTPEYHOM CTOpPOHbI coobuieHna 2000k. Mpu cHaTom dnare nepenava
cobbitnit no RFC2833 ocyuiecTBasieTca ¢ Harpyskom us npuHatoro 2000k, a npuém — ¢ TMnom
Harpysku ns cobcTBeHHoM KoHdUrypaumm (yKasbiBaeTcsa B ucxogsauwem Invite);

] Ucnonszosame O6HprJ+(€HU€ muwuHbl — Npn YyCTaHOBIEHHOM d)nare MCNoNb30BaTb OETEKTOP
TULNHbI;

] Ucnonb3osame sxonodasneHue — Nnpun yCTaHOB/IEHHOM cbnare MCNO21b30BaTb 3XO0NoOAaBNEHUNE;

e Ucnonsv3zosame RTCP — npu ycTaHOBAEHHOM dnare MCNonb3oBaTb NpoTokon RTCP ana KoHTpoaa
33 pa3roBOPHbIM KaHaNOM:

—  WHmepesan nepedayu — nHTepBan nepegaym naketos RTCP, cek;

— [epuod npuema — nepuog npnéma coobuieHma RTCP nsmepsetca B eAMHULAX MHTEpPBana
nepefayn; ecim Mo WUCTeYeHMM nepuoga NPUEMA OT BCTPEYHON CTOPOHbI He byaet
nony4vyeHo HM ogHoro RTCP-naketa — TAU-4M.IP pa3pbiBaeT coeanHeHue.

— RTCP-XR — npw yctaHoBsieHHOM ¢nare b6yayt oTtnpasnatbcs naketbl RTCP Extended
Reports B cootBetcTteum ¢ RFC 3611.

e Bpemsa ducnepcuu, Mmc — napameTp, NO3BONAOWMIN BOPOTLCA C 3XOM, BbI3BaHHbIM Aucrepcuel
peyeBOro curHana. 3HavyeHuA NnapameTpa USMEHAIOTCA B NPpOMeXKyTKe oT 2 Ao 128 mc.

[Ons coxpaHeHMA WM3MEHEHWIM HaKMUTe KHOMKY «[lpumeHumos». Ons OTMEHbl U3MEHEHWIN HarKMUTe
KHOMKRY «OmmeHa».

O6Lwume HacTpoiiku npoduneii SIP

ObuWwKre HacTPOWKN
Henonesoeats STUN
Anpec STUM-cepeepa 192.168.1.10

Wurepean onpoca STUM-cepeepa. ¢ 30

Taimep T1, mc | 500 (100-1000
Tawmep T2, mc 4000 (1000-32000)
Tarmep B, mc 32000 (1000-39000)

Lna sanonreHUR Racmpoes madmepos SIP Z M0 yMONHaHHID

pEROMEHGOSAHABMU SHFYEHUAMY HEXMUME KHOMKY
Tpancnopt UDP (npeanouTuTeneHo), TC ¥

CneyndHKEaLMs TOHOB Poccus v
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e Ucnonsvzosame STUN — npwu yctaHoBneHHom ¢nare umcnonb3yetca npotokon STUN (Session
Traversal Utilities for NAT) ana onpeaenenus nyb6anyHoro agpeca ycTpoMCTBa (BHeLWHero agpeca
NAT). PekomeHAayeTca UCMO/1b30BaTb AaHHbIM NPOTOKOA Npu paboTe ycTpoiictea Yepes NAT;

e Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nma cepsepa STUN, yepes aBoeTouMe MOMKHO
BBECTU a/IbTEPHATUBHbIM NOPT cepBepa (No ymonyaHuto 3478);

e VHmepesan onpoca STUN-cepsepa, ¢ — NHTepBa, NO UCTEYEHUM KOTOPOro OTNPaBAAETCA 3anpoc
Ha cepBep STUN. Yem meHblle MHTEpPBaN onpoca, TEM BbllUEe CKOPOCTb peakunmn Ha M3MeHeHMue
nybanyHoro agpeca.

— Talimep T1, Mc — nHTepBaN Mexay nocblakoi nepsoro INVITE n BTOporo npu oTcyTCTBUM
oTBeTa Ha nepsbin B Mc, ansa nocaeayolmx INVITE (TpeTbero, 4eTBepToro 1 T.4.) AaHHbIN
WMHTEepBan yBenmMumsaetcs Bgsoe (Hanpumep, npu 3HadeHun 300 mc BTopoli INVITE 6yget
nepeaaH yepes 300 mc, TpeTuii —yepes 600 mc, YyeTsepTbii — Yepe3 1200 mc n T.4.);

— Talimep T2, MC — MaKCMMalbHbI MHTEpPBaA ana nepenocbinkmn He-INVITE 3anpocos u
oteeTtos Ha INVITE-3anpocs;

— Talimep B, mc — obwmii TalimayT nepegaum coobuieHuin INVITE B mc. Mo ucTeyeHun
AaHHOTO TalMayTa onpejenAeTcd, 4To HanpasiaeHwe HepocTynHo. Mcnonb3yetca anA
orpaHuMyeHusa peTpaHcaaumn coobuwenuii INVITE, B TOM u4ucne Ana onpeaeneHus
[OCTYNHOCTY;

e TpaHcrnopm — BbIGOP NPOTOKONA ANA TPAHCNOPTUPOBKKN COObLLEeHNUI npoToKona SIP;
e Cnieyuchukayus moHos - BbIbop CTpaHbl A5 onpeaesieHNs UCMoJib3yemoro Habopa TOHOB.
Ona BCTynneHWAa B CUNY HOBOW KOHPUrypauuu U 3aHECEeHMs HacTPOeK B 3HEProHe3aBUCUMMYIO NamsATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHUI HaXXMUTE KHONKY «OmmeHa».

2.6.3.5NogmeHto «Mpodpunum dialplan»

B aTOM NOAMEHIO MOXKHO HaCTpoOUTb I'IpOd)VIﬂVI Bbi30Ba A/1A4 UCMNON1b30BaHNA Ha Pa3/IMYHbIX HaMpaB/ieHUAX.

Cnucok npodomneii dialplan

Homep npodmna dialplan Mpodmnu SIP

profile: 0

Bcero moxHo HacTpouTb 4 npoduns dialplan.
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PedakmuposaHue npoguns dialplan

PepaktuvpoeaHue npodcunsa dialplan 0

Kogeku

Kopex 1

Konexk 2

Konek 3

Konek 4

Konek 5

Konek 6

Konek 7

Bpewmn naketmsayun G.711, mc
Bpems nakeTu3aumm G.729, Mc
Bpema naketuaauum G.723, mc
Bpems NaKkeTUzaLmum G.726-24, Mc
Bpema naketusayum G.726-32, mc
THN HArpy3rA G.726-24

Tun Harpyskn G.726-32
Mepenaya cakca U Mogema

Mepegaya mogema
Kopek cpakca 1
Konek qakca 2
Konek pakca 3

MpuHUMaTE nepexon & T.38
[onenHUTeneHLIE NapameTpsl

Nepena4a DTMF

Thn Harpy3kM 4nA naketoe RFC 2833
Mcnons308aTh 0DHAPYHKEHWE THILMHEI
Mcnons3osatk 3xonoaasneqne
Bpems AHCNEepCHH, MC

MakcMmMansHoe KONUYeCTBO Bbi30BOB
IxuTTep-Gyep

MuUHUMENEHAA 330epHKa, MC

MaKkcHMansHaa 3agepikka, Mc

DakTop onTHMKUzaLMK Sy depa

Mopor HEMEANEHHOTO YAaNEHUS NAKETOB, MC
OnMHAKOBEIA TUM HATPY3KM ANA NPUEMA M NEPENaYM
ABTOMATWYECKOE YCHIEHME Ha NPUEME

YPOBEHb YCHNEHUSA NpHeEMa

ABTOMATUHECKOE YCUNEHWE Ha nepefnaye

YPOBEHb YCUNEHWS Nepenadn

G711a

G.729

G.711u

G.723

G.726-24

G.726-32

G722

20

20

30

20

20

103

104

G.711a VBD

G711a

G.711u

BblIKMio4eH

RFC 2633

96

40

130

-250b

-250b
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Kodeku

Kodek 1..7 — no3Bo/sisieT BbibpaTb KOAEKM WM MOPALOK, B KOTOPOM OHM ByayT MCNo/Ib30BaThCA.
KoZeK ¢ HauBbICLLMM TMPUOPUTETOM HYXKHO nponucatb B none «Kogek 1». [Ona paborsl
HeobXoAMMO YKa3aTb XOTA bbl OANH KOAEK:

— BbIKAKOYEH - KOAEK HE UCMONb3YETCA.

— @G.711a —wucnonb3osatb Kogek G.711A;

— G.711u —wucnonb3oBaTb Kogek G.711U;

— @G.723 —ucnonb3osaTtb Kogek G.723.1;

— G.729(A, B) — ucnonb3oBatb KogeK G.729 annexA unmn G.729B;
—  G.726-24 - ucnonb3oBatb Kodek G.726 co ckopocTblo 24 Kéut/c;
—  G.726-32 - ucnonb3oBsatb Koaek G.726 co ckopocTbio 32 Kéut/c;
— @G.722 - ncnonb3oBatb Kogek G.722.

Bpemsa nakemusauuu — YNCNO MUNNUCEKYHA peun B ogHom RTP-nakete (ana kogekos G.711A, ,
G.729, G.723 n G.726).

Tun Haepy3KU - TUN AMHAMUYECKOMN Harpy3Kku ana Kogeka G.726-24 unn G.726-32 (paspelleHHble
ANA UCNONb30BaHMA 3HaYeHns — ot 96 go 127).

llepedaya ¢hakca u modema

lMepedaya modema — BbIOBOP KOAEKA, KOTOPbIN ByAeT NCNOb30BATLCA A5 Nepenayun AaHHbIX Npu
[EeTeKTUPOBAHUU LLIJIHO30M CUTHA/I0B MOLEMA:

—  BbIK/OYEH — HE AETEKTMPOBATb CUTHA/bI MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711A B pexxume VBD;
— G.711u VBD - ucnonb3oBaTtb kKogeKk G.711U B pexkume VBD.

B pexume VBD (Voice Band Data) w03 BbIKAKOYAET AeTeKTop aKTuBHOCTM peun (VAD), reHepatop

KompopTHoro wyma (CNG) 1 aXxoKoMNeHcaTopbl, YTO HEO6X0AMMO NPU YCTAaHOBAEHNN MOAEMHOIO COeANHEHNA.

V Bbl6paHHbIiA KOAEK AONKEH BbITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

Kodek dhakca 1.3 — no3BosiAeT BblOpaTb KOAEKM M MOPALOK, B KOTOPOM OHW OyayT
ncnonb3oBaTbcs. Kogek ¢ HauBbICWMM NPUOPUTETOM HYXKHO nponucaTb B nose «Koaek ¢akca 1».
[na paboTbl HEO6XOAMMO YKa3aTb XOTA 6bl 0AMH KOAEK:

BbIK/tOYEH — KOAEK He MCMob3yeTcs.
G.711a — ncnonb3oBaTb KogeKk G.711A;
— G.711u—wncnonb3oBaTb Koaek G.711A;
— T.38 —ucnonb3osaTb npoTokon T.38.

V Bce KopeKku ¢paKca A0nKHbI 6bITb pasHbimu! Kpome atoro, npu Bbi6ope G.711a nam G.711u

COOTBETCTBYIOLMI KOAEK A[O/MKeH ObiTb aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB
ycTpoWcTBa.

MpuHumames nepexod 8 T.38 — Npun ycTaHOBAEHHOM daare paspelleH BXoAALWMM re-invite Ha T.38
OT BCTPEYHOrO LW/033;

Pasmep uzbbimoyHocmu T.38 Redundancy — pobaBneHune nsbbITo4HOCTU B NakeTbl T.38, 3HaUYeHne
COOTBETCTBYET KO/MYECTBY Npeablaywmx NakeTos, KoTopoe Ayb6aMpyeTca B KaxKAOM HOBOM
nakeme T.38. Takoi cnocob nM3bbITOYHOCTU HEOBXOAMM B C/ly4Yae NOTEPU NAKETOB Npu nepegade.
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dononHumensHsle napamempebi

e [lepedaya DTMF — cnocob nepegaum curHanos DTMF:

— Inband — BHYTpMNONOCHAA Nepesaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAENEHHOM HArpysku B
peyesbix nakeTtax RTP;

—  SIP info — nepeaaya coobuweHuii no npotokony SIP B 3anpocax INFO.

e Tun Haepy3ku 014 nakemoe RFC2833 — Tun HarpyskuM Anas nepepayn naketoB no RFC2833
(paspeleHHble g UCNONb30BaHMA 3HaYeHMA — oT 96 go 127);

e Ucnonvzosame obHapymeHUe MUWUHbI — NPU YCTaHOBAEHHOM dniare UCNoib30BaTb AETEKTOP
TULWHBI;

e Ucnonvzosame sxonodassneHue — Npu yCTaHOBEHHOM dare UCNO/Ib30BaTb 9XONOAAB/EHUE;

e Bpemsa ducnepcuu, Mmc — napameTp, NO3BONAOWMNIN BOPOTLCA C 9XOM, BbI3BaHHbIM Ancriepcueit
pe4yeBoro curHana. 3HavyeHuA NapameTpa UIMEHAKOTCA B NPOMeEXKYTKe oT 2 4o 128 mc.

e MakcumanbHoe Konu4yecmao 86130808 — 3TOT NapaMeTp NO3BOIAET YCTAHOBUTb OrpaHUYeHMeE Ha
KOJINYECTBO OAHOBPEMEHHbIX BbI30OBOB HA HanpaBJeHUU.

brummep-6ygdep

e MuHUMGbHAA 300€ePHKA, MC — MMHUMAJIbHOE OXMUOAEMOE BPEMS 3a4EPXKKN PacnpoCTPaHEHUS
IP-naKkeTa no cety;

e MaKcumanibHasA 3a0epHKa, MC — MaKCMMa/IbHOE OXUAAEMOE BPEMSA 3a4ePHKKN PacnpoCcTpaHeHUs
IP-naKkeTa no cety;

e [lopoz HemeOdneHHO20 yoasaeHUs NMaKemos, MC — MaKCUMaJIbHbIN NMPOMEXKYTOK BPEMEHU, Yepes
KOTOPbIA MPOUCXOAMT yAaNeHWe peyeBbix NakeToB us bydepa. 3HayeHWe AAHHOTO MapameTpa
60/blle UM PaBHO MaKCMMabHOW 3a4eprKKe (gonycTumble 3HadeHus oT 0 go 500, HO He MeHee
3HauYeHMA MaKcMmanbHoro bydepa axuTrepa);

e  ®akmop onmumuszayuu bygepa — napameTp, MCNONb3YEMbIA AAA ONTMMM3AUMKM pa3mepa
OXKUTTep-bydepa. PekomeHayeTca BbICTaBAATb ero 3HayeHue B 0;

e OO0uHaKosbIli mun Hazpy3Ku 045 Npuéma u nepedayu — Npun ycTtaHoBAeHHOM diare UCno/ib30BaThb
OAWHAKOBbIM TUN HArpy3KM 415 NpMema U nepenaudu;

e Asmomamu4ecKoe ycusneHue Ha rpuéme — ecnn ¢nar ycTaHOBNEH, TO NMPUHUMAEMbIA CUFHAN
byner ycuneH OO0 3a4aHHOrMO YpPOBHA (MaKCcMManbHoe ycuaeHue curHana +/- 15aB), uHave
yCUAeHWe Npon3BoAUTbLCS He ByaerT;

e YpoeeHb ycuneHus npuéma — onpeaensieT 3HaYeHUe YpoBHA, A0 KOTOporo byaeT ycuaueaTbes
aHaNoroBbIli CUrHaN Npu Npueme (AoNycTMMbl 3HadYeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e AsmomamuyecKoe ycusneHue Ha nepedadye — ecnn dnar ycTaHOBMEH, TO NepeaaBaemMblii CUTHan
byner ycuneH A0 3a4aHHOrMO YpPOBHA (MaKCcMManbHoe ycuneHue curHana +/- 15aB), uHade
ycuaeHue NpousBoguTbCs He ByaeT;

e YposeHb ycuneHus nepedayu — onpeaenseT 3HayeHWe YPOBHSA, A0 KoToporo byaeTt ycunameaTbea
aHaNoroBbIli CUrHaN NpuU Nepeaaye (AoNycTMmbl 3HaveHua -25, -22, -19, -16, -13, -10, -7, -4, -1 aB).

2.6.3.6 MogmeHt0 «pynnbl BbiI30Ba»

B noameHto «I’pynnbl Bbl30Ba» BbIMNOJIHAETCA yrnpaBseHNe rpynnamu Bbi30OBOB.

lpynnbl Bbi30Ba NpeAHasHayeHbl ANa BbiNOAHEHUA GYHKUMI LeHTpa 06paboTKM BbI30BOB. YCTPOMCTBOM
noaaep:kusaetca 3 pexknuma paboTbl rpynn Bbi3oBa:

e [pynnoeoli (Group) — pexunm, Npu KOTOPOM BbI30B MOCTYNaeT Ha Bce CBOBOAHbIE MOPTLI FPynMbl
ogHoBpeMeHHo. lpu oTBeTe OAHOr0 M3 YYaCTHWKOB rPynMbl Bbi30B Ha OCTa/ibHble MOPThI
npekpalLaercs;
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e 3aldepxcaHHbll epynnosoli (Serial) — pexum, NpU KOTOPOM BbI3OB MNOCTYMaeT Ha nepBsbli
cBOBOAHbIN B CNMCKe rpynnbl MOPT, 3aTem, 4Yepe3 onpefeneHHbl MPOMEXYTOK BpemMeHM
(Talimaym sbiz08a cnedyrouw,e2o nopma), K OCHOBHOMY Aobasnsercs cneaytoumii cBoboaHbIn B
cnucke nopT u 1.4. Mpy oTBETE OA4HOIO0 M3 YYACTHWKOB FPYMMbl, BbI30OB Ha OCTa/ibHble MOPTbI
npeKkpawaercs;

e [louckossili (Cyclic) — pexum, npn KoTopom no Tarimayty (Talimaym ewizo8a caedyrou,e2o nopma)
nocnenoBatesibHO BblbMpaeTca CBOOOAHbIN YYacCTHMK M3 COCTaBa rpynnbl, U Ha 3TOT HOMep
nepexoguT Bbl30B.

Mpynnbl BLI3OBa
@

WMA rpynnel Cratyc Mpodpunek SIP Homep TenedhoHa GCocTae rpynnel
# Group1 x 1st profile
= Group2 x 1st profile

Group3 x 1st profile

Group4 x 1st profile

Group5 x 1st profile

e UmsA 2pynnel — Ha3BaHWe rpynnbl BbI30Ba;

e Cmamyc — cocTosHMe rpynnbl BbI30Ba: BKAKOYEH, BbIKIHOYEH;

e [Ipogpuns — SIP-npodunb, UCNONb3YEMbIN TPYNMNON BbI30OBA;

e Homep menegoHa — Homep TenedoHa rpynnbl BbI3OBa;

e Cocmas 2pyrinbl — CNUCOK IMHUIA (MOPTOB), KOTOPbIE BXOAAT B rPynmny Bbi30Ba.

OnAa BbINONHEHWA HaCTpoOeK rpynmnbl Bbl30Ba Ha*KMUTE Ha COOTBETCTBYIOLLYIO CCbIJIKY B KOJIOHKe «MmA

epynnoi»:
PepaktuposaTb rpynny

BKMIOYHTE

Mpodpuns SIP 1st profile v
o Wms rpynnel | Group

Homep Tenedona

oy A none3osatena ana a\-‘TEHTMqDHKaLM H

Mapens ANg ayTeHTUEURaLMH

SIP-nopt 5060
Tun rpynnel Group v
Pasmep ovepenu seizosa, ¢ | 10
TaiiMayT oTEETa Ha BbI30B, © 20
PaspelunTe NEpPexXBaT BLI30Ba HA rpynny ¥
CocTag rpynnei

TMuHKA 1

INMuHKMA 2

IMuHKA 3

INMuHKA 4

(] Bxrnroyume — npwn yCTaHOBZIEHHOM d)nare MCNoab30BaThb rpynny,;
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e [Ipogpunb — SIP-npodunnab, HasHAYEHHbIN rpynne Bbi3oBa. HacTpolikn npoduns BbINONHAOTCA B
pasgene «IP-menegoHus -> lpoghunu;

e UmsA epynnel — naeHTUPUKALMOHHOE MMSA TPYNNbI;
e Homep menegoHa — TenedoHHbI A HOMepP rPynMnbl BbI30BA;

e Uma nonszosamesna 044 aymeHMUpUKAyUU — UMA NONb30BaTeNA, KOTOPOEe UCMONb3yeTca ANA
ayTeHTMdUKaumu Ha SIP-cepBepe;

e [laposb 0n58 aymeHmuguKkayuu — naponb Ana ayteHTndumkaumnm Ha SIP-cepsepe;
e SIP nopm — anbTepHaTMBHbIN SIP-nopT rpynnbl (no ymonyaHuio 5060);
e Tun epynns! —TWN FPYnMbl BbI30BA:

—  Group — curHan Bbi30Ba NOAaeTca Ha BCe NOPTbl B rpynne 0AHOBPEMEHHO;

—  Serial — KONMYECTBO NOPTOB, Ha KOTOPbIE NOAAETCA BbI3bIBHOW CUTHA/M, YBEANUYMBAETCA Ha
OAMH MO UCTEYEHWUM TaliMayTa BbI30Ba C/ieAyHOLLEro NopTa;

—  Cyclic — curHan Bbi30Ba Yepes MHTepBas, PaBHbI TaliMayTy Bbl30Ba CAeAyHOLEro nopra,
noJaeTcsA Mo oyepeam Ha Kaxablit nopT B rpynne. Mpu A4OCTUMEHUN NOCNeAHEro nopTa B
rpynne o63B0OH NPOAO/IMKAETCA BHOBb C NEPBOro NopTa;

e Talimaym ebi308a credyrouie2o nopma, ¢ — OMNUMA WUCNOMb3YeTCA rpynnamu tuna «serial» u
«cyclic» u 3apaeT vHTepBa/n BPemMeHM B CeKyHJaX, Yepes KOTOPbIA OCYLLECTBIAETCA Bbi30B
cnepytoulero/cneaytoLmx nopTos;

e Pasmep ouepedu 6bI130608 — HACTPOMKA MO3BOMAET OFPAHUYMTb MaKCMMaJbHOE YMCNO
HeOoTBeYEeHHbIX BbI30BOB B o4epeam rpynnbl Bbi30Ba. MOCTYNMBLLMI BbI3OB HE CTAaBMTCA B oUYepesb,
ec/v B rpynne ecTb cB0O60AHbIE NOPTbI;

e Talimaym omeema Ha 6bi308, ¢ — ecin He BypeT OoTBeTa Ha rpynnoBOiN BbI30B MO MCTEYEHUU
[AAHHOro MHTEPBaNa BPEMEHMU, BbI30B COpacbiBaeTcs;

e Paspewums nepexsam 8bi13080 HA 2pyrny — NpU YyCTaHOBAEHHOM dnare paspelleH nepexsar
BbI30Ba, NOCTYNMBLUEro Ha rpynny. NepexsaTt BbI30Ba BO3MOMKEH, TOJIbKO eCan aboHeHTbI Fpynnbl
BbI30Ba NpUHageKaT ogHoM rpynne nepexsata (2.6.3.1 NogmeHio «pynnbl nepexsarta»);

e Cocmas 2pynnel — Npu ycTaHOBAEHHOM ¢dnare AuHUA (nopT) ByaeT BXOAUTb B COCTaB AaHHOM
rpynnol BbI3OBa.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypaumuM M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMYID MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».

2.6.3.7 NogmeHio «Ipynnbl nepexBaTta»

MoameHto «Mpynnsl mepexeama» CAYXUT ANA HACTPOMKKM rpynn nepexsata Bbi30Ba.

lpynna nepexsaTa BbI30Ba — rpynna aboHEHTOB, YNOJHOMOYEHHbIX MPUHUMATL (NepexBaTbiBaTb) Nt0HOW
BbI30B, HaMpaB/eHHblA Ha Agpyroro aboHeHTa, BXO4ALWEro B rpynny. To ecTb, Kawablii aboHEeHT,
NpuMHaaNealWwnn rpynne, MOXKeT NnepexsaTuTb Bbl30B, NOCTYNMBLIMIA Ha Atoboro apyroro aboHeHTa AaHHOWM
rpynnbl nytem Habopa Koga nepexsBaTa. HacTpolika Koda nepexsaTa OCYWECTBAAETCA B MNyHKTe «[l1aH
HymMepayuu» nogMeHio «llpogunu».
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Mpynnbl Nnepexsara

TuHKA 1 TIMHKA 2 THHMA 3 TuHKuA 4
pynna 1
pynna 2
pynna 3

Ipynna 4

[na pobasneHusa/yganeHmsa NMHUM ycTaHoBUTE/CHUMUTE iar HaNPOTUB 3a4aHHOW rPynnbl.

[na BCTynneHus B CMAY HOBOW KOHOUIypauum U 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpumeHuUmob». Jns OTMEHbl U3MEHEHWUIN HaXKMUTE KHOMKY « OMmMeHa».

Ucnonv3osaHue ycayau:

Ha TenedoHHbI annapaT aboHeHTa, NpuHag/e)kallero rpynne nepexsarta, NocTynaeT Bbi3oB. Eciu
aboHEeHT He MOXeT OTBeTMTb Ha BbI30B — ApYyroi aboHeHT, TaKXKe npuHaaneKaluii 3Ton rpynne wu
MCNOAb3YIOWNI TOT e Npoduab SIP, MOXeT nepexsaTuTb NOCTYNUBLLMIA BbI30B. [N1A 3TOr0 OH A0/XKeH HabpaTb
KoJ, nepexsaTa, NOC/e Yero NponsonaeT coeAnHeHMe C Bbi3blBaOWMM aboOHEHTOM.

ObpatnTe BHMMaHWe, YTO MepexsBaT Bbl30Ba BO3MOMEH TO/IbKO B TOM C/y4ae, ec/iv Bbi3blBAaEMbl U
nepexBaTbiBalOLWMI BbI30B aBOHEHTbI UCNO/Ib3YHOT OAMH U TOT e SIP-npodub.

lpynna nepexBaTa MOMET WCMOJIb30BATbCA COBMECTHO C TPynnoi BbI30Ba, AJ/S 3TOTO BCE MOPThI,
npuvHaa/exKawme rpynne Bbi30Ba, AO/IKHbI NMPUHaZ/EeXaTb rpynne nepexsata. B atom ciyyae noboi nopr,
NpuUHaanesKkallmid rpynne nepexsata, MOMKET NepexsaTUTb BbI30B, NOCTYNUBLLWIA Ha rPYMNMNoOBOM HoOMep.

Ecnn aboHeHT HabupaeT Kog nepexasaTa B MOMEHT, KOrga Ha rpynny uau tenedoHHbI NopT He nocTynaeT
HM OZHOrO Bbi30Ba — abOHEHTY OyAeT BblAaH CUTHAA «3aHATOY.

2.6.3.8NogmeHio «lMpedpuKcbl ynpasneHmnsa OBO»

B noameHio «lMpeduKcbl ynpasnenua [ABO» HacTpamBatoTca Kogpl, Habupaemble ¢ TenepoHHOro
annapaTa, 4NA aKTMBaUMK UAu geaktusaumm yeayr ABO.

ABOHEHT MOXKeT YynpaBAATb COCTOAHMEM YCAyr co cBoero TenedoHHoro annapata. JOCTynHbl
cneapytolwme GyHKUUK:

e aKTMBaLMA ycayrn — * kog_ycnyru #;
e MpOBEpPKAa aKTUBHOCTM ycnyrn — *# koa_ycnyru #;
e OTMeHa ycnyru - # kog_ycnyru #;

Ona aktmuBauum ycayr «besycnosHas nepeagpecauma», «llepeagpecaums Bbl30Ba MO 3aHATOCTUY,
«Mepeaapecauna no HeoTBeTy», «fopAYasn/Tennan nMHUA» TpebyeTcAa BBECTUM HOMep TenedoHa:

* kop_ycnyrn * Homep_TtenedoHa #

Mocne BBOAA KOAA aKTUBALUMW MAU OTMEHbl YCAYrM aboHEeHT yCabiwnT curHan «MNoartsepKaeHue» (3
KOPOTKUX CUrHaNa), KOTOPbIVi TOBOPUT O TOM, YTO YC/Iyra yCnewHo akTUBMPOBaHa UK OTMEeHeHa.
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Mocne BBOAA KOAA MPOBEPKM YCAYrM aboOHEHT MOXeT ycabiwatb AMbo curHan «OTBeT CcTaHuum»
(HenpepbiBHbIN curHan), imbo curHan «3aHAaTo» (KopoTkue ryakn). CurHan «OTBET CTaHLMMU» FOBOPUT O TOM, YTO
yCayra BK/lOYEHa U aKTUBMPOBaHa, CUrHa «3aHATO» — YC/yra BblK/toUYeHa.

MNpedukebl ynpasnedns ABO
@
Yenyru ABO Koa akTMBaumuu Koa AeakTMEaumm Koa npoBepku cTaTyca yenyru
BesycnoBHan nepeagpecayyms . 29 A #21%# #21#
&
Mepeagpecauyus No 3aHATOCTH .22 e #22# HI0H
Mepeagpecalula No HEOTBETY . 61 " #5312 “HE1#
Pa3speluuTs NepexBaT BLI30Ba Ha NopT . 08 A #08# “#08#
ropaYyas/Tennan NuHUA . 53 e #53# “#53H
O#naaHWe BbI30Ba . 43 " #4532 #4234
He BecnokouTs . 26 u #26# “H26#

ynpaBneHme abOHEHTCKUM cepsucom

e Ycnyau [1BO — cnucok ycayr ABO:

— besycnosHaa nepeadpecayusa — Yycnyra, NpW  aKTMBaLMM KOTOPOM BCE BbI3OBbI,
nocTynuelLMe abOHEHTY, NepeHanPaBAAIOTCA HA 3aZaHHbI HoOMep;

— [epeadpecayus 8613080 Mo 3aHAMOCMU — YCAYra, NPU aKTUBALMKN KOTOPOW BCE BbI30BbI,
noctynueluMe abOHEHTY, B C/y4ae ero 3aHATOCTM NEepeHanpaBAAOTCA Ha 3afaHHbIA
HoMep;

— [epeadpecayus no Heomeemy — ycnayra, NpU aKTMBALWMW KOTOPOM BCE BbI3OBbI,
noctynueluMe abOHEHTY, MEePEeHanpPaBAAOTCA Ha 33aJaHHbli HOMep Mpu HeoTseTe
aboHeHTa B TeuyeHWe onpeseneHHOro BpemeHu;

— Paspewumb nepexsam 8bi308a HA NOpmM — eCAW YyCayra akTuBupoBaHa aboHeHTOm —
MOCTYNMBLUME Ha HEro Bbi30Bbl MOIYT ObITb NepexBayYeHbl ApyrMmn aboHeHTamun M3 ToM
Ke rpynnbl nepexsaTa;

— Tlopsayasa/Tennaa AMHWA — NpU aKTMBAUMM YCAYrK, MOCAE MNOAHATUA TPybKM udepes
YCTaHOB/IEHHbI WHTEPBA/N BPEMEHM MNPOUCXOAMT ABTOMATUYECKUA Habop 3aZaHHOro
HOMepa;

— OmudaHue 8613080 — AKTUBALMA YCAYrM NO3BOAAET abOHEHTY B COCTOAHWM pPa3roBopa
nosiyyaTb yBeAOM/IEHME O HOBOM MOCTYNMMBLUEM BbI30BE. ADOHEHT MOMKET MPUHAT,
OTK/IOHUTb UJIM UITHOPUPOBATL OXKUAAIOLMI BbI3OB;

— He b6ecnokoume — ycnyra no3BonsieT abOHEHTY BPEMEHHO OrpaHMYWUTb BCE BXOoAsAlLMe
BbI30Bbl.

e Kod akmusayuu — Kop, oNs akKTUBaALLMK YCAYTu;
e Kod deakmueayuu — KO4 ANA AeaKTUBaLUUN YCAYTu;
e KoOd nposepKu cmamyca ycayau — KOA ANA KOHTPOISA aKTUBHOCTU YCAyru;

Koa AeakTMBauMM M Ko4 NPOBEPKM CTaTyca YCAyrn 3ano/IHAKOTCA aBTOMAaTMYECKM Ha OCHOBaHWWM KoAaa
aKTMBaLmMu.

[na BCTyNAEHMA B CUAY HOBOW KOHOUrypaumuM M 3aHeCeHMs HACTPOEK B SHEProHe3aBMCUMYID MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbI U3MEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».
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2.6.3.9MNogmeHt0 «CurHanol Bbi3oBa»

B noameHto «Cu2Han 8bI1308a» OCYLLECTBASETCA HACTPOMKa aNbTEPHATMBHOIO CUrHana MOCbIJIKW BbI30Ba
(kapeHuMKn) B 3aBUCMMOCTU OT 3HaYeHus 3aronosKa Alert-Info Bo Bxogawem Invite. 3HayeHne KageHUuM ana
KaXk[oro curHana Bbi3oBa 3afaéTcA B BUAE MOC/AeA0BATENbHOCTM YepeayroLnxca AIUTeNbHOCTEN MMNYAbca U
nays, pasgeneHHbix cumsosom " wmam 3HauyeHne AAUTEeNbHOCTM UMNyabca/maysbl 3agaertca B
MWIIUCEKYHAAX U AO0NXHO 6biTb KpaTHO 100. MuHMManbHas AJAUTENbHOCTb MMMY/bca/naysbl cocTaBnser
200mc, makcmmanbHasa - 8000 mc.

Ona Toro 4tobbl NPMBA3aTL ONPeAEeNEHHYIO KafeHLUMI0 K 3HavyeHuto 3aronosKa Alert-Info Bo Bxogawem
Invite, Heobxoammo B cooTBeTcTBYlOWEM npodune SIP akTuBmpoBatb paar «Obpabamesisame 30201080k Alert-
Info», a B HaCTPOMKax KaJeHUUM yKa3aTb Ha3BaHMe curHana B none «HassaHue curHana» (Hanpumep, Example-
cadence). KageHuua 6yaer npourpaHa B IMHUIO, €Cin BO BXodaulem Invite 3aronosok Alert-Info 6yaet umetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnn KageHuma no 3aronoBKy Alert-Info He HangeHa, byaeT npousBeAeHa NOMbITKA HANTU KaaeHUMIo Mo
HOMepy BbI3blBatowero aboHeHTa. lpu OTCYTCTBMW NOCnegHein BblJAETCA CTaHAAPTHbIA CUMrHaA Bbl30Ba C
KageHuuel "1000,4000".

n.n
) .

Tabnuya cur{anos

HasBaHMe cHrHana KageHumns
Bellcore-dr1 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Bellcore-drs 700,700,700,3000

Ana pepaktupoBaHMA onpeneneHHOro CUrHana HaXMUTEe Ha COOTBETCTBYIOLLYIO CCbIIKY B KOJIOHKe
«HaszeaHue cuzHana».
Ons pobaBneHMA cMrHana HaxKmuTe KHomnky «Jobasume» U BbINONHUTE CAeaytoline HacTPoMKu:

PE,D,aKTIﬂpOBaTb curHan

HassaHwe curHana Bellcore-dri

KaneHuwa 1000.4000

o HasBaHuWe curHana — MMA CUrHana;

e KapgeHuua — oANTeNbHOCTb NOZAYM BbI3bIBHOIO HaMpsAXKeHWs Ha TenedoHHbINM annapaT u (Yyepes
3anATYIO/TOUYKY C 3anAToi) A/UTENbHOCTb MNay3bl MeXAy CUrHaiamu Bbi3oBa, 06a 3HauyeHuA
OOMKHbI 6bITb KpaTHbI 100 MC, MMHUMa/IbHOE 3HaYeHne 200mc, MakcumanbHoe — 8000 mc;

[na BCTynneHMs B CMAY HOBOW KOHOUTypauum M 3aHECeHUA HACTPOEeK B SHEProHe3aBMCUMYD MaMATb
HaXXMUTE KHONKY «[TpumeHuUmMob». ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMeHa».

2.6.3.10 NogmeHio «UcTopuA BbI3OBOB»

B nogmeHto ((MCI’TIOPUFI 8bl/30808» NPons3BoOAUTCA HaCTDOﬁKa BeaeHNA XPOHONO0TMn BbiI3OBOB.
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cTopWA BbI3OBOB

PaamMep WCTOPWK BLIZOBOE 20

Mony4uTe (ain MCToPUK BI30B0E =+ Ckayate

CUUCTUTE MCTORWIO BLI30BOE m

MocmoTpeTe "WCMOopuU esi30808

e Pa3mep ucmopuu 86130608 — MAKCUMAJIbHOE KOJIMYECTBO 3anucein B KypHane, MpuUHUMAET
3HayeHna ot 0 go 10000 cTpok. 3HavyeHne «0» OTKAOYAET BeAEHWE UCTOPUKU BbI30BOB. [pwn
OOCTUMKEHMW YCTAHOB/IEHHOTO OTpaHUYeHMA B JKypHane Karkaad nocsefylowas 3anucb yaanuT
Camylo CTapylo 3anMcb B Havase XypHana;

o [lonyyums ¢halin ucmopuu 86130808 — ANA coxpaHeHus daina «voip_history» Ha nokanbHom MK
HaXXMUTe Ha KHONKY «CKayaTby;

. O4yucmume ucmopuro 86130608 — ANA OYNCTKUN UCTOPUN BbI3OBOB HAa*XMUTE HA KHOMKY «OUnCTUTLY;

[Ons npocmoTpa MCTOpUKM BbI3OBOB NepenguTe Mno ccbinke «flocMompembs “Ucmoputo 86130808 ».
OnucaHne MOHUTOPUHIA NAapamMeTpoB NpmueeaeHo B pasgene 2.7.10 NoameHto «McTopua BbI3OBOBY.

[na BCTynneHua B cuay HOBOW KOHPUIypauum U 3aHECEHWs HACTPOEK B SHEProHEe3aBUCMMYKO NaMATb
Ha*KMUTe KHOMRY «[TpumeHumeo». [1na oTMeHbl U3SMEHEHUI HAXXMUTE KHOMNKY « OmmeHa».

2.6.4 MeHio «IP-teneBnpgeHune»

2.6.4.1NoameHo «IPTV»

B noameHto «/PTV» BbINOMHAIOTCA HAaCTPOMKKM ana paboTobl cepsuca «IP-tenesnaeHme».

HacTpoikn yndpororo TeneenaeHua (IPTV)

Brnigunte IPTY W

®

Bepcus IGMP 3 v
m
Mepuoanueckoe 0OHOBNEHME NOANMCKH
Bknigunte
Mepwoa oOHOENEHKA, © 30
ELICTPLIA ELIXOA W3 TPYNMNbI
BniounTe
Hactpo#ka VLAN gna IPTV
HMcnonbaceats WVLAN - ¥
WLAN 1D 1]
502.1P a v
Hactpouka HTTP-npokcH

Bknigunte

Mopt HTTP 1234
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Bratoyume IPTV — npu ycTaHOBAEHHOM dnare paspelleHa TPaHCAaunsa curHanos IP-tenesnaeHmsa
¢ WAN-uHTepdeiica TAU-4M.IP (n3 ceTn npoBanaepa) Ha ycTpOMCTBA, NoaKAtouyeHHble K LAN-
nHTepdelicy;

Bepcua IGMP — sepcus npotokona IGMP gnsa otnpasku IGMP-coobuweHnunii ¢ WAN-uHTepdelica
(cooblieHUt aKTMBaUMM  WAM  OeaKTMBAUMKM  MOAMUCKM Ha  KaHanbl  IP-TenesunpgeHwus).
MNopaepKmeatoTca sepcum 2 n 3.

[epuoduyeckoe 0bHosneHUe NoONuUCKU

BKao4umMb — NPy BKAOYEHHOW ONUUK NPOUCXOAUT Nepuoguyeckasn otnpaska ¢ WAN-mHTepdeiica
COODBLLEHNI CO CMUCKOM aKTMBHbIX IPTV-KaHaNoB Ha BbllIECTOALWMNN CcepBep, OCYLLECTBAAOLLNIA
TpaHcAAuMIO curHanos IP-tenesnaeHua. BralodeHue ¢YHKUMM nepuoamMyeckoro obHoBAEeHUs
noAnNnUCcKkM HeobXxoAMMO, €CNM BbIWECTOALWMIA cepBep OTKAOYaeT TpaHcaauuo IPTV-kaHanos
yepes onpeaeieHHbIN MHTEPBa BPEMEHW;

— [lepuod o06HoBaeHUA, C — Nepuos, OTMNPaBKM COOOLEHNN CO CMMUCKOM aKTUBHbIX IPTV-
KaHasoB, B CeKyHZax. YCTaHOBUTE BE/IMYUHY Nepnuoga 06HOBNEHWA B 3HAaYEHNE, MeHbLLee,
yem TalMayT OTKNOYEHUS TPAHCAALMU CUTHANA BbILLECTOALLMM CePBEPOM.

Bbicmpeili 8b1X00 U3 epynnbl

BKao4ume — Npw yCTaHOBAEHHOM bnare BKAOYEH pexum HbICTporo Bbixoaa M3 rpynnbl. JaHHasa
OYHKLMA YMEHbLIAEeT 33a4eprKKy YCTPOMCTBA HA NEPEeKAOYEeHME MeXay MHOroagpecHbIMu
NoTOKamM (OTKAOYEHME MOTOKA NPOUCXOAUT Cpasy Mocse MosiydeHuA OT KAMEHTa coobLlieHus
«Leave Group» 6e3 gonosHUTENbHOrO Nepecnpoca). He pekomeHayeTcA UCNONb30BaTb AAHHbIN
peXXnm, Koraa Kk ogHomy nopty LAN noakntoueHo 6onee ogHoOro npuémuunka IPTV.

Hacmpolka VLAN 0oaq IPTV

Ucnoneszosams VLAN — npu ycTaHoBAEHHOM dnare ncnoab3osBatb Ana ycayrn IPTV BblaeneHHbIM
VLAN (Homep VLAN mokeT cosnagatb ¢ Homepom VLAN gns ycnyru UHTepHeT uam STB), nHaye
ana IPTV 6ynet ucnonb3oBatbcA WHTepdeic ycnyrm WMHTepHeT. 3Ta HacTpoliKa no3Bonser
onpenennTb UHTepdeic ana npuéma IPTV-cMrHanoB 13 BHELWWHEN CeTH;

— VLAN ID — naeHtuduKaumoHHbin Homep VLAN ana npnéma curHanos IP-tenesmaeHus;

— 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAMBaemblit
Ha UcxoaAlmMe C AaHHoro MHTepdeica IP-nakeTbl. NMpuHMMaeT 3HadeHus oT 0 (HM3WKUi
npuoputet) ao 7 (Hauebicwuii npuoputet). Ucnonbsyetrca B paboTe anroputmos
obecneyeHus Kayectsa cepeuca (QoS).

Hacmpolika HTTP-npoKcu

e BKawyume — npu yctaHoBneHHoMm ¢nare BKkatoyeHa ¢yHKumA HTTP-npokcu. HTTP-npokeu
ocyuwiectBaseT npeobpasosaHme UDP-notoka B notok HTTP, ncnonb3syowmin npotokon TCP
(NpoTOKON  HaZeKHOM [OCTaBKM  MAKeTOB), YTO MNO3BOAAET  YAy4ylWWUTb  KayecTBo
TPaHCANPYEMOTo M306paXkeHMA NPU NJIOXOM KauecTBe KaHasia CBA3W B IOKAJIbHOW ceTw;

e [lopm HTTP — Homep nopTa HTTP-npokcu, ¢ KoToporo OyaeT ocywecTBaAATbCA
TPaHCAMPOBAHME BUAEO-MOTOKA. Mcnonb3yiTe 3TOT NOPT  ANA  NOAKAOYEHMA K
TpaHcanpyembiM ycTpoinctBom TAU-4M.IP noTokam IPTV.

Hanpumep, ecnn TAU-4M.IP nmeet Ha LAN-uHTepodeice agpec 192.168.0.1, ans nopTta NPOKCU-
cepBepa BblbpaHO 3HayeHue 2345, M HeobxoauMmo BoOchnpomsBecTM KaHan 227.50.50.100,
TpaHcaupyrowmiicas Ha UDP-nopt 1234 — ana nporpammbl VLC agpec NOTOKa HYXXHO 3a4aTb B
Buae: http://@192.168.0.1:2345/udp/227.50.50.100:1234.
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Ona BCTyNAeHUs B CUTY HOBOW KOHOUIypauuu M 3aHeCceHUs HACTPOEK B SHEProHEe3aBUMCUMYD MaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.5 MeHio «Cucrtema»

B meHIo «Cucmema» BbINOMHAKOTCA HAaCTPOMKN CUCTEMbI, BPEMEHU, A0CTYyNa K YCTPOWCTBY NO PasinyHbIM
NPOTOKO/1aM, NPON3BOAUTCA CMEHa Napoia U 06HOBAEHME NPOrpammMHOro obecneyeHmsa yCTPOMCTBa.

2.6.5.1NogmeHto «Bpemsa»

B nogmeHio «HGCI’TIPOUKU epemeHU» BbINONTHAETCA HaCTpOVIKa NMPOTOKO/1a CUHXPOHWU3AUUN BpPEMEHMU
(NTP).

HacTtpoiikn BpemeHu
YacoBol noAc Moscow, Russia T

ABTOMATHYECKWI NEpEXod Ha NeTHee! &

FH 3UMHEE BPEMA
-3 Mepexoa Ha NeTHee BpemA - v - v - v
B - v - L
Mepexoa Ha 3UMHee BpeMA - v - v - v
B - v - L
CABMI BPEMEHW (MWH_) 60

BKMKUNTE NTP &

CepBep CHHXpOHN3ALNK pool.ntp.org -

Hacmpoliku spemeHu

e Yacosoli noac — no3BosAeT yCTaHOBUTb YacOBOM NOSIC B COOTBETCTBUMN C HAMMKANLLIMM FOPOAOM B
Baluem pervioHe 13 3al@HHOTO CMUCKA;
e Asmomamuyeckuii nepexod Ha nemHee/3umHee epems — Npu ycTtaHoBneHHOM dnare nepexos Ha
neTHee/3nmHee Bpems ByaeT BbINOJHATLCA aBTOMATUYECKM B 3a4aHHbIN Nepuos BpemeHu:
— [lepexod Ha nemHee epemsA — AeHb, Koraa byaeT BbINONHATHCA NEpPexos Ha IeTHee Bpems;
— [lepexod Ha 3umHee 8pemMsa — fieHb, Koraa byaeT BbINONHATLCA Nepexos Ha 3UMHee Bpems;
— (C0dsuez spemeHU (MUH.) — Nepuos BpeMeHW B MUHYTaX, Ha KOTOPbIN BbINOJHAETCA CABUT
BpEMEHU.
e Bkawouums NTP — yctaHoBuUTe ¢nar, ecim HeobXxogMMO BK/OUUTb CUHXPOHU3ALMIO CUCTEMHOTO
BPEMEHMW YCTPOMCTBA C onpeaesieHHoro cepsepa NTP;
e Cepsep cuHxpoHusauyuu — |P-agpec/gomeHHOe WMA cepBepa CUHXPOHU3ALUUN BPEMEHMU.
Bo3moXkeH py4yHOI BBOA aapeca cepBepa Uan BbiboOp M3 CriMCKa.
[na BCTynneHua B CUy HOBOW KOHPUIypauumum U 3aHECEHWUs HACTPOEK B 3HEProHe3aBUCUMYO NamATb
HaXXMUTE KHOMKY «[TpumeHumo». ANna OTMEHbl USMEHEHWUI HAXKMUTE KHOMKY « OmmeHa».

2.6.5.2MogmeHto «octyn»

B noameHto «Jocmyn» HacTpamBaeTca AOCTYN K ycTponctBy nocpeacrsom Web-untepdeiica, Telnet u
SSH, a Take goctyn no npotokony FTP K HakonuTento, noaknto4eHHoOMy K nopty USB.
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MopTbl AocTyna
Mopr HTTP 80
MopT HTTPS | 443

Mopr Telnet 23

MopT 8SH | 22
OocTyn k yenyre "MHTepHeT"
Web
BrewhxAn cets @ HTTP HTTPS
NokansHan cete & HTTP @ HTTPS
Telnet
BrewhAa ceTo
llokansHan cete ¢
SSH

BrewHAA ceTs

NokancHan cete ¥

OocTyn k yenyre "VolP"
Web HTTP () HTTPS
Telnet

SSH

Hoctyn k yenyre "MHTepdelic ynpasneHus"
Web O HTTP o HTTPS
Telnet

SSH

Ooctyn k USB
BHelwHARA ceTb
NokanebHan ceTe
PaapelwmTs 40CTYN SHOHUMHOMY NOMb30BaTEMD  #

pﬂSpELLIHTb 3anuce aHOHWMHOMY NONBE30BATENKD

lopmel docmyna

B maHHOM pasgesie BbINOJHAETCA HacTpolika TCP-mopToB A/ AOCTyNa K YCTPOMCTBY MO MPOTOKO/MaM
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa ana goctyna kK Web-uHtepdeliicy yctpoiictea no npotokony HTTP, no
ymonyanumio — 80;

e [lopm HTTPS — Homep nopTta gns goctyna kK Web-uHtepdeiicy yctpoiictea no npotokony HTTPS
(HTTP Secure — 6esonacHoe NOAKNHOYEHME), NO yMONYaHUO — 443;
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e [lopm Telnet — Homep nopTa 414 AOCTyNa K YCTPOMCTBY N0 NpoToKony Telnet, no ymonyaHuto — 23;

e [lopm SSH — Homep nopTa A5 A0CTyna K yCTPOMUCTBY Mo NPOTOKoAY SSH, no ymonyaHuio — 22.

Mo npoTokonam Telnet n SSH ocywecTBnsaeTcs AOCTYN K KOMaHAHOM cTpoke (KoHconb linux). Umsa
nosb3oBatena/naponb gnA NoAKAHEeHUA K KoHcoan: admin/password.

Locmyn K ycnyee UHmepHem

[na nonydeHnsa AoCTyna K yCTPOMCTBY C MHTepdeincos ycnyrm MHTepHeT yCcTaHOBMTE COOTBETCTBYOLWME
paspeLlueHus:

Web, BHelLHAA ceTb:

e HTTP — npu ycraHoBneHHoM dnare paspelwieHo nogkntoderHune K Web-koHdurypatopy yctpolictea
yepe3 WAN-nopT no npotokony HTTP (Hebe3onacHoe noakaoueHme);

e HTTPS — npu ycTaHoB/ieHHOM ¢nare paspeweHo nogxaodeHne K Web-koHdurypatopy
ycTpolictBa yepes WAN-nopT no npotokony HTTPS (6e3onacHoe noakAtoYeHME).

Web, JTokanbHas ceTb:

e HTTP — npwu yctaHoBneHHoM dnare paspelwieHo nogkntoderHune K Web-koHdurypatopy ycrpoiicTtea
yepes LAN-nopt no npotokony HTTP (Hebe3onacHoe nogKkaoUYeHue);

e HTTPS — npu ycTaHoB/ieHHOM ¢are paspeweHo nogkatodeHme K Web-koHdurypatopy
ycTpolictBa yepes LAN-nopt no npotokony HTTPS (6e3onacHoe noakntoyeHme).

Telnet:

Telnet — npoToKoA, NpeaHasHayeHHbIN ANA OpraHW3auMM ynpasiaeHusa no ceTu. MNo3BonAeT yganeHHo
NOAKNOUMTLCA K LW03Y C KOMMNbIOTEPA A1A HAaCTPOMKKN U yNpaBaeHus.

[na paspeleHna focTyna K ycTpoictey no npotokony Telnet u3 BHewHen (4epes WAN-nopT) uau
BHyTpeHHe#n (4epe3 LAN-NopT) ceTn yCcTaHOBMTE COOTBETCTBYOLWME dAaru.

SSH:

SSH — 6e3onacHbI NPOTOKO/ yAaNeHHOro ynpasneHus yctpoiicteamu. B otanume ot Telnet, npotokon
SSH wudpyet Becb TpaduK, BKAOUAA NepesaBaemble Napou.

Ona paspelleHns AOCTyna K YCTPOMCTBY MO npoTokony SSH w3 BHewHek (yepes WAN-nopt) uau

BHyTpeHHeW (4epe3 LAN-nopT) ceTn ycTaHOBMTE COOTBETCTBYIOLWME daaru.

HOoctyn K ycayre VolP:

B gaHHOM pasgene ocylecTBASETCS HACTPoWKa AocTyna K uHtepdeiicy ycayrm VolP (uHTepdelic yenyrm
VolP HacTpauBaeTca Ha cTpaHuLue IP-tenedoHns — Hactpoiika cetun) yuepes Web (npotokonsl HTTP uan HTTPS), a
TakKe no npotokonam Telnet n SSH. Ona paspeleHna A0CTyna NO KaKOMYy-AIMO0 M3 yKasaHHbIX NMPOTOKO/IOB
YCTQHOBMUTE COOTBETCTBYIOWME dpaaru.

Ooctyn K ycnyre Uhmepdgbelic ynpasneHus:

Pasgen no3BonsieT HaCTPOUTb AOCTYN AN5 YNPaBA€HUS YCTPOMCTBOM, UCMOb3ya npoTokoabl HTTP, HTTPS,
Telnet unn SSH. Hactpolika uHTepdelica npousBoamTca Ha cTpaHuue Cuctema — VLAN ynpasneHusa. [na
paspeLleHma AOoCTyNa No KaKoMy-11Mb0 13 yKa3aHHbIX MPOTOKO/I0B YCTAaHOBUTE COOTBETCTBYOLLME daaru.
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/ [Ona asropusaumnm no nporokonam Telnet n SSH no ymonyaHuio ncnonb3yoTca MMA NoAb3oBaTenA
admin v naponb password. MNocne aBTOpU3aLMU CTAHOBUTCA AOCTYNHA KOHCOJIb OMNepaLuoHHOIM
cucrtembl Linux ¢ BO3MOXHOCTbIO UCNO/Ib30BAaHUA OCHOBHbIX KOMaHA KOMAHAHOrO MHTepnperaTtopa
shell.

Joctyn K USB:

B naHHOM pasgene oCyLLeCcTBAAETCA HACTPOMKa JOCTYNa K yCTPOMCTBY, NoAKAtodeHHOMY K USB-nopTy, no
npotokony FTP.

[na paspelweHna aoctyna K nogkntoyeHHomy USB-ycTpoiictBy no npotokony FTP n3 BHelwHein (Yepes
WAN-nopT) nnu BHyTpeHHen (Yepes LAN-NoOpT) ceTu ycTaHOBUTE COOTBETCTBYOWME daaru.

[na paspelweHna goctyna K nogxatodeHHomy USB-ycTpoicTBY aHOHMMHOMY MOJib30BaTe/N0 YCTaHOBUTE
dnar «PaspelnTb AOCTYN aHOHUMHOMY MO/Ib30BaATENION.

[na paspeleHnsa 3anucu AaHHbIX Ha USB-yCTpoOMCTBO aHOHMMHOMY MO0Ab30BaTeNO yCTaHoBUTE daar
«PaspewunTb 3aNnMCcb aHOHMMHOMY MNOJ1b30BaATENIOY.

[na BCTynneHus B CUNY HOBOM KOHOUIypauum M 3aHeceHWs HAcTPOEeK B SHEProHe3aBMCMMYIO NamATb
HaXXMUTE KHONKY «[TpumeHUmMob». N OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OmMmeHa».

2.6.5.3NMNogmeHto «KypHan»

MoameHto «}KypHaa» npegHasHayeHo A/1A HACTPOWMKWM BblBOAA PA3HOMo poda OTNafOo4YHbIX COObLLEeHMN
cucTeMbl B Lensax obHapyKeHua NpuunH npobaem B pabote ycTpoiictBa. OTN1aA0UHYI0 MHOPMALMIO BOSMOMXKHO
NOJIYYMTb OT CAEAYIOLMX NPOrPaMMHBbIX MOAY/1eN YCTPOICTBa:

e MeHeaxep TenepoHumM — oTBeYaeT 3a paboTy GyHKUMI IP-TenedoHnu.
e CMCTEMHbIN MeHe Kep — OTBEYAET 33 HACTPOMKY YCTPOMCTBA COrnacHo ¢ainy KoHpUrypaumm.

e MeHeasep KOHOUTypaLMM — oTBeYaeT 3a paboTy ¢ paitniom KoHdUrypauumn (YTeHne 1 3anucb B
KOHQUIYPALMOHHbIA dalin M3 pas/IMyHbIX UCTOYHUKOB) M cHOp MHPOPMaALUM MOHWUTOPMHIA
YCTpOWMCTBa.
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HypHan TenedoHnK

Buisog #ypHana OTKENKYEHD ¥

®

Ouwmbkn
n

Npeaynpexgeiis
OTnagoysas nHdopManus
MHdopmauneriele coodeHna

YpoBeHs TpaccHposrn SIP 0 ¥

}'K},‘DHE;U'I CHUCTEMHOM MeHel¥epa
BriBOg #ypHana OTKNHYEHD ¥
Ouwmbrn
MNpegynpesgeiua
OTnagoydas nHgopMauua

MHiopMaLneHHbie CooDWEHNA

AypHan MeHeLxepa KOHMUrypaLw 9
BriBog #ypHana OTKNHYEHD v
Oumbrn
Npegynpesaenna
OTnagoydas nHgopMauua

MHGopMayneHHbIE CooTIWEHNA

HacTpoika Syslog
BrniounTe
Pesim Cepeep r
Appec Syslog-cepeepa syslog.server

Nopt Syslog-cepeepa 514

MypHan menedoHuu

e Bblg0o0d #ypHana — HanpaBaeHWe BblBOAA COOBLLEHMI KypHana:

—  OMmKAoYeHo — }KypHan OTK/OYEH;

— Syslog — coobueHna BbIBOAATCA MO NPOTOKOAY syslog Ha yaaneHHbli cepsep nbo B
JIOKanbHbIM dhain (HacTpoiKa NPOTOKO/A OCYLLECTBAAETCA HUXKe);

— KoHconb — coobLLEeHUSA BbIBOAATCS B KOHCO/Ib YCTPOMCTBA (HEOOXOA4MMO MOAK/OYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobuieHus BbiBoaaTcA B telnet-ceccuio; ana 3toro cHavana Heobxoanmo
co3AaTb NOAK/AOYEHMe No NpoTokoay telnet.

Huxe HaCTpanBaeTCA Tun COO6LL|,€HVIIZ, BbIBOAMMDIX B XKYPHan TeI'IEd)OHVIVIZ

e OwubKu — ycTaHoBWTe daar, eciv HeobX0AMMO BbIBOAUTL COOBLLEHNA TUNA «OWNBKNY;
e [IpedynperodeHus — ycTaHoBuTe d¢nar, ecam HeobxoAuMMo BbIBOAUTb COOBLWEHUA Tuna
«[TpedynpexcoeHusn»;
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e  OmnadoyHaa UHpopmauua — ycTaHoBuTe ¢nar, ecan HeobxoAMMO BbIBOAUTb OTNALO04YHbIE
coobleHus;

e  UHpopmayuoHHble coobujeHus — ycTaHoBuTe dnar, ecanm  HeobxoAMMO  BbIBOAMTL
MHPOPMALMOHHbIE COODLLEHUS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAA cooblWeHUl cTeka SIP-meHemkepa
TenedoHuu.

HypHan cucmemHo20 MmeHeoxepa

e  Bbi800 »#ypHasa — HanpaBaeHMe BbIBOAA COOBLLEHMN KypHana:

—  OMKAYeHOo — KypHan OTKIOYEH;

— Syslog — coobuieHna BbIBOAATCA NO MPOTOKOAY Syslog Ha ypaneHHblt cepsep nvbo B
NOKaNbHbIM palin (HaCTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

—  KoHconb — co0bleHNA BbIBOAATCA B KOHCOJb yCTpolcTBa (HEOB6X0AMMO MOAKAYeHMe
yepes nepexoaHnk COM-noprTa);

— Telnet — coobuwieHus BbiBOAATCA B telnet-ceccuto; ans 3Toro cHavasna Heobxogumo
€034aTb NOAKAOYEHME MO NpoToKoAy telnet.

Hu»e HacTpamBaeTcs TUMN COOBLLEHN, BbIBOAMMbIX B XYPHa/ CUCTEMHOIO MeHeaxepa:

e OwubKu —ycTaHoBUTE dnar, ecnn Heobxo4MMO BbIBOANTL COOOLLEHUA TUMNA «OWNOKINY;

e [IpedynpemcdeHus — ycTaHoBuTe ¢nar, ecam HeobxoAMMO BbIBOAUTL COODOLIEHUA TuMa
«[MpedynpexcdeHusa»;

e Omaadoy4yHas UHGopmauus — ycTaHoBuTe ¢aar, ecau HeobxoAUMMO BbIBOAWUTb OT/NafA04YHbIE
coobLeHus;

e UWHPopMayuoHHble coobuwjeHus — ycTaHoBuTe ¢nar, ecanm HeobxogMMo  BbIBOAMTb

MHGOPMALMOHHbIE CO0BLLEHNS;

MypHa meHedMcepa KoHgpuU2ypayuu

e  Bblg00 3ypHaAsna — HanpasieHWe BbIBOAA COODLLEHNI KypHaa:

—  OMKAIOYEHO — KypHaN OTK/IOYEH;

— Syslog — coobuieHns BbIBOAATCA NO MPOTOKOAY syslog Ha ypaneHHbi cepsep nvbo B
NOKaNbHbI palin (HacTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

— KoHCoab — cOOBLLEHUA BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOBXOAMMO MOAKAOYEHUE
yepes nepexogHuk COM-nopra);

— Telnet — coobuieHus BbiBOAATCA B telnet-ceccuio; ans 3Toro cHavasna Heobxogumo
€o34aTb NOAK/NOYEHME No NPOTOKOAY telnet.

Hu»Ke HacTpamBaeTcs TUMN COOBLLEHNI, BbIBOAMMbIX B }KYPHaAN MeHeAKepa KoHOUrypaunum:

e OwubKu —ycTaHoBUTE dar, ecnan HeobxoaMMO BbIBOAUTb CO0OLLEHNA TMNA «OWNOKN»;

e [IpedynpemodeHus — ycTaHoBuTe d¢nar, ecnm HeobxoauMMoO BbIBOAUTH COOOLEHMA TuMa
«[MpedynpexoeHusa»;

e Omsaado4yHasa uHgopmayusa — yctaHoBuTe nar, ecam HeobxoaMMO BbIBOAMTb OTNALOYHbIE
coobleHus;

o UHpopMayuoHHble coobuweHus — ycTaHoBUTe dnar, eciM HeobXxoAMMO  BbIBOAWUTH

MHPOPMaLMOHHbIE COOBLLEHNA.

Hacmpolika Syslog

88
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Ecamn xoTa 6bl 04MH U3 XKypHanoB (MeHeaxepa TenedoHUU, CUCTEMHOTO MeHe Kepa UAN MeHeaKepa
KoHdUrypaummn) HacTpoeH ana BbiBoga B Syslog, HeobxogmMmo BKAwuUTb Syslog-areHTa, KoTopbit byaet
nepexsaTbiBaTb OT/aA04YHbIEe COODOLLEHMA OT COOTBETCTBYIOLWLEIO MeHeAepa M OTNpaBAATb UX NMbO Ha
YyOANeHHbI cepBep, M0 COXPaHATb B N0KasbHbIN dalin B popmate Syslog.

e Braoyums — npwu ycTtaHoBneHHoM diare 3anyueH Syslog-areHT;
o Pexcum — pexxnm paboTbl Syslog-areHTa:
— Cepsep — WUHOOPMaALMA KypHANOB OTNPABAAETCA HA yaaneHHblt Syslog-cepsep (aToT
PEXKMM Ha3bIBAETCA KyAaNIeHHbIV XKypHan»);
—  JloKanoHsbili ¢halin — nHPOpPMaLLMA KyPHANOB COXPAHAETCA B IOKasbHOM daline;
— Cepsep u ¢alin — nHPpopmauma KypPHANOB OTNPABAAETCA Ha yAaneHHbIn Syslog-cepsep U
COXpaHAEeTCA B NOKasbHOM daline.
[anee, B 3aBUCUMOCTM OT pexknuma Syslog-areHTa, AOCTYNHbI HACTPOMKMN:

e Adpec Syslog-cepsepa — |P-agpec unm pomeHHoe ums Syslog-cepsepa (He0bxoaAMMO ANA pexxnuma
«Cepsep»);

e [lopm Syslog-cepsepa — nopT Ana Bxoaauwmx cooblieHnin Syslog-cepsepa (no ymonyaHuio 514,
Heobxoaumo ana pexnma «Cepsep»);

e UmA gpalina — uma daina ana xpaHeHUn KypHana B ¢opmate Syslog (HeobxoamMmo oA pexkuma
«®Danny;

e Pasmep cpaiina, kKb — MaKcMManbHbIM pasmep ¢aiina KypHana (HeobxoAMMO ANA pexuma
«Panny).

2.6.5.4 NogmeHio «AyteHTdUKauma WEB»

MapameTpsl ayTeHTUdMKaunn

Digest-ayTenTadmkayms WEB ¥

Mapons agMmuHWcTpaTopa (admin)

@

Mapone

NoaTeepkaeHHe

" MI3MEHWTE Naponb

Mapons HenpUBUNErMPOBAHHOMO NOMb3oBaTens (User)

Mapons

MNoaTeepxaeHme

" 3MEHWTE Napons

Mapons HabnwogaTtena (viewer)

Mapone

MNoaTeepxaeHwe

" M3MEHWTD Naponb
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B noameHio «AyTeHTUdMKauusa WEB» ycTaHaB/AMBalOTCA MaposaM  AocCTyna  aAMMHWUCTPAToOpa,
HenpuBMIErMpoOBaHHOTO NOAb30BaTeNsA U HabatoaaTens.

Digest-aymeHmucgpuxkayus WEB (WEB Digest-authentication) — npwu ycTaHoBAeHHOM  dnare
ayTeHTMdUKALMA NONb30BaTEIEN OCYLLECTBAAETCA B COOTBETCTBMM C anroputmamu digest.

YcTaHOBNEHHbIE MApPOaN UCMOAB3YIOTCA ANA A0CTyNna K ycTpoictey Yepe3 Web-nHtepdeic, a Takxke no
npotokonam Telnet n SSH.

Mpu Bxoae 4yepes Web-uHtepdelic agmuHucTpaTop (Naposib No ymondaHuio: password) nmeeT nosiHbIA
OOCTYyN K YCTPOMCTBY: YTEHME W 3anuUCb JIOObIX HACTPOEK, MOJIHbIA MOHUTOPUHI COCTOSIHUA YCTPOMCTBa.
HenpusBunerMposaHHbI Nob30BaTe b (Mapoab MO YMOAYAHUIO: USer) UMeeT BO3SMOXHOCTb BbIMOJIHUTb TO/IbKO
ceTeBble HAaCTPOMKKU (Kpome HaCTPOeK NOoAKAYeHMA K UHTepHeT), MmeeT AOCTYN K MOHUTOPUHIY COCTOSIHUA
ycTpoiicTBa. HabnogaTens (Maposib Mo yMOAYaHWIO: viewer) MMeeT BO3MOXKHOCTb TOJIbKO MpPOCMaTpuBaThb
KOHOUIypaumio 1 AaHHble MOHUTOPWHIA YCTPOMCTBA 6€3 BO3MOMKHOCTU BHOCUTbL KaKne-1nmbo U3meHeHus.

A NornH agmuHucTpatopa: admin
JlormH HenpuBMErMPOBAHHOrO NO/b30BATENA: USer
NoruH Habnwgatens: viewer

e [aponb admMuHUCMpamopa — B COOTBETCTBYIOLIME MOAA BBEAWUTE Maposib afMUHMCTPATOpa M
noATBepPAUTE €ro;

e [laponb Hernpusune2upo8aHHO20 M0ab308aMeAA — B COOTBETCTBYIOWME NOAA BBEAUTE Napob
HenpMBMNErMPOBAHHOrO NO/b30BaTENA U NOATBEPAUTE ero;

e [lapono Habawdamena — B COOTBETCTBYIOLME NONA BBeAMTe naposib Habawgatena u
noaTeepauTe ero.

[na BCTynneHus B CMAY HOBOM KOHOUIypauum U 3aHeceHWA HACcTPOEeK B 3HEProHe3aBMCUMYIO MamATb
HaXXMUTE KHOMKY «[TpumeHumo». Ans OTMEHbl U3MEHEHUIN HAXKMUTE KHOMKY « OmMeHa».

V Mpu 06HoBNEeHUM Bepcum Ao 2.3.0 U Bbiwe Bce naponu 6yayT 3awmdposaHbl. Mpu Bo3epaTte Ha
Bepcuio 2.1.0 u HUXKe TpebyeTca c6POCcUTb KOHOUrypaLMIO YCTPOIiCTBa A0 3aBOACKOIA.

V HauuHan c Bepcun NO 2.3.0 goctynHa GpyHKUMA wndpoBaHua naponei B ¢paiine KoHdurypauum
yctpoiictea. Mpu nogroroeke ¢aina cfg.yaml gna asTomatmueckoro KoHPUrypupoBaHusa, ecnm
TpebyeTca M3MeHUTb OAUH U3 Napo/eid Ha ycTpoiicTBe, Heobxoaumo ybpatb ‘encrypted’ n
3agatb naponb. Hanpumep, 4To6b1 U3MEHUTL NAPOAb ANA NOoAb30BaTena admin, Hy)XXHO B
3HaueHun «AdminPassword» crepetb ‘encrypted’ 1 3agaTb HOBbIN Napoab ‘*HOBbIM Nnaponb™’.

2.6.5.5NoameHI0 «YnpaBneHue KoHpuUrypaumen»

B noameHio «YnpasneHue KoHguypayueli» BbINONHAETCA COXPaHeHWe U OBHOBNEHWE TeKyluel
KOHUrypauum.

dalinbl KoHdUrypaymm
MonyJnTe 8pXWE KOHBUrypawum c * Crauatk
ycTpoiicTea
3arpyanTe apXME KoHMrypagn Ha BriGepure daiin Daiin He Bribpan
YCTPOACTBO
& 3arpyanTe
Chpoc Ha aaBogckWe HAcTpoikn x Chpoc
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Mony4yeHue KoHgpuaypayuu

YT06bl COXPaHUTb TEKYLLYH KOHOUIypauuio YCTPOMCTBA Ha JIOKA/IbHbIA KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKa4vaTtb».

Ob6HosneHUe KoHguaypayuu

e 3aepy3ums apxus KOHgueypauuu Ha ycmpolicmeo — BblbOp COXPAHEHHOro Ha JIOKa/ibHOM
KomnbtoTepe daiina KoHdurypaumun. na obHOBAEHMA KOHPUIypauMM YCTPOMCTBA HaXMuUTe
KHONKY «Bbibepute daitn», yrkarkute daiin (B popmate .tar.gz) n HaxKMUTE KHOMKY «3arpysnTby.
3arpy»KeHHaa KOHPUrypaums NpMMeHAeTca aBToMaTuyeckn 6e3 nepesarpysku ycTponcTea.

e (bpoc Ha 3a800ckue Hacmpoliku — pns cbpoca YCTPOMCTBA K HACTPOMKamM MO YMOJYaHUIO
Ha*KMUTEe KHOMKY «C6poc».

2.6.5.6 MogmeHio «O6HOBAEHME NMO»

MNoameHto «O6HosneHue [10» npeAHasHaYeHO pAsi  OOHOBAEHMA YNPABAAOLWENA MUKPOMNPOrpPamMmmbl
yCTpoicTBa.

TAU-4M.IP u- admin
Cete IP-tenedionms  IP-TeneBmaeHue m
Bpema  [octyn  ypHan  [laponu YnpasneHue KoHpurypaumen Mepesarpyska  ABTOKOHDMrypuposanue — MHTepdeiic ynpasneHus — CepTUMhMKATH

[ONOMHUTENBHBIE HACTPORKK

ObHoBMNeHWe nporpammHoro obecnedeHns

®

AxTuBHaR Bepcus MO (Texywasa sepena M0}

PesepeHan BepcuA MO (pesepexan eepcua MO)

& OBHoanenus MO makxe GoCMynHs No adpecy: hit

‘elfex-co_ru/support/downioads/

®dain odHoenerna MO BriGepuTe hain ®aiin He BbIBpaH

llpu eo3gpame Ha eepeuUi0 1.13.X U HUKE, KOHL

mea Oy0em cOpoweHa Ha 3a600GKyH0!

e AKkmusHasa sepcus 10 — BepcuaA NPOrpammHoro obecneyeHus, yCTaHOBAEHHOrO Ha YCTPOCTBE;

e [Iposepumb 06HOB7eHUA — KHOMKA ANA MPOBEPKM aKTyasbHOCTM BEPCUM MNPOrPaMMHOro
obecneuyeHus. C NOMOLLbIO0 3TOV GYHKUMM Bbl MOKeTe HBbICTPO NPOBEPUTL HAZIMUME HOBOW BEpCUU
nporpammHoro obecneyeHus u, B cirydyae Heo6X0AMMOCTH, BbINOSHUTL €ro 06HOBAEHME.

e PesepsHas sepcus 10 — BepcusA NPOrpaMmMHOro obecneyeHus, yCTaHOBJIEHHOO Ha YCTPOMCTBE, Ha
KOTOPYHO MOXKHO NepenTn B cay4vae npobaem c aktusHom Bepcuei MNO;

e (Cdenamb akmueHoli — KHOMKa, NO3BO/AIOWANA CAeNaTb pe3epsBHyto Bepcuio MO akTMBHON, Ans
aToro notpebyeTcA nepesarpyska ycTpoicTea. AKTMBHaA Bepcusa MO B 3TOM c/aydae CTaHeT
pes3epBHOIA.

/ DOna paboTbl pyHKUMM NpOBEPKU 06HOBNEHUA HEO6XO4MMO Hannume Bbixoga B MHTepHer.

O6HOBUTb NpoOrpaMmHoe obecreyeHne YCTPOMCTBA MOXKHO TaKMKe BPYYHYIO, NMpeaBapuUTe/ibHO 3arpysus
dain NO c caitta http://eltex-co.ru/support/downloads n coxpaHune ero Ha KomnbioTepe. [1a 3TOro Haxmurte
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KHOMKY «Bblbepute dann» B none dalin o6HosneHusa M0 v yKaxute NyTb K Gpaiiy ynpasastowen nporpammsl B

¢dopmare .tar.gz.

Ona 3anycka npouecca 0O6HOBNAEHMS HeOBXOAMMO HaKaTb KHOMKYy «3arpysutb dann». [pouecc
06HOB/IEHNA 3alIMET HEeCKONIbKO MMHYT (0 ero Tekywem craTyce 6yAeT yKasaHO Ha CTpaHWLE), nocne yero

YCTPOMCTBO aBTOMATUYECKM NepesarpysuTcs.

He oTKawuaiite nutaHue YyCTPOMCTBA M He BbLINOJIHAWTE ero nepesarpysky B npouecce
we  ob6HoBneHua MNO.

2.6.5.7 NogmeHto «Mepe3sarpyska»

B noameHto «flepe3azpy3xa» BbINOAHAETCA NepesanycK yCTPOMCTBa.

Mepesarpyaka ycTpoicTea

Z NMepesarpysuTs

®

[na nepesarpysku yCTPOMCTBa HaXKMuTe Ha KHOMKy «lepe3arpy3untby. MNpouecc nepesarpysku yCTPOACTBa
3aHMMAET NPUMEPHO 1 MUHYTY.

2.6.5.8MogmeHI0 «ABTOKOHPUTYpUpoBaHue»

B noameHio «ABMOKOHGU2ypuposaHUe»  BbINONHAETCA  HacTpoiKka anroputma DHCP-based

autoprovisioning (aBTOKOHGUrypMpoBaHMe Ha ocHoBe npoTokona DHCP) M npoToKona aBTOMaTUYECKOro
KOHPUryprupoBaHMa aboHeHTCKuxX ycTpoicte TR-069.

AsToKoHdUrypupoEaHue Ha ocHoee npotokona DHCP
MpuopuTET NapameTpoB U3 DHCP options v

Kondpmrypaums

ApTomaTuueckoe obHoBNEHWE HEpH oguUecki L

Daiin koHdurypaLu
(tftp(http):/Idownload. server loc/config_file cfg)

WMuTepean obHoenernA kondurypaumn, ¢ 300

MporpammMuoe obecneveHune

ABToMaTUUeCkDe 0BHOBNEHWE |_|Epl'1 OOguWUEecKKn T

®aiin MO
(tftp(http)://download. server loc/firmware file)

MuTepean obHoenenua MO, ¢ 3600
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ABTOKOHUIYpYpOoBaHKue no npotokony TR-069

Obume
Brniounte knuenTa TR-069
WHTepdedic
Anpec cepeepa ACS
BrnmkouuTe nepuoguueckuii onpoc

Mepuog onpoca, ¢
3anpoc coeguHenua c ACS
Mma noneaceatenn
Mapens
3anpoc coefWHEHMA C KNHEHTOM

Mma nonsaceatena

o

Internet

http://update local: 9595/

o

P

admin

Mapons | s
Hactpoikn NAT
Pexaam NAT STUN
Anpec STUN-cepeepa stun.local
Mopt STUN-cepeepa 3478

MUHMMANEHBIA Nepro cnpoca, ©

MakcumansHeIR Nepyog enpoca, ©

30

60

ABMOKOHGU2ypuposaHue Ha ocHose npomokosa DHCP:

e [lpuopumem napamempoe U3 — [AHHbIM NapameTp onpeaenseTt, OTKyAa HeobxoAMMmO B3ATb
Ha3BaHWA K pacnosioxeHue ¢ainnos KoHbUrypauum n nporpaMmmHoro obecneyeHus:

— Static settings — nytm K ¢ainam KoHoUrypaumm W nporpammHoro obecneyeHus
onpeaensoTcs COOTBETCTBEHHO M3 MapameTpoB «@alin KoHgpuaypayuu» wn «alin MO»;
noapobHee o paboTe aAropMTMa CMOTpUTE B pasaesne 5;

— DHCP options — nytm K ¢ainam KoHdUrypaumm M nNporpaMmHoro obecneyeHus
onpeaenstotca s DHCP-onuwnit 43, 66 1 67 (oA aToro Heobxoanmo ana ycayrn NHTepHer
Bbl6paTb NpoTokon DHCP); nogpobHee o paboTe anropMtma cMoTpuTe B pasaene 5;

o Asmomamuyeckoe 0b6Ho8neHue — AanAa obHoBNEHUS KOHd)MI'ypaLI,VIM MO oTaenbHO MOXHO 334aTb
OAUNH U3 HECKOJZIbKNX PEXNMOB obHoBNEHUS:

— BbiKawoyeHo — aBTomaTMyeckoe o6HOBAEHME KOoHOUIypauunm WAM NPOrpaMmHOro
obecneyeHnn yCTPOMCTBA OTK/IOYEHO;

— [lepuoduyecku — aBTOOBHOBAEHME KOHOUTypauum UAM nporpamMmmHoro obecnedyeHus
yCTpoiicTBa 6yaeT Npon3BOAMTCA Yepes 3a4aHHbI MPOMEKYTOK BPEMEHW;

— [lo pacnucaHuto — aBTOOBHOB/IEHWE KOHQUIypaLuuum uavM nporpammHoro obecrneyeHus
ycTpoiicTBa 6yaeT NpoM3BOAMTLCA B 3a4aHHOE BPEMSA, B YKa3aHHble AHW Heaenu.
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®alin KoHgueypauuu — NoOAHbIA NyTb K danny KoHourypaumm — 3agaétca B dopmate URL (Ha
AaHHbI MOMEHT BO3MOXKHa 3arpyska ¢alina KoHourypaumm no npotokosnam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

rge < server address > — agpec HTTP- unun TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to cfg file > — nonHbI NyTb K paliny KoHUrypaunmn Ha cepBepe;

VHmepean obHOBAEHUA KOHpU2ypayuu, ¢ — NPOMEKYTOK BPEMEHWN B CEKYHAAX, Yepes KoTopbIi
OCYLLECTBAAETCA Nepuoguyeckoe o0bHOBNEHME KOHPUIypauMu yCTPOMCTBA; Bbibop 3HayeHua 0
03HayYaeT 04HOKpPaTHOe 06HOB/IEHME TONILKO CPa3y Noc/ie 3arpy3Kkn yCTponcTBa;

Bpemsa obHoeneHusa ¢alina KoHgpuaypauuu - Bpema B 24-yacoBom ¢opmaTte, B KoTopoe byaer
npounsBoAMTCA aBTOOBHOBNEHNE KOHOUTYpaLUK;

JHU 06HOBMEHUA KOHGUeypauuu - [AHW Hedenn, B KoTopble B 3agaHHoe Bpemsa byaet
NpPOW3BOAMTLCA aBTOOBHOBNEHME KOHOUIYPALUM.

®alin MO — nonHbIA NyTb K dainy nporpammHoro obecrneyeHmna — 3agaértca 8 popmarte URL (Ha
AaHHbI MOMEHT BO3MOKHa 3arpy3Ka daiina MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>,

raoe < server address > — agpec HTTP- unun TFTP-cepBepa (aomeHHoOe ums unu 1Pv4),
< full path to firmware file > — nonHbIi NyTb K dany MO Ha cepBepe;

MHmepean o6HoeneHus [10, ¢ — NPOMEXKYTOK BPEMEHW B CEKyHAaX, 4Yepes KOoTopbIi
OCyLLEeCTBNIAETCA Nepuoanyeckoe obHoOBNEHWE NPOrpaMMHOro obecneyeHns YCTPOMCTBaA; BbIOOP
3HauyeHuA 0 03HaYaeT 04HOKPaTHOE 0OHOB/IEHME TO/IbKO Cpa3y Noc/e 3arpy3Ku yCTPOMCTBa;

Bpema obHosneHus 1O - Bpema B 24-yacoBom ¢opmaTte, B KoTopoe 6yaeT npoussoamTca
aBTOOBHOBNEHWE NpOrpaMMHOro obecneyeHms;

JHu o6HoeneHus O - gHW Hepenwn, B KOTOpble B 3afaHHOe Bpema byaeT Npou3BOAMTLCS
aBTOOBHOB/IEHWE NPOrPAaMMHOro obecneyeHums.

[JeTtanbHoe onucaHuMe anropuUtma aBTOMATMYECKOro OBHOBNEHWS Ha OCHOBE NPOTOKO/1a DHCP
npeacTasaeHo B pasgene 5.

ABMOKOoHpU2ypuposaHue no npomokosay TR-069:

O6wwue:

Braoyume KaueHma TR-069 — npu ycTaHoB/ieHHOM dJare paspeleHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

NHmepdgpelic — BbIGOP MHTepdeica, Yepes KOTopbI ByaeT BbINOJHATLCA aBTOKOHOUTYpPUpOBaHMe
yCTpoiicTBa ana pabotbl no npotokony TR-069. Ecnv Ha wato3e BKAKOYEH UHMepdghelic ynpasneHus,
To fgaHHaa VLAN aBTomaTuMyecku OyaeT mMchnosb3oBaTbcA ans paboTtbl no npotokony TR-069.
HacTpoiika Bbibopa nHTepdelica byaet 3ab1oKMpoBaHa;

Adpec cepsepa ACS — appec cepBepa aBTOKOHGUrypmpoBaHua. Agpec HeobxoaumMo BBOAUTb B
dopmate http://<address>:<port> mnam https://<address>:<port> (<address> — IP-agpec uau
nAomeHHoe ums ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80 ). Bo BTopom
CNyyae KAMeHT byaeT ucnosb3oBaTb 6e3onacHblM npotokon HTTPS ana obmeHa nHpopmaumen ¢
cepBepom ACS. ACS-cepsep dpupmsbl Eltex no ymonuaHuto ncnonbsyet ansa ceasm nopt 9595;
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e BKawyums nepuodudyeckulli onpoc — npu ycTaHOBAEHHOM ¢iare BCTPOEHHbIN KaneHT TR-069
OCYLLECTBAAET NepuoanYeckmii onpoc cepeepa ACS ¢ MHTepBasom, paBHbIM «lepuody onpoca», B
cekyHpax. Llenb onpoca - 06HapyKMTb BO3MOMKHbIE MU3MEHEHUA B KOHPUIYpaL MK YyCTPONCTBA.

e [lepuod onpoca — UHTepBan oTnpasBkn coobueHnit 2 PERIODIC.
3anpoc coeguHeHus c ACS:
Umsa none3osamens, Mapone — vmMa NoAb30BaTeNA U NAPOb ANA AOCTyNa KameHTa K ACS-cepsepy.

3anpoc coeguHEHUs C KIMEHTOM:

Uma nonsv3osamens, laposab — uma NoNb3oBaTena U naponb ana goctyna ACS-cepsepa K kameHTty TR-069.

Hactpoiiku NAT:

Ecnm Ha nyTM mexxay KameHTom u cepsepom ACS umeeT mecto npeobpasosaHue ceTeBbix aapecos (NAT —
network address translation) — cepBep ACS MOMeT He MMETb BO3MOXHOCTW YCTAaHOBUTbL COeAMHEHUE C
KNMEHTOM, EC/IM HE UCMO/b30BaTb ONPEAENeHHbIE TEXHO/IOTMW, NO3BOIAIOWME 3TOr0 M36eKaTb. ITU TEXHONOTUN
CBOAATCA K OMPefeneHuto KAMEeHTOM CBOero, Tak HasblBaemoro nybnauyHoro agpeca (agpeca NAT wam no-
APYromy — BHELWIHEero ajpeca LWAto3a, 32 KOTOPbIM YCTaHOBAEH KaueHT). Onpeaenvs cBOW Nyb6anuHbIN agpec,
KNMEHT coobuaeT ero cepeepy, W cepBep B JajbHeMllem ANA YCTAaHOBJEHWUS COeAMHEHUA C KJANEHTOM
NCNO/b3YeT yXKe He ero JIoKabHbIN agpec, a Ny6anYHbIN.

e Pexcum NAT — onpegensaet, Kakum obpasom KAMEHT AO/KEH NOAYYUTb MHOOPMALMIO O CBOEM
nyb6anyHom agpece. BOo3MOXKHbI cneaytoLime pexumsi:

— STUN - ncnonb3oBaTb npotokon STUN ana onpegeneHuns nybaMyHoro agpeca;

—  Manual — py4HON pexkum, Korga nybandHbl agpec 3a4aeTcs ABHO B KOHOUrypauuu; B
3TOM peXMme Ha ycTponctse, BbinoaHawowem ¢yHKuMn NAT, Heobxoammo [06aBUTb
npasuno npobpoca TCP-nopTa, Mcnonbayemoro kKaneHtom TR-069;

— Off — NAT He Mcnonb3yeTca — AAHHbLIA PEXUM PEKOMEHAYETCA WUCNO/b30BaTb TOJIbKO
KOrza yCTpOMCTBO NoAgKatodeHo K cepsepy ACS Hanpamyto, 6e3 npeobpa3oBaHuMA ceTeBbIX
afpecos. B aTom cnyyae nyb6anyHbIN afpec cOBNAAAET C JIOKaNbHbIM aflpeCOM K/MEHTa.

Mpu BbibOpe pexkmma STUN HeobxoanMo 3a4aTb C/ieayoLmne HacTPOIKu:

Adpec STUN-cepsepa — IP-agpec nnmn gomeHHoe umsa STUN-cepsepa;

Mopm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuio 3HayeHue 3478);
MuHumaneHsil nepuod onpoca, ¢ U MakcumansHbill nepuod onpoca, ¢ — onpeaenstoT
WHTEPBa/N BPEMEHM B CEKYHAAX ANA OTNPABKM Nepuoamnyecknx coobuieHnin Ha STUN-
cepBep C Lenbio 0bHapyKeHUsa nsmeHeHma nybanyHoro agpeca.

Mpu BbIBOpE pexkuma Manual ny6ANYHBIN agpec KNMeHTa 3a4aeTca BPy4YHyto Yepes napameTtp Adpec
NAT (appec HeobxoamMmo BBOAMTL B popmaTe IPv4).

/ Ona KoppeKTHoM paboTtbl ¢ ACS-cepsepom 3a NAT mMHUManbHblii nepuog onpoca STUN-cepsepa
BO/KeH 6biTb MeHbLUe, YeM MaKCMMasibHoe Bpemsa coxpaHeHus ceccum NAT-ycTpoiicTBOM.

Mo npoTokosy TR-069 BO3MOXHO MPOM3BECTM MOJNHOE KOHPUrypupoBaHue ycTpoicTsa, obHoBAeHUe
nporpammHoro obecneyeHus, yteHue uHbopmauumn ob ycrpoincrtee (Bepcua MO, moaenb, CEPUAHbIA HOMEpP U
T.4), 3arpy3Ky 1 BbIrPy3Ky Lenoro ¢aina KoHpurypauum, yaaneHHyo nepesarpysKy yCcTpoicTea (noaaepskaHbl
cneymdumkaumm TR-069, TR-098, TR-104).
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[nAa BCTynaeHus B CUAy HOBOM KOHQUIrypaLuuu M 3aHECeHWA HACTPOEeK B IHEProHe3aBUCMMYHO MamATb
HaXXMUTe KHONKY «[TpumeHUMb». AN OTMEHbl USMEHEHWNIM HaXKMUTE KHOMKY «OmMmeHa».

2.6.5.9MNogmeH0 «UHTepdeiic ynpaBaeHUa»

MeHto No3BONSET HAaCTPOUTb CETEBON MHTepdelc ANa opraHnM3auum CeTeBoro yrnpaBaeHusa yCTpoMCTBOM,
ncnonbaya npoTtokonbl HTTP, HTTPS, Telnet n SSH.

WHTepdelic ynpaeneHus

Brniodute wHTEpcheiic ynpaenersns ¥

Tun gectyna Tagged v
YLANID 20

802.1P 0 v

Mpotokon DHCP r

AnbTepHatuedbit Vendor (D (onuwa 60)
Wrcpopmauma arenta DHCP Relay (Onuua 82)
MepeuuHbil DNS

Bropuuseii DNS

Braoyume uHmepdgelic ynpasaeHUs — Npu yCTaHOBAEHHOM dnare ynpasiaeHWe YCTPOMCTBOM
Npon3BOAMTCA Yepe3 AaHHbI MHTepdenc;

Tun docmyna — 3a8aeT pexnum paboTbl HTepdeica:

— Tagged — paHHble nepegatoTca NHTepdencom ¢ ucnonboBaHmem 3agaHHoro VLAN ID;
— Untagged — paHHble nepegatotca nHTepdelicom 6e3 ncnonbsosaHus VLAN.

VLAN ID — naeHTudumKaTop Ana BblaeneHuns nHtepdelica B BUPTyasbHYO SIOKA/IbHYIO CETb;

802.1P — npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAMBaeEMbI Ha
nucxoasawme ¢ gaHHoro uHTepdeliica IP-naketbl. NMpuHUMaeT 3HaYeHns ot 0 (HU3WKiA NpuopuTeT)
0o 7 (HamBbICWIXI NpUOPUTET);

lMpomokos — BbI6OP NPOTOKONA Ha3HAYeHUA agpeca Ha UHTepdeic:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoaMmble HacTpolikn Ha WAN-
MHTepderc HasHavaloTca Bpy4Hyto. Mpu Bbibope TMna «Staticy ana pepakTMpoBaHuA
CTaHYT AOCTYMNHbI Cneaytowme napameTpbl:

= |P-adpec — ycTaHoBKa IP-agpeca nHtepdeica ynpasaeHus;

*  Macka nodcemu — macKka noacetn nHtepdeica ynpasneHus;

= [lIno3 no ymon4yaHuto — IP-agpec ceTeBOro Ww/03a No ymoay4aHuo uHTepoderica
ynpasieHus;

=  [lepsu4Hoblli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepBepoB, HEO6X04MMbIX
417 paboTbl NPOTOKO/I0B aBTOKOHPUIYPMPOBaHMA LW/O3a, HACTPOMKa KOTOPbIX
npomn3BOoAMTCA Ha cTpaHuue Cuctema — ABTOKOH$UrypupoBsaHue.
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— DHCP — pexum paboTbl, npun KoTopom IP-agpec, macka noacetn, agpeca DNS-cepsepos u
Apyrve napameTtpbl, Heobxogumble aaa paboTbl UHTepdelica (Hanpumep, cTaTUYecKue
MapLpyTbl), 6yayT nonyyeHsl oT DHCP-cepBepa aBTomatuyecku. Ecnum oT npoBaiigepa He
yAaétca nonyumtb agpeca DNS-cepsepos, Bbl moxeTe Ha3HauMTb UX BPYYHYHO B NOAAX
«lepsuyHbili DNS» v «BmopuuHbili DNS». Aapeca, 3afiaHHble BPY4YHYlO, OyayT MMeTb
npuoputeT Hag agpecamu DNS-cepsepos, noaydeHHbIMKU No NpoTokoay DHCP.

Ons npotokona DHCP nmeeTtcs BO3MOXKHOCTb 3a4aTb HeobxoaAnMMoe 3HaYeHune onumm 60.

e AnbmepHamusHbili Vendor ID (onuua 60) — npyn ycTaHoBAeHHOM daare yCTPOMCTBO NepeaaéT B
DHCP-coobuweHuax B onumm 60 (Vendor class ID) 3HaueHue 13 nonsa Vendor ID (onuma 60). Mpwu
nycrom nose onuus 60 B coobueHusax npotokona DHCP He nepeaaéTca.

Ecnn dnar AnemepHamusHeili Vendor ID (onyus 60) He ycTaHoBneH — B onuun 60
nepegaercsa 3Ha4YeHue No yMmoa4aHuio, KOTopoe MMeeT caeaytowmii popmar:
[VENDOR:npoussoguTens][DEVICE:T1n ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec nHtepdeica WAN][LAN:MAC-agpec nHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

e UH@opmayus azeHma DHCP Relay (onyus 82) — npw ycTaHoBAeHHOM dnare no3sonset AobaBUTb
8 DHCP-3anpoc:

—  WoeHmugpukamop uenu azeHma (Onyus82) — nossonser pobasuTb B DHCP-3anpoc
onumio 82, nogonuuto 1 - Agent Circuit ID;

—  UdeHmugukamop ydaneHHoz2o azeHma (Onyus82) — no3sonsaeT aobasmTts B DHCP-3anpoc
onumto 82, nogonuuto 2 - Agent Remote ID.

Cnucok wucnonbsyemblx DHCP-onuuii Ha Kaskgom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 33a4aBaTb Bpy4Hyt0. MHOpMaums No HacTpoiKe CnMcKa NpeacTas/eHa
B NPUNOXeHUN B.

[na BCTYNAEHUA B CUAY HOBOW KOHOUIypaumuM M 3aHECeHMA HACTPOEK B SHEProHe3aBMCUMYIO NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».

2.6.5.10 MNoameHo «CeptudunKatbi»

Ceptuchukatbl
Tvn ObwWwee UMA OpraHnsauns
KOpHEeBO#H cepTuMKaT 192.168.1.1 Eltex
KNUEHTCKMA cepTUdMKaT 192.1668.1.1 Eltex

WEB-CcepTHHKaT 192.168.1.1 Eltex Ent

MNoameHio «Cepmugukamesi» NO3BONAET NPOCMATPMBATb, CKauMBaTb W 3arpyKaTb Ha YCTPOMCTBO
cepTMdMKaThl 414 UCMONb30BAHUA B 3aLLMLLEHHbIX coeanHeHnax TLS.
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KopHeBoW ceptuduKkar

KopHeBoi cepTUPUKAT MCNONb3yeTcs AN NPOBEPKM MNOAJMHHOCTA CepTUMKATOB MNPU BXOAALLMX

coeguHeHunax. ITot cemechKaT AO0/IKEH 6bITb noanncaH UeEHTPOM aBTOpU3aUnn.

KopHeBoll ceptudukar

CepTudmkaT

CepuiHbIA HoMep

CA9F:FB:C4:A3:CC9C:4F

Hepeiicteutened go 16.06.2017
HepeficteuteneH nocne  16.06.2018
WMA nony4aTtens
Obwee uma - 192.168.1.1
Opravuzauna  Eltex

LONOMHUTENEHEIE AOMEHHEIE apeca  —
LleHTp aETOpHU3aLUK

Obwee uma 19216811

Opravuzauna  Eltex

Onepaunmn ¢ cepTUdMKaTOM

CKadaTb CepTMdHKaT C yCTpoAcTBa * CrauaTb

3arpyanTh CEpTUPUKAT Ha YCTPONCTED BriGepuTe cpaiin | Paiin He BbiGpaH

€ Hasag

e CepuliHblli HOMepP — CEePUNHbIN HOMep BbIBPaHHOTo cepTUdUKaTa;
e HedelicmeumeneH 0o — paTta Havana AencTens ceptTudmKaTa;
e HedelicmeumeneH nocsne — pata OKOHYaHUA feNcTBUA cepTUdUKaTa;

e UVMsa noayyamens — [aHHble O noJsyyatene ceptuoukata (Obwee wvma, OpraHusauus,
[ononHunTenbHble AOMEHHble agpeca);

e LlleHmp asmopu3ayuu — AaHHbIe O LeHTpe aBTopusaumm (Obuwee nma, OpraHnsayus).
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KnuneHTcKunin ceptudmkar

KnneHTcknin - cepTMdmKAT MCNONb3YETCA NpPU  UCXOZAWMX COeAMHEHMAX Mo npoTokony SIP ¢
ncnonb3osaHnem TLS.

KnneHTtckuin ceptudukar

CEPTHCPHICEIT
CepuiHEIA HoMep  AB45.TE84:9D:39:51.F7
HegeicteuTenes go  16.06.2017

HenencteuTened nocne  14.06.2027
Wmsa nony4aTtens

Ofwee mmr - 192.168.1.1
Opradusauma  Eltex

[oNonHUTENEHBIE A0MEHHBIE agpeca  —
LeHTp aETOpHUZaLNK (CAMONOANNC AHHEIN cepTUdNKaT)

O6wee uMa - 192.168.1.1

Oprannsauyns  Eltex

Onepaynu c cepTUgMUKaTOM

CKayaTb CEpTUDUKAT C YCTPOICTES  CkauaTb
3arpy3uTb CepTMMUKET Ha YCTPORCTED BuibepuTe cpaiin | Pailn He BeIOpaH
| i s S——

€ Hazag

o CepuliHbili HOMep — cepUnHbIN HOMep BbIBpPaHHOIo cepTUdPUKaTa;
e HeodelicmeumeneH 0o — paTta Hayana gencrTeuns ceptudmKkaTa;
e HedelicmsumeneH nocse — pata OKOHYaHUA AeNCTBUA cepTUDUKAT];

e Wmsa nosnydyamens — [OaHHble O nosyyatene ceptuédukata (Obwee wmsa, OpraHusaums,
[ononHuTenbHble JOMEHHble agpeca);

e LlleHmp aemopu3ayuu — AaHHbIe O LeHTpe aBTopusaumm (Obuee uma, OpraHnsaums).
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WEB-ceptudukar

WEB-ceptudumKaT ncnonbsyetca npu goctyne Kk Web-koHdurypatopy yctpoiictea no npotokoay HTTPS.

WEB-ceptudukar

Ceptudmkar
CepuAHbIA HoMep BB 9D 44:EEFC:05:258E
Hepedcteutened oo 14.09.2016

HeneicteuTenen nocne  01.10.2084
MMA nonyyaTtens

Ofwee uma  192.168.1.1
Opranusauna  Eltex Ent

OoNonHUTENBHEIE AOMEHHBIE aapeca  —
LleHTp aBTOpHMZaLMK (CAMONOANNUC AHHEIA CepTHHNKAT)

Ofwee mmr  192.168.1.1

Opranusauma  Eltex Ent
Onepaynn ¢ cepTUdgnKaToM
CKadaTb CepTMMUKET C YCTpORCTEA ™ Cravatk

3arpysuTb CepTMHKET Ha YCTPORCTED BriGepuTe (aiin | $aiin He BbiGpaH
| S I — E——

€ Hasag

e CepuliHblli HOMepP — CePUNHbIN HOMep BbIBPaHHOro cepTUdUKaTa;
e HedelicmeumeneH 0o — paTta Havana AencTBua cepTudMKaTa;
e HedelicmeumeneH nocne — paTa OKOHYaAHMA AENCTBUS CepPTUPMKATA;

e UVMsa nonyyamens — [aHHble O noJsyyatene ceptuoukata (Obwee uma, OpraHusauus,
[ononHunTenbHble AOMEHHble agpeca);

e LleHmp asmopu3ayuu — AaHHble O LeHTpe aBTopusauum (Obuwee nma, OpraHnsaums).
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2.6.5.11 NogmeH0 «JoNONAHUTENbHbIE HACTPOUKNY»

B noameHto «JornosHuUmMenbHble HACMPOUKU» MOMXHO BKAOYNTL UPNP.

UPnP

Brnioynte UPNP - &

3apeszepsupoBanHsle VLAN ID

HauanbHei VLAN 1D 1

Koneunsid VLAN 1D 6

e Bkawouumes UPnP — npwu yctaHoBneHHom ¢are npotokon UPnP 6yaet aktuseH. Mpotokon UPnP
NCNOJIb3yeTCs HEKOTOPbIMKU NpuaoKeHuamu (Hanpumep, DC-kAneHTamu, Takumm Kak FlylinkDC++)
O17 aBTOMaTUYecKoro cosgaHua npasun npobpoca TCP/UDP-noptoB, MCMOAb3yeMbIX 3TUMU
NPUIOXKEHUAMM, Ha BbIWECTOALWEM MaplpyTusatope. PekomeHayetca Bkatouute UPNP ana
obecneyeHunsa paboTbl cepBucoB obmeHa dpaliiamm B ceTu.

3apesepsuposaHHeie VLAN ID

3apesepBupoBaHHbie VLAN ID HeobxoamMmbl A1 BHYTPUCUCTEMHbIX HYXKA, L1033 U MOTYT ObITb U3MEHEHDI
B 3aBMCMMOCTU OT ucrnosnb3yemoro Ha cetu VLAN ID:

e HauyanbHbit VLAN ID — HayanbHoe 3HadeHue uaeHTUduMkatopa VLAN B 3ape3epBUMPOBAHHOM
AnanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

e KoHeuHblt VLAN ID — Ha4vanbHoe 3HauyeHue unaeHTUduKatopa VLAN B 3ape3epBMPOBAHHOM
AnanasoHe. [aHHaa HacTpoKa HenoCTynHa [ANA pPefaKkTUPOBAHUA UM paccyuTbiBaeTcA
aBTOMAaTUYECKM.

[na BCTYNAEHUA B CUAY HOBOW KOHOUrypaumu M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYID NaMATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». N OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».

2.7 MOHMUTOPUHT cUcTeMbl

[ns nepexofa B peMM "MOHUTOPUHT cUCTEMbI" Ha NaHeNu cieBa Bbibepute NyHKT K MOHUMOpPUH2».

, ‘ Ha HeKkoTOpbIX CTpaHUUaAX He peasin3oBaHO aBTOMAaTU4YeCKue obHOoBNEHUE AdHHbIX MOHUTOPUHrA

= OBHOEMTE

ycTpoicTea. Ans nonyyeHUs Tekyuweit MHGoOpMaLMK C YCTPOMCTBA HAXKMUTE KHOMKY

2.7.1 TMopgmeHto «NHTEpHET»

B nogmeHio «MMHMepHem» oCyLw,eCcTBASETCA MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOMCTBA.
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Beixong B MIHTepHeT

MonknoYeHe K CeTH MNposopHoe

MpoTokon pocTyna DHCP

IP-agpec 192.168.1.80
JomeHHoe uMa myhostrg54.ddns.net
Cratyc D-DNS Pernctpauvs ycnewHa

Z O6HoBUTE

Bbixo0 8 lHmepHem

e [loOKawyeHue K cemu — crnocob MOAKAYEHUA K CeTU nepegaun AaHHbIX. Hactpoiika
nogKtoYeHus nponssoautca B pasgene Cetb — UHTepHeT:

— [lposodHoe — NOAKAOYEHME K CeTM npoBalfepa OCyLWEeCTBASETCA MNOCPEACTBOM
coegMHeHMA MeHbIM NN ONTUYECKMM NaTy-Kopaom c noptom WAN;

— 3G/4G USB-mo0em — noaknoyeHue K ceTu npoBaigepa ocyuiectensetca yepes 3G/4G
USB-mogem, noagkntodeHHbIn K nopTy USB Ha 3agHe naHenun ycTpolicTsa.

e [Ipomokon docmyna — NPOTOKOA, UCNONb3YEMBIN AN AOCTYNA K ceTU VHTepHET;
e |P-adpec — IP-aapec ycTpoWCcTBa BO BHELWHEN CeTH;

e IP-adpec 8o sHympeHHeli cemu npoesalidepa — IP-agpec, KOTOPbI MCNOb3YeTCcA BO BHYTPEHHEN
ceTu npoBaigepa ANs AOCTYNa K NOKaNbHbIM CETEBbIM pecypcam nposaiaepa.

Echn BblbpaH cnocob noaknoveHMa «ABTOMATUYECKM NepexoguTtb Ha pe3epBHbIA  KaHany,
oTobpakaeTcsa ABa NOAKAOUYEHUA, ANSA KOTOPbIX A4OMNONHUTENbHO BbIBOAATCA CeAytolme NoNs:

e Hanu4ue ceA3u — NoKasblBaeT 4OCTYMNHOCTb ping-cepBepa Yepes AaHHOE NOAK/IIOHEHNE;

e AKMUBHOCMb — MOKa3blBaeT, uYTo MHTepdeic UCNoab3yeTca Aaa nepesayv Nnonb30BaTeIbCKUX
AaHHbIX.

2.7.2 NopgmeHto «IP-TtenedpoHnA»

B noameHio «IP-menedoHua» OCYLLECTBAAETCA MPOCMOTP COCTOAHMA ceTeBOro WHTepderica VolP,
MOHWUTOPUHT aBOHEHTCKMX KOMMJIEKTOB WM COCTOAHMA PerucTpaumMm rpynn Bbi30Ba, TECTUPOBAHUE JIMHUNA,
MOHUTOPUHT IMS.
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CocToAHMe ceTeBoro wHTepdenca VolP

IP-agpec 192.168.1.20

MOHUTOPKMHT aDOHEHTCKMX KOMMMEKTOR

TNokantHBIA Hcrekaer CocToRHue COCTORHME  YOaneHHbIH COCTORHWE  YOaneHHbIn Tect CTatMcTHka
TNMuxma Perucrpauyua
HOMEP yepes NHHUKA Bbizcea 1 aboneHT 1 BEbizoea 2 aboneHT 2 NHHHK FX5
1 001 OTEMoMEHa HeakTiena Tect Mokasars
&
v 2 002 OTkmioueHa HeakTiena TecT Mokasars
. 3 003 OTEMoMEHa HeakTiena Tect Mokasars
4 o004 OTEnoueHa HeakTueHa TecT Mokasars
B |
MoHUTOpMHr rpynn Bei3oBa
Hma rpynnist COCTORHHE Homep Tenedona CNHCOK NUHAR PeructpaumMa HcTekaeT 4epes Anpec cepeepa
Groupi Brricuena 005 1,34 OTkmioaeHa
Group2 Brikniuena OTkmoueHa
Group3 BrikniHeHa OTrmo4eHa
Group4 BoikniHeHa OTrmoseHa
Groups BrENKMEHS OTemouseHa
MoHuTopuHr IMS
MuHna 1 2 3 4
Ynpaeneswme c IMS Bokneuero | BoknideHo | Bokenededo | Boikneueno

TpExCTOPOHHAR KoHDEepeHLMA - - - -
YaepraHne Bulz0sa - - - _
Cr# aHHE BbIS0EE - - - -
lopAyaaimennan nuHKA - - - -
Homep ropadyei nHUM - - - -
TanmayT ropASed THHIK, © - - - -

WA yenyru "Tlepenaqa Enisoea” - —_ _ _

CocmosHue cemeso2o uHmepgetica VolP

e |IP-adpec — IP-agpec ceTeBoro uHtepdeiica ycnyrm VolP.

MoHuUmopuH2 aboOHEHMCKUX KOMI/1EKMO8

e JIuHUA — Homep abOHEHTCKOro KOMMNJ/IEKTa YCTPOWCTBa;

e JloKkanbHbIli HOMep — Homep TenedoHa abOHeHTa, 3aKpenaeHHbld 33 AaHHbIM abOHEHTCKMM
nopTom;

e Peaucmpayusa — cocToAHMe perncrpaumm tenedoHHOro Homepa rpynnbl Ha NPOKCU-CeEpBepE:

—  OmksnoveHa — GyHKLMA peructpauumn Ha SIP-cepeepe BbIKIOYEHA B HACTPOMKax Npoduns
SIP;

— OwubKa — npoueAaypa perncTpaumm 3akoHInAach Heydaden;

—  BbinosnHeHa — npoueaypa perncrpaumm Ha SIP-cepBepe BbINOJHEHa YCNELIHO.
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e Vcmekaem yepe3 — BpemMa A0 UCTeYEHMA pernctTpauumn aboHeHTCKoro nopta Ha SIP-cepsepe;

e Adpec cepsepa — afpec cepBepa, Ha KOTOPOM MOC/IEAHMI pa3 Npoluia perncrpaumnio aboHeHTcKan
NNHUA;

e CocmosHue AuUHUU — COCTOAHUE OU3UYECKON AUHUU. JIMHUSA MOXKET HaxoAuTbCA B OAHOM W3
cnefyroumx COCTOAHNIA:

— He akmusHa — TenedpoHHas Tpybka nonoxkeHa (NM60 abOHEHTCKMIA NOPT BbIKAOUYEH),
HOpMa/sibHasA pPaboTa;

— AKmusHa — TenepoHHan Tpybka NoAHATa; B ANHUIO BbIAAETCA CUrHan OTBETa CTaHLUM,
nnbo curHan KMNB, nnbo curHan owmnbku, AM60 NMHUA HaXxoAUTCA B COCTOSSHUKM Pa3roBopa;

— [ocbinka 6bi306a — Ha TenepoH MNOAAETCA BbI3bIBHOW CUrHaA (Npuv MNoOCTyneHuu
BXOAALLErO 3BOHKA);

— TecmuposaHue — 3anyLeH NPoLEecc TECTUPOBAHUA IMHUM.

e CocmosAHue 8bi308a 1, 2 — KaXKablit aBOHEHTCKMIA NOPT MOXKET 0AHOBPEMEHHO noaaep»KusaTb A0
ABYX CeaHCOB CBA3W. B AaHHOM nose oTobparkaeTca COCTOAHME Bbi30Ba C COOTBETCTBYHOLLMM
yAaneHHbIM abOHEHTOM. BbI30B MOMKET HaX0AMTbCA B OAHOM M3 C/IeAyHOLLMX COCTOAHNIA:

— Habop Homepa — ocywecTBaseTca Habop Homepa ¢ TesiepoHHOro annapara;

— 3aHAMO — BbI30B MO KakUM-1Mb60 nNpuyMHam oTbUACcA, B JIMHUIO BbIAAETCA CUrHaN
«3aHATOY;

—  Ucxodauwuli 861308 — OCYLLECTBNAETCA BbI30B yAaNeHHOTO aboHeHTa, B IMHUIO BblAaETCA
curdan KMB;

—  Bxooswuli 8bi308 — Ha TenedoHHbIM NOPT NOCTynaeT BXOAAWMKA BbI30B, B JIMHUIO
BblaEeTCA BbI3bIBHOW CUTHAN;

— Pa32080p — yCTaHOB/IEHO Pa3roBOPHOE COeAMHEHWE C YAANEeHHbIM abOHEHTOM;

—  BcmpeuyHblili Ha yoepuaHuU — yaaneHHblt aboHeHT NOCTaB/IeH Ha yaepyKaHue;

—  JIoKanbHbIl HA yOepHaHUU — NOKaNbHbIA aBOHEHT NOCTaB/EH YAaNeHHbIM Ha YAepKaHue;

— OwubKa, nonoxcume mpybKy — B NUHUIO BblAAETCA CUrHAN OWWOKWU. CUTrHanN owWMBKK
06bIYHO BblAAETCA MO UCTEYEHUM TaliMayTa BblAayn CUrHana «3aHATO» (HacTpauBaeTca
OTAENbHO AR KaXA0M MHUM), Koraa 3abblin NON0XKUTbL TPYOKY TeniedoHa.

e YOaneHHsIli aboHeHm 1, 2 — Homep TenedoHa yaaneHHoro aboHeHTa KaxK4oro ceaHca CBA3M.

e Tecm sAUHUU — MO KHoMKe TecT 3anycKaeTcAa MPOLECC TecTMpoBaHWA aboOHEHTCKOW AuHuKM. O
cTaTyce npouecca cBuAeTenbcTByeT obpaTHblid Talimep (B cTonbue «CocToAHME SIMHUKU®),
CUrHaNM3UPYOWNn 06 OCTaBLUEMCA BPeMeHMU TecTa. Henb3s 3anycTUTb TeCT OAHOBPEMEHHO Ha
HECKONIbKUX AUHMAX. [podonxkutenbHocTb Tecta — 80 cekyHA. Ha Bpema TecTa aboHEHTCKUiA
KOMMIEKT 6I0KMpyeTCA — COBEPLUIATb U NPUHMMATL 3BOHKM ByAeT HEBO3MOMKHO.

JNokaneHe Uctekaer Adpec CocToAHNE YaaneHHsi CocToAHNe YpaneHHsl TecT
JIHnAa Pernctpauna CocToAHNE AIMHNK . _ . _
HoMep Hepes cepeepa Ebli0oBa 1 AGOHEHT 1 Ebl3OED 2 AGOHEHT 2 ANHUN
1 20000 ECcTh 000612 192.168.16.250 { TecTMOOBaHME (73]
Mo OKOHYaHMM TecTa Pe3yNbTaT MOXKHO NOCMOTPETb, HaXKaB Ha KHOMKY ... B CTON6Le «TecT AMHUM».
PesynbTaTt npeacraBaseTca B BUAE Tabanupbl U COAEPXKUT CNeayroLLMe AaHHbIE:
e [laTaTecta
e [locToAHHOE CTOpPOHHEee HanpaxeHue Ha nposoge A (TIP)
e [locToAHHOE CTOpPOHHEee HanpaxeHue Ha nposoge B (RING)
e [lepemeHHOe CTOpPOHHee HanpsKeHue Ha nposogae A (TIP)
e [lepemeHHOe cTOpPOHHee HanpsxKeHue Ha nposose B (RING)
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e HanpsyeHue NUTaHUA TMHUK

o [lonepeyHblit ToK (TOK B INHMK)

e TMpoaonbHbili TOK (TOK yTeYKK)

e ConpoTusneHue mexay nposogamu A (TIP) n B (RING)

e ConpoTusneHue mexxay nposogom A (TIP) u 3emnéit

e ConpoTusneHue mexay nposogom B (RING) n 3emnéi

e EmkocTb mexay nposogamu A (TIP) n B (RING)

e EmkocTb mexay nposogom A (TIP) n 3emnéii

e EmKocTb mexay nposogom B (RING) u 3emnéin

e TenedoHHbI annapaT — nHGOPMaLMA O HANMYMK NogKNtoYeHuA TA (TenedoHHoro annapara).

Mpumep pesynbraTa TecTa AMHUK 1:

Peaynetat Tecta: [TMHWA 1

Data Tecta 12:03:35 24122019
MocToRHHOE CTOPOHHES HANPAXEHWE Ha npoeoge A (TIP) 0114408 B
[MocToRHHOE CTOPOHHES HANPAXeHWe Ha npesoge B (RING) 0110055 B
MepemerHoe cTOPOHHES HANPEREHWE Ha npoeoae A (TIP) 0.029530 B

MepemeriHoe cTOpOHHES HAaNpTKeHWe Ha npoeoge B (RING)  0.024119B

Hanpr:xeHne NUTAHWA NMHKK -51.755463 B
MonepesHsIA ToK 0.415014 m&
MpogonsHEN ToK 0.383402 mA
Conpomwenesne mexgy nposcgamm A (TIP) n B (RING) 1168 946167 xOm
ConpoTwenexne mesxgy nposogom A (TIP) u semnén 545 660533 xOm
Conpomvenesve mexgy npoeogom B (RING) w semnén 392 071228 xOm
EmrocT Mexay nposodami A(TIP)w B (RING) 50 HT

EmrocTh Mesay nposoaom A (TIP) W 3emnei 50 HT

EmrocT mexay nposofom B (RING) v semnén 50 HT
TenedoHHbIA annapar He nogrmcqes

& YOanuTe ¥ JakpeITE

e Cmamucmuka FXS — oTobpakaeT KOIMYEeCTBO BXOAALLMX U UCXOAALLMX 3BOHKOB, MOCTYMMUBLUMX Ha
MOpPT, a TaKKe NociegHN HabpaHHbIA Homep.

CratucTuka FXS: Numna 1 %

MocneaHWA HabpaHHBIA HOMED 6001
Honn4ecTEo EX0IALMY SE0HKOB 1

KonW4ecTED MCXOORLUMX JBOHKOE | 2

X JakpeTh ‘% CHpoC CTaTMETHEM

Moa Ttabnuuein MOHUTOPUHTAE aBOHEHTCKMX KOMMJIEKTOB HAaXOAATCA KHOMKW ANA NPUHYAMTENbHOM
perucTpauumn namM oTMeEHbI permcTpaLmm BbIbpaHHbIX ANHWUIA.
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MoHumopuH2 2pyrnn 86i308a

Vims epynnel — Ha3BaHWe rpynmnbl BbI30BA;

CocmosiHue — COCTOsIHWE TPyNMbl BbI30BA: BK/OYEHA UM BbIK/IOYEHa;

Homep menegpoHa — Homep TenedoHa, 3aKpenNeHHbIV 3a rpynnoli BbI30Ba;

CrnucokK AuHuUl — CNUCOK NIMHUI (NOPTOB), KOTOPbIE BXOAAT B rpynny;

Peazucmpayus — cocToAHMe perncrTpaumm tenedoHHOro HomMepa rpynnbl Ha NPOKCU-CepBepe:

—  OmKnyeHa — GyHKUMA perncrpaumm Ha SIP-cepBepe BbiKAOUYEHA B HAaCTPOMKax npogunis
SIP;

— OwubKa — npoueaypa perMcTpaummn 3aKkoHYNAaCb Heyaadel;

— BeinonHeHa — npougeaypa permctpaunm Ha SIP-cepsepe BbINO/IHEHA YCNELLHO;

Ucmekaem yepe3 — Bpema 40 UCTeYEHUA PerncTpauum rpynnbl BbisoBa Ha SIP-cepsepe;

Adpec cepsepa — agpec cepsBepa, Ha KOTOPOM MOC/AEAHUI pa3 Npoluaa peructTpaumio rpynna
BbI30Ba.

MoHumopuHz IMS

MoHUTOpMHT IMS NoKasbiBaeT COCTOAHME HEKOTOPbIX YCAYr (aKTMBMPOBaHa WM He aKTMBMPOBAHA) Ha
KaXKaoiN abOHEHTCKON MHMM, NPU YCNOBUU, YTO HA 3TOM NIMHUKM paspeLleHo yaaNeHHoe ynpaB/ieHne ¢ cepsepa
IMS (IP Multimedia Subsystem).

YnpasneHue ¢ IMS — noOKa3blBaeT, BK/AYEHO WAM HET yAaneHHOe YynpasieHue ycayramu
aboHeHTCKoW nnuHUK ¢ cepeepa IMS (HacTpamBaetcs B npodune SIP, cm. nogmeHio «Mpodunu
SIP»);

TPEXCMOPOHHAA KOHepeHUus — NOKA3blBAET, NPULLAA UAN HET KOMaHAA Ha aKTUBALMIO YCAyru
«TPEXCTOPOHHSAA KOHbepeHUMs» ¢ cepsepa IMS;

YOepxaHue 8613080 — NOKa3bIBaET, NPULLIA MW HET KOMaHAa HA AaKTUBALMIO YCAyrn «Yaep»KaHue
BbI30Ba» € cepsepa IMS;

OxcudaHue 8bi308a — NOKa3bIBaET, NPULLNA UM HET KOMaHAA Ha aKTUBaUMIO ycnyrn «OxKuaaHue
Bbl30Ba» c cepsepa IMS;

lopAavyaa nuHUA — NOKa3bIBaeT, MPULIAA UAM HET KOMaHAA Ha akTMBauuto ycayrm «lopadasa IMHNA»
c cepsepa IMS;

Homep 2opayeli nuHuu — nokasbiBaeT Homep TenedoHa Ana ycayrm «Fopavas NMHUA» B KOMaHAe
aKTMBauum oT cepsepa IMS;

Talimaym eopsaveli AuHUU, ¢ — NOKasblBaeT TalmayT Habopa ana ycayrm «lfopsyaa AuHMA» B
KOMaHAe aKTuBauum ot cepsepa IMS.

Ums ycnyau «llepedaya 8bi308a» - NOKa3bIBaeT 3afaHHOE UMSA ycayru «lMepeaaya BbI30BaAY.

' —yc/yra akTMBMPOBaHa;

X —ycnyra He aKTUBMPOBaHa.
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2.7.3 NopmeHio «Ethernet-noptbi»

B noameHto «Ethernet-nopmei» BbINOAHAETCSA NPOCMOTP cocToaHMA Ethernet-nopTtos ycTpoincTsa.

CocTogHue Ethernet-noptos

Moprt MogknyeHne CropocTe Pexum MepepaHo MpuHATO
VAN Brn 100 MBuTic Full-duplex 1.4 MBaiT (1 493 435 GaiT) 516.7 MBaiT (541 842 450 GaiT)
LAN Bhikn

Z OBHOBHTE

CocmosHue Ethernet-nopmos

e [lopm — Ha3BaHue noprTa:

—  WAN — nopTt BHeLWHel ceTu;
— LAN — nopT noKanbHOM ceTu.

. MoOdKnoyeHue — cocTosiHue NOAKNKOYEHUA K AaHHOMY MOPTY:

BKn1. — K NOPTY NOAKNHOYEHO CETEBOE YCTPOMCTBO (IMHK aKTUBEH);
BbIKA. — K MOPTY HE NOAKNOYEHO CeTeBOe YCTPOMCTBO (IMHK He aKTUBEH).

e CKOpocmb — CKOPOCTb MOAK/IIOYEHUA BHELLHEro CeTeBoro ycTpoicrsa K nopty (10/100/1000

M6éut/c);
o Pexcum — pexmm nepenayn AaHHbIX:

—  Full-duplex — nonHbIit gynnekc;
— Half-duplex — nonygynnekc;

e [lepedaHo — KONMYECTBO NepesaHHbIx 6alT ¢ NopTa;

e  [IpUHAMO — KONINYECTBO NPUHATbLIX BAT NOPTOM.

[na nonyyeHuns Tekyulein nHpopmaumm o coctoaHnn Ethernet-noptos HaxkmmTe KHONKY «OBHOBUTHY.

2.7.4 MNogmeHto «<DHCP»

B noameHo « DHCP» MOXHO MOCMOTPETb CMIUCOK NOAKNOUEHHbIX K LAN-MHTepdency ceTeBbiX YCTPOMICTB,
KOTOpbIM 6bliM HasHayeHbl IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe Bpema [0 UcTedyeHusa apeHgbl IP-

agpeca.

Cnucok DHCP-knneHTOB

MAC-agpec HmMA knnexTa |P-agpec BpemMa 4o UCTeYeHWA apeHak!

£ OGHOBUTH

@

AboHeHmcKul w3 TAU-4M.IP 107



O ELTEX

AKmusHblie DHCP-apeHObi

e  MAC-adpec — MAC-agpec NoAKAO4EHHOIO YCTPOMCTBA;
e UmA KaueHma — ceTeBoe UMs NOAKIHOYEHHOTO YCTPOMNCTBA;
e |P-adpec — IP-agpec, HasHaYeHHbIN KANEHTY U3 My/a apecos;

e Bpems 0o ucmeyeHus apeHObl — CPOK, YEPE3 KOTOPbIN UCTEKAET apeHaa BblAe/IeHHOro ajpeca.

Onsa nonyyeHua Tekywen nHpopmaumm o DHCP-KAMEHTAX HaxMUTe KHOMKY « O6HO8UMb Y.

2.7.5 MNMopgmeHto «ARP»

B noameHto «ARP» BbinonHseTca npocmoTtp ARP-tabnuubl. B ARP-Tabanue cogepuntca nHbopmauma o
cootBeTcTBMMU IP-  MAC- agpecoB coceiHUX CETEBbIX YCTPOMCTB.

ARP-tabnuya

IP-appec MAC-agpec Hma knuexTa WHTepdenc
192.168.18.1 ABF94B:80:E7:00 WARN
192.166.16.34 14:CC:20:03:82:06 WWAN

< OGHOBUTE

ARP-mabnuya
e |P-adpec — IP-agpec ycTpoiCTBa;
e  MAC-adopec — MAC-agpec yCcTpOMnCTBa;
e VIMA KnueHMa — ceTeBOe UMA MNOAKNHOYEHHOTO YCTPOWCTBA;

e VHmepdgelic — unTepdelic, co CTOPOHbI KOTOPOTro aKTUBHO ycTponcTso: WAN, LAN, Bridge.

[na nonyyeHnna Tekylen MHGOPMaLMU HAXKMUTE KHOMKY « O6HOBUMbY.

2.7.6 TMopgmeHIO «YCTPOUCTBO»

B nogmeHto «Ycmpolicmeo» npusegeHa obwaa nHpopmauma ob yctpoincrsee.
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TAU-4M.IP m-  admin

WHrepHer  IP-TtenedioHmA  Ethermet-noptelr  DHCP ARP CPU Conntrack

MapwpyTzauwa  MCTOPMA EbIZ0BOE  [IWAGrHOCTHKA

WMudpopmayna ob ycTponcTee

Magenme TAU-4MLIP
@ Bepcua MO (rexkywan sepcua NO)
£ Jaeoacron MAC-agpec ABF94B 2493 4E
o CepuHbin Homep VI4D00o045
CucremHoe Bpems 06:16:14 16.12.2019
Bpewn pabotsl 2 oM, 22:51:27

UHpopmayusa 06 ycmpolicmee

e U30enue — HauMeHOBaHWE MOAENMN YCTPOMNCTBA;
e Bepcusa 10 — Bepcua NnporpamMmMmHoro obecrneyeHuns ycTpomncTBa;

e 3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdeica ycTpoiACcTBa, YCTAaHOB/IEHHbIM 3aBOAOM-
U3roToBUTENEM;

o CepuliHblll HOMepP — CePUIHbIA HOMEp YCTPOMCTBA, YCTaHOB/IEHHbIN 3aBO40M-U3rOTOBUTENEM;
o CucmemHoe spemMsa — TEKYLLME BPEMSA U AaTa, YCTAHOB/IEHHbIE B CUCTEME;

e Bpema pabomer — Bpema paboTbl C MOMEHTa MOCNEAHErO BK/AKOYEHUA MAM Nepe3arpysku
YyCTpOMCTBa.

2.7.7 MNMopgmeHto «CPU»

B nogmeHio «CPU» oTobpakatoTcs AaHHble NO MCMO/b30BaHWUIO NPoLLeccopa.

Mcnons3oBaqWe npoleccopa

IRQ 0.00%
= sysem ] 5.00%
m

Steal 0.00%
o

User | ] 17.0%

SofiRQ 0.00%

IoWait 0.00%

idie I o

Nice 0.00%
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Ucnonv3osaHue npoueccopa

IRQ — NpOUEHT NPOLECCOPHOTO BPEMEHM, NOTPAYEHHOro Ha 06paboTKy annapaTHbIX NpPepbIBaHUNR;
System — NPoOLEHT UCNO/Ib30BaHMA MPOLLECCOPHOrO BPEMEHM MpoLLecCamMm A4pa;
User — npoueHT NCNonb30BaHMA NPOLLECCOPHOro BPEMEHMW M0JIb30BATENbCKMMM NPOrpamMmmamu;

SoftlIRQ — NpPOLEHT NPOLLECCOPHOro BpeMeHW, MOTPayeHHOro Ha o06paboTKy NpPOorpammHbIX

npepbiBaHN;

IOWait — npoueHT NpoL,EeCcCOPHOro BpemeHM, MOTPaYEHHOro Ha onepaLmMm BBOAa;

Idle — npoLeHT He3aAeNCTBOBAHHbIX MPOLECCOPHbIX PECYPCOB;

Nice - NPOUEHT WMCNOZIb30BaAHMA NPOUECCOPHOINo BpeMeEHU MnporpaMmmamMmm C MU3MEHEHHbIM

NPUOPUTETOM.

2.7.8 NopgmeHio «Conntrack»

B noameHto «Conntrack» 0T06pa>+<ar0Tc9| TeEKyWME aKTUBHbIE CeTeBble COoeaANHEHUNA YCTPOVICTBH.

BelBOg, akTWMBHBIX ceccuil NAT
YWCNO aKTWBHBIX COBIUHEHHIA 18
YWCNO NOKa3aHHLIX COEAMHEHUA 18

Cnuncok coeanHeH it

MpoTokon ApOpec NCTOMHMKA
TCP 192.168.27 168.60975
TCP 192.168.27.168:61004
TCP 192.168.27.168:60995
TCP 192.168.27.168:60995
TCP 192.168.27.168:60981
TCP 192 168.27 168:60984
TCP 192.168.27.168:61001
TCP 192.168.27.168.60993
TCP 192.168.27.168:609758
TCP 192.168.27.168:61007
TCP 192.168.27.168:60994
TCP 192.168.27.168:60987
TCP 192 168.27 168:60969
IGMP 0.0.0.0

uppP 192.168.1.1:41959
TCP 192.168.27.168:60990
TCP 192.168.27.168:60972
IGMP 192.168.1.1

Agpec HasHaYeHWA
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
2240022

239 25525

o

250:1800

192.168.8.77:80

192.168.8.77:80

224001

TaHmayT
24c

1 MuH 54 ¢
1MuH 24 C
1MMH 34 C
44c

Sdc
1MuH 44 ¢
1MUH 24 ¢
3c
423459 MuH 39 C
1MuH 14 ¢
1MUH 4 C
dc

6 MMH 31 C
16¢C
1muH 14 ¢
1dc

9MHH 45 C

Bbisod akmusHbix cecculi NAT
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Yucno akmusHbix coeduHeHull — o6u.|,ee YNCNI0 aKTUBHbIX CETEBDbIX COGAVIHEHMVI,‘

Yucno NoKasaHHbIX coeOuHeHuUli — YNCno coeanHeHnn, BbiseaeHHbIX B Web-nHtepdeiic. Ytobbl He
CHUXATb NpomsBoAnUTENbHOCTE paboTbl Web-uHTepdeiica, makcMmanbHOe 4YMCNO MOKa3aHHbIX
COeaMHEHUM orpaHMyeHo 3HavyeHnem 1024. OcTanbHble COEAMHEHMA MOMKHO MOCMOTPETL Yepes
KOMaHAHYI0 KOHCO/b YCTPOICTBa (KomaHaa cat /proc/net/nf _conntrack).

Criucok coeduHeHul

poMmoKos — NPOTOKO/, MO KOTOPOMY YCTaHOBJ/IEHO COeAUHEHUE;
Adpec ucmo4HuKa — IP-agpec 1 Homep NopTa MHULMATOPaA COeAUHEHUS;
Adpec Ha3HaueHus — IP-agpec 1 Homep NopTa agpecaTta coeanHeEHUs;

Tatlimaym — nepunog, BpeMEHN A0 YHUYTOXKEHUA COEANHEHUSA.

Ons nonyyeHua Tekywen MHGOPMaLMM HAXKMUTE KHOMKY « OBHOBUMb».

2.7.9 NogmeHio «MapwpyTusauma»

B nogmeHto «Mapwpymu3sayus» oTobpaykaeTca Tabanua mapLupyTMsaumm ycTponcTsea.

®

Tabnuua mapwpyTusaums

Appecar Lnws Macka dnaru MeTpuka O6paweHna OBHapyHeHUA WHTeptenc
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 br0
192.168.10.0 0.0.0.0 255.255.255.0 U 0 0 0 eth1
0.0.0.0 182.166.10.1 0.0.0.0 UG 0 0 0 eth

< O0OHOBMTD

Adpecam — IP-agpec xocTa nau NoaceTn HasHaueHusn, [0 KOTOPbIX YCTAHOBEH MapLUPYT;
LLnwo3 — IP-agpec Wwnto3a, Yepes KOTOPbIM OCYLLLECTBASETCA BbIXOA Ha afpecaTa;
Macka nodcemu — macKa NoaceTyu;

®ngau — onpeaeneHHble XapaKTEPUCTUKM AaHHOro MapuwpyTa. CyliecTsyloT cieaytowme
3HayeHun ¢aeos:

— U - yKasbIBaeT, 4TO MapLpyT CO34aH U ABNAETCA MPOXOAUMBIM;

— H - ykasbiBaeT Ha MapLlpyT K onpeaesieHHOM y3y;

— G - yKa3blBaeT, YTO MapLlUpyT npoJsieraeT yepes BHewWwHU wnto3. CeTeBol UHTepdelic
CUCTeMbl MPeaoCTaBAAeT MapLpPyTbl B CETU C NPAMbIM MNogKAloyeHnem. Bce npoune
MapLpyTbl NPOXOAAT yepe3 BHewHue wato3bl. Prarom G OTMEYaloTcA BCE MapLUpyThl,
KpOMe MapLUPyTOB B CETU C NPAMbIM NOAKAOYEHNEM;

— R - yKa3bIBaeT, YTO MapLIpyT, CKopee Bcero, Hbin co3gaH AMHAMMUYECKMM MPOTOKOJ/IOM
MapLipyTmsaummn, paboTalolmMm Ha JIOKaAbHOM cucTeme, MNOCPeACTBOM MapameTpa
reinstate;

— D - yKasbiBaeT, 4To MapwpyT bbln AobaBneH B pe3y/bTaTe MNOAYYEHUA COOOLLEHUS
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT o mapLupyTe 13
coobuweHns ICMP Redirect, mapwpyT BKAtOYaeTca B Tabsvuy maplipytusaumm, Ytobbl
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WCKIOYMTb NepeHanpaBieHne Aaa Nnociefyowmx nakeTos, NpeaHasHAYeHHbIX TOMY e
aapecaty. TakMe mapwpyTbl oTMeYeHbl dpnarom D;

M - yKasblBaeT, YTO MApLIPYT NOABEPrcA U3MEHEHUIO - BEPOATHO, B pe3y/sibTaTe paboTbl
AMHAMMWYECKOro MPOTOKO/Ia MapLIpyTM3aUMM Ha JIOKaNIbHOM CUCTEME U MPUMEHEHMUS
napameTpa mod;

A - yKasbiBaeT Ha bydepn3oBaHHbIN MapLLPYT, KOTOPOMY COOTBETCTBYET 3anuch B Tabamue
ARP.

C - yKa3bIBaET, YTO UCTOYHUKOM MapLUpyTa ABAAeTCA bydep MapLupyTM3aumm 24pa;

L - yKa3bIBaeT, YTO NMYHKTOM Ha3HaYeHWs MapLpyTa ABAAETCA O4MH U3 afpecoB AAaHHOTIO
KoMnbloTepa. TaKuMe «J/IOKa/ibHble MapLIpyTbl» CYLWECTBYIOT TO/MbKO B bydepe
MapLUpyTU3aumu;

B - yKa3bIBaeT, YTO KOHEYHbIM NMYHKTOM MapLIpyTa ABAAETCA LWMPOKOBeLLaTebHbIM aapec.
Taknme  «WMpoOKoBellaTeNbHble  MapLlIpyTbl»  CYWeEeCTBYlOT TOAbKO B  bydepe
MapLUpyTU3aumu;

| - yKa3bIBaeT, YTO MapLIPYT CBA3aH C KonbLeBbim (loopback) uHTepdelicom c uenbio NHOW,
Hexkenn obpalleHne K KosbLeBOW ceTu. Takue «BHYTPEHHWE MapLIpyTbi» CyLLecTBYIOT
TO/bKO B Bydepe mapLupyTnsaumu;

! - yKasbIBaeT, YTO AenTarpammbl, Hanpasasemble No 3TOMy agpecy, byayT oTBepraTbes
cUCTeMO;

e Mempuka — onpegenaer «CTOMMOCTb» Maplupyta. MeTpuKa MCnosib3yeTca An8 COPTUPOBKM
Ay6NMpyoWmMX MapLwpyToB, ecn TaKoBble NPUCYTCTBYIOT B Tabauue;

e ObpauweHus — 3adpUKCUPOBaHHOE YMCN0 0BpPaLLLEHNI K MapLUPYTY C LEeNblo CO34aHnA CoeauHeHNs
(He ucnonbayetcs B cucteme);

e Ob6HapyMeHUA —4ncno obHapyKeHWUIA MapLIPYTa, BbIMOJAHEHHbIX MPOTOKO/IOM IP;

e UHmepdgelic — ums ceTeBoro nHTepdeiica, yepes KOTOpbI NpoaeraeT AaHHbIA MapLLPYT.

Ons nonyyeHua Tekywen MHGopmaLmm HaxkmnTe KHonky « OBHOBUTb».

2.7.10 NogmeHto «UcTopusa BbI3OBOB»

B noameHto «Mcmopus 66130808» MOMKHO NMPOCMOTPETb CMUCOK COBEPLUEHHbIX TeNedOHHbIX BbI30BOB, a
TaKXe CBOAHYI0 MHPOPMaLMIO NO KaXKAOMY BbI30BY.

B onepaTMBHOM NamATM YCTPOMCTBA MOXKHO COXpaHMTb Ao 10 000 3anucelt 0 coBepLIEeHHbIX Bbi3oBax. MMpu
KonnyectBe 3anucent 6osnee 10 000 camble cTapble (BBepxy Tabauupl) ygaanaloTcs, M B KoHel daina

AO6aB}'IFHOTCF| HOBbIle.

3anucb CTaTUCTUKK B XypPpHane BbiI30OBOB HE BEAETCA NPU HYyN1EBOM pa3mepe UCTOPUMN.

14 225
2 1 222
3 1 222

4 4 225

“« < >

Crpannua 1 n3 1

Nu- NoxkankHii
HAR  HOMep

DunbTp (Nokasatb)

apaMeTpbl HCTOPHHN BbIS0BOB

222

225

sip

sip

»

20 j 3anuceil Ha cTpaHnLe

YnaneuHuii
Homep

IP-anpec BeTp! n Bpems i Bpems Havana LnuTensHocTs CocTosHne Twun euizo-  Mepenao Mepepnano MpunsTo MpuHaTo
CTOPOHbI BLI30BA pasrosopa pasrosopa BLI3OBA Ba nakeros Gair naketos Gant

192.168.1.18 09:45:08 17.01.2018 09:45:1017.01.2018  5¢ remote clear vexongumin - 232 39904 68 10901
example.org 09:45:08 17.01.2018 09:45:1017.01.2018 5S¢ local clear BxonaWMiA 63 10200 206 35432
192.168.1.10 09:45:21 17.01.2018 09:45:2317.01.2018 3¢ local clear Bxonaumin 64 10213 173 29452

192.168.1.10 09:45:58 17.01.2018 09:46:00 17.01.2018 2c local clear BXOAAWMA 98 16697 110 18616
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OnucaHue nonem TabaunLbl KUCTOPUS BbI3OBOBY:

e #-nopaakoBblh HOMepP 3anucu B Tabauue;
e JluHUA — HOMep abOHEHTCKOro nopTa yCTPOICTBA;
e JlokanbHbIl HoMep — Homep abOoHEeHTa, 3aKpenieHHbIM 3a AaHHbIM aBOHEHTCKMM NOPTOM;

e YOaneHHsIli Homep — HOMep yAaNeHHoro aboHeHTa, C KOTOPbIM BbINI0 YCTaHOBEHO TeNlepoHHOE
coeauHeHue;

e [P-adpec scmpeyvHoli cmopoHs! — IP-agpec yaaneHHOro aboHeHTa, ¢ KOTOpPbIM OblN0 YCTAaHOBEHO
TenepoHHoe coeauHeHue;

] Bpema nocmynneHuA ebi308a — BpeMA U gaTa I'IOCTyI'IﬂEHVIﬂ/COBepLIJeHVIH Bbl30Ba;
] Bpema Hayana pazeogopa — BpemMaA 1 AaTta Hayana pasrosopa;
e [lnumesnbHocmeb pa3zeoeopa — [ANTEeNbHOCTb Pa3roBopa B CEKYHAAX;

e CocmosAHue 8b13080 — NPOMENKYTOYHOE COCTOAHME B0 NPMUYMHA 3aBepLUEHUA BbI30Ba; ONMUCaHNe
CTAHOBMTCA AOCTYMHbIM MPU HaBeAEHNN Kypcopa Ha 3anmcb COCTOAHNA BbI30Ba;

e Tun 8613084 — TV BbI30BA: UCXOAALWLMA NN BXOAALLNI;

e [lepedaHo nakemos — KOINYECTBO NnepeaaHHbix RTP-nakeToB 3a Bpema pa3rosBopa;
e [lepedaHo b6alim — KONMYECTBO NepeaaHHbIXx 6aiT 3a Bpems pasroBopa;

e [lpuHAamMoO Nakemos — KoNMYecTBO NPUHATbIX RTP-nakeToB 3a Bpemsa pa3roBopa;

e [IpuHamo 6alim — KONNYECTBO NPUHATLIX BANT 3a BpemMsa pa3roBopa.

B Tab/MLe MCTOPMM 3BOHKOB MOXKHO MPOM3BECTM OTOOP 3anucelt No Pas/iMyHbIM NapameTpam. [as sToro
HaXXMUTe CCbINIKY «PUAbTP (NoKaszaTb)». PUNbTPALMA MOMKET NPOM3BOLAUTLCA NO HOMEPY abOHEHTCKOMN IMHUMK,
NOKaNbHOMY MAW yAaneHHoOMy Homepy, |P-agpecy BCTPeYHOW CTOPOHbI, BPEeMeHM NOCTYyMNAeHWsA Bbl30Ba,
BPEMEHM Hayafa PasroBopa, COCTOAHMIO BbI30Ba M TUNY 3BOHKA. OnMcaHMe napameTpoB GUAbTPALLMM YKA3aHO B
onucaHuu nonei Tabanubl UCTOPMM BbI3OBOB BblLLE.

Bpems nocmynaeHus evbi308a om/0o0 wnu Bpemsa Ha4yana pas2os8opa om/00 — BPEMEHHble PaMKu
nocTynaeHus/coBepLieHMs BbI30Ba UM Havana pa3roBopa B GopmaTe «HY4:MM:CC 4. MM.ITIT,

[Nna CKpbITUA HACTPOMKM MapameTpoB GUALTPALMM 3anncei B Tabauue HaxkmuTe Ha cCbinky duabmp
«CKPbIMb».

[na HacTpoMKM nNapameTpoB MCTOPMM 3BOHKOB HAXMMUTE Ha CCbIAKy «HacTpouTb mapameTpbl uctopum
BbI30BOB». [loApobHOEe onucaHne HaCTPOMKM NapamMeTpoB NpuseaeHo B pasgene 2.6.3.10 MoameHto «UcTopumn
BbI3OBOBY».

“ . o
Mpy HaXXaTUM HA KHOMKY nponsonaeT nepexon K Ta6nmu,e, Ha4YnHaA C NnepBOU 3aNncCu.

Mpu HaxKkaTMM Ha KHOMKY NPoV30MAET Nepexos, K npeablayei cTpaHuue ¢ Tabauuein nctopum
BbI30BOB.

>
MpY HaXKaTMM Ha KHOMKY Npou13oMAeT Nepexoa, K cieayoLleii cTpaHuue ¢ Tabanuei nctopum
BbI30BOB.
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M . o
|_|pl4 Ha*aTnn Ha KHOMKY nponsonaeT nepexon K Ta6nv|u,e, 3aKaH4nBaA nocnegHen 3anucblo.

CeneKkTop «3anuceit Ha CTpaHULLE» NO3BOAAET HacCTPOUTb KONMYECTBO BbIBOAMMbIX 3anuceit Tabanupl Ha
OZIHOW CTpaHuLE.

2.7.11 NogmeHo «AnarHOCTUKa»

B noaMeHI0 MOXKHO BbIMOJIHUTb NPOBEPKY AOCTYMNHOCTU Y313 B CETU M ONPEeAeIUTb MApLUPYT ClefoBaHMA
OaHHbIX.

[uardocTuka
Hazeanue canta google.com

Hazsanmne canta google com

CeTeBble yTUAUTDI:
e Ping — yTnanTa ANa NPOBEPKU COeAMHEHUI B ceTAX Ha ocHose TCP/IP;

e Traceroute — yTUAUTa ANA ONpeaesieHna MapLUpPYTOB C/ie40BaHNA AaHHbIX B ceTax TCP/IP.

2.8 Mpumep HacTpoiikn

e Nogkntoumte MK K ogHomy 13 LAN-NopToB yCTPOICTBA, MPOBOA OT CETU NpoBangepa NoAKAYUTE
K nopty WAN;

e B appecHoli ctpoke b6paysepa BeeauTe IP-agpec wnto3a (no ymonyaHuio 192.168.1.1);

e [lpu ycnewHom NOAKAOYEHUU K YCTPOMCTBY MOABMTCA OKHO C 3anpoCOM NOTMHA WM Napons.
3anonHUTE NONA U HAXKMUTE KHOMNKY «BoiTu» (Mo ymonyaHuio normH:admin, naponb:password).

TAU-4M.IP u -

Noruu:

Mapons:

EcAn 3TO OKHO He MNoABWANOCH, Y6eAMTer, 4YTO B HaCTpOﬁKaX ceTeBOro nogkatyeHmAa Ha sawem [1K
YCTaHOB/ZIEHO aBTOMATUYECKOE Nosy4eHne IP-a,u,peca.
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B nautke «WMHTepHeT» HacTpamBaeTca BHewHee coeauHeHnune. Ecau TAU-4M.IP 6ypet
MCNONb30BaTbCA B Ka4ecTBe MapLlUpyTU3aTopa — B NAUTKe «MHTepHeT» Bbibepute 3HauyeHne nons
«Pexnum paboTbl» - mapwpyTtusaTtop. B none «lMpotokon» BbibepuTe NPOTOKOA, UCMOAb3YEMbIN
BaLUMM NOCTaBLUMKOM ycnyr MHTEPHET, U BBEAUTE HEOOXOAMMbIE JAHHbIE COTIACHO MHCTPYKLMAM
nposaiaepa. Ecam gnsa nogKknoueHUa K cetm npoBaiaepa UCNob3yOTCA CTAaTUYECKNE HAaCTPOMKK,
TO B none «l1poTOKON» HYXKHO BblIOPATb 3HaYeHue «Static», 3aNoNHUTL Nonsa «BHewHMi IP-agpec
ycTpoiictea», «Macka noacetu», «LLUno3 no ymonyaHmio», «lMepsuyHbii DNS» 1 «BTOpuYHbIN
DNS» - 3HaYeHWA NapameTpoB NPeAOCTaBAAOTCA NPOBANAEPOM. JNA COXPaHEHUA N NPUMEHEHNA

v
HACTPOEK HAXKMUTE KHOMKY .

NHTepHer nogpoGHee
Pexum padoTel | MapwpyTwsaTop ¥
MpoTokon | PPPOE v

VImA nons3oeaTena | login
Napone | ssess
Service-Name | internet

BTopoi pocTyn | DHCP v

2 -

Ona ykasaHuAa OO0MNOJIHUTE/IbHLIX MapaMeTPoB MNepenanTe B PEKMM pPaclUMpeHHbIX HACTPOEK, HaKkas
CCbINKY «noapobHee» (cmoTpuTte pasaen 2.6.2.1 MoameHo «MHTepHET»).

Ecnm B cetn Bawero UHTepHeT-NnpoBangepa ncnoabsyetca npueaska kK MAC-agpecy, Haxmute
KHOMKY «noapobHee» B NAnTKe «MHTepPHET» 1 OTKponTe nogmeHto «Hactpolika MAC-agpecos». B
pa3sgene «Hactporika MAC-agpeca WAN» yctaHosuTe dnar «Mepeonpegennts MAC» 1 BBeguTe B
none «MAC» MAC-agpec yCcTpoMncTBa, KOTOPbIN paHee Bbln noakatoyeH K cet MHTepHeT. Ecam
6b1n nogkntoveH MK, ¢ KOTOporo NpousBOAMTCA B Aa@HHbIA MOMEHT HACTPOMKa yCTPOWMCTBA, TO
[0CTaTOYHO HaXKaTb HA KHOMKY «Ka0HUposams», 4Tobbl HazHauMTb w3y MAC-agpec Bawero K.
[na coxpaHeHUA N NPUMEHEHUA HACTPOEK HaXKMUTE KHOMKY «[TpUMEHUTbY.

®

m IP-renechonma  IP-TeneenpaeHne Cucrtema

WHTepreT [EGEMGLITRVNCELL I DHCP-cepsep  flokansHelil DNS  NAT W npoBpoc nopToe  CeTesoil 3kpaH  MapwpyTwzauma  OuHaMmuueckuid DNS  SNMP

HacTtpoiika MAC-agpeca WAN

Mepeonpegennts MAC &

cpopmaT: X000

+ [IPUMEHNTE x OTMeHa

Ecnn TAU-4M.IP 6ypet ncnonb3oBaTbCa B KayecTBe 2-MOPTOBOrO KOMMYTATOpPa, TO B NANTKe «MHTepHeT»

BblbepuTe 3HaueHWe nona «Pexum paboTbl» - mocT. B none «IP-appec» ykaxute agpec, KoTopbli byaet
Ha3HayeH yCcTpoWcTBY ANA AOCTyna K Hemy. BeBeaute macky nogcetu (no ymosyaHuto 255.255.255.0). Ons

v
COXpaHeHUA U NpUMEeHEHNA HAaCTPOEK Ha*XMUTe KHOMKY .
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UHTepHeT nogpoGHee
Pesum padoTel | MocT v
MpoTokon | Static v

IP-agpec | 192.168.1.1
Macka nogceTn 255255 2550
LWnto3 no ymonyanmi | 192.168.10.1
MepBuyHbLIA DNS | 192.168.10.1

BTopuyHbli DNS

= -

B pexxume mocma wnio3 He byaeT aBTOMATUYECKM BblaasaTh IP-agpeca no npotokony DHCP ycTpolictBam,
NOAKNOYEHHbIM K MHTepdeicy LAN.

e B nautke «IP-TenedoHmA» BbiNoAHAETCA BbICTPan HACTPOVKa aBOHEHTCKUX IMHUI ans paboTbl No
npoTtokony SIP. [insa storo Bbibepute BKAAAKY «/IMHUA» C HOMEPOM IMHUK, KOTOPYIO HEO6XO0AMMO
HacTpouTb. OTMeTbTe MYHKT «BKAUMTLY», BBEAUTE HOMep TenedoHa, KOTopblit ByaeT Ha AaHHOM
JNIMHUK, NIOTUH M Napoab AAa aBTopu3aumu Ha SIP-cepBepe. [Na COXpaHEHUA M MPUMEHEHMS

HACTPOEK HaXKMUTE KHOMKY .

IP-TenechoHnsa nogpoGHee
NuenA 1| NMudmAa 2 NuHnAa 3 JNuduna 4 SIP
Brnio4mMTh
Homep 001
AyTeHTUMKaUNA

Mma nonb3oBaTena

Maponk

3 -

Takum e 06pa3om HacTpansaeTca abOHEHTCKan IMHUA B APYroi BKAaAKe «J/IMHUA».

o Bbibepute Bknagky «SIP» B nantke «IP-tenedoHua» gna HacTporikm napameTpos SIP. Ykaxute IP-
agpec unn pgomeHHoe uma SIP-cepBepa M cepBepa perucTpaumm (npu HeobxoaAMMoCTM) B
COOTBETCTBYIOWMX Nonsax. Ecnv Ha cepBepax MCNOb3yOTCA HOMepPa NopPTOB, OTAUYHbIe oT 5060,
TO Yepes ABOETOYME YKAXKUTE aNbTEPHATUBHbIE NOPTbI. YKaxKuTe SIP-gomMeH npyu HeobXxoaMmMocTu.
YctaHoBuTe ¢nar «Peructpaumsa», ecnm gns paboTbl TenedpoHMM HeobxoaMma perncrpaums
aboHeHTOB Ha SIP-cepBepe (06bl4HO, perncTpaums Heobxoamma). Ans CoOXpaHeHMA U NPUMEHEHUA

v
HaCTPOEK HAXMUTE KHOMKY .

116 AboHeHmckul winto3 TAU-4M.IP



S» ELTEX

IP-TenedoHuna nogpoGHee
NuHKA 1 NHKWA 2 NIMHMA 3 JiuHkWa 4 SIP

SIP-npokcu cepeep
PerucTpayma
CepeEep PETMCTPALMH

SIP-noMeH

= -

Ona ykasaHuAa OOMNOJIHUTE/IbHLIX MapaMeTPoB NepenanTe B PEeKUM pPacCLUMPEHHbIX HacTPOeK, HarKkas
CCbINKY «noapobHee» (cMmoTpuTe pasaen 2.6.3 MeHio «IP-menegoHus»).

e Ecnu npegnonaraetca ucnonb3osaHue IP-tenesnaeHna — B nantke «IP-TenesugeHue» otmeTbTe
NYHKT «Bkawouutb IPTV». [nA BKAOYEHMA BO3MOXKHOCTM nepegayun IPTV-notokos no HTTP
OoTMeTbTe MYHKT «BKAounTe HTTP-npokcn». B none «Mopt HTTP» yKaxkute nopT, KOTopbin byaeT
MCNONb30BaTbCA AR MNOAKNOYMEHUA BHEWHUX YCTPOWUCTB K JioKanbHomy HTTP-npokcu. [Ons

v
COXpaHeHNA N NPUMEHEHUNA HACTPOEK HAXKMUTE KHOMKY .

IP-TeneBungeHne nogpoGHee

BrMounTE IPTY ¥

BrniounTe HTTP- ¥
MPOKCH

MopT HTTP | 1234

Ecan gna yeayrn IPTV ucnonb3yetca otgenocHbit VLAN, nepeinante B perKMM paclUMpeHHbIX HacTPOeK,
HarKaB CCbINIKY «noapobHee», n ykaxkute ID VLAN B COOTBETCTBYIOLLEM NOJE.
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3 UMCNOJZIb3OBAHUE AOMNO/IHUTENDBbHbIX YCNYT

3.1 NMepepaya BbI3OBaA

Ycnyra «lMepepaya BbI30Ba» MOMKET BbINONHATLCA JIOKANbHO CpeacTBamMu LWo3a Mbo cpeacTBamm
B3aMMOZeNCTByloWeEero ycTpoictea. Ecam  ycayra  ocyliectsaseTcd  cpeacTBamMy  B3aMMOALENCTBYIOLLETO
YCTpOMCTBA, TO AOCTYN K ycayre «Mepefaya Bbi30Ba» YCTaHABAMBAETCA Yepe3 MEHI0 HAaCTPoeK aboHEHTCKOro
nopta «IP-menegorua» -> «Hacmpolika auHuli» nytem Bblbopa 3HauyeHua «Transmit flash» B none «Pexcum
ucnone3osaHusa flash». B 3ToM cnydae J/IOTMKY BbIMOJHEHUA YCAYrM onpeaenseT B3aumoaencTeylollee
YCTPOICTBO.

Mpy BbINnoMHEeHUWN ycayrn «flepedaya ebi308a» NOKaJbHO CpPeacTBaMM  LW/KO3a A0CTYN K Hew
YyCTaHaB/NMBAETCA Yepe3 MeHI0 HacTpoek aboHeHTCKoro nopta «/P-menegoHusa» -> «Hacmpolika AuHUlG» nytem
Bblbopa 3HaueHua «Attended calltransfer», «Unattended calltransfer» nu6o «Local calltransfer» B none «Pexcum
ucnons3oeaHus flash».

Ycnyra «Attended calltransfer» nossonser BpemeHHO pasopBaTb coeAMHEHWE C  aboHEeHTOM,
Haxo4AWMMCa Ha cBA3WU (aboHeHT A), yCTaHOBUTb coeaMHEHWME C ApPYyrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NpexHemy coegmHeHuto 6e3 Habopa Homepa NMbo nepenaTh BbI30B C OTKAOYeHMeM aboHeHTa B.

Ucnonb3soBaHue ycnyru «Attended calltransfer»:

Haxopgscb B COCTOAHUKM pa3roBopa ¢ abOHEHTOM A, YCTaHOBUTb €ro Ha yAepKaHue ¢ NOMOLLbIO KOPOTKOro
oT60s5 flash (R), AoXaaTbca cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. Nocne oTeeTa aboHeHTa C
BO3MOMHO BbIMO/IHEHWNE C/leAYOLNX Onepaunii:

e RO — oTknoyeHMe aboHeHTa, HaxoAALLErocs Ha yAepXaHWW, COeAMHEeHUEe C aboHEeHTOM,
HaXoAMBLUMMCA Ha CBA3MU;

e R 1-oTKAo4YeHne aboHeHTa, HaXOAALLEroca Ha CBA3W, coeamHeHne C abOHEHTOM, Hax0AMBLIMMCA
Ha yaepsKaHuu;

e R 2-nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3 -KoHpepeHUUs;
e R4 -nepenaya Bbi30Ba, yCTaHaB/AMBAETCA Pa3roBOPHOE coeaAnHeHMe meKay aboHeHTamn A u C;

e R oT6oli — Nnepeaaya BbI30BA, YCTaHAB/IMBAETCA PAa3roBOPHOE coeAMHEHME mexay aboHeHTamu A
ncC.

Huke Ha pucyHKe npeacTaBaeH anroputm pabotsl yeayrun «Attended calltransfer»:
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AbBoHeHT B knager

Tpy6ry (nepesava
BbI308a)

ABoHeHT B pazpsigaer

coeguHeHue C
aboneHTom A

ABoHeHT A — Ab6oHeHT C
INVITE 2
2 100 Trying ABOHEHT A
3 ycTaHaBansaer
¢ 130 Ringing coeaMHENME C
4 200 OK abonentom B
ACK =
-
INVITE sendonly
ABOHEeHT B crasurt
L » aboHeHTa A Ha
200 OK receiveonly yaepwaHue (Hamumaer
F
= ACK lash)
INVITE )
L 100 Trying
180 Ringing
200 OK
ACK i

(

Ha panHom 3rane aboHent B momer: nepexmosarses memay aboHenramun A u C,
ucnonbaya komBuHawmo R (Flash) 2; or6ure oasoro u3 aboHeHTos, ncnonssys

womBuHaumio R 0, nubo R 1; coeaw 6 AuncC TPYEKy.
INVITE sendonly >
» 100 Trying
» 200 OK receiveonly
ACK >
REFER (replaces)
202 Accepted o
NOTIFY Activated >
200 0K
INVITE (replaces) Hl
100 'ITMnE y
180 Rlbnging
ZOO'OK
ACK

A6onenT C paspbiBaet
coeavHenue ¢ aboxexTom B

NOTIFY Terminated

v

BYE

200 OK

200 OK

A 4

A

BYE

200 OK

h 4

ABoHeHT B
ycTaHagnusaet
COBAMHEHNE C
aboxentom C

ABoHeHT B crasut
aborenTa C Ha
yaepanune

ABoHeHT A
yCTaHasnMeaer
COEAMHEHME C
aboHenTom C
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Ycnyra «Unattended calltransfer» nossonaetr nocTaBuTb Ha yaep)kaHue aboHeHTa, Haxogsuweroca Ha
cBa3n (aboHeHT A), ¢ nmomouwpblo KopoTkoro otbosa flash u ocylwecTsuTb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepeaaya BbI30BA OCYLLECTBAAETCA aBTOMATUYECKM NO OKOHYaHUIO Habopa Homepa aboHeHTom B.

Huke Ha pucyHKe npeacTaBaeH aaroputm pabotsl yeayru «Unattended calltransfer»:

INVITE " ,\
100 Trying \  ABoHeHT A
o ycraHasnueaer
180 Ringing coeauHeHue ¢
200 OK abonerTtom B
ACK £ /
INVITE sendonly
. ABoHeHT B crasur
100 Trying P aboHeHTa A Ha
200 OK receiveonly yAepkanue (Haxumaer
> Flash)
ACK
ABoHeHT B Habupaer /
Homep aboHeHTa C u ,’/ REFER (replaces)
Knaper Tpy6ry
(MNepenaya sbiaosa) \ 202 Accepted >
NOTIFY Activated =
200 OK
A6oHeHT B paspbisaer ( BYE
coeguHeHme c | 200 OK -
aboweHtom A lNVVITE
] %
| 100 Trying \ ABoHeHT A
i L yCTaHaBnMBaer
'€ 180 RI'"S‘"S coeauHeHue ¢
L 200 OK aboHerTom C
ACK » |/
NOTIFY Terminated
200 OK l

Ycnyra «Local calltransfer» no3sonser caenatb Nepesady Bbi30Ba BHYTPU W33 63 0TNpaBKM BHELIHErO
coobueHns REFER B Tom cnyyae, ecnn aboHeHT C aBaseTca noKanbHbiM aboHeHToM TAU-4M.IP, v BbI30OB ero
6bln1 NpousBeaeH Hanpsmylo B 06xo4 NpoKcu-cepsepa. Ecam ke aboHeHT C ABnseTca BHEWHUM abOHEHTOM
Mb0o NoKanbHbIM, HO OH Bbla BbI3BAH Yepes NpPoKcu-cepBep, ycayra «Local calltransfer» paboTaeT TaK e, Kak
Attended calltransfer», To ecTb nepegaya Bbi30Ba OCYLLECTBAAETCA MOCPEACTBOM OTNPaBKM aboHeHTy B
coobueHuns REFER.

3.2 YBeaomneHue o NOCTynieHnn HoBoro Bbi3osa — Call Waiting

Ycnyra nossonser a6OHeHTy, NPn 3aHATOCTU €ro Te/'led)OHHbIM Pa3rosopom, C NOMOLLbO onpeaeneHHoro
CUTHaa NONY4YNUTb onoselleHne o HOBOM BXoaALlLeM Bbi3oBe.
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Monb3oBaTenb, MNpPU MOAYYEHUU OMOBELEHUA O HOBOM BbI30BE, MOXKET MPUHATb WAU OTKIOHUTb
OXMAatoLLMIA BbI3OB.

JocTyn K ycayre ycTaHaB/MBaETCA Yepes MeHIO HacTpPoeK aboHEHTCKOW NMHWUK NyTem Bbibopa 3HaYeHUA
«Attended calltransfer», «Unattended calltransfer» nubo «Local calltransfer» B none «Pexum ucrnonb308aHUA
flash» v yctaHoBKM dnara «OxcudaHuUe 8bI13080».

Mcnonb3oBaHUe ycnyru:

B cocTosHMKM pasroBopa U NOJIy4eHMA MHANKALUM O NOCTYNIEHMM HOBOFO Bbi30Ba BO3MOKHO BbIMOJIHEHUE
cneayowmx onepaumnin:

e R 0—o0TKas oT HOBOrO BbI30BQ;
e R 1-—npuHATb OKMAAOLINIA BbI3OB;
e R 2-nepekntoyeHne Ha HOBbI BbI30B (CMeHa aboHeHTa);

e R —KopoTkuii oTboi (flash).

3.3 TpexcTopoHHAA KOHpepeHUUA

TpexcTopoHHAA KoHbepeHuusa — ycayra, obecneynsalow,as BO3MOXHOCTb OAHOBPEMEHHOIO YCTaHOB/IEHMUS
TenedOHHOro CoeauHeHMA MexXay Tpems aboHeHTamu. MNepexon B peMm KOoHbepeHUMM OCyLecTBAAETCS MO
Ha*kaTuio Knasuuw R 3 (onucaHo B pa3gene 3.1 Mepeaaya Bbi30Ba).

ABOHEHT, cobpaBLUNit KOHbEPEHUMIO, ABAAETCA e MHULMATOPOM, ApYyrue ABa abOHEHTa — ee yYacTHUKaMM.

BO3MOXXHO ABa pexuma paboTbl TPEXCTOPOHHEN KOHbEepeHUMU: NOKa/bHbIM U yAaNeHHbI. B nepsom
pexume KoHdepeHUMa cobupaeTca JIoKabHO abBOHEHTOM-UHULMATOPOM, BO BTOPOM — KOHdepeHuus
YCTaHaB/IMBAETCA C MOMOLLbIO YAA/IEHHOTO CEpPBEpa, TaK HAa3bIBaEMOro cepsepa KoHdepeHLun.

3.3.1 JlokanbHaa KoHpepeHuUn

B pexume KoHpepeHUMU HaxaTue KopoTkoro otbosa flash mHuumMaTopom urHopupyetcs. CoobuieHus
NMPOTOKO/MA CUTHaAM3aLMW, NPUHATbIE OT YYaCTHUKOB M MepeBogAlMe CTOPOHY MHWUMATOPA B PEXUM
yOepKaHua, NpUBOAAT K BbIBOZY 3TOrO YY4aCTHUKA U3 KOHPepeHUUn, Npyu 3TOM MHULMATOP U BTOPOMN YYACTHUK
nepektoYaTca B COCTOsSHME 0ObIYHOTO ABYCTOPOHHErO pPa3rosopa.

KoHdepeHuus paspyLllaeTtca, ecan ee NOKMAAET MHUUMATOP, 06OMM yYacTHUMKAM Npu 3Tom byaeT nepesaHo
coobuieHne otb60os. Ecnv KoHpepeHUMo NokMaaeT 1tob6oMN U3 yYacTHUKOB, TO €€ MHULMATOP M BTOPOI YYaCTHUK
nepekntoyaTca B COCTOAHME O0ObIMHOTO ABYCTOPOHHEro pasrosopa. KopoTkuit otboi flash npu atom
obpabaTtbiBaeTcs Kak onucaHo B pasaenax 3.1 Mepeaaya Bbi3oBa M 3.2 YBegoM/eHME O NOCTYN/IEHUN HOBOTO
BbI3oBa — Call Waiting.

Ha pucyHKe HUKe NpeacTaBieH anroputTm BbiNOAHEHMA yeayrn «3-way conference» foKkanbHO aboHeHTom B
no npotokony SIP.
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INVITE
100 Trying | MHuumnatop
_. » ycTaHasAusaet
180 Ringing > coeguHeHue ¢
200 OK | y4acTHuKom 1
ACK

INVITE sendonly

100 Trying

200 OK receiveonly

A4

A\ 4

MHULIMATOP

MHuumaTop cTasut
y4acTHuKa 1 Ha
yaepaHue (Haxumaert

YYACTHUK 2

ACK Flash)
INVITE
< L UHuumatop
1= 180 Ringing yCcTaHasnuBaet
L 200 OK coefiMHeHue ¢
« YYaCTHUKOM 2
ACK
YcraHosneH
UHuumatop Haxkumaer flash 3 - INVITE (sendrecv)
cobupaet KoHdpepeHuuto.
Y4acTHUK 1 npu atom ; 200 OK (sendrecv) >
CHUMAETCA C yaepKaHuA. \ 200 OK

UHuumatop paspbiBaet
coefuHeHune

MHULMATOPOM W

BYE

\4

3.3.2 YpaneHHasa KOHdepeHUuua

A

200 OK

YYacTHUK 2 noknaaer
KoHbepeHumio

YpaneHHas KoHdepeHuMa paboTaeT no anroputmy, onvcaHHomy B RFC4579. OcobeHHOCTb anroputma
COCTOUT B TOM, YTO No HaxaTtuio flash+3 aboHeHT-MHMUMATOP yCTaHAaBAMBAET COeAMHEHWE C CepBEPOM
KOHbepeHLMM (Ha3biBaeMbIM TaKKe GOKYCOM), Nocae Yero NpocuT GoKyc YyCTaHOBUTbL COEANHEHME C ABYMSA
APYTMMM YYaCTHUKAMM KOHpepeHUUU. HuKe Ha puUCcyHKe AeTasibHO M306parKeH afiropuTm paboTbl.
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ABoHeHT A (MHMumMaTop) /
oTnpaBnAeT Ha cepBep .‘:
3anpoc Ha yCcTaHOBNEHWE |
KoHdepeHUuMUn "
(HaumaeT 3) |

WHWumaTop npocut |
cepBep yCTaHOBUTL |
i

coeguHeHMe ¢
aBoHeHTom C |

INVITE N
o o | ABoHeHT A
180 Ringing | ycTaHaBnuBaeT
200 OK | coenuHeHune ¢
| ABoneHTOM B
ACK N
RTP ABOHEHT A
INVITE, sendonly N | CTaBuT Ha
200 OK | yaepaHue
/ (Haumaer
ACK |/ Flash)
»| 8
INVITE aboHeHTa R
180 Ringing
B 200 OK
ACK

INVITE, sendonly

v

200 OK

) 4

A

ACK

v

INVITE, sip:Conf-App >
P 180 Ringing
200 OK Contact:Conf-ID;isfocus
) ACK >
-«
REFER sip:Conf-ID Refer-To:C >
202 Accepted
NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
p 200 OK
ACK >
A
< NOTIFY (OK)
200 OK
< SUBSCRIBE sip:Conf-ID
200 OK >
ACK >
< 200 OK
< NOTIFY (OK)
200 OK >

' ABOHeHT A
| ycTaHaBnusaet

| coeauHeHue ¢

| ABoweHTom C

ABoOHEHT A cTaBut

| Ha yaepwaHue

| (Haxumaert Flash)

/ abowHeHTa C

" Cepsep
| yctaHaBnmBaeT
\

| coeguHenme ¢

| aboHeHTOM C
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- Bye
200 OK >
/ REFER sip:Conf-ID Refer-To:B
WHuuuatop npocut 202 Accepted F2
cepBep yCTaHOBUTb | [«
coeguHeHmec | | g NOTIFY (Trying) F3
aboHeHTOM B -\.\ 2000K F4 .
\ >
INVITE Contact:Conf-ID;isfocus F5]
» ' Cepsep
180 Ringing F6 “". ycTaHaBAnBaeT
|
coeiMHeHue ¢
200 0K F7 | aboxenTom B
ACK F8 -~ .«"!
s
P NOTIFY (OK)
200 OK » SUBSCRIBE sip:Conf-ID
200 OK _
NOTIFY .
200 OK
P NOTIFY (OK)
200 OK .
Bye
200 OK

v
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4 ANNOPUTMbI YCTAHOBJIEHUA COEQUHEHUA

4.1 Anroputm ycnewHoro Bbi3osa no nporokony SIP

MpoTokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBNEHUA ceaHca obecneynBaeT BbIMOJIHEHME
6a30BbIX 33434 yNpaBAeHUA BbI3OBOM, TaKMX KaK OTKPbITME U 3aBEPLUEHNE CeaHca.

MpoTtoKon SIP onpeaennet 3 0OCHOBHbIX CLLEHAPMA YCTAHOB/IEHNA COEANHEHUA: MEXAY NONb30BaATENAMM, C
yvyacTMem MpPOKCU-CeEpBeEpPa, C Y4yacTMeM cepBepa nepeagpecaumn. OCHOBHblE ANTOPUTMbl YCTAaHOBAEHMA
coeamHeHnAa onucaHbl B AokymeHte IETF RFC 3665. B paHHOm pasgene npusedeH nNpumep CcueHapua
YCTAaHOBNEHMUA COeANHEHMA NO NPOTOKoAY SIP mexay ABYmMA WAK3aMK, KOTOPbIM 3apaHee M3BecTHbI IP-agpeca
Apyr Apyra.

ABOHEHT A ABoHeHT B

o

INVITE 1
100 Trying 2
180 Ringing 3
200 OK a

ACK
5

BYE
6

200 OK

7

OnucaHue aaropuTma:

1. A60HeHT «A» BbI3blBaeT aboHeHTa «B».

2. LWnto3 aboHeHTa «B» NpuMHAN KOMaHAy Ha 06paboTKy.
3. AGOHeHT «B» cBob60AEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «ocblNKa BbI30BaAY,
a aboHeHTy «A» — «KOHTPO/b NOCLINKMN BbI30Ba».
4. A60HeHT «B» oTBeYaeT Ha BbI30B.
5. LUnto3 aboHeHTa «A» NOATBEPIKAAET YCTAHOBNEHME CECCUN.
6. OT6011 aboHeHTa «A», aboHeHTy «B» BblAaeTca akKyCTUUECKNIA CUTHAM «3aHATOY.
7. LWUnto3 aboHeHTa «B» noaTBEp:KAAET NPUHATYIO KOMaHAy oT6os.
4.2 Anroputm Bbi3oBa ¢ yyactmem SIP npoKcu-cepsepa

B OgaHHOM pasgene ONUCbIBAETCA CLEHApUIt YCTAaHOBMEHWA COEAUHEHMA MeXAy ABYMA LWA3aMKU C
yyactmem SIP npoKkcu-cepsepa. B aTom ciyyae Bbi3biBaloWwmi W03 (aboHeHT A) Ao/XKeH 3HaTb NOCTOAHHbIN
agpec aboHeHTa u IP-agpec npokcu-cepsepa. SIP npokcu-cepsep obpabaTbiBaeT COOOLLEHUA, MONYYEHHbIE OT
«aboHeHTa A», BbINONHAET MOUCK «aboHeHTa B», npurnawaer K ceaHcy CBSA3WM W BbIMNOAHAET (YHKLMUK
MapLIpyT13aTopa MeXay ABYMSA LWI03aMM.
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ABOHEHT A SIP proxy

SERVER

O

& _ N

" Register

AGOHeHT A 3anpawwusaeT Register

aBTOpPU3ALMIO : i 401 Unauthorized \ AborenT B 3anpawnsaer
! 401 Unauthorized / aBTopu3auuto
Register oz
ABoHeHT A peructpupyetcs ¢ ; Register
asTopusaumelt { 5 200 OK q ABoHeHT B peructpupyercs ¢
200 OK 2| / aBTOpM3aumen
INVITE
SIP-cepsep Tpebyet y o 407 Proxy authentication required
ayTeHTUGMKaLMIO ACK
BbizoB C ( INVITE
ayTeHTUUKaumeit N s 100 Trying
INVITE el
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK

200 OK

Onuncanue a/IfoOpUTMa:

Pernctpauuna Ha SIP-cepsepe.

ABOHEeHT «A» 1 aboHeHT «B» peructpupytoTcs Ha SIP-cepsepe.
SIP-cepsep 3anpalumBaeT aBTopM3aLUIO.
ABOHeHT «A» 1 aboHeHT «B» peructpmpyroTca Ha SIP-cepBepe ¢ aBTopuM3aumen.
Otset SIP-cepBepa 06 ycnewHon perncTpaumu.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
3anpoc ayTeHTUdMKaumm ot SIP-cepsepa.
LLinto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpOC aBTOPM3aLLUN.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NPUHAN KOMaHAY Ha 06paboTKy.
. SIP-cepBep TpaHCcAMPYET 3anNpoc Bbi30Ba abOHEHTOM «A» aboHeHTa «B».
. lLnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.
. ABboHeHT «B» cBObOZEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» Bblgaetca «[locblsika
BbI30Ba», @ aBOHEHTY «A» — «KOHTPOb NOCBINKK BbI30Ba».
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wnio3 aboHeHTa «A» NoATBEP:KAAET YCTaHOB/IEHUE CEeCCUM.
15. OT60oi aboHeHTa «A», abOHEHTY «B» BblAAETCS aKYCTUYECKUIN CUTHAN «3aHATOY.
16. L3 aboHeHTa «B» noaTBeprKAaeT NPUHATYIO KOMaHAay oT6osA.

LN WNPRE

[ =Y
N R O

4.3 AnropuTtm Bbi30Ba C y4yacTuem cepsepa nepeagpecauuu

B gaHHOM pasgene ONUCbIBAETCA CLEHApU YCTAaHOBMEHUA COEOUHEHUSs MeXAy OBYMA LWA3aMKU C
yyacTMem cepBepa nepeagpecaunn. B sTtom ciyyae Bbi3biBalOWM W3 (aboHeHT A) camoCToATeNbHO
YyCTaHaB/MBaET COEANHEHWNE, a CepBeEP Nepeagpecalmmn A1Wb peannsyeT npeobpasoBaHMe NOCTOAHHOIO agpeca
Bbi3blBaemMoro aboHeHTa B €ro TeKyluMli agapec. Aapec cepsepa nepeagpecaumm aboHEHT nosyyYaeT oT
aAMUHUCTPATOPA CeTH.
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AboHeHT A

nepeagpecauuu

O

<

1 INVITE

2 |« 100 Trying

3 | 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A4 A

OnucaHue anroputma:

No vk

8.
9.

AbBoHeHT «A» BbI3blBaeT aboHeHTa «B». Bbi3oB HampasnseTcA Ha cepsBep nepeagpecauuu c
nHdopmaumeint ob agpece Bbi3biBaeMoro aboHeHTa.

CepBep nepeagpecaummn NpUHAN KOMaHAy Ha 06paboTKy.

CepBep nepeagpecauuun 3anpocua MHOPMaLMIo O TeKylleM aapece aboHeHTa «B» y cepsepa
MeCTonooxKeHus. MNonydyeHHana nHpopmauma (Tekylwmin agpec Bbi3bIBAEMOTO MNoJIb30BaTeNA NN
CMUCOK 3aperucTPMpPOBaHHbIX afpPecoB Bbi3bIBAEMOrO MO/b30BaTeNA) NepesaeTcs B COO6LEeHUN
«302 moved temporarily» aboHeHTy «A».

LLnto3 aboHeHTa «A» NoATBEPrKAAET NPMeM OTBETa OT cepBepa nepeagpecaumm.

ABOHEHT «A» HanNPAMYIO Bbi3blBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.

ABOHeHT «B» cBoboaeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» BblgaeTca «[ocblKa Bbi30Ba»,
a aboHeHTy «A» — «KOHTPO/b NOCLINKMN BbI30Ba».

ABOHEHT «B» OTBEYaeT Ha BbI30B.

LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/IEHUE CECCUM.

10. OT60# aboHeHTa «A», abOHEHTY «B» BblgaeTCcsA aKyCTUYECKUI CUTHAN «3aHATOY.
11. Wnto3 aboHeHTa «B» noaTBEPKAAET NPUHATYIO KOMaHAy oT6bos.

AboHeHmcKul w3 TAU-4M.IP 127



O ELTEX

5

A/ITOPUTM PABOTbl ABTOMATWUYECKOINO OBHOBJIEHWA YCTPOMCTBA HA OCHOBE
MPOTOKOJI1A DHCP

Cete  IP-TenedpoHnA  IP-TeneEmaeHmne [ Twi: " E]

Bpemn  Hoctym Aypran AyTenTHdMkauMA WEB  YnpasneHwe rondMrypaumei OGxosnesns Mo R e AETORDHOMTY PHPOSEHWE

WHrepdeic ynpaenetua  CepTMdMKaTE LonanHrTensHEIS HACTROREM

ABTOKOHUIYpPHpOBaHKE HA OCHOBE npoTokona DHCP

MpUOPHTET MapaMETPOE K3 Static setfings v
H HKotdmrypaumn
& AETOMATHHECEDES OOHOENSHWE MeproguHeces hi
DN KOHEHrYDALMA (Hftp(hitp)-idownload server loc/config_file.cfg)
MHTepean oBHOBNEHMA KoOHEMIYpaLlK, © 300
Mporpammuos obecneveHues
AETOMATHHECKDE OOHOENEHWE Mepruogu-ecku v
$awn Mo (Hftp(http)-ldownload server loc/fimmware file)
Hurepaan oSkoaneHKA MO, ¢ 3600

Anroputm paboTbl npoueaypbl aBTOMaTUYECKOro 0BHOB/IEHNA YCTPOMCTBA ONpeaensieTca 3HayeHnem
napametpa «llpuopumem napamempos u3».

Ecnu BbIBpaHO 3HauyeHue «Static settings», To U3 napameTpoB «Palin KoHgpuaypayuu» n «Palin MO»
onpeaenseTca MNoJHbIM NyTb (BKAOYAsA MPOTOKOA AOCTYNa W agpec cepsepa) K daiinam KOHOUrypaumm u
nporpammHoro obecneyeHus. MonHbIA NyTb yKasbiBaeTca B popmate URL (nogpeprkmBatoTca MpPOTOKOJIbI
HTTP u TFTP):

<protocol>://<server address>/<path to file>, roe

<protocol> — npoOTOKOA, WCNOAb3yemblii ANA 3arpy3kM COOTBETCTBYylowero ¢alina c cepsepa
(nopaepxuBatotca npotokoabl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro Heob6xoaMMOo 3arpy3uTb ¢an (4OMeHHOoe UMA UK
IPv4);

<path to file> — nyTb K panny Ha cepsepe.

B URL gonyckaeTcAa MCMONb30BaHWE C/edylolmnx MaKpocoB (3ape3epBMpOBaHHbIE C/NOBA, BMECTO
KOTOPbIX YCTPOMCTBO NOACTaBAAET ONpeae/ieHHble 3HaYeHUsA):

SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoitctBo noacrasaseT cobCTBEHHbIN
MAC-agpec;

SSN — Serial number — BmecTo gaHHoro makpoca B URL ¢aitna yctpoicTeo noacraBnseTt cob6CTBEHHbIN
CEePUMNHbIN HOMED;

SPN — Product name — Bmecto AaHHOro makpoca B URL ¢daitna ycTpoiicTBo noactaBaseT HasBaHue
mozenu (Hanpumep, TAU-4M.IP);

128 AboHeHmckul winto3 TAU-4M.IP



S» ELTEX

SSWVER — Software version — BMecTo AaHHOro makpoca B8 URL ¢aitina ycTpoiicTBo noAcTaBnset Homep
BEPCUM NPOrpaMmMHOro obecneyeHus;

SHWVER — Hardware version — BmecTo AaHHoro makpoca B URL daitna ycTpoitcTBo noacrasnser
HOMep annapaTHOM BepPCUM YCTPOICTBA.

MAC-agpec, cepuitHbii HOMep U Ha3BaHWEe MOJE/IN MOXKHO Y3HATb Ha CTPAHMULLE MOHUTOPUHIA B pasaene
«YCTpoMnCcTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/tau4m/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v .4,

Mpu aTOoM AonyckaeTcAa onyckaTb HekoTopble napametpbl URL. Hanpumep, dain KoHPUrypaumMm MOXKHO
3a4aTb B TaKOM popmare:

http://192.168.18.6
nnu
config_taudm.cfg

Ecnn u3s URL-dana KoHpurypauum wmam nporpammHoro obecrnievyeHua He yaaérca U3B/evb Bce
HeobxoaMmble ANA 3arpy3Ku daiiia napameTpbl (MPOTOKOA, agpec cepsepa UAM NyTb K daiiny Ha cepsepe),
6yLeT npovsBeaeHa MONbITKA U3B/eYb HEU3BECTHbINM napametp M3 DHCP-onumit 43 (Vendor specific info)
nnu 66 (TFTP server) u 67 (Boot file name), B cnyyae ecan B ycnyre MHTepHET yCTaHOBAEHO MOJyYeHue
agpeca no npotokony DHCP (dopmat n aHanns DHCP-onunit byaeTt npmusenéH Huxe). Echm us DHCP-onuumii
He mnoJsyyaeTca M3BAeYb HepocTalowMmii napameTp, OyAeT WMCNONb30BaTbCA 334aHHOE 3HayeHue no
YMONYaHWIO:

e A4NA npoToKona: tftp;

e anf agpeca cepsepa: update.local;

e OnA MMeHU palina KoHourypauum: taudm.cfg;

e ANA umeHu daiina nporpammHoro obecneveHus: taudm.fw.

Takum obpasom, ecim nona «®aiin KoHpuaypayuu» v «®aiin N1O» ocTaBUTb NYCTbIMKU, U MO NPOTOKONY
DHCP He 6yaeT nosyyeHbl onuun 43 mnm 66, 67 ¢ yKazaHMemM MecTonosoXKeHusa 3tux ¢ainos — URL ¢ainna
KoHduUrypaunmn byaet umeTb BUA;:

tftp://update.local/tau4m.cfg,
a URL ¢aitna NO:
tftp://update.local/taudm.fw.

Ecnu BblbpaHo 3HayeHne «DHCP options», URL ¢ainos KoHdUrypaumm m nporpammHoro obecneyeHus
nssnekattca 3 DHCP-onunit 43 (Vendor specific info) nam 66 (TFTP server) n 67 (Boot file name), ans yero B
ycnyre VIHTepHeT A0MKHO BbiTb YCTaHOB/IEHO NOJIyYeHne aapeca no npotokony DHCP (popmaT n aHanus DHCP-
onumin byaet npmusenéH Huxe). Ecnn ns DHCP-onuumii He yaaeTtcs onpeaenntb Kako-HMbyab napametp URL —
ONA Hero Ucnosb3yeTca 3aJaHHOe 3HaYeHMe NO YMONYAHMIO:

e Ans npoTtoKona: tftp;
e ans agpeca cepBepa: update.local;
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e anA umeHu darna KoHourypaymm: taudm.cfg;
e ANA MMeHM danna nporpammHoro obecneveHuna: taudm.fw.

dopmart onumm 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>|7|<firmware.file

1 - Koa, agpeca cepBepa aBTOKOHPUIypmnpoBaHMaA no npotokoay TR-069;
2 - KoA ANA yKasaHus napameTpa Provisioning code;
3 - Koa, MMeHu Nonb3oBaTenA ANa aBTopmusaummn Ha cepsepe TR-069;
4 - Kog, napona ana asTopmsaumun Ha cepsepe TR-069;
5 - Kop, afapeca cepsepa; aapec cepsepa 3agaetca 8 popmate URL: tftp://address uan http://address. B
nepBoM BapmaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom —HTTP;
6 - Kog UMeHn daiina KoHpUrypaumu;
7 - ko4 umenu daiina MNo;
"|" - obs3aTenbHbIN pa3gennTenbHbIA CUMBOA MEXAY KOAaMM U 3HAYEHUAMM NOAOMNLUNA.
' Ana aBTokoHUrypupoBaHua no npotokony TR-069 nogonuuu 1, 3 n 4 6yayT npuMeHATbCA, Koraa
B pasgene aBTOKOHOUIrypupoBaHMA Ha ocHoBe npotokona DHCP 6yaer BbibpaH npuoputer U3
DHCP-onuun.

Anroputm onpeaeneHua napametpos URL ¢aitnos KoHpuUrypauum m nporpammHoro obecneueHua us
DHCP-onuuit 43 1 66

1.  WHuumanmzauma DHCP-obmeHa
Mocne 3arpysku ycTpoincTeo nHnummnpyet DHCP-obmeH.

2.  AHanms onuuun 43

Mpu nonyyeHun onumm 43 BbINOAHAETCA aHa/IM3 NOAONUMIA C Kogamu 5, 6 u 7 ¢ uenbio onpegeneHuns
appeca cepepa U MUMEH pannos KOHOUTypaLMKM 1 NPOrpaMMHOro obecneyeHus.

3. AHanus onuuu 66

Ecam onumsa 43 ot DHCP-cepBepa He nony4vyeHa nMbO Nosy4eHa, HO U3 HEé He y[anocb M3BAEYb aapec
cepBepa — OCyWecTBAAeTcA NOMCK onuun 66. Ecam mma danna MO Takke He ypanocb MNOAyYUTb —
OCYLLECTBNAETCA MOUCK onuun 67. M3 HUX M3BNEKAKOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K danny
NO. fanee daiinbl KOHPUrypauumn M NporpaMmmHoOro obecnedveHmnn byayT 3arpy»atbca C agpeca us onumm 66 no
npoTtokony TFTP.

Oco6eHHOCTU 06HOBNEHUA KOHbUTrypaLuum

daiin KoHdurypauum gomkeH umetb ¢opmart .tar.gz (B gaHHOM PopmaTte NPOUCXOAMUT COXpPaHEHUe
KoHdurypaumm depes Web-nHTepdeiic B 3aknagke «Cuctema» - «YnpaBneHWe KoHoUrypaumen»).
3arpy»KeHHas ¢ cepBepa KOHPUrypaLumsa NpUMeHseTcs aBToMaTMyeckn 6e3 nepesarpysKku ycTpomncraa.

OcobeHHOCTH 06HOBNEHUSA nporpamMmmHoOro obecneueHuns

daitn nporpammHoro obecnevyeHus AosxKeH umeTb dopmart .tar.gz. MNocne 3arpy3ku ¢aina MO
OCYLLECTBNAETCA ero pacnakoBKa v NpoBepKa Bepcumn (Mo cogepxumomy daiina version B tar.gz-apxmse).

Ecnn Tekylwan Bepcus nporpaMmMHOro obecneyeHusa cosnagaet ¢ Bepcuei daitna, noayvyeHHOro no
npotokony DHCP, o6HoBneHune MO nponssoamTbes He byaeT. O6HOBNEHME NPOM3BOAMTCA TO/IbKO B C/lyyae
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HecoBnageHus Bepcuit. O 3anyweHHoM npouecce 3anucu obpasa nporpammHoro obecneyeHusa Bo flash-
NamATb YCTPOMCTBA CBMAETE/IbCTBYET NOOYEPEAHOEe LMKIMYECKOe MUTaHWe MHAMKATopa «Power» 3e1eHbim,
OpPaHEeBbIM M KPAaCHbIM LBETOM.

He oTknlouaiiTe NnuTaHUe U He nepesarpyKaiTe ycTpPoicTBO BO Bpemsa 3anucu obpasa Bo flash-
' namAatb. [laHHble AeicTBMA npuBeAyT K uactTuyHou 3anucu MO, uTO paBHOULEHHO nopye
3arpy3ouyHOro paspgena ycrpoiictea. [anbHeiwan paborta ycrpoiictBa 6yaer HeBo3MOXHa. OAnA
BOCCTAaHOB/IeHUA PaboTOCNOCOGHOCTU YCTPOMCTBA BOCMNO/Nb3YUTECb WHCTPYKUUEN, KoTopas
npusepeHa B pasgene 6.
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6 nNPOLUEAYPA BOCCTAHOBJIEHMA CUCTEMbl NOC/NE CbOA NPU  OBHOBJIEHUU
NMPOrPAMMHOIO OBECNEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBNEHUA NporpaMmHoro obecneyeHus (dyepes Web-uHtepdeiic
WIW 4Yepe3 MexaHM3M aBTOMATMYECKOro OOHOB/MEHMA Ha oOcHoBe npoTokona DHCP) npousowen cb6oit
(Hanpumep, 13-3a CNyYaiHOTO OTK/IIOUYEHWA NMUTaHWA), B pe3y/ibTaTe Yero AasbHenwasn paboTa ycTpoicTea cTana
HEBO3MOMKHOW (MHAMKATOp «Power» MOCTOAHHO TOPWUT KPAcHbIM LBETOM), BOCMO/Ib3YWTECH CleAyoWMM
aNropUTMOM BOCCTAHOBAEHUA PaboTOCNOCOOHOCTM YCTPOMNCTBA:

e Pacnakyiite apxmB c ¢painnom nporpaMmmHoro obecneyeHums.

e Nogkntoumnte MK K nopty WAN ycTponcTBa, YyCTaHOBUTE Ha ceTeBOM WHTepdelice agpec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knneHTta (ana Windows pekomeHayeTcs MCMNoAb30BaTb MNpoOrpammy
Tftpd32), B KauecTBe agpeca yaanéHHOro xocTa ykaxuTe 192.168.1.6, a ana nepenaum sbibepute
¢daiin linux.bin n3 pacnakoBaHHOro apxmea NporpaMmHOro obecneyeHums.

e 3anycTute KOMaHAay oTnpaBku daiina Ha yaaneHHbld XocT (komaHaa Put). [lonxeH 3anycTUTbes
npouecc nepegaun ganna Ha yctponctso TAU-4M.IP.

e Ecau npouecc nepegaun ¢aitna Hayanca — AOMKAWUTECH €ro OKOHYaHWA, nocne yero TAU-4M.IP
npouseeaeT 3anucb NporpammHoro obecneyeHns B NamaTb U aBTOMATMYECKW BbINOJHUT 3anycK
cuctemsbl. Bpemsa 3anucu coctaBaseT okoso 5 MuHyT. O6 ycnewHoM BOCCTaHOBNEHWUM YCTPOICTBA
CBMAETENbCTBYET OPaHIKEBbIW MW 3e/eHbli LBeT nHaMKaTopa «Power». Mpu 3TOM Ha ycTpoicTBe
COXpaHAeTCa KoHourypaumsa, Kotopaa 6bina o cb6oa. ECan NoAKAYMTBCA K YCTPOMCTBY He
yAaéTca — npomsseanTte c6poc A0 3aBOACKMX HacTPOEK.

e Ecamn npouecc nepepauv ¢daiina He Havascs, ybeauTecb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOmnNbtoTepa M nonpobyiTe ewe pas. B cnyvyae Heyaaum ycTpoliicTBO HEOHXOAMMO OTMPaBUTL B
PEMOHT 60 BbINOJIHUTL BOCCTAHOB/IEHWE, NOAKAOUMBLUMNCE K ycTpoicTBy no COM-nopTy Yyepes
cneuunanbHbIi aganTep (Npyu ero Haanunm).
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NPUNOXEHWUE A. PACYET A/INHbI TENE®OHHOW IMHUN

Tabnanua 6 — 3aBUCMMOCTb 3/1EKTPUYECKOrO CONPOTMBAEHMA 1 KM ueneit aboHEeHTCKUX KabenbHbIX SIMHUIA
NOCTOSHHOMY TOKY NP TeMnepaTtype oKpy:Katowen cpeabl 20°C oT NpumeHseMoro Kabens.

Mapka kabensa pna AJIMMTC AOvametp dnekTpu4yeckoe AnvHa AHUM OnuHa
KUbl, MM conpoTtueneHue (apyrue TA), Km | amHum (TA
1 Km yenu, Om, Pycb), Km
He 6onee
TNM, TNMNan, TNMA3, TMMan3, 0,32 458,0 3,537 1,528
TNNAB, TAN anb, TAMN3BG, 0,40 296,0 5,473 2,365
TANBr, TNNanbl, TANB6LUN, 0,50 192,0 8,438 3,646
TANanb6LLUN, TNN366LLUN, 0,64 116,0 13,966 6,034
TNN3snb6LlWn, TAMT 0,70 96,0 16,875 7,292
TMNB, TN3bI 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T6, TBT, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrln, TALWR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCrmn, KCn3nmn, KCrne, 0,90 56,8
KCN3ne, KCrmr, KCN3n,
KCM3MnK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPONU3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMbI

Meproanyeckm Bo3HMKaeT HEOBXOAMMOCTb NPU CTapTe YCTPOIMCTBA BbINOMHATL ONpeaenéHHble AeACTBUS,
KOTOpble HeNb3fA OCYWEeCTBUTb 3afaHMEM OnpefeNieHHbIX HacTpoek 4vepe3 dalin KoHdurypaumu. Ona sToro
cnyyas B ycTponctee TAU-4M.IP npenyCcMoTpeHa BO3MOXKHOCTb Yepe3 KOHOUrypauMoHHbIA ¢aiii HacTpouTb
3anycK MPOW3BOJIBHOFO CKPWUMTA, B KOTOPbIA MOXHO MOMECTUTb NobYlo Kenaemyt nocnefoBaTe/IbHOCTb

KOMaHa,

[nA 3anycka Npon3BObHOrO CKpMNTa B daitie KoHOUrypaumum co3aaHa CeKkuma HaCTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuusa «Enable» paspelwaet (ecnun 3HayeHne 1) unu 3anpelaet (ecam 3HavyeHme 0) 3anycK CKpUNTa, NyThb K
KOTOpPOMY yKa3aH B napametpe URL.

3anycKkaemblii CKPUNT MOXKET pacnosiaraTbCA Kak Ha yAaNEéHHOM cepBepe, Tak M Ha camom ycTpouncTtee. C
YOANEHHOIO cepBepa CKPUMT MOMKET ObITb 3arpy»eH nocpeactsom npotokosioB HTTP uam TFTP. Paccmotpum
npumepsbl panna KoHOUrypaLmm 4aa 3anycKa NoAb30BaTe/IbCKOIO CKPUMTA C PasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa

[na 3anycka ckpunta ¢ HTTP-cepeepa Heobxoaumo B napameTtpe URL yKasaTb NosHbIN NyTb K painy
B8 dopmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa ¢aiin script.sh, xpaHawumiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyecku 3arpysutcAa no npotokony HTTP ¢ yKasaHHoOro cepsepa,
nocne yero 6yaeTt nponsseaéH ero 3anyck.

2. 3anyck c TFTP-cepsepa

[na 3anycka ckpunta ¢ TFTP-cepBepa Heobxoaumo B napametpe URL yKkasaTb NOAHbIA NyTb K Gaitny
B ¢opmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa daiin script.sh, xpaHawwmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyeCcKku 3arpy3unTca no npotokony TFTP ¢ yKasaHHOro cepeepa, nocne
yero byaeT nponssenEH ero 3anyck.

3. 3anycK N0KanbHOro CKpmnTa

Beunay ocobeHHocTeit $HalinoBOM CUCTEMbI NIOKA/IbHBIM CKPUNT AO/KEH pPacnonaratbCA TONbKO B
KaTanore /etc/config, Tak Kak TOAbKO coOAEepXMMOE I3TOrO KaTasora COXpaHsAeTca nocne
nepesarpysku yctpoictea. CKpunT B KaTtanore /etc/config moskHO co3gaTb AM60 C MOMOLLbIO
pepnaktopa vi, 1Mbo 3arpysntb ero ¢ BHelwHero TFTP-cepeepa (KomaHgol tftp —gl user.sh <TFTP-
server address>). lNocne co3gaHuMa CKpunTa emy HeobXxoAMMO HasHauWuTb MpaBa Ha 3anyck
KomaHgoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka N0KasbHOro CKpUnTa MMeeT BUA;:

URL: “File://etc/config/user.sh”

BaXKHO OTMETUTb, YTO NO/Ib30BATENbCKUIA CKPUNT A0/XKEH HauMHaTbhCA ¢ AMpeKTussbl #!/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha yctpolicteax TAU-4M.IP, HaumHaa c Bepcum 1.14.1, umeeTca BO3MOKHOCTb HacTpamBaTb ONUMW,
nosnyyaemble DHCP-KnmMeHTaMK Ha pasHbIx MHTepdencax.

‘ TonbKo Internet + VolP Internet + VolP + Managment
S mHTepdelic Int
ernet Internet VolP Internet VolP MNG
‘1 = Subnet Mask ‘ + ‘ "
‘3 = Router | + ‘ +
6 = Domain Name + N N N . .
Server
‘12 = Host Name ‘ + ‘ - ‘ - | - +
‘15 = Domain Name ‘ + + ‘ - ‘ - | - +
‘26 = Interface MTU ‘ + + ‘ + + + +
28 = Broadcast . . . . . .
Address
‘33 = Static Route ‘ + + ‘ + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + - o = +
Servers
42 = Network Time . . . _ . .
Protocol Servers
43 = Vendor-Specific . N _ _ . .
Information
66 = TFTP Server + N . . _ .
Name |
‘67 = Bootfile name ‘ + + ‘ - ‘ - | . +
‘120 = SIP Servers ‘ + - ‘ + ‘ - + )
121 = Classless Static . . . . . .
Route
249 =
Private/Classless . . . . . .
Static Route
(Microsoft)

CornacHo npuseaeHHol Tabnuue, onumu 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnsatbca DHCP-
KNIMEHTaMK Ana Kaxaoro cabuHtepoelica. CooTBETCTBEHHO, AaHHbIe onunn byayT MHAMBMAYANIbHO NPUMEHEHDI
Ans Kaxpaoro cabuntepdeiica. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpallMBaTbCs U NPUMEHATLCA
TONbKO ana ogHoro DHCP-KnMeHTa, Tak Kak OHWM obliecuctemMHble, T.e., He NPUBOAAT K HACTPOWKe CeTeBoro
nHTepdelica.

KoHdurypaumio crnvcka 3anpalivMBaembiX OMUMIA MOMHO WM3MEHATb, M XPAHWUTCA OHAa, KaK M Bce
OCTa/IbHble HaCTPOMKK, B KOHPUrypaumoHHom daine: [fetc/config/cfg.yaml. Mo ymonuaHuio cnvcku onuuin He
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nponucaHbl (B KoHoUrypauum — cnegytowaa 3anucb: DHCPOptionList: ""), 3To 3HauuT, 4TO oONUUMK
3anpaLlnBaloTCA U NPUMEHAIOTCA COrIacHO NpPUBEAEHHOW Bbiwe Tabauue.

Cnocobbl pegaKTMpoBaHUA KOHGUrypauum
I C nomowyblo pegakTopa vi

1. Cnucok onumii ana wHtepdeica Internet 3apaérca B napametrpe DHCPOptionlist cekuymm
Internet=>Network.

2. Cnucok onuui ana uHtepdeinca VolP 3agaétcs B napametpe DHCPOptionList cekuymu
Voip=>Network.

3. CnucoKk onuuit ana uHtepdelica Management 3agaértca B napameTtpe DHCPOptionList cekuuu
System=>ManagementVLAN.

Mocne peaakTMPOBaHNA M COXPaHEHMA B pedakTope Vi HeobXxoAMMO BbINOHUTL Cedytolme KOMaHabl:

e reloadcfg - npumeHsem M3MeHEHHYO KOHOUTypaumio B paboTy, pe3ynbTaT BbINOJIHEHUA KOMaHAbI
AonxeH 6biTb "Configuration accepted";

[ save - COXxpaHAeM U3MEHEHHYIO KOH(I)VII'ypaLI,VIFI B 3HEProHe3aBNCMMYIO MaMATb.

KomaHAay save MOXHO BbINONHATb TO/MIbKO B C/yyae YCMEWHOro BbINOJIHEHUA NpeablayLeit
KomaHabl. Ecam npu BbinonHeHMn KomaHabl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLLeHo.

.‘

. C nomoLwblo KomaHAabl setconf

[aHHbI meToa — pekomMeHAyeMblit. TakKe OH u3baBaAeT oT Heo6XOAMMOCTM BbINOJHEHUA KOMaHA,
reloadcfg n save. getconf (BbiBecTM Ha 3KpaH TeKkyllyto KoHdurypaumio) mn setconf (ycTaHOBUTb 3HauyeHue
napameTpa).

Npumep 1. Heob6xoaMMO NonyunTb 3HaYeHne DHCPOptionList:
onA nHTepdenca Internet

getconf Internet.Network | grep DHCPOptionList

ana nutepdeica VolP

getconf Voip.Network | grep DHCPOptionList

onAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionlList

Mpumep 2. Heo6X0LMMO Ha3HAUYUTb HEKOTOPbIM CIMCOK OMUUIA:
ons nHtepdeliica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ona nHtepdeiica VolP (HasHayaem CNUCOK ONuUMiA MO YMOYaHMIO)

setconf Voip.Network DHCPOptionList ""

ons nHtepdelica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1. KoHdurypupoBaHue Ha nepcoHaZIbHOM KOMMNblOTEpe

MpepnBapuTeNbHO CKauMBaeTca KoOHUrypaums ¢ yctpoictea Ha MK (yepes Web-nHTtepodelic), aanee ¢ nomouibo
Moboro TEKCTOBOrO pPeaakTopa MEHSIOTCA 3HAUYEHWUs, COXPAHAIOTCA M3MEHEeHUA. 3aBepllaloWwym 3Tanom
ABNAETCA 3arpy3Ka U3MeHeHHOM KOHdUTypaLumn B yCTPOUCTBO.

’ Ucnonb3oBaHue faHHOro metToaa He pekomeHayeTca!

[ ]
MNpaBuna pegaktuposaHua DHCPOptionList

1. [donyctumble 3HaveHus: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2. Onuwun B napameTpe DHCPOptionList yKasbiBatoTcs yepes 3anaTyto U 6e3 npobenoB mMexKay onunsamu,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3. Mopsagok cneposaHua onumin 8 DHCPOptionList HeBaxkeH;

4. Kaxpgas w3 onumin 12, 15, 40, 41, 42, 43, 66, 67, 120 moxKeT 6bITb 3anpoLlleHa U NPMMEHeHa TO/bKO C
ogHoro nHtepodenca;

5. Onumm 1, 3, 6, 26, 28, 33, 121, 249 moryTt 3anpawwusatbca DHCP-kaneHTamm pana Kaxkaoro
cabuHTepodeiica;

6. Onuuun 66 1 67 goNXKHbI ObITb YKAa3aHbl HAa O4HOM U TOM e UHTepdeince;

7. Ecnun B DHCPOptionList Huyero He ykasaHo, TO Torga CrMCOK 3anpalunMBaemMblX ONLUMA — MO YMOAYAHUIO
(c yueTom nyHKTa 8);

8. Ecnm B DHCPOptionList ykasaHbl onuum (M3 nyHKTa 4), KOTOpble MO YMOJIYaHUIO 3anpallMBaloTca C
apyroro uHTepdelica (Ha kKotopom DHCPOptionList He 3anonHeH), To Toraa onuuu 6yayT
3anpallmBaTbca C NepBoro nHTepdeiica, a Ha BTOPOM — AaHHble Onuum 6yayT UCK/IOYEHbI U3 CMIMCKA MO
ymonyaHuio *;

9. Ecau gnsa nHtepdeica B8 DHCPOptionList ykasaH cnMcok onuuii, To byayT 3anpallnmBaTbCA TOAbKO 3TU
onuuu;

10. Onuuio 1 8 DHCPOptionList Henb3a yKasbiBaTb, OHA 3aMpallMBaAETCA U NPUMEHAETCA BCerga M Co Bcex
MHTepdENCoB HE3aBMCMMO OT NMPOYNX HACTPOEK.

ECcv Kakon-nnMbo M3 NYHKTOB HapylleH, TO MpU NpUMeHeHUn KoHdurypauum 6ygeT BbiBeAeHO coobuieHue
"Configuration not accepted". OWwKMBKY B KOHPUrypaLMN MOXKHO Y3HaTb, ECAU BKAOYUTL noru configd, Toraa npu
NPMMeEHEHUM KOHPUrypaummn 6yaeT nogpobHO yKasaHa NpUUMHa, N0 KOTOPOW KOHPUIypaumsa He NpUMEHEHa.

* Mpumep K NyHKTY 8:

Jdonyctnm, ans nHtepdeiica Internet ykasaH cneayrowmii cnmcok onumii: Internet.Network.DHCPOptionList: "3,
6, 26, 28, 33, 121, 249, 12"

A ana nHtepodeiica management HM4Yero He yKkasaHo: System.ManagementVLAN.DHCPOptionList:

TOrza, COrlacHO NyHKTY 7, A0/MKeH BbITh 3anpoLLleH CNMCOK onuuii no ymondaxuio 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, Ho TaK Kak onuua 12 yKasaHa ABHO Ha MHTepdeice Internet, To M3 3TOro cnMcka oHa
6yaeT UckaueHa.

B uTore cnucku 6yayT BbirnaaeTb cieayowmm o6pasom:
3HauyeHuMe napametpa: Internet.Network.DHCPOptionlList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalmBaemblit cnmcok onumin: 1, 3, 6, 26, 28, 33, 121, 249, 12

3HayeHue napametpa: System.ManagementVLAN.DHCPOptionList:
3anpalwmBaemblit cnncok onumin: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42, 43, 66, 67, 121, 249

V Nocne pepaktnposaHua DHCPOptionList pekomeHayeTca nepesarpyska ycrpoiictBa. [o
nepe3arpysku KOppeKkTHasA paboTa ycTpoicTBa He rapaHTUpyeTCA.
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHuMAa TEXHUYECKOM KOHCy/NbTauMKM MO BOMpocam 3KcnayaTaumm obopyposaHma 00O
«Mpegnpuatme «/ITEKC» Bol moxkeTe 06paTtnTbcA B CEPBUCHDBIN LLEHTP KOMMAAHUK:

Poccuinckaa degepauus ,630020, r. HoBocnbupck, ya. OKkpy:KHan, aom 298.

E-mail: techsupp@eltex.nsk.ru
Ha oduumanbHom caiiTe KomnaHUM Bbl MOMKeTe HalTU TexXHUMYECKYl [OKYMEHTauuio M nporpammHoe

obecneyeHue ans npoaykummn OO0 «Mpeanpuatve «IITEKC», obpatutbca K B 6ase 3HaHWUI, OCTaBUTb
MHTEPaKTUBHYIO 33aABKY WM MNPOKOHCY/IbTUPOBATLCA Y WHXKeHepoB CepBUCHOrO LEHTpa Ha TexXHUYEeCcKom

dopyme:

OduumanbHbIn cat KomnaHuuu: http://eltex-co.ru/
TexHunueckuit popym: http://forum.eltex-co.ru/

ba3a 3HaHwuit: http://kcs.eltex.nsk.ru/

LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads/
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