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- 4.1 MNepepaya BbI30Ba

Bepcua 1.2 17.03.2015 CuHXpoHM3aumsa ¢ Bepcueit M0 1.12.0

[ob6aeneHo:

- 3.6.3.9 MeHto «McTopuA BbIZOBOBY

- 3.6.5.9 MoameHto «VLAN ynpasneHua»

- 3.7.9 NoameHto «cTtopua BbISOBOB»

- Mpunoxenune b. 3anyck NPOM3BONILHOIO CKPMMTa NPW CTapTe CUCTEMbI
N3meHeHo:

-3.6.2.1 MoameHto «HTepHET»

-3.6.2.5 NogmeHto «NAT 1 npobpoc nopToB»
-3.6.3.1 NMoameHto «HacTponKku ceTu»

-3.6.3.2 NoameHto «HacTpoika AMHUIA»

- 3.6.3.3 NMogmeHto «Mpoduan»

- 3.6.3.6 MoameHto «Mpedukcol ynpasneHuns JBO»
-3.6.5.2 NMoameHto «[Joctyn»

-3.6.5.5 NoameHto «YnpasneHne KoHbUTrypaumen»
- 3.6.5.8 MNogmeHto «ABTOKOHOUTYpUpOBaHME»
-3.6.5.10 NoameH0 «[JoNONHUTENIbHbIE HACTPOMKM
-3.7.1 NogmeHio «NHTepHeET»

-3.7.2 NogmeHio «IP-tenedoHnn»

- 6 Anroputm paboTbl aBTOMaTUYECKOro OBHOB/IEHMA YCTPOMCTBA HA OCHOBE
npoTokona DHCP

Bepcua 1.1 10.11.2014 CuHxpoHu3auma c sepcueli MO 1.10.1
[obasneHo:
- 3.6.3.6 MogmeHto «CurHan Bbi3oBa»

N3meHeHo:

-3.6.2.1 NogmeHto «NHTEepHET»
-3.6.3.1 MoameHto «HacTpoOMKKM ceTn»
- 3.6.3.3 NMoameHto «Mpoduan»

- 3.6.6.1 MoameHto «Bpema»

Bepcua 1.0 27.02.2014 MNepsaa nybavkauma
Bepcua  nporpammuoro | Bepcua [10:2.3.1.4
obecneyeHusn Bepcua Beb-uHTepdeiica: 2.3.0.54
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YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

MonyXkupHbiM  WpPMGTOM BbIAENEHBI MPUMEYAHMA W NpeaynpexKaeHus,

MonyXupHblid Wpuer
Ha3BaHWe rna., 3ar0/I0BKOB, 3ar0/I0BKOB TabuLL.

Kypcue Calibri Kypcueom Calibri ykasbiBaeTcsa nHdopmauus, Tpebytow,as ocoboro BHUMAHMS.

MpumeyaHuAa U NnpegynpexaeHua

MpumeuaHua copaepKaT BaXKHyl0 MWHPOPMAUMIO, COBeTbl WAM PEKOMEHZAUUM no
MCNO/1Ib30BaHMUIO U HACTPOIiKe YCTPOMCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30OBATENA O CUTyauuUAX, KOTOpble MOryT HaHecTu
Bpeps, YCTPOICTBY UM YeNOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpOMUCTBa MM notepe
BOaHHbIX.

.—
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BBEAEHUE

B Hactoswee Bpemsa IP-tenedoHMA sBnseTtca o4HOM M3 Hambonee ObICTPO  pPa3BUBAIOLLMXCA
TENEKOMMYHUKALMOHHBIX ycayr. A BO3MOXKHOCTU npegocTaBneHuns VolP-ycnyr aboHeHTam ceTu paspaboTtaHbl
aboHeHTCKMe wnto3bl cepumn TAU-2M.IP (oanee — «yCTPOMCTBOY).

ABOHeHTCKUI whto3 IP-tenepoHnn TAU-2M.IP vcnonb3yeTca AnA NOAKAOMEHUA aHANOroBbIX TenedoHHbIX
annapaToB K CeTAM NaKeTHOM nepenayM AaHHbIX, BbIXOA, Ha KOTOpble OCYLLeCcTBAAeTcA 4yepe3 UHTepdeinc
Ethernet.

YCTPOMCTBO OPMEHTMPOBAHO HA AOMALLHMX NO/b30BaTenen n Hebonblume opuchl.

B HacToAwem pykoBOACTBE MO 3KCNAyaTauMW W3NOXKEHbl Ha3HaYeHWe, OCHOBHble TexHuYyecKue
XapPaKTEPUCTUKKN, NpaBuna KOHOUIYPUPOBAHMA, MOHUTOPUHIA W CMeHbl MPOrpamMMHoOro obecneyeHun
aboHeHTCKMX Wwhto3o. IP-tenepoHum TAU-2M.IP.

AboHeHmcKul w3 TAU-2M.IP 7
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1 ONMUCAHUE U3OENUA

1.1 HasHaueHue

YctpoiictBo TAU-2M.IP — BbICOKONPOM3BOAMTENbHbIN abOHEHTCKUI w3 [IP-tenedoHUM € MNoAHbIM
Habopom GYHKLMI, NO3BONAIOLLMX NOTPEOUTENO NCNONB30BaTb NpenmyLLecTBa IP-TenedoHuu.

A6oHeHTCcKui wnto3 TAU-2M.IP npeaHasHayeH A8 NOAKAIOYEHUA aHaN0roBbIX TesiepOoHHbIX annapaTos 1
¢dakc-moaemos K IP-cetn. bnarogapa BCTPOEHHOMY MapLIPYTU3aTOPY YCTPOMCTBO obecrneymBaeT BOSMOXKHOCTb
NoaKNOUYEeHNs 0060PYA0BAHMA NIOKANbHOM CETU K CETU LUMPOKOMOIOCHOIO Aoctyna. K ycTpoicTBy MOXKHO
NOAKNIOYUTL OAMH KOMMbIOTEP, AOCTYMN B UHTEPHET A/1A KOTOPOro BO3MOMEH C MOMOLLbI BCTPOEHHbIX QYHKL M
NAT/DHCP-cepBepa. USB-pasbem UcCnosb3yeTrca ANA MNOAKAIOYEHUA BHelHero Hakonutensa, 3G/4G USB-
moaema.

1.2 XapaKTepucTuKa ycTpomcrea

Unmepdpeiicobi:

e FXS: 2 nopta RJ-11;
e LAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
e WAN: 1 noprtEthernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHWe WAto3a OCYLLLECTBNAETCA Yepes BHEWHUIM aganTtep 12 B noctosHHOro Toka ot cetn 220 B.
dyHKYuU:

e ceTeBble PYHKUMM:

— paboTa B pexxnme «KMOCTa» UAM «MapLIPYyTU3aTOPaY;

— noaaepkKa PPPoE (PAP, SPAP 1 CHAP aBTopusauus, PPPoE komnpeccus);

— noaaepxka PPTP;

— noapeprkka L2TP;

— noaaep:kKa ctatuyeckoro agpeca n DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep
Ha cTopoHe LAN);

— noaaepka DNS;

— noagepka NAT;

—  CeTeBOW 3KpaH;

— noagepkka NTP;

— noaaepykKa mexaHM3MOB KayecTBa obcnyxuBaHma QoS (QoS no DSCP n 802.1P);

e nopaeprkka pyHKuni IPTV;

e npotokonbl IP-TenedpoHnm: SIP;

e  3XO0 KOMneHcauua (pekomeHaaummn G.168);
e  [ETeKTop akTMBHOCTU peun (VAD);

e reHepaTop KOMQOPTHOTO LWYMa;

e 0bBHapyKeHue 1 reHepupoBaHue curHanos DTMF;

8 Ab6oHeHmckul wino3 TAU-2M. 1P
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nepenaya DTMF (INBAND, rfc2833, SIP INFO);
nepegava ¢pakca:

- G.711A/G.711U;
— T.38;

pabora c SIP-cepsepom u 6e3 Hero;

dyHKUMM OBO:

— yaep:kaHue BbizoBa — Call Hold;

— nepepgaya BbI3oBa — Call Transfer;

— yBeAOoMIeHWe 0 NOCTyn/ieHMM HoBoro Bbi3oBa — Call Waiting;
— nepeagpecauma no 3aHAToctn — Call Forward at Busy;

— nepeagpecauua no HeotseTy — Call Forward at No answer;
— besycnoBHas nepeagpecauusa — Call Forward Unconditional;
— He becnokoutb — DND;

—  Caller ID: FSK, DTMF;

— ropAayas anmHuA — Hotline;

— TpynnoBo Bbi30OB;

— nepexsaT BbizoBa — Call Pickup;

—  TPEexXCTOPOHHSAA KOHbepeHuMs;

—  TMBKMI NNaH Hymepaumu;

obHosneHue MO yepe3 Web-uHtepdodelic;

noaaepr*kka DHCP-based autoprovisioning;

TR-069;

YyAaNeHHbIA MOHUTOPUHT, KOHGUTYpUPOBaHME M HacTpoiKa: Web-uHTtepdelic, Telnet.

Ha pucyHKke 1 npuseaeHa cxema BKkAodeHua TAU-2M.IP.

Cetb
nposaiigepa

3G/4G mogem

UsB 10/100Base-T

TAU-2M.IP

PucyHok 1 — dyHKLMOHANbHAA cxema ucnoab3oBanua TAU-2M.IP

AboHeHmckuli wao3 TAU-2M.1IP 9
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13 CTpyKTypa v npuHuMn paboTtbl nsgenua

ABOHeHTCKUIM TepMmuHan TAU-2M.IP cocTouT U3 caeayroLmx NnoacucTem:

e KOHTPOJ/INEP, B COCTaB KOTOPOIO BXOAMT:

—  BbICOKOMHTErpMpoBaHHaA cucTema, BK/4aloliaas B cebs npoueccop, 100-mMBUTHbIM
KOMMYTaTOp CO BCTpOeHHbiMM PHY, annapaTHyto akcenepaumio Tpaduka L2/L3/L4, USB
2.0 nopTbl, PCI-E KoHTpoANEepbl, 8 KaHanoB PCM ana paboTbl npunoxeHnii VolP;

— flash-namatb — 8MB;

— onepatnBHaa namAatb SDRAM — 128MB;

e 2 aboHeHTCKMX KomnaekTta SLIC;

e 1 nopt LAN: RJ-45 10/100BASE-T;

e Ethernet-mopynb WAN: RJ-45 10/100BASE-T;
e USB Host nopr.

CTpyKTypHaa cxema yCTpOMCTBa NpMBELEHA HA PUCYHKe 2.

RJ45 RJ45

KOHTponnep

ETHERNET
SWITCH

‘ P U USB-uHTepdeiic

RJ11 RJ11

PucyHok 2 — CTpyKTypHasa cxema TAU-2M.IP

YcTpolicTBO paboTaeT nog ynpaB/iieHMEM ONepaumMoHHOM cucTembl  Linux. OcHoBHble ¢GyHKUUMK
yrpaB/ieHUa COCPeaoTOYeHbl B MPOLECCOpPe, KOTOpbIA  OCyllecTBAseT MaplpyTusaumio  IP-nakeTos,
obecneunBaet paboty IP-TenedpoHMM, NPOKCMpPOBaHME rPyNnNoBoro TpadmKa u T.4,.

®YHKUMOHANBHO YCTPOMCTBO MOXKHO pa3aennTb Ha 4 6aoka:

e bnok nopaeprku ceteBbix GyHKUUIA YCTPOMCTBA;

e bnok IP-tenedoHuy;

e bnok 06paboTkmn multicast-tpaduka;

e bnok ynpasneHus (onepaunoHHas cuctema Linux).

10 Ab6oHeHmckul wino3 TAU-2M. 1P
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BNOK noAagep:KKU ceTeBbiX GYHKUMWA YCTPOWCTBA obGecrneymBaeT MPOXOXKAEHMEe U KommyTauuio |P-
NaKeToB B COOTBETCTBUM C TabvLen MapLpyTM3aL MM YCTPOKCTBA, MOXKET 06pabaTbiBaTh KaK HETErMpPOBaHHbIe,
TaK U TEerMpPOBaHHbIe MaKeTbl B 3aBUCUMOCTU OT HAacTPOMKM ceTeBblX MHTepdelicos. NoaaepKMBaeT NPOTOKObI
DHCP, PPPOE, PPTP, L2TP.

bnok IP-renedpoHun obecneumBaeTr paboTy ycTpoicTBa no npotokony SIP ana nepegaunm peyesbix
CUTHANIOB NO CETU C KOMMyTauueln naketoB. PeyeBoi curHan aboHeHTa MOCTyMaeT Ha MoAy/b abOHEHTCKUX
komnnektos SLIC, rae npeobpasoBbiBaeTca B undposont Bua. OundpoBaHHbIA cMrHan HanpasaseTcs B 610K IP-
TenepoHun, rge KOAMPYeTcs No oAHOMY M3 BblOpPaHHbIX CTAaHAAPTOB M B BUAE LMPPOBbLIX NAKETOB NOCTyNaeT B
KOHTPOJI/IEp Yepe3 BHYTPUCUCTEMHYIO maructpanb. LUmdposble nakeTbl cogep)kaT, KpOMe peyeBblX, CUTHasbl
ynpaBaeHnA U B3aMMOAEeNCTBUA.

Bnok o6paborkm multicast-tpaduka npegHasHayeH ana o06paboTkn IGMP-coobueHnin n multicast-
TpadmKa C uenbto noaaepkm GyHKumni IP-tenesnaeHms.

BnoK ynpaeneHua Ha 6ase onepaumoHHOM cnucTemMbl Linux KOHTpoIMpyeT paboTy BCex OCTaNbHbIX 6/10K0B
M NoacMUCTeM YCTPOMCTBA M obecneynBaeT Ux B3aMMoLeNCTBUE.

®PyHKUMOHaNbHan cxema ycTponctea TAU-2M.IP npepcTaBneHa Ha pUCyHKe 3.

IP-ceTb
== Erok

Bnok IP-TenedoHum
NoAEPHKKM

CeTeBbIX

GYHKUMMA

YCTPOKMCTBA

Bnok obpaboTkn
multicast-tpacuka

PucyHok 3 — dyHKUMOHaNbHaA cxema ycTponcTea cepun TAU-2M.IP
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1.4 OCHOBHble TeXHUYECKMe napameTpbl

OcHOoBHble TEXHUYECKME NapamMeTpbl YCTPOMCTBA NpMBeaeHbI B Tabaumue 1.

Tabnunua 1 — OCHOBHble TEXHUYECKUE NapameTpbl

MpoTtokonbi VolP

| MoaaepxnBaemble NPOTOKO/IbI | SIP
Ayaunokoaeku
Koaeku G.729, annex A, annex B

G.711a, G.711u,
G.723.1, G.722, G.726-24, G.726-32

MNepepaya mozema: G.7113, G.711u

MNepepaya ¢akca: G.711a, G.711u, T.38

NapameTpbl WAN-uHtepdeiica Ethernet

Konunyectso noptos 1
INEeKTPUYECKUI pasbem RJ-45
CKopocTb nepegaqun, Méut/c 10/100, aBToonpeaenexHue
MNopaep»Ka cTaH4apTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konnuectso nHTepdeiicos 1
DNEeKTPUYECKMI pa3beM RJ-45
CKopocTb nepegaun, Méut/c 10/100, asToONpeaeneHune
MNopaepKKa cTaHgapTOB | BASE-T
MapameTpbl aHaNOroBbix aBOHEHTCKUX NOPTOB
Konnyectso noptos 2
ConpoTusneHue wWnenda (6e3 yyeta conpotmeneHma TA) 00 800 Om

Mpuem Habopa

MMMYNbCHbINA/YacToTHbIM (DTMF)

3aumTa abOHEHTCKMX OKOHYaHMIA

MO TOKY U NO HanpAXXeHuto

Bbigaya Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YaaneHHoe ynpasaeHue

Web-uHTtepdoelic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHune gocTyna

no naponto

O6wme napameTpbl

MuTtaHue

agantep nutanma 12V DC, 1.5 A.

MoTpebaseman MOLHOCTb

He 6onee 7.2 BT (MakcmanbHbIn noTpebnaemblii Tok 0.6 A)

Pabounit AmanasoH Temneparyp

ot +5 go +40°C

OTHOCUTEIbHAA BNAXKHOCTb Npu Temnepatype 25°C

8o 80%

labapwutbl

122x96x33 mm

Macca

He 6onee 0,15 Kr.

12 Ab6oHeHmckul wino3 TAU-2M. 1P
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KOHCTpYKTUBHOE UCMOJIHEHUE

ABOHEHTCKUI TepMmuHan TAU-2M.IP BbINONHEH B N1aCTUKOBOM Kopnyce pasmepamu 122x96x33 mm.

1.5.1 BepxHAA NaHeNb YCTPOMUCTBA

BHewHW BUA BepxHel naHenu yctpoiictea TAU-2M.IP npuBeneH Ha pucyHke 4.

=

L L BN BN BN B BN BEaEE BN BN J
L L B BN BN BN BRSNS BN J

Power
USB
(4

S
e
LAN
WAN

LN
L. o @

1
o0 0000

P

L L B B BN BN BN BN BN BN BN J
LB BN BN BN BN BN BN BN BN BN J
L L B B BN B BN BN BN BN BN J
oo 00 00

0000000000
0000000000
® 9000000000
L B B BN BN BESEESEEaEN BN J
009009000 900

PucyHok 4 — BHewHui Bug sepxHeit naHenn TAU-2M.IP

Ha BepxHeit naHenu yctpoiictBa TAU-2M.IP pacnofoXKeHbl cieaytolme cBeTOBble MHANKATOPDI:

Tabauua 2 — OnMcaHMe MHOMKATOPOB M OPraHOB yNpaBaeHMA NepeaHen naHenu

dnemeHT HEPEAHEﬁ naHenun

OnucaHue

1 Power WMHAMKATOP NUTaHUA U CTaTyca paboTbl ycTpoincTa
) USB MHAMKaTOpP paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHNit )ecTkni
anck, 3G/4G USB-moaem)
3 » WHAMKaTOpbl paboTbl aHaNoroBbix TenedoHHbIX NOPTOB
4 LAN nHaukatop LAN-uHTepdelica
WAN nHankatop WAN-uHtepdeiica

1.5.2 3agHAA naHenb yCTPOUCTBA

BHewHW BuA 3agHen naHenu yctpoicrtea TAU-2M.IP npuBeaeH Ha pucyHke 5.

LAN
10/100

PucyHok 5 — BHewHMn BUA 3aaHen naHean TAU-2M.IP

AboHeHmcKul w3 TAU-2M.IP
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Ha 3agHel naHenu yctpoicrtea TAU-2M.IP pacnonoeHbl cnegyowme pasbembl M opraHbl yrnpaBaeHus,

Tabnvua 3.

Tabnunuya 3 — OnncaHMe NHAMKATOPOB M OPraHOB ynpaB/ieHua 3agHel naHenn TAU-2M.IP

dnemeHT 3agHei naHenun OnucaHue

6 12v pasbem 414 NOAKAOYEeHMA aganTepa NUTaHNA

7 USB pasbem USB ana nogkntoueHusa BHewHero USB-yctpoitctea (USB flash,
XeCTKuin amck, 3G/4G USB-mogem)

8 Phone 2 pasbema RJ-11 ana noaxNtoHeHMA aHaNOroBbIX TeNedOoHHbIX annapaTos

9 LAN nopT 10/100BASE-T Ethernet (pasbem RJ-45) ana nogkntoueHun
JIOKaNbHOTO CEeTEBOrO YCTPOMCTBA

10 WAN nopt 10/100BASE-T (pasbem RJ-45) ans noax/Il0UEHNUA K BHELLHEN ceTn

1.6 CBeTtoBasa MHAUKaUUA

TeKyuwee cocToaHue ycTpoictea TAU-2M.IP oTobparkaeTca npu nomowm nHamkatopos WAN, LAN, Phone,

Power — pacnonoKeHHbIX Ha BerHef/‘I naHenu. NepeyeHb COCTOSIHWI WHOWKATOPOB npmuseeaeH B Ta6nv1u,e 4,

Tabnunua 4 — CBeToBan MHAMKALUMS COCTOSHWUSA ycTpolicTBa cepumn TAU-2M.IP

UHpaukatop CocToAaHUe MHAMKaTOpA CocTosAiHMe yCTpOMCTBa
CTaHOB/IEHO coeMHeHne MeX,
roput (3eneHbim  — 10 Mbps, Y A AY
CTAaHUMOHHbIM TEPMWHANIOM W aBOHEHTCKMM
opaH:xeBbim — 100Mbps) .
WAN YCTPOWUCTBOM
npouecc NakeTHOM nepeaayn AaHHbix no WAN-
Mmuraet ot . pea A
nHTepdeicy
roput (3eneHbim  — 10 Mbps, | yCTAaHOBNEHO COEeAMHEHWE C MOAKOUYEHHBIM
LAN opaHeBbim — 100Mbps CeTeBbIM YCTPONCTBOM
npoLecc NakeTHoM nepegayn gaHHbix no LAN-
Mmuraet .
nHTepdency
3€e/IeHbIN, rOpUT NOCTOAHHO TenedoHHan TpybKa nogHATa (AMHMA aKTUMBHA)
He roput TpybKa nonoxKeHa, HopMmanbHas paboTa
3€e/IeHblN, B TEYEHME CEeKYHAbl MUTFAET C . .
., Ha TenepoHHbI NOPT NOCTynaeT BXOAALMMA
yactoton 20 [u, 3atem 4 ceKyHAbl
BbI30B
naysa
3eNeHblil, NepuoaMyYeckoe peaKoe | OTCYTCTBYET perucrTpauma aboHEeHTCKOro mopTta
MUraHme Ha SIP-npoKcu cepsepe
3e/1eHbli, ABOMHbIE KOPOTKME MUraHMA
naeT TecT MHUU
C UHTEPBAZIOM B 3 CEKYHAbI
USB 3e/1eHbli, roput USB-ycTpoiicTBO NOAKNHOYEHO
He ropuT USB-ycTpoincTBO He NogKAto4YeHO
. BK/IIOYEHO MWUTaHME YCTPOMCTBA, HOPMAJbHasA
3e/IeHbl, ropuT NOCTOAHHO
pabota
OpaHXeBbll, FOPUT NOCTOAHHO OTCYTCTBYET BbIXxoA B MHTepHeT
Power KpacHbIi, FOpUT NOCTOAHHO 3arpyska ycTpoWcTea
nepuoanyeckoe nonepemeHHoe | cbpoc yCcTponcTBa K 3aBOACKMM HAaCTPOMKam
MWFraHMe  KpacHbIM U 3e/1eHblM
uBeTamm
14 AboHeHmcKuli winos TAU-2M.IP
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1.7 C6pocC K 3aBOACKMM HACTPOMKam

[nAa 3anycKa ycTPoOMcTBa C 3aBOACKMMMU HAaCTPOMKAMM HEOBXOAMMO B 3arpyKeHHOM COCTOAHUM HaXKaTb U
yOEepXKMBaTb KHOMKY «F», KOTOpas HaxoAuTcA Ha OOKOBOM MaHenu ycTpomcTBa, NOKA MHAMKaTop «Power»
HauyHeT NepuoaMYEcKM MUraTb NMOMEPeMEHHO KPAcHbIM WM 3eneHbiM ugeTamu. Mpounsonget aBTomMaTUYecKas
nepesarpyska yctpoicrta. Npu 3aBoAcKMX ycTaHoBKax Ha WAN-uHTepdeice 3anyuweH DHCP-knueHT, agpec
nHTepdelica LAN - 192.168.1.1, macKa noacetu — 255.255.255.0; nma nonb3osaTtensa/naponb gna goctyna yepes
Web-unnrtepoeiic: admin/password.

1.8 KomnneKT nocrtaBku

B 6a30BbIli KOMNAEKT NOCTaBKK ycTpoicTea cepun TAU-2M.IP BxopAT:

e TepMWHaN abOHEHTCKMI YHUBEPCA/bHbIN;
e apganTep nutaHuA 220/12B 1.5 A;
e PYKOBOACTBO MO YCTAaHOBKE W HACTPOMKe.

AboHeHmcKul w3 TAU-2M.IP 15
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2 YNPAB/JIEHUE YCTPOMCTBOM YEPE3 WEB-KOHOUTYPATOP

2.1 Hauyano paboTbi

[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes Web-6paysep:

1. Ortkpoiite Web-6paysep (nporpammy-npoCMOTPLIMK TMNEPTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiictsa.

iﬁu 3aBogacKoii IP-agpec yctpoiictBa: 192.168.1.1, macKa noaceTtu: 255.255.255.0

Mpu ycnewHom obHapy*KeEHUN YCTPOMUCTBA B OKHe bpay3epa oTobpasuTca CTpaHuua C 3anpPoCcoM MMEHU
nosib3oBaTens v Napons.

TAU-2M.IP u -

TorHH:

admin

MNapone

3. BeeauTe uMA nonb3oBaTens B CTpoke «JlIorMH» UM napoiab B CTpoke «[laposby».

!3" 3aBoACKMe YCTaHOBKU: 10TMH: admin, naponb: password.

4. Haxmunte KHOMKy «BolTu». B oKHe BGpay3epa OTKPOeTCcA MeHIo BbICTPOro KOHPUrypmposaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBatenewu

Ha ycTpoiictBe cyuiecTByeT Tpu Tuna nosb3oBaTenen: admin, user u viewer. MNonb3oBaTenb admin
(apmMuHUCTpaATOP, Napoab MO ymon4YaHuto: password) nmeeT NosHbINM AOCTYN K YCTPOMCTBY: YTEHME M 3anuUCb
NobbIX HACTPOEK, MOJHbIA MOHUTOPUHI COCTOAHMA YCTPOMCTBA. Mosib3oBaTeb user (HeMpUBUAErMPOBaHHbLIN
no/sib3oBaTe/Ib, Napo/ib MO YMOMYAHMUIO: USer) MMeeT BO3MOXKHOCTb BbIMOJHUTL TOJIbKO HAcTpolky PPPoOE gnn
noaKkntoveHus K MHTepHeT, He MMeeT A0CTyna K MOHUTOPUHIY COCTOAHWUA ycTpoincTea. MNonb3osatenb viewer
(HabnopaTtennb, Naponb NO YMOJYAHWUIO: viewer) MMeeT MPaBo TO/bKO MPOCMATPMBaTb BClO KOHUrypauuio
ycTporicTBa 6e3 BO3MOXKHOCTU YTO-IMB0 pesakTUpPOBaTb, MOHUTOPUHI COCTOSIHUA YCTPOMCTBA eMy AOCTyNeH B
nonHom obbeme.

TAU-2M.IP

Cete  IP-TenechoHmnA Cuctema
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an Ha*aThn Ha KHOMKY «B8bIXOO» TEKyLWaA cecCnAa nosib3oBaTenAd 6y,D,ET 3aBepLleHa, 0T06pa3VITC’r'I OKHO
dBTOpPU3aUnn:

-2M.IP

Norns:

admin

Maponk:

Ona cmeHbl foCTyna HeobxoAMMO yKasaTb COOTBETCTBYIOLLME WMMS MOJIb30BATENA U MAPOJib, HaXKaTb
KHOMKY «Bolimu».

2.3 Pexxumbl paboTtbl Web-uHtepdeiica

Web-uHtepdelic yctpoiictea TAU-2M.IP moxeT paboTaTb B Tpex pexmmax:

e MOHUTOPUHT — PEXUM MOHUTOPUHIA CUCTEMBI — UCMOb3YeTCA AR NPOCMOTPA Pa3/IMYHOro poaa
nHPopmauun, KoTopaa KacaeTca paboTbl YCTPOMCTBA: aKTUBHOCTb WHTepHeT-coeAnHeHwus,
cocTosiHMe TenedoHHOro nopta, ob6bemM MPUHATbIX/NEepeAaHHbIX JAaHHbIX MO  CETEBbIM
nHTepdericam 1 Tak ganee;

o [AUTKK — pexknum BbICTPOro KOHPUIrypupoBaHMA CUCTEMbI — B KaxKAoW NAUTKE CrpynnuMpoBaHbl
HACTPOMKM Mo nx GYHKUMOHANbHOMY HasHadyeHuto: MHTepHeT, IP-TenedoHun, IP-tenesngeHme u
apyrve. B nnnTKy BbiBeeHbl TO/IbKO OCHOBHbIE MapameTpbl, MO3BOAOLWMNE MAKCUMAbHO BbICTPO
HACTPOUTb onpeseneHHyo GyHKLUMIO YCTPOMNCTBA;

e HacTpOMKM — pacCLWIMPEHHbIA pPeXUM  KOHPUIYPUPOBAHMA CUCTEMbI  (PEXMM  MOJHOro
KOHOUTypUpoBaHMa) — NO3BONAET BbIMOJHUTbL NOJIHOE KOHPUTYpUpPOBaHME YCTPOICTBA.

Ons Hasuraumm mexay pexummamm Web-uHTepdelica cayXMT naHenb, KOTOpas HaXxo4MTCS C NeBOM
cTopoHbl Web-nHtepdeiica. Npu HaBegeHNM yKa3aTeNss MbllUW NaHe b PaCKPbIBAETCA:

WHTepHer WHTepHet
Festirs pabo Pexim pado
MpoToK MpoTay
IP-aap IP-aap]
@ Macka noace @ MOHWTOPUHD Macka noace
= LLnKE NO yMomHEHY £22 MINMTKK LLInko3 No yyron4aH)
£ MepBrHHBIA D L+ HacTpoiku MepEMYHEIR D
BTopkHHER D BTORMHEI D

AboHeHmcKul w3 TAU-2M.IP 17
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N3 perkuma «IMTKM» B pexkum «HacTponKku» nepexos BO3MOMEH TaKKe Yepes CCbIAKy «noopobHee» B
Ha3BaHMM MAUTKK.

2.4 MpumeHeHne KOHPUTypaLUM U OTMEHA USMEHEHUMN

2.4.1 NpumeHeHUe KOHPUrypaLmum

(\ Mo Ha)KaTuio Ha KHONKY «MIpMMeHUTb» NPOUCXOAUT coXpaHeHue KoHdurypauum Bo flash-namaTto
= A YCTPOCTBa U NPUMEHEHMe HOBbIX HacTpoeK. Bce HacTpoiiku BcTynatloT B cuny 6e3 nepesarpysku
ycTpoiicTBa.

KHonKa «lMpumMeHUTb» B MeHK ObICTPOro KOHOUIYPUPOBAHMA M B MEHIO pPacCIMPEHHbIX HaCTpoek

+ TpUMEHHTE
COOTBETCTBEHHO MMeeT BnAa.: ; .

B Web-uHTepdeiice peannsoBaHa BM3yanbHas MHAMKAUMA TEKYLEro COCTOSHMA NpoLecca NpUMeHeHUs
HaCTPOEK:

Tabnnua 5 — BusyanbHasa MHAMKALMA TEKYLLLETO COCTOSIHUA NpoLecca NPMMEHEHUA HacTPoeK

BHelwwHuii BUg, OnucaHue cocToaHUA

Mocne HaxaTva Ha KHOMKY «pUMEHMUTbY» MPOMCXOAUT NPOLECC NPUMEHEHUNA U 3anucu
HacTooiiki ceTy £ HacTpoek B namaATb ycTtponctea. O6 aTtom nHPopmMmUpyeT 3HAYOK H B Ha3BaHMW BKJIaZKU
N Ha KHOMKe ((anIMeHVITb».

06 ycnewHoOM COXpaHeHUW W MNPUMEHEHUM HACTPoeK WHdopmupyeT sHauok [ 8
HacTpoiikd ceti @ Ha3BaHWW BKNAAKN.

Ecnv 3HaueHve nmapameTpa OblIO YKA3aHO C OLWMOKOW, TO MOC/AEe HaxKaTuUA Ha KHOMKY
«MPMMEHUTL» MNOABUTCA COOTBETCTBYHOLEE COOOLLEHME C YKasaHWeM MpU4YMHbI, a B

Ha3BaHWWU BKNagKU OT06pa3VITCﬂ 3HaA4oK E]

HacTpoikd ceT @

2.4.2 OTmeHa U3MEHeHUM

OTmeHa U3MeHeHUiA NPOM3BOAUTCA TONbKO A0 HAXKaTUA Ha KHOMKY «MpumeHuTb». B 3aTom cayyae
OTpeAaKTUpPOBaHHble Ha CTpaHUUE napameTpbl OOHOBATCA TEKyWMMM  3HAYeHUAMM,
3anMcaHHbIMM B NamATU ycTpoiictBa. Mocne Ha)KatmAa Ha KHonky «lMpumeHuTb» BO3BpaT K
npeAblAyLMM HAacTpoKam 6yaeT HeBO3MOXKEH.

KHOMKa OTMeHbl M3MEHEHMUI B MEHIO BbICTPOro KOHOUIYPUPOBAHMA M B MEHIO PACLUMPEHHbIX HACTPOEK

x ® Otmena
COOTBETCTBEHHO MMeeT BnA.: 5

25 MeH10 6bICTPOro KOHGUryprMpoBaHUA

B MeHt0 BbICTPOro KOHGUIYpMpPOBaHMSA OTOBPAXKAIOTCA OCHOBHbIE HACTPOMKM YCTPOMCTBA, PUCYHOK 6.
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UHTepHeT

Pexum pafoThl
MpoTokon

BHelwHWi IP-agpec
Macka noaceTu
LLnto3 no yMonyaHui
MepBryHBIR DNS

BTopwuHeIi DNS

nogpoGHee

MapwpyTnaaTtog ¥
Static v
192.168.10.21
255.255.255.0
192.168.10.1

192.168.10.1

= -

|P-TeneBugeHue

BrntouuTs IPTV

noapoGHee

rd

BrniounTe HTTP- &

NPOoKCKA

MopT HTTP

1234

2 -

IP-tenecpoHuns

MAHKUA 1 NuHKMA 2 SIP

BHMIOUUTE

Homep
AyTeHTMdoMKaumA

MMA none3oeaTens

MNapone

Cucrema

td

001

3 -

OocTyn k Web yepes WAN

HTTP

HTTPS

i

rd

3 -

noagpoGHee

nogpoGHee

PucyHOK 6 — MeHto 6bicTporo KoHoUrypmMpoBaHusa

2.5.1 WHTtepHeT

HacTpoiku pasgeneHbl No CAeayHoWmMM KaTeropuam:

MHmepHem — BbICTPan HaCTPOMKaA BbIXxoAa B CeTb MHTepHeT;
IP-meneghoHus — BbiCTpas HacTpoiKa TenedoHUy;
IP-menesudeHue — KOHPUrypnpoBaHMe YCTPOUCTBA AN1A NOAAEPKKM GyHKLUMI IPTV;
Cucmema — HacTpoWka gocTtyna K Web-uHtepdeicy yepes WAN-noprt.

Pexxunm paboTbl — pexkum paboTbl yCTPOICTBA:

mapupytmsatopa (LAN nsonmposaH ot WAN);

nepeaatorca npospayHo u3 LAN 8 WAN 1 obpaTtHo

Onsa poctyna K cetn MHTepHeT HEO6XOAMMO YCTaHOBUTb OCHOBHbIE HACTPOWKK B pasgene «MHTepHeT».
AnA yKasaHWA OOMNONAHWUTENbHbIX MAapamMeTPOB MeperanTe B PEXUM PaCLUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«noapobHee».

Mapwpymuzamop — mexgy LAN- u WAN-uHTeppencom yCTaHaBAMBAETCA pPEXMM

Mocm — mexgy WAN n LAN-uHTepdencom ycTaHaBAMBAETCA PEXKMM MOCTA: AaHHble

Mpomokon — BbIGOP NPOTOKOMA, MO KOTOPOMY OyAeT OcylecTBAATbCA noakatoveHne WAN-
nHTepdelica yCTPONCTBA K CeTn nposangepa:

AboHeHmcKul w3 TAU-2M.IP
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—  Static — pexxum paboTbl, Npn KoTopom IP-agpec 1 Bce HeobxogMmble napameTpbl Ha WAN-
UHTepdelc HasHavyaloTCA cTaTyeckn. MNpu Boibope TMna «Static» ana pepakTMposaHmA
6yayT AOCTYMHbI cCheayolwme napameTpbl:

BHewHuli IP-a0pec — yctaHoBKa |P-agpeca WAN-uHTepdeica ycTpoMcTBa B CETU
nposaiaepa;

Macka nodcemu — MacKa BHeLWHel NoaceTu;

LUno3 no ymonyaHUto — agpec, Ha KOTOPblA OTNPaBAAETCA MaKeT, eciu ANA Hero He
HaMgeH MapLpyT B Tabanue maplpyTmsaumu;

MepesuyHebili DNS, BmopuyHsili DNS — apgpeca cepBepoB AOMEHHbIX MMEH (MCMob3ytoTcs
ana onpegeneHvsa IP-agpeca ycTpoicTBa NO ero JOMeHHOMY MMeHM). [aHHble nons
MOXHO He 3an0/IHATb, ECIN B HUX HET HEOOXOAMMOCTH.

— DHCP — pexum paboTbl, npn Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
WJI03 MO YMOJIYAHUIO U ApyrMe napameTpbl, Heobxogmumbie ana paboTbl B ceTun, byayT
nony4yeHbl ot DHCP-cepBepa aBTOMaTUYECKM.

MoaaepsknBaemble onuUUK:

1 — macka ceTty;

3 —afpec ceTeBOro LW/03a MO YMOHAHUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPONCTBA;

15 — pomeHHOE UMmsa:

26 — pasmep MTU;

28 — WwmpoKoBseLwaTenbHbIN afpec ceTu;

33 - cTaTuyeckme mapLupyThbl;

42 — appec NTP-cepBepa;

43 — cneunduyHaa nHdopmaLma nponsBoaUTeNs;
60 — anbTepHaTmBHbIi Vendor ID;

66 —appec TFTP cepsepa;

67 — ums daiina MO (ans 3arpysku no TFTP ¢ cepsepa 13 onuun 66);
82 - nHdopmaumsa areHta DHCP Relay;

120 — outbound SIP-cepsepa;

121 — 6ecknaccoBble CTaTUYECKME MapLLPYTbI.

B DHCP-3anpoce B onuun 60 ycTpoiCTBO nepepaeT caeaylowyto  UHOGOPMALUIO
npoussoautens B popmare:

[VENDOR:npoussogutenb][DEVICE:Tnun yctpoictea][HW:annapatHas Bepcusi] [SN:cepuiiHbiii
Homep][WAN:MAC- agpec  uHTepdeiica  WAN][LAN:MAC- agpec  wuHTepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms)

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

Cnucok wucnonbayemblx DHCP-onuuii Ha Karkgom ceteBom uHTepdeiice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4Hyt0. MHGOpMauUusa no HacTpoiKke CNMCKA NpeacTaBaeHa
8 Mpunoxkerue B. HACTPOMKA dhcp-KNMEHTOB B My/IbTUCEPBUCHOM PEXUME

—  PPPOE — pexxum pabotbl, npn Kotopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpwn BbIGOPE «PPPOE» ana pefakTMPOBaHWUA CTaHYT AOCTYMHbI Cheaylowme napameTpbl:

Uma none3zosamersna — nMA NONb30BaTeNAa ANA aBTopmsaunm Ha PPP-cepeepe;
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lMaponb — naponb anAa asTopusaumn Ha PPP-cepsepe;

Service-Name — nmsa ycnyru — 3HadveHue Tera Service-Name B coobuweHun PADI ana
UHUUManmsaumm PPPoE-coeamnHeHns (MCNonb3oBaHMe AaHHOW ONUUK He aBaseTcs obasaTeNibHbIM, 3TOT
napameTp HacTpauBaeTcs TO/IbKO No TpeboBaHWIo NpoBainaepa);

Bmopoli Odocmyn — TN [oCTyna K  JIOKaNbHbIM  CETEBbIM  pecypcam.
Mo3KHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamuuyeckuit poctyn, Korga |P-agpec u Bce HeobxoauMmbie napameTpbl
nosy4atorca no npotokony DHCP;

Static — cTaTUYecKMii — B 3TOM C/lydyae HeobxoAMmble ANA AOCTyNa napameTpbl HYXKHO
YKa3aTb BPYy4HYIO:

= [P-a0pec — Npun CTaTUYECKOM AOCTYrMe € 3TOro ajpeca ocyliectsaserca goctyn ao PPTP-cepBepa;
® Macka nodcemu — npu CTaTU4ECKOM A0CTyrne Macka noaceTy;

= DNS-cepsep — npu cTatndeckom goctyne cepsep DNS, ncnonbayemblit B NOKaNbHOM CeTH;

= [1In103 — NPV CTaTUYECKOM A0CTyne W03 414 AocTyna Kk PPTP-cepBepy (ecam Heobxoaum).

—  PPTP — pexum, npy KOTOPOM BbiXod B MHTEpPHET ocyLecTBAfeTCs Yepes crneumnanbHbii
KaHan, TYHHeNb, Ucnonb3ys npotokon PPTP. Mpwu Bbibope «PPTP» ans peaakTMpoBaHuUs
CTaHYT AOCTYNHbI cCneaytowme napameTpbl:

PPTP-Cepsep — aapec cepsepa PPTP (gomeHHoe nms unu IP-agpec 8 popmarte IPv4);

Yma nonv3osamensa — nmA Nonb3oBaTena a4na asTopmsaummn Ha PPTP-cepsepe;

lMaponb — naponb gna asTopusaummn Ha PPTP-cepsepe;

Bmopol docmyn — Tun AOCTyna K JIOKaJibHbIM CeTeBbiM pecypcam u PPTP-cepsepy.
Mo3KHo BbIb6paTh 2 BapuaHTa:

DHCP — puHamuuyeckuii pgoctyn, Korga IP-agpec u Bce Heobxoaumble napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTMyeckuit, B 3TOM Cayyae Heobxogumblie Aana poctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYUHYIO:

e IP-aOpec — npu CTaTUYECKOM AOCTyne C 3TOro afpeca OCyLecTBAAeTca 40CTyn A0
PPTP-cepBepa;

e Macka nodcemu — npw CTaTUYECKOM AOCTyNe Macka NoACeTH;

e DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, wucnonbsyembiit B
JNIOKa/IbHOWM ceTu;

e Llmo3 — Npu cTaTUYEeCKOM AOCTyne w3 gas goctyna K PPTP-cepsepy (ecnu
Heobxoaum).

— L2TP — pexum, Npu KOTOPOM BbIXOZ B MHTEPHET OCyLLecTBNAETCA Yepe3 chneumanbHbIi
KaHan, TyHHeAb, Ucnonb3ya npoTtokon L2TP. Mpu Bbibope «L2TP» AnA penakTMpoBaHMA
CT@HYT AOCTYMHbI CAegyowme napameTpbl:

- L2TP-Cepsep — appec cepsepa L2TP (nomeHHoe nma nnn IP-agpec B popmarte IPv4);

- UIMA none3osamenda — nmaA Nonb3oBaTena Ana asTopmsaunm Ha L2TP-cepsepe;

- [lapoas — naponb Ana asTopmsaumm Ha L2TP-cepsepe;

- Bmopoli docmyn — TMn gocTyna K JIOKa/ibHbIM ceTeBbiM pecypcam un L2TP-cepsepy.
MoKHo BbIbpaTh 2 BapuaHTa:

DHCP — puHamu4yeckuMn poctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTU4Yeckuid, B 3TOM Cc/ydyae Heobxoammble pns pgoctyna K L2TP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:
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= |[P-adpec — Npu CTaTU4ECKOM AOCTyNe € 3TOro agpeca ocylwecTsasercs goctyn ao PPTP-cepBepa;
= Macka nodcemu — Npu cTaTUHECKOM AOCTyNe MacKa NoAceTy;

= DNS-cepsep — npu ctatndeckom goctyne cepsep DNS, ncnonb3yemblit B 1OKa/IbHOM ceTu;

= [ll1103 — NPU CTaTUYECKOM A0CTYNe W03 gns goctyna K L2TP-cepsepy (ecnm Heobxogmm).

MpoTtokoabl PPTP n L2TP ucnonb3ytotrca AnA co3faHMA 3alUMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMMbIOTEPOM YAANEHHOro MOJIb30BaTENA W YaCTHOW CeTbl ero
opraHusaumn. PPTP n L2TP ocHoBbiBatoTCA Ha npoTtokone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero paclwupeHuMamn. [aHHble BepxHWUX ypoBHe mogenmn OS|I cHavana
MHKancyaupytotcs B PPP, a 3atem B PPTP munu L2TP gns TyHHenbHOW nepegayn yepes Cetu
obuwero goctyna. ®yHKUMOHaNbHbIEe BO3MOXKHOCTM PPTP n L2TP pasnunuHbl. L2TP moxket
MCNONb30BaTbCs He TONbKO B IP-ceTsx, cnyxebHble coobweHus gns co3aaHua TyHHens u
nepecbisIKM N0 HEMY AAHHbIX MCMONb3YIOT OAMHAKOBLIN popmMaT U NPoToKoAbl. PPTP morkeT
NPUMEHSTbCA TONbKO B IP-ceTax, n emy HeobxoamMmo oTaenbHoe coeaunHeHne TCP gns
CO3[aHMA W MCNoNb3oBaHMA TyHHena. L2TP nosepx IPSec! npepnaraet 6osblie yposHeit
6esonacHocTn, yem PPTP, M MMeeT BbICOKYlO CTeneHb 3alUMLEHHOCTU BaKHbIX ANs
OpraHM3aLum AaHHbIX.

OcobeHHocTM L2TP genatoT ero o4eHb NepPCnekTUBHbIM MPOTOKOAOM A/1A MOCTPOEHMA
BUPTYa/IbHbIX CETEN.

[na BCcTynneHus B CUAY HOBOM KOHOUIypauuM M 3aHeCeHUA HaCTPOEK B SHEProHe3aBMCUMMYI0 MamaTb
x

Ha*KMUTE KHOMKY . [na oTMeHbl U3MEHEHWNIN HAaXKMUTE KHOMKY

YT0oObl MOAKNIOUYUTL YCTPOMCTBO K CETUM npoBanaepa, HeobXoAMMO YTOYHUTL Yy onepatopa ceTeBble
HacTponKu. Mpu UCMOJIb30BaHUU CTaTUYECKUX HACTPOEK B noJsie «TpoTOKOM» HYXKHO BblOpaTh 3HaYeHue «Staticy,
3ano0NHUTL nons «BHewHui IP-agpec», «Macka nogcetu», «lnto3 no ymonvaHuto», «lMepsBuyHbii DNS» 1
«BTopuuHbIt DNS» npenocTaBneHHbIMM NPOBakAEePOM COOTBETCTBYHOLWMMM 3HAYeHUAMU. Ecam ycTpolicTBa B
ceTM npoBaigepa NOAyyaloT ceTeBble HACTPOMKKM no npoTokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoToKkon» BblbepuUTe COOTBETCTBYIOLWMIA MNPOTOKOA W BOCMO/Ib3YHATECH WHCTPYKLMAMWM nNpoBaikgepa AnA
NOJIHOM M NPaBU/IbHOM HAaCTPOMKN YCTPOMCTBA.

2.5.2 IP-tene¢poHus

Ona pabotbl IP-TenepoHUn HeobXOAMMO YCTAaHOBUTb HACTPOWKM B pasgene «IP-tenedoHus». [ns
YKasaHua [OMNONHWUTE/NbHbIX MAapaMeTpoB MeperanTe B PEXUM PaCLUMPEHHbIX HACTPOEK, HaKaB CCbINKY
«rnodpobHee».

Bo BKnagkax «JIMHuA 1», «JIMHMA 2»  BbINOJIHAIOTCA OCHOBHble HACTPOMKM TenedoHHbIX MNOPTOB
ycTpoiictea «Phonel», «Phone2» cooTBeTCTBEHHO:

e Bkaoyums — Npu yCTaHOBAEHHOM dnare AaHHaA IMHUA aKTUBHA;

e Homep — aboHEHTCKMIN HOMEp, 3aKpeneHHbIM 3a TenepoHHOM nHKeN;

e UmaA nonvzosamesna — mA Noab3oBaTens gna ayteHTMduKaLmm Ha SIP-cepsepe;
e [laponb —naponb gns ayteHTMdPpUKaummn Ha SIP-cepsepe.

Bo BKnagKe «SIP» BbINONHAIOTCA OCHOBHbIE HACTPOMKKM ana SIP-npoKcu cepeepa:

e SIP-npoKcu cepsep — ceTeBoW agpec SIP-cepBepa — YCTPOWCTBA, OCYLLECTBAAOLLEFO KOHTPO/b
[ocTyna Bcex aboHeHTOB K TenedoHHOW ceTu npoBaligepa. MoXKHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOE MMSA (4epe3 ABOETOYME MOMKHO 3a4aTb asbTepHaTuBHbIM UDP-nopt SIP-cepsepa, no
ymosidaHuto 5060);

1,£I,m'-| KOPPEKTHOM paboTbl IPSec cneayeT OTKAOYUTL TPAHCAALMIO a4pPecoB OTNpaBUTeNs.
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e Pezucmpayua — Npu ycTaHOB/NeHHOM ¢iare paspelleHa perncrpauma aboHEeHTCKUX MOpPTOB Ha
cepsepe perncrpaumu;

e (Cepsep pecucmpayuu — CeTeBOM agpec yCTPOMCTBA, HAa KOTOPOM OCYLLECTB/AAETCA perucrpauua
BCcex aboHeHTOB TenlePOHHOM CETU C LLeNIbio NPefoCTaBAEHUA UM NpaBa NOb30BATbLCA YCAYyramu
cBA3M (4epe3 ABOETOYME MOMKHO YKas3aTb a/ibTEPHATUBHbLIN MOPT CepBepa perncrpaumu, no
ymonyaHuto 5060). MoxHO yKasaTb KaKk IP-agpec, Tak u gomeHHoe umA. OB6bIMHO cepBep
pervcTpaunmn dusmyeckn coBmelleH ¢ SIP-npokcn cepsepom (OHM MMEIOT OAMHAKOBbIN agpec);

e SIP domain — pomeH, B KOTOPOM HaxoAMTCA YCTPOMCTBO (3amo/iHATL Npu HeobxogumocTw),
Ha3Ha4vaeTcA aBTomatmyeckn m3 15 onuum npotokona DHCP wnu 3agaetca BpyyHyto. [JomeH,
33aaHHbIA BPYYHYIO MMEEeT NPUOPUTET HaL HACTPOIMKOM, nonyyeHHol no DHCP.

[na BCTyNAeHUA B CUAY HOBOW KOHOUrypaumuM M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMYIO MaMATb

Ha*XMuUTe KHOMKY . ,ﬂ,ﬂﬂ OTMEHbI UBMEHEHUIN HAXKMUTE KHOMKY

2.5.3 IP-teneBnpeHune

Ans paboTbl GyHKUMM IPTV HY:KHO BbINOAHWTL OCHOBHbIE HACTPOMKK B pasgene «IP-tenesupeHune». [ns
YKa3aHWA [OMNOJHWUTE/NbHbIX MAapaMeTpoB MepeianTe B PEXUM PACLUMPEHHbIX HACTPOEK, Ha)KaB CCbIIRY
«nodpobHee».

e Braoyumes IPTV — npu ycTaHoBAEHHOM dnare paspelleHa TpaHCAsUMA cUrHanos IP-TenesnaeHus
¢ WAN-untepdeiica TAU-2M.IP (13 ceTu npoBangepa) Ha yCTPOMCTBA, NOAKAOYEeHHble K LAN-
nHTepoelicy;

e Bkawyume HTTP-npoKcu — npwn ycTaHoBAeHHOM daare ncnonbsosatb HTTP-npokcn. HTTP-npokcu
ocyuiectBaseT npeobpasosaHmMe UDP-notoka B notok HTTP, 4To No3BOAAET y/AyyLWMWUTb KayecTBo
TPaHCANPYEMOTO M306paXKeHMA NPU NJIOXOM KauecTBE KaHana CBA3U B JIOKA/IbHOW CETH.

e [lopm HTTP — Homep nopTta HTTP-NnpoKcK, ¢ KOToporo byaeT oCyLecTBAATLCA TPaHCAMPOBaHMe
BMOEO-NOTOKA. Mcnonb3ynte 3TOT MOPT ANA NOAKAOYEHMA K TPAHC/AMPYEMbIM YCTPONCTBOM
notokam IPTV.

Hanpumep, ecnm yctponcteo numeet Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopTa NpoKcu-cepsepa
BblOpaHO 3HauyeHue 2345, n HeobxogMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammbil VLC ajpec NnoTOKa HYXXHO 3a4aTb B Buze:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypaumu M 3aHECeHMsA HACTPOEK B SHEProHe3aBMCUMYID MaMATb

HaXXMUTe KHOMKY . 0na oTmeHbl N3MEHEHUIN HaXKmuTe KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbINOAHAETCA HAcTpoiKa poctyna K Web-koHdurypatopy ycTpoictea. [ns
YKa3aHUA [OMNOJHWUTE/IbHbIX MAapaMeTPOB MeperanTe B PEXUM PaCLUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«nodpobHee».

Hoctyn Kk Web yepe3 WAN:

e HTTP — npw ycTaHoBNeHHOM dnare paspelleHo noakatodeHne K Web-koHdurypaTopy ycTpolicTea
yepe3 WAN-nopT no npotokony HTTP (Hebe3onacHoe noakatoyeHme);
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e HTTPS — npu ycTaHOBAeHHOM dnare paspeweHo noakaodeHne kK Web-KoHdurypatopy
ycTpoiictea yepe3s WAN-nopt no npotokoay HTTPS (6e3onacHoe noakaoueHue).

Mo ymonuauuio goctyn K Web-uHtepdeiicy ycrpoiictea paspelueH ToabKo yepes LAN-uHtepdeiic.

[na BCTynneHus B CMAY HOBOM KOHOUIypauum M 3aHeCeHWA HACTPOEK B SHEProHe3aBUCUMMYI0 NamMATb

HaXKMUTE KHOMKY . [1719 OTMEHbI U3MEHEHMI HAXKMUTE KHOMKY

2.6 PacwimpeHHble HaCcTpPOKK

[Onsa nepexoga B peXXMM paclUMPEHHbIX HAaCTPOEK YCTPOMCTBA HAXKMUTE CCbIIKY «100pobHee» B Ha3BaHUMU
Nt0601 NANTKU AW Ha NaHenn cnesa BblbepuTe NYHKT «HacTpoinKkmy.

2.6.1 OcHoBHble 3nemeHTbl Web-uHtepdeiica

Ha pucyHke 7 npeacTaBneHbl 3nemeHTbl Hasuraumm Web-KoHdurypaTopa B pexunme paclMpeHHbIX
HaCTpoeK.

TAU-2M.IP 1 n-  amn
IP-tenedionmAa  IP-TeneBuaeHve  Cuctema 2
WHTepHeT QoS [EEEpGITERNNeELLE: M DHCP-cepeep  JlokaneHulii DNS  NAT 4 npoGpoc nopToe  CeTeBOW 3kpaH  ACL  ©unbtp MAC
MaplwpyTuzaunas  JuHaMmuyeckuid DNS  SNMP
Hactpoiika MAC-agpeca WAN +)

Mepeonpeaenits MAC O

MAC =

3
© 000 "Mpednpusmue "anmexc”, 2011 — 2018 7 Bepcus MNO: (Texyman gepcua M0)

Bepeus ee0-usmepgeiica: (Tekymaa eepcia Beb-uHTepiheica)

PucyHok 7 — 9nemeHTbl HaBuraumm Web-koHdurypatopa

OKHO Nonb30BaTeIbCKOro MHTepdeica pasgeneHo Ha cemb obnacreit:

1 Wmsa nonb3osaTens, nog KOTOPbIM Obll OCYLLECTB/IEH BXOZ, B CMCTEMY, KHOMKa 3aBeplueHus
ceaHca pabotbl B Web-uHTepdelice (8b/x00) nos AaHHbIM NOb30BaTENEM M BbiNajatollee MeHIo
Bblbopa A3bika Web-nHTepdeiica.

2 BKNagKMm MeHK TPynnupyroT BKAAAKM NogMeHo no Kateropusam: Cetb, IP-tenedoHusn, IP-
TenesugeHune, Cuctema.

3 Bknagku nogmeHto CNyXaT AnAa ynpasaeHna nonem HaCtpoek.

4 MaHenb cmeHbl pexkuma Web-koHdurypatopa (onucaHue npuseaeHo B pasgene 2.3).
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5 Tone HacTpoeK ycTpoicTBa, KoTopoe HasnpyeTca Ha BbiIbope Nosb30BaTeNsa, npeaHasHa4YeHo Ans
NPOCMOTPA HACTPOEK YCTPOICTBA M BBOAA KOHOUIYPALMOHHbIX SAHHbIX.

6 KHoOMKW ynpasneHus KoHouUrypaumei, nogpobHan nHbopmaumsa npuseseHa B pasgene 2.4.

- MlpumeHums — NPUMEHUTb U COXPaHUTb TEKYLLYI KOHOUIypaLuio B 3HEPrOHE3aBUCUMMYLO
NamsaATb YCTPOWCTBA;
- OmmeHa — 0OTMEHA U3MEHEHWI (BO3MOMKHA TO/IbKO A0 HAaXKaTuA Ha KHOMKY «[IpumeHumeo»).

7 WHdbopmauMoHHOE none, B KOTOPOM OTOBparkaeTcs Bepcus NporpaMmHoOro obecnevyeHus, sepcua
Web-nntepdeiica.

2.6.2 MeHto «CeTb»

B meHi0 «CeTb» BbINOHAETCA KOHPUITYPUPOBAHME CETEBbIX HACTPOEK YCTPOMCTBA.

2.6.2.1NoagmeHI0 «UHTEepHET»

B noameHto «MHTEPHET» BbINONHAETCA KOHPUTYPUPOBAHME BHELLHel ceTu (no npoTokonam PPPoE, DHCP,
PPTP, L2TP, cTaTU4YECKU, B peXMME MapLLpyTU3aTopa U MOCTa) U IOKaNbHOM CeTH.

OBLwne HacTporkn

Mma xocTa
BHelwHAA ceTb
Mopknouenne k MHTepHeT MpoBogHoE NoKMOYEHE v
CropocTe W gynnekc Auto v
HacTpoiiku nogxnioveHus
Pexum paboTs MapLpyTuaatop v
Mpotoken DHCP r

AnsTepHaTtieHkii Vender 1D (onuwa 60)
Mrcpopmauma areqra DHCP Relay (Onuwa 82)
MepBuuxbl DNS
BropuuHelii DNS

Paamep MTU 1500
Mcnonbaoeate VLAN

OTkMYHTE TREHCNAUWKD aipecos OTNREBUTENA

JlokaneHas ceTb

|P-aopec 192.168.11

Macka nogceTu 2552552550

HacTpolika IPSec

BrniouuTe CosmecmHan _-'J&‘D-O.'T'-? mpaHenayLu E‘C‘,'_-'JE:COS omnpasumens u IPSec HesozMoxHa
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Obuwue HacmpoUKu

e MmAa xocTa — ceTeBoe UMA YCTPOICTBA.

BHewHsAsa cemb

e [loOKnroveHue Kk UimepHem — cnocob NoAKAOYEHMA YCTPOMCTBA K BHELLHEN CeTH:

— [lposodHoe nodKn4eHUe — NOAKAOYEHUE K ceTU UHTepHEeT ocyLecTBAAETCA TOIbKO MO
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogkaodeHne K cetv WHTepHeT ocyllectBaseTcs depes
b6ecnposogHoii USB-mogzem 3G/4G (yepe3 ceTb MOBUABHON CBA3M), MOAKMOYEHHbIA K
USB-nopTy ycTponcTea.

— AsmomamuuyecKku rnepexodums Ha pe3epsHblll KaHasa — NoAKAYeHue K ceT NHTepHer
OCYLLECTB/ISIETCA NO OCHOBHOMY KaHasy (3agaeTca Huxke B none « OCHOBHOM KaHan»), U B
Cny4yae nNponagaHma AocTyna K ceTm MHTepHET MO OCHOBHOMY KaHany byaeT npousseseH
aBTOMATMUYECKMI NEePEXo] Ha pe3epBHbIN KaHal.

e CKOpOCTb M AynneKc — YCTAaHOBKA CKOPOCTM Mepesayn AaHHbIX U pexuma paboTbl Aynaekca Ha
Ethernet-nopty WAN aboHeHTCKOrO LWAt03a:

— Auto — aBTOMATU4YeCKOE COr1IacoBaHUE CKOPOCTU U AynJeKca;

— 100 Half — noppepskunsaerca ckopoctb 100 M6UMT/c € NoNyAYyNAEKCHbIM PEXKUMOM;
— 100 Full - nopaep»usaetca ckopoctb 100 M6UT/c ¢ AYNAEKCHbIM PEXUMOM;

— 10 Half — noaaepxusaetca ckopocTb 10 M6UT/c ¢ NoAyAynAEKCHbIM PEXKUMOM;

— 10 Full - nopaepskuneaetca ckopoctb 10 M6UT/c ¢ AyNAeKCHbIM PEKUMOM.

HacmpolKu nodkawyeHus

Mpu BblbOpe cnocoba nogkntoueHusa «MpoBogHoe nogKAueHMe» byayT AOCTyNHblI caeaytowme
HaACTPOMKM NOAKIOUYEHUR:

e Pexxunm paboTbl — pexkmm paboTbl yCTpOMCTBa:

—  Mapwpymuzamop — mexay LAN- n WAN-nHTepdeincamm ycTaHaBAMBAETCA PEXUM
MapuwpyTtusatopa (LAN nsonuposaH oT WAN);

—  Mocm — mexay WAN u LAN-uHTepdelicamm ycTaHaBAMBAETCA PEXMM MOCTA: [AaHHble
nepegatotcs npospayHo us LAN B8 WAN 1 06paTHO — dpaKTUYECKM yCTPOMCTBO paboTaeT B
pexumme KOMmmyTaTopa.

Mpu BblbOpe pexnma paboTbl «Mapwpymuszamop» 6yayT [OCTYMHbI CAeAylolMe  HaCTPOWMKK
NOAK/OYeHUs:

e [Ipomokon — Bbl6Op NPOTOKONA, NO KOTOpOoMy byaeT ocywecTBAATbcA noakntoveHne WAN-
nUHTepdelica yCTPOMCTBA K CETU NPeAoCTaBeHNs yCAyr NpoBangepa:

—  Static — pexxum paboTbl, Npn KoTopom IP-agpec 1 Bce HeobxogMmble napameTpbl Ha WAN-
WHTepdelic HasHavaloTCA cTaTnyecku. MNpu Bbibope TMna «Static» anA pegakTMpoBaHuA
CTaHYT AOCTYMHbI CNeaytolwme napameTpbi:

- BHewHul IP-adpec ycmpolicme — ycTaHoBKa IP-agpeca WAN-uHTepdeiica ycTponctsa B
ceTn npoBangepa;

- Macka nodcemu — macKa BHelLLHel noaceTu;

- W03 no ymonyaHuo — aapec, Ha KOTOPbIM OTNpaBAseTcA NaKeT, ecn ANA Hero He
HanAeH MmapLpyT B TabanLe mapLupyTM3aumu;
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- MepeuyHbili DNS, Bmopu4Hsbiii DNS — aapeca cepBepoB AOMEHHbIX UMEH (MCnonb3ytoTcA
ana onpegenenua IP-agpeca ycTpoiicTBa NoO ero AOMEHHOMY MMeHu). [aHHble nons
MOYHO OCTaBUTb MYCTbIMU, EC/IN B HUX HET HEOOXOAMMOCTH.

— DHCP — pexum paboTbl, Npn KoTopom IP-agpec, macka noacetun, agpec DNS-cepsepa,
W03 MO YMONYAHUIO U Apyrve napameTpbl, Heobxoanmble ana paboTbl B ceTn, 6yayTt
nony4veHol ot DHCP-cepsepa aBTomaTUYECKW.

MogaepxKmneaemblie onumu:

- 1 — mackKa cetu;

- 3 —ajpec ceTeBOro W/03a N0 YMOJYaHNIO;

- 6 —aapec DNS-cepsepa;

- 12 — ceTeBOE MMA YCTPOKCTBA;

- 15 — pomeHHOE Ums;

- 26 — pasmep MTU;

- 28 — WMpOKoBeLLaTeNbHbIM afpec ceTy;

- 33 - cTaTUYecKne mapLupyTbl;

- 42 —appec NTP-cepBepa;

- 43 — cneunduryHaa MHGopmauma NnponsBoanTeNs;
- 60 — anbTepHaTuBHbIN Vendor ID;

- 66 —agpec TFTP-cepsepa;

- 67 — ums daina MO (ana 3arpysku no TFTP c cepBepa 13 onuum 66);
- 82 - uHdopmauwms areHta DHCP Relay;

- 120 — outbound SIP-cepBepa;

- 121 — 6ecknaccoBble CTaTUYECKME MAPLLUPYThI.

Ons npotokona DHCP nmeeTtcs BO3MOXKHOCTb 3aZaTb HEOBX0AMMOE 3HauYeHune onumin 60 n 82.

- AnbmepHamusHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM ¢nare YCTPOMCTBO
nepepaér 8 DHCP-coobuweHuax B onumn 60 (Vendor class ID) 3HaueHne us nons Vendor ID
(onyusa 60). Npu nyctom none onuma 60 B coobuieHMAx npoTokona DHCP He nepepaércs.

Ecnu dnar AnemepHamusHeiii Vendor ID (onyus 60) He ycTaHoBNeH — B onumn 60 nepeaaetca
3HaYeHMe Mo YMONYAHMIO, KOTOPOE MMEET caeaytowmnii popmar:
[VENDOR:npoussoautenb][DEVICE:Tun ycrporictea][HW:annapatHan Bepcusa] [SN:cepuiiHbiit
Homep][WAN:MAC-agpec nHTepdelica WAN][LAN:MAC-aapec uHTepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:28:f9:4b][VERSION:#2.3.1]

- UHpopmauma areHTa DHCP Relay (onuma 82) — npu ycraHoBneHHOM dnare no3Bonser
nobasuTtb B DHCP-3anpoc:

= ldenmugpukamop uenu aeedma (Onyus82) — nossonsetr pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ideHmugpukamop ydaneHHo2o azeHma (Onyua82) — nossonaet gobasutb B8 DHCP-3anpoc onuuio 82,
nogonumio 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumit Ha Kaxaom ceteBom WHTepdelice (Internet, VolP,
Management) MOXHO 3afaBaTb Bpy4YHylo. WMHOOpMauMa NO HACTpPoOWMKe CrnMcCKa
npeacTtasneHa B Npunoxenue B. HACTPOMKA dhcp-KanMeHTOB B MynbTUCEPBUCHOM pexmnme
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MepsuuHelli DNS, BmopuuHeili DNS — |P-agpeca DNS-cepBepoB — ecnu agpeca DNS-
CEPBEPOB HE Ha3Ha4aloTCcA aBTOMaTMyecku no npotokony DHCP, npu HeobxogumocTw 3agaiiTe ux
BPYyYHyto. Aapeca, 3agaHHble Bpy4yHyto, OyayT umeTb npuoputeT Hag, agpecamu DNS-cepsepos,
nosy4yeHHbIMK no npotokony DHCP.

—  PPPOE — pexxum pabotbl, npn Kotopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbibOpe «PPPOE» Ans pegakTMpOBaHUA CTaHYT AOCTYMHbI cneaytowme napameTpbi:

Wma none3osamena — UMA NONb30BaTeNA ANA aBTopm3auum Ha PPP-cepBepe;

Maponab — naponb gna aBTopu3auunm;

MTU — MmaKkcMManbHbii  pasmep 6/710Ka [JaHHbIX, MepeAaBaemblXx MO CEeTU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nmsa ycnyrn — 3HauyeHue Tera Service-Name B coobueHun PADI (none He
06s3aTenbHO ANA 3aNoHEHUS);

Tun coeduHeHUs — B 3aBUMCMMOCTM OT BblbpaHHOro 3HayeHus PPPoE-ceccus nogHsATa
Bcerga (AlwaysOn), WHUUMUpPyeTcs nNpu HeobxoaMmocTn nepegaun Tpaduka (OnDemand) wmnum
MHULMNPYETCA M TEPMUHUPYETCA BPYYHYIO NPU MOMOLWIM KHOMOK «BKAOUMTb TyHHeNb/BbIKAOYUTD
TyHHenb» (Manual);

Talimaym HeakmusHOCMU, C — TNPOMENKYTOK BPEMEHWU, MO WUCTEYEHMU KOTOPOTO
npoucxoamT paspbis PPPoE-ceccum no HeakTMBHOCTM B pexkume OnDemand;

LCP echo uHmepean, ¢ — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyectBo HeoTBe4eHHbIXx LCP-3anpocos, nocne
KOTOpbIX NnponcxoanT paspblis PPPoE-ceccuu;

Bmopoli docmyn — TN AOCTYNa K  JIOKa/ibHbIM  CETEeBbIM  pPecypcam.
Mo»Ho BbIOpaTb 2 BapuaHTa:

DHCP — puHamuuyeckuin goctyn, korga IP-agpec n Bce Heobxoaumble nNapameTpbl NONy4atoTCA
no npotokony DHCP;

Static — cTaTMYeCcKMit — B 3TOM C/lydae HeobxoAMMmble A/A [OCTyNa MapameTpbl 3a4akoTcs
BPYYHYIO:

= |P-adpec — Npu CTaTMYECKOM [OCTYMe C 3TOro afpeca ocyuiectsaserca goctyn go PPTP-
cepsepa;

= Macka nodcemu — Npu CTaTUY4ECKOM AOCTyrne Macka NoAaceTu;

= DNS-cepsep — npu ctatuyeckom poctyne cepsep DNS, mMcnonb3yembl B /IOKasbHOM

cetu;
= [llmo3 — npu CcTaTUY4EeCKOM JOCTyne W3 gas goctyna kK PPTP-cepeepy (ecau
Heobxoanm).

Ucnoneszosames emopoli docmyn 0as VolP — onuua pgocTynHa, ecan ansa cepsuca |IP-
TenedoHUM He HacTpoeH BblAeneHHbI uHTepdelic (ycTaHoBneH d¢nar «Mcnoab3zosams HacmMpolku
Internet»). Mpn cHATOM dnare (No ymonyaHuio) cepsuc IP-tenedoHmm ncnonbsyeT gaa csoein paboThbl
uHTepdelic PPP, npu ycTraHoBNeHHOM — MHTepdelic BToporo goctyna (IPoE);

AnnapamHoe yckopeHue mpaguka — B 33aBUCMMOCTM OT BblOpPaAHHOrO 3HayeHwuA
[OCTUraeTca yBeAMYeHWe MPONYCKHOM CnocobHOCTM ycTpoicTBa npu nepepadve Tpaduka PPP (npwu
Bblbope PPP) unu IPoE (npu Bbibope Ethernet).

—  PPTP — pexunm, Npn KOTOPOM BbIxod B MHTEPHET ocyLecTBASETCA Yepe3 crneunanbHbli
KaHan, TYHHenb, ucnonbsysa npotokon PPTP. Mpu Boibope «PPTP» pna pefakTMpoBaHUA
CTaHyYT AOCTYMHbI Cneaytowme napameTpbl:

PPTP-Cepsep — IP-agpec cepsepa PPTP;
Umsa none3zosamensa — uma NoNb3osaTena Ana astopusaumm Ha PPTP-cepsepe;
lMapone — naponb gna asTopusaymmn Ha PPTP-cepsepe;
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MTU — MaKcMManbHbiM  pasmep 6710Ka AaHHbIX, MepedaBaembiXx MO CETU
(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHUA — B 3aBUCUMMOCTM OT BblOpaHHOro 3HayeHua PPTP-ceccusa nogHATa

Bceraa (AlwaysOn), wvHUUMMpPYeETCA MpuM  HeobxoAMMOCTM nepegayun  Tpaduka

(OnDemand) vnn uHUUMUpPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK

«BKao4Yume myHHesns/Bbikaoyums myHHens» (Manual);

Talimaym HeakmusHOCMU, C — TMPOMEXYTOK BPEMEHM, MO WCTEYEHUU KOTOPOro

npoucxoauT paspblis PPTP-ceccum no HeakTMBHOCTU B pexkume OnDemand,

LCP echo uHmepesas, c — nepuopg, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyectBo HeoTBe4yeHHbIx LCP-3anpocos, nocne

KOTOpPbIX NnponcxoauT paspbis PPTP-ceccnu;

Bmopoli docmyn — TUN [oCTyna K JIOKa/bHbIA ceTeBbiM pecypcam u PPTP-cepsepy.
Mo3KHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamuuyeckuit poctyn, Korga |P-agpec v Bce Heobxoaumbie napameTpbl
nosay4yatorca no npotokony DHCP;

Static — cTaTUYecKkuid, B 3TOM c/y4yae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 3a4at0TCA BPY4YHYIO:

e |P-adpec — Npw CTaTUY4ECKOM A0CTYyMNe C 3TOro agpeca ocyllecTsaserca goctyn ao PPTP-
cepsepa;

e Macka noocemu — nNpwn cTaTUYECKOM A0CTyMNe MacKa NoAceTy;

e DNS-cepsep — npu ctatndeckom goctyne cepsep DNS, ncnonbsyembii B 0KaNbHOM

cetu;
e lllAt03 — nNpM CcTaTMYECKOM JAOCTyne W3 Ana aoctyna K PPTP-cepsepy (ecau
Heobxoanm).

Ucnonezoeams emopoli docmyn 0asa VolP — onuma poctynHa, ecan ana cepsuca |IP-
TenepoHUN He HaCTpPoeH BblAeNeHHbI UHTepdenc (ycTaHoBneH ¢nar «Mcnosib3oBaTb HACTPOMKM
Internet»). Mpu cHATOM dnare (No ymonuyaHuio) cepsuc IP-tenedoHUM Mcnonb3yeT ana ceoei paboTbl
nHTepdelic PPP, npu yctaHoBneHHOM — UHTepdelic BToporo aoctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO ana HTepdeiica BToporo gocrtyna (IPoE).

— L2TP — pexxXum, nNpn KOTOpPOM BbIXxoA B NHTepHEeT ocyl,ecTBAseTca Yyepe3 cneunasnbHbli
KaHan, TyHHenb, ucnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» anAa pepakTMpoBaHUS
CTaHYT AOCTYNHbI Cheaytowme napameTpbl:

L2TP-cepsep — IP-agpec cepsepa L2TP;

Uma nonsv3osamersnsa — nma Nonb3oBaTeNa 4na asTopmsaummn Ha L2TP-cepsepe;

lMapoab — naponb ana astopusaumm Ha L2TP-cepsepe;

MTU — MaKcuMasnbHbIi  pasmep 6JI0Ka [aHHbIX, MepesaBaemblXx MO CETU

(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHUA — B 3aBUCMMOCTU OT BblOpaHHOro 3HavyeHusa PPTP-ceccua noaHATa

Bceraa (AlwaysOn), wHUUMMpPYeETCA MpM  HeobxoAMMOCTM nepegaun  Tpaduka

(OnDemand) vnn MHUUMUpPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK

«Braoyume myHHess/Bobikaouume myHHens» (Manual);

Talimaym HeakmusHOCMU, C — TMPOMEXYTOK BpPeMeHM, MO WCTEYEHUU KOTOPOro

npoucxoamT paspbls L2TP-ceccnmn no HeaKTUBHOCTM B pexkume OnDemand;

LCP echo uHmepsas, ¢ — nepuog otnpaskn LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyecTtBo HeoTBeudeHHbix LCP-3anpocos, nocne

KOTOPbIX NponcxoauT paspbis L2TP-ceccuu;

Bmopoli docmyn — TMN [OCTyna K JIOKanbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:
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DHCP — punHamuuyeckun poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpsl
nosay4atotca no npotokoay DHCP;

Static — cTaTuyeckuii, B 3TOM c/ayvyae Heobxoaumble anAa poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYYHYIO:

- IP-adpec — npu cTaTMYECKOM AOCTYMe C 3TOro afpeca ocyuiectsaserca goctyn go PPTP-
cepsepa;

- Macka nodcemu — nNpu CTaTUYECKOM AOCTyrne Macka NoAaceTu;

- DNS-cepsep — npu ctatndyeckom goctyne cepsep DNS, mcrnonb3yemblii B JIOKa/ibHOM
cetu;

- W3 — npu cTaTM4ecKom fJocTyne w3 Ana goctyna K L2TP-cepsepy (ecnum
Heobxoaum);

- Ucnonezosames emopoli docmyn 0as VolP — onuua gocTynHa, ecan ansa cepsuca |IP-
TenepoHUN He HACTPOEH BblAeNeHHbIn WHTepdelic (ycTaHoBneH ¢nar «Mcnonb3osaTb
HacTpolikm Internet»). Mpu cHATom ¢nare (No ymonyaHuuto) cepsuc IP-TenepoHUn
ncnonb3yetr AnAa cBoen paboTbl MHTepdeiric PPP, npu ycTaHOBAEHHOM — WHTepdeic
BTOpOro aoctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO Ana nHtepdeitca sToporo goctyna (IPoE).

MpoTtokoabl PPTP n L2TP ucnonb3ytotca anA co3faHMA 3alUMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMMbIOTEPOM YAANEHHOrO MNO/Ib30BATENA W YACTHOM CETbl ero
opraHusaummn. PPTP n L2TP ocHoBbiBaloTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABAAIOTCA €ero pacwmpeHuamu. [aHHble BepxHUX ypoBHel mogenn OS|I cHavana
MHKancynupytoTca B PPP, a 3atem B8 PPTP uaun L2TP ana TyHHeNnbHOM nepepayn yepes cetu
obuwero goctyna. ®yHKUMOHaNbHbIEe BO3MOXKHOCTM PPTP n L2TP pasnunuHbl. L2TP moxket
MCMNO/Ib30BaTbCA He TONbKO B IP-ceTax, cay)KebHble COODOWEHUs ANA CO34aHUA TYHHens u
nepecbisIKM N0 HEMY AAHHbIX MCMNONb3YIOT OAMHAKOBLIN popmaT n NpoToKkonbl. PPTP morkeT
NPUMEHATBCA TONbKO B IP-ceTax, U eMy HeobxoauMmo oTaenbHoe coeguHeHwe TCP ans
CO3[aHMA W MCMONb30BaHMA TyHHena. L2TP nosepx IPSec? npepnaraet 6osblie yposHei
6esonacHocTM, Yem PPTP, 1 rapaHTMpOBaTb BbICOKYHO CTeneHb 6€30MacHOCTb BaKHbIX As
OpraHmM3aunmn AaHHbIX.

OcobeHHocTn L2TP genatoT ero o4yeHb NepPCreKTUBHbIM MPOTOKOOM A8 NOCTPOEHMUA
BUPTYaNbHbIX CETEMN.

Ucnonezosame VLAN 80 sHewHeli cemu — Npy yCTaHOBAEHHOM daare MCNO/Ib30BaTb 415 BbIXOAa
B HTepHeT naeHtndukatop VLAN, ykasaHHbIN B none «VLAN ID».

—  VLAN ID — naeHtnduraTtop VLAN, ncnonb3yemblit 4na JaHHOM yCayru;

— 802.1P - npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAMBaemblit
Ha ucxodsAwme ¢ AaHHOro uHtepderica IP-naketbl. MNMpuHUMaeT 3HauyeHusa oT 0 (HU3WKi
npuopwuTeT) Ao 7 (HamBbICLIMA NPUOPUTET).

VLAN — 8upmyanbHas A0KaAbHAA cemo. MNpeacTtaBaseT coboi rpynny XocToB, 06beANHEHHbIX B
OfHY CeTb, HEe3aBUCMMO OT UX  OU3NYECKOTO  MECTOHAXOXAEeHMA.  YCTPOKCTBa,
CrpynnupoOBaHHble B OAHY BUPTyanbHyto ceTb VLAN, MmeloT OAMHAKOBbIN MAEHTUOUKATOP
VLAN-ID.

OMKAloYUMb MPAHCAAYU aopeco8 omnpasumesns — NPU YCTaHOBNEHHOM dnare OTKAYeHa
noameHa ajpeca WCTOYHMKA OTNPaBMTENA NaKeTa W3 JIOKasbHOW noAacetTn (OTKAlYeHue
masquerading ).

Mpu BbIbOpE pexxknuma paboTtbl «Mocm» byayT AOCTYNHbI CheayoLme HaCTPOMKM NOAKNOYEHUA:

2 [1nA KoppeKTHO paboTsl IPSec cresyeT OTKIIOYNTL TPAHCAALMIO aAPecoB OTNPaBUTENs.
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e [lpomokon — BbIGOP NPOTOKO/A, MO KOTOpoMy bOyaeT ocywecTBaaTbcA nogkntoveHne WAN-
nHTepdelica yCTPONCTBA K CETU NPeAoCTaBAEHNA YCAYr NpoBanaepa:

—  Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdelic HasHavarTca ctatndecku. Mpu Bbibope Tuna «Static» ana peaakTMpoBaHUs
CTaHyT AOCTYMHbI CheAyloWwme napameTpbl:

- IP-adpec — ycTaHoBKa IP-aapeca WAN-uHTepdelica yCcTpoicTBa B CeTM NpoBanaepa;

- Macka nodcemu — macKa BHellHel noaceTu;

- W03 no ymon4yaHuro — aapec, Ha KoTopbliA OTNPaBAAeTCA MaKeT, ecan ANSA Hero He
HalaeH MapLupyT B Tabauvue mapLpyTUsaumu;

- MMepsuyHbili DNS, BmopuyHsili DNS — agpeca cepBepoB AOMEHHbIX WMEH
(ncnonbsytotca ans onpeaeneHus IP-agpeca ycTpoiicTBa MO ero AOMEHHOMY UMEHN).
[aHHble NoiA MOMHO OCTaBUTb NYCTbIMU, €CIU B HUX HET HEOBX0AMMOCTHU.

— DHCP — pexum paboTbl, Npn KoTopom IP-agpec, macka noaceTtun, agpec DNS-cepsepa,
W03 NO YMONYAHUIO W ApyrMe napameTpbl, Heobxoaumble Ans paboTbl B CeTw,
Ha3Ha4atoTcA no npotokony DHCP.

- AnbmepHamuseHsili Vendor ID (onyus 60) — npu ycTaHoB/ieHHOM dnare yCTPOMCTBO
nepeaaét 8 DHCP-coobuweHunsax B onuumn 60 (Vendor class ID) 3HaueHune us nonsa Vendor ID
(onuua 60). Npu nyctom none onuma 60 B cooblieHnax npoTtokona DHCP He nepepaércs.

Echn dnar AnemepHamusHeili Vendor ID (onyua 60) He yctaHoBAeH — B onuun 60
nepegaercs 3Ha4YeHue No ymo4aHuio, KOTopoe MMeEeT caeaytowmii popmar:
[VENDOR:npoussoauTtens][DEVICE:Tun ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepwuitHbii Homep][WAN:MAC-aapec nHtepdeitca WAN][LAN:MAC-aapec nHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHbopmaumsa areHta DHCP Relay (onuus 82) — npu ycraHoBnaeHHom dnare no3Boaser
no6asuTtb B8 DHCP-3anpoc:

= UdeHmugukamop uenu aeeHma (Onyusa82) — no3sonser gobasntb B DHCP-3anpoc
onuuto 82, nogonuuio 1 - Agent Circuit ID;

= UdeHmugukamop yoaneHHo20 azeHma (Onyua82) — nossonset pobasuTts B DHCP-
3anpoc onuuto 82, nogonuunto 2 - Agent Remote ID.

—PPPoE — pexum pabotbl, npu KoTopom Ha WAN-unHTepdence nogHumaetcs PPP-ceccua. Mpu
Bblbope «PPPOE» AnA pesakTMpoBaHMA CTaHYT AOCTYMHbI CAeAytol e NnapamMmeTpbl:

Umsa nons3osamesnsa — nma Nonb3oBaTena Ana asTopmsaumm Ha PPP-cepsepe;

Maponeb — naponb AnAa asTopusaumm;

MTU — MaKcMmanbHbIM pasmep 6/10Ka AaHHbIX, NepegaBaemMblx MO CeTU (pekomeHayemoe
3HauyeHue — 1492);

Service-Name — uma ycnyrn — 3HadeHue Tera Service-Name B coobuweHun PADI (none He
0653aTeNbHO AN5 3aMN0HEHUSA);

Konuyecmeo owubok LCP echo — konnyectBo HeoTBeyeHHbIx LCP-3anpocoB, nocsie KoTopbix
npoucxoauT paspblis PPPoE-ceccuu;

V Mpun Bbi6ope PPPOE B pexxume mocTa TMN coeanMHeHun Bcerga byaer AlwaysOn.
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Bmopoli docmyn — Tun AocTyna K 10Ka/ibHbIM CETEBLIM PeCcypcam.
Mo»KHo BblbpaTb 2 BapuaHTa:

DHCP - punHamuuyeckun poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpsl
noay4atotca no npotokony DHCP;

Static — cTaTM4YecKkuit — B 3TOM c/iy4yae Heobxoaumble AAA AOCTyna napameTpbl 3a4atoTcA
BPYUYHYIO:

= |P-adpec — npu cTaTM4eCKOM [0CTyne C 3TOro ajpeca OCyLLeCcTBAAETCA AOCTyn A0
PPTP-cepBepa;

=  MacKka nodcemu — Npu CTaTUYECKOM A0CTyne Macka noaceTu;

= DNS-cepgep — npu ctatnyeckom goctyne cepsep DNS, ucnonbsyembiii B NOKaNbHOM

cetu;
= [lilno3 — NpwW cTaTUYecKoM QAOCTyne w3 gna goctyna K PPTP-cepsepy (ecnu
Heobxoanm).

Cnucok ucnonb3yembix DHCP-onumit Ha Kaxaom ceteBom wuHTepdeiice (Internet, VolP,
Management) MOXHO 3a4aBaTb Bpy4Hyto. MHPopmaums No HacTPoMKe CNucKa npeacTaBieHa
8 Mpunoxerune B. HACTPOMKA dhcp-KNMeHTOB B My/IbTUCEPBUCHOM peXUME

- MepsuyHsbiti DNS, BmopuyHbili DNS — IP-agpeca DNS-cepsepoB — ecnu agpeca DNS-
CepBepOB He Ha3HayaloTCA aBTOMaTU4Yecku no npotokony DHCP, npu HeobxogmmocTm
3a4anTe uX BpydyHyl. Agpeca, 3afaHHble BpYyYHylo, ByayT UMeTb MpuUopuUTET Hag
agpecamu DNS-cepBepoB, noay4yeHHbIMM MO npoTokony DHCP.

Mpw BbIGOPE cnocoba noakntoueHns «3G/4G USB-mogem» ana HacTpPoWku ByayT AOCTYMHbI caeaytouime
nons:

HacTpoWKkW nogKknioveHus
MoBGHNEHEIR NpoBaigep Megafon v
MMR nonb3osaTens
Maponk
Homep 0o3B0HA o
NononHWTENkHeE NapamMeTpel AT+CGDCONT=1 IF.internet
MTU 1492

AnA sanofHexus Hacmpoex PeKoMeHdosaHHbIMU Z Mo YMORYIHHUHD
-'.‘DOG&{]'GE‘.UO-‘J FHAYEHURMU HAKMUIME KHOMKY

OTKNHOYUTE TPAHCNALMI0 a4peCcOE OTNPABMTENS

e MobunbHblili nposailidep — umsa Nposaiiaepa, NpeaocTasasoWwero 4octyn K cetm 3G/4G. U3 cnucka
Bbl moKeTe BbIOpaTb OAHOMO U3 WeECTU MOBUAbHBIX ONEpPaTOPOB (HACTPOMKMU Kax[oro M3 HUX
XPaHATCA B MaMATU YCTPOWMCTBA), MPUCYTCTBYIOWMX HA Tepputopumn Poccuiickoii depepaumu:
MeradoH, bunanH, MTC, CKaiinuHk, Tene2, Yota. Mpu HaxkaTUM Ha KHOMKY «Mo ymonyaHuio»
NPOU30MAET 3aMno/IHEHWE HAaCTPOEK NOAKAIOYEHNA NapameTpammn BblbpaHHOro nposaraepa. Ecam
HACTPOIKM NpoBaiiaepa B Balem permoHe oTANYaOTCA OT NPEeA/IOKEHHbIX, OTPeaaKTUPYITe UX B
COOTBETCTBUMN C HEOBXOAMMbBIMU 3HAYEHUAMM.

Ecnv Bawero nposaiigepa HeT B cnvcKe — BblbepuTe 3HadeHue «[pyro» u 3anosHWTe BCe NOAA B
COOTBETCTBUM C HACTpOIMKamu Bawwero nposaigepa;

e [lpomoKon — none AOCTYNHO TOJIbKO NPV BblbOpe 3HauyeHus «[pyroii» U3 cnmMcka MobU/IbHbIX
npoBaigepos. B 6onblIMHCTBE Cy4aeB MobBWIbHbIE OMepaTopbl MCNOJb3YOT NpoTokon PPPoE
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KHonkKa

ONA JOCTyna K CBOel CeTU, 04HAKo Ana paboTbl C MOAEMaMM HEKOTOPbIX NMPOBaLEPOB MOXKET
notpeboBaTbcs BbIbOp NpoToKosa DHCP;
Uma nonv3osamena — WMA NOAb30BaTeNA ANA WUAEHTUPUKAUMM NPU  MNOAKNKOYEHUUN K
b6ecnpoBoaHOM ceTu;
lMaposb — Naposb AnsA MAEHTUGMKAUNM NPU NOAKAOYEHUN K BECNPOBOAHOM CeTH;
Homep 60380HaG — HOMEp [,03BOHA A5 NOAKAOYEHUA K becnpoBoaHoM ceTn (Npumep: ¥99***1#);
JononHumeneHble napamempsi — NapameTpbl A8 MNOAKAOYEHUA K CETU MODBUNbHOW CBA3M
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B 4aHHOW CTPOKe Henb3si UCNO/b30BaTb
KaBbIYKW;
MTU — makcumanbHbid pasmep 6710Ka AaHHbIX, nepenaBaemblXx MO CETU, PEKOMeHAyemoe
3HayeHne — 1492,
OmKA4YUMb MPAHCAAYUK adpecos omnpasumessa — NPU YCTaHOBAEHHOM ¢nare OTKAOYeHa
nogMeHa ajgpeca MWCTOYHWMKA OTMPaBUTENA NaKeTa M3 JIoKaJbHOM noaceTn (oTKAOYeHUe
masquerading).

«o ymonyaHuro» npegHasHayeHa AAs8 3aNO/IHEHWA HACTPOEK

npoBaiaepa 3apaHee

npeaycraHoB/N€HHbIMU 3HAYEHUAMU, XPAHUMbIMU B MaMATU yCTpOVICTBa, Tem cambiM n36aBnAs Nonb3oBaTeNs OT
HEO6XO,CI,MMOCTM MCKaTb 3TU HaCTpOﬁKM B MHTepHETE.

Mpu BbIbOpe crnocoba noakAYeHUA «ABTOMATUUECKU NepexoAuTb Ha pe3epBHblA KaHan» obyayt
AOCTYMNHbI cieaytolme HacTPOMKu:

BHelwHAR CceTk

Mogenioqense K Mumephet

AETOMATHHECKM NepexoanTs ¥

OCHOBHON KaHan MpoeoaHon T
CKOPOCTL W AYANEKS | Auto v

HacTpokH NPoBCAHONS MOAKIHYEHHNA
MpoToson DHCP r

AnbTepHarveHsit Vendor 1D (onums 60)
Whdopumauws aredta DHCP Relay (Onuss 82)
MepewyHent DHS | 33838
Eropuutsnt DHS
Paamep MTU 1500
Wenonesoeate VILAN

HacTposku GecnpoBogHOro NOAKMHYEHHHA

MoSHneHEN NpoEaioep Megafon v
A Nonb3oEaTens
Mapone
Homep aoseoHa
[JononHUTensHLIE NapaMeTpe!
MTU 1492

IR 38N0MHEALT HECITPOEK PEKOMEHODSSHHEMY # Mo yMonsaHue

NEOSEIAE00M SHGHEHLIAINY HENMUME KHOMKY

OTENHMUTE TPEHCNALMIC A0PECOE OTNPAEMTENS

OcHosHoli kaHan (Preferred channel) — 13 BbiNafatoLLErO CNMCKA HYXHO BblIBpaTb TUN OCHOBHOIO
KaHana:
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— [posooHoli (Wired) — kaHan yepes Ethernet WAN nopT ycTpoitcTsa.
— bBecnposodHsili (Wireless) — KaHan uyepe3 ceTb MOOWIbHOM CBSI3M MOCPEACTBOM
6ecnpoBoaHoro USB-moaema.

Hacmpoliku npo8o0H020 NoOKAOYEHUS:

HacTpolikM MAeHTUYHbI HacTpolkam ans cnocoba noakntoveHus «lMpoBogHoe noAKAOYEHUE» C
Bbl6paHHbIM peskMmom « MaplipyTusaTop».

Hacmpoliku 6ecripogod0H020 NOOKAOYEHUSA:

HacTpoikn naeHTMYHbI HacTpoiKam aaa cnocoba noakntodeHua «3G/4G USB-mogem».

[lpogepKa Haau4YuUAa docmyna 8 UHMepHem:

MpoEepKa HANW4KMA OOCTYNa E HHTEPHET

TarmayT c#MaaHKWA OTBETA OT Cepeepa, Mc 1000
Yucno MonbToK JOCTYTA K Cepeepy 10
MHTepEan Mexay UWMKNaMK 0Npoca CepESpoE, C 240

Ping-cepeep 1

e Talimaym oxcudaHuUa omeema om cepsepa, C — BPEMSA, B TeYEHMEe KOTOPOro OXnaaeTca OTBET OT
PING-cepBepa;

e Yucno nonsimok docmyna K cepsepy, ¢ — MaKCMMasbHOE YWUC/IO MOMbITOK AdocTyna K PING-
cepBepy, nocne yero byaeT NPUHATO peLleHMe O Nepexoae Ha pe3epBHbIi KaHan;

o UHmepsan MexoOy UYUKAAMU Onpoca cepsepos, C — MNPOMENKYTOK BPEMEHM, MO WUCTEYEHUM
KOTOPOro HauyMHaeTcA HOBbIN LKA onpoca PING-cepsepos.

e Ping-cepsep 1..5 — IP-apgpec nan gomeHHoe uma PING-cepsepa. MNonsa ana seoga PING-cepsepos
2..5 noAaBAnaOTCA NoOC/e 3aN0AHEeHUA NpeablAyLwero nons.

JIOKanbHasA cemso:

e |P-adpec ycmpolicmea — IP-agpec ycTponCTBa B /IOKa/IbHOM CETU;
e Macka nodcemu — MacKa NoACeTU B JIOKaNbHOM CETU.

/ HacTpoiiKa NoKanbHOM ceTu B pexkume paboTbl ycTpoiictBa « MoCT» He40CTyNnHa.
/ Mpu M3meHeHMM agpeca NIOKANbHOW NOACETU NPOUCXOAUT ABTOMATMUYECKasa CMeHa nyaa
appecos nokanbHoro DHCP-cepsepa (Cetb — DHCP-cepBep).

Hacmpolika IPSec:

B naHHOM pasfesnie ocyLLecTBAAETCA HacTpoliKa wudposaHma no TexHosnormum IPSec (IP Security).
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IPSec — 3To Habop NPOTOKONOB ANA obecneyeHuUs 3aWuUTbl AaHHbIX, NepeaaBaemMblX N0 MEXKCETEBOMY
npotokony [P, No3BonslOWMA OCYLWECTBAATb MOATBEPKAEHWE NOANIMHHOCTM (ayTeHTUDMKALMIO), NPOBEPKY
uenoctHoctn u/unm wudposaHue IP-naketos. IPSec TakKe BKAOYaeT B ceba MPOTOKO/bI ANA 3alMUEHHOIO
obmeHa Kito4Yamm B ceT MHTepHeT.

B Tekyuwiei Bepcum nporpammHoro obecnevyeHua nocpenctBom IPSec MOXHO OCYLLECTBAATb TOJIbKO
OOCTYN K MHTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).

Hactpoiika IPSec
Benouute ¥
WHTepdgeic Ethernet e
Nokanexoiid IP-agpec
AApec NoKansHoi NoAceTH
WMacka nokansHoM NogoeTH
Afpec yOaneHHol nogceT
Macka vaaneHHoi nogoceTu
YOANEHHBIA WNK3
Pesm NAT-T Off -

ArpeccHBHLIN PEXUM

Tun wasHTHgHEaTOPA address b
lgeHTudinkarop
Pasa 1
Japanee sagaHHbli kMY
ANropuTM ayTEHTUEMEALHI md5 hd
ANropuT™ WHipoBaHua des o
pynna Auddu-Xennmada 1 il
Bpema #uzHn daszel 1, cex 28400
Paza 2
ANropuTM ayTEHTUEMEALHI hmac_md5 hd
ANropuT™ WHipoBaHua des o
Fpynna Quaidu-Xennmana 1 e

Bpema xuzHi dazel 2, cex 3500

e BKaw4Yumb — paspeLLmnTb UCNOAb30BaHWE NPOTOKOAA IPSec Ans WndpoBaHNa AaHHbIX;

e UHmepdgelic — HacTpoliKa MMeeT Cuay ToAbKO Npu Bbibope ana UHTepHeTa npoTokonos PPPOE,
PPTP unu L2TP n onpegenneT, gnsa 40OCTyna No Kakomy uHTepdeiicy ncnonb3osathb IPSec: Ethernet
(uHTepdeitc BToporo poctyna) unum PPP (uHTepdeiic nepsoro goctyna). NMpu Bbibope NpoTOKO/I0B
DHCP nnun Static B ycnyre akTBeH TONbKO oAnH UHTepdeiic (Ethernet), no KoTopomy BO3MOXKeEH
[0CTYN ToNbKO nocpeactsom IPSec;

o JloKkanoeHebll IP-adpec —appec ycTpoicTea Ana paboTtbl no npoTokony IPSec;

e Adpec nokanvHol nodcemu coBMecTHO ¢ Mackoli 10kanbHOlU nodcemu oOnNpeaensatoT OKaNbHYHO
noAceTb A8 CO34aHUA TOMONOMMIA CETb-CETb UAN CETb-TOYKA;
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Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackoli yoaneHHol nodcemu onpeaensarT agpec
yOaNeHHOW NoAceTn Ans CBA3M C UCNONb30BaHMEM WKdpoBaHMA No npoTokony IPSec. Ecan macka
mmeeT 3HadeHme 255.255.255.255 — cBA3b ocywecTBaseTcA ¢ egMHCTBEHHbIM XOCTOM. Macka,
OTAMYHasa ot 255.255.255.255, nosBosseT 3agath UeAyw noAacetb. Takum obpasom,
OYHKLMOHaNbHble BO3MOXHOCTM YCTPOWMCTBA MO3BOAAIOT OPraHM3oBatTb 4 TOMOJOMMWM CETU C
Mcnosib3oBaHnem WndpPoBaHMa Tpadmka No nNpoTokosny IPSec: ToyKa-TOYKA, CETb-TOYKA, TOYKa-
CeTb, CETb-CETb;

YOaneHHsIl w3 — W03, Yepes KOTOPbIM OCYLLEeCTBAAETCA A0CTYN K yaaneHHOoW noacetu;

Pexcum NAT-T — Bbibop perkuma NAT-T. NAT-T (NAT Traversal) nHkancynmpyet Tpaduk IPSec u
ofHOBpeMeHHO co3gaeT nakeTbl UDP, KoTopble yctpoicteo NAT KoppeKTHO nepecbinaet. Onas
atoro NAT-T nomeliaeT AONOAHUTENbHbBIN 3aronioBok UDP nepen naketom IPSec, 4utobbl OH BO
Bcel cetTn obpabatbiBancsa Kak 0bbiyHbIN naker UDP, 1 XoCT nosyyatena He NpPoBOAMA HUKAKMUX
NPOBEPOK ULeNnocTHoCcTU. llocne nocTynaeHMA NakeTa K MeCTy HasHayeHuAa 3aronosok UDP
YOANAETCSA, U MaKeT AaHHbIX NPOAO0AKAET CBOW Aa/IbHENLLNA NYTb KaK MHKaMNCY/IMPOBaHHbIN NaKeT
IPSec. C nomouwbto TexHUKU NAT-T BO3MOXKHO YyCTaHOB/AEHME CBA3N MeXAay KameHTamu IPSec B
3aLUMLLEHHDBIX CeTAX M 0bLLeaoCTYNHbIMM XocTaMu IPSec yepes mekceTeBble 3KpPaHbl. Pexumbl
pabotbl NAT-T:

— On — pexum NAT-T akTMBMpYeTcA TONbKO Npu obHapyxeHun NAT Ha nNyTM K XocTy
Ha3HayeHus;

—  Force — B ntobom cnyyae ncnosbsoatb NAT-T;

—  Off — He ncnonb3osatb NAT-T nNpu yCTaHOB/IEHUWN COEAUHEHUSA.

JocTtynHbl cnegytowme HacTpoliku NAT-T:

UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA WHKancynauma

coobueHnit IPSec. Mo ymonyaxuio 4500.

Numepsan omnpasku nakemos NAT-T keepalive, cexk — HTepBan OTNPaBKN NEPUOANYECKMX

COObLEeHNI aNa NoafepKaHNA aKTUBHOTO cocToAHUA UDP-coeagnHEHMA Ha YyCTPOMCTBE, BbINOHAIOLLETO
dyHKumm NAT.

®asza 1

wndpoBaHus,

AepeccusHbili pexum — pexum paboTbl Ha ¢ase 1, koraa obmeH Bcen Heobxoaumown
nHbopmaumen ocyliecTsnsieTca Tpema HewundpoBaHHbIMM MakeTamn. B cTaHapTHOM pexkmme
(main mode) 06MeH ocyL,ecTBAAETCA WECTbio HellMbPOBaHHbIMKU NaKeTaMu;

Tun udeHmugukamopa — TMN uaeHtTUdbUKaTopa ycrtponctea: address, fqdn, keyed, user_fqdn,
asnldn;

NoeHmugukamop — naeHTMdMKaTop yCTPOMCTBa, UCNOIb3yeMblit AnA naeHTudmKkaumm Ha dase 1
(3anonHATL Npu HeobxogumocTu). dopmat naeHTUdUKaToOpa 3aBUCUT OT TUNa.

. Ha nepsom atane (¢dase) gBa y3na «40roBapMBaloTCA» O METoAe MAEHTUPUKALMK, anropuTme

xew-anroputme u rpynne Diffie Hellman. OHu Takke ngeHtTMduumMpytoT apyr apyra. Aaa dassl 1

MMEeTCA cheayoume HaCTpOVIKMI

3apaHee 3a0aHHbIl KA0Y — CEKPETHBIN KoY, NCNO/b3YeMbll B anroputme ayTeHTUGMKaLUMM Ha
¢dase 1. MpeacraBnset coboi cTpoKy oT 8 A0 63 CMMBONOB;

Anzopumm aymeHmMugpuKayuu — BbIBOp O4HOTO U3 CMMCKA aNropuTMoB ayTeHTuduKaumm: MD5,
SHA1Z,;

Aneopumm wugposaHus — BbIBOP OAHOrO M3 CNKUCKA anroputmos wundposaHua: DES, 3DES,
Blowfish;
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e [pynna ugpgu-XennmaHa — Bblbop rpynnbl Diffie-Hellman;

e Bpema wu3sHu ¢asel 1, cek — Bpemsi, MO WCTEYEHUM KOTOPOro Yysnam Heobxoanmmo
nepengeHTMOULMpPOBaTL APYr APYra U CPaBHUTb NOAUTUKY (apyroe HasBaHue IKE SA lifetime). Mo
ymMonyaHuto 24 yaca (86400 ceKyHa,).

®aza 2. Ha BTopom 3sTane reHepupytoTcs AaHHbIe KAOYen, y3nbl «4oroBapmsatoTcsay» ob ncnosibsyemon
NOANTUKE. DTOT PEXKUM, TaKKe HasblBaeMbll BbiCTpbIM pexkumom (quick mode), oTnmMyaetca oT nepsont ¢asbl
TEeM, YTO MOXKET YCTaHOBUTLCA TO/IbKO NOC/E NepPBOro 3Tana, Koraa Bce NakeTbl BTOPOM ¢asbl WndpyoTcs.

e Aneopumm aymeHmuguKayuu — BbiI6Op OAHOIO U3 CNUCKa anropuTmoB ayTeHTudukaummn: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Anzopumm wugposaHus — BblIOOP OAHOrO M3 CNMCKa anroputmos wndposaHua: DES, 3DES,
Blowfish;

e [pynna Auepu-XennmaHa — Bbib6op rpynnbi Diffie-Hellman;

e Bpemsa #u3HU ¢ha3bl 2, cek — BpPeMs, Yepe3 KOTOpOoe MPOUCXOAUT CMeHa Kitoda WudpoBaHus
AaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonyaHuio 60 mmnHyT (3600 cekyHA).

[na BCTynAeHUA B CUAY HOBOW KOHOUIypaumuM M 3aHeceHMs HaCTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTe KHOMKY «[TpumeHums». AN OTMEHbI U3SMEHEHWUI HaXKMUTE KHOMKY « OmmeHa».

/ [DaHHaa peanusauma IPSec paboTaeT TONbKO NpPU OTKAOYEHHOW TPaHCAALMM ajpecos
oTnpasuTens, TaKk Kak IP-agpec KnaneHrta yyactsyet B popmupoBaHum wudpa.

2.6.2.2NMogmeHI0 «QOS»

B nogmeHto «QoS» OCyLLECTBAAETCA HACTPOMKA NpMopUTETOB 06pPaboTKKM TpadmKa 1 TMNa odepesei.

HacTtpoiika QoS

KoHTpone noToka
BriDop NnpUopuTETOB DSCP v

Tun o4epeau Strict v

Hacmpolika QoS

e KoHMpoab nomoka — BKAKOYEHWEe/BbIKAIOYEHNE MexaHM3Ma YMpaBAeHUA MOTOKOM nepenayn
OaHHbIX no npotokony TCP;

e Boblbop npuopumemos — Bblbop cnocoba npuopuTesaumm TpadmKa:

— DSCP — mexaHu3m KnaccuduKaumu, ynpasieHus TpaduKkom M obecrneyeHMs KayecTBa
0b6CNyKMBaHUA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHaK (gpyroe Has3BaHue CoS — Class of Service), ycTaHaBAMBaemMblli Ha
ucxogAwme ¢ AaHHoro uHTepdeinca IP-naketbl. MpuHUMaeT 3HaveHus oT O (HM3WwMiA
npuopuTeT) Ao 7 (HauBbICWUIUIA NPUOPUTET).
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V Mpwu BKNOYEHHOM KOHTPOJ1E NOTOKA HAaCTPOMKN NMPUOPUTETOB HEAOCTYMHbDI.

e Tumn o4yepedu — BbIOOP ANCUMMNANHBI OOCNYXKMBAHMA oYepeaen:

—  Strict — aucuunaMHa obcny:KMBaHUA ouepenen, Npu KOTopol Tpaduk ¢ bonee HU3KUM
NpUOpPUTETOM NepesaeTcs, TONbKO KOrga y»Ke nepepaHa odyepedb ¢ 6osiee BbICOKUMM
NPUOPUTETOM;

— WRQ - pucumnavHa o6cny:KMBaHWA ouepeneil, NpU KOTOPOW AOCTynHas nosaoca
NPONYCKaHUA AENNTCA MeXAy ouyepeaammn NPonopLUMOHaIbHO MPUOPUTETY.

lpuopumem 0..5 — onpepenAaeTca Bec NpMopuTeTa B AnanasoHe ot 1 ao 127, yem Bblwe
BEC, TEM NPUOpPUTETHEE TPADUK.

2.6.2.3NMogmeHo «Hactpoiika MAC-agpecoB»

B noameHto «Hactpoiika MAC-agpecos» Mo»KHO nameHuTbs MAC-agpec WAN-uHTepdeica yctpoiictaa.

HacTtponka MAC-agpeca WAN

Mepeonpeenits MAC

MAC -

HacTponka MAC-agpeca Ha uHTepdelce "IP-TenecoHns”

NO»

MAC -

HacTponka MAC-agpeca Ha uHTepdelce "MHTepdeic ynpaeneHns”

MAC -

e [lepeonpedenums MAC — npu ycTtaHoBneHHOM dnare Ha uHTepdelice MHTepHET Mcnonb3yeTca
MAC-agpec n3 nona MAC.

Mpn HaXaTMKM Ha KHOMKY BbliNagawowero meHw B none «MAC» 803momHO 3anucatb MAC-agpec
KOMMbIOTEPa, C KOTOPOro Bbl nogkntoveHol K Web-koHdurypaTopy. 3Ta yHKLUMA OyaeT nonesHa, ecam Ha Ccetu
Balwero MHTepHeT-NpoBaigepa ncnonbyetca npmsaska no MAC-agpecy. B aTom cnyyae, ecnm Bam Heobxoanmo
ncnonb3oBaTb YycTponctBo TAU-2M.IP B KadecTBe Maplipytmsatopa, Ha WAN-uHTepdelic ycTponcTea
Heobxoanmo HasHaumMTb MAC-aapec Balero KomnbloTepa (KOTOpbIi paHee Obla NOgKAOYEH K ceTu UHTepHET).

Ona nepeonpepeneHns MAC Ha wuHTepdelice «IP-TenedoHua» unm «UHTepdeirc ynpasneHUA»
BOCNO/b3yNTECH pasgenamm «Hactpolika MAC-agpeca Ha uHTepodelice "IP-menegoHusa™» wnnn «HacTpoika

MAC-aapeca Ha nHtepdeice "MHmepgpelic ynpasneHusa" ».

[na BCTynneHMs B CMAY HOBOW KOHOUTypauum UM 3aHECeHUA HACTPOEeK B 3HEepProHe3aBMCHMMYI NamaTb
HaXXMUTe KHOMNKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUIN HaXKMUTE KHOMKY «OmMeHa».

2.6.2.4NogmeHio «DHCP-cepsep»

B nogmeHio «DHCP-cepBep» BbINOAHAOTCA HACTPOMKKM NokanbHoro DHCP-cepBepa, ycTaHaBAMBAlOTCS
CTaTUYeCcKue NPUBA3KN aapecos.
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YcTpoiicTBo TAU-2M.IP nmeeT  BO3MOXHOCTb  MOCPEeACTBOM  MNPOTOKO/AA  AUMHAMMYECKOoro
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomatuyecku HasHauyatb IP-agpeca u
HeobxogMmble ANA BbIxoAa B MHTepHeET napameTpbl KOMMbOTEpPAM, NogKAtoyeHHbIM K LAN-uHTepdeicy. Ero
MCNo/b30BaHWe Mo3BoAAET M36erKaTb OrpaHWYEeHWn Py4yHOM HaACTPoMKM npotokona TCP/IP. DHCP-cepsep
[OCTyMeH ana KOHPUrypmMpoBaHMA, TONIbKO eCin cepBUC MHTEPHET HAaCTPOEH B PEXMME MapLLpyTM3aTopa.

HacTtpoiikn DHCP-cepeepa

Brntoyen ¥

HavaneHeli IP-agpec 192.168.1.2

KonuyecTEO aapecos 250

Cpok apeHasl (B MUHYTax) | 720

CTaTuueckue NpUBHA3KUN aapecos

MAC-agpec |P-agpec

Hacmpoliku DHCP-cepsepa

e BKsouyeH — npu ycTaHoOBAEHHOM dnare BKAOUYUTbL 0KanbHbI DHCP-cepBep;
e Ha4anbHebili IP-adpec — HavanbHbIN agpec nyna IP-agpecos;
e Kosuyecmeo adpecos — KONMYECTBO afpecos B Nye;

e CpoK apeHapl — YCTAHOBKA MAKCMMANbHOrO BPEMEHM UCMOJIb30BaHUA MOAK/IOYEHHbBIM
ycTponcteom IP-agpeca, HasHayeHHoro DHCP-cepsepom, MUHYTBI.

[na BCTyNAeHUa B CMNY HOBOM KOHOUrypauum M 3aHECEHUA HACTPOEK B SHEProHesaBMUCUMYI0 NamMATb
HaXXMUTE KHOMKY «[TpumMeHUmMb». AN OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».

/ Mpu nonbiTKe U3MEHUTb HAYa/IbHbI/A aApec Ha 3HauYeHUe U3 Apyroii NoACeTU Mo OTHOLIEHUIO K
noacetm wuHtepdeiica LAN npoucxoauT aBTOMaTMUECKas YCTaHOBKa Nysa nog TekKyliee
3HaueHue agpeca NOKaNbHOW NoaceTu.

Cmamu4ecKkue npusasKu adpecos

[na nobaBneHUs HOBOWM CTaTUUECKOM NPUBA3KMN HaXKMUTE KHOMKY «ZJobasumb» 1 3aN0NHUTE caeayolime
nonsa:

COS,EI,&TI:. CTATHYeCKYHD NPUBA3KY ajpeCoB
m=
MAC-agpec -

IP-agpec
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e /M3 TekyLen cTaTU4EeCKON NPUBA3KN;

e MAC-agpec — ycTaHoBKa ctatuyeckoro MAC-agpeca. 3agaetca B popmate XX XX XX XX:XX:XX,
BO3MOMEH BbI6Op agpeca NOAKAOUYEHHbIX YCTPOCTB M3 BCM/IbIBAOLWENO MEHIO;

e |P-agpec —ycTaHoOBKa cTatnyecKkoro IP-agpeca ana ykaszaHHoro MAC-agpeca.

KoHburypuposaHme cTaTUYeCcKUX NPUBA3OK NonesHo, ecan Bam Heobxogmmo, 4Tobbl onpeaeneHHoOmy
KomnbtoTepy, nogxntodeHHomy K LAN-nHTepdeicy ycTpoiicTBa, Bceraa HasHavanca onpegeneHHbin IP-agpec.

Haxmute KHoNKy «flpumeHumob» pna BHeceHua IP-agpeca B CNMCOK cTaTudeckmx IP-agpecos gna DHCP-
cepsepa. N8 OTMEHbl USMEHEHWUIN HAaXKMUTE KHOMKY «OmmeHa».

Ana yaaneHua agpeca v3 cnucka HeobxoAMmo YCTaHOBWUTL ¢Jiar HaMmpPoOTMB COOTBETCTBYIOLWEN 3anNucK U
Ha)KaTb Ha KHOMKY «Y0aaumob».

2.6.2.5NogmeH0 «JIoKanbHbih DNS»

B noameHio «J/loKkanbHbin DNS» npounssoauTtca KoHdUrypmposaHue nokaabHoro DNS-cepBepa ycTpolictsa
nytem aobasneHns B 6asy nap IP-agpec — goMeHHoe ums.

NoKanbHbin DNS nossonset wno3y nonayydnts IP-agpec B3aMmoaeincTBYHOLWEro YCTPOWCTBA MO €ro
LOMeHHOMY umeHu. B cnyvae otcytcteua cepsepa DNS B cermeHTe ceTu, KOTOPOMY MPUHAANEKUT LWKO3, HO NpKU
HEeob6X0AMMOCTN MapLIpPyTM3aLMM NO ceTeBbIM MMeHam IMBO MCNONb30BaHMA B KadecTBe agpeca SIP-cepsepa
ero CeTeBoro MMeHW, MOXHO MCMOb30BaTb «JloKanbHbIi DNS». Mpn sToM He0H6X0AMMO 3HaTb YCTAHOBNAEHHbIE
COOTBETCTBUS MeXA4y UMeHamMM y310B (aomeHamun) n ux IP-agpecamu.

Nmena yanos

JomeHHoe uma IP-agpec

®

test.ru 192.168.12.12

Hacmpolika y3nos

Ona pobaBneHns agpeca B CNMCOK HeobXxogMMOo HaxaTb KHOMKy «ZJobasume» n B OKHe «Co3dameb
coomeemcmaue» 3anoaHUTb CAeaytolme Noa:

CoszpaTtb cooTBETCTBNE

LoMeHHOE MMA local

IP-agpec | 127.0.01

+ [PUMEHUTE x OTMeHa

[ JdomeHHOEe nma — nma Y3na,

e IP-agpec—IP-agpec y3na.

Haxmure KHOMKY «/7pumeHumb» Aana co3gaHnA COOTBETCTBUA IP-a,a,pec — AOMeHHoe nmA. [lna oTMeHbl
U3MEHEHUIN HaXXmuTe KHOMKY «OmmeHa». Ona yAaneHna 3anncn mn3 Cnucka HeO6XO,£I,l/IMO YCTaHOBUTb cbnar
HanpoTue COOTBGTCTByIOLLI,ElZ 3aNMUCU N HaXXaTb Ha KHOMKY «Yoanumeo».
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2.6.2.6 NogmeHto «NAT n npobpoc nopToB»

B nogmeHio «NAT n npobpoc nopToB» BbINOAHAETCA HAcTpolKa npobpoca noptos (ports forwarding) us
WAN-uHTepdeiica B LAN-uHTepdeiic. MoagmeHo g4OCTYNHO, TO/IbKO ecnn cepBUC MHTEPHET HAacTPOEH B pexnme
MapLipyTmnsatopa.

NAT — (Network Address Translation) peuMm TpaHCAsUMKM CETEBbIX afpecoB — MO3BOASET
npeobpaszosbiBaTh IP-agpeca u ceteBble nopTbl IP-naketoB. MMpobpoc ceTeBbiXx MOPTOB HEOHXOAMM, Koraa
TCP/UDP-coeauHeHne ¢ N0KanbHbIM (NoaKntouYeHHbIM K LAN-UHTepdelicy) KoMNblOTEPOM YCTaHaBAMBAETCA U3
BHeLWHeW ceTn. JaHHOe MEHIO HAacTPOEK MO3BOJIAET 334aTb NPaBUa, paspeLlatoLLme NPOXOXKAEHNE NAKETOB U3
BHELHEN CETU Ha YKas3aHHbIA afpec B JIOKaJIbHOM CeTM, TEM CaMbiM Aeflad BO3MOXKHbIM YCTaHOB/EHME
coeanHeHua. Mpobpoc NopToB rMaBHbIM 06pa3om HeobXxoAMM MpPU UCNOAb30BaHMKM torrent- U p2p-cepBUCOB.
[lna 3TOro B HacTpoMkax torrent- MAK P2p-KAMEHTA HY}KHO MOCMOTPETb MCnoab3yemble um TCP/UDP-nopTbl u
334aTb 4S9 3TUX MOPTOB COOTBETCTBYHOLWME NpaBuaa npobpoca Ha IP-agpec Bawero komnbtoTepa.

HacTpoikun NAT

BrrmiounTe NAT &

Mpaeuna NAT

nma LAN IP MopTel LAN MNpoTtokon WAN IP MopTel WAN

test 192.168.2.100 30000 TCP HE yKa3aH 30000

Hacmpolika npasuna NAT

Ons pobasneHuns Hooro npasuna NAT HaxkmuTe KHoMKy «/Jobasume» 1 B OTKpbIBLUEMCS OKHe «Co34aTb
HOBOE NPaBUNO» 3aM0JHUTE Cneaylowme Nona:

C03,ElaTb HOBOE NpaBuno
Wma
IP-anpec HasHavyeHud nakeTos LAN
MopTEl HA3HaYEHUA LAN
MpoTokon TCP v
IP-aapec UCTOYHUKA NakeTos WAN

MopTel HazHa4eHA WAN

e  Vmsa — Ha3BaHue npasuaa (nosie 06sa3aTesibHO 414 3aN0HEHUA);

e |P-adpec HaszHayeHus nakemos LAN — IP-agpec xocTa B JIOKa/ibHOM CETW, Ha KOTOpbIM
OCyLLeCcTBAAETCA TPAHCAALMA NAaKeTOB, NoANajaoLWwmnx Noa AaHHOe NpaBuno;
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e [lopmel HasHayeHus LAN — 3HayeHus TCP/UDP-noptoB nosyyatens, Ha KoTtopble 6yayT
TPAHCMPOBATLCA MaKeTbl B JIOKANbHYIO CETb ([0MNyCcKaeTcs yKasblBaTb MO0 OAMHOYHbLIA MOPT,
nmbo yepes “-“ ananasoH nopTos);

e [lpomokon — BblbOp NPOTOKO/A NakeTa, noAnagatolwero nog AaHHoe npasuao: TCP, UDP,
TCP/UDP;

e |P-adpec ucmouHuka nakemoe WAN — |P-agpec oTnpaBuTeNns MaKeTa BO BHEWHEN CeTw,
noAnagarnoLLero nog gaHHoe NpasBuao;

e [lopmel Ha3zHayeHus WAN — 3HayeHuna TCP/UDP-nopToB monydyaTens naketa BO BHELLHeW ceTw,
npu KOTOPbIX NaKeT noAnagaeT noj AaHHoe NpaBuIo (J0MNycKaeTcs yYKasbiBaTb MO0 OANHOUHDIN
nopT, b0 Yepes “-“ gManasoH NopTos).

MpaBuno npobpoca noptoB paboTaeT creayowmm obpasom. Y nakerta, npuxoasuwero Ha agpec WAN-
uHTepdelica ycTponcTBa Mo NPOTOKony «[1pomoKos» Ha nopT M3 guanasoHa «lopmei WAN» n nmetoulero
agpec WCTOYHWKa «IP-adpec WAN» (ecnn 3TO napameTp OCTaBUTb MyCTbIM — aApec WCTOYHWKA He
aHa/M3MpyeTcs), OCyLecTBAAeTca NogMeHa agpeca M rnopTa HasHavyeHWs Ha cogepXumoe nonewn «IP-adpec
LAN» n «Mlopmoel LAN» cCOOTBETCTBEHHO.

HaxmuTe KHOMKy «[TpumeHume» gna nobasBneHMA HOBOro npasuaa. [na OTMeHbl USMEHEHWUI HaxXmuTe
KHOMNKY «OmmeHa».

Ona yaaneHna npasmna n3 crnmcka HEO6XOAMMO YCTaHOBUTb ¢nar HanpoTus COOTBETCTBerLLI,Eﬁ 3anmcn m
Ha*aTb Ha KHOMKY «Ypanutb».

2.6.2.7NogmeHIo «CeTeBOM 3KpPaH»

B nogmeHto «Cemesoli 3KpaH» YCTAHaBAMBAIOTCA NpPaBM/IA MPOXOXMAEHUA BXOAALLENO, UCXOAALLErO M
TPaH3UTHOro Tpaduka. UmeeTcs BO3MOKHOCTb OFPaHNYMBaTb NPOXOXKAeHWe TpaduKa pasHOro TMna (BXoAALWwmA,
NUCXOOALMNA, TPAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKOAA, IP-aapecoB UCTOYHMKa U Ha3HaveHua, TCP/UDP-nopTtoB
MCTOYHMKA N Ha3HauyeHus (ansa coobuieHnit npotokonos TCP nan UDP), Tna coobueHma ICMP (ansa coobueHni
npotokona ICMP).

MNpaswna gna Bxogdawero Tpaduka

Huna MpoTokon Apnpec oTnpaBuTena MopTel OTAPaBUTENA MopTel nony4artens OedcTEMne

®

= MpaBuna Ana UCXoLaAWero Tpaduka

Hms MpoTeoken MopTe oTNpaEuTenA Appec nenyyarens MopTe! nony4arensa OeiicTENE

MpaBuna Ana TPaH3UTHOrO Tpaduka

Wma  Mpetoken Appec oTnpaEnTens MepTel oTNpaEuTenA Anpec neny4arens MepTel nonyYarens OencTene

Hacmpolika npasusa cemesoz2o 3KpaHa

[na pobasneHUa HOBOrO MPaBMNa HaAXKMUTE KHOMKY «/Jobasume» N B OTKpbiBLIEMcA OKHe «Co3aaTb
HOBOE NpaBwnIo» 3aMno/iHUTE cedyloLmne nona:
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CospgaTtb HoBOE npasnno

MMA
Tun Tpadura BxogALui v
MpoTokon TCP v
Alpec oTNpaBuTENA
MopTel OTNpaBUTENA 0
MopTel Nnony4aTens 0

[eiicTene MponycTUTL v

Umsa —

Ha3BaHWe nNpasnnia;

Tun mpaguka — Bblbop TMNa TpaduKa, Ha KOTOPbIM PACNPOCTPaHAeTcA AeNCTBME AaHHOro
npasuna:

Bxodawuli — BXOAALLMI Ha YCTPOMUCTBO TpaduMK (Nonyyatenem sBAAETCA HENoCPeaACcTBEHHO
OfINH U3 ceTeBblX MHTepdelcoB ycTpoicTea). Mpu Bbibope AaHHOro TMUna Tpaduka Ans
peaaKTMPOBAHMA CTAHYT AOCTYMNHbI CAeaytowme nona:
=  Adpec omnpasumensa — 3afaeT Hada/bHbIl IP-agpec oTnpasuTens. Yepes cMmBon
"/" MOXHO yKa3aTb MacKy noAcet B GopmaTax XXX.XXX.XXX.XXX MU XX, Hanpumep,
192.168.16.0/24 nnun 192.168.16.0/255.255.255.0, uTobbl BblAEANTL CPa3y LEblN
AManasoH agpecos (3anucb MackM B Buae /24 COOTBETCTBYET 3anwucu
/255.255.255.0);
Ucxodawuli — nexogawmii ¢ ycTpoictBa TpaduK (TpaduK, reHepupyemblit JIOKaNbHO
YCTPOMCTBOM C OAHOr0O M3 ceTeBbix MHTepdencos). MNpu Bbibope AaHHOro TMNa Tpaduka
ONA PefaKTMPOBAHNUA CTaHYT AOCTYMHbI Ceaytowme nons:
=  Adpec nonyyamensa — 3apaet |IP-agpec nonyyatenda. Yepes cumson "/" MOKHO
YKasaTb Macky nogcetm B dopmaTax XXX XXX.XXX.XXX WU XX, Hanpumep,
192.168.18.0/24 nan 192.168.18.0/255.255.255.0, uTobbl BblAENUTL CPa3y LENbIN
AManasoH afpecos;
TpaH3umMHbIl — TPaH3UTHbIA TpaduK (TpaduMK, NPOXOAALMK MeXKay OBYMA CETEBbIMU
WHTepdelicammn, Koraa otnpasuTenem M noayyaTenem ABASAKOTCA BHELWHME YCTPOMCTBA).
Mpu BbibOpe gaHHOro TMNa TpaduKa A1A PefaKTUPOBAHUA CTAHYT AOCTYNHbI CieaytoLmne
nons:
=  Adpec omnpasumens — 3agaeT |IP-agpec otnpasuTens. Yepes cumeon "/" MOXKHO
YKasaTb Macky noacetm B GopmaTax XXXXXX.XXX.XXX WAW XX, Hanpumep,
192.168.16.0/24 nnmn 192.168.16.0/255.255.255.0, utobbl BblAEINTL CPasy LEeblid
AnanasoH afpecos;
= Adpec nonyyamensa — 3agaet IP-agpec nonyyaTtenda. Yepes cumson "/" MoOXKHO
YKasaTb Macky nogcetm B GopmaTax XXXXXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 nnmn 192.168.18.0/255.255.255.0, uTobbl BblAEINTL CPa3y LEbINA
AManasoH afpecos;

[MpomMoKoa — NPOTOKON NAaKeTa, Ha KOTOPbIN pPacnpoCTpaHAeTca AeiCTBMe AaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto6oir.

Lelicmeue — aeiicteme, coBepluaemoe Hag naketamm (0T6pocuTb/nponycTuTs).

Mpu BbI6ope npoTokonos TCP, UDP, TCP/UDP ans peaaktmposaHuna 6yayT 4OCTyMNHbI HACTPONKMK:
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e [lopmel omnpasumess — CNUCOK NOPTOB OTNPABUTENSA, MaKeTbl KOToporo 6yayT nonagaTte nog,
AaHHOe MpaBuio (JonyckaeTca yKasblBaTb MO0 OAMHOYHbLIN nopT, nnbo uyepes “-“ amanasoH
nopToB);

e [lopmebl nosny4amena — CNUCOK MOPTOB MoJlyyaTens, NakeTbl KOToporo byayT noanagaTb Nop,
AaHHOe MpaBuio (JonyckaeTcAa yKasbiBaTb JIM60 OAMHOUHbLIN NopT, nnbo uyepes “-“ amanasoH
nopTos).

e [lpu BbibOpe npoTokona ICMP ana pegakTupoBaHua byayT 40CTYNHbI HACTPONKU:

e Tun coobuweHus — MOXHO €CO34aTb NPaBMJIO TONbKO Ana onpeaeneHHoro Tmuna ICMP-coobuieHus
mbo ana Bcex.

Haxmurte KHOMKY ((ﬂpVIMeHMTb» Aana ,D,O6anIEHMFI HOBOTIo npasunia. Ana otmeHbl M3MEHEHUIW HaXKmuTe
KHOMKY «OTmeHa». [Ona ydaneHma 3anncn U3  CnNUCKa H606XO,D,MMO YCTaHOBUTb d)nar HanpoTuB
COOTBETCTBYI'OLLI,EVI 3aMUCU U HAXKaTb Ha KHOMKY «Yoanutob».

2.6.2.8NMogmeHto «ACL»

B noameHto «ACL» BbINOAHALOTCA HAaCTPOMKM cnmMcKkoB goctyna. Access Control List uanm ACL — cnucok
KOHTPONA JOCTYNa, COAEPKUT NpaBuia, onpeaenatolme npoxoxaeHme Tpaduka yepes nHtepdeic.

OrpaHnuerunsa no MAC-agpecam

Ne craTyc MAC-agpec OocTyn OrpaHn4eHne CKOPOCTH

QOrpannuerusa no URL-agpecam

Ne Ccrarye URL

+ [o6aeuTe Tl YOanuTb

OrpaHnuyeHns No BPEMEHN CYTOK

Neg Cratyc Hauano KoHey OocTyn OrpaHu4exHe ckopocTh

+ [lo6aBuTh W Ynanutb

OzpaHuyeHusa no MAC-adpecam

CospaTb HOBOE NpaBuno

BHIKOYMTE
MAC-agpec -

3anpeTuTs gocTyn ¥

e BKawOYuUMb — NpY yCTaHOBIEHHOM diare akTMBUpyeTcs npasuio ¢unbTpaumm no MAC;
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e  MAC-adpec — MAC-agpec ycTpoiicTBa, 4719 KOToporo byaeT AeicTBOBaTb CO34aHHOE NPaBUIo;

e 3anpemums 0ocmyn — Npu ycTaHoBJIEHHOM dnare ¢ 3a4aHHOro yCcTpoMcTBa 6yaeT MOIHOCTbIO
3anpeLwéH AocTyn U nepegada TpaH3uTHoro Tpaduka. Ecam dnar He ycTaHOB/IEH, CKOPOCTL byaeT
OrpaHUYeHa A0 YKa3aHHOro 3HayeHus;

e O2paHu4yeHue cKopocmu, Kbum/c — MaKCMManbHaA CKOPOCTb MOTOKAa AaHHbIX ANA YCTPOMCTBA C
yKasaHHbIM MAC-agpecom (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBUIO OrPaHUUYEHMA CKOPOCTU NOTOKA
AaHHbIX);

OzpaHuyeHusa no URL-adpecam

Cospatb HoBOE npaeuno

BKMOYNTE

URL

e BKaw4Yume — Npu ycTaHoBAeHHOM dnare akTuempyertca npasuno ¢puabtpaumm no URL;

e URL - URL-aapec ycTpoiicTBa, AN KOToporo byaeT AeiCcTBOBaTL CO34aHHOE NPaBuo;

O2paHuYeHuUA no epemeHu cymok

CospgaTtb HoBOE npasuno
Brno4nTe
Hauano 00:00
Kowey  00:00

3anpeTuTe gocTyn ¥

e BKawoYume — npwv yCTaHOBNEHHOM dniare NpaBuio GUAbTPALUKN aKTUBUPYETCA U LeaKTUBUpYeTCA
B HasHa4YeHHoe Bpems;

e Hauasno — Bpems B 24-4yacoBom ¢dopmaTe cuUMCAEHMA (44:MM), C KOToporo byaeT AencTBOBaThb
CO3ZaHHOE NPaBuo;

e KoHey — Bpemsa B 24-yacoBom dopmate cumcaeHua (44:Mm), 40 KoToporo byaeT AencTBOBaTb
Co34aHHOe NpPaBuo;

e 3anpemums Oocmyn — NPV YCTAaHOBAEHHOM dare 6yAeT MOMHOCTbIO 3anpewéH AocTyn U
nepefaya TPaH3UTHOTO Tpaduka. Ecnn ¢dnar He ycTaHOB/IEH, CKOPOCTb ByAeT orpaHuMyeHa Ao
YKa3aHHOro 3HayeHus;

e O2epaHuyeHue ckopocmu, Kbum/c — B TeyeHWe 3a4aHHOrO0 UHTepBasa BPEMEHW CKOPOCTb byaet
OrpaHMyeHa A0 YKasaHHOro 3HadyeHusa (0 K6UT/C — 3KBMBANEHTHO OTCYTCTBMIO OrpaHUYeHuA
CKOPOCTM MOTOKA AaHHbIX).
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2.6.2.9NogmeHo «Punbtp MAC»

B nogmeHto «®Puabtp MAC» BbINOAHATCA HAaCTPOMKa duabTpaumm goctyna no MAC-agpecy KaveHTa.

HocTyn K ycTpoicTay

Pesttun unsTpa NPOEOZHON CETH OTKnK4YNTE

e Pexum ¢unbTpa — onpenenser oAuH U3 Tpex aaroputmoB pPaboTbl puabTpa B 3aBUCUMOCTU OT
MAC-agpeca KnmneHTa:

—  Omeknroyume — dunbTpaums no MAC-agpecam OTK/AKOUYEHA — BCEM KAMEHTam paspeLleHo
NOAKNOYATLCA K TOYKE A0CTYNa;

— UYépHelli crniucok — B AaHHOM perume paboTbl dunbTpa KameHTam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnucke MAC-agpecoB», 3anpeleHO MoAKA4YaTbCA K TO4YKe pgocTyna.
AboHeHTam, MAC-agpeca KOTOPbIX HE YKa3aHbl B CMIUCKE, MOAKNOYEHNE Pa3peLLEHO;

— bBensbili cnucok — B AaHHOM pexume paboTbl punbTpa KameHTam, MAC-agpeca KoTopbix
yKasaHbl B «Cnucke MAC-agpecoB», paspelleHO MogKA4YaTbCA K TOYKe pgocTyna.
AboHeHTam, MAC-agpeca KOTOpbIX B CMIUCKE HE YKa3aHbl, MOAKAOUYEHUE 3aMpPELLEHO.

Cnucok MAC-adpecoe

B CNMCOK MOMHO BHecTM A0 Tpuguatv MAC-agpecoB K/AMEHTOB, OOCTYNM KOTOPbIM K YCTPOMCTBY

perynmpyeTtca HacTPOMKOM pexmma punbtpa.
[na pob6aBneHns HOBOTO K/IMEHTA B CMUCOK HaxKMUTE KHOMKY «Jobasums» 1 BBeaute ero MAC-agpec.
[na BCTynneHWa B CUAY HOBOW KOHPUIypauuum M 3aHECEHMS HACTPOEK B SHEProHe3aBUCMMYKO NamATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHWUI HAaXKMUTE KHONKY «OmmeHa».

2.6.2.10 NogmeHo «MapwpyTusauma»

B nogmeHto « MapLipyT1saLumusa» HacTPaMBaKOTCA CTaTUYECKME MapLIPYTbl YCTPOMCTBA.

MapwpyTusaums
Hma Appec HazHa4YeHWA Macka nogcetu Wnrs
&
route1 192.168.23.0 255.256.255.0 192.168.0.254

[na pobasneHUa HOBOro MapLIpyTa HaXXMMUTE Ha KHOMKY «Jo6aBuTb» M 3aN0NHUTE cneaytoume nons:

No6asuTe MapwpyT
Mma
A,'leet Ha3Ha4yeHnA
Macka nogceTtn

Lnto3
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] UmA — Ha3BaHUe MapLwpyTa, Ucnoab3yeTca anAa y,CI,O6CTBa BOCNPMNATNA 4YENOBEKOM. MNone moXxKHoO
OCTaBUTb NYCTbIM;

e Adpec HasHauyeHus — |P-agpec xocTta WAM NOACETM Ha3HaYeHUA, A0 KOTOPbIX Heobxoammo
YCTAaHOBUTb MApPLLPYT;

e Macka nodcemu — MacKa nogcetn. Ons XocTa macka MOACETU YCTaHaB/MBAaeTCA B 3HayeHue
255.255.255.255, ana noaceTtu — B 3aBUCMMOCTU OT €€ pasmepa;

e lino3—IP-aapec Wto3a, Yepes KOTOPbIN OCYLECTBAAETCA BbIXOA Ha «Adpec Ha3Ha4YeHUs».

[Nna BCTyNAeHUs B CUTY HOBOW KOHOUIypauuu M 3aHeCceHMs HACTPOEK B SHEProHEe3aBMCUMYD NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.2.11 NoameHIo «AuHamuyeckuin DNS»
B noameHio «JuHammnyeckmnin DNS» BbInoNHAETCA HAaCTPOIMKa COOTBETCTBYHOLLLENO CEpPBUCA.

JuHamuyeckuli DNS (D-DNS) nossonsetr uHpopmaumm Ha DNS-cepBepe 0BHOBAATLCA B peanbHOM
BPEMEHW B aBTOMATUYECKOM pexkmme. [lpumeHsaeTca ANnA Ha3HayeHUA MOCTOAHHOTO AOMEHHOTO0 WMMEHMU
yCTpoicTBY (KOMMblOTEPY, poyTepy) ¢ AMHamuveckmum IP-agpecom.

OnHammnueckmin DNS yacTto npumeHseTca B 0KANbHbIX CETAX, FAe KAMeHTbl noay4yatot IP-agpec no DHCP, a
NOTOM PerncTpmpyroT CBOM MMeHa Ha fiokanbHom DNS-cepBepe.

OuHamundecknin DNS

@
BrniounTs O-DNS ¥
- Mposaiigep D-DNS | cyndns.org -
-]
WMz Nons308aTEnA
Maponb

HomMeHHOE MMA

e Bkawyume D-DNS — npu yctaHoBneHHOM ¢nare cepsuc D-DNS akTMBEH M 4NnA pefakTMpoBaHuA
OOCTYMHbI CeAyroLLne HAaCTPOMKMU:

e [Iposalidep D-DNS — appec nposaiigepa D-DNS — Bbibepute oaHoro nposaigepa U3 CruMcKa
OOCTYNHbIX U BBEAUTE ero aapec BPYYHYIo;

e VIMA nonv3osamesis — UMs Nob30BaTeNs ANA AOCTyNa K yyeTHoM 3anucu cepsuca D-DNS;
e [laposb — naponb ans Aoctyna K ydyeTHom 3anmcu cepeuca D-DNS;

e JlomeHHOE umsa  — perucTpupyemoe JAomeHHoe uma Ha D-DNS cepsepe. O6HoBneHue
nHbopmauumn ob IP-agpece ycTpolCTBa Ha cepBepe NpoBalgepa MNPOUCXOAMUT MepPUoaMNYECKU
yepes 60 ceKkyHA,.

[na BCTyNAeHUs B CUTy HOBOW KOHOUIypauuu M 3aHEeCeHUs HACTPOEK B SHEProHEe3aBUCUMYHD MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3BMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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2.6.2.12 NoameHio «SNMP»

MporpammHoe obecnedyeHne TAU-2M.IP no3BoAAeT NPOBOAUTb MOHUTOPUHE COCTOAHMA YCTPOMUCTBA M ero
KOHdUrypuposaHue, ucnonbaysa npotokon SNMP. B nogmeHto «SNMP» BbINOMHAOTCA HACTPOMKU NapameTpoB

SNMP-areHTa.

YCTpoicTBO NogaepKuBaeT NpoTokonbl Bepcuiit SNMPv1, SNMPv2c.

Hactpoika SNMP

Brniounte SNMP
Maponk Ha YTeHue
Maponk Ha 3anuck

ALpec AnA npHénma Tpanoe v

Ee] AJpec Ans npuéma Tpanos v2
Agpec ana npuéma coobwenui Inform

CHCTEMHOE NMA YCTPOIICTEA

KoHTakTHaA MHpopMaLMa Npou3BoauTenA

MecTononoxeHWe YCTPORCTEA

Mapons & Tpanax

Bratoyume SNMP — npu ycTaHOBAEHHOM ¢dnare paspeLleHo Ucnosib3oBaHue npotokona SNMP;
Maponb Ha YmeHue — Napo/b Ha YTeHMe NapamMeTpoB (obwenpuHATbIN: public);

Maponb Ha 3anuce — Naposib Ha 3anMcb NapameTpoB (06LLENPUHATLIN: private);

Adpec 0ns npuéma mpanos vl — IP-agpec nan goOMeHHoe UMA NpuemHuKa coobuieHmin SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0ns npuéma mparnos v2 — IP-agpec nan JoOMeHHoe UMA NpuemHuKa coobuieHmii SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0na npuéma coobweHuli Inform — IP-agpec UM AOMEHHOE UMA NPUEMHMKA COOBLLEHUI
Inform B dopmate HOST [COMMUNITY [PORT]];

CucmemHoe uma ycmpolicmea — UMA YCTPOMNCTBa;

KoHmakmHaa uHgpopmayusa npouzsooumens — KOHTAKTHAaA WHPopmauma npoussoauTens
YCTPOWCTBQ;

MecmononoxeHue ycmpolicmea — uHGopmMauma 0 MeCTOMNOJIOKEHUM YCTPONCTBA;

Maponab 8 mpanax — Naponb, cogepKalymiica B Tpanax (no ymonyaHutio: trap).

B Tekywel Bepcum nporpammHoro obecnedyeHua no npoTokosy SNMP  umeeTca BO3MOXKHOCTb
KOHUrypupoBaTb OTAE/bHbIE NapameTpbl ycTpolcTBa: obwme HacTpolku SIP, HacTpoiku SIP-npoduneit,
HacTPOMKM FXS-nopTa, HaCTPOMKM Frpynn Bbi30Ba, HAaCTPOMKM Kogos ynpasneHus ABO c TenedoHHOro annapaTa,
HacTpoikn SNMP, HacTpoliKM cMCTEMHOTO KypHana.

Hu)Ke npuBeseH CNUCOK 06BEKTOB, NOALEPKMBAEMBIX ANA YTEHUS U KOHPUIYpPUPOBaHMA NOCPeaCcTBOM
npotokona SNMP:

Enterprise.1.3.1 — o6wwme HacTpolikn SIP-npoduneis;
Enterprise.1.3.2.1 — HacTpoliku SIP-npodunei;

Enterprise.1.1.2.1 — HacTpoiiku FXS-nopTa;

Enterprise.1.4.1.1 — HacTPOIKM rpynn BbI30Ba;

Enterprise.1.5 — koapl akTMBauum 1BO c TenedoHHOro annapaTa;
Enterprise.2.1 — HacTpoliku SNMP;
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e Enterprise.3.1 — HaCTPOIKM CUCTEMHOIO KypHana.

roe Enterprise —1.3.6.1.4.1.35265.1.56 naeHtudmKaTop ycTpomncTsa.

[na 3anucu HacTpoeK B 3HEProHEe3aBUCUMMYIO NMaMATb HAXKMUTE KHOMKY «[lpumeHums». Ona oTmeHbl
N3MEHEHUIN HAaXXMUTE KHOMNKY «OmmeHa».

2.6.3 MeHto «IP-tenedoHUA»

B meHio «IP-TenedoHma» BbINoAHAOTCA HacTponku VolP (Voice over IP): HacTpoika npoTtokona SIP,
KOHUrypauma nutepdencos FXS, ycTaHOBKA KOAEKOB, NJlaHa HymMepauun, MeToAoB nepegaym dakca nu mogema.

2.6.3.1NogmeHIo «HacTpoiiku ceTn»

B nogmeHto «HacTpolKM ceTM» MMeeTCs BO3MOXKHOCTb 334aTb COOCTBEHHbIe CeTeBble HACTPOMKM Ans
ycayrun VolP.

CeTteBble HacTpolkn |P-TenedoHnn

McnoneaoeaTe HacTpodku Internet

Mecnonesoeate WLAN

WLAN ID 10
802.1P 1] v
MpoTokon DHCP v

AnbsTEpHATUBHEIA Vendor 1D (onuna G0)
WHopmauwna areHTa DHCP Relay (Onuua 82)
MepBKYHLI DNS

Bropu4Heln DNS

HacTtpoiika IPSec

BKNoYHTL

e Ucnonvzosams HacmpolKu Internet — Npy ycTaHOBAEHHOM d1are UCMO/1b30BaTb HACTPOWMKM CETH,
YCTaHOB/IEHHblE B MeHI0 «Cemob» -> «MHMepHem», WHAaYe — HACTPOMKM, YCTAaHOB/IEHHbIE B
TEKYLLLEM MEHI0;

e MUcnonwbzoeame VLAN? — npu yctaHosneHHom dnare cepsuc IP-TenepoHun byaet ncnonb3osatb
Ans ceoen paboTbl BblAeNeHHbIN MHTepdelic B oTaenbHo VLAN, HoMep KOTOpOW yKasaH B none
«VLAN ID» .

e 802.1P - npusHak 802.1P (gpyroe HasaHnue CoS — Class of Service), ycTaHaBnMBaeMblit Ha
ucxogAwme ¢ gaHHoro uHtepdeica IP-naketbl. MpuHUMaeT 3HaYeHUs oT 0 (HU3WKiA NnpuopuTeT)
0o 7 (HamBbICWINIK NpUopUTET).

e [Ipomokos — BbIGOP NPOTOKONA Ha3HAYeHUs agpeca Ha uHTepdelic ycnyrm VolP:

B Bepcum MO 1.9.1 paspeluaercs 3a4aBaTb MHAMBUAYAIbHbIE CETEBLIE HAaCTPOMKM ycayrm VolP TonbKo B BblgeneHHon VLAN.
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—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxogMmble HacTpolikn Ha WAN-
UHTepdelic HasHavaeTca BpydHyto. Mpu Bbibope TMNa «Static» gna pepakTMpoBaHuA
CTaHYT AOCTYMHbI Ceaytowme napameTpbi:

- IP-adpec —ycTaHoBKa IP-agpeca uHtepdelica ycayrm VolP;

- Macka nodcemu — macka noacetu nHtepdeiica ycayrm VolP;

- W3 no ymonuaHuro — IP-agpec aepontHoro wntosa nHtepdeica ycayrm VolP;

- MepsuyHeblli DNS, Bmopu4Hebili DNS — IP-agpeca DNS-cepBepoB, Heobxoaumblx ans paboTbl
ycnyru VolP.

— DHCP — pexxum paboTbl, npun KoTopom IP-agpec, macka noacetun, agpeca DNS-cepsepoB u
ApyrMe napameTpbl, Heobxoaumble pas paboTbl ycayr (Hampumep, cTaTUYeckue
mapuwpyTbl Ao SIP-cepBepa, cepsepa perucTpauun), byayt nonydeHol ot DHCP-cepBepa
aBTomaTtuyecku. Ecnm ot npoBangepa He yaaérca nonyuntb agpeca DNS-cepsepos, Bbl
MOXKETe Ha3HauuTb WX BPy4YHyto B nonaax «[lepguyHelli DNS» n «BmopuyHsili DNS».
Afpeca, 3aJaHHble BPY4YHylo, byayT MmeTb npuoputeT Hag agapecamu DNS-cepsepos,
nosy4eHHbIMK no npotokoay DHCP.

Ons npotokona DHCP nmeeTcs BO3MOXKHOCTb 3aaTb He0bxoanumMmoe 3HayeHune onuuii 60
n 82.

- AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTtaHoBneHHOM nare YCTPOWUCTBO
nepenaér 8 DHCP-coobuieHusx 8 onuum 60 (Vendor class ID) 3HaueHue u3 nona Vendor ID
(onyusa 60). Npu nyctom none onuma 60 B coobuieHnax npoTtokona DHCP He nepepgaércs.

Echn dnar AabmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHUe No YMONYaHUIO, KOTOPOEe MMEET caeaytowmin popmar:
[VENDOR:npoussoautens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

MNpumep:

[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

- UHdopmauma areHta DHCP Relay (onuma 82) — npu ycTaHoBaeHHOM dsiare no3BosiAer
nobasuTtb B DHCP-3anpoc:

= ldeHmupukamop uenu azeHma (Onuyua82) — nossonser gobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmMupuKkamop yodaneHHo2o azeHma (Onyusa82) — no3sonaet aobasutb 8 DHCP-3anpoc onumio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok wucnonbayemblx DHCP-onuuii Ha Kaxkgom ceteBom uHTepdeiice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4Hyt0. MHGOpMauusa no HacTpoiKe CNMCKa NpeacTaBieHa
8 Mpunoxerune B. HACTPOMKA dhcp-KNMEHTOB B My/IbTUCEPBUCHOM PEXUME

Hacmpolika IPSec:

B AaHHOM pa3sgene ocywecTBAAETCA HAaCTPOMKa WwndpoBaHUa no TexHonormuu IPSec (IP Security).

IPSec — aT0 Habop NPOTOKONOB A/1A obecneyeHua 3alWmTbl AaHHbIX, NepegaBaemblX N0 MeXKCeTeBOMYy
npoTokoay IP, NO3BONAIOWMIA OCYLLECTBAATb MOATBEPKAEHWE MNOAJMHHOCTM (ayTeHTUMKALMIO), NPOBEPKY
LenocTHocTM n/unn wudposaHune IP-naketos. IPSec Takxe BKAOYaeT B ceba MPOTOKO/bl ANA 3aLMILEHHOrO
obmeHa Kntoyamm B cetn MHTepHeT.
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B Tekywel BepcuM nporpaMmHoro obecneyeHus nocpeacTBom IPSec MOMKHO OCYLLECTBAATbL TOJIbKO
[OoCTyn K uHTepdelicam ynpasneHus yctpoinctsom (Web, Telnet, SSH).

MNoapobHoe onucaHune HacTpoek IPSec npuBeaeHo B pasaene 2.6.2.1 B rpadpe Hacmpolika IPSec.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypaumu M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbI U3MEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.2NMogmeHI0 «QOS»

B noameHo «QoS» HacTpamBatoTca GpyHKUMM obecnedyeHns Kayectsa obcaykmusaHus (Quality of Service).
HacTtpolika gnanazoHa RTP-nopToB

IMukumaneHsit RTP-nopt | 23000

Makcumanereii RTP-nopt | 26000

HacTtpoiika DSCP gna curHanuaaywm (SIP)

SIP-nopt DSCP

Hacmpolika duanasoHa RTP-nopmos

o  MuHumanbsHbIl RTP-nopm - HUXHAA rpaHMua Aunana3oHa RTP-nopTtos, Mcnonb3yembix AnA nepeaayu
pa3roBOpHOro Tpaduka;

o  MakcumansHbll RTP-nopm - BepxHAA rpaHUUA amnanasoHa RTP-nopToB, UCNOAb3yeMblX oA nepegayu
pa3roBopHOro Tpaduka;

Hacmpolika DSCP 014 cueHanu3sayuu (SIP)

Oobaentb

SIP-nopt 1]

DsCP 1]

Hacmpolika npasusaa QoS

e SIP-nropm — 3HayeHWe MnopTa WCTOYHMKA AN UCXOAALWEro rosiocoBoro TpaduKka, KOTopbid byaer
MapKMpoBaTbCca 3a4aHHbIM Kogom DSCP;

e DSCP - 3HauyeHue nona DSCP 3aronoska IP-naketa Asns ronocoBoro Tpadumka C 3ag4aHHbIM MNOPTOM
WUCTOYHMKA.

[na BCTyNnNeHUA B CUY HOBOM KOHPUIypaLMM M 3aHECEHMA HACTPOEK B IHEProHe3aBUCUMYIO
NaMATb HAXKMUTE KHONKY «MpuMeHUTb». [11Aa OTMEHbl U3SMEHEHWUI HaXXMUTE KHOMKY «OTMeHa».
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2.6.3.3NogmeHI0 «HacTpoiKa AMHMIA»

B nogmeHto «Hacmpolika auHuli» BbINOAHAOTCA HACTPOMNKM TenePoHHbIX nopToB Phonel, Phone2.

Cnuncok TenedoHHbIX NUHWUIA

Nuuns  Cratyc Homep TenedioHa  WmA nonesoeatens  Jlormd  SIP nopt  Mpodmne
@&

1 BrnioueH 001 5060 1st profile
2 BkmioueH 002 5060 1st profile
-

[NnA peaakTMpoOBaHUA HACTPOEK HAKMUTE IEBON KHOMKOM MbILWM MO CCbIIKE C HOMEPOM HacTpauBaemo
JIMHUU U B OTKPbIBLIEMCA OKHe «PeaaKTMpoBaTh IMHUIO:» 3anoHMTe ceaytoLime nons:

PenaktupoBats MUHKIO 1: HAcTpoiKa akkayHTa

BrntcauTe
Mpodsne SIP 1st profile ¥
Homep Tenedona 001
A= nonbsoBaTens
MENonE20BaTs ansTEPHATHEHEI HOMED

SIP-nopt S060

Kareropwn adoHeHTa He HCnone3oEaTh v
AyTenTrdgmKaLmua
TNomn
_apcnb EITTTRTITTY
Yenyra [1BO

Pesam ucnonesoaanna Flash Tranzsmit flash v
OMMaaHWE BLISOBA

Boliava HoMERa BRISLIEAFNLETO 330HEHTA NPM AWM AHK
Bblz0Ba

(OcTanoeka Hatopa npw £
lopAYaRITeENnaR MMHYS
BesycnoBHan nepeaapecaums
MNepeanpecalyns NG 33HATOCTH
MNepeagpecalyn No HeaTEETY
He SecnokoMTs

PaszpellvTs NepEXEaT ELIZ0E3 HA NnopT ¥

CLR Bakn. A
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HacTpolika huandeckny napameTpoe

Bolnada Homepa BbisbiBakowEro Off v
TarmayT Habopa nepeoi uWwppel, © 1]
TadmayT "JaHaTo", © 120
TarmayT ebls0sa aboHeHTa, © 1]
MyHKMMANEHDE BpemA oSHapy:KeHns oThos, Mo 300
MuHWManNeHoE EpemA oboHapyxeHna Flash, mc 100

Yeunenwe Ha npuewme, 0.1dB -70

Yeunedwe Ha nepegase, 0.1dB 1]

YpoBeHE ronoca ¢ Tenedoda, dB 1]

YpoBeHb ranoca © murpododa, dB 1]

ONUTENLHOCTE MMAYNECE LMGgpLE, MC 100
MHHMMANEHBIA MEFLWTPOE0N MHTEPEAN, MC 200
Takcodon Bran. v

HacTpoiKka CceTeBlX NapamMeTpoB

DSCF |0

o MpuMesHHTL ® OTMeHa

Hacmpolika akkayHma

e Bkawoyume — Npun ycTaHOBNEHHOM dare NOpT aKTUBEH;

o [Ipogpuns SIP — BbI6OP SIP-npoduna U3 nepeyHs AocTynHbIx. HacTpoiika npodunelt npomssogmTca
B MeHI0 «/P-menegoHusa» -> «[Tpogpuau».

e Homep meneghoHa — abOHEHTCKNIM HOMEp, 3aKPenIeHHbIN 3a TelepOHHbIM NOPTOM;

e VMmsa none3osamesns — UMS MOJb30BATENSA, COMNOCTaBJAEHHOE C MOPTOM (OTobparkaercs B nose
Display-Name 3arosioBka From B ncxogaumx coobuieHumax SIP);

e Mcnonwb3osams anbmepHamMusHsili Homep — Npu yCTaHOBAEHHOM ¢nare B 3aro/ioBoK «From»
coobuieHnin SIP, oTnpasasembix C A4aHHOrO NopTa, ByAeT NoACTaBAATLCA aNbTePHATUBHbLIA HOMEpP
(B yactHocTM, yTOBbI MacKMpoBaTb CBOM peanbHbii HoMep oT cuctembl AOH Bbi3biBaemoro
aboHeHTa);

e [lodcmasname 3020n1080K 8 Contact — anbTepHATUBHbIN HOMEpP, NMPUCBOEHHDbIN TenepoHHOMY
nopty, 6yaeT 3ameHeH Ha YyKasaHHbIA Homep B 3aronoBke Contact coobuweHusa SIP. [aHHas
HACTPOMKa MCMOJIb3yeTCcA TONbKO A/1A NOPTOB, HAXOAALWMXCA B rpynne Bbi3OBa;

e SIP nopm — UDP-nopT ans npnéma BxoAdAlMx coobuieHnit SIP Ha AaHHbIN aKKayHT, a TaKKe Aans
oTNpaBKU ncxoaawmx SIP-coobuieHnii ¢ AaHHOro akkayHTa. MpuHMMaeT 3HadyeHua 1-65535 (no
ymon4aHuio 5060);

e Kamezopua aboHeHma — KaTeropua Bbi3blBatowero aboHeHta (calling party category) —
MCMosib3yeTca Aaa nepeaayn B 3arofioske «From» ncxogaimx cooblueHnin; nocneqHnin npm sTom
nepenaetca B popmate Tel-URI (cm. RFC3966);
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Jlo2uH u napons 018 aymeHMUGUKAUUU — UMA NOAb30BaTeNA U Napo/b, UCMOb3yemMble A4/
ayTeHTUOUKaunm aboHeHTa Ha SIP-cepBepe (M cepBepe perncrpauunn);

Ycnyau AIBO

Pexcum ucrionezosaHus flash — pexknm ncnonb3oBaHma GyHKLUMK flash (KopoTkuii oTbon):

— Transmit flash — nepepauva flash B KaHan (0AHUM M3 METOA0B, HAaCTPOEHHbIX BO BKAaAKe
«Mpodunnm» B napametpe Mepedaya Flash);

— Attended calltransfer — flash o6pabaTtbiBaeTca n0KanbHO yCTpoCcTBOM (Nepeaaya Bbi30oBa
OCYLLECTBAAETCA MOC/e YCTaHOBAEHUA COEAMHEHMA C TPeTbMM aboHeHToM). MNMoppobHoe
onucaHue anroputma pabotbl «Attended calltransfer» cmoTtpute B pasgene 3.1 Nepepava
BbI30B3;

— Unattended calltransfer — flash obpabaTtbiBaeTca noKanbHO YCTpoMcTBOM (nepegaua
Bbl30BA OCYWECTBAAETCA MO OKOHYaHWO Habopa Homepa TpeTbero aboHeHTa).
MoapobHoe onucaHune anroputma pabotbl «Unattended calltransfer» cmotpute B
pasgene 3.1 Nepeaaya BbI30OB3;

— Local calltransfer — nepepaya Bbl30Ba BHYTPW YCTpolcTBa, 63 OTnNpaBKM coobLIEHMA
REFER. MoapobHoe onucaHue anroputma pabotbl «Local calltransfer» cmotpute B
pasgene 3.1 Nepeaaya Bbi3osa.

Pexcum nepedayu 8613080 — HACTPOMKa AOCTynHA Tosbko ana Attended calltransfer n Local
calltransfer n oTBeyaeT 3a peXxnum akTMBaLMM yCAyrv Nnepesaym Bbi30Ba:

—  KombuHMpoBaHHbIN — NepeAaya BbI30Ba aKTMBUPYETCA No 0THO M No Haxatuio R 4;
—  Flash+4 —nepepnaya BbI30Ba aKTMBUPYETCA Noc/e HaxatuAa R 4;
— To oTboto — Nnepegaya BbiI30Ba aKTUBMPYETCA Noc/e oToos.

OxcudaHue 8bi308a — NpU YCTaHOBAEHHOM dare paspelleHa ycayra «OxcudaHue 8bi308a» (ycnyra
OOCTyMHa B pexknme ncnosibsoBaHusa ¢yHkuum flash — call transfer);

Bobidaua HOMepa ebi3blearowezco aboHeHMa npu OMCUOAHUU 8bI3080 — npun yCTaHOB/IEHHOM d)nare
npoucxogunT Bblga4a Homepa aboHeHTa ONA YCnyru oXXnaaHuAa Bbl30Ba,

OcmaHoska Habopa npu # — Npu yCTaHOBNEHHOM d1are MCNo/1b30BaTb KHOMKY ‘#’ Ha TenedpoHHOM
annaparte g8 OKOH4YaHMA Habopa, Have ‘H#, HabpaHHas ¢ TenedoHHOro annapaTta, UCNOJIb3yeTcs
KaK 4acTb HOmepa;

lopAavasa/mennas AUHUA — NPW yCTaHOBNEHHOM dare paspelleHa ycayra «2opa4as/mennas
AUHUA». Ycnyra No3BosiAeT aBTOMATMYECKM YCTaHOBUTb UCXOAALLEE COeAMHEHME Mpu nogbeéme
Tpy6KM TenedpoHa 6e3 Habopa HoMepa C 3a4aHHON 3a4eprKKol (B cekyHAaax). MNpu yctaHoBAEHHOM
dnare 3anonHUTE cneaytouine nons:

— Homep ycnyeu "eopsuas/mennaa nuHua" — Homep TenedoHa, C KOTOpbiM 6yaer
YCTaHaBAMBATbCA COeAMHEHWE 4Yepe3 Bpems, paBHOoe «TaMmayTy 3aZep)Kku», nocne
noaHATUA Tpybkn TenedpoHa (B NnaHe Hymepauum ucnonbsyemoro SIP-npoouna fonkeH
6bITb NPedUKC Ha JaHHOE HanpaBieHWe);

— Talimaym 3a0epxKu, ¢ — UHTEPBA/ BPEMEHM, Yepe3 KOTopbli byaeT ycTaHaBAMBaTbCA
CoeZMHEeHWeE C BCTPEeYHbIM abOHEHTOM, B CEKYHAAX;

GesycnosHas nepeadpecayus — Npu ycTaHoBaeHHoOM ¢nare paspelneHa ycnyra CFU (Call Forward
Unconditional) — Bce BxoasLme BbI30Bbl NepPeHanpaBAAoTCA Ha YKa3aHHbIA Homep 6e3ycnoBHOM
nepeagpecaumu. MNpu yctaHoBneHHOM daiare 3anosiHUTe cregytoLime noas:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEpP, Ha KOTOPbLIA NepeHanpaBaAloTcAa BCe
BXOJALIME BbI30Bbl, MPU BKAOYEHHON ycayrn «besycnosHasa nepeagpecauua» (B naaHe
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Hymepaumn wucnosnb3yemoro SIP-npoduna posmkeH 6biTb nNpeduKC Ha A[aHHoe
Hanpas/fieHue);

e [lepeadpecayus no 3gHAMocmMu — TNpU ycTaHoBNeHHOM dnare paspeweHa ycnyra CFB (Call
Forward at Busy) — nepeazpecauus BbI30Ba NpyW 3aHATOCTM abOHEHTa Ha YKasaHHbI Homep. Npu
YyCTaHOB/IEHHOM dnare 3anoAHUTe cieayowme nons:

— Homep nepeadpecauyuu no 3aHAMOCMU — HOMEpP, Ha KOTOPbIA NepeHanpaBAAloTCA
BXOAALLME BbI30BbI NPU 3aHATOCTM abOHEHTa NpW BKAOYEHHON ycayre «[Mepeaspecauuns
Mo 3aHATOCTM» (B NNaHe HyMepaLumn ncnosibdyemoro SIP-npoduna aonxkeH 6biTb NpeduKc
Ha gaHHOe HanpaB/eHue);

e [lepeadpecayus no Heomeemy — MNpU YCTaHOBJEHHOM dnare paspeweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecauusa Bbi30Ba Npu HeoTBeTe aboHeHTa. Mpyu ycTaHOBNEHHOM
dnare 3anonHUTe cneayowme Nons:

— Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOPbIA NepeHanpaBAAloTCA
BXOAALLME BbI30Bbl NPU HeoTBETE abOHEHTA NpU BKAOYEHHOM ycayre «lepeagpecauums no
HeoTBeTy» (B N/aHe Hymepauuun ucnonbsyemoro SIP-npoduna gonkeH 6bITb NpeduKc Ha
JaHHOe HanpaBieHue);

— Talimaym Heomeema, ¢ — WHTepPBa/Nl BPEMeHW, Yyepe3 KOTOpbIA OyaeT npousBoamuTbCA
nepeagpecaumn Bbi30Ba B C/ly4ae HeoTBeTa aboHeHTa;

e He 6ecriokoumb — Npu ycTaHOBNEHHOM ¢Jiare yCTaHaB/IMBAETCA BPEMEHHbIN 3anpeT BXoaAallein
csasn (ycnyra DND — Don’t Disturb).

Mpw BKAOYEHUWN OLHOBPEMEHHO HECKOJIbKUX YCNYT NPUOPUTET CNeayIOLWMIA (B MOPAAKE CHUNKEHMSA):

CFU;
DND;
CFB, CFNA.

e Paspewumb nepexsam 8bI3086a HA NOPM — MNPWU BKAOYEHHON ONUUKU paspelleH nepexsaT
BXOAAWMX Ha MNOPT BbI30BOB (NepexBaT paspellaeTcs TONAbKO B Npegenax OfHOM rpynnbl
nepexsaTa v Npu YCIOBUN UCMOIb30BaHMA NopTamu ogHoro SIP-npoouns);

e CLIR — orpaHnyeHne naeHTMdMKaLMmM HoMepa Bbi3blBaloLLEro abOHeHTa

—  Bobika —ycnyra CLIR oTKAlOYeHa;

— SIP:From — B 3aronoBke From coobuweHnii npotokona SIP 6yaetr nepenasBaTbcA
Anonymous sip:anonymous@unknown.host

—  SIP:From u SIP:Contact — 8 3a2on108Kax From u Contact coobuieHunin npoTokona SIP 6yaer
nepepgasaTbca Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husu4eckux napamempos

e Bbidaya Homepa evi3bigarouje2o — BbibepuUTe pexMm onpeaeneHUMs HOMepa Bbi3blBalOLLErO
aboHeHTa (Caller ID). Ansa paboTbl Caller ID Heo6x0aMMO, UTOBbI TenedOHHbIM annapaT aboHeHTa
NnoAAepyKMBaa YCTAaHOBAEHHbIW METOA;:

—  Off —onpegeneHne HoMepa Bbl3blBatOLEro aboOHEHTA BbIK/IOYEHO;

— FSK Bell 202, FSK V.23 — onpegeneHue Homepa W WUMEHW Bbi3biBaloLWero aboHeHTa
meTogom FSK (no craHgapty Bell202, wam ITU-T V.23). Bblgaya HOmepa B JIMHUIO
OCYLLECTBNAETCA MEXKAY MEPBbIM U BTOPbIM CUTHA/NIOM MOCLIJIKM Bbl30Ba MOTOKOM AaHHbIX
C YaCTOTHOM Moaynauunen;
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— DTMF - onpegeneHve HoMepa Bbli3blBatowero aboHeHTa metogom DTMF. Bbigaya Homepa
B JIMHUIO OCYLLECTBNAETCA MeXAYy nepBbiM W BTOPbIM CUFHAZIOM MOCbIIKM BbI30BA
ABYyXx4acToTHbiMM DTMF-nocbinkamu;

— RUS AON — ngeHTndmKauma AMHMK Bbi3biBatowero aboHeHTa metogom «Pycckuii AOH».
Homep onpeaensetca no curHany «3anpoc AOH», BbiaaBaemomy TesiedoHOM
BbI3bIBAEMOro abOHEHTa;

Talimaym Habopa nepeoli yugpsl, ¢ — TAaNMep OXKMaaHua Habopa nepsBoi undpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeYeHWe YCTAHOBNEHHOrO BpemMeHW aboHeHTy OyaeT BblgaH CUrHan
«3aHATO», a NpMemM Habopa HoMepa byaeT NpeKpaLlLeH;
Talimaym «3aHAamo», ¢ — Taimep BblaayM abOHeHTY cUrHana «3aHAaTo». Ecam no wcteyveHum
YCTaHOBNIEHHOrO TakmayTa abOHEHT He NOAOXKMUT TpybKy TenedoHa — B AMHUIO OyaeT BblAaH
CUrHan oWunbKu;
Talimaym ebi308a aboHeHma, ¢ — 3anyCcKaeTcA MpM NOCTYNJeHUU BXOASALLErO BbI30BA M
onpeaenseT MakCMManbHOe BpemMsA OTBETA Ha BbI30B. 0 UCTEYEHMM YCTAaHOBAEHHOrO TalimayTa
yaaneHHomy aboHeHTy ByaeT OoTnpaB/eH CUTHAA 3aHATOCTU.
MuHumaneHoe epemsa 0bHapyyceHus ombosa, MC — MUHUMaNbHOE Bpemsa OBHapyXeHua oTbos.
OOHOBpEMEHHO C  3TMM, [AaHHbIM  MapaMeTp  ABAAETCA  MaKCMMaibHbIM  BpPeMeHem
[EeTEeKTUPOBaHUA KopoTKoro otbos (flash).
MuHumarneHoe 8pems obHapyxceHusA flash — MUHMMaNbHOE Bpems OOHapYy)KEHWUS KOPOTKOro
oT601, (80-1000) mc;
YcuneHue Ha npuem, 0.1dB — ycuneHue curHana Ha npuém (CUrHan, KOTopblA BblgaeTcsa B TPYOKy
TenedoHa), (-200..200) eanHuua nsmepenua — 0,1 ab;
YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepepady (curHana, noctynawolliero B
MUKPOdOH TenedoHHoM Tpy6KKM), (-200..200) eannHunua nsmeperuns — 0,1 ab;
YposeHb 20s10ca ¢ menedoHa, dB - HaCTPOWNKa YPOBHA PeYeBOro cMrHana K aboHeHTty, (-31..31 ) dB;
YposeHb 2010ca ¢ MUKPOGOHa, dB - HacTpolika YypOBHS pPeyeBoro cMrHana ot aboHeHTa, (-31..31)
dB;
AdnumensHocms umnynasca yugpsl, MC — HACTPOWKa HeobxoaMma Mpu UMMNYJAbCHOM pPexume
Habopa Homepa, (10-150) mc;
MuHumaneHsil mexcyugposoli uHMepsasn — HaCTPOMKA HeobXoAMMa MPU UMMYSIbCHOM pPeXnme
Habopa Homepa, (150-20000) mc;
TakcoghoH (Payphone) — HacTpoWKa pexuma paboTbl IMHUKN NPU NOAKNAYEHMUM TaKcodOHa:
—  BbiKn. (Off) — 06bluHbIN penm, TaKCODOH He MOAKNIOYEH;
— [epenontocoska (Polarity reversal) — M3mMeHeHWE NOAAPHOCTU HAMPAXKEHUA MUTAHUA
JIMHWUM NPU UCXOAALLLEM BbI30BE NOC/E OTBETA BCTPEYHOIO abOHEHTa;
— Umnynecel 12 KMy (12 kHz) — npu ncxoaawem Bbi30Be B JIMHUIO OOUH Pa3 B CEKYHAOY
BblgaeTcs TapuHbIM MMnyabc YactoToln 12 Kly;
— Umnynescel 16 KMy (16 kHz) — npu ncxoasawlem Bbi3oBe B JIMHUIO OOUH Pa3 B CEKyHAOY
BblgaeTcs TapuHbIM MMNyabc YacToTol 16 Klu,.

Hacmpolika cemesbix napamempos

DSCP - 3HayeHne nona DSCP 3arosioBka IP-naketa gna ronocosoro Tpadumka ¢ HacTpavBaemom
NINHUN.

[na BCTynneHus B CUY HOBOWM KOHOUIYpaLUW U 3aHECEHUA HACTPOEK B SHEProHe3aBUCUMYHO MaMATb
HaXXMUTe KHOMKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUIN HaXKMUTE KHOMKY «OmMeHa».

2.6.3.

4NopgmeHto «Mpodunm SIP»

B noameHto «Mpodwunn SIP» BbINOAHAIOTCA HAcTpoiKu SIP-npoduneint yctpoiictea. 3a Kaxabim SIP-
npoduaem MoOXKHO Ha3HAUUTb cOBCTBEHHbIE agpeca SIP-cepBepa v cepBepa perncTpaLmm, rolocoBble KOAEKUN U
KodeKkn dakca/mogema, WHAMBMAYaAbHbIA MAaH Hymepauum W apyrme napametpbl. HeobxoaMmocTb
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MCNONb30BaHUA pasHbIX SIP-npodunelt BO3HMKaeT, Korga pasHble aboHeHTCKMe NopTbl paboTaloT Yepes pasHble
HanpasieHus cBA3n (pasHble SIP-cepBepbl). Mpu 3TOM 3a KaxAbiM abOHEHTCKMM NOPTOM MOXeT 6biTb
3aKpensieH To/1bko oauH SIP-npodunb (HacTpoitKa B meHto «IP-menegoHus» -> «Hacmpolika AuHuii»).

Cnwucok npochunein SIP

WMmA npoduns Nuemn  SIP-npoKcu cepeep CepBep perucTpauun SIP-gomeH Pexunm Qutbound
1st profile 1.2 Off
2nd profile Off
3rd profile oft
4th profile Off
5th profile Off

OBLwme HacTpPonKK

Mcnonbaosate STUN

Taiimep T1, Mc | 500 (100-1000)
Taiimep T2, Mc 4000 (1000-32000)
Tarimep B, Mc 32000 (1000-35000)

InA 3anonHexus Hacmpoex maimepos SIP # Mo yMomnaHuio
PEKOMEHAOBAHHBIMU 3HAYEHUAMU HAXMUME KHOMKY

TpaHcnopT  UDP (npegnoyTWTensHo), TC ¥

CneunHKaLma TOHOB Poccua v

[na penakTMpoBaHMA HACcTPOEK NPoduaa HaKMUTE JIEBOM KHOMKOW MbIlM MO CCbIIKE HAcTPauBaemoro
npoouna. B oTKpbIBLLEMCA OKHE «PefakTnpoBaTh NPoduib:» 3aNoNAHNUTE caeayowme Nons:

Penaktuporats npodwune SIP "1st profile”

MapameTpel SIP

Cocrae npodwns Mk 1, 2
WA npodmns 1st profile
Pexaam uenonbaceanuA SIP-npokcu Homing v
SIP-npokck cepeep
PerucTpauys
Cepeep pervcTpaumm
MeTon KOHTPONA CCHOBHOTO CEpBEEpa Invite v

Mepoad KoHTPONA OCHOBHOMD CEPBEpa, © 30

PesepeHbie SIP-npokcu

lMapamempeoi SIP

e Cocmas npoguas — CNUCOK aBOHEHTCKMX MOPTOB, KOTOPbIM Ha3HayeH npoduab, nose He
peaaktTupyemoe;

e MMsA npoghusas — NoNb30BaATENLCKOE MMS HAacTPanBaemoro npoduns;
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e Pexum ucnonb308aHUA SIP-npoKcu — B BbINafatoWeM CMMCKE MOXHO Bbl6paTb pexum paboTbl ¢
SIP-cepsepom:

— He ucnonb3oBaTtb— pexum, npu Kotopom SIP-NpoOKcK cepBep He MUCNOJb3yeTcA, a Bce
3anpocbl INVITE oTnpaBastoTcA Ha agpec, YKasaHHbIA Moc/ie cMmBONa «@» B 3anucu
MacCOK naaHa Hymepaumm;

— Parking — pexxum pesepsupoBaHua SIP-npoKcn 6e3 KOHTPoIA 0CHOBHOTO SIP-npoKcy;

— Homing — pexum pesepsupoBaHua SIP-npokcn ¢ KOHTpoaem OCHOBHOTO SIP-npoKcu.

LWnto3 moxeT pabotaTb C OAHMM OCHOBHbIM M MAKCMMYM 4YeTbipbMA pe3epBHbIMK SIP-npoKcu.
Mpun paboTte ToNbKO C OCHOBHbIM SIP-npokcK, pexumsl Parking 1 Homing Huuyem gpyr oT apyra He
oTAnyatoTca. B aTom cnyyae npu oTkase ocHoBHOro SIP-npoKcu notpebyeTcs ero BOCCTaHOBJ/IEHWE
ansa obecrneyeHnsa pabotocnocobHoCTH.

Mpn Hanuumm pesepsHbIX SIP-npokcn pabota B pexumax Parking n Homing ocyuwectensetcs
cnepyowmm obpasom. MNMpu coBeplleHUM UCXOAALLENO BbI30BA W03 OTNpaBaseT coobueHune INVITE
Ha agpec ocHoBHOro SIP-NpoKcu uan Npu NonbiTKe perucrpauum — coobueHme REGISTER. B cayyae
€C/IM NOo UcTeveHumn BpemMenn Invite total timeout oT ocHOBHOro SIP-NPOKCK He NPUXOAUT OTBET, INM6O
npuxoant oteeT 408 nam 503 — w3 otnpasnseT INVITE (nmbo REGISTER) Ha agpec nepsoro
pesepBHOro SIP-npokcu. Ecnan OH TOXKe He AOCTyrneH, 3anpoc MepenpasaseTca Ha caeaylowmi
pesepBHbIN SIP-NnpoKcn M T.4. Kak TONbKO AOCTYNHbIN pe3epBHbIA SIP-npokcn 6yaer HaiaeH,
npPou13oAeT NepeperncTpaLmnsa Ha Hem.

[Nanee, B 3aBUCMMOCTU OT BbIBPAHHOIO PeXMnma pe3epsmMpoBaHns, AeNCTBUA cneaylolme:

B pexume parking HeT KOHTposAa OCHOBHOro SIP-npokcu, u W3 npogonkaer paboTtatb ¢
pesepBHbIM SIP-NMPOKCK, [aXKe ecn OCHOBHOM BoccTaHoBneH. Mpu notepe cBsA3M ¢ Tekywum SIP-
npoKcu byper NpoAo/KeH OMNpoc nocnenyowmx pesepsBHbiX SIP-NPOKCM MO ONMCaHHOMY Bbile
anroputmy. MNpn HefOCTYNHOCTM NocaeaHero pesepBHOro SIP-NpoKkcy onpoc NPOAO/IKUTCA NO KPYyry,
HaYMHaA C OCHOBHOTO.

B permme homing poctynHo Tpu BMAA KOHTPOAA OCHOBHOro SIP-nMpoKcu: nocpencTsom
nepuogMyeckon nepegaym Ha ero agpec coobuweHuir OPTIONS, nocpepctsom nepuoanyeckon
nepeaaym Ha ero agpec coobuweHuit REGISTER nnbo nocpeacteom nepegayum 3anpoca INVITE npwu
coBeplleHnn ucxogawero sbizosa. 3anpoc INVITE cHayana nepegaetca Ha ocHoBHOM SIP-npoKecu, a
3aTeMm, B CyYyae ero HegOoCTYNHOCTU, Ha TEKYLWMI pe3epBHbIi U T.4. HesaBUCMMO OT BUAA KOHTPOAS,
ecnn obHapy*KeHo, YTo OCHOBHOM SIP-NpoKcKM BOCCTAaHOBUACS — MPOUCXOAMUT MepepernctTpaumns Ha
HeMm. LLInto3 HaunHaeT paboTaTb C OCHOBHbIM SIP-npoKcwy.

e SIP-npoKcu cepsep — ceTeBoW agpec SIP-cepBepa — YCTPOMCTBA, OCYLLECTBAAOLLEIO KOHTPO/b
focTtyna Bcex aboHeHTOB K TenedpoHHOW ceTu nposargepa. MoxKHO yKasaTb Kak IP-agpec, Tak u
AOMeHHOe UmMs (Yepes aBoeToume MoXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

e Peazucmpayua — npwu ycTaHOBAEHHOM dare pPerucTpmpoBaTb MOPTbl, UCMO/b3YIOWME AAHHBbIN
npo¢ub, Ha cepeepe peructTpauuy;

o Cepsep peaucmpayuu — CeTeBOM afpec YCTPOMCTBA, Ha KOTOPOM OCYLLECTBAAETCA perMcTpaums
Bcex aboHeHTOB TenedOHHOM CETU C LeNblo NPefoCTaBAEHUA UM NpaBa NOAb30BATLCA yCayramm
CBA3KN (4Yepes gBoeTouMe MOXKHO yKasaTb UDP-nopT cepBepa perncrpaumm, no ymondanuio 5060).
MoHO yKasaTb KaK IP-agpec, Tak n gomeHHoe uma. ObbIYHO cepBep peructpaumm Gusnyecku
coBmelLleH ¢ SIP-NpoKcK cepBepom (OHM MMEIOT O4MHAKOBbIE agpeca);

e Memod KOHmMpoasa 0OCHOBHO20 cepsepa — BbIBOP METOAA KOHTPONA AOCTYNHOCTM OCHOBHOTO SIP-
cepsepa B pexkume Homing:
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— Invite — KOHTPOAb NOCPeACTBOM Nepeaaym Ha ero agpec 3anpoca INVITE npu coseplueHumm
NCXoAALLEro BbI3OBA;

— Register — KOHTPO/b NOCPEACTBOM NEPUOAMYECKON Nepesadn Ha ero aapec coobLeHni
REGISTER;

— Options — KOHTPOJIb NOCPEACTBOM NEPUOAMYECKON Nepedaym Ha ero agpec coobLlueHui
OPTIONS;

e [lepuod KOHMPOsA OCHOBHO20 cepsepd — WHTEpPBan OTMNPaBKU MEPUOANYECKMX COODLLEHUA B
CEeKyHAaX C Lenbto NpoBepKn A40CTYNHOCTU OCHOBHOrO SIP-cepsepa.

PesepsHbie SIP-nipokcu

Ona pobaBneHus pesepBHOro SIP-NpPOKCKM Ha)KMWUTE KHOMKY «[J06aBUTb» M BbINOAHUTE Cheaytowme
HACTPOMKM:

e SIP-npokcu cepsep — ceTeBon aapec pesepBHoOro SIP-cepsepa. Mo»KHO yKasaTb KakK IP-agpec, Tak 1
AOMeHHOe ums (4epes aBoeToume MOXKHO 3aaaTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

e Cepsep peaucmpayuu — CETEBOM afpec Pe3epBHOr0 CepBepa perucTpauumn (Yepes asoeToune
MOXHO yKasaTb UDP-nopT, no ymondyaHuto 5060). MoxKHO yKasaTb KaK IP-agpec, Tak U JoMeHHOe
umsa. Ecam yctaHosneH dnar nepepn nonem Cepgepa pe2ucmpayuu, TO BKAOYEHA perncrpauma Ha
pe3epBHOM cepBepe.

Ona yaaneHua pesepsBHoro SIP-npokcu yctaHoBuTe ¢piar HaNnpoTUB 3a4aHHOI0 aZipeca U HaXkKMUTE KHOMKY
«Ypanutb».

SIP-gomeH
MpumernTs SIP Domain ans perncTpauymia
Pestim Outbound Braxniouer ¥
Meprod BpEMEHA NEPEPETHCTRALMAK 1800
VHTEpEBan NoETopa pPeruCTpaLAm 30
MyGnn4HbiA agpec
Mcnonesoeate SIP Display Mame npw permcTtpauim
Beinaqa KTIB npwu nonyqexud 183 Progress
YO,anATE HEAKTHEHEIE MEIMA
Buisoe abonenTa 130 Ringing A
Mepegaeate cHMBon # kak %23
100rel Supported v

PazpelwmTs Timer &

MuHUManbHOE BPEMA CECCMM, C 120
Bpema ceccuM, © 1500
Mepuoouueckyd onpoc SIP-cepeepa OTrmicHeH ¥

OSpabarnisate saronosck Alert-Info
[MposepATh TONbLKD MMA Nonbsoeatens 8 RURI

MNepegasare IP-agpec & saroncexe Call-ID
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SIP domain — pomeH, B KOTOPOM HaxoAWUTCA YCTPOMCTBO (3aMo/iHATb NpU HeobxoaumocTu),
Ha3HayaeTcA aBTomatTmyeckm m3 15 onumm npotokona DHCP wnnu 3apaetca BpyyHyto. [omeH,
3a/laHHbIV BPYYHYIO MMEET NPUOPUTET HaZ HACTPOIMKOM, NnoaydeHHoM no DHCP;

lMpumeHume SIP Domain 004 peaucmpayuu — nNpu yctaHoBseHHOM ¢dare npumeHntb SIP Domain
ana pernctpaunn (SIP-gomeH byaet noacrasnatbea B Request-Line 3anpocos Register);

Pexcum Outbound — pexkum Outbound:

—  BbiKAt0YeH — MapLIpyTU3NMPOBaTh BbI30BbI COMIACHO NaHa HyMepauuy;

— Outbound — ana paboTbl UcxoaALLEN CBA3N HEOOXOAUM MAaH Hymepauuu, OfHaKo Bce
BbI30Bbl OyayT MaplpyTusmpoBatbcs 4epe3 SIP-cepsep; B cayyae OTCYTCTBUA
peructpauum aboHEHTY BblAaeTCA OTBET CTAHUMW, YTOObl MOXKHO Obl0 OCYLLECTBAATbL
ynpasaeHue aboHeHTCKMM cepBucom (ynpasneHue BO);

— Outbound c seidayeli «3aHAmMo» — pna paboTbl UcxoaAweln cBA3M HeobXxoaMm MAaH
HymMepauun, ofiHaKO BCe BbI30Bbl OyAyT MaplipyTU3MpoBaTbca yepes SIP-cepsep; npwm
OTCYTCTBUM PErnUCTpaLMM BOCMNONb30BaTbCA TenedoHnen byaeT HEBO3IMOMKHO: B TPYOKy
BblAAETCSA CUTHA/ OLWNOKN.

lMepuod spemeHu nepepeaucmpayuu — BPEMSA, B TEYEHME KOTOPOro AEeNCTBUTE/IbHA perncrpaumn
aboHeHTCKoro nopta Ha SIP-cepBepe. MNepeperncTpaumns NnopTa OCyLWECTBAAETCA B CpeHEM Yepes
2/3 yKkasaHHoro nepuoaa;

UHmepsan nosmopa peaucmpayuu — TNPOMEXYTOK BPEMEHM  MeXay NONbITKaMMU
3aperncTpupoBaTtbcs Ha SIP-cepBepe B c/iydae HeycnewHon perncrpaumu;

My6auyHsili a0pec — AaHHbIM NapaMeTp UCMNOJb3YeTC B KayecTBe BHELWIHEro ajapeca yCTpoMcTBa
npu pabote 3a NAT (3a wnio3om). B KauyectBe nyb6AMYHOro agpeca nNponucbiBaeTca aapec
BHewHero (WAN) nHtepdeiica wntosza (NAT), 3a KoTopbim ycTaHoBeH TAU-2M.IP. Mpwu 3TomM Ha
camom wnio3e (NAT) Heobxoaumo caenatb npobpoc cootseTcTBytOWMX SIP- 1 RTP-noptos,
MCMNOJ/Ib3yeMbIX YCTPOMCTBOM;

Ucnonezoseams SIP Display Name npu pesucmpayuu — nNpwu ycTaHOBAEHHOM dnare nepenasatb
nms nono3osatens B none SIP Display Info coobuieHunn Register;

Boidaua «KMB» npu nonyyeHuu 183 Progress — npu ycTaHOBAeHHOM dnare BblgaBaTb CUrHan
«KOHTpO/Ib MOCbLISIKM Bbl30Ba» Npu npueme coobuweHna «183 Progress» (6e3 BnoxkeHHoro SDP);

Ydaname HeakmugHblie Meduu - NPU YCTaHOBAEHHOM dare yaansiTb HeEaKTUBHbIE MegMa NOTOKM
npu moandukaumm SDP-ceccumn. MicnonbsyeTtca aaa B3aMMOZLENCTBMA CO LWIO3aMKN, HEKOPPEKTHO
nogaep:KMBaloWMMmN pekomeHgaumto rfc3264 (no pekomeHZaUMM KOAMYECTBO MOTOKOB, Mpwu
MoANdUKaLMAX CECCUU HE AO0IKHO YMEHbLUATLCA);

Bbi30o8 aboHeHmMa — nNpeABapuTENbHbIA  OTBET, KOTOPbLIM OTNPAaBAAETCA  YCTPOWCTBOM
BbI3blBatOLLEMY 060PYA0BAHMIO MPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBatowemy obopyaoBaHuio oTnpasaseTca oteeT 180; nonyums 3TO
coobuieHne, Bbi3biBatolee obopyaoBaHME AOMKHO BblAATb B IMHUIO JIOKA/IbHbIA CUTHAN
KMNB;

— 183 Progress with SDP — Bbi3biBatolleMy ob6opyaoBaHMi0 oTnpasasetca oteeT 183+SDP —
MCNONb3yeTCcA ANA MPOKNOYEHMA PA3roBOPHOrO TpaKTa A0 OTBETa Bbi3biBaemoro. B
AaHHOM cnydae TAU-2M.IP 6ypeT yaaneHHo BblAaBaTb Bbi3blBaloLEMY abOHEHTY CUrHan
KMB.

— lepedasams cumeon # Kak %23 — npw ycTaHoBAeHHOM ¢nare nepenasaTtb 3HAK ¢yHTa
("pewetkry") B SIP URI KaK escape-nocsiefnoBatenibHOCTb "%23", MHaye - Kak cumson "#".
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100rel — ncnonb3oBaHWe HaAeXHbIX NpeaBapuTeNbHbIX oTBeToB (RFC3262):

—  Supported — nogaepKa NCNO/b30BaHNA HAAEKHbIX NPeABapUTE/IbHbIX OTBETOB;
— Required — Tpe6oBaHMe NCNOIb30BaTb HaAeXKHble NpeABapuTe/ibHble OTBETDI;
—  BblKkntoyeH — He UCNONb30BaTb HadeXKHble NpeaBapuUTebHble OTBETbI.

MpoTokosom SIP onpegeneHo ABa TMNA OTBETOB Ha 3aNpoC, MHULMUPYIOLWNI coeauHeHne
(INVITE) — npeaBapuTenbHble M OKOH4YaTeIbHble. OTBETbI Kacca 2xX, 3xX, 4xx, 5xx n 6xx apasatoTca
OKOHYaTe/IbHbIMM U NepeaatnTca HALEKHO — C NOATBEPKAeHMEM MX coobueHnem ACK. OTBeTbl
Knacca 1xx, 3a uckntoueHnem oteeta 100 Trying, ABNAOTCA NpeABapuUTEe/ibHbIMU U NepeaatoTca
HeHagexKHo — 6e3 noaTesepKaeHuns (RFC3261). 3Tu oTBeTbl coAepaT MHPOPMaLMIO O TeKyLLel
cTaaum obpaboTkm 3anpoca INVITE, BcieacTBue 4ero noTeps TakKMX OTBETOB HexenaTesibHa.
Mcnonb3oBaHMe HafeXHbIX NpeaBapuTesibHbIX OTBETOB TaKXe MNpeaycMOTPeHO npoTokoaom SIP
(RFC 3262) n onpepnenaetca Hanmunem Tera 100rel B UHUUMUPYIOLLLEM 3anpoce, B 3TOM cC/ay4ae
npeasapuTenbHble OTBETLI NoATBepKAatoTCcA coobueHnem PRACK.

Paboma HacmpoliKu npu ucxoosauweli ceasu:

— Supported — nepepasaTb B 3anpoce INVITE Tter supported: 100rel. B sTom cny4yae
B3aMMOENCTBYIOWMIA  WAO3 N0 CBOEMY  YCMOTPEHWMIO  MOXeT  nepenasaTtb
npeaBapuTeNibHble OTBETbI IMOO HAAEXKHO, MO0 HeT;

— Required — nepepaBaTb B 3anpoce INVITE teru supported: 100rel v required: 100rel. B
3TOM C/yYae B3aMMOAENCTBYIOLLMI LW/KO3 AOMKEH NepefasBaTtb NpeaBapuTesibHble OTBETbI
HagexHo. Ecan  B3aMMOZENCTBYOWMIA  WAO3  He  MNOALEPKMBAET  HaZeXHble
npegBapuTeNibHble OTBETbl, TO OH [AO/IKEH OTKAOHWUTb 3anpoc coobuweHnem 420 c
YKasaHuemM Henoagepxmpaemoro Tera unsupported: 100rel, B sTtom cnydyae Oyger
oTnpas/ieH NOBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

— BoblKawoyeH — He nepepgasaTtb B 3anpoce INVITE HM oauH 13 TeroB supported: 100rel wn
required: 100rel. B 3Tom cnyyYae B3aMMOZENCTBYIOWMN W03 OyaeT nepenasaTtb
npegBapuTe/ibHble OTBETbI HEHAAEKHO.

Paboma Hacmpoliku npu exodsauweli cea3u:

— Supported, Required — npun npueme B 3anpoce INVITE Tera supported: 100rel, nnbo Tera
required: 100rel, nepefaBaTb NpeaBapuTebHble OTBETbI HagexHo. Ecam Tera supported:
100rel B 3anpoce INVITE HeT, TO NnepeaaBaTb NpesBapuUTe/ibHble OTBETblI HEHAAEKHO;

— BbikaoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKnoHMTL 3anpoc
coobuweHnem 420 c yKasaHMEM Henoaaep>kmBaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX CAYy4aAX NepeaaBaTtbh NpeaBapuTebHble OTBETbl HEHAAEKHO.

Paspewums timer — Npy ycTaHOBAEHHOM dare BKAOUYeHa noageprKka pacwmpenuma timer (RFC
4028). NMocne ycTaHOBNEHUA COeAUHEHUSA, eciv 0be CTOPOHbI NoAaep:KnBatoT timer, ogHa U3 HUX
nepuvoamyeckn otnpasnset 3anpockl re-INVITE ana KoHTpona coeauHeHua (ecnin obe CTOPOHbI
noaaep:kmeaot metog UPDATE, ana 4yero oH fo/KeH 6biTb yKkasaH B 3aronosBke Allow —
OOHOBNEHME CECCMM OCYLLECTBASETCA NOCPEeACTBOM MepuoaMYecKkoin OTNpaBKM coobLeHui
UPDATE);

MuHumaneHoe 8pemA ceccuu, C — MUHUMaANbHbIN WHTEPBaN NPOBepKM paboTocnocobHocTM
coeamHeHua (ot 90 ao 1800 c, no ymonyaHuio 120 c.);

Bpemsa ceccuu, ¢ — nepuos BpPeMeHUM B CEKYHAaX, MO WMCTEYEHUW KOTOPOro nNpousonaeT
NPUHYAUTENIbHOE 3aBEpPLUEHNE CECCUM, B CyYae ecaun ceccua He byaeT BoBpemsa obHoB/eHa (oT
90 g0 80000 c., pekomeHayemoe 3HayeHue - 1800 c, 0 — Bpems ceccum He OrpaHUYeHo);

Mepuoduyeckuli onpoc SIP-cepsepa — BbIbop cnocoba onpoca SIP-cepsepa:
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—  OmeknioyveH — SIP-cepBep He onpalnBaeTcs;

— Options — onpoc SIP-cepsepa npu nomolLun coobueHnin OPTIONS;
—  Notify — onpoc SIP-cepsepa npu nomoum coobuieHnit NOTIFY;

— CLRF —onpoc SIP-cepsepa nyctoim UDP-nakeTom;

UHmepesan onpoca — nepuoa BpeMeHU B CEKyHAaX, Yepe3 KOTopbli BbinosiHAeTcAa onpoc SIP-
cepsepa;

Obpabameisams 3a20s1080K Alert-Info — obpabaTbiBaTh 3aronoBok Alert-Info B 3anpoce INVITE
ONA BblAa4M Ha abOHEHTCKUI NOPT OT/IMYHOM OT CTaHAAPTHOM NOCHIJIKU BbI3OBA;

lposepsmb mosbKo umsa nonezosamend 8 RURI — ecnn ¢nar yctaHoOBAEH, TO aHa/AU3MpyeTca
TONbKO aboOHEHTCKUM Homep (user), Mpu COBMaZleHMM KOTOPOro BbI3OB OyAeT HasHayeH Ha
aboHEeHTCKMIM nopT. Ecan dnar cHAT, TO NpM NOCTYNJIEHUM BXOAALLErO Bbl30Ba MPOU3BOAUTCA
aHanus scex anemeHToB URI (user, host n port — aboHeHTcKuMIA Homep, IP-agpec u UDP/TCP-noprT).
Mpu cosnageHuun scex aniemeHToB URI Bbi30B OyaeT HazHayeH Ha abOHEHTCKMIA NopT.

Mepedasams IP-adpec 6 3azonoske Call-ID — ecnu dnar yctaHoBneH, To B 3aronoske Call-ID npwu
ncxogsLLein cBsasm ncnosbayercs cobcTBeHHbIN IP-agpec ycTpoiictea B popmarte localid@host.

TpexcmopoHHAA KoOHpepeHyusa

TPEXCTOPOHHAR KOHIPEPEHLUNA

Pzt NokansHan b

Cepeep koHbepeHLMW

Pexcum — pexkum paboTbl TPEXCTOPOHHEN KoHpepeHunn. BO3MOXKHO ABa pekruma:

— JlokanbHas — KoHdepeHUMss cobupaeTca J/IOKaJIbHO YCTPOMCTBOM MOCAE HaXKaTuA
KombuHaumm «flash+3»;

— YOaneHHaa (RFC4579) — koHbepeHuMAa cobupaeTca Ha yaafeHHOM cepBepe, NS Yero
nocne Haxkatma «flash+3» Ha cepBep oTnpasBnserca coobuweHune Invite Ha Homep,
yKasaHHbIN B none «Cepsep KoHgepeHyuu». B aTom cnyyae KoHdepeHUMa paboTaeT no
anroputmy, onncaHHomy B RFC4579. Moapo6bHO AaHHbIN anropMTm onmcaH B NyHKTe 3.3.2.

Cepsep KoHgpepeHyuu — B obLLEM CNyyae agpec CepBepa, OCYLLECTBASIOLLErO YCTAHOB/EHUE
KOHpepeHUMn no anroputmy, onmncaHHomy B RFC4579. Appec 3apaetca B ¢popmate SIP-URI:
user@address:port. MOXHO yKa3aTb TO/IbKO NoJib30BaTes1bekyto YacTb URI (user) — B aTom ciyyae
coobuieHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactpo#ka IMS

Pessaam IME BranioweH ¥

Pexcum IMS — pexkum paboTbl ¢ IMS. BO3MOXKHO TpU perrnma;

— BbIknatodeH — IMS He ucnonb3yeTcs;

— be3 noAanucKkM - paspelleHo ynpaBieHMe HEeKOToPbIMKU BUAaMK ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME ycayr «TpexcTopoHHAA
KoHpepeHuma» (paboTaeT TonbKo no anroputmy RFC4579), «Ypep:kaHue Bbl30oBa»,
«OxunpaHue Bbi3oBa», «lopavan AMHUA» (HE3aBUCMMO OT TOFO, BKAKOYEHbI OHU UM HET B
KOHMIypaumm) npomsBoanT yaaneHHo cepsep IMS nocpencTBom OTNpaBKKU COOBLLEHNI
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Notify, B Tene KoTopbiXx nepefaloTcd KOMaHAbl Ha aKTMBALMIO/LeaKTUBALMIO YyCAyr B
dopmate XCAP (paktuueckmn — XML, RFC4825). Mpu Takom BapmaHTe 3anpocbl SUBSCRIBE
nocne pernucrpauumM aboHEHTOB LWAO30M He OTNpaBAaAaoTcA, 06pabaTbiBalOTCA TO/IbKO
NOTIFY-3anpocbl, npuHATbie OT IMS, ¢ nomolblo KOTOPbIX MPOUCXOAUT ynpasaeHue
ycayramu;

— C noAnucKol - paspelleHo ynpas/eHWe HeKOTOpbIMM BMAAMU ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME ycayr  «TPexCTOPOHHSASA
KoHdepeHuma» (paboTaeT ToAbKO nNo anroputmy RFC4579), «YaepskaHue Bbi3oBay,
«OxugaHue BbI3oBa», «fopsayas NMHUA» (HE3aBUCMMO OT TOTO, BK/HOYEHbI OHU WU HET B
KoHduUrypaummn) npomssoauT yaaneHHo cepsep IMS nocpeactsom oTnpaBku cooblieHui
Notify, B Tene KoTopbix MepeaatroTcA KOMaHAbl Ha aKTMBaLUMIO/AeaKTMBaUMIO YCayr B
dopmaTe XCAP (paktnuueckm — XML, RFCA4825). MNMpu Takom BapuaHTe W03 OTrNpaBaseT
3anpocbl SUBSCRIBE nocne peructpaumMm aboHEHTOB M MNpW  yCNeWHOW noanucke
obpabatbiBaer NOTIFY-3anpocbl, NpuHaTbie oT IMS, ¢ NnomoLbio KOTOPbIX MpoucxoauT
ynpas/ieHue ycayramu.

Umsa ycayeu “YOepxmaHue ebi308a” — HasBaHWe anemeHTa XML B Tene coobuweHua Notify,
MCMNONb3YEeMOro AN Nepeaaym KOMaHAbl aKTMBaLWUK/AeaKTUBALMK YCAYTK «YaeprKaHue Bbi30Ba».
Hanpumep, ecam mma ycayrm  ummeeT 3HadeHue «call-hold», To KomaHaa aktuBauum 6yaet
BbIrNA4ETb TaK:

<call-hold active="true"/>
a KOMaHAa [eakTuBaLuuu:
<call-hold active="false"/>

Umsa ycayau "OmcudaHue ebi308a" — HasBaHue snemeHTa XML B Tene coobuieHua Notify,
MCMO/Ib3YeMOro Aa nepeaadm KomaHAabl akTMBaunmn/geaktmeaumm yeayrm «OxmnaaHne Bbi3osar.
Hanpumep, ecnn uma ycnyrm  umeet 3HaveHue «call-waiting», To KomaHaa akTmBaumm bypet
BbIFALETb TaK:

<call-waiting active="true"/>
a KOMaHAa fleakTuBaLuu:
<call-waiting active="false"/>

Umsa ycayau "TpexcmopoHHAA KoHgpepeHyua" — HasBaHWe anemeHTa XML B Tene coobueHus
Notify, ucnonbayemoro 4na nepefadnm  KOMaHAbl  aKTMBaUMW/OeakTMBaUMUW  YCayrU
«TpPexcTopoHHAA KOHdepeHuusa». Hanpumep, ecam umsa ycayru umeeT 3HayeHue «three-party-
conference», To KOMaHAa akTUBaUMM ByAeT BbIFNAAETb TakK:

< three-party-conference active="true"/>
a KOMaHZa feaKTMBaUuu:
< three-party-conference active="false"/>

Uma ycayeu "lopayaa auHus" — Ha3BaHMe 3nemeHTa XML B Tene coobuieHus Notify,
MCNO/Nb3yemMoro Ana nepefadym KOMaHAbl akTUBauum ycayrun «lfopadasa nvHua». B KomaHae
aKTMBAUUKM nepenatoTca Homep TenedoHa ropavert IMHUKM M TaMMayT Bbl3oBa. Hanpumep, ecnu
UMS YCAYTM  UMeeT 3HadeHue «hot-line-service», 1 Heob6xoaMMO coBeplIaTb BbI3OB Ha HOmMep
30001 uepes 6 ceKyHA nocne nogbema TPyoKM TenedoHa - KoMaHAa akTuBauMm ByaeT BbirnsaaeTb
TakK:

<hot-line-service>
<addr>30001</addr>
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<timeout>6</timeout>
</hot-line-service>
Ecnmn KomaHaa akTMBaUMK He noaydeHa, yeayra «fopsayas AMHua» 6yaeT BbiKAtoueHa.

e Wmsa ycayau "lepedava ebizosa" — HasBaHue snemeHTa XML B Tene coobuweHua Notify,
MCMNONb3yeMOro ANs nepefayn KOMaHAbl aKTMBaUWMW/OeaKTMBaUMM ycayrn «TpexcTopOoHHSAS
KOHdepeHuMa». Hanpumep, ecam Mma ycayru  MmeeT 3HayeHue «call-transfer», To KomaHga

aKTMBaUMM By[eT BbIrNsA4ETb Tak:

< call-transfer active="true"/>
a KOMaHJa feaKTUBauuu:

< call-transfer active="false"/>

Mo ymonYaHMIO ecnm He npuwaa KOMaHAa Ha aKTMBALUWIO — BCe BbiWe Nepeyuc/ieHHble ycayrm
0EaKTUBUPOBAHbI.

[1naH Hymepauuu

[naH HymepaLui

HacTpoika nnaxa Hymepaummn 55, L5 ([xABCD*#].3)

MnaH HymepauuMm 3adaeTca MNPy MOMOLLUM PEeryiapHbIX BblpaXeHMit B none «HacTpoiKka nnaHa
HyMepaumum».

Huxe npuBoaMTCA CTPYyKTypa M GoOpMaT pPerynapHbIX BblpakeHWi, obecneymBalolmx pasinyHble
BO3MOXHOCTM Habopa Homepa.

CTpyKTYpa perynapHoro BbipaxKeHus:

Sxx, Lxx (),

roe
XX — NPOU3BOJIbHbIE 3HaYeHUsA TalimepoB S u L;

() — rpaHuULbI NNaHa HYMepaLUW.
OcHoBOI  aBnaTcA  00O3HayYeHMA  ANA  3anucyM  NociedoBaTeNlbHOCTM  HabpaHHbIX  umbp.

MocnenoBaTeNbHOCTb LMPP 3anMCbiBAeTCA C MOMOLLbIO HECKO/bKUX o603HadyeHuit: umdpbl, Habupaemble c
Knasmatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHue cumeona # B nNaaHe Hymepauuu MoOXKeT

610KMpoOBaTb 3aBepLueHne Habopa c NOMOLLbIO 3TOM KNaBuwu!

o NMocnepoBaTenbHOCTb LI,VId)p, 3aK/NIOYEHHaA B KBaapaTHblE CKO6KVI, COOTBETCTBYET mo6omy ns3
3aK/IIOYEHHbIX B CKOOKM CUmMBONy.

— Mpwumep: ([1239]) — cooTBeTCTBYET Nt06OM U3 UNDP 1, 2, 3 nan 9.

o Yepes Tupe MmoKeT 6bITb YKasaH Auana3oH CMMBOJIOB. Yauwe Bcero WUCnonb3yetca BHYTpU
KBaApPaTHbIX CKOOOK.

—  Mpwumep 1: (1-5) - nobas umdpa ot 1 go 5.
—  Mpwumep 2:([1-39]) - npumep 13 NpeablAyLLEro NYHKTa C MUHOW GOpPMOI4 3anmcu.

e Cumson X cooTBeTcTByeT ntoboit umdpe ot 0 Ao 9.
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—  Npumep: (1XX) - ntoboi TpExaHaUHbIN HOMepP, HauMHaloLWKIica Ha 1.
e  «.» - NOBTOpEHMe npeaplaylero cumeona ot 0 4o 6eCKOHEeYHOCTH pas.
e «+» - NOBTOPEHUE Npeablaywero cumeona ot 1 go 6eckoHe4yHOCTH pas.
e {a,b} —noBTopeHMe NpeapblayLLErO CMMBONA OT a A0 b pas;
e {a,} —noBTOpeHMe NpeapblayLLEr0 CUMBOIA HE MEHbLUE a pas;
e {,b}—nosTopeHune npeabiayLlero cumeona He 6onblie b pas.

= [pumep: (810X.) - mexkayHapoAHbI HOMep ¢ 0BbIM KoANYecTBOM LMdp.

HacTpoliku, Bavsaowme Ha 06paboTKy nnaHa Hymepauuu:

e Interdigit Long Timer (6ykea «L» 8 3anucu naaHa Hymepayuu) - BpPemMs OXWAaHuA BBOAA
cneagyowen uudpbl B TOM Cayyae, ecan HeT wabnoHoB, noaxoddwmx mnog HabpaHHyo
KOMBWHaUMIo;

e Interdigit Short Timer (6ykea «S» & 3anucu nAaHa Hymepayuu) - Bpemsa OXWAAHWSA BBOAA
cnegyrowein undpbl, ecim ¢ HabpaHHoM KomMbMHauMen NONHOCTbIO COBMagaeT XoTa 6bl oAWH
WwabnoH, U NpU 3TOM MMEETCA elle XOTA bbl 0AMH WabioH, A0 NOAHOTO COBMAAEHUA C KOTOPbIM
HeobxoaMMOo OCyLLEeCTBUTb AOHabop Homepa.

JonosnHuTeNbHble BO3MOXHOCTHU:
1. 3ameHa HabpaHHOW Noc/ie0BaTe/IbHOCTU

CuHTakcuc: <argl:arg2>

[aHHas BO3MOMKHOCTb MO3BO/AET 3aMeHWTb HabpaHHYO MNOCNef0BaTeNbHOCTb Ha  Nobyto
nocneaoBaTenbHOCTb HabupaemblXx CMMBOMOB. MpM 3TOM BTOPOM apryMeHT AO/KeH 6biTb yKasaH
onpeaenéHHbIM 3HaYeHnem, oba aprymeHTa MoryT 6bITb NyCTbIMM.

—  NMpumep: (<83812:> XXXXXX) - maHHasa 3anucb byaeT coOOTBETCTBOBAaTb HabpaHHbIM
umdpam 83812, HO 3Ta NocnenoBaTeNbHOCTL ByaeT onyweHa n He byaeT nepepaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop
Mpwu BbixoAe Ha MeXropoa, (B 0PUCHbIX CTaHLMAX - Ha FOPOA) NPMBbLIYHO CAbILATh OTBET CTAaHLMUK, YTO

MOXHO peann3oBaTb BCTAaBKOW 3anATON B HYXXHYI NO3NLLIAIO NOCNenoBaTe/IbHOCTU Ll,Md)p.

— MNpumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 6yaeT BbiAaH
HenpepbIBHbIM TOH.

3. 3anpet Habopa Homepa.

I'I

Echv B KoHuUe wabnoHa HOMepa LI,O6aBMTb BOCKﬂMLLaTEHbeIVI 3HaK !, TO Ha60p HOMEpPOB,

COOTBETCTBYIOWMX WaboHY, byaeT 3a610KMpPOBaH.

—  Npumep: (8 10X xxxxxxx ! | 8 xxx XXXxXXX ) — Bblpa)KeHue paspeliaeT Habop TONbKO
MEeXKAYropoAHUX HOMEPOB U UCKNOYAET MEXAYHAPOLHbIE BbI3OBbI.

4. 3ameHa 3Ha4YeHn TanmepoB Habopa Homepa

3HayeHUs TaliMepoB MOTyT ObITb Ha3HayeHbl KaK ANA BCEro njaHa Hymepauuu, Tak UM Anda
onpeaenéHHoro wabnoHa. bykea «S» oTBeuaeT 3a ycTaHoBKy «Interdigit Short Timer», a «L» - 3a
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«Interdigit Long Timer». 3HauyeHMA TaliMepoB MOKET ObITb YKa3aHO AnsA Bcex WabnoHOB B MjaHe
HYMepaunn, eCNM 3HAYEHNA NepeUnC/ieHbl 40 OTKPbLIBALOLLLENACA KPYT/I0M CKOOKM.

—  Npumep: S4 (8XXX.) nnm S4,L8 (XXX)

Ecnn 3T 3HaYeHMA yKasaHbl TO/IbKO B OAHOW U3 NocAeA0BaTeIbHOCTEN, TO AEACTBYIOT TO/IbKO AN1A Heé.
TaKKe B 3TOM C/lydae He HaJo CTaBUTb ABOETOUME MEKAY KNHOUYOM M 3HaYeHMeM TalimayTa, 3HayeHue
MOKET BbITb PacnonoXKeHo B tobom mecTe WabnoHa.

—  Npumep: (S4 8XXX. | XXX) nam ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO nepeaady
BbI30Ba Npu Habope TpexaHayHOro Homepa, HauyMHatweroca Ha 1,2, ..., 5.

5. Habop no npamomy agpecy (IP Dialing)

CumBoON «@», NOCTaBNEHHbIV Noc/e HoMepa, 03HayaeT, YTo Aanee byaeT yKasaH agpec cepBepa, Ha
KOTOpbIN ByAeT oTnpasieH Bbi30B Ha HabpaHHbI HOMep. PekomeHayeTcs ucnonb3osaTb «IP Dialing»,
a TaKKe Npuém n nepenavy BbiI3oBoB 6e3 pernctpauum («Call Without Reg», «Answer Without Reg»).
3T0 MOXKET NOMOYb B C/lyYae OTKasa cepBepa.

Kpome Toro, popmat agpeca c IP Dialing moxeT 6bITb MCNONb30BaH B HOMEpPaX, NPeAHa3HaYEeHHbIX A4
nepeagpecaumnmn 3BOHKOB.

—  Npumep 1: ( 8 xxx xxxxxxx ) - 11-3HauHbIi HOMEp, HaYMHaOLWMIACA Ha 8.

—  Npumep 2: ( 8 xxx XXXXXXX | <:8495> XXXXXXX ) - 11-3HaUYHbIA HOMEP, HaYMHAKOLWMIACA Ha 8,
ecnu BBeAlEH 7- 3HaYHbIN, TO A06aBUTb K NepeaaBaemomy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) - HABOP HOMEPOB IKCTPEHHbIX CAYKO, a TakKe
HEKOTOPbIX MEXAYropOoAHUX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTpbIM HAbOpP YKAa3aHHOro HOMEpa, aHaNor peXxnuma
«Hotline» Ha apyrux wntosax.

—  Mpumep 5: (S5 <:1000> | xxxx) - AaHHbIA NAaH Hymepauun no3BosseT Habpatb 6o
HOMep, COCTOAWMM M3 LMbpP, @ €CIN HUYEro He BBEAEHO B TeYeHWe 5 ceKyHpa, Bbi3BaTb
Homep 1000 (gonycTnm, 3TO ceKpeTapb).

— Mpumep 6:  (*Sx*XXXX*XH | * 2X*XXXXXXXXXXXH | #xxH | [2-7]xxxxx | 8, [2-9]xxxxxxxxX | 8,
10x. | 1xx<:@10.110.60.51:5060>).

— MNpumep 7: (1xx|0[1-9]|00[1-8]]*5x*xxxx*x# | * 2x*xxxxxxxxxxx# | #xx# | [2-7]xxxxx |8, [2-
9IXXXXXXXXX | 8, 10x.).

NHoraa moxkeT notpeboBaTbCs coBepLlaTb 3BOHKW JIOKAZbHO BHYTpW ycTpoiicTea. Mpu atom ecan IP-
apec yCTPoOMCTBa He M3BECTEH WM NEPUOAMYECKU M3MEHAETCH, YAOOHO MCMoNb30BaTb B KayecTse
agpeca cepsepa 3apesepBuMpoBaHHOe cnoBo «{local}», 4To O3HayaeT OTNPaBKY COOTBETCTBYIOLLEN
nocnenoBaTeNbHOCTU LMdp Ha COBCTBEHHbIN agpec yCTPoncTaa.

— Mpumep: (123@{local}) — BbI3oB Ha Homep 123 6yaeT obpaboTaH /IOKaNbHO BHYTPU
YCTPOICTBA.

6. HacTpoiika koga nepexsara
Mpy NoMoLWM AaHHOW KOMaHbl MOXHO YCTaHOBWUTb KOZ, NepexBaTta ANA 3a4aHHOW rpynmbl.
CuHTakenc: ABC@{pickup:X}, rae
ABC — Kopg, nepexsaTa (Hanpumep *8),
X — Homep rpynnbl nepexsata (Hymepauwma rpynn nepexsarta c 0).
—  Npumep: 112@{pickup:0} — aboHeHTbl A N b cocToAT B OAHOW rpynne nepexsaTta C

nHaekcom 0. B cnyyae ecnm aboHeHTy A mocTynaeT BXOAAWMIA Bbi30B, TO aboHeHT b
MOMeT NnepexsaTuTb Bbi30B, Habpas KombuHauuo undp 112.
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YecmaHoska npoguneli dialplan

[Ons Ka)Kaoro HanpaB/iieHMA MOXHO BblbpaTb He 6Gonee oaHoro npodunsa dialplan, Kotopbiii 6yaet
onpeaenATb NapamMeTpbl BbI30BOB Ha 3TOM HanpasieHuu. HacTpolikm npoduneit npomnssogatca B pasgene
«Mpoounn dialplan». Ona Kaxkporo HanpaBieHWA HACTPOMKA aNbTepHATMBHOTO NPodWAA yKasblBaeTca B
KpYr/bix cKobkax nocne cnosa «profile:».

Npumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOeKo8

HacTpoiika ronoCcoBLIX KOOEKOB

Kogex 1 G.71a v

Kogex 2 G.711u v

Kopex 3 G7231 v

Kogex 4 G.729 ¥

Kopex 5 BrawniueH v

Bpema naketrsawm G711, mc 20 v

Bpema narkeTusaumn G.729, mc 20 ¥

BpemAa naketusaumMn G.723.1, mc 30 v

CUrHanbHbIM NPOLLECCOpP YCTPOMCTBA BbIMOJIHAET PYHKLUMN KOAMPOBAHMA aHANOINOBOro peyeBoro Tpaduka,
JaHHbIX ¢aKca/moaema B UMPOBbIE CUrHa/bl, a TakKe o0bpaTHOro aekoamposaHus. L3 noaaepskvsaer
cnepywowme ronocosble Kogeku: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 - npeactaBnaeT coboit MKM-KoampoBaHue 6e3 ckaTus peyeBor MHbOpmauuun. [aHHbIM Koaek
AomKeH bbiTb 06M3aTeNlbHO noadep:kaH Bcemu npoussoguTenamu VolP-obopyaosaHua. Kogekn G.711A wm
G.711U oTauuatoTca gpyr oT Apyra 3aKOHOM KoaupoBaHUA (A-3aKOH — iMHelHoe KoaupoBaHMe u U-3aKoH -
HennHenHoe). KogmnposaHue no U-3akoHy npumeHsetca B CeBepHont AmepuKe, no A-3akoHy — B EBpone.

G.722 — WMPOKOMO/OCHbIN KodeK, mcnonb3ywowmuin AOUKM c pasgeneHnem Ha noaamanasoHbl U
paboTaloLLmii Co CKOpOocTblo 48, 56 1 64 K6UT/C.

G.723.1 — KoAgeK Co cxKaTMem peyeBoi MHpopmaLmu, NpeaycMaTpMBaEeT ABa pexnma paboTbl: 6.3 Kbut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeT AETEKTOP peyeBOi aKTUBHOCTM M obecneynBaeT reHepaLmio KOMPpOPTHOro
LWYMA Ha YA3/IeEHHOM KOHLLE B Mepunog, MoiYaHuA.

G.726-24, G.726-32 - KOAEK CO CxKaTuem peyeBoi uHbopmaumm no anroputmy AAMKM un ckopocTbio
nepegayn 24 vnun 32 Kéut/c.

G.729 — TaKKe fABASETCA KOAEKOM CO CXaTuem peyeBo WMHbopmaumm u obecrneymBaeT CKOPOCTb
nepeaayn 8 Kbut/c. AHanornyHo Kogeky G.723.1, kogek G.729 noaaepunBaeT AeTEKTOP PeYEBO aKTUBHOCTHM U
obecneumBaet reHepaLmio KOMGOPTHOTO LIYMa.

e Kodek 1..7- nossonsieT BbibpaTb KOAEKU U MOPALOK, B KOTOPOM OHM ByayT MCNONb30BaTbCA.
KofeK ¢ HauBbICWIMM MNPUOPUTETOM HYKHO nponucatb B nosne «Koaek 1». Ons paboTbl
HeobxoaMMo yKasaTb XOTA Obl OAMH KOAEK:

—  BbIKt04Y€eH - KOAEK He UCNOo/b3yeTca.
— @G.711a —ucnonb3oBaTtb Koaek G.711A;
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— G.711u—wncnonb3oBaTb Kogek G.711U;

— @G.723 —ucnonb3oBaTtb Kogek G.723.1;

— G.729 (A, B) — ucnonb3osaTtb Kogek G.729 annexA nnn G.729B.
—  G.726-24 - ncnonb3oBsatb Kodek G.726 co ckopocTbio 24 Kéut/c
— G.726-32 - ucnonb3oBsatb Koaek G.726 co ckopocTbio 32 Kéut/c
— @G.722 - ncnonb3oBaTb Koaek G.722

e Bpemsa nakemusauuu — 4UCNO MWINUCEKYHA peun B ogHom RTP-nakeTe (ans Kogekos G.711,
G.729, G.723 n G.726).

e Tun Hazpy3Ku - TUN ANHAMUYECKOW HArpyskun ana kogeka G.726-24 nnn G.726-32 (paspelleHHble
ANA UCMONb30BaHUA 3HayeHnsa — o1 96 o 127).

V MoryT 6bITb 3a4aHbl anbTepPHATUBHbIE r0/10COBble KOAEKMU ANA BblOpaHHOro HanpasneHua. Ona
KaXKA0ro U3 Hanpase/ieHuii B N1aHe HYMepaL MK ecTb BO3MOXHOCTb 334aHUA NPEeANOYTUTENIbHOTO
KoZeKa ANA nepefaun peun. [NA Kaxk[oro Hanpas/ieHUA 40N0NAHUTE/IbHbIE HACTPOKU KOAEKOB
YKa3blBalOTCA B KPYrAbiXx CKo6Kax nocne cnosa «codecs:».

Ecnmn HeobxoAMMO MCNONb30BaHME HECKOJIbKUX KOLEKOB, TO UX NEPEUYNCAAIOT Yepes CUMBOA «,». MOXHO
YKa3blBaTb HECKO/IbKO MapamMeTpoB A/A HamnpaB/ieHusA. B Takom c/iydae OHWU O0/KHbI ObiTb pasgeneHbl
cumBosiom «;» - (paramil:subparaml,subparam?2;param?2:subparamil,subparam?2). [Jonyctumble 3HayeHUs
cybnapameTpos subparamX: g711a, g711u, g729, g723.

Jonyctumblie 3HaYeHMA napameTpoBs paraml n param2 — codecs u rfc2833_PT cooTBETCTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833 PT:96)|8x.(codecs:g711a;g711u)).

[ummep-6ygep

xmntTep-dDydep
MUHHMENEHAA 3a0epEEad, MC 40 v
MakcumansHan 3anepsra, Mo 130 v
Mopor HEMEQNEHHOMD YAANEHWA NAKETOE, MC 300 A
PakTop onTHMMIaLmMK Sycepa 7 v
Oxuttep (jitter) — 3TO HepaBHOMEPHOCTb MEPMOAOB BPEMEHM, OTBEAEHHbIX Ha [O0CTaBKYy NakeTa.

3agepiKKa B AOCTaBKe NaKeTa U AXKUTTEP UCUMCNAETCA B MUAAUCEKYHAAX. BeanunHa gxuttepa nmeet 6onblioe
3HauyeHue Npu nepegaye MHGOPMALMM B PEKMME PeasibHOro BpemMeHu (Hanpmumep, rosioc UAn BUAEO).

B npotokone RTP, KOTOPbII elle Ha3blBalOT «NPOTOKO0M NOTOKa Nepeaatowen cpeapl» (media stream),
€CTb Nojie AN MEeTKM TOYHOro BpeMeHU nepegaym oTHocuTebHO Bcero RTP-noTtoka. MpuHumatoLee ycTpoicTeo
NCMO/b3YET 3TU BPEMEHHbIE METKU ANA BbIACHEHMA TOTO, KOrAa CneayeT 0XKuAaaTb nakeT, cobaogeH v Nopaaok
naketoe. Mcxoga u3 3Ton MHOOPMALMM, MPUEMHAs CTOPOHA BbIACHAET, KaK creayeT HacTpouTb CBOM
napameTpbl, YTOObl 3aMaCKMpPOBATb MOTEHLUMA/IbHbIE CETEBbIE MPOBAEMbI, TAKME KaK 3afePrKKM U AxKuTTep. Ecan
OXMAaemoe BpeMs Ha [OCTaBKy NaKeTa OT OTNPaBUTENA K MPUEMHWMKY Ha MPOTAXEHMM BCero nepuvoaa
pa3roBopa CTPOro paBHO OnpeneeHHOMY 3Ha4YeHWo, Hanpumep 50 MC, MOXKHO YTBEPXKAATb, YTO B TAKOM CeTU
AKUTTepa HeT. Ho 3ayacTyto nakeTbl 3aZeprKMBAIOTCA B CETU, U BPEMEHHOM WHTEepBas [AOCTaBKM MOXKET
KonebaTbCs B 40BO/IBHO 60/1bLIOM (C TOUKM 3peHUs TpaduKa, KPUTUYHOTO KO BPEMEHW) BpEMEHHOM AuanasoHe.
B cnyuyae ecnv npuaoxeHMe-npueMHUK TaKoro 3ByKa UK BUAeo ByaeT BOCNPOM3BOAMUTL €0 B TOM BPeMEHHOM
nopsake, B KOTOPOM MPUXOAAT MAKeTbl, Mbl NMOJYYMM 3aMeTHOEe YXYALWEHWs KayecTBa rosoca (uav Buaeo).
Hanpumep, ecnm 3To KacaeTcs rosioca, TO Mbl YC/IbILUMM MPepbiBaHME B FOJI0CE U ApYrne NOMeXM.
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YCTpoIACTBO MMEET caeaytoLlme HaCcTPOMKKN oxuTTep-bydepa:

e MuHUMQAbHAA 300epPHKA, MC — MMHUMaJIbHOE OXUAAeMOe BPeMa 3a4ePKKN PacnpocTpaHeHus
IP-naKeTa no cety;

e MakcumansHasa 3a0epiKa, MC — MaKCUMaJIbHOE OXKMAAEMOE BPeMA 3a4ePKKM pacnpocTpaHeHUs
IP-naKkeTta no cety;

e [lopoz HemeOdneHHO20 yOaneHUA NAKemos, MC — MaKCUMasbHbIA MPOMEXYTOK BpemeHU, yepes
KOTOPbIA MPOMCXOAMT yAaneHUe peyesbix naketos u3 bydepa. 3HayeHMe AaHHOro napamerpa
60/blle UNM PaBHO MaKCUMaNbHOW 3a4epXKKe;

e ®akmop onmumusayuu bygepa — napameTp, MCNONb3YEMbIA ANA ONTMMM3AUMM pasmepa
OXKUTTep-bydepa. PekomeHayeTca BbICTaBAATb ero 3HayeHume B 0.

llepedaya ¢hakca u modema

MNepenada thakca n mogema
Mepensda mogema G7MaveD v
Koger dpakca 1 G.711a v
Konex drakca 2 G.7Mu v
Koger dpakca 3 BraknioueH A
OSHapyxeHue dakca Ofe cTopoHE A
MpWHUMaTE Nnepexed B T.33

Mepepaya dakca MOMKeT OCYLLECTBAATLCA C UCMOAb30BaHWEM pedyeBoro Kogeka 711 waum cneumanbHoro
KoAeKa Ans nepegaun GbakCMmmMAbHbIX coobLleHnin T.38.

T.38 — cTaHAapT, onucbiBalOLWMI Nepenady GakCMMUIbHbBIX COOBLLEHNI B peaslbHOM BpemeHu yepes |IP-
cet. CUrHanbl U AaHHble, Nepesasaemble GaKCUMUIbHBIM annapaTom, KOAMPYIOTCA B MAKeTbl NpoToKona T.38.
B dopmupyemble NaKkeTbl MOXKET BBOAUTLCA U36bITOYHOCTb — AaHHbIE M3 NPeAblayLMX NAaKeTOB, YTO NO3BOIAET
OCYLLECTB/IATL HaAEKHYI0 nepeaady ¢akca No HecTabuibHbIM KaHanaMm.

e [lepedaua modema — BbIGOP KOAEKA, KOTOPbIN ByaeT MCNONb30BaTLCA A1 Nepeaayn AaHHbIX Npu
AETEKTMPOBAHMM LW/O30M CUTHANI0B MOAEMA:

—  BbIKNIOYEH — HE AEeTEKTUPOBATb CUTHA/bl MOAEMA;
— G.711a VBD — ucnonb3osatb Kogek G.711A B pexnme VBD;
— G.711u VBD - ncnonb3osaTtb Koaek G.711U B pexkume VBD.

B pexume VBD (Voice band data) wnto3 BbIKAOYaeT AETEKTOP aKTMBHOCTU peyun (VAD), reHepaTop
KomdopTHOro wyma (CNG) 1 sxoKoMneHcaTopbl, YTO HEOBXOANMMO NPU YCTAHOBAEHUU MOAEMHOTO COEANHEHUA.

V Bbl6paHHbIﬁ KoAeK A0/MKeH 6bITb TaK)Xe aKTUBEH B CNUCKe Pa3roBoOpHbIX KOAEKOB.

e Kodek ¢pakca 1..3 — nossonfeT BbibpaTb KOAEKM M MNOPAAOK, B KOTOPOM OHM 6yayT
Mcnonb3oBaThcA. Kodek ¢ HauBbICWMM NPUOPUTETOM HY}KHO NponucaTtb B nose «Koaek dakrca 1».
[nsa paboTbl HEOHXOAMMO YKa3aTb XOTA Obl OAMH KOAEK:

—  BblIKnto4eH — KOAeK He UCNOo/b3yeTcs.
— G.711a —vcnonb3oBaTtb Kogek G.711A;
— G.711u—wncnonb3oBaTtb Koaek G.711A;
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— T.38 —ucnonb3osaTb npoToKkon T.38.

/ Bce Koaeku ¢aKca JonXKHbI 6bITb pasHbimu! Kpome atoro npu Bbibope G.711a unm G.711u
COOTBETCTBYIOLLUIA KOAEK [0/KEeH BbITb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
yCcTpoicTBa.

e [IpuHumame nepexod 8 T.38 — npu ycTaHOBAEHHOM ¢nare paspeLleH BXOAALLNIA re-invite Ha T.38
OT BCTPEYHOrO LW033;

e O6HapyweHue ¢akca — onpefenserT HanpaB/leHWe Bbi30Ba, MPU  KOTOPOM paspeLleHo
[eTeKTUPOBaTb TOHbI PaKca, Nocne Yero byAeT OCyLWecTBAATL Nepexo, Ha Koaek dpakKca:

— He demexkmuposamb mMoHbl (paKca — OTKAtOYAET AETEKTMPOBAHWE TOHOB ¢aKca, HO He
3anpewaet nepegady dakca (He 6yaeT MHULMMPOBATLCA Nepexos Ha Kogek ¢dakca, HO
AaHHbIA Nepexos MOXKET BbITb cAeNaH BCTPEYHbIM LUAKO30M);

— 0O6e cmopoHbI — AETEKTUPYIOTCA TOHbI KaKk Npu nepegadve ¢akca, Tak 1M npu npueme. MNpu
nepepaye ¢akca aetektupyetca curdHan CNG FAX ¢ aboHeHTCKoW AnHuu. Mpu npueme
dakca getektTnpyetca curHan V.21 c aboHEeHTCKOM AnHWUK;

—  Bbi3bigarouwaa — [eTEKTUPYIOTCA TOHbI TONIBKO Npu nepegadve dakca. Mpu nepegaye dakca
aetektupyetca curHan CNG FAX ¢ aboHeHTCKoM nHuu;

— Bbi3bigaemaa — OETEKTUPYHOTCA TOHbI TONbKO Mnpu npueme ¢akca. MNpu nprveme dakca
aeTekTnpyetcs curHan V.21 c aboHEHTCKOM NNHUK.

e Pasmep uzbbimouyHocmu T.38 Redundancy — nobaBneHmne n3bbITOYHOCTM B NaKeTbl T.38, 3HaueHune
COOTBETCTBYET KOAMYECTBY Npeablaywmx NakeTos, KoTopoe Aybanpyetca B KaXKAOM HOBOM
nakete T.38. Takol cnocob M36bITOYHOCTU UCNO/Ib3YETCA B C/ly4ae NOTepM NAKeToB Npu nepeaade.

donoaHumenbHsle napamempsl

rl':|,DI'IC.'I'I'IHI-J1TIEI'II:;HI:|Ie napamMeTphbl
Nepegasa DTMF RFC 2833 \J
Nepeaaya Flash SIP Info (Hookflagh) v
Tun HarpyskW AnA naketos RFC 2833 96
CQgMHAK0ERIA TN HAFPYSKA ANS NPHEMA W NEpE3aqM
HMenonbs06aTe 0SHAPYHEHWE THILHHEI ¥
Wcnonesoeate axonogasnedne
Wenonesoeate RTCP

Bpema gucnepcuM, Mc 32

 [IPHMMEHNTE X OTMeHa

e [lepedaua DTMF — cnocob nepegaun curdanos DTMF:

— Inband — BHYTpMNONOCHan nepeaaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAENEHHON HArpysku B
peyesbix naketax RTP;

— SIP info — nepepaya coobuieHunii no npotokoay SIP B 3anpocax INFO.

e [lepedaua Flash — cnocob nepegaun Flash:

— SIP info (Hookflash) — nepepaya coobuieHuiA Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitme flash nepepaetcs B paclIMpPeHUU
Application/Hook Flash kak signal=hf;
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— SIP info (DTMF Relay) — nepepgaya coobueHWA Ha B3aMMOZLEMCTBYIOWYO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuu
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepepaya COO6LIEHWI Ha B3aMMOZENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuuU
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepegaya coobLEeHNn HAa B3aMMOLENCTBYIOLLYIO CTOPOHY MO NMPOTOKOY
SIP B 3anpocax INFO. Cobbitue flash nepepaetca B8 pacwupeHumn Application/sscc Kak
event flashhook.

V B Tekyuwieit Bepcum MO nepeaaua Flash Bo3amorkHa Tonbko no npotoKony SIP.

o Tun Haepy3Ku 014 nakemos RFC2833 — Tun Harpysku Ana nepegadn naketos no RFC2833
(paspelweHHble s UCNONb30BaHMA 3HaYeHuA — oT 96 go 127);

e OO0uHakosblli mun Hazpy3Ku 044 NMPUéMa u nepeda4yu — ONUMSA UCNONb3YETCs MPU UCXOLALLEM
BbI30BE /18 COr/TAaCOBaHUA TUMA Harpysku cobbiTnin, nepegasaemblx no RFC2833 (DTMF u Flash).
Mpu ycTtaHoBneHHOM d¢nare nepegaya U npuem cobbituit no RFC2833 ocyuwiectBnserca c
HarpysKoi 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobuieHns 2000k. Mpu cHATom dnare nepesada
cobbiTMii no RFC2833 ocyuwiecTBaaeTcs ¢ Harpyskon m3 npuHatoro 2000k, a npuém — c TMnom
Harpysku ns cobctBeHHoM KoHdUrypauum (yKasbiBaeTcsa B ucxoaallem Invite);

e Ucnonbzosame obHapy#ceHue muwuHbl — NPW YCTaHOBAEHHOM ¢nare MCnosib30BaTb AETEKTOP
TULWMWHBI;

e Ucnonszosame sxonodasseHue — Npu yCTaHOBEHHOM diare UCMO/1b30BaTb SXOMNOAAB/EHUE;

e Ucnonvzosame RTCP — npu ycTaHoBAeHHOM daare Mcnonb3oBaTb NpoTokon RTCP ana KOHTposn
32 Pa3roBOPHbIM KaHa/loM:

—  WHmepsan nepedavu — nHTepsan nepenayn naketos RTCP, cek;

— [epuod npuema — nepuon npuéma coobueHns RTCP um3mepseTcs B eAMHMLAX
WHTepBana nepegayun; ecam no UCTe4eHUM nepuosa NpuUéma oT BCTPEYHOM CTOPOHDI
He byaeT nonydyeHo HM ogHoro RTCP-nakeTta — TAU-2M.IP pa3pbiBaeT coeguHEHUE;

— RTCP-XR — npwu ycTaHoBneHHOM dnare byayT oTnpasnaTbca naketbl RTCP Extended
Reports B cootBetcTBum ¢ RFC 3611;

e Bpems Oucnepcuu, mMc — napameTp, NO3BOAAOWMIA BOPOTLCA C 3XOM, BbI3BAaHHbIM AuMcnepcuei
pe4yeBOro curHana. 3HavyeHuA NnapameTpa USMEHAIOTCA B NPOMeEXKYTKe oT 2 A0 128 mc.

0O6wme HacTpoiku npoduneii SIP

OBuUMe HACTPORKK

HMenonesoeats STUN

Tadimep T1, mc 00 (100-1000)
Tanmep T2, mc 4000 (1000-32000
Taimep B, mc 32000 (1000-35000
LnR anonnenls RECMpoeK malmepos SIP # To ymon4aHmD

peKOMEHOOGIHNbIMU FHSHEHLIAMY HEAMUMS KHOMKY
TpascnopT UDP (npegnosmurensHo), TC ¥

CreyndnKkaLmMa ToHoE Poccun v

+ [pMEHITE ® OTMeHa
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e Ucnonsvzosame STUN — npwu yctaHoBneHHom ¢nare umcnonb3yetca npotokon STUN (Session
Traversal Utilities for NAT) ana onpegenenus ny6anyHoro agpeca ycTpoincTea (BHeLWHero agpeca
NAT). PekomeHAayeTca UCMO/1b30BaTb AaHHbIM NPOTOKOA Npu paboTe ycTponcTea Yyepes NAT;

e Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nma cepsepa STUN, yepes aBoeTouMe MOMKHO
BBECTU a/IbTEPHATUBHbIM NOPT cepBepa (No ymonyaHuto 3478);

e UNHmepsan onpoca STUN-cepsepa, cek — WHTEpBan, MO WUCTEYEHWM KOTOPOro OTnpaBAaAeTcA
3anpoc Ha cepsep STUN. Yem meHblie MHTEpBasN ONpOCa, TEM BbIle CKOPOCTb PeaKuuu Ha
m3meHeHue nybanYHoro agpeca.

- Talimep T1, mc — nHTepBan mexay nocolikon nepsoro INVITE mu BTOporo npu oTcyTcTBMM
oTBeTa Ha nepsbii B Mc, Ana nocneayowmx INVITE (TpeTbero, yeTseptoro v T.4.) AaHHbIN
WHTepBaN yBe/nuYMBaeTca BABoe (Hanpumep, npu 3HavyeHun 300 mc, BTopoi INVITE 6yaet
nepeaaH yepes 300 mc, TpeTuit —yepes 600 mc, YyeTBepTbii — Yepes 1200 mc 1 T.4.);

- Talivep T2, MC — MaKCMManNbHbIA MHTepBan Ana nepenocbinkn He-INVITE 3anpocos u
oTteeToB Ha INVITE-3anpocbl;

- Talimep B, mc — obwmit TaimayT nepegaym coobuweHunit INVITE B mc. Mo ucteyeHmMmn faHHoro
TalimayTa onpefenseTcs, YTO HanpaBieHWe HedocTynHo. Mcnonb3yetca AnA orpaHuyeHus
peTpaHcaaumin coobueHmnii INVITE, B TOm uncne ana onpegeneHuns gocTynHocTy;

e TpaHcrnopm — BbIOOP NPOTOKONA A5t TPAHCMOPTUPOBKM CO0bLLEHM NpoToKo1a SIP;
e Crieyughukayus moHos - BbIbop CTpaHbl ANA onpeaeneHns Ncnonb3yemoro Habopa TOHOB.

[na BCTynneHMs B CUNY HOBOW KOHOUIypauuuM M 3aHECeHWUA HACTPOEeK B SHEProHe3aBUCUMYO MamMATb
HaXXMUTE KHONKY «[TpumeHUmMob». N OTMEHbl U3BMEHEHWUIN HaXKMUTE KHOMKY «OmMmeHa».

2.6.3.5MNogmeHo «Mpodpunu dialplan»

B sTOomM NogmeHt0 MOXKHO HACTPOUTb I'IpOd)M/'IM Bbl30Ba A/1A UCNON1b30BaHUA HA PAa3/INYHbIX HanpaBAeHUAX.

Cnucok npodchunei dialplan

Homep npodmns dialplan Mpodmnu SIP
profile: 0
profile: 1
profile: 2

-

profile: 3

Bcero moxHo HacTpouTb 4 npoduna dialplan.
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PedakmuposaHue npoguns dialplan

Penaktuposanue npocuna dialplan 0

Kogekn

Koadek 1 G.711a v

Konek 2 G729 A

Kooek 3 G.711u v

Konek 4 G723 A

Kooek & G.726-24 v

Konek 6 G.726-32 v

Kooek 7 G.722 v

Bpema naketusayun G711, mc 20 v
Bpema nakeTusaumn G.729, Mc 20 v
Bpema naketusaumu G.723, mc 30 v
BpeMA nakeTusauun G.726-24, Mmc 20 v
Bpema naketusaymm G.726-32, mc 20 v

THN Harpyaku G.726-24 | 103

Tun Harpy3ku G.726-32 104

Mepepa4a pakca n Mogema

Mepefada mogema G.711a vBD A
Kogoek dpakca 1 G.711a v
Kogek dpaxca 2 G.711u A
Kooek pakca 3 Bhiknto4eH v

MpuHMMaTe nepexoq & T.38
JononHUTENkbHEIE NapaMeTphl

Mepegadya DTMF RFC 2833 v
TN Harpy3ku AnA nakeToe RFC 2833 96
MCNone30BaTE OGHAPYKEHHE TULWMHE! ¥
Mcnons3oBath aJxonoaasneHue Ld
Bpema AMCnepcud, Mc | 32

MakcuMansHoe KONUYecTBO Bbi30BOB 12

Dwurrep-Gycep

MuHUMANbHaA 3a0epsKa, MC 40 A
MakciManbHas safepiKka, M 130 v

dakTop ontumusaumu Oydepa T v

Mopor HeMeANeHHoro YAANEHWA NakeTos, MC 500 v

OAWHAKOBLIA TUM HAMPY3KA ANA NPUEMA 1 Nepegaym
ABTOMATUYECKOE YCUNEHHE Ha NpUEME

YpOBEHb YCHNEHHA NPUEME 25 1B
ABTOMATHHECKOE YCUNEHUE Ha nepefade

YPOBEHb YCUNEHUA NEpefa‘u ]
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Kodeku

Kodek 1..7 — no3Bo/sisieT BbibpaTb KOAEKM WM MOPALOK, B KOTOPOM OHM ByayT MCNo/Ib30BaThCA.
KoZeK ¢ HauBbICLLMM TMPUOPUTETOM HYXKHO nponucatb B none «Kogek 1». [Ona paborsl
HeobX0AMMO YKa3aTb XOTA Bbl OANH KOAEK:

—  BbIKnto4eH - KoAeK He NCnob3yeTcs.

— @G.711a —wucnonb3osatb Kogek G.711A;

— G.711u —wucnonb3oBaTb Kogek G.711U;

— @G.723 —ucnonb3osaTtb Kogek G.723.1;

— G.729 (A, B) — ucnonb3osaTtb Kogek G.729 annexA nnn G.729B;
—  G.726-24 - ucnonb3oBatb Kodek G.726 co ckopocTbio 24 Kéut/c;
—  G.726-32 - ucnonb3oBsatb Kodek G.726 co ckopocTbio 32 Kéut/c;
— @G.722 - ncnonb3oBatb Kogek G.722.

Bpemsa nakemusauuu — YNCNO MUNNUCEKYHA peun B ogHom RTP-nakete (ana kogekos G.711A, ,
G.729, G.723 n G.726).

Tun Haepy3KU - TUN AMHAMUYECKOM HarpysKku ansa Kogeka G.726-24 unn G.726-32 (paspelleHHble
ONA NCNOoNb30BaHMA 3HaYeHus — ot 96 go 127).

llepedaya ¢hakca u modema

lMepedaya modema — BbIOBOP KOAEKA, KOTOPbIN ByAeT NCNOb30BATLCA A5 Nepenayun AaHHbIX Npu
[EeTeKTUPOBAHUU LLIJIHO30M CUTHA/I0B MOLEMA:

—  BbIK/OYEH — HE AETEKTMPOBATb CUTHA/bI MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711A B pexknume VBD;
— G.711u VBD - ucnonb3oBaTtb kKogeKk G.711U B pexkume VBD.

B pexume VBD (Voice band data) wnio3 BbikNOYaeT OeTeKTop akTMBHocTM peun (VAD), reHepaTop

KomdpopTHoro wyma (CNG) 1 axoKomneHcaTopbl, YTO HEOBX04MMO MPU YCTAaHOBAEHUM MOLEMHOTO COeAMHEHMA.

V Bbl6paHHbIiA KOAEK AONKEH BbITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

Kodek dhakca 1.3 — no3BosiAeT BblOpaTb KOAEKM M MOPALOK, B KOTOPOM OHW OyayT
MCNo/sib30BaTbcA. KOAEK C HaMBbICLLMM NPUOPUTETOM HYXKHO nponucaTb B none «Kogek dakca 1».
[na paboTbl HEOBXOAMMO YKa3aTb XOTA Hbl OANH KOOEK:

Bbiknto4yeH — KOAEK He NCNONb3YeTCA.
G.711a — ncnonb3oBaTb KogeKk G.711A;
— G.711u—wncnonb3oBaTb Koaek G.711A;
— T.38 —ucnonb3osaTb npoTokon T.38.

V Bce KopeKku ¢paKca A0mKHbI 6biTb pasHbimu! Kpome atoro, npu Bbi6ope G.711a nam G.711u

COOTBETCTBYIOLMI KOAEK A[O/MKeH ObiTb aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB
ycTpoWcTBa.

MpuHumames nepexod 8 T.38 — Npun ycTaHOBAEHHOM daare paspelleH BXoAALWMM re-invite Ha T.38
OT BCTPEYHOrO LW/033;

Pasmep uzbbimoyHocmu T.38 Redundancy — pobaBneHune nsbbIToYHOCTU B NakeTbl T.38, 3HaYeHUe
COOTBETCTBYET KO/MYECTBY Npeablaywmx NakeTos, KoTopoe Ayb6aMpyeTca B KaxKAOM HOBOM
nakeme T.38. Takoi cnocob M36LITOYHOCTM NpedHasHAYeH B C/ly4yae NOTEpPU MAKeToB Npw
nepegade.

74
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dononHumensHsle napamempebi

e [lepedaya DTMF — cnocob nepegauum curHanos DTMF:

— Inband — BHYTpMNONOCHaA Nepeaaya;

— RFC2833 — cornacHo pekomeHpaumm RFC2833 B KayecTBe BblAENEHHOM HArpysku B
peyesbix nakeTtax RTP;

— SIP info — nepenaya coobuieHumit no npotokony SIP B 3anpocax INFO.

e Tun Haepy3Ku 014 nakemoe RFC2833 — Tun Harpysku Ana nepegaynm naketos no RFC2833
(paspelleHHble AN UCNONb30BaHMA 3HaYeHuA — oT 96 ao 127);

] Ucnonsezosame O6HprJ+(€HU€ MmuwuHbl — Npn YyCTaHOBIEHHOM qmare MCNoNb30BaTb OETEKTOP
TULWNHDbI;

] Ucnonb3osame sxonodasneHue — Nnpun yCTaHOB/IEHHOM d)nare MCNO21b30BaTb 3XO0NoAaBeHNE,;

e Bpemsa ducnepcuu, mc — napamMeTp, NO3BONAOWMNIA BOPOTLCA C 3XOM, BbI3BaHHbIM AMCMepcUen
peyeBoro cMrHana. 3HayeHuA napameTpa U3MeEHALOTCA B NpomMeXKyTKe oT 2 Ao 128 mc;

] MaKcumanbHoe Koau4yecmeso 86130808 — 3TOT NapameTp NO3BOAAET YCTAaHOBUTb OrpaHMYeHune Ha
KO/IN4EeCTBO O4HOBPEMEHHbIX BbI3OBOB Ha HanpaBaeHUA.

[cummep-6ygdep

e MuHUMQAbHAA 300epPHKA, MC — MMHMMAJIbHOE OXUAAEMOE BPeMA 3a4ePKKN PacnpocTpaHeHus
IP-naKeTa no cety;

e MakcumansHasa 3a0epiKad, MC — MaKCUMaJIbHOE OXKMAaeMoe Bpems 3aJepKKM pacnpocTpaHeHus
IP-naKkeTa no cety;

e  ®akmop onmumusayuu bygepa — napameTp, MCNOAb3YEMbIA AAA ONTMMM3AUMKM pa3mepa
AKnTTEP-bydepa. PekomeHayeTcs BbICTaBAATbL €ro 3HaveHue B 0;

e [lopoe HemeOdneHHO20 yOasneHUA NAKemos, MC — MaKCUMasbHbIA NPOMEXKYTOK BpeMeHU, Yepes
KOTOPbIN MPOUCXOAMT yAaNeHWe pedyeBbiX NMaKeToB M3 bydepa. 3HauyeHWe AAaHHOro napameTpa
60/ble UK PaBHO MaKCMMaNbHOM 3agepHKKe (gonycTumble 3HaYeHun ot 0 ao 500, HO He MeHee
3HauYeHMA MaKcMmanbHoro bydepa axuTrepa);

e OO0uHaKosbIli mun Ha2py3KU 08 NPUEMAa U nepedayu — NP YCTaHOBNIEHHOM ¢dnare MCNonb30BaTb
OAMHAKOBbIM TUN HAarpy3KK 4NA NpUema 1 nepeaaydm;

e Asmomamuyeckoe ycuseHue Ha npuéme — ecnn ¢dnar ycTaHoB/EH, TO NPUHMMAEMbIA CUTHaN
byaeT ycuneH A0 3aAaHHOrO YpoBHA (MaKCMManbHoOe ycuneHue curHana +/- 154B), vHave
yCUIEHME NPOM3BOAUTLCA He ByaerT;

e YposeHb ycuneHus npuéma — onpenensier 3HaYeHWe YPOBHA, A0 KoToporo byaeTt ycuamsaTtbeA
aHaNoroBblli CUrHaN Npu Npueme (AoNycTMMbl 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e AsmomamuyecKoe ycusneHue Ha rnepedaye — ecnu Gnar yCTaHOB/EH, TO NepeAaBaemblii CUTHan
byaeT ycuneH A0 3a4aHHOrO YpoBHA (MaKCMManbHoe ycuneHue curHana +/- 154B), vHave
yCUEeHME NPOM3BOAUTLCA He ByaerT;

e YposeHb ycusneHus nepedayu — onpeaenseT 3HaYeHMe YPOBHS, 40 KOTOporo byaeT ycuameaTtbesa
aHaNoroBbIli CUrHaN Npu nepeaaye (AONycTMMbI 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 aB).
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2.6.3.6 NogmeH10 «pynnbl BbI30Ba»

B nogmeHto «I’pynnbl Bbl30Ba» BbIMNOJIHAETCA ynpaBaeHNe rpynnamm Bbi30BOB.

Mpynnbl BbI30Ba NpeAHa3HayeHbl 418 BbINOMHEHUA QYHKLMIA LEHTPA 06paboTKM BbI3OBOB. YCTPOMCTBOM
noaaep:uneaetca 3 pexkuma paboTbl rpynn Bbi3OBa:

e [pynnoeoli (Group) — pexunm, Npu KOTOPOM BbI30B MOCTYNaeT Ha BCce CBOHOAHbIE MOPTbI rpynmbl
oaHoBpemeHHo. [py OTBeTe OAHOrO M3 YYaCTHWKOB rPyMMbl BbI3OB Ha OCTajibHble MOPTbI
npeKkpatiaercs;

e 3adepxaHHbili epynnosol (Serial) — pexum, NpU KOTOPOM BbI30B MNOCTYMaeT Ha NepBbli
cBOBOAHbIN B CNUCKe rpynnbl MOPT, 3aTeM, 4yepe3 onpedefieHHbI NPOMEKYTOK BpemeHu
(Talimaym ebizosa cnedyrouje2o nopma), K OCHOBHOMY Ao06aBnseTcsa cneaylowmii ceoboaHbIn B
cnucke nopT v 1.4. Mpu oTBETE OAHOrO M3 YYAaCTHMKOB TPYNMbl, BbI30B HA OCTa/ibHble MOPTbI
npeKkpatlaercs;

e [Touckoswbili (Cyclic) — pexkum, npun KoTopom no TarmayTy (Talimaym evizo8a caedyrou,e2o nopma)
noc/efoBaTe/IbHO BblibMpaeTca cBOOOAHbLIA YYaCTHUMK M3 cCOCTaBa rPynmnbl, U Ha 3TOT HOMep
nepexoauT BbI30B.

I'pynn bl BbI3OBA
@®
WmaA rpynnel Cratyc Mpocune SIP Homep TenedoHa CocTae rpynnel
= Groupi x 1st profile
= Group2 x 1st profile
Group3 x 1st profile

e VimA 2pynnsl — Ha3BaHWe rpynnbl BbI30B3;

e Cmamyc — coCTOSIHWE TPYMNbl BbI30BA: BK/AOYEH, BbIK/OYEH;

e [Ipogpuns — SIP-npodunb, UCNoNb3yeMbIN rPYyNno BbI3OBa;

e Homep menegoHa — Homep TenedoHa rpynnol BbI30Ba3;

e Cocmas 2pynbl — CMUCOK JINHWIA (MOPTOB), KOTOPbIe BXOAAT B rPynmny Bbi30Ba.

[nA BbINOSHEHMSA HACTPOEK TPYMMbl BbI30BA HAa*KMWUTE HA COOTBETCTBYIOLLYIO CCbIIKY B KOJIOHKE «Mms
2pynmnoei»:
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PegakTupoBatk rpynny

BKNIOUUTL

@

Mpoguns 1st profile v

VMA rpynnel | Group1
Homep Tenegoxa

VIMA Nons30BaTENa Ana
AYTEHTHDUKALLN

Mapeone Ana ayTeHTHRUKaLIM
SIP nopT 5060
THM rpynnel Group v
Pa3mMep ouepean BoizoBa 10
TanmayT oTBETA HA BLI3OB, © 20

Pa3pelunTs NepexsaT BoI308a Ha rpynny &

CocTag rpynnel
NuHKMA 1

THUA 2

BKnato4Yume — npu ycTaHoBAeHHOM dnare UCnosb3oBaTh rpynny;

lMpogune — SIP-npodunb, Ha3HAUYEHHbIM rpynne Bbi3oBa. HacTpolikn npodunsa BbINONHAKOTCS B
pasgene «IP-menegoHus -> lpogunu;

Ums epynnel — naeHTUGUKALMOHHOE UMSA TPYMMbI;
Homep menegoHa — TenedoHHbI HOMEp FPynnbl BbI30Ba;

UmA nonvzosamena 014 aymeHMUGUKauUU — UMA NONb30BaTeNA, KOTOPOe MCnosb3yeTca AnA
ayTeHTMdUKaumm Ha SIP-cepBepe;

lMaponb 0a5 aymeHmuguKayuu — naposb gns ayTeHTMduKaumnmn Ha SIP-cepsepe;
SIP nopm — anbTepHaTUBHbIN SIP-nopT rpynnsl (No ymonyaHuto 5060);
Tun epynnsl — TUN TPYNMNbl BbI30Ba:

— Group — crHan BbI30Ba NOAAETCA Ha BCe NOPTbI B rpynne 04HOBPEMEHHO;

—  Serial — KONMYECTBO NOPTOB, Ha KOTOPbLIE MOAAETCS BbI3bIBHOM CUrHAA, YBE/IMYMBAETCS HA
O4MH MO UCTEYEHMM TaliMayTa BbI30BA CeAYIOLLEero nopTa;

—  Cyclic — curHan Bbi3oBa Yepes UHTEPBAJ, PaBHbIV TaliMayTy BbI30Ba C/le4YyHOLEro NopTa,
noZaeTcs No oYepeam Ha KaxKablii mopT B rpynne. Npu fOCTUKEHWW nociegHero nopra B
rpynne o63BOH NPOA0/IXKAETCA BHOBb C NEPBOro NOpTa;

Talimaym ebi308a csiedyowe2o0 nopma, ¢ — ONUMA WMCNOAb3yeTcAa rpynnamu Tuna «serial» u
«cyclicy n 3apgaeT MHTepBan BPeMEHW B CEKyHOaX, Yepe3 KOTOpbli OCYLeCTBASETCA Bbl30B
cneaylouwlero/cneayowmx nopTos;

Pasmep ouyepedu 66130808 — HACTPOMKA TO3BOAAET OrPAHUUUTL MAKCUMAJIbHOE YMCIO
HeOoTBEeYEHHbIX BbI3OBOB B 04epeau rpynnbl Bbi30Ba. MOCTYNUBLLMIA BbI3OB HE CTAaBMTCS B OYepesasb,
€CAK B rpynne ecTb cB060AHbIE MOPTbI;

Taﬁ/vlaym omeema Ha 8bi1308, C — eC/In He 6yp,eT OTBe€Ta Ha FpYI'II'IOBOVI BbI30B MO UCTe4YeHUU
AaHHOTO MHTEpBa/la BpeMEHMU, BbI30OB C6paCbIBBETC‘r’|,'
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e Paspewums nepexeam 8613084 HA 2pyrnny — NPU YCTaHOBJAEHHOM ¢nare paspelleH nepexsaT
BbI30Ba, MOCTYNMBLUEro Ha rpynny. MepexBaT BbI30Ba BO3MOXKEH, TO/IbKO €C/M abOHEHTbI Fpynnbl
Bbl30Ba NpUHaANeKaT 040k rpynne nepexsata (2.6.3.7 MogmeHto «[pynnbl nepexsaTa).

e Cocmas 2pynnsl — Npu ycTaHoBAeHHOM dnare AuHUA (NopTt) byaeT BXOAUTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

[na BCTynneHMs B CUIY HOBOW KOHOUIYpauUMW M 3aHECEeHWUA HACTPOEeK B SHEProHe3aBUCUMYO MaMATb
HaXXMUTe KHONKY «[TpumeHUmMb». AN OTMEHbl USMEHEHWNIM HaXKMUTE KHOMKY «OmMmeHa».

2.6.3.7 NogmeHio «Ipynnbl nepexsarta»

MNoameHto «lpynmbl nepexeama» CAYKUT A8 HACTPOWKKM FPynn nepexsaTa Bbi30Ba.

lpynna nepexsaTta Bbi30Ba — rpynna aboHeHTOB, YNO/JHOMOYEHHbIX MPUHUMATL (NepexBaTbiBaThb) A06OM
BbI30B, Hanpas/ieHHbIi Ha Agpyroro aboHeHTa, BXOAAWEro B rpynny. To ecTb, KaxAapli aboHEHT,
NpUHaANeKaWwmn rpynne, MOXKeT NepexsaTUTb BbI30B, MOCTYMNMBLUMIK Ha Ntoboro Apyroro aboHeHTa AaHHOM
roynnbl nytem Habopa Koga nepexsBaTta. HacTpoliKa Koga nepexBaTa OCYLWEeCTBAAETCA B NyHKTe «[11aH
Hymepauyuu» nogmeHio «llpogunu».

Mpynnel nepexeaTta

JHKA 1 INnHKA 2

Mpynna 1 7

&

Ona pobasneHna/yaaneHmsa AMHUM ycTaHOBUTE/CHUMUTE Gar HaNpPOTUB 3a4aHHOW rpynnbl.

[na BCTynneHMs B CUAY HOBOW KOHOUIypauum M 3aHECeHWUA HACTPOEeK B SHEProHe3aBMCUMYID MamMATb
HaXXMUTE KHONKY «[TpumeHUmMob». Ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».

Ucnones3zosaHue ycnyau:

Ha TenedoHHbIM annapaT aboHeHTa, NpUHAAfeXKawero rpynne nepexsarta, MNOCTynaeT BbI3oB. Ecam
abOHEHT He MOXKeT OTBEeTUTb Ha BbI3OB — ApYyroM aboHEHT, TaKKe NpuUHagnexawmi 3Toi rpynne u
ncnonb3yowmii ToT e npoduab SIP, moxKeT nepexsaTUTb NOCTYNUBLUNI BbI30OB. 1A 3TOro OH AoaXeH HabpaTb
KOZ, nepexsaTa, NOoC/e Yero NPon3onaeT coeANHEHME C BbI3blBatOLWMM aBOHEHTOM.

ObpaTtnTe BHMMaHWe, 4YTO MepexsBaT Bbl30Ba BO3MOMKEH TO/IbKO B TOM C/y4ae, ec/iv Bbi3blBaeMblil U
nepexBaTbiBalOLWMI BbI30B abOHEHTbI MCNONb3YIOT OAMH M TOT e SIP npodunb.

lpynna nepexBaTa MOMET WCMNO/b30BaTbCA COBMECTHO C rpynnoi Bbi30Ba, ANSA 3TOMO0 BCE MOPThI,
npuvHagneskawme rpynne Bbl30Ba, AO/KHbI MpUHaAiexaTb rpynne nepexsaTta. B atom cnydae nwo6oii nopt
npuvHaaneKalWwmin rpynne nepexsata MOXKeT NepexBaTUTb BbI30B, NOCTYNMUBLUNIA Ha FPYNNOBOM HOMeEp.

Ecnv aboHeHT HabupaeT Kog, nepexsata B MOMEHT, KOT4a Ha rpynny uav TenedoHHbIi NopT He nocTynaet
HW 04HOTO BbI30Ba — abOHEHTY ByAeT BblAaH CUTHaN «3aHATOY.
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2.6.3.8 NMogmeHto «lMpedukcbl ynpasneHna 4BO»

B noameHto «lMpedukcbl ynpasneHua [BO» HacTpamBaloTcA KoAbl, Habupaemble ¢ TenedoHHOro
annapaTa, 41A akTMBauum uan geaktnsaumm ycnyr BO.

ABOHEHT MOXeT ynpaBAAaTb COCTOAHMEM YCAyr co cBoero TenedoHHOro annapata. [JocCTynHbl
cneayowme GyHKUUK:

e aKTMBauwuAa ycayrn — * kog_ycnyru #;
e MpPOBEpPKA aKTUBHOCTW ycnyrn — *# koa_ycnyru #;
e OTMeHa ycnyru - # Koa_ycnyru #;

Ona aktuaumum ycnyr «besycnoBHas nepeagpecauusa», «lMepeagpecaums Bbl30Ba MO 3aHATOCTUY,
«Mepeagpecaumsn no HeoTBeTy», «Fopavasn/Tennas MMHUA» TpebyeTca BBECTM HOMep TenedoHa:

* Kog_ycnyrn * Homep_TenedoHa #
Mocne BBOA4A KOAa aKTMBALMM MAN OTMEHbl YCAYrM abOHEHT yCabllMT curHan «MoarteepxaeHme» (3

KOPOTKMX CUrHaMa), KOTOPbIA TOBOPUT O TOM, YTO YC/Iyra yCrewHO akTUBMPOBaHa UaN OTMEHeHa.

Mocne BBOAA KOZA MPOBEPKM YCAYrM abOHEHT MOXET ycC/biwaTb Mb6o curHan «OTBeT CTaHuuu»
(HenpepbIBHbIN cUrHan), (b0 curHan «3aHATo» (KOpoTKMe ryaku). CurHan «OTBET CTaHLMMU» FTOBOPUT O TOM, YTO
yC/lyra BK/IlOYEHa U aKTUBMPOBaHa, CUTHaN «3aHATO» — YCAYra BblK/OUYEHa.

Mpedukeel ynpasneHna ABO
@
Yenyru OBO Koo akTHBauUMK Koa neakTMBaLMK Kon npoBepkn cTaTyca ycnyru
- BesycnoeHas nepeagpecauus 421 " #21# H21F
L]
Mepeagpecauna No 3aHATOCTH 499 " #22# THIH
Mepeagpecaura No HEOTBETY 461 " #51# HO1#
Pa3spelunTe NEPEXBAT BbI30Ba Ha NopT 08 " #08# “#0a8#
ropAavan/Tennas NHHWA 4 53 s #53# “#H3#
O#uaaHWe BbI30Ba 443 L #43# H43#
He GecnokouTs < 26 M #26% “#26#
YHpaBneHme aboHEeHTCKMM cepsucom
e Ycnyau [1BO — cnucok ycayr BO:
— Ee3yC/706HCIﬂ nepeadpecaqug — ycnyra, npun akKtnsauuun KOTOpOVI BCe BbI3OBbI,

noctynueliMe aboHeHTY, NepeHanpaBAAoTCA Ha 3a4aHHbIN HoMep;

— [lepeadpecauyus 8b1308a N0 3aHAMOCMU — YCAyra, NPU aKTMBaLMWU KOTOPOW BCE BbI30BbI,
noctynueluMe abOHEHTY, B C/Ay4yae €ero 3aHATOCTU NepeHanpasAAlTCA Ha 3afaHHbIN
Homep;

— [epeadpecauyus no Heomeemy — Yycayra, NPy aKTMBAUWWM KOTOPOM BCE BbI3OBbI,
noctynueluMe aboHeHTy, NepeHanpaBAAOTCA Ha 33a4aHHbIi HOMeEpP Mpu HeoTBeTe
aboHeHTa B TeyeHWe onpeseneHHOro BpemeHu;
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— Paspewums nepexsam 8bi308a HA NOPM — €CAW YCayra aKTMBMpoBaHa aboHeHTOM —
NMOCTYMNMUBLUME HA HEro BbI30Bbl MOTYT ObITb MepexBavyeHbl APYrMMU abOHEHTaMK U3 TOM
»Ke rpynnbl NepexsaTa;

— Topayaa/Tennasa AMHWA — NPW aKkTMBAUMM YCAYyrW, MoOCAe MOAHATUA TPybKM depes
YCTAHOBNEHHbIN WMHTEPBAN BPEMEHW MPOUCXOAUT aABTOMATMYECKMII Habop 3amaHHOro
HOMepa;

— OxudaHue 8613080 — aKTUBAUMA YCAyTK MO3BOAAET abOHEHTYy B COCTOAHWKM pPa3roBopa
nosyyaTb yBeAOMJIEHWE O HOBOM MOCTYMMBLUEM Bbl30Be. ABOHEHT MOMKET MNPUHATH,
OTK/IOHUTb W/ UTHOPUPOBATH OXKMAAKOLLUIA BbI3OB;

— He 6ecnokoums — ycnyra no3sonnaetr aboHEeHTY BPEMEHHO OrpaHu4YMTb BCe BXoAsdliue
BbI30Bbl.

e Kod akmusauyuu — Koa ANs akTUBaLMUU YCAYTU;
e Kod 0eakmusayuu — Koa, AN AeakTUBaLUUKN YCayru;

e K00 nposepku cmamyca ycayau — Koa, AN KOHTPOAA aKTUBHOCTW YCAYIK;

Kog peakTvBaumMm M Kog MPOBEPKM CTaTyca YCAYrM 3aMOHAKOTCA aBTOMATUMYECKM Ha OCHOBAHMM Kogaa
aKTMBaALMMU.

Ona BCTynneHua B CUNY HOBOW KOHPUIypauuu M 3aHECEHUs HaCTPOEK B SHEepProHe3aBUCUMYIO NamsATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl U3MEHEHUI HAaXXMUTE KHOMNKY «OmmeHa».

2.6.3.9NogmeHI0 «CurHanbl BbI3oBa»

B noameHto «CurHanbl BbI30Ba» OCYLLECTBASETCA HACTPOMKa aNbTePHATUBHOIO CUrHaNa MOCbIJIKM Bbi30Ba
(kapeHuMKn) B 3aBUCMMOCTU OT 3HaYeHus 3aronosKa Alert-Info Bo Bxogawem Invite. 3HayeHne KageHuUuU ans
Ka)k[oro curHana Bbi3oBa 3afaéTcA B BUAE NOC/AeA0BaTENbHOCTU YepeayoLnxca AMTeNbHOCTEeM MMNYabca U
nays, pasfgeneHHbix cumsonom "," wuam ";". 3HauyeHMe AAUTENbHOCTM MMNyabca/maysbl 3agaerca B
MWIINCEKYHAAX M A0/MKHO b6biTb KpaTHo 100. MuHMManbHas ANUTENbHOCTb MMMY/bca/may3bl cocTasnser
200mc, makcumanbHas - 8000 mc.

Onsa Toro 4tobbl NPMBA3aTL ONPEeAENEHHYIO KageHUMIO K 3HaYeHuto 3aronoBKa Alert-Info Bo Bxogawem
Invite, Heobxoanmo B cooTBeTCTBYlOWEM Npodune SIP akTuBnpoBaTb daar «06pabamsisams 3a20a10680K Alert-
Info», a B HacTpoMKax KageHUUN yKa3aTb Ha3BaHWE CUTHaNa B noJse «Ha3BaHWe curHana» (Hanpumep, Example-
cadence). KageHuua 6yaeT npourpaHa B IMHUIO, €C/iM BO BXogallem Invite 3aronosok Alert-Info 6yget nmetb
3HauveHue <http://127.0.0.1/Example-cadence>.

Ecnm kageHumsa no 3aronosky Alert-Info He HailgeHa, 6yaeT npovsBeaeHa NOMbITKA HANTM KageHLUMo No
HOMepy BbI3blBatowero aboHeHTa. lMpu OTCYTCTBMM MoOcCnegHel BblgAeTcA CTaHAAPTHbLIM CUMrHaA Bbl30Ba C
KageHuuel "1000,4000".

Tabnuya curHanos

HazeaHue curiana KageHums
Bellcore-dr1 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Bellcore-drs 700,700,700,3000
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Ona pepaktMpoBaHMA oOnNpenesieHHOro CUrHanAa HaXXMMUTE Ha COOTBETCTBYHIOLLYHK CCbIAKY B KOJIOHKe
«HaszsaHue cuzHana».

[na nobaBneHnsA CUrHaNa HaXKMUTE KHOMKY «[J06aBMTb» U1 BbIMOIHUTE CNeayioLmMe HaCTPOMKK:

PE,D,aKTHpOBaTb curHan
HassaHwe curHana Bellcore-dri

KageHuwa 1000.4000

] HaszeaHue cuzHana — nma CUrHana;

o KadeHyus — AAVUTENbHOCTb NOAAYM BbI3bIBHOTO HaAMpsi*KEHWs Ha TenedoHHbIM annapaT U yepes
3anATYI0/TOMKY C 3anAaTOM ANMTENbHOCTb Nay3bl MeKAy CurHaiamu Bbi3oBa, oba 3HayeHuA
[0J13KHbI 6bITb KpaTHbI 100 Mc, MMHMMaJIbHOE 3Ha4YeHre 200mc, makcumanbHoe — 8000 mc;

[na BCTYNAEHUA B CUAY HOBOW KOHOUIypauuuM M 3aHECeHMsA HACTPOEK B SHEProHe3aBUCUMYD NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.10 MeHio «UcTOopuaA BbIZOBOB»

B noameHo «McTopmsa BbI30BOB» MPOM3BOANTCA HAaCTPOMKA BeAEeHNA XPOHOI0TUN BbI30BOB.

HCTOpHH Bbl30OBOB
Faamep WCTOPKK BEIZ0EOE 20

MaonyyuTe Gain MCTOpUK BbI30B0E r* CKayaThb

QYNUCTUTE MCTOPHID EbI30OBOE m

MocmoTpeTe ‘ucr

e Pasmep ucmopuu 8bI30808 — MaKCMMaNAbHOE KOJIMYECTBO 3aMUCeN B KypHane, MpUHUMaEeT
3HayeHna ot 0 ao 10000 cTpok. 3HayeHne «0» OTKAOYAET BeAeHWe UCTOPUKM BbI30BOB. [Mpwu
OOCTUMKEHMW YCTAHOBNEHHOIO OTrpaHUYEHUA B KypHane KarKaada nociefylollas 3anucb yaanut
CaMyto CTapyto 3anNMCb B Havasle XypHana;

e [lonyuyums ¢haiin ucmopuu 8bi30808 — ANA coxpaHeHus daina «voip_history» Ha nokanbHom MK
Ha*KMMTe Ha KHOMKY «CKayaTby;

e O4ucmume UucCmopuro 86130808 — AN OYUCTKU UCTOPUN BbISOBOB HAXMUTE HA KHOMKY «O4YnCTUTBLY;

[na npocmoTpa WCTOpUM BbISOBOB NepenauTe Mo Ccblike «flocmMompems “Ucmopuro 86130808 ».
OnucaHne MOHUTOPMHIA NapaMeTpoB NpuBeaeHO B pasgene 2.7.10 MoameHIo «McTopus BbI3OBOBY.

[na BCTyNAeHUs B CUIy HOBOW KOHOUIypauuuM M 3aHeceHWs HAcTPOEeK B 3HEProHe3aBUCUMMYO NamMsATb
HaXMUTE KHOMKY «[TpumeHUMb». O OTMEHbI U3MEHEHUI HaXKMUTe KHONKY « OmmeHa».
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2.6.4 MeHio «IP-TeneBngeHmne»

2.6.4.

1NogmeHto «IPTV»

B nogmeHto «IPTV» BbINOAHAOTCA HAaCTPOMKKM AnAa paboTbl cepsuca «IP-tenesnaeHme».

HacTpoiikn undpoBore TeneenaeHns

Brniounte IPTV &

®

Bepcua IGMP 3 v

Mepuognyeckoe 0GHOBNEHNE NOANNMCKH
BMHOYUTE
EbICTPEIA BBIXOA U3 FPYnAbI
BKMHOYTE
Hactpowka VLAN gns IPTV
VicnonesosaTs VLAN
Hactpoika HTTP-npokeu

Brntouuts ¥

MopT HTTP 1234

Bkaroyume IPTV — npu ycTaHoBAeHHOM dnare paspelleHa TPaHCAAUUA CUrHanos IP-tenesnaeHmnsa
¢ WAN-uHTepoeiica TAU-2M.IP (13 ceTn npoBaigepa) Ha yCTPOMCTBA, NOAK/IOYEHHble K LAN-
nHTEepodelicy;

Bepcusa IGMP — Bepcus npotokona IGMP gnsa otnpasku IGMP-coobuweHnunit ¢ WAN-uHTepdelica
(cooblieHUt aKTMBaUMKM  WUAM  OeaKTMBaUMW  MOAMUCKM Ha  KaHanbl  IP-TenesmnpgeHwusn).
MNopaepxmBatoTca Bepcum 2 n 3.

[epuoduyeckoe obHosneHUe NoONUCKU

BKAO4YUMb — NPU BKAOYEHHOW ONUUK NPOUCXOAUT Nepnoguyeckasn otnpaska ¢ WAN-mHTepdeiica
COOBLLEHNI CO CMMCKOM aKTUBHbIX IPTV-KaHafoB Ha BbllIECTOALWMNIN cepBep, OCYLLECTBAALWNIA
TpaHCAAUMIO curHanos IP-tenesnaeHua. BralodeHue ¢yHKUMM nepuoamyeckoro obHoBaeHUsA
noAnNUCKM HeobXoAMMO, €CNM BbILLECTOALMIA cepBep OTKAYaeT TpaHcaaumo IPTV-kaHanos
yepes onpeaeneHHbIN UHTEPBaa BPEMEHMU;

— [epuod obHoeneHuUs, ¢ — nepuog OTNPaBKM COOBLEHMIA CO CMUCKOM aKTMBHbIX IPTV-
KaHa/oB, B CeKyHAax. YCTAaHOBUTE BENIMYUHY Nepnoaa 06HOBNEHMA B 3HAYEHNE, MEHbLLee,
4yem TalMayT OTKNOUEHUA TPAHCAALMM CUTHANA BbILLECTOALLMM CEPBEPOM.

Bbicmpebili 8bixo0 U3 2pynnbi

BKao4ume — Npw yCTaHOBAEHHOM dnare BKAOYEH peXMM BbICTPOro Bbixoaa m3 rpynnbl. JaHHaA
GYHKUMA yMeHbLUAeT 3afep’KKy YCTPOMCTBA Ha NEepeKkNlovYeHMe MeXAy MHOroaapecHbimMu
NoTOKaMu (OTK/IOYEHWE NOTOKA NPOUCXOAWUT Cpasy Nocie MOJyYeHUs OT KAMeHTa cooblieHus
«Leave Group» 6e3 AOMNO/SHUTENbHOIO nepecnpoca). He pekomeHAYeTcs MCMNOb30BaTb AaHHbIN
peXunm, Koraa K ogHomy nopty LAN noakntoueHo 6onee ogHoro npuémuunka IPTV.

Hacmpolika VLAN 0aa IPTV

Ucnonszosame VLAN — npu ycTtaHoB/IeHHOM dnare Ucnoab3oBaTb A0a ycayrn IPTV BblaeneHHbIM
VLAN (Homep VLAN moxkeT coBnagaTtb ¢ Homepom VLAN ansa ycnyrn UHTepHeT nam STB), nHaue
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ans IPTV 6yget wucnonb3oBatbcs WHTepdelc ycnyrm WMHTepHeT. 3Ta HacTpoliKa nos3Bosser
onpeaenntb MHTepdenc ana npuéma IPTV-cMrHanos U3 BHELLHEN CeTu;

—  VLAN ID — naeHTudUKaumnoHHbin Homep VLAN ana npuéma curHanos IP-tenesmaenHus;

— 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBAnBaembli
Ha ucxogdAllme ¢ AaHHOro MHTepdenca IP-nakeTbl. MpuHMMaeT 3HayeHnsa oT 0 (HMU3LWKiA
npuoputet) go 7 (HauBbicwwuit npuoputet). Wcnonbsyetcas B paboTe anroputmos
obecnevyeHuns Kavectsa cepsuca (QoS).

Hacmpolika HTTP-npokcu

e Braw4ume — npu ycTaHOBAEHHOM ¢nare BKAtodeHa ¢yHKuma HTTP-npokcu. HTTP-npoKkcu
ocyuiectsnfeT npeobpasosaHne UDP-notoka B notok HTTP, ncnonb3ywouwmii npotokon TCP
(NMpoToKoN  Hapge)KHOW  [AOCTaBKM  MaKeTOB), UTO MO3BONSET YAYYlWWUTb  KayecTBO
TPAHCANPYEMOTO M306paXKeHMA NPU NNIOXOM KadecTBe KaHaia CBA3M B NOKA/IbHOM CeTy;

e [lopom HTTP — Homep nopta HTTP-npokcn, ¢ KoOTOporo Oyder ocylwecTBAATLCA
TPAHCANPOBAHWE BUAEO-MOTOKA. Mcnonb3yhte 3TOT NOPT ANA  NOAKAOYEHMA K
TpaHcaAnpyembim ycTpoicteom TAU-2M.IP notokam IPTV.

Hanpumep, ecan TAU-2M.IP nmeeT Ha LAN-uHTepdeiice agpec 192.168.0.1, ans nopTta NpoKcu-cepsepa
Bbl6paHO 3HayeHne 2345, 1 Heob6Xx0AMMO BOCMPOU3BECTM KaHan 227.50.50.100, TpaHcaAupylowmiica Ha
UDP-nopt 1234 - pana nporpammbl  VLC agpec nOTOKA  HYXHO 334atb B BuAe:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTynneHMA B CUAY HOBOW KOHOUIypaumm M 3aHECEHWA HACTPOEK B 3HEProHEe3aBUCUMMYIO
NamMATb HAXKMUTE KHOMKY «[IpumeHuUmMs». Ana oTMEHbI U3MEHEHWIA HAXKMUTE KHOMKY «OmmeHa».

2.6.5 MeHio «Cucrema»

B meHto «Cucrtema» BbINONHALOTCA HaCTpOVIKM CUCTEMDI, BpEMEHW, O0CTYNAa K YCTpOVICTBy Nno pa3/IndHbIM
NPOTOKO/1aM, MPOUN3BOANUTCA CMEHA NapoaAa N obHoBNEHUE nporpammHoro obecneyeHuns yCTpOVICTBa.

2.6.5.1MNogmeHI0 «Bpema»

B noameHo «HacTpokn BpeMeHM» BbIMOHAETCSA HAaCTPOIMKa NPOTOKOA CUHXPOHM3aunn BpemeHn (NTP).

HacTpoiiku BpemeHn

Yacopol noAc Moscow, Russia v

ABTOMATHYECKAA nepexoj Ha neTHee/ ]

i 3UMHEE BPEMA
o Mepexos Ha NeTHEE BPEMS - v - v v
B - v - v
Mepexoa Ha 3UMHEE BPEMS - v - v v
B - v - v
C[BUT BpEMEHW (MUH.) | B0

BKMOYKMTE NTR ¥

CEpBep CUHXPOHM3ALMU | pool ntp org -
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Hacmpolku epemeHu

Yacosoli nosc — No3BONSET YCTAaHOBUTL YacOBOM NOAC B COOTBETCTBUU C BAMMKAULLMM rOpoLOoM B
Bawem pervoHe 13 3agaHHOrO CMUCKa;

Asmomamuyeckuli nepexo0 Ha snemHee/3umMHee 8pemMs — MpPU ycTaHOBAEHHOM ¢nare b6ypeT
nepexoa Ha NnetHee/3nmHee Bpems OyAeT BbIMOJHATLCA aBTOMATUYECKM B 3aZaHHbIM nepuog
BPEMEeHMU:

— [lepexo0 Ha nemHee 8pems — LOEHb, KOraa byaeT BbINONHATLCA NEPexos, Ha NeTHee Bpems;

— [lepexo0 Ha 3umMHee 8peMs — feHb, Koraa byaeT BbINONHATLCA NEPEXos, Ha 3MMHee Bpems;

— (Codsue epemeHU (MUH.) — Nepuog, BPEMEHM B MUHYTaX, HAa KOTOPbIM BbIMNOJHAETCA CABUT
BpemeHMU.

Bkaroyume NTP — yctaHoBuTe ¢nar, ecim HeobXxoAMMO BKAKOYUTb CUHXPOHU3ALMIO CUCTEMHOIO
BPEeMEHMW YCTPOMNCTBA ¢ onpeaesieHHoro cepsepa NTP;

Cepgep cuHxpoHusauyuu — |P-agpec/gomeHHOe uMMA cepBepa CUHXPOHM3ALUMU BPEMEHMU.
Bo3MorKeH py4yHOM BBOA, agpeca cepBepa Uam BbIbop U3 cnucKa.

[na BCcTynneHus B CUAY HOBOW KOHOUIypauum U 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMYID MaMATb

Ha*XMunte KHOMKyY ((npumeHumb». ﬂ,ﬂﬂ OTMEHbI UBMEHEHWNI HAXXMUTE KHOMKY «OmmeHa».

2.6.5.2NogmeHio «ocTyn»

B noameHio «JocTyn» HacTpamBaeTca AOCTyn K ycTpoiictey nocpeactsom Web-uHtepdelica, Telnet m

SSH, a Tak)ke goctyn no npoTtokoay FTP K HakonuTento, nogkatoyeHHomy K nopty USB.

MopTel AocTyna
Mopt HTTP | 80
Mopt HTTPS | 443
Mopr Telnet | 23

MopT SSH | 22

DocTyn k yenyre "MHTepHeT"
Web
Brewnas cete @ HTTP HTTES

Mokanshan ceTe @ HTTP @ HTTPS
Telnet

BrewHAn ceTh

NokaneHan cete ¥
SSH

BrewHAnR ceTh

lokanbHan cete @

OocTyn k yenyre "VolP"
Web [ HTTP 0 HTTPS

Telnet

o
w
I

DocTyn k yenyre "ViHTepdelic ynpaBnerus”
Web [ HTTP 0 HTTPS

Telnet

(2]

sH
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Ooctyn k USB

BHelwHAA ceTe
NokaneHan ceTe &
PaspeluiTs 4OCTYN GHOHMMHOMY Nonb3oBatento &

pﬂapELLIHTb 3anuck aHOHUMHOMY NONE30BATENH

[Mopmoel docmyna

B gaHHOM pasgene BbINOAHAETCA HacTpolika TCP-MopToB [AAA A0CTyna K YCTPOWMCTBY MO MPOTOKO/am
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa Ana goctyna kK Web-uHtepdeliicy yctpoiictea no npotokony HTTP, no
ymonyanumio — 80;

e [lopm HTTPS — Homep nopta ansa aoctyna kK Web-uHtepdeitcy yctporictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NoAK/AYEHME), NO YyMONYaHUO — 443;

e [lopm Telnet — Homep NopTa ANs AOCTYNA K YCTPOMCTBY MO nNpoTokony Telnet, no ymonyaHuto — 23;

e [lopm SSH — HOoMmep nopTa ANA AOCTYNa K YCTPOMCTBY NO NPOoTOKony SSH, no ymonyaHuio — 22.

Mo npoTokonam Telnet n SSH ocywecTBnsaeTcs AOCTYN K KOMaHAHOW cTpoke (KoHconb linux). Uma
nonb3oBaTena/naponb ANa NOAKAYEHUA K KoHcoau: admin/password.

docmyn K ycay2e UHmepHem

[ns nonydeHns pocTyna K yCTPOMCTBY C MHTepdElcoB ycayrn MHTepHeT ycTaHOBWTE COOTBETCTBYIOLLME
paspeLleHus:

Web, BHeluHssA ceTb:

e HTTP — npwu ycTaHoBNAeHHOM diare paspelLeHo nogkatoveHne K Web-koHourypaTopy yctpomnctsa
yepes WAN-nopT no npotokony HTTP (Hebe3onacHoe noakntoyeHmne);

e HTTPS — npu ycTaHOBNEHHOM diare paspeLleHo noakatodeHne Kk Web-koHdurypaTopy yctpoinctsea
yepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe nogKkntoueHune).

Web, BHyTpeHHss ceTb:

e HTTP — npu ycTaHoBNeHHOM ¢nare paspelleHo nogkntodeHune Kk Web-koHdurypaTopy ycTpoinctsea
yepes LAN-nopt no npotokony HTTP (Hebe3onacHoe nogKaoUueHune);

e HTTPS — npu ycTaHOBAEHHOM dnare paspelleHo nogrntodeHne K Web-koHburypaTopy ycTpoiicTea
yepes LAN-nopt no npoTtokony HTTPS (6e3onacHoe noakaodeHue).

Telnet:

Telnet — npoToKoN, NpeaHa3HayeHHbIN A7 OpraHU3auMM ynpasaeHus no cetu. Mo3BosAeT yaaneHHo
NOAK/OUMTLCA K LWJIHO3Y C KOMMNbIOTEPA 415 HACTPOMKKN U yNpaBaeHus.

Ona paspelweHna focTyna K ycTpoictsy no npotokony Telnet u3 BHewHew (d4epes WAN-nopT) wau
BHyTpeHHeW (4epe3 LAN-NopT ) ceTv ycTaHOBUTE COOTBETCTBYOWME daaru.

SSH:

SSH — 6e3onacHbIi MPOTOKOA yAANEHHOTO YNpaBAeHUsA ycTpolicTBamu. B oTanume ot Telnet, npoTokon
SSH wudpyeT Becb Tpaduk, BKAOYAA NepesaBaemMble Napoau.
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Onsa paspeweHunsa gocTyna K YCTPOMCTBY Mo npoTokosny SSH u3 BHewHel (dyepes WAN-nopT) wau
BHyTpeHHel (Yepe3 LAN-NopT) ceTn ycTaHOBUTE COOTBETCTBYOWME dnaru.

Hocmyn Kk ycayee VolP:

B gaHHOM pasgene ocywecTBAAETCA HACTpoMKa goctyna K uHtepdeiicy ycayrm VolP (nHtepdeiic ycayrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHns — Hactpoiika cetn) uepes Web (npotokonbl HTTP uan HTTPS), a
TakKe no npotokonam Telnet u SSH. Ons paspelueHNa A0CTyna NO KaKOMYy-IMB0 M3 yKa3aHHbIX NPOTOKO/OB
yCTaHOBMWTE COOTBETCTBYOWMeE dnaru.

Jlocmyn K ycnyze IHmepgelic ynpasneHus:

Pasgen no3BonsieT HaCTPOMUTb AOCTYN N5 YNPaBAeHUSA YCTPOMNCTBOM, UCMOAb3ya NpoToKoabl HTTP, HTTPS,
Telnet mnm SSH. Hactpolika uHTepdeiica npoussoautca Ha cTpaHuue Cuctema — VLAN ynpasneHua. [na
paspeLueHuma 40CTyna No KaKkomy-1Mb0 13 yKa3aHHbIX MPOTOKO/I0B YCTaHOBUTE COOTBETCTBYIOWME dnaru.

[Ona asropusauum no nporokonam Telnet u SSH no ymonyaHuio cnonb3yloTca MMA NoJb3oBaTens
v admin n naponb password. MNocne aBTOpU3aUMM CTaHET AOCTYNHA KOHCO/Nb OnepaLuoHHOM
cuctembl Linux ¢ BO3MOXKHOCTbIO UCNO/Ib30BaHUA OCHOBHbIX KOMaH4 KOMaHAHOIO MHTepnpeTaTopa
shell.
Hocmyn k USB:

B gaHHOM pa3gesie OCyLLEeCTBAAETCA HAaCTPOMKa A0CTyNa K YCTPOMCTBY, NogKkaodeHHoMy K USB-nopTy, no
npoTtokony FTP.

[na paspelweHna aoctyna K nogkntodyeHHomy USB-ycTpoiictBy no npotokony FTP n3 BHelwwHel (Yepes
WAN-nopT) nnu BHyTpeHHen (Yepe3s LAN-NopT) ceTu ycTaHOBUTE COOTBETCTBYOWME daaru.

[nAa paspeweHnn goctyna K nogxatodeHHomy USB-ycTpoicTBY aHOHMMHOMY NOJIb30BaTeNO YCTaHOBUTE
dnar «PaspelwnTb AOCTYN aHOHUMHOMY NO/Ib30BaTENION.,

[na paspelleHnsa 3anucu AaHHbIX Ha USB-yCTpOMCTBO aHOHMMHOMY MO0Ab30BaTeNO yCTaHOBUTE daar
«PaspewunTb 3aNnMCcb aHOHMMHOMY NOJ1b30BaATENIOY.

[na BCTYNAEHUA B CUAY HOBOM KOHOUIypaumu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYH0 NamATb
HaXXMUTE KHONKY «[TpumeHuUmMob». Ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMeHa».

2.6.5.3NMNogmeHto «KypHan»

MoameHto «}ypHan» npeAHasHaYeHO AN HACTPOMKM BbiBOAA PA3HOro poda OTAaA04YHbIX COOBLEHMIM
cucTemMbl B Lenax obHapyKeHusa NpuyunH npobiem B paboTe ycTpoictea. OTNaA0uHYO MHPOPMALMIO BO3SMOMKHO
NoYYMTb OT CAEAYIOLWMX NPOrPaMMHbIX MOAY/Nei YCTPONCTBa:

e MeHenxep TenepoHum — oTBeYaeT 3a paboTy GyHKUMA IP-TenedpoHnu.
e CMCTEMHbIN MeHea Kep — OTBEYAEeT 3a HAaCTPOMKY YCTPOMCTBa COrnacHo ¢ainy KoHdpurypauuu.

e MeHeaxxep KOHOUrypaumm — oTBeyaeT 3a paboty ¢ ¢anaom KoHourypaumm (YteHne n 3anucb B
KOHPUIypauUMOHHbIN daltn M3 PasAnYHbIX MCTOYHMKOB) M cbop MHPOPMALMM MOHUTOPUHIa
yCTpOMCTBa.
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HypHan TenedaoHum
Buieog #ypHana
Qumbrn
Mpegynpesaeiua
OTnagoyHas whgopMauns
I H@opMaALMOHHBIE CooDUEHNA

¥poBEHb TpAccHpoBkMn SIP

BuiBog, #ypHana

Qumbru
Npegynpexasina
OTnago4Han nhgiopMauns

IHBopMaLMOHHBIE cooBugeHnA

BuiBog, *ypHana

Ownbrn
Mpegynpexgesna
0TnagoyHas uHgopMauns

I HfopMaLMoHHbIE coodugeHnA

Hactpoiika Syslog
BrnunTs
Pestium
Appec Syslog-cepeepa

Mopt Syslog-cepeespa

OTknioueHo

}I{ypHan CUCTEMHOrO MeHelxepa

OTknioueHo

JKYpHAN MeHeI#epa KoHgUrypawum

OTEnIYEHD

Cepeep
syslog.server

514

HypHan menedoHuUU

e Bbl800d #ypHana — HanpaBAeHWe BbIBOAA COOBLLEHWMI KypHana:

—  OmKno4eHo — XYpPHan OTKNHOYEH,

— Syslog — coobuieHna BbIBOAATCA MO MPOTOKOAY syslog Ha yganeHHbli cepsep nnbo B

JIOKanbHbIM dhain (HacTpoiKa NPOTOKO/A OCYLLECTBAAETCA HUXKe);

— KoHconb — coo6u1,eva BbIBOAATCA B KOHCOJib yCTpOﬁCTBa (HEO6XOAMMO noakntyeHune

yepes nepexogHuk COM-noprta);

— Telnet — coobuieHnsa BbiBoaATCcA B telnet-ceccuio; ana 3toro cHavyana HeobxoAumo

CO034aTb NOoAKNKOYEHNE NO NPOTOKONY telnet.

HuKe HacTpamBaeTcs TMN COOBLLEHWN, BbIBOANUMbIX B KYpPHaa TenedoHnm:

e OwubKku —ycTtaHosuTe daar, ecam HeobxoAMMO BbIBOAUTL cO0bLLEHMA TUMNa «OWNBKNY;

o [lpedynpexcdeHus — ycTaHoBuTe onar,

«[TpedynpexcoeHusn»;

ecnun HeO6XO,CI,MMO BbIBOAUTb COO6LU,eHVIF| THNa

. OmnadoyHas UHd)OpMGL{Uﬂ — YCTaHOBUTE cbnar, ecnin HEOGXOAMMO BbIBOOUTb OT/1a404Hble

coobuleHus;
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e UHpopmMmayuoHHble coobujeHua — ycTtaHoBuTe ¢nar, ecan  HeobxoAMMO  BbIBOAUTL
MHPOPMALMOHHbIE COODLLEHUS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAA COOOLWEHUN cTeka SIP-meHemkepa
TenepoHuu.

HypHan cucmemHo20 meHeodxepa

e  Bbi800 #ypHasa — HanpaBaeHMe BbIBOAA COOBLLEHM KypHana:

—  OMKAIo4YeHo — XKypPHan OTK/OYEH;

— Syslog — cooblieHna BbIBOAATCA MO NPOTOKOAy syslog Ha yaaneHHbI cepsep nnbo B
NOKaNbHbIM palin (HaCcTpoliKa MPOTOKO/1a OCYLLECTBAAETCA HUXKE);

— KoHcoab — cOo0bLEHNs BbIBOAATCA B KOHCO/b YCTPOWCTBA (HEOOXOAMMO MOAK/OYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobuweHuns BbiBogATCcA B telnet-ceccuio; ana 3Toro cHavana HeobxoAUMO
co34aTb NOAK/IIOYEHME NO NpoToKoAy telnet.

Huxke HACTpanBaeTCca T1un COOGLLI,EHMIZ, BbIBOAMMbBIX B XXYPHa/1 CUCTEMHOIo meHeaepa:

e OwubKu — ycTaHoBuTe pnar, ecim HeobxoAMMO BbIBOAUTb CO0bLLEHMA TUNa «OWNOKMY»;

e [lpedynpexmcdeHus — yctaHoBuTe ¢nar, ecaM HeobxoAMMO BbIBOAUTL COODOLLEHUA TUMa
«[MpedynpexoeHusa»;

e OmnaadoyHasA UHGoOpmayus — ycTaHoBuTe ¢Jiar, ecaM HeobxoAuMO BbIBOAUTbL OTAaA04YHbIE
coobLeHus;

e  UHpopmayuoHHble coobujeHua — yctaHosuTe nar, ecan  HeobxoAMMO  BbIBOAUTb
MHGOPMaLMOHHbIE COOBLLEHNS;

MypHa meHeOdMepa KoHgpuU2ypayuu

e Bblgo0d #ypHana — HanpaBaeHWe BbIBOAA COOBLLEHMI }KypHana:

—  OMK/AYEHO — KypPHan OTKAIOYEH;

— Syslog — coobuieHna BbIBOAATCA NO NPOTOKOAY syslog Ha yaaneHHbl cepsep nAnbo B
NIOKanbHbIM dann (HaCTpoMKa NPOTOKONA OCYLLECTBAAETCA HUKE);

— KoHcoab — cOo0bLEHNS BbIBOAATCA B KOHCO/b YCTPOWCTBA (HEOOXOAMMO NOAKOYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobleHuns BbiBOAATCA B telnet-ceccuto; anAa 3toro cHavyana HeobxoAMmMO
€034aTb NOAKNOYEHME N0 NpoToKoAy telnet.

HuKe HacTpamBaeTcs TUMN COOBLLLEHNI, BbIBOAMMbIX B KYPHa MeHeKepa KOHOUTypaLmu:

e OwubKu —ycTtaHosuTte dnar, ecam HeobxoAMMO BbIBOAUTL cO0bLLeHMA TUMNa «OWNBKNY;

e [IpedynpemcdeHua — ycTaHoBuTe dnar, ecan HeobxoAMMO BbIBOAMTbL CoObLLeHMA Tuna
«[lpedynpexoeHusa»;

e OmnadoyHasa uHpopmayua — ycTaHoBuTe ¢nar, ecnm HeobXoAMMO BbIBOAUTL OT/NaA0uHble
coobLeHns;

e UHpopmayuoHHble coobuwjeHua — yctaHosuTe ¢nar, ecan  HeobxooMMO  BbIBOAWUTb
MHPOPMALMOHHbIE COODLLEHUA.

88
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Hacmpolika Syslog

Ecnm xoTa 6bl 0AMH U3 KypHanoB (MeHegxkepa TenedoHUU, CUCTEMHOTO MEHeaXKepa UAN MeHeaKepa
KoHduUrypaummn) HactpoeH ana BbiBoga B Syslog, HeobxogmMmo BKAwUUTb Syslog-areHTa, KoTopbit byaet
nepexBaTbiBaTb OT/IaA0YHblIE COOBLLEHWA OT COOTBETCTBYIOLLENO MeHeA)Kepa W OoTnpasBaaTb UX Anbo Ha
yOaneHHbI cepBep, MMB0 COXpaHATb B N0Ka/bHbIN palin B popmaTte Syslog.

e BKawoYume — Npu ycTaHOBAEHHOM diare 3anyLueH Syslog-areHT;
e Pexcum — pexum paboTbl Syslog-areHTa:

— Cepsep — viHbOpMaLMA KYPHANOB OTNPABAAETCA HA yAaneHHblt Syslog-cepsep (3ToT
PEXMM Ha3bIBaeTCA «yAafeHHbIN XypHan»);

—  JlokanbHsll ¢paiin — nHGOPMaLLUA KyPHANOB COXPaAHAETCA B IOKaNbHOM daine;

— Cepsep u ¢alin — nHbopmaLMa }KypHANOB OTNPABAAETCA Ha yaaneHHbI Syslog-cepsep u
COXpaHAEeTCA B IOKasibHOM daline.

Janee, B 3aBUCUMOCTM OT pexkuma Syslog-areHTa, AOCTYNHbI HACTPOMKM:

o Aodpec Syslog-cepsepa — |P-agpec unm nomeHHoe umsa Syslog-cepsepa (HeobxoaMmMo ANs pexnma
«Cepsep»);

o [lopm Syslog-cepsepa — nopT Ana Bxoaawmx cooblieHnin Syslog-cepsepa (no ymonyaHuio 514,
Heobxoanmo ana pexnma «Cepsep»);

o Uma ¢alina — nma dalina ana xpaHeHus }ypHana B popmate Syslog (HeobxoaMMO ANA perknma
«Panny;

e Pasmep ¢alina, Kb — makcumanbHbli pasmep ¢daina KypHana (HeobxoAuMMO ANA peXkMma
«Painy).

2.6.5.4NogmeHo «AyteHTUPUKauua WEB»

[apameTpkl ayTeHTUHOUKALNKA

Digest-ayrermndurkauma WEB &

" [prMeHnT: ® OTmeHa

Maponk agMuHUCTpaTopa (admin)

Mapons

®

MogrespraeHme

" MSMEHHTE Napons

Maponk HenpUMBUNErMpOBAHHOMO NOML30EATENA (USer)

®

Mapone

MogrespraeHue

+ H3meHnTL Napons

MNapont Habnoparens (viewer)

Mapone

L]

MogreepxaeHue

" HsmeHnTs napons
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B noameHio «AyTeHTUdMKaumsa WEB» ycTaHaB/AMBalOTCA MapoaM  AoCTyna  aAMMHWUCTPAToOpPa,
HenpuBMIErMpoOBaHHOTO NOAb30BaTeNsA U HabatoaaTens.

Digest-aymeHmucgurkayus WEB (WEB Digest-authentication) — npu ycTaHOBAeHHOM  dnare
ayTeHTUPUKaLMA NONb30BaATEEM OCYLLLECTBASAETCA B COOTBETCTBUM C anroputmamu digest.

YcTaHOBNEHHbIE MApPOAN UCMOAB3YIOTCA ANA A0CTyna K ycTpoictey Yepe3 Web-uHtepdeic, a Takke no
npoTtokonam Telnet n SSH.

Mpwu Bxoge yepe3s WEB-uHTepdeiic aammHUCTpaTop (Naponb No ymondaHuio: password) nmeeT nonHbli
[OCTYN K YCTPOWCTBY: YTEHME M 3anucb AtOObIX HACTPOEK, MOJHbIA MOHUTOPUHI COCTOAHMA YCTPOMCTBA.
HenpueuaernpoBaHHbIN Nob30BaTeNb (MAPOAb MO YMOAYAHUIO: USEr) UMEET BO3MOXKHOCTb BbINOJIHUTL TO/IbKO
ceTeBble HAaCTPOMKM (KpoMe HaCTpoeK MOoAK/oYeHUs K MHTepHeT), umeeT AOCTYN K MOHUTOPUHIY COCTOSIHUSA
ycTporictea. HabnogaTens (Maposib Mo yMOAYaHMIO: viewer) MMeeT BO3MOXHOCTb TOJIbKO MpPOCMaTpuBaThb
KOHOUIypaumto 1 AaHHble MOHUTOPWUHIA YCTPOMCTBA 6€3 BO3MOMKHOCTU BHOCUTb Kakne-1nbo nameHeHus.

/ NornH agpmuHuctpatopa: admin
JIorMH HenNpUBUErMPOBaAHHOIO NONb30BaTeNA: user
NoruH Habnoaatens: viewer

] lMaponb adMUHucmpamopa — B COOTBETCTBYHOUWME MNONA BBeAUTE MaAPOZIb agMUHUCTPATOPa U
noareepaunTe ero,

] lMaponb Herpugune2upoB8aHHO20 M0Ab308aAMEAA — B COOTBETCTBYIOWME NONA BBeAUTE Napo/b
HENPUBUNETNPOBAHHOIO NMNOSIb30BAaTENA U NOATBEPANTE €T0;

] lMaponb Habawdamens - B COOTBETCTBYyHOWME nNnonAa BBeAUTE MNaposib Ha6/'ll-0[l,aTEI'|‘r'| n
noareepaunTe ero.

Ona sBctynneHna B cuny HOBOW KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYKO MaMATb
HaXXMUTe KHOMKY «I7pu1v|eHumb». [nAa oTmeHbl M3MEHEHUIN HaKmnTe KHOMKY «OmmeHa».

V Mpu 06HoBNEeHUM Bepcum Ao 2.3.0 U Bbilwe Bce naponu 6yayT 3awmndposaHbl. Mpu Bo3epaTte Ha
Bepcuio 2.1.0 u HUXKe TpebyeTca c6POCcUTb KOHOUrypaLMIO YCTPOIiCTBa A0 3aBOACKOIA.

V HauuHan c Bepcun NO 2.3.0 goctynHa ¢pyHKUMA wndposaHua naponeit B ¢paiine KoHpurypauum
ycTpoiictBa. Npu nogrotoBke dpaitna cfg.yaml ana asTomatnueckoro KoHpurypmposaHus, ecam
TpebyeTca M3MeHUTb OAMH U3 Naponeil Ha ycTpoicTBe, Heobxoaumo ybpartb ‘encrypted’ n
3agatb naponb. Hanpumep, 4To6b1 U3MEHUTL NAPOAb ANA NOAb30BaTena admin, Hy)XXHO B
3HaueHun «AdminPassword» crepetb ‘encrypted’ 1 3agaTb HOBbIN Napob ‘*HOBbIM Naponb™’.

2.6.5.5MoameHto «YnpaBneHne KoHPpurypaymemn»

B noameHio «YnpaBieHWe KOHOMUrypaumern» BbINOJAHAETCS COXPaHeHMEe U OOHOBAEHME TeKyLlen
KOHUrypauum.

dainbl koHdUrypauum

MonyuuTe apxXue KoHGMrypawm c * Cravatk
ycTpoiicTea

3arpyanTe apxue KoHpurypaumm Ha Bribepure daiin Daiin He BeIbpaH

YCTPOicTBO
& 3arpyaus
CHpoc Ha 33BOACKNE HACTPOIKN x Chpoc
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Moay4eHue KoH@pu2ypayuu

YT06bl COXPaHUTb TEKYLLYH KOHOUIypauMio yCTPOMCTBA Ha JIOKA/IbHbIA KOMMbIOTEP, HAKMUTE KHOMKY
«CKa4vaTtb».

Ob6HosneHUe KoHguaypayuu

e 3aepy3umb apxus KOHguaypayuu Ha ycmpolicmeo — BblbOp COXPAaHEHHOro Ha J/IOKajsbHOM
KomnbtoTepe daiina KoHdurypaummn. [nAa ob6HOBAEHMA KOHPUrypauum yCTPOMCTBA HaxkmuTe
KHONKY «Bblbepute dain», ykaxkute dann (B8 popmate .tar.gz) U HaXXMUTE KHOMKY «3arpysuTb».
3arpy*keHHas KoHbUrypauma NpUMeHAEeTCA aBTOMATUYECKM 6e3 nepesarpysKkm yCTpomncTBa.

e (Cbpoc Ha 3a800ckue HacmpolKu — ana cbpoca ycTPOMCTBA K HACTPOMKam MO YMOJIYaHUIO
HaXXMUTe KHOMKY «COpoC».

2.6.5.6 MogmeHto «O6HOBAEHME MO»

MogmeHio «O6HoBNeHMe MO» npegHasHayeHo ANA  O6HOBAEHUA ynNpaBAAOWENA MUKPOMNPOrpammbl
yCTpoicTBa.

TAU-2M.IP m- admin
Cete  IP-TtenedoHmna IP-TeneengeHue QW E]
Bpems Ooctyn Hypran AyTeHTudmkaumua WEB VTPAENEHWE KOHEDHTYpaLmei Mepesarpyska  ASTOROHGWMIYpUpOSaHHE

WHTepdeic ynpasnexmua CepmidmraTs JononHUTENbHEE HECTPOMEW

OBHoBNEeHWE NporpaMMHore abecnedeHa

AkTHEHEA BepcuA MO (Texkywas sepcua NO) 2

OfroaneHuR 10 makwe docmynHel no adpecy: hifo.

@aiin ofkoEnerkA Mo BriBepue dpaiin | Pain He EniGpan

me HG espelie 1.13.% U HLKE, KOH

naLun yempolcmes Oydem copoliens

e AKkmusHasa sepcus 10 — Bepcua NPorpammHoro obecneyeHns, yCTaHOBAEHHOrO Ha YCTPOMCTBE;

e [Iposepumb 06HOB7EeHUA — KHOMKA [ANA NPOBEPKM aKTyasbHOCTM BEPCUM MNPOrPaMMHOro
obecneuyeHma. C NOMOLLbIO 3TOM GYHKUMM Bbl MOKeTe HbICTPO NPOBEPUTL HAMUYME HOBOWN BEPCUU
nporpaMmmHoro obecneyeHus u, B clyyae Heob6X0AMMOCTH, BbINOJHUTL €ro 06HOBNEHME.

DOna paboTbl GyHKUUM NPpOBEPKU 06HOBNEHUA HEOOXO4MMO Hannume Bbixoga B MHTepHerT.

O6HOBUTb NporpammHoe obecrneyeHne yCTPOMCTBA MOXKHO TaKyKe BPYYHYIO, NpeaBapuTesibHO 3arpysmus
dann MO c canta http://eltex-co.ru/support/downloads v coxpaHns ero Ha KomnbtoTepe. A 3TOr0 HaKMuTe
KHOMKY «BblbepuTte dann» B none @Palin obHosneHuA 10 n yKaxunte nyTb K paliny ynpasaaioLlen nporpammsl B
dopmare .tar.gz.

[na 3anycka npouecca 06HOBAEHMA Heo6XOAMMO HaKaTb KHOMKy «3arpysutb dain». [lpouecc
06HOB/MIEHNA 3alMMET HEeCKONbKO MUHYT (O ero TeKyliem cTaTyce 6yAeT yKasaHO Ha CTpaHuue), noc/ie 4ero
YCTPOMCTBO aBTOMATUYECKM NepesarpysunTcs.

He oTknlouaitTe nuTaHWe YCTPOMCTBA M He BLINOMHANITE ero nepesarpysky B npouecce
obHosneHua MNO.
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2.6.5.7 MNogmeHto «lMepe3arpyska»

B nogmeHto «lepe3sarpyska» BbINOMHAETCA NepesanycK ycTpoicTaa.

Mepesarpyaka ycTpoicTea

> MepesarpysnTs

[lna nepesarpyskun yCTPOMCTBaA HaXXMUTe Ha KHOMKY «[epe3sarpy3utb». Mpouecc nepesarpyskn yCTpomncTea

3aHMMaEeT NPUMEPHO 1 MUHYTY.

2.6.5.8 MogmeHI0 «ABTOKOHUIYpUpoBaHue»

B noameHio

«ABTOKOHOUIypUpoBaHME»

BbIMNOJIHAETCA

HacTpoWKa

airopnTma

DHCP-based

autoprovisioning (aBTOKOHUrypupoBaHMe Ha ocHoBe npoTokosa DHCP) M npoTtokona aBTOMAaTMYECKOro
KOHPUryprupoBaHMa aboHeHTCKNxX ycTpoicte TR-069.

MNpHOPUTET NapameTpos us

Kondmrypauma

ApTomaTuueckoe oOHOBNEHKE

Daiin keHdUrypaLmu

WMH1Tepean ofkosneHnA koHdMrypawn, ©

MNporpammHoe obecne4venmne

AeTomaTiueckoe obHOBNEHWE

Dain M0

WrTepaan ofkoenesuA MO, ¢

ABTOKOHUIypUpoBaHWe Ha ocHoee npoTokona DHCP

DHCP opticns v

ﬂEpHD,'JH‘-IBCKH v

(tftp(http)://download. server loc/config_file.cfg)

300

ﬂEpMD,ElH‘-IEEKH r

(tftp(http):/fdownload. server. loc/firmware. file)

3600

ABToKOHbUrypupoBaHue no npotokony TR-069

Obwme

BrniounTe knuenTa TR-069
WrTepdeiic

Anpec cepsepa ACS

Bk nkuuTE NepUorueckuil cnpoc

Mepwog onpoca, ©
3anpoc coeauHenuna c ACS

lmA nons3ceatena

Mapone
3anpoc CoEMHEHUA C KITHEHTOM

lmA nons3oeatena

Mapone
Hactpoku NAT

Pesxata NAT

Anpec STUN-cepeepa

Mopt STUN-cepeepa
MUHMMANEHBIA NepUos onpeca, ©

MakeumansHbIA nepuos enpeca, ¢

Internet

http:/fupdate local- 9595/

-

60

stun.local

3478

30

60
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ABTOKOHOUIypMpoBaHMe Ha ocHoBe nNpoTtoKosa DHCP:

e [lpuopumem napamempos U3 — [AHHbIA NapameTp onpeaenseT, OTKyAa HeobxoauMo B3ATb
Ha3BaHMA U pacnoaoxKeHne ¢annos KOHGUIypaLMmM N NPOrPaMMHOro obecneyeHums:

— Static settings — nytM K d¢aiinam KoHPurypauum wu nporpammHoro obecnevyeHus
onpeaenstoTca COOTBETCTBEHHO M3 napameTpoB «Palin kKoHpuaypayuu» n «®@aliin M0O»;
noapobHee o paboTte asnropnTMma cMoOTpuUTE B pasgene 5;

— DHCP options — nym K dainam KoHoUrypaumMm M nporpammHoro obecneyeHus
onpeaenstotca s DHCP-onuwnit 43, 66 1 67 (a5 3Toro Heobxoanmo ana ycayrn NHTepHer
BblIbpaTb NpoTokon DHCP); nogpobHee o paboTe anropntma cMoTpuTe B pasgene 5;

e AsmomamuyecKoe obHosneHue—pana obHosneHns KoHdurypaumm MO oTAeNbHO MOXKHO 334aTb
OAUH U3 HECKOJZIbKUX PEXNMOB obHoBNEHUA:

— BbiknoyeHo — aBTOMatTMyeckoe O6HOBAEHUE KoHpurypauum waAM NporpammHoOro
obecrneyeHuns yCTPOMCTBA OTK/HOUYEHO;

— [lepuoduyecKku — aBTOOOHOBNEHME KOHPUIYpaLUUM WMAN NPOrpammHOro obecrneyeHus
ycTponcTea byaeT nponsBoaMTCA Yepes 3aJaHHbI MPOMEXKYTOK BpEMEHMU;

— Mo pacnucaHuto — aBTOOBHOBNEHME KOHOUIypaLuu UAKM NPOrpamMmmMHoOro obecrneyeHus
ycTpoicTBa 6yaeT Npon3BoANTLCA B 3alaHHOE BpeMs, B yKa3aHHble AHU Heaenu.

e  @alin KoHueypayuu — NonHbIA NyTb K dainy KoHpUrypaumum — 3agaérca B popmate URL (Ha
AaHHbI MOMEHT BO3MOMKHa 3arpy3Kka ¢aiina KoHpurypaumm no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

rae < server address > — agpec HTTP- unun TFTP-cepBepa (aomeHHOe ums unu 1Pv4),
< full path to cfg file > — nonHbI NyTb K daiiny KoHPUrypaLmm Ha cepBepe;

e UHMepean ob6HOBAEHUA KOH(U2ypayuu, ¢ — NPOMEKYTOK BPEMEHW B CEKYHAAX, Yepe3 KOTOopbIit
ocylLecTBAsfeTcA nepuoanyeckoe obHoBeHWe KOHOUIypaumMm ycTpoincTea; Bblibop 3HauveHusa O
03Ha4aeT 04HOKpaTHOEe 0B6HOB/IEHME TO/IbKO CPa3y NOC/e 3arpy3Ku YCTPOMCTBa;

o Bpems obHosneHus ¢alina KoHGu2ypayuu - spema B 24-yacoBom dopmare, B KoTopoe byaert
NpPoOM3BOAMTCA aBTOOBHOB/IEHME KOHPUTYypaLuu;

e [IHU 0b6HOeneHUA KOHGu2ypayuu - OHW Heaenu, B KOTopble B 3afaHHoe Bpema 6yaer
NPOV3BOAUTLCS aBTOOOHOBEHNE KOHPUIYypaL MK,

e @alin MO — nonHbIM NyTb K danay nporpammHoro obecneyeHuns — 3agaértca B popmarte URL (Ha
AaHHbI MOMEHT BO3MOKHa 3arpy3Ka ¢aiina MO no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>
http://<server address>/<full path to firmware file>
roe < server address > — agpec HTTP- unun TFTP-cepBepa (gomeHHoe ums unm IPv4),

< full path to firmware file > — nonHbIN NyTb K Panny MNO Ha cepBepe;
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e VHmepsan o6HoeneHus [10, ¢ — MNPOMEXKYTOK BpPEeMEHM B CEKyHAAX, 4Yepes KOoTopbIi
OCYLLECTBAAETCA Nepuoamyeckoe 06HOB/IEHWE NPOrpamMmMHOro obecneyeHns YCTPOMCTBA; BbIGOp
3HauyeHua 0 03HaYaeT 04HOKPaTHOE 0OHOB/IEHME TO/IbKO Cpa3y Noc/ie 3arpy3Ku yCTPoICTBa;

e Bpema obHosneHus [10 - Bpema B 24-yacoBom c¢dopmaTe, B KOoTopoe OyaeT npousBoamuTca
aBTOOOHOB/IEHME NPOrpPaMMHOro obecneyeHus;

e [lHu obHoeneHusa 1O - AHU Hepdenu, B KoTopble B 3agaHHoe Bpems b6yaeT MPOM3BOAUTHLCA
aBTOO6HOB/IEHWE NPOrPaMMHOro obecnevyeHus.

[eTanbHoe onucaHWe anroputma aBTOMaTUYeCcKoro OOHOBAEHWA Ha oOcHoBe npoTtokona DHCP
npeacrasnaeHo B pasgene 5.

ABTOKOHOUrypupoBaHue no npotokony TR-069:

O6wwue:

e Bknwouyume kaueHma TR-069 — npu ycTaHoB/ieHHOM ¢Jiare paspelieHa paboTa BCTPOEHHOrO
KAneHTa npoTtokona TR-069;

e  UHmMepgelic — BbIBOP MHTEpDElica, Yepe3 KOTopPbIN byaeT BbiNo/NHATLCA aBTOKOHGUTYPUPOBaHME
ycTponcTea no npotokony TR-069. Ecauv Ha wto3e BKAWOYEH UHMepdgelic yrnpassaeHus, TO AaHHan
VLAN aBTOMaTMyecku byaeT ucnosib3oBaTbcA Ana paboTbl no npoTtokosny TR-069. HacTpoiika
Bblbopa NHTepdeica byaeT 3a6/10KMpPOBaHa;

e Adpec cepsepa ACS — agpec cepBepa aBTOKOHUrypupoBaHua. Agpec Heobxoaumo BBOAUTH B
dopmate http://<address>:<port> mnam https://<address>:<port> (<address> — IP-agpec unu
aomeHHoe ums ACS-cepsepa, <port> — nopt cepeepa ACS, no ymonyaHuio nopt 80 ). Bo BTopom
C/ly4ae KAMEHT byaeT ncnonb3osatb b6esonacHbi npotokon HTTPS ana obmeHa nHbopmaumeit ¢
cepsepom ACS. ACS-cepsep dpupmbl Eltex no ymonuaHuto ncnonosyet gnsa ceasm nopt 9595;

e  BKaouyumoe nepuodu4veckull ornpoc — NpPU YCTaHOBNEHHOM d¢iare BCTPOEHHbIN KnueHT TR-069
OCyLLEeCTBNIAET Nnepuoamnveckumin onpoc cepsepa ACS ¢ MHTepBanom, paBHbiM «[lepuody onpoca», B
cekyHaax. Llenb onpoca - 06HapyKMUTb BO3MOXKHbIE U3SMEHEHUA B KOHOUTYPaALLMM YCTPOMCTBA;

e [lepuod onpoca — HTepBan oTnpaBkun coobueHunii 2 PERIODIC.
3anpoc coeguHeHusa c ACS:
Umsa nonezoeamens, lapoab —uvma NoNb30BaTeNA U NApPOab ANA A0CTyna KameHTa K ACS-cepsepy.
3anpoc coeAMHEHUA C K/IMEHTOM:

Umsa nonezosamens, laposab — uma Nonb3oBaTena u napoab ana goctyna ACS-cepsepa K KameHTty TR-069.

Hactpoiiku NAT:

Ecnv Ha nyTK mexay KaneHTom m cepsepom ACS nmeet mecto npeobpasoBaHue ceTeBblx agpecos (NAT —
network address translation) — cepsep ACS MOMKeT He WMMeTb BO3MOMHOCTM YCTAHOBUTb COeAMHEeHUEe C
K/MEHTOM, eC/IN HE UCMONb30BaTb OMNpeAeeHHbIe TEXHOI0MMU, NO3BOAIOLWME 3TOrO M36eXKaTb. DTN TEXHOIOTUN
CBOAATCA K OMpeaeneHuto KAMeHTOM CBOEro, Tak HasbiBaemoro nybsauuyHoro agpeca (agpeca NAT wau no-
APYyroMmy — BHELIHero agpeca Lui03a, 3@ KOTOPbIM YCTaHOB/EH KAneHT). Onpenenvs cBov Nyb6anyHbIN agpec,
KAMEHT coobLaeT ero cepBepy, M cepBep B JajbHelllem A/ YCTAHOBJAEHUS COEOUHEHUS C KAMEHTOM
MCMOJIb3YET Y3Ke He ero JIoKanbHbIM agpec, a NybnMyYHbIN.

e Pexcum NAT — onpegensaet, KaKMmM 006Pa3OM KAMEHT AO0XKEH NOoAyYuTb MHPOpMaUUIO O CBOEM
ny6anMyHoM agpece. BO3MOXHbI cregytolme pexxmmoi:
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—  STUN — ncnonb3osaTb npotokos STUN ana onpegeneHuns nybamMyHoro agpeca;

— Manual — py4HON pexum, Koraa nybandyHbIN agpec 3afaeTca ABHO B KOHPUrypauuu; B
3TOM peXMme Ha ycTpomctee, BbinosHAlowem ¢yHKunmM NAT, Heobxogmmo A06aBUTb
npasuno npobpoca TCP-nopTa, Mcnonbayemoro kaneHtom TR-069;

— Off — NAT He Mcnonb3yeTcA — AAHHbIN PEXUM PEKOMEHAYEeTCA MCMOJib30BaTb TOJIbKO
Korga yCTpoMCcTBO NoAKAoveHo K cepeepy ACS Hanpsmyto, 6e3 npeobpa3oBaHUA ceTeBbIX
agpecos. B atom cnyyae ny6anyHbIN agpec cCOBNaAaeT C IOKaAbHbIM apecoM KMEHTA.

Mpu BbIbOpE pexxkuma STUN Heobxoammo 3aaaTh caeaytolme HaCTPOMKuK:

- Adpec STUN-cepsepa — IP-agpec nnu gomeHHoe nma STUN-cepsepa;

- Mopm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuto 3HauyeHue 3478);

- MuHumarneHbIl nepuod onpoca, ¢ U MakcumassHbll nepuod onpoca, ¢ — onpeaenatoT
WHTEepPBan BPEMEHM B CEKYHAaX ANA OTNPaBKU nepuoamyeckmx coobueHuin Ha STUN-cepsep ¢ uenbio
obHapyXeHUsa n3ameHeHns Ny6AnMYHOro agpeca.

Mpu BbIBOpE pexxuma Manual ny6ANYHBIN agpec KNMeHTa 3a43eTca BPy4YHyto yepes napametp Adpec
NAT (appec Heobxoammo BBOAMTb B dopmaTe IPv4).

/ Ona KoppeKTHoW paboTtbl ¢ ACS-cepsepom 3a NAT mMHUManbHblii nepuog onpoca STUN-cepsepa
AOMKeEH 6biTb MeHbLUe, YeM MaKCMMasibHoe Bpemsa coxpaHeHua ceccum NAT-ycTpoiicTBOM.

Mo npotokony TR-069 BO3MOKHO MPOM3BECTU MOJHOE KOHOUIYpUPOBAHWE YCTPOMCTBA, OBHOBAEHUE
nporpammHoro obecnedeHus, yteHne MHbopmaumm ob yctponctee (Bepcus MO, mogenb, CEPUNHBLIN HOMEP U
T.A), 3arpy3Ky M BbIrPy3Ky Lenoro daiina KoHouUrypaumm, yaaneHHyo nepesarpysky ycTpoictea (noagepskaHbl
cneundmkaumm TR-069, TR-098, TR-104).

[na BCTynAeHus B CMAy HOBOM KOHOUIypauum M 3aHECEeHMSA HACTPOEK B 3HEProHe3aBMCMMYI0 NamATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». N OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».

2.6.5.9NogmeH0 «UHTepdeiic ynpaBaeHUa»

MeHto N03BONAET HACTPOUTbL CETEBOM UHTEPdEC ANA OpraHM3aLMmn CETEBOrO YNpPaBAeHUA YCTPOMCTBOM,
ncnonbays npoTtokonbl HTTP, HTTPS, Telnet u SSH.

NHTepdelic ynpaeneHns

BrnmkunTe wHTepdeiic ynpaeneHua ¥
Tun gocTyna Tagged v
VLAN ID | 20
8021P | O v
Mpotokon DHCP v
AnbTepHaTuexbii Vendor D (ocnuwa 60)
WHpopmauma aredta DHCP Relay (Onuua 82)
Mepeuunbit DNS

Bropuuneii DNS
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e Bkawyums uHmepdgpelic ynpassaeHUs — Npu yCcTaHOBAEHHOM ¢nare ynpasB/ieHWe YCTPOMUCTBOM
npou13BoOAMTCA Yepes AaHHbIN MHTepdeic,
e Tun docmyna — 3agaeT pexxnum paboTtbl MHTepdeiica:
— Tagged — paHHble nepeaatoTcs MHTepdEcom ¢ ucnosbloBaHMem 3agaHHoro VLAN ID;
— Untagged — paHHble nepepatotca nHTepdencom 6e3 ncnonbsosaHus VLAN.
e VLAN ID — naeHTudUKaTOp ANA BblaeneHna nHTepdeinca B BUPTYasIbHYIO JIOKA/IbHYIO CeTb;
e 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAnMBaemblii Ha
nucxogalme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHUMaeT 3HaYeHMA oT 0 (HM3WKIA npuopuTeT)
0o 7 (HamBbICWINI NpUopUTET);
e [Ipomokos — BbIGOP NPOTOKO/IA HA3HAYEHWA aapeca Ha nHTepoeiic:

—  Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble HacTpoku Ha WAN-
uHTepdelic HasHayaloTcs BpydyHyto. MNpu Bbibope Tuna «Static» gns pegakTMpoBaHUsA
CTaHYT AOCTYMHbI Cneaytowme napameTpbi:

= |P-adpec — ycTaHoBKa |IP-agpeca nHTepdelica ynpaBaeHus;

*  Macka nodcemu — Macka noAaceTu uHtepdelica ynpassieHus;

= [lIno3 no ymon4yaHuo — IP-agpec ceTeBoro wWato3a no ymoa4yaHuio uHtepodeiica
ynpasneHus;

=  [lepsu4Hbili DNS, Bmopu4Hsili DNS — |P-agpeca DNS-cepBepoB, HEOOXOANUMbBIX
Ana paboTbl NPOTOKONOB aBTOKOHOUIYPUPOBAHUA LWKO3a, HAaCTPOMKa KOTOPbIX
npounsBoaMTCA Ha cTpaHuue Cuctema — ABTOKOH$UrypuposaHue.

—  DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka noacetu, agpeca DNS-cepsepos u
Apyrve napameTpbl, Heobxoaumble ana paboTbl UHTepdelica (Hanpumep, cTaTUYecKune
MapLupyTbl), ByayT nonydeHbl oT DHCP-cepBepa aBToMaTmMyecku. Ecnm oT npoBaligepa He
yAaéTtca nonyyuntb agpeca DNS-cepsepoB, Bbl moxeTe HaszHayuTb UX BPYYHYHO B MOAAX
«lepsuyHeili DNS» v «BmopuyHbeili DNS». Appeca, 3agaHHble Bpy4YHyto, ByayT MmeTb
npuopuTeT Hag agpecamu DNS-cepBepos, nonyyeHHbIMKU No npoTokoay DHCP.

[na npotokona DHCP nmeeTcA BO3MOMKHOCTb 3a4aTb Heobxoanmoe 3HadeHue onumm 60.

e AnbmepHamusHsiii Vendor ID (onyua 60) — npn ycTaHOBNeHHOM Jiare yCTPOICTBO NepenaéT B
DHCP-coobuweHusax B onumm 60 (Vendor class ID) 3HaueHune m3 nonsa Vendor ID (onuusa 60). Mpwu
nycrom none onuma 60 B coobuieHuax npotokona DHCP He nepepnaéTtca.

Echn dnar AasmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHMe No YMONYaHMIO, KOTOPOe MMEET Caeaytowmnii opmar:
[VENDOR:npoussoautens][DEVICE:Tmn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms)

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

e UHpopmayua aeeHma DHCP Relay (onyusa 82) — npu ycTaHoBAeHHOM ¢dnare no3sonseT obasutb
8 DHCP-3anpoc:

—  UHNoeHmugukamop uenu azeHma (Onyus82) — nossonseT aobasutb B DHCP-3anpoc
onumio 82, nogonuuto 1 - Agent Circuit ID;

—  UdeHmugpukamop ydaneHHoz20 azeHma (Onyus82) — no3sonsaeT aobasmTtb 8 DHCP-3anpoc
onumio 82, nogonumto 2 - Agent Remote ID.
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Cnucok wucnonbsyembix DHCP-onumit Ha Kaxgom ceteBom WHTepdeiice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4HYyt0. MHOpMaLma No HacTpoiKe CNMCKa NpeacTaB/eHa
B NpuaoxeHunu B.

[na BCTyNAeHMA B CUAY HOBOW KOHOUrypaumu M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbI U3MEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».

2.6.5.10 MNogmeHo «CepTUdPUKaTbi»

CepTucbukatsl
Tan OBwee UMA OpraHnzaums
KopHeBo# cepTMduKaT 192.168.1.1 Eltex
KnueHTcki cepTdmnkaT 192.168.1.1 Eltex

-CEpPTHMKAT 192.168.1.1 Eltex Ent

MNogmeHio «CepTudUKaTbl» NO3BOAAET MNPOCMATPUBATb, CKayMBaTb W 3arpy)aTb Ha YCTPOMCTBO
cepTndMKaThl 414 UCMONb30BAHUA B 3aLLMLLEHHbIX coeanHeHnnax TLS.

KopHeBoii ceptudukar

KopHeBoW cepTUdMKaAT MCNoAb3yeTcs A1 MPOBEPKM MOAJMHHOCTM CEPTUOMKATOB NpU BXOAALLMX
coeaMHeHUAX. ITOT cepTUPUKAT JoMKeH BbITb NOAMNNCAH LEHTPOM aBTOPM3aLUMN.

KopHegoi ceptudurkat

CepTuthukat
CepunitHulid Homep  CA9F FB:C4:A3:CCOC 4F
HeneWcTeMteneH oo 16.06.2017

HeneWcTeuTeneH nocne  16.06.2018
WmA nonyyvaTtens

Oflee umA ~ 192.168.1.1
OpraHusaums  Eltex

[ononHWTENbHLIE AOMEHHBIE agpeca —
LleHTp aBTOpUzaLum

OCwee mMa  192.168.1.1

OpraHusaums  Eltex
OnepaumnK ¢ cepTUdMNKaTOM
CKayaTb CEpPTUIHKAT C YCTPORCTEA ™ CkavaTb

3arpyanTb cepTMMUKaT Ha YCTPORCTEO BriGepuTe (aiin ®ain He BoIGpaH
& 3arpy3utb

€ Hasan
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e CepuliHblli HOMep — CEePUNHbIN HOMep BbIBPaHHOTO cepTUdUKaTa;

e HedelicmeumeneH 0o — paTta Hadana AencTBus cepTudmKaTa;
e HedelicmeumeneH nocne — gaTa OKOHYaAHMA AENCTBUA CePTUPUKAT];

e UVmA nonyyamens — [AaHHble O nojsydaTene cepTudukaTa (Obuiee umsa, OpraHusaums,
JononHuTtenbHble JOMEHHbIe aapeca);

e lleHmp asmopu3sayuu — AaHHble O LeHTpe aBTopusaumnn (Obwee nma, OpraHusaums).

KnueHTtcKkuii ceptudpukar

KnueHTcKnit  ceptuduKaT uMcnonb3yeTcs nNpu  UCXOAAWMX COeAMHEeHMaX no npoTokony SIP ¢
ncnosnb3oBaHmem TLS.

KnueHtckuii ceptudpmkat

CepTudmkar
CepuitHbIn Homep  AB45:7TE:84:9D:39:51:F7
Hepelcteutened no 16.06.2017

HepeictButensH nocne  14.06.2027

WmA nony4atens

Ofwee uma 192.168.1.1
Opranuzauma  Eltex

ONONHUTENbHBIE JOMEHHBIE apeca  —
LieHTp aBTopMsaLuK (CaMONOANNCE aHHLIA CepTUNKAT)

Ofwee uma  192.168.1.1

Oprannsauna  Eltex
Onepauunu ¢ cepTUHHUKaTOM
CkayaTb CepTMDHKAET C YCTPONCTEA r* CkavaTb

3arpy3nTb CEpTMUKAT Ha YCTPONCTBO BuibepuTe aiin | Pl He BoiGpaH
& 3arpyaus

€ Hazag

e CepuliHblli HOMep — CepUNHbIN HOMep BbIBPAHHOTO cepTUPUKaTa;
e HedelicmeumeneH 0o — paTta Hayana AencTBus cepTudmMKaTa;
e HedelicmsumeneH nocsne — pata OKOHYaHWA feNcTBUA cepTUDUKAT];

e UMsA nosnydamens — faHHble O noaydyatene ceptuoukaTta (Obuwee wmma, OpraHusauus,
JononHuTenbHble LOMEHHbIe agpeca);

e lleHmp asmopu3sayuu — AaHHble O LeHTpe aBTopusaunn (Obwee nma, OpraHusaums).
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WEB-ceptudpukar

WEB-cepTudumKaT ncnonbsyetca npu goctyne Kk Web-KoHdurypatopy ycrpoiictea no npotokony HTTPS.

WEB-cepTudukar

CepTudmkar

CepuiAHbIA HoMep  BS8:90:44:EE:FC:05:25:8E
Henelcteutenes oo 14.09.2016

HeneicteuTenes nocne  01.10.2084
WUma nonyyatens

Ofwee uma  192.168.1.1
Opranmsayus  Eltex Ent

[ononHuTeneHele JOMEHHEIE agpeca  —
LleHTp aBTopU3aynK (caMmonognucaHHblA cepTudmnkar)

Ofwee uma  192.168.1.1

Opranmsayus  Eltex Ent
Onepauum ¢ cepTUhUKaTOM
CkavaTb cepTubKKaT C yCTpoRCcTBa ™ Cravatb

3arpyauTb CEpTUUKET HA YCTPORCTBO BuibepuTe chann | $aiin He BbiGpaH
& 3arpyauts

€ Haszan

e CepuliHblli HOMep — cepUHbIN HOMep BblibpaHHOro cepTudUKaTa;
e HedelicmeumesnieH 0o — paTta Havana aencTens ceptndmKaTa;
e HedelicmeumereH nocne — [ata OKOHYaHWA AeNCcTBUS cepTUdUKaTa;

e UmAa nonyyamens — AaHHble O nosyyatene ceptuoukata (Obuwee umsa, OpraHusaums,
[lononHuTenbHble AOMEHHbIe aapeca);

e LleHmp asmopu3ayuu — faHHble 0 LeHTpe aBTopusauum (Obwee nma, OpraHnsaums).

2.6.5.11 NMNoameHI0 «ONOAHUTENbHbIE HACTPOUKNY»

B noameHo «JONOAHUTENBbHbIE HACTPOMKM» MOXHO BKAtOUMTL UPNP.

UPnP

BrnioyuTe UPNP ¥

3apeszepsupoeaHHbie VLAN ID

HavanbHbli VLAN 1D 1

KoHeuHbI VLAN 1D 6
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e  BKaoyume UPnP — npwu yctaHoBneHHom dnare npotokon UPnP 6yaet aktueeH. Mpotokon UPnP
NCMNOIb3YeTCA HEKOTOPLIMU NpUaoxKeHnamm (Hanpumep, DC-kAneHTamu, Takumu Kak FlylinkDC++)
017 aBTOMaTUYecKoro cosfaaHua npasua npobpoca TCP/UDP-nopToB, MCMO/b3yeMbIX 3TUMM
NPUNOXKEHUAMM, Ha BblecToAWemM MapupytusaTope. PekomeHayetca Bkaoumtb UPnP  ana
obecneyeHuns paboTbl cepsrMcoB obmeHa daitnamm B ceTu.

3ape3zepsuposaHHsie VLAN ID

3apesepBupoBaHHble VLAN ID Heobxoamnmbl 415 BHYTPUCUCTEMHbBIX HYKA, W33 U MOTYT ObITb U3MEHEHDI

B 3aBMCMMOCTM OT Ucnonb3yemoro Ha cetu VLAN ID:

e HayanbHbii VLAN ID — HavanbHoe 3HayeHwe unaeHTudukatopa VLAN B 3apesepBMpOBaHHOM
AnanasoHe, NpuHMMaeT 3HadeHus [1-4090];

e KoHeuHbit VLAN ID — HayanbHoe 3HayeHune wugeHTudukatopa VLAN B 3apesepBMpOBaHHOM
OnanasoHe. [JaHHaAa HacTpolKa HepoCcTynHa ANnA  pPefakTMPOBaHMA UM PaccyMTbiBaeTcs
ABTOMATUYECKMU.

[na BCcTynneHus B CUAY HOBOM KOHOUIypauum U 3aHeCceHUA HaCTPOEK B SHEProHe3aBMCUMYI0 MamATb

Ha*XmMunte KHOMKyY ((npumeHumb». ﬂ,ﬂﬂ OTMEHbI UISMEHEHWNI HAXXMUTE KHOMKY «OmmeHa».

2.7

MoHUTOPUHT cUCTEeMbI

[Ons nepexona B peXXMm "MOHUTOPUHT CUCTEMbI" HA NaHenn caeBa Bbibepute NyHKT «IMIOHUTOPUHIY.

Ha HEKOTOPbIX CTPaHUUAX He peasin3oBaHO aBTOMaTU4YeCKue obHOBNEHMe AdHHbIX MOHUTOPUHIa

2 OBHOEWTE

ycTpoiicTBa. AnA NonyyeHUa TeKyliein UHGOPMaL UK C YCTPOIACTBA HAXKMUTE KHOMKY

2.7.1 NopameHIo «AHTEpHET»

B noameHio «MHTepHET» OCYLLeCTBAAETCA MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOMCTBA.

Bbixoa B MIHTepHeET

MOAKNI4EHHE K CETH MposogHoe

MpoTokon gocTyna DHCP

IP-agpec 192.168.63.2
[omeHHoe Wma myhostrg54.ddns.net
Cratyc D-DNS PerucTpayma yenewxa

i OGHOBHMTB

Bbixo0 8 UlHmMepHem

o ModKknueHue K cemu — cnocob noaxknt4yeHnNA K CeTun nepegavdnm AOaHHbIX. HaCTpOﬁKa
noAKNK4YeHNA NPON3BOAUTCA B pa3aene Cetb — UHTepHerT:
— HpoeodHoe — noaknw4vyeHme K CeTn nposaﬁp,epa OoCyLwlecrtBnAaeTca nocpeacrtrsom

coeanHEeHUA MeaHbIM UM ONTUYECKUM naTy-Kopaom ¢ noptom WAN;
—  3G/4G USB-modem — NoAKNtOYeHWEe K CeTU mpoBaigepa ocyllectsnsetca vepes 3G/4G
USB-mogem, noakntoveHHbIn K nopty USB Ha 3agHel naHenu ycTpoicTaa.
e [Ipomokos docmyna — NPOTOKOA, UCNONb3YEMbIV ANS [OCTYNA K CETU MHTEpHET;
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e |P-adpec — IP-agpec ycTpoiACTBA BO BHELLHEN ceTu;
o |P-adpec 8o sHympeHHeli cemu nposalioepa — IP-agpec, KOTOpbIA UCNONb3YETCA BO BHYTPEHHEN
ceTV NpoBaiaepa 418 A0CTyNa K I0KabHbIM CETEBbIM pecypcam npoBanaepa.

Echn  BblBpaH cnocob noAxAoYeHUA «ABTOMATUMUECKUM NepexoauTb Ha pe3epBHbli  KaHany,
oTobpaskaeTca ABa NOAKNOYEHUSA, ANA KOTOPbIX AONOSHUTENbHO BbIBOAATCA CNeaytoline Nons:

° Hanu4ue ceA3u — nokasbiBaeT AOCTYNHOCTb ping-cepBepa yepes3 gaHHOe No4KNK4YEeHUE;
e AKMUBHOCMb — MOKa3blBaeT, YTo MHTep¢EVIC ncnonb3yerTca AnAa nepenayvym nosib3oBaTe/IbCKUX
AaHHbIX.

2.7.2 NopgmeHio «IP-tenedpoHna»

B nogmeHio «IP-tenepoHMs» OCYyWECTBAAETCA MPOCMOTP COCTOAHUA ceTeBoro uHTepdeinca VolP,
MOHMUTOPUHT AOOHEHTCKUX KOMMJIEKTOB W COCTOAHWA PEFUCTPALMKM TPYNN BbI30BA, TECTMPOBAHWUE JIMHUN,
MOHUTOPUHT IMS.

COCToAHWE CeTeBOro MHTepdenca VolP

IP-anpec 192.168.1.56

MOHWUTOPHHT aDOHEHTCKWX KOMINIEKTOR

Jr— NokansHoin PerncTpaups Hcrekaer Apgpec Coctopnme CocToRHWe YoaneHHei CocTosHWme  YoanewHwm  TecT CTaTHCTHEA
HOMED yepes CEpEEpa NMHUM Ebi3cea 1 abonenT 1 ELI3CE]d 2 abonenT 2 TIMHAK FX5

1 001 Crrniosena BriknioqeHa TecT MokasaTs

2 oo2 OTrnoseHa BbikniHEHS TecT MoKazaTs

MOHWTOPKHS rpynn BLIZ0BA

Hma rpynne CocToRHME Homep Tenedoda CNHCOK NAHAA PerncTpauua HcTekaeT yepes Appec cepeepa
Group1 BrhiEnkHeHa OTEMCSEHS
Group2 Brokniqena OTknicseHa
Group? Brokniqena OTknicseHa

MoHUTOPKHT IMS

NuHuA 1 2
Ynpasnexue ¢ IMS BoiknkHeHs  BolknEHeHo
TPEXCTOPOHHAR KOHDEPSHUWS - -
Yaep#aHue Bbisosa - -
(M aHHe BBIS0ER — —
lopAYanfTennan nueua - -
Homep ropR-ei MMHKM - -
TarmayT ropAYeR MUHMK, © - -

WmA yeryrm "Tepenaqa eniscea” - -
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CocmosHue cemeso2o uHmepgetica VolP

e [P-adpec — IP-agpec ceTeBoro nHtepodeiica ycnyru VolP.

MoHumopuHa aboHEHMCKUX KOMNAEKMos

e JluHUA — HOMep abOHEHTCKOro KOMM/IEKTA YCTPOMCTBA;

e JlokanoHblli Homep — Homep TenedpoHa aboHeHTa, 3aKpenseHHbld 32 AaHHbIM abOHEeHTCKMM
nopTom;

e Peazucmpayua — cocToaHMe perucTpaumm tenedoHHOro Homepa rpynnbl Ha NPOKCU-cepBepe:

—  OmkKnyeHa — GyHKUMA pernucTpaumm Ha SIP-cepBepe BbiK/OYeHa B HAaCTPoMKax npoduns
SIP;

— OwubKa — npoueaypa perMctTpaumm 3akoH4YMaacb Heygaden;

—  BbinonHeHa — npoueaypa perncrtpauunm Ha SIP-cepeepe BbINOJIHEHA YCMNELWHO.

e Vcmekaem yepe3 — BpeMa A0 UCTeYEHMS pernctTpaunmn aboHeHTCKoro nopta Ha SIP-cepBepe;

e Adpec cepsepa — aapec cepBepa, Ha KOTOPOM NOCAeAHMI pas NPoLWAa PerncTpaumio aboHeHTCKas
NNHUA;

e CocmosAHue AUHUU — COCTOAHUE GU3BUYECKON AUHUM. JIMHUA MOMKET HaxoAuTbCA B OAHOM M3
CNeayloLmMX COCTOAHNI:

— He akmueHa — TenedpoHHana Tpybka nonoxkeHa (NM60 aBOHEHTCKMI NOPT BbIKIOYEH),
HOpManbHasA paboTa;

— AKmueHa — TenedoHHaa TpybKa NOAHATA; B JMHMIO BblAAETCA CUTHAN OTBETAa CTaHUMW,
nmbo curHan KMB, nnbo curHan owmnbKku, AM6O NMHUA HAaXOAMUTCA B COCTOSIHWUM Pa3roBopa;

— locbinka evi308a — Ha TenedoH MNOAAETCA BbI3bIBHOM CUrHan (npu nocTynaeHuu
BXO4ALLErO 3BOHKA);

— TecmuposaHue — 3anyLLeH NPOLECC TECTUPOBAHNA INHUN.,

e CocmosHue 8bi308a 1, 2 — KaxKablhi aBOHEHTCKUIA NOPT MOXKET O4HOBPEMEHHO NOAAEPKMBATL A0
[BYX CeaHCOB CBfi3W. B JaHHOM none oTobparkaeTca COCTOSHME BbI30BAa C COOTBETCTBYIOLLMM
yZAaNeHHbIM abOHEHTOM. BbI30B MOMKET HAXOAUTLCA B OAHOM U3 CIeAYHOLLMX COCTOAHWUNA:

— Habop Homepa — ocywiecTBaseTca Habop Homepa ¢ TenedpoHHOro annapara;

— 30HAMO — BbI3OB MO KaKMM-IMOO MNPUYMHAM OTOMACA, B JIMHUIO BbISAETCA CUTHan
«3aHATOY;

—  Ucxodawuli 861308 — OCYLLECTBNAETCA BbI30OB YAANEHHOTO abOHEHTa, B JIMHUIO BbIAAETCA
curHan KrMB;

—  Bxooawuli 8bi308 — Ha TenedoHHbIM NOPT MNOCTynaeT BXOAAWMNA BbI3OB, B JIMHUIO
Bbl4AETCA BbI3bIBHOW CUrHaN;

— Pas32080p — yCTaHOBNEHO Pa3roBOPHOE COeANHEHME C yAaNeHHbIM aboHEeHTOM;

—  BcmpeyHslli Ha yoepx#aHuu — yaaneHHbli abOHEeHT NOCTaBNEH HA YAEpPXKaHUE;

—  JlokanbHbll HO yOepH aHUU — NOKANbHbI aBOHEHT NOCTaBAEH YAANEHHbIM Ha yaAepKaHue;

— OwubkKa, nonoxume mpybKy — B JVNHWUIO BblAAETCA CUrHaA OWMOKK. CUrHan ownbku
06bI4HO BbIAAETCA MO MUCTEYEHUWU TalmayTa BblAAYM CUTHANA «3aHATO» (HacTpamsaeTcA
OTAENbHO A/1A KaXKA0M IMHUK), KorAa 3abblan NofoXnUTb TPYORY TenedoHa.

e YOaneHHoil aboHeHm 1, 2 — Homep TenedoHa yaaeHHOro aboHeHTa KaxK40ro ceaHca CBA3W.

e Tecm nAUHUU — MO KHOMKe TecT 3anycKaeTca MPoOLecC TecTUpOBaHWA aboHEHTCKOW auHuu. O
cTaTyce npouecca CBUAETeNbCTByeT obpaTHbid Taimep (B cTonbue «CocToAHME JIMHUK®),
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CMI’HaﬂM3VIpyPOIJJ,VII7I 06 ocraBwemcs BpemeHun TecTta. Henbssa 3anyCctnuTb T€CT OAHOBPEMEHHO Ha
HECKOJZIbKUX NTUHUNAX. I'Ipo,qoanTeanOCTb Tecta — 80 CEKYHA,. Ha BpemAa TecCTa aboHEHTCKMI
KOMMNNEKT 6J'IOKMPYETCFI — coBepwaTtb U NPUHNUMATb 3BOHKN 6y,£I,ET HEBO3MOKHO.

TNokankeHeIi Wetekaetr  Appec CocToAHNe YaaneHHbNi CocToAHHe YAaneHHbI Teer
JNunna Perncrpauns CocToAHNE AHHIN . _ . _

HoMep qepes cepBepa EBI30BA 1 AGOHeHT 1 EBI30BA 2 AGOHeHT 2 AHHUK
1 20000 EcTe oo:oe: 12 192.168.16.250 { TECTHMPOBAHKE (73]

Mo OKOHYaHUK TecTa pe3y/bTaT MOXKHO NOCMOTPETb, HaXKaB Ha KHOMKY
PesynbTaT npeactaBAseTcA B BUAE TabiuLbl U COAEPKUT Caeaylolne AaHHble:

e [laTaTecta
o [locToAHHOE CTOpPOHHee HanpsxeHue Ha nposoge A (TIP)

e [locToAHHOE CTOPOHHee HanpsaxKeHue Ha nposoge B (RING)

¢ [epemeHHOe CTOPOHHEE HanpsaxeHue Ha nposoge A (TIP)

o [lepemeHHOe cTOpOHHee Hanps)eHue Ha nposoae B (RING)

¢ HanpsxeHune NUTaHWA NUHUM

e [onepeyHbili TOK (TOK B IMHUM)

e [poaonbHbili TOK (TOK yTEYKHK)

e ConpoTusneHue mexay nposogamu A (TIP) n B (RING)
e ConpoTusneHue mexxay nposogom A (TIP) u 3emnéit

o ConpoTtusneHue mexay nposogom B (RING) n 3emnéi
e Emkoctb mexay nposogamu A (TIP) n B (RING)

e EmkocTb mexay nposogom A (TIP) n 3emnéii

o EmkocTb mexay nposogom B (RING) 1 3emnéin

.iB cTonbue «Tect AMHUMY.

e TenedoHHbIV annapaT — MHGOpPMaLMA O HaANYMK NoakAtodeHnn TA (TenepoHHOro annapara).

Mpumep pesynbtata Tecta AUHUM 1:

Peaynerar Tecta: JTuHna 1

[ara Tecta

MoCToRHHOE CTOPOHHES HANPAKEHWE HA NpoBoge A (TIP)
MocToRHHOE CTOPOHHES HANPAKeHWE HA nposoge B (RING)
MepemeHRHoe CTOPOHHES HANDRKEHWE Ha NpoEoae A (TIP)
[MNepeMerHoe CTOPOHHES HANPREoKEHWE HA npoeaae B (RING)
Hanpa:KeHne NUTaHWA MAHKK

MNonepe3HbIA ToK

MpogonsHER Tok

Conpotwenexue mexay nposcgamm A (TIP) n B (RING)
ConpomeneHne mesxay nposogom A (TIP) u semnén
ConpotweneHne mesxay nposogom B (RING) u semnén
EmkocTh mexgy nposodamu A (TIP) u B (RING)

EmkocTh mexgy nposggom A (TIP) u semnen

EmkocTh mexgy nposggom B (RING) u semnén

TenedoHHBIA annapar

& YoanuTb ¥ 3JaKpLITE

12:06:19 24.12.2019
-0.225504 B
-0.280382 B
0.044563 B
0.0285345 B
-50.386585 B
0.124063 mA
0.281903 mA
1296.435303 gOm
530.850220 xOm
230.785919 xOm
50 HD

50 HD

50 HD

He nogkro«es
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e CmamucmuKa FXS — oTob6pakaeT KONMYECTBO BXOAALLMX U UCXOAALLMX 3BOHKOB, NOCTYNUBLUMX Ha
nopT, a TaKXKe nocnegHUn HabpaHHbI HOmep.

CTatucTuka FXS: Nuaua 1 %

MocneaHk HatpaHHBIA HoMEep B001
Konu4ecTED EXOTALLMY SEOHKOE

-

KonMHECTED MCXOARLLMK 3B0HKOE

® 33KphIT 3 COpOC CTATHCTAKA

MNog Ta6nmu,ei/'1 MOHMTOpMHI'a abOHEHTCKMX KOMIMIEKTOB HaXo4ATCA KHOMKK AnA I'IpVIHy,EI,MTeﬂbHOﬁ
perncTpautmn nam oTmeHbl permcTtpaummn Bbl6paHHbIX JNINHUNA.

MoHumopuHe 2pynn sl308a

e ViMsa epynnbl — Ha3BaHMe rpynmnbl BbI30OBa;

e CocmosHue — COCTOSIHME TPYMMbl BbI30BA: BKAOYEHA WU BbIK/IOYEHa;

e Homep menegoHa — Homep TenedoHa, 3aKpenNeHHbI 3a rpynnol BbI30Ba;

e CnucoK AuHuUl — CNUCOK INHWIA (NOPTOB), KOTOPbIE BXOAAT B rpynny;

e Peaucmpayua — cocToaHMe perucTpaumm tenedoHHOro Homepa rpynnbl Ha NPOKCU-cepBepe:

—  OmkKnyeHa — GyHKUMA perncrpauymm Ha SIP-cepsepe BbIKAOYEHa B HAaCTPOMKax npogunis
SIP;

— Owubka — npouenypa pervcTpaummn 3aKoHYMNach Heyaavei;

— BbinonHeHa — npoueaypa pernctpaumm Ha SIP-cepeepe BbINOJIHEHA YCMNELIHO;

e Vcmekaem 4yepe3 — BpeMsA A0 UCTeYeHUA perucTpaLunm rpynnol Bbi3osa Ha SIP-cepsepe;

e Adpec cepsepa — appec cepBepa, Ha KOTOPOM MOC/MEAHMIA pa3 NpoLia perucTpaumio rpynna
BbI30Ba.

MoHumopuHe IMS

MoHUTOPMHT IMS noKasbiBaeT COCTOSIHME HEKOTOPbIX YCAyr (aKTMBMpPOBaHa WM He aKTMBMPOBAHA) Ha
KarKaoW abOHEHTCKON IMHUK, NPU YCAOBUK, YTO Ha STOM IMHWUM paspeLleHo yAaNeHHOe ynpaBaeHue ¢ cepsepa
IMS (IP Multimedia Subsystem).

e YnpasneHue c¢ IMS — NOKasblBaeT, BKAOYEHO WAW HET yAaseHHOe YyhpaBieHue ycayramwu
aboHeHTCKoM nnMHUKM ¢ cepeepa IMS (HacTpamBaetcs B npodune SIP, cm. nogmeHio «Mpodunu
SIP»);

o TpéXcmOpPOHHAA KOHepeHUyus — NOKa3bIBAET, NPULLIA UM HET KOMaHAA Ha aKTUBALMIO YCyTU
«TpEXCTOPOHHAA KOHpepeHUusa» ¢ cepsepa IMS;

e YOepycaHue 8613080 — NOKA3bIBAET, NPULLIA UM HET KOMAHAA Ha AKTUBALMIO YCAYrK «YaepaHue
Bbl30Ba» C cepsepa IMS;

o O)KuOaHUe 8613080 — MNOKA3bIBAET, MPULLAA UAM HET KOMaHAA HA aKTUBALMIO ycayrn «OxuaaHue
Bbl30Ba» C cepsepa IMS;
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e [0pA4YaA AUHUA — NOKA3bIBaET, NPULLAA UM HET KOMaHAa Ha aKTUBALMIO yCayrn «lopAaYvasa MHUAY
c cepsepa IMS;

o Homep eopayeli nuHUU — NOKa3blBaeT HOMep TenepoHa Ana ycayrm «fopayas IMHMA» B KOMaHAe
aKTMBaLuK oT cepsepa IMS;

e Talimaym eopsaveli AuHUU, C — NOKa3blBaeT TalimayT Habopa ana ycayrn «lfopsyaa nvHUA» B
KOMaHAe aKkTuBauum ot cepsepa IMS.

e Umsa ycayeu «lepedaya 8bi308a» - NOKa3blBaeT 3a4aHHOE UMSA ycayru «lepesaya BbI30Ba».

' —ycnyra akTMBMPOBAHA;

%X —ycnyra He aKTMBMPOBaHa.

2.7.3 NopmeHio «Ethernet-noptbi»

B noameHto «Ethernet-nopTbi» BbiNONHAETCA NPOCMOTP cocToaHua Ethernet-noptos ycTpoincrea.

CocTogHue Ethernet-noptos

Moprt MogknyeHne CropocTe Pexum MepepaHo MpwuHATO
VWAN Brn 100 MGUT/C Full-duplex 1.4 MBaiT (1 493 435 GaiT) 516.7 MOaiT (541 842 450 GaiT)
LAN Bhikn

£ OBHOBMTE

CocmosHue Ethernet-nopmos

llopm — Ha3BaHWe nopTa:

—  WAN — nopt BHeLWHeM ceTu;
— LAN —nopT NI0KanbHoOM ceTu.

. MoOdKnoyeHue — cocTosiHNe NOAKNKOYEHUA K AaHHOMY MOPTY:

—  BKs. — K NOPTY NOAKAOYEHO CETEBOE YCTPOMCTBO (/IMHK aKTUBEH);
—  BbiKa. — K NOPTY HE NOAK/IIOYEHO CETEBOE YCTPOWCTBO (IMHK HE aKTUBEH).

e CKOpoCcmb — CKOPOCTb MOAK/OYEHUA BHELIHEero CeTesBoro ycrpoictsa K mopty (10/100/1000
M6éut/c);

U Pexcum — peXum nepenayvynm AaHHbIX:

—  Full-duplex — nonHbI aynnekc;
— Half-duplex — nonyaynnekc;

e [lepedaHo — KONIMYECTBO NepeaaHHbIx 6T ¢ NopTa;

MpUHAMO — KONNYECTBO NPUHATLIX 6AUT NOPTOM.

Ons nonyyeHua Tekyuiei nHdopmaumm o coctosHun Ethernet-noptos Haxkmmnte KHoNKy «O6HOBUTLY.
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2.7.4 NopameHto «DHCP»

B noameHto «DHCP» MOXHO NOCMOTPETb CMMCOK NoAKNtOYeHHbIX K LAN-MHTepdelicy ceTeBbIX YCTPOMCTB,
KOTOpbIM 6blIM HasHayeHb! IP-agpeca nokanbHbiM DHCP-cepBepoMm, a TaKKe BpemMsa A0 UCTedyeHun apeHabl |P-
agpeca.

Cnucok DHCP-knneHTOB

MAC-agpec Hma knuexTa IP-agpec Bpema 4o UcTe4YeHUnA apeHakl

®

Z OGHOBUTb

AKmusHble DHCP-apeHObi

e  MAC-adpec — MAC-agpec NoAKNOYEHHOro YCTPOCTBa;
e UmA KaueHma — ceTeBoe UMsA NOAKAKOYEHHOTO YCTPONCTBA;
e IP-adpec — IP-agpec, Ha3HAYEHHbIN KAUEHTY U3 Nyna a4pecos;

e Bpems 0o ucmeyeHus apeHObl — CPOK, YEPE3 KOTOPbIN UCTEKAET apeHaa BblAeNeHHOro aapeca.

Ons nonyvyeHua Tekywen nHpopmaumm o DHCP-KAneHTaxX HaxkMuUTe KHOMKY «OBHOBUTL Y.

2.7.5 MNMopgmeHto «ARP»

B noameHto «ARP» BbinonHseTca npocmoTp ARP-tabnuubl. B ARP-Tabnunue cogep»kutcs nHbopmauma o
cootBeTcTBMM IP- 1 MAC- agpecoB cocegHMX CETEBbIX YCTPOMCTB.

ARP-Tabnuuya

IP-agpec MAC-agpec WMsA knnexTa WHTepdeiic
@&

192.168.18.1 A& FO4B:80:ET:00 WAN

192.1686.18.34 14:CC:20:03:82:06 WAN

¥ OGHOBHTL

ARP-mabnuya
e |P-adpec — IP-agpec ycTpoiicTBa;
e  MAC-adpec — MAC-agpec yCTpOMnCTBa;
e VIMA KnueHMa — ceTeBOe UMA NOAKNHOYEHHOTO YCTPOWCTBA;

e UHmepgelic — unTepdelic, co CTOPOHbI KOTOPOro akTMBHO ycTponctso: WAN, LAN, Bridge.

[nA nonyyeHnn Tekylein MHGOPMaLMU HaxKMUTE KHOMKY « OBHOBUTL Y.
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2.7.6 MNopmeHI0 «YCTPOUCTBO»
B nogmeHto «YCTpoincTBo» NpmBegeHa obwan nHpopmauma ob ycTponcrtse.

TAU-2M.IP m-  admin

WutepHer  IP-tenedodmAa  Ethermet-nopter DHCP  ARP Rjepewi:0 CPU  Conntrack

MapwpyTH3aUMA WcTopuA BiZoB0E  [IMArHoOCTHEA

WHcpopmauwa od ycTpoicTee

Wanenne TAL-ZMIP
® Bepcia M0 (rekywan sepcua NO)
HH Saeoackon MAC-agpec ABF94B.0E-AA1E
o CepuiAHbIi Homep V133015919
CHCTEMHOE BPEMS 12:05:02 24.12.2019
Bpewms pabotsi 0 gn, 16:46:45

UHopmayus 06 ycmpolicmee

e U30enue — HaMMeHOBAHME MOLENN YCTPOMCTBA;

e Bepcus 10 — Bepcua nporpammHoro obecneyeHus ycTpoiCTBa;

e 3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdeica ycTpoicTea, YCTaHOB/IEHHbIA 3aBOA40M-
U3roToBUTENEM;

e CepuliHbIl HOMepP — CEPUNHbIA HOMEP YCTPOICTBA, YCTaHOBNAEHHbI 3aBOA0M-U3rOTOBUTENEM;

e CucmemHoe spems — TEKYLUME BPEMA U [aTa, YCTAHOB/IEHHbIE B CUCTEME;

e Bpemsa pabomel — Bpema paboTbl C MOMEHTA MNOC/NEAHErO BK/AKOYEHUS WAM Nepe3arpysku
yCTpolicTBa.

2.7.7 MNMopgmeHto «CPU»

B nogmeHio «CPU» oTobparkatoTcs AaHHble NO MCMOb30BaHUIO NPoLLeccopa.

Wcnonkzoeanue npougccopa

IRC 0.00%
&
114 System [ 8.49%
o
Steal 0.00%
User | | 8.49%
SoftRQ | 0.94%

10Wvait 0.00%

Idle —— 825%

Mice 0.00%

Ucnonv3osaHue npouyeccopa

¢ |RQ - NpoLEHT NPOLLECCOPHOro BpeMeHU, NoTpavyeHHOro Ha 06paboTKy annapaTHbIX NpepblBaHU;
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e  System — NPOLEHT UCMO/Ib30BaHMNA MPOLLECCOPHOrO BPEMEHM NpoLEeccaMu AAPa;
e User — NpoLEHT UCNO/Ib30BaHMA NPOLLECCOPHOrO BpeMeHW NoJib30BaTeIbCKMMM MPOrpamMmmMamu;

e SoftlRQ — nNpoOUEHT NPOLECCOPHOIO BPEMEHM, MNOTPAYEHHOro Ha 06PabOTKY NPOrpPaMMHbIX
npepbiBaHN;

e /OWait — npoLEeHT NPOLLEeCCOPHOro BpEMEHM, NOTPAYEHHOIO Ha onepaLMm BBOA3;
e Idle — npoueHT He3a4EeMCTBOBAHHbIX MPOLECCOPHbIX PECYPCOB;

e Nice — NpOLEHT MCNo/ab30BaHMA MPOLECCOPHOTO BPEMEHWM MPOrPaMMamMm C WU3MEHEHHbIM
NPUOPUTETOM.

2.7.8 NopgmeHio «Conntrack»

B noameHto «Conntrack» oTo6parkatoTca TeKyLMe akTMBHbIE CeTeBbIe COeAMHEHNS YCTPOMNCTBA.

BbiBOAO akTuBHbIX ceccui NAT

YNCNO AKTHBHBIX COBANHEHNI 11

YNCMO NOKA3AHHBIX CoeAnHeHnd 11

C]

Cnucok coeguHeHuin

MpoTokon Appec ncTo4HMKa Appec HasHa4YeHHA Tanmayt
unknown 192.168.1.1 224001 9 MuH 51 cek
unknown 2222 224001 9 MuH 51 cek
tcp 192.166.27.128:1594 192.168.10.20:80 1 MuH 59 cek
tcp 192.166.27.128:1593 192.168.10.20:80 1 MuH 39 cek
udp 127.0.0.1:40143 127.0.0.1:53 9cex

udp 192.168.10.20:48834 192.168.10.1:53 2 MuH 39 cek
tcp 192.168.27.128:1590 192.168.10.20:80 9cex

tcp 192.166.27.128:1595 192.168.10.20:80 4 H 23 4 59 MWH 59 Cex
tcp 192.166.27.128:1592 192.168.10.20:80 1 MWH 26 cek
udp 127.0.0.1:47601 127.0.0.1:53 9cex

tcp 192.168.27.128:1589 192.168.10.20:80 9cex

tep 192 168 27 128:1501 192 168 10 20°80 9cek

Z OGHOBHTL

Bbiso0d akmusHbix cecculi NAT

o Yucno akmueHbix coeduHeHuli — O6U.l,ee YNCNO aKTUBHbIX CETEBbIX COG,EI,VIHeHMﬁ;

e Yucno noKasaHHbIx coeOuHeHuli — Yncno coeguHEHUN, BbiBeAeHHbIX B Web-uHTepdelic. YTobbl He
CHUXKaTb MNpou3BoaAUTENbHOCTL PaboTbl Web-uHTepdelica, makcMmanbHOE 4YMCO MOKA3AHHbIX
CoeaMHeHWI orpaHmnyeHo 3HadeHnem 1024. OcTasbHble COeAMHEHUSA MOXKHO MOCMOTPETH Yepes
KOMaHAHYIO KOHCONb YCTPOICTBA (KomaHaa cat /proc/net/nf _conntrack).

Criucok coeduHeHul

J I7pom0Kon — MPOTOKO/1, MO KOTOPOMY YCTaHOBJ/IEHO COegUHEHNE;

e Adpec ucmoyHuka — IP-agpec u Homep NopTa MHULMATOPA COEANHEHUSR;
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e Adpec HazHayeHuUs — IP-agpec v Homep NopTa agpecaTta coeaAnHEHNs;

] Taﬁ/vlaym — nepuopg spemeHun A0 YHUUTOXKEHUA COeaUHEHNA.

[ns nonyyeHuna Tekywen MHGOPMaLMM HaXKMnTe KHOMKYy « OBHOBUTbY.

2.7.9 NopgmeHio «MaplpyTusauma»

B nogmeHio «MappyTr3aumsa» oTobparkaeTtca Tabmua mapLpyTM3aLmmn yCTpoicTBa.

Tabnuua mapwpyTusauna

Aapecar Wnto3 Macka ®naru  MeTpuka 0O6palyeHns OGHapyKeHUs WHTepdeic
19216810 0000 25525652550 u 0 4] 0 br0
@®
192.168.10.0 0.000 255.255.255.0 u 0 o] 0 eth1
0.0.00 192.168.10.1 0.0.0.0 usc 0 o] 0 eth1

Z OGHOBUTH

e Adpecam — IP-agpec xocTa UNU NOACETU HAa3HAYEHUA, A0 KOTOPbIX YCTAaHOBAEH MapLWpPyYT;
e L3 —IP-aapec Wto3a, Yepes KOTOPbIN OCYLLECTBAAETCA BbIXOA HA aapecaTa;
e Macka nodcemu — macka nogcetu;

e @nagau — onpeaeneHHble XapaKTEPUCTUKM A[aHHOro mapuwpyta. CyliecTByloT caeayouime
3HauyeHun $naros:

— U - yKasbIBaerT, 4TO MapLIpyT CO34aH U ABNAETCA MPOXOANUMBIM;

— H - yKka3blBaeT Ha MapLpyT K onpeaesieHHOM y3ay;

— G - yKa3sblBaeT, YTO MapLIpPyT MpoJieraeT yepes BHeWwHU wnto3. CeteBoit MHTepdenc
CUCTEMbBI MPEeAOCTaBAAET MAPLIPYTbl B CETM C NPAMbIM NOAKAOYEeHMeM. Bce npoume
MapLpyTbl NPOXOAAT Yyepe3 BHeWHMe wWato3bl. dnarom G 0OTMeYaloTca BCE MApLUpPYThI,
KpOMe MapLUPyTOB B CETU C NPAMbIM NOAKAOYEHUEM;

— R - yKa3blBaeT, YTO MapLIPYT, CKOpee BCero, Hbln co3gaH AMHAMMUYECKMM MPOTOKO/IOM
MapLlpyTmsaumumn, paboTalolWmMm Ha JIOKaAbHOM cucTeme, MNOCPEACTBOM MapameTpa
reinstate;

— D - yKasbiBaeT, 4To MmapuwpyT 6bln gobaBneH B pesynbTaTe MNOJyYeHUs coobuieHun
nepeHanpasneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT 0 mapLupyTe us
coobueHns ICMP Redirect, mapwpyT BKAtoYaeTca B Tabavuy MapLuipyTUsaumm, ytobbl
WCKNOUYNTb NepeHanpas/ieHne 1A NOoCAefyowWwmX MakeToB, NpefHa3HavYeHHbIX TOMY Ke
afapecaty. Takme mapLpyTbl oTMeYeHbl pnarom D;

— M - yKasblBaeT, YTO MapLIPYT NOABEPrCcA U3MEHEHUIO - BEPOATHO, B pe3ysibTaTe paboTsbl
ONHAMMWYECKOrO MPOTOKO/MA MapLUpyTM3aLUKM Ha JIOKAJbHOM CUCTEME U MPUMEHEHMUSA
napameTpa mod;

— A -yKasblBaeT Ha bydepr30BaHHbIA MapLLPYT, KOTOPOMY COOTBETCTBYET 3anucb B Tabauue
ARP.

— C- yKasbIBaeT, YTO UCTOYHUKOM MapLLpyTa ABAseTcs bydep mapLipyTmsaumm sapa;

— L - yKasbIiBaeT, YTo NYHKTOM Ha3HaYeHMA MapLIpyTa ABAAETCA OAMH M3 afpecoB AaHHOro
KoMmnbloTepa. TaKuMe «J/IOKaJibHble MapLpyTbl» CyWecTBYlOT TONbKO B Oydepe
MapLpyTU3aLmm;
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B - yKa3bIBaeT, YTO KOHEYHbIM NYHKTOM MapLIpyTa ABNSAETCA LWMPOKOBeLLaTeNbHbIl aapec.
TakMe  «LWMPOKOBELATe/IbHble  MapLUpyTbi»  CYWECTBYIOT TO/NbKO B  Bydepe
mapLpyTmnsauum;

| - yKa3bIBaeT, YTO MapLIPYT CBA3aH C KoabLeBbim (loopback) nHTepdelicom c Lenbio nHou,
Hexenn obpalleHne K KONbLLEBON CeTU. Takme «BHYTPEHHWE MapLUpPYTbl» CyLLeCTBYOT
TONbKO B Bydepe mapLipyTM3aumum;

! - yKa3blBaeT, YTo AelTarpamMmmbl, HanpasasemMble NoO 3TOMy aapecy, byayT oTBepraTbea
CUCTEMOM;

e Mempuka — onpegenser «CTOMMOCTb» MaplpyTa. MeTpuKa Mcnosib3yetca Aaa COPTUPOBKM
Ay6NMpyoWMX MapLPYTOB, €C/IM TaKOBble NPUCYTCTBYIOT B Tabauue;

e ObpauweHusa —3adUKCMPOBAHHOE YMC/I0 0OpaLLEHNI K MapLLUPYTY C Le/blo CO34aHMA COeANHEeHMA
(He ucnonbayetcs B cucTeme);

e Ob6HapyxeHuUs —4YnUcno o0bHapy»KeHU MapLLPYTa, BbINOJIHEHHbIX MPOTOKoA0M IP;

e UHmMepgelic — umsa ceTeBoro nHTepdelica, Yepes KOTOPbIN NPOSEraeT AaHHbIM MapLIpyT.

Ons nonyyeHua Tekylwen MHGopmaumm HaxkmuTe KHonky « OBHOBUTb Y.

2.7.10 NogmeHo «UAcTopusa BbI3OBOB»

nobaBnsalTCA HOBbIE.

B nogmeHio «Mctopms BbI30OBOB» MOXHO MPOCMOTPETb CMUCOK COBEPLUIEHHbIX TeNePpOHHbIX BbI30BOB, a
TaKXe CBOAHYI0 MHPOPMALMIO MO KaxKAOMY BbI30BY.

B onepaTnBHOM NaMATU YCTPOMUCTBA MOXKHO coxXpaHuTb 40 10 000 3anuceit 0 coBepLUeHHbIX Bbi3oBax. Mpu
Konuyectse 3anucerr bonee 10 000 camble cTapble (BBepxy Tabauubl) yaanaoTcd, U B KoHel, dalina

3anuncb CTaTUCTUKK B XypHane BblI30OBOB HeE BEAETCA NPU HYN1IEBOM pa3mepe UCTOPUMN.

Hacir

# TIMHKA

2 1 007

CTpanuua 1 u3 1

DunbTp (NokasaTh)

TNokaneHeld  YaaneHHeId
HoMep

20 Y zanuced Ha cTpaHuLe

IP-agpec Bpema Bpems
Apec — BP P OnuTeneHocTe CocTosHMe Tun MepepaHo MepegaHo [puHATO [pUHATO
BCTREYHOH MNOCTYNNEHHA Havana

HoOMep pasroeopa BbI30Ba BEbI30OBa NakeToB GanT nakeToe GaWT
CTOPCHBI BklzoBa pasroeopa

- 03:04:14 - - local BXOAAWMA O 0 0 0
01.01.1970

- 03:04:16 - - local BXOAAWMA O 0 0 0
01.01.1970

OnucaHne nonen TabanLbl «KNCTOPUA BbISOBOBY:

e #-nopAAKOBbIM HOMEp 3anucK B Tabanue;

e JluHUA —

Homep abOHEHTCKOro NopTa yCTPOCTBa;

e JloKanbHbIl HOmMep — HOMeP a6OHEHTa, 3aernl’IEHHblﬁ 3a AaHHbIM abOHEHTCKMM NOPTOM;

e YOaneHHbIli HOMep — HOMep yAaNeHHOro aboHeHTa, C KOTOPbIM 6bIN0 YCTaHOBNAEHO TenedpoHHoe
coeavHeHue;
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e IP-adpec scmpeyHoli cmopoHs! — IP-agpec yaaneHHoro aboHeHTa, C KOTOPbIM 6bII0 YCTaHOBAEHO
TenedpoHHOE coeAnHEHNE;

] BPEMFI nocmyrnseHUuA ebi308a — BpeMA U OaTa ﬂOCTyI'IﬂEHMﬂ/COBepLLIeHMﬂ Bbl30Ba;
. Bpemsa Havyana pa3eosopa — BpemaA U aaTa Hayana pasrosopa;
e [lnumenbHOCM®b paseoeopa — oNNTENIbHOCTb PAa3roBopa B CEKyHAAX;

e CocmosAHue 8b13080 — NPOMENKYTOYHOE COCTOAHME NMBO NpMUMHA 3aBepLUeHUA BbI30Ba; ONMUcaHne
CTaHOBUTCA AOCTYMHbIM NPU HaBEAEHMM KYpcopa Ha 3anmcb COCTOAHUSA BbI30Ba;

e Tun 8b6/1308a — TUM BbI30Ba: UCXOAALWLMMN NN BXOAALLNIA;

e [lepedaHo nakemoe — KoNNYecTBO nepeaaHHbix RTP-nakeToB 3a Bpems pasroBopa;
e [lepedaHo 6ailim — KoAn4ecTBo nepefaHHbIX 6alT 3a BpemsaA pa3roBopa;

e [IpuHAMO Nakemos — KONMYECTBO NPUHATLIX RTP-nakeToB 3a Bpems pasroBopa;

e [IpuHAmMo 6alim — KoNNYEeCTBO NPUHATLIX 6aT 3a Bpema pa3rosopa.

B Tabaunue MCTOPMM 3BOHKOB MOXKHO MPOM3BecTH OTOOp 3anmceit No pasanyHbIM NnapameTtpam. Jas sToro
HaXXMUTe CCbINKY «PuabTp (NoKasatb)». PUAbTpaLmMa MOXKET NMPOMU3BOANUTLCA NO HOMEPY abOHEHTCKOWM IMHUM,
NIOKaNbHOMY WAW yaaneHHomy Homepy, IP-agpecy BCTPeYHON CTOPOHbI, BPEMEHW MNOCTYMNNEHMA BbI30Ba,
BPEMEHW Hayana pa3roBopa, COCTOAHMIO BbI30BA M TUMY 3BOHKA. OnuMcaHne napameTpoB GpMAbTPALMUKM YKa3aHO B
onuncaHum nosieit TabanLbl UCTOPUM BbI3OBOB BbILLIE.

Bpems nocmynaeHus evi308a om/0o wnu Bpemsa Ha4yana pas2os8opa om/00 — BPEMEHHble PaMKu
nocTynaeHuns/coBepLieHMs BbI30Ba UM Havaa pa3roBopa B GopmaTe «44:MM:CC A4.MM.ITIT.

[Na CKpbITUA HACTPOMKM MapameTpoB GpUALTPALMM 3anuceir B TabauLe HaXMUTe Ha CCbiARky Puabmp
«CKPbIMb».

[Nna HacTPOMKM MapameTpoB MCTOPUM 3BOHKOB HaXKMUTE Ha CCbIIKY «HacTpouTb mapameTpbl UCTOPUM
BbI30BOB». [oApobHOE onMcaHMe HACTPOMKM MapamMeTpoB npuBeaeHo B pasgene 2.6.3.10 MeHio «MUcTopwma
BbI3OBOBY.

H o "
MpKn HaXKaTUKN Ha KHOMKY npousonaeT nepexos K Tabauue, HaunHan ¢ NepBoit 3anucy.

Mpn HaxKaTMM Ha KHOMKY Npouv3onaeT Nnepexoa, K npeablaywei cTpaHuue ¢ Tabanuein nctopum
BbI30BOB.

> . o o
an HaXaTnn Ha KHOMNKY nponsonaeT nepexoa K cneagyrouen ctpaHmue C TaGfIVILI,eVI ncropumn
BbI3OBOB.

i o o
Mpy HaXXaTUM HA KHOMKY nponsonaeT nepexon K Ta6m4u,e, 3aKaH4YMBaA nocneaHen 3anucblo.

CenekTop «3anuncei Ha CTpaHULLE» NO3BOJIAET HAacTPOUTb KOAMYECTBO BbIBOAMMbIX 3anuceit Tabanupbl Ha
OAHOM CTpaHuLue.

2.7.11 NogmeHIo «AnarHocTnuka»

B NoAMEHIO MOKHO BbINOIHUTL MPOBEPKY AOCTYNHOCTM Y313 B CETU U ONpeaeMTb MapLUpyT Cleg0BaHuMA
JaHHbIX.
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OuardHoctuka
Hazsanwe canta google com
Hazsarwne canta google com

% fraceroute

CeTeBble yTUNUTDI:
e Ping — yTunuTa gNa NPOBEPKM COeANHEHMUI B ceTaX Ha ocHose TCP/IP;

e Traceroute — yTunuTa 414 onpeaeneHns mapLwpyTos cnegoBaHna aaHHbIX B cetax TCP/IP.

2.8 Mpumep HacTPOUKHM

e MMoakntounte MK K ogHomy 13 LAN-nopToB YCTPOMCTBA, NPOBOA, OT CETM NpoBalaepa NogKkaoumnTe
K nopty WAN;

e B agapecHoin cTpoke 6pay3epa BBeaute IP-agpec wato3a (no ymonyaxHmio 192.168.1.1);

e [pu ycnewHoMm NOAKAOYEHMM K YCTPOMCTBY MOABUTCA OKHO C 3arMpocoOM JIOTMHA WM Mapons.
3ano/IHUTE NOAA U HAXMUTE KHOMKY «BoiTn» (Mo ymonyaHuio nornH:admin, naponb:password).

TAU-2M.IP u -

Naruk:

Maponk:

EcAn 3TO OKHO He MOABWANOCH, yﬁe,ﬂ,MTer, 4yToO B HaCTPOVIKaX ceTeBOro nogkatoyeHune Ha sawem [1K
YyCTaHOB/EHO aBTOMaTU4ecKoe noayyeHue IP-agpeca.

e B nautke «WHTepHeT» HacTpamBaeTcs BHelWwHee coeanHeHune. Ecan TAU-2M.IP  6ygpet
MCMNO/Ib30BaTbCA B Ka4ecTBe MaplUpyTU3aTopa — B NAUTKe «MHTepHeT» BblbepuTe 3HaYeHne nons
«Pexnm paboTbl» - mapwpyTtusaTop. B none «MpoTokon» BbibepuTe NPOTOKOJ, UCMO/b3yeMblit
BaLUMM MOCTABLLMKOM ycnyr UHTEPHET, U BBeAWUTE HEOHXOANMMbIE AaHHbIE COMTACHO MHCTPYKLMUAM
nposaiiaepa. Ecam gna nogkntoveHMA K ceTm NpoBangepa UCNONb3YHOTCA CTAaTUYECKME HAaCTPOMKMY,
To B nose «[1pOTOKON» HY*KHO BblbpaTb 3HauYeHMe «Static», 3aN0NHUTL Nonsa «BHewHM IP-aapec
ycTponctea», «Macka noacetm», «LlUno3 no ymonyaHuio», «lMNepBuuHblin DNS» 1 «BTOpPUYHbIN
DNS» - 3Ha4YeHWA NapameTpoB NPeaOCTaABAATCA NPoBangepoM. A COXPaHEHUA U NPUMEHEHMA

v
HAaCTPOEK HAXMUTE KHOMKY .
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WHTepHeT noagpoGHee
Pexum paGotel | MapwpyTusatop v
MpoTokon | PPPOE v

MmA none3oeatena | login
Mapong | ====-
Service-Name | internet

BTtopoi pocTyn | DHCP v

Ona ykasaHuAa OOMNOJIHUTE/IbHLIX MapPaMeTPoB MNepenanTe B PEKUM pPaclUMPEHHbIX HacTPOeK, HarKkas
CCbINKY «noapobHee» (cmoTpuTe pasaen 2.6.2.1 MoameHo «MHTepHET»).

e Ecam B cetn Bawero MHTepHeT-nNpoBanaepa nucnonbayerca npmeaska K MAC-agpecy, HaxKmuTe
KHOMKY «noapobHee» B NAnTKe «MHTEpPHET» 1 OTKponTe nogmeHto «Hactpolika MAC-agpecos». B
pasgene «Hactpoiika MAC-agpeca WAN» yctaHoBuTe dnar «Mepeonpeaenmts MAC» 1 BBeauTe B
none «MAC» MAC-agpec yCTPOMCTBa, KOTOPbIA paHee Obin nogkaoyeH K cetn MHTepHet. Ecam
6611 nogkntodeH MK, ¢ KOTOPOro NPOM3BOAUTCA B AaHHbIA MOMEHT HACTPOMKa YCTPOMCTBA, TO
[0CTAaTOYHO Ha*KaTb Ha KHOMKY «Ks10HUposame», YTobbl Ha3HauMTb w3y MAC-agpec Bawero MK.
[nAa coxpaHeHWA U NPUMEHEHUA HAaCTPOEK HAXKMUTE KHOMKY «[TpUMEHUTBY.

m IP-renechonma  IP-TeneenpaeHne Cucrtema

WHTepreT [EGEMGLITRVNCELL I DHCP-cepsep  flokansHelil DNS  NAT W npoBpoc nopToe  CeTesoil 3kpaH  MapwpyTwzauma  OuHaMmuueckuid DNS  SNMP

HacTtpoiika MAC-agpeca WAN

Mepeonpegennts MAC &

&

POPMAT: XX HOCXN MK IE XX

+ [IPUMEHNTE x OTMeHa

Ecnn TAU-2M.IP 6ypet ncnosb3oBaTbCA B KayecTBe 2-NOPTOBOrO0 KOMMYTATOpPa, TO B NANTKe «MHTepHeT»
BblOepuTe 3HayYeHWe nonsa «Pexum paboTbi» - MOCT. B none «IP-agpec» yKaxkute agpec, KoTopbli byaet
Ha3HayeH YCTPOWMCTBY AaA AOCTyna K Hemy. BBeante macky nogcetu (no ymondaHuio 255.255.255.0). Ona

v
COXpaHeHUA U NpUMEHEHNA HAaCTPOEK Ha*XMUTe KHOMKY .

MHTepHeT noapoGHee
Pesum padoTel | MocT v
MpoTokon | Static A

IP-agpec | 192.166.1.1
Macka nogcetn | 25652552550
Lnto3 no ymondaduie | 192.168.10.1
MepBuyHeIl DNS | 192 168 10 1

BTOPHYHEIR DNS
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B perkmme mocma wnto3 He byaeTt aBTomaTUYeckm BblgasaTthb IP-agpeca no npotokony DHCP ycTpoliictBam,
NOAKNOYEHHbIM K MHTepdelicy LAN.

e B nautke «IP-TenedoHMA» BbINONHAETCA BbICTPan HAacTPOIKa aBOHEHTCKMX IMHUIM Ana paboTbl No
npotokony SIP. s aToro Bbibepute BKNAAKY «/IMHMAY C HOMEPOM INHUK, KOTOPYIO Heobxoanumo
HacTpouTb. OTMeTbTe NYHKT «BKAOUKTLY, BBEAUTE HOMEP TesedoHa, KOTOpPbIM ByaeT Ha AaHHOW
JIMHUK, NIOTUH M Napoab ANa aBTopu3aumu Ha SIP-cepBepe. [NA COXpaHEHUA M MPUMEHEHMUS

HaCTpoOeK HaXXMUte KHOMKY .

IP-TenedoHunsa nogpoGHee
NMuHMAa 1 NMuHua 2 SIP

BrniounTe ¥

Homep | 333
AyteHTMchbnKauma

ViMA none3oeatena | 20007

Mapone | ssss

Takunm ke 06pa3om HacTpanmBaeTcsa aboHEHTCKan IMHUA B APYroi BKAaaKe «JIMHUA».

o Bbibepute Bknagky «SIP» B nantke «IP-tenedoHua» ana HacTpolikm napameTpos SIP. Ykaxute |P-
agpec unnm pgomeHHoe uma SIP-cepBepa M cepBepa perucTpaumm (npu HeobxoAMMOCTM) B
COOTBETCTBYHOLWMX NOAAX. ECnn Ha cepBepax MCNOAbL3YIOTCA HOMepa NOPTOB, OT/IMYHbIe oT 5060,
TO Yepes ABOETOYME YKaXKMTE anbTepHaTUBHbIE NOPTbl. YKaxKute SIP fomeH npu HeobxoanmmocTu.
YcraHoBuTe ¢nar «Perucrtpauma», ecanm pgns pabotbl TenedoHUM Heobxoamma permcTpaums
aboHeHTOB Ha SIP-cepBepe (06bI4HO, perncTpaums Heobxoamma). Ansa coXpaHeHMA U NPUMEHEHUA

v
HaCTpPOEK HaXXMUTE KHOMKY .

IP-tenecoHusn nogpoGHee
NMuana 1 Nuewa 2 SIP

SIP-npokcu cepsep
PerMcTpauns
Cepeep permcTpauim

SIP nomeH

3 -

[NnA yKasaHWAa [OMONHUTENbHbIX NAapamMeTpoB MNEpPeranTe B PEMMM PaCLUIMPEHHbIX HACTPOEK, HakaB
CCbINKY «noapobHee» (cmoTpuTe pasaen 2.6.3 MeHro «IP-menegoHun»).
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e Ecnu npepnonaraetca ucnonb3osaHue IP-tenesngeHna — B Nantke «IP-tenesngeHne» oTmeTbTe
NYHKT «BKkatountb IPTV». [OnA BKAOYEHMA BO3MOXKHOCTM nepegadun IPTV-notokos no HTTP
OoTMeTbTe MYHKT «BKAtounTe HTTP-npokcn». B none «Mopt HTTP» yKaxKute nopT, KOoTopbin byaeT
MCNONb30BaTbCA A1A MNOAKAOYMEHUA BHEWHUX YCTPOWUCTB K JIoKanbHomy HTTP-npokcu. [Ons

v
COXpaHeHNA N NPUMEHEHUNA HACTPOEK HAXMUTE KHOMKY .

IP-reneBuaeHne noapoGHee

BrMounTE IPTY ¥

BrntounTe HTTP- &
MpOKCK

MopT HTTP | 1234

= -

Ecnm gna ycnyrm IPTV ucnonb3yetca otaenbHbli VLAN, nepenguTte B peXUM paclUMPEHHbIX HACTPOEK,
Ha’KaB CCbINIKY «noapobHee», n ykaxkute ID VLAN B COOTBETCTBYIOLLEM MOJIE.
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3 UCNOJ/Ib3OBAHUE AONONHUTENIbHBIX YCNVYT

3.1 MNMepepaya BbI3OBaA

Ycnyra «lMepepaya BbI30Ba» MOMKET BbINONHATLCA JIOKANbHO CpeacTBamu LWo3a Mbo cpeacTBamm
B3aMMOZeNcTByloWero ycTpoictea. EcaM  ycayra  ocyliectsaseTcd  cpeacTBaMy  B3aMMOALENCTBYIOLLETO
YCTPOMCTBA, TO AOCTYN K ycayre «Mepeaaya Bbi30Ba» YCTaHABAMBAETCA Yepe3 MEHI0 HacTpoek aboHEeHTCKOro
nopta «IP-menegorusa» -> «Hacmpolika auHuli» nytem Bblbopa 3HauyeHua «Transmit flash» B none «Pexcum
ucnonesosaHusa flash». B 3ToM cnydae J/IOTMKY BbIMOJHEHUA YCAYrM onpeaenseT B3aumoaencTeyloliee
YCTPOWCTBO.

Mpy BbINOMHEeHUWU ycayrn «flepedavya ebi308a» NOKaJbHO CpPeacTBaMM  LWKO3a A0CTYN K Hew
YyCTaHaB/NMBAETCA Yepe3 MeHI0 HacTpoek aboHeHTCKoro noprta «/P-menegoHusa» -> «Hacmpolika AuHUlG» nytem
Bblbopa 3HaueHua «Attended calltransfer», «Unattended calltransfer» nu6o «Local calltransfer» B none «Pexcum
ucnons3oeaHus flash».

Ycnyra «Attended calltransfer» nossonser BpemMeHHO pPa3opBaTb COEAMHEHME C aboHEeHTOM,
Haxo4AWMMCa Ha cBA3KN (aboHeHT A), yCTaHOBUTb coeaMHEHUE C APYyrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NpexHemy coegmHeHuto 6e3 Habopa Homepa NMbo nepenaTh BbI30B C OTKAOYeHeM aboHeHTa B.

Ucnonb3soBaHue ycnyru «Attended calltransfer»:

Haxopgscb B COCTOAHUKM pa3roBopa ¢ aboOHEHTOM A, YCTaHOBUTb €ro Ha yAepKaHue ¢ NOMOLLbIO KOPOTKOro
oT60s flash (R), AoXaaTbca cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. NMocne oTBeTa aboHeHTa C
BO3MOMHO BbIMO/IHEHWNE C/leAYOLNX Onepaunii:

[ RO — oTkntouyeHune a6OHeHTa, HaxogAaulerocA Ha yaepxXaHun, coeaunHeHwue C a6OHeHTOM,
HaXoAMBLUMMCA Ha CBA3U;

e R 1-oTKAo4YeHne aboHeHTa, HaX0AALLEroca Ha CBA3W, coeamHeHne C abOHEHTOM, HaxoAMBLIMMCA
Ha yaepsKaHuu;

¢ R 2-nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3 -KoHpepeHUUs;
e R4 -nepenaya Bbi30Ba, yCTaHaB/IMBAETCA Pa3roBOpPHOE coeanHeHMe mexKay aboHeHTamn A u C;

e R oT60li — Nepeaava BbI30Ba, YCTaHAB/IMBAETCA PAa3roBOPHOE coeAMHEHME mexay aboHeHTamu A
ncC.

Huke Ha pucyHKe npeacTaBaeH anaroputm pabotsl yeayrun «Attended calltransfer»:
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AbBoHeHT B knager

Tpy6ry (nepesava
BbI308a)

ABoHeHT B pazpsigaer

coeguHeHue C
aboneHTom A

ABoHeHT A — Ab6oHeHT C
INVITE 2
2 100 Trying ABOHEHT A
3 ycTaHaBansaer
¢ 130 Ringing coeaMHENME C
4 200 OK abonentom B
ACK =
-
INVITE sendonly
ABOHEeHT B crasurt
L » aboHeHTa A Ha
200 OK receiveonly yaepwaHue (Hamumaer
F
= ACK lash)
INVITE )
L 100 Trying
180 Ringing
200 OK
ACK i

(

Ha panHom 3rane aboHent B momer: nepexmosarses memay aboHenramun A u C,
ucnonbaya komBuHawmo R (Flash) 2; or6ure oasoro u3 aboHeHTos, ncnonssys

womBuHaumio R 0, nubo R 1; coeaw 6 AuncC TPYEKy.
INVITE sendonly >
» 100 Trying
» 200 OK receiveonly
ACK >
REFER (replaces)
202 Accepted o
NOTIFY Activated >
200 0K
INVITE (replaces) Hl
100 'ITMnE y
180 Rlbnging
ZOO'OK
ACK

A6onenT C paspbiBaet
coeavHenue ¢ aboxexTom B

NOTIFY Terminated

v

BYE

200 OK

200 OK

A 4

A

BYE

200 OK

h 4

ABoHeHT B
ycTaHagnusaet
COBAMHEHNE C
aboxentom C

ABoHeHT B crasut
aborenTa C Ha
yaepanune

ABoHeHT A
yCTaHasnMeaer
COEAMHEHME C
aboHenTom C
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Ycnyra «Unattended calltransfer» nossonaetr nocTaBuTb Ha yaep)kaHue aboHeHTa, Haxogsuweroca Ha
cBaA3n (aboHeHT A), ¢ nmomouwblo KopoTkoro otbosa flash u ocywectBuTb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepeaaya BbI30BA OCYLLECTBAAETCA aBTOMATUYECKM NO OKOHYaHUIO Habopa Homepa aboHeHToMm B.

Huke Ha pucyHKe npeacTaBaeH aaroputm pabotsl yeayru «Unattended calltransfer»:

INVITE " ,\
100 Trying \  ABoHeHT A
o ycraHasnueaer
180 Ringing coeauHeHue ¢
200 OK abonerTtom B
ACK £ /
INVITE sendonly
. ABoHeHT B crasur
100 Trying P aboHeHTa A Ha
200 OK receiveonly yAepkanue (Haxumaer
> Flash)
ACK
ABoHeHT B Habupaer /
Homep aboHeHTa C u ,’/ REFER (replaces)
Knaper Tpy6ry
(MNepenaya sbiaosa) \ 202 Accepted >
NOTIFY Activated =
200 OK
A6oHeHT B paspbisaer ( BYE
coeguHeHme c | 200 OK -
aboweHtom A lNVVITE
] %
| 100 Trying \ ABoHeHT A
i L yCTaHaBnMBaer
'€ 180 RI'"S‘"S coeauHeHue ¢
L 200 OK aboHerTom C
ACK » |/
NOTIFY Terminated
200 OK l

Ycnyra «Local calltransfer» no3sonser caenatb Nepesady Bbi30Ba BHYTPU LWt03a 6€3 0OTNPaBKM BHELHErO
coobueHns REFER B Tom cnyyae, ecnn aboHeHT C aBaAeTca NoKanbHbiM aboHeHTom TAU-2M.IP, v BbI30OB ero
6bln1 NpousBeaeH Hanpsmylo B 06xo4 NpoKcu-cepsepa. Ecam ke aboHeHT C ABnseTca BHEWHUM abOHEHTOM
Mb0o NoKanbHbIM, HO OH Bbla BbI3BAH Yepes NpoKcu-cepsep, ycayra «Local calltransfer» paboTaeT TaK ke, Kak
Attended calltransfer», To ecTb nepegaya Bbi30Ba OCYLLECTBAAETCA MOCPEACTBOM OTNPaBKM aboHeHTy B
coobueHuns REFER.

3.2 YBeaomneHue o NOCTynieHnn HoBoro Bbi3osa — Call Waiting

Ycnyra nossonser a6OHeHTy, Npn 3aHATOCTN ero Te/'le¢OHHbIM pPa3rosopom, C nomoulbto onpeaneneHHoro
CUTHa1a NONYy4YUTb onoselleHNUe 0 HOBOM BXoaALLeEM Bbl3OBe.
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Monb3oBaTenb, MNpPU MOAYYEHUU OMOBELEHUA O HOBOM BbI30BE, MOXKET MPUHATb WAU OTKIOHUTb
OXMAatoLLMIA BbI3OB.

[ocTyn K ycnyre ycTaHaB/AMBaEeTCA Yepes MeHI0 HaCTPOeK aboOHEHTCKON NMHUKM nyTem BblbOpa 3HAYeHUs
«Attended calltransfer», «Unattended calltransfer» nubo «Local calltransfer» B none «Pexum ucrnonb308aHUA
flash» v yctaHoBKM dnara «OxcudaHuUe 8bI13080».

Mcnonb3oBaHUe ycnyru:

B cocTtofaHMM pasroBopa M MOAYYEHUM WHAMKAUMM O MOCTYMJIEHWM HOBOFO BbI30BA BO3MOMKHO
BbIMOJIHEHUE CIeAYIOLLNX OnepaLnii:

e R 0—o0TKas oT HOBOrO BbI30BQ;
e R 1-—npuHATb OKMAAOLINIA BbI3OB;
e R 2-nepekntoyeHne Ha HOBbI BbI30B (CMeHa aboHeHTa);

e R —KopoTkuii oTboi (flash).

3.3 TpexcTopoHHAA KOHpepeHUUA

TpexcTopoHHAA KoHbepeHuusa — ycayra, obecneynsalow,as BO3MOXHOCTb OAHOBPEMEHHOIO YCTaHOB/IEHMSA
TenedOHHOro CoeauHeHMA MexXay Tpems aboHeHTamu. MNepexon B peMm KOoHbepeHUMM OCyLecTBAAETCS MO
Ha*kaTuio Knasuuw R 3 (onucaHo B pa3gene 3.1 Mepeaaya Bbi30Ba).

ABOHEHT, cobpaBLUNt KOHbEPEHUMIO, ABAAETCA €6 MHULMATOPOM, ApYyrue ABa abOHEHTa — ee yYacTHUKaMM.

BO3MOXXHO ABa pexuma paboTbl TPEXCTOPOHHEN KOHbEepeHUMU: NOKa/bHbIM U yAaNeHHbI. B nepsom
pemme KoHdepeHums cobupaeTca JIOKanbHO abOHEHTOM-MHUUMATOPOM, BO BTOPOM — KOHdepeHuua
YCTaHaB/IMBAETCA C NOMOLLbIO YAANEHHOTO CEPBEPa, TaK HAa3bIBaEMOro cepsepa KoHdepeHLun.

3.3.1 JlokanbHaa KoHpepeHuUn

B pexunme KoHpepeHUMU HaxkatTme KopoTkoro otboa flash mHuumatopom wurHopupyetca. CooblueHua
NPOTOKO/MA CUTHaAU3aLMWU, NPUHATbIE OT YYaCTHUKOB W MNepeBogAwMe CTOPOHY MHULMATOPA B PEXUM
yOepKaHua, NpUBOAAT K BbIBOZY 3TOrO YY4aCTHUKA U3 KOHPepeHUUn, Npyu 3TOM MHULMATOP U BTOPOMN YYACTHUK
nepeKtoYaTea B COCTOSHME 0BbIYHOTO ABYCTOPOHHErO Pa3roBopa.

KoHdepeHuus paspyliaeTca, ecin ee NOKMAAET UHUUMATOP, 0OOMM y4acTHUKAM Npu 3Tom byaeT nepegaHo
coobuieHne otb60os. Ecnv KoHpepeHUMo NokMaaeT 1tob6oMN U3 yYacTHUKOB, TO €€ MHULMATOP M BTOPOI YYaCTHUK
nepekntoyaTca B COCTOAHME O0ObIMHOTO ABYCTOPOHHEero pasroBopa. Kopotkuit otboi flash npu stom
obpabaTtbiBaeTcs Kak onucaHo B pasgenax 3.1 Mepenaya Bbi3oBa M 3.2 YBegoM/eHME O NOCTYN/IEHUN HOBOTO
BbI3oBa — Call Waiting.

Ha pucyHKe HUKe NpeacTaB/ieH aaroputTm BbiNOHEHMA ycayrn «3-way conference» foKkanbHO aboHeHTom B
no npotokony SIP.
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_ UHULIMATOP YYACTHUK 2

INVITE ;
100 Trying 3 “-\ UHuumatop
- = | yctaHaBnusaet
180 Ringing > | coeauHeHMe ¢
200 OK J | yuacTHukom 1
ACK
o ceanc
INVITE sendonly ;
100 Trying \ MHuumatop cTasut
i > yyacTHMKa 1 Ha
200 OK receiveonly > | yaepwanve (Haxumaer
ACK / Flash)
INVITE \
< M0 Wrytng ‘:‘\ WHuumatop
g 180 Ringing i ycTaHasausaet
b 200 OK | coefvHeHue ¢
< / y4acTHUKOM 2
ACK
UHuymatop Haxumaer flash 3 - : INVITE (sendrecv)
cobupaeT KoHdpepeHUuIo.
YdyacTHuK 1 npustom | 200 OK (sendrecv) >
CHUMAETCA C yAepKaHUA. “"x 200 OK
BYE
< \ YYacTHUK 2 nokmnaaer
200 OK ‘;’ KOHEepeHLMIo
' Y MIHALWATOPOM M
MHuumatop paspbisaer
coeauHeHue 200 Ok >

3.3.2 YpaneHHasa KOHdepeHUuua

YpaneHHas KoHdepeHUMa paboTaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anroputma
COCTOUT B TOM, YTO No Haxatuio flash+3 aboHeHT-MHMUMATOP yCTaHABAMBAET COeAMHEHWE C CEepBEPOM
KOHbepeHLMM (Ha3biBaeMbIM TaKKe GOKYCOM), Nocae Yero NpocuT GoKyc YyCTaHOBUTbL COEANHEHME C ABYMSA
APYTMMM YYaCTHUKAMM KOHpepeHUMK. HUKe Ha pUCYHKe AeTasibHO M306parkeH anropmuTm paboTbl.
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ABoHeHT A (MHMumMaTop) /
oTnpaBnAeT Ha cepBep .‘:
3anpoc Ha yCcTaHOBNEHWE |
KoHdepeHUuMUn "
(HaumaeT 3) |

WHWumaTop npocut |
cepBep yCTaHOBUTL |
i

coeguHeHMe ¢
aBoHeHTom C |

INVITE N
o o | ABoHeHT A
180 Ringing | ycTaHaBnuBaeT
200 OK | coenuHeHune ¢
| ABoneHTOM B
ACK N
RTP ABOHEHT A
INVITE, sendonly N | CTaBuT Ha
200 OK | yaepaHue
/ (Haumaer
ACK |/ Flash)
»| 8
INVITE aboHeHTa R
180 Ringing
B 200 OK
ACK

INVITE, sendonly

v

200 OK

) 4

A

ACK

v

INVITE, sip:Conf-App >
P 180 Ringing
200 OK Contact:Conf-ID;isfocus
) ACK >
-«
REFER sip:Conf-ID Refer-To:C >
202 Accepted
NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
p 200 OK
ACK >
A
< NOTIFY (OK)
200 OK
< SUBSCRIBE sip:Conf-ID
200 OK >
ACK >
< 200 OK
< NOTIFY (OK)
200 OK >

' ABOHeHT A
| ycTaHaBnusaet

| coeauHeHue ¢

| ABoweHTom C

ABoOHEHT A cTaBut

| Ha yaepwaHue

| (Haxumaert Flash)

/ abowHeHTa C

" Cepsep
| yctaHaBnmBaeT
\

| coeguHenme ¢

| aboHeHTOM C
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- Bye
200 OK >
/ REFER sip:Conf-ID Refer-To:B
WHuuuatop npocut 202 Accepted F2
cepBep yCTaHOBUTb | [«
coeguHeHmec | | g NOTIFY (Trying) F3
aboHeHTOM B -\.\ 2000K F4 .
\ >
INVITE Contact:Conf-ID;isfocus F5]
» ' Cepsep
180 Ringing F6 “". ycTaHaBAnBaeT
|
coeiMHeHue ¢
200 0K F7 | aboxenTom B
ACK F8 -~ .«"!
s
P NOTIFY (OK)
200 OK » SUBSCRIBE sip:Conf-ID
200 OK _
NOTIFY .
200 OK
P NOTIFY (OK)
200 OK .
Bye
200 OK

v
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4 ANNOPUTMbI YCTAHOBJ/IEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3osa no nporokony SIP

MpoTokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBNEHUA ceaHca obecneynBaeT BbIMOJIHEHME
6a30BbIX 33434 yNpPaBAeHUA BbI3OBOM, TaKMUX KaK OTKPbITUE U 3aBEPLUEHNE CeaHca.

MpoTokon SIP onpeaenaeT 3 OCHOBHbIX CLLEeHAPWUA YCTaHOBAEHUA COeAUHEHMUA: MeX4yY NOoNb30BaTeIAMM, C
y4yacTMemM MpOKcU-cepBepa, C y4vyacTuem cepBepa nepeagpecaumn. OCHOBHble anropuTMbl YCTAaHOBAEHUA
coeamHeHnA onucaHbl B AokymeHTe IETF RFC 3665. B paHHOm pasgene npusedeH nNpumep CueHapua
YCTAHOBNEHUA COeANHEHUA NO NPOTOKoAy SIP mexay ABYMA LWI03aMK, KOTOPbIM 3apaHee M3BecTHbI IP-agpeca

Apyr Apyra.

ABOHEHT A ABoHeHT B

o

INVITE 1
100 Trying 2
180 Ringing 3
200 OK a

ACK
5

BYE
6

200 OK

7

OnucaHue anropuTma:

1. A60HeHT «A» BbI3blBaeT aboHeHTa «B».

2. LWnto3 aboHeHTa «B» npuHAN KOmaHay Ha 06paboTKy.
3. AGOHeHT «B» cBob60AEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «ocblNKa BbI30BaAY,
a aboHeHTy «A» «KOHTPO/Ib NOCbLIIKK BbI30BAY.
4. A60HeHT «B» oTBeYaeT Ha BbI30B.
5. LUnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBNEHME CECCUN.
6. OT6011 aboHeHTa «A», aboHeHTy «B» BblAaeTCs aKyCTUUECKNIA CUTHAN «3aHATOY.
7. LWUnto3 aboHeHTa «B» noaTBEp:KAAET NPUHATYIO KOMaHAy oT6os.
4.2 Anroputm Bbi3oBa ¢ yyactmem SIP npoKcu-cepsepa

B OgaHHOM pasgene ONUCbIBAeTCA CLEHApPUI YCTAHOBAEHUA COEAMHEHUA MeXAy ABYMSA LWA3amMu C
yyactmem SIP npoKkcu-cepsepa. B aTom c/yyae Bbi3biBaloWMi W03 (abOHEHT A) AoNXeEH 3HATb NOCTOAHHbIN
agpec aboHeHTa u IP-agpec npokcu-cepsepa. SIP npokcu-cepsep obpabaTbiBaeT COOOLLEHUA, MONYYEHHbIE OT
«aboHeHTa A», BbINOMHAET MOUCK «aboHeHTa B», npurnawaer K ceaHcy CBSA3WM W BbINOAHAET (YHKLMUK
MapLpyT13aTopa Mexay ABYMSA LWI03aMM.

AboHeHmcKul w3 TAU-2M.IP 123


http://tools.ietf.org/html/rfc3665

O ELTEX

ABOHEHT A SIP proxy

SERVER

O

& _ N

" Register

AGOHeHT A 3anpawwusaeT Register

aBTOpPU3ALMIO : i 401 Unauthorized \ AborenT B 3anpawnsaer
! 401 Unauthorized / aBTopu3auuto
Register oz
ABoHeHT A peructpupyetcs ¢ ; Register
asTopusaumelt { 5 200 OK q ABoHeHT B peructpupyercs ¢
200 OK 2| / aBTOpM3aumen
INVITE
SIP-cepsep Tpebyet y o 407 Proxy authentication required
ayTeHTUGMKaLMIO ACK
BbizoB C ( INVITE
ayTeHTUUKaumeit N s 100 Trying
INVITE el
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK

200 OK

Onuncanue a/IfoOpUTMa:

Pernctpauuna Ha SIP-cepsepe.

ABOHEeHT «A» 1 aboHeHT «B» peructpupytoTcs Ha SIP-cepsepe.
SIP-cepsep 3anpalumBaeT aBTopM3aLUIO.
ABOHEeHT «A» 1 aboHeHT «B» peructpupyroTca Ha SIP-cepBepe ¢ aBTopuM3aumen.
Otset SIP-cepBepa 06 ycnelwHon perncTpaumu.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
3anpoc ayTeHTUdMKaumm ot SIP-cepsepa.
LLinto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpOC aBTOPM3aLLUN.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NPUHAN KOMaHAY Ha 06paboTKy.
. SIP-cepBep TpaHcAMPYET 3anpoc Bbi30Ba abOHEHTOM «A» aboHeHTa «B».
. lLnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.
. ABoHeHT «B» cBobOfEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» Bblaaetca «llocblaka
BbI30Ba», @ aBOHEHTY «A» — «KOHTPOb NOCBINKK BbI30Ba».
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wnio3 aboHeHTa «A» NoATBEP:KAAET YCTaHOB/IEHUE CEeCCUM.
15. OT60i1 aboHeHTKa «A», aboHeHTy «B» BblaaeTcA akyCTUYECKUIM CUrHaN «3aHATO».
16. L3 aboHeHTa «B» noaTBeprKAaeT NPUHATYIO KOMaHAay oTbos.

LN WNPRE

[ =Y
N R O

4.3 AnropuTtm Bbi30Ba C y4yacTuem cepsepa nepeagpecauuu

B gaHHOM pasgene OMNUCbIBAeTCA CLEHApW YCTAaHOB/IEHWA COeOMHEHUs MeXAy ABYMA LWJ3aMu C
yyacTMem cepBepa nepeagpecaunn. B sTtom ciyyae Bbi3biBalOWM W3 (aboHeHT A) camoCToATeNbHO
yCTaHaB/MBaET COeANHEHWNE, a CepBep Nepeagpecalymm Wb peannsyeTt npeobpasoBaHMe NOCTOAHHOMO agpeca
Bbi3blBaemMoro aboHeHTa B €ro TeKylumli aapec. Aapec cepsepa nepeagpecaumy aboHEHT nosyyaeT oT
aAMUHUCTPATOPA CeTH.

124 Ab6oHeHmckul wino3 TAU-2M. 1P



S» ELTEX

AboHeHT A

nepeagpecauuu

O

<

1 INVITE

2 |« 100 Trying

3 | 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A4 A

OnucaHue anroputma:

No vk

8.
9.

AbBOHeHT «A» BbI3blBaeT aboHeHTa «B». Bbl30B HampaB/feTcs Ha cepBep nepeajpecauuu c
nHdopmaumeint ob agpece Bbi3biBaeMoro aboHeHTa.

CepBep nepeagpecaummn NpUHAN KOMaHAy Ha 06paboTKy.

CepBep nepeagpecauuun 3anpocua MHOPMaLMIo O TeKylleM aapece aboHeHTa «B» y cepsepa
MecTonosoxKeHus. MoaydyeHHana nHpopmauma (TeKyLWMn agpec Bbi3bIBAEMOrO No/b30BaTeNs UK
CMUCOK 3aperucTPMpPOBaHHbIX afpPecoB Bbi3bIBAEMOTO M0J1b30BaTeNA) NepesaeTcs B CO0bLeHnn
«302 moved temporarily» aboHeHTy «A».

LLnto3 aboHeHTa «A» NoATBEPrKAAET NPMeM OTBETa OT cepBepa nepeagpecaumm.

ABOHEHT «A» HanNPAMYIO Bbi3biBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.

ABOHeHT «B» cBoboaeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» BblgaeTtca «[ocblKa Bbi30Ba»,
a aboHeHTy «A» — «KOHTPO/b NOCLINKMN BbI30Ba».

ABOHEHT «B» OTBEYaeT Ha BbI30B.

LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBAEHME CECCUMN.

10. OT60i1 aboHeHTKa «A», abOHEHTY «B» Bbl4aETCA aKyCTUYECKMI CUTHAN «3aHATOY.
11. Wnto3 aboHeHTa «B» noaTBepKAAET NPUHATYIO KOMaHAy oT60A.
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5

A/ITOPUTM PABOTbl ABTOMATWUYECKOINO OBHOBJIEHWA YCTPOMCTBA HA OCHOBE
MPOTOKOJI1A DHCP

Cete  IP-tenedoHnAa  |P-TeneEnoeHne [ Twr= F]

Bpemn  focTyn Hiypran AyTenTdukauma WEB  YnpasneHwe roHdMrypaumei OSxosnesme MO R I AETORGHOMTY PHROSaHWE

WHTepdeic ynpagnetua  CepTHOMKATH JononHATENEHEE HACTPOREN

ABTOKOHDUIYPUPOBAHWE HA OCHOBE npoTokona DHCP

®

MpUOPHTET NAPaMETPOR K3 Static seifings v
e Hondmrypaums
o ABETOMATHYECKDE GOHOENEHWE MeprognHeckm hi
DN KoHEHrYD ALK {Hftp(http)-idownload server loc/config_file.cfg)
MuTepean oGHOBNEHMA KOHEHUIYDaLMK, C 300
Mporpammbos obecneYeHue
AETOMATHHECKDE OOHOENSHWE Meprogru-eckm v
Sann Mo {tftp(http)-Vdownload server locfimmware file)
WuTepaan oSHOBNSHHA MO, © 3600

Anroputm paboTbl Npoueaypbl aBTOMaTUYECKOro 06HOB/IEHNA YCTPOICTBA ONpeaenfeTca 3HaYeHnem
napametpa «llpuopumem napamempos us».

Ecnn BbibpaHO 3HauyeHue «Static settings», To n3 napameTpoB «Palin kKoHPuaypayuu» n «®Palia M0»

onpeaenseTcA NOJHbIA NyTb (BKAOYaA MPOTOKON AOCTyna M agpec cepsepa) K darinam KoHdUrypaumm u

nporpammHoro obecneyeHus. MonHbIA NyTb yKasbiBaeTca B popmate URL (nogpeprkmBatoTcAa MpPOTOKOJIbI
HTTP u TFTP):

<protocol>://<server address>/<path to file>, rae

<protocol> — npoToKoAn, Wcnonb3yembli ANA 3arpy3kM CcooTBeTCTBylowero ¢alkina c cepsepa
(nopaepxuBatotca npotokoabl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro HeobxoAMMOo 3arpysutb ¢ain (AomeHHoe UMA UK
IPv4);

<path to file> — nyTb K panny Ha cepsepe.

B URL A0NYyCKaeTcA UCnosb3oBaHME Cieayounx mMmakKpocos (3ap83€pBMDOBaHHbIe Cc/i0Ba, BMeCTO
KOTOPbIX YCTpOﬁCTBO noAacTaBaAeT onpeaeneHHbie 3Ha‘-IEHMFi):

SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoitcTBo noacrasBaseT cobCTBEHHbIN
MAC-agpec;

SSN — Serial number — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoitctBo noacrasnaer cobCTBEHHbIN
CEePUMNHbIN HOMED;

SPN — Product name — BmecTo AaHHOro makpoca B URL ¢daitna ycTpoicTBo noactasnseT HasBaHue
mozenu (Hanpumep, TAU-2M.IP);
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SSWVER — Software version — BMecTo AaHHOro makpoca B8 URL ¢aitina ycTpoiicTBo noAcTaBnset Homep
BEPCUM NPOrpaMmMHOro obecneyeHus;

SHWVER — Hardware version — BmecTo AaHHoOro makpoca B URL daitna ycTpoitcTBo noacrasnset
HOMep annapaTHOM BepPCUM YCTPOICTBA.

MAC-agpec, cepuitHbii HOMep U Ha3BaHWEe MOJE/IN MOXKHO Y3HATb Ha CTPAHMULLE MOHUTOPUHIA B pasaene
«YCTpoMnCcTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/tau2m/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v .4,

Mpu aToM AonyckaeTcAa onyckaTb HekoTopble napametpbl URL. Hanpumep, dain KoHPUrypaumMm MOXKHO
3a4aTb B TaKOM popmare:

http://192.168.18.6
nnu
config_tau2m.cfg

Ecnn u3s URL-dana KoHpurypauum wmam nporpammHoro obecrnievyeHua He yaaérca U3B/evb Bce
HeobxoaMmble ANA 3arpy3kn dpaiina napameTpbl (MPOTOKOA, afipec cepsepa UM NyTb K painny Ha cepsepe) —
6yLeT npovsBeaeHa MONbITKA U3B/eYb HEU3BECTHbINM napametp M3 DHCP-onumit 43 (Vendor specific info)
nnu 66 (TFTP server) u 67 (Boot file name), B cnyyae ecan B ycnyre MHTepHET yCTaHOBAEHO MOJyYeHue
agpeca no npotokony DHCP (dopmat 1 aHanns DHCP-onunit byaeTt npusenéH Huxe). Echn us DHCP-onumii
He mnoJslyyaeTca M3BAeYb He[OoCTAloWMi napametp, OyAeT WMCNONb30BATbCA 334aHHOE 3HayeHWe no
YMONYaHWIO:

e A4NA npoToKona: tftp;

e anf agpeca cepsepa: update.local;

e AnA umeHu dana koHdurypaumm: tau2m.cfg;

e ANA UmeHn danna nporpammHoro obecneyeHms: tau2m.fw.

Takum obpasom, ecim nona «®aiin KoHpuaypayuu» v «®aiin N1O» octaBUTb NYCTbIMKU, U MO NPOTOKONY
DHCP He 6yayT nony4yeHbl onuun 43 uan 66, 67 ¢ ykasaHMem MecCTonosioXKeHusa 3Tux ¢ainnos — URL daina
KoHdUrypaumm byget umeTb BUA;:

tftp://update.local/tau2m.cfg,
a URL ¢aitna NO:
tftp://update.local/tau2m.fw.

Ecnu BblbpaHo 3HayeHne «DHCP options», URL ¢ainosB KoHdUrypaumm M nporpammHoro obecneyeHus
nssnekattca 3 DHCP-onuunit 43 (Vendor specific info) nam 66 (TFTP server) n 67 (Boot file name), ans yero B
ycnyre VIHTepHeT A0MKHO bbiTb YCTaHOBEHO NoJlyYeHne aapeca no npotokony DHCP (popmat n aHanns DHCP-
onumin byaet npmeenéH HuxKe). Ecnn ns DHCP-onumii He yaaeTtcs onpeaenntb Kako-HMbyab napametp URL —
ONA Hero Ucnosib3yeTca 3aaHHOe 3HaYeHMe NO YMOYAHUIO:

e Ans npoTtoKona: tftp;
e ans agpeca cepBepa: update.local;
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e AnA MmeHu danna KoHourypaumm: tau2m.cfg;
e ANA MMeHM danna nporpammHoro obecneveHuna: tau2m.fw.

dopmart onumm 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>| 7| <firmware.file

1 - Koa, agpeca cepBepa aBTOKOHPUIypmpoBaHMa no npotokoay TR-069;

2 - KoA ANA yKasaHus napameTpa Provisioning code;

3 - Koa, MMeHu Nonb3oBaTenA ANa aBTopmusaummn Ha cepsepe TR-069;

4 - Kog, napona ana asTopusaummn Ha cepsepe TR-069;

5 - Kop, aapeca cepsepa; aapec cepsepa 3agaetca 8 popmate URL: tftp://address nan http://address. B
nepBoM BapmaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom —HTTP;

6 - Kog UMeHn daiina KoHpUrypaumu;

7 - ko4 umenu daiina MNo;

"|" - ob6s3aTenbHbIN pa3gennTenbHbIA CUMBOA MEXAY KOAAMM U 3HAYEHUAMW NOAOMNLUNA.

' DAna aBTokoHUrypupoBaHua no npotokony TR-069 nogonuuu 1, 3 n 4 6yayT npuMeHATbCA, Koraa
B pasgene aBTOKOHOUIrypupoBaHMA Ha OocHoBe npotokona DHCP 6yger BbibpaH npuoputeTr m3
DHCP-onuu.

Anroputm onpegeneHua napametpos URL ¢aitnos KoHpuUrypauum um nporpammHoro obecneueHus us
DHCP-onuuit 43 1 66

1.  WHuumanmszauma DHCP-obmeHa

Mocne 3arpysku ycTpoiicteo nHnummnpyet DHCP-obmeH.

2.  AHanus onuuu 43

Mpu nonyyeHun onumu 43 BbINOAHAETCA aHaAM3 NOAOMNUMIA C KogamMn 5, 6 1 7 ¢ LUenbio onpeaeneHua
aapeca cepsepa U MMEH dainnos KOHPUrypaLumn 1 nporpaMmHoro obecnevyeHus.

3. AHanu3 onuumn 66

Ecan onums 43 ot DHCP-cepBepa He nonyyeHa AnMbO NosiydeHa, HO U3 Heé He yAanocb U3BaeYb agpec
cepBepa — OCYyLEecTBAAeTcA MNOMCK onuum 66. Ecnm mma dana MO Takke He yhanocb nNoayyutb —
OCYLLECTB/IAETCA NOUCK onumn 67. U3 HUX M3BNEKAIOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K danny
MNO. Oanee dainbl KOHPUTYpaLUM U NPOrpammMHoOro obecnedeHuns ByayT 3arpyaTtbCa C agpeca 13 onumm 66 no
npoTtokony TFTP.

OcobeHHOCTH 06HOBNEHUA KOHDUrypaLumn

daiin KoHdUrypauumn goakeH umeTb popmart .tar.gz (B AaHHOM dopmaTe MPOUCXOAMT COXPaHEeHUe
KoHbUurypaummn 4depes Web-uHtepdeitic B 3aknagke «Cuctema» - «YnpaBneHue KoHoUrypaumen»).
3arpyKeHHas c cepBepa KOHOUrypauma NnpuMeHseTcs aBTOMaTUYeCKn bes nepesarpysKku ycTpoicTBa.

OcobeHHOCTM 06HOBNEHMA NpOorpaMmmMHOro obecneyeHus

daiin nporpammHoro obecneyeHus AosxKeH uUMeTb ¢popmat .tar.gz. Mocne 3arpyskn daina MO
OCYLLECTB/IIETCA €ro pacrnakoBKa v NpoBepKa Bepcumn (Mo cogepxumomy dalina version B tar.gz-apxmse).

Ecnm Tekylwaa Bepcusa nporpamMMHoro obecneyeHus coBnagaeTt ¢ Bepcuen dainna, Noay4eHHOro no
npotokony DHCP, o6HoBneHune MO nponssoauTbca He byaet. O6HOBAEHWE NPOU3BOAUTCS TOJIBKO B C/y4Yae
HecoBnageHua Bepcuin. O 3anyLLeHHOM npoLuecce 3anMcn obpasa nporpammHoro obecneyenua Bo flash-
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namAaTb yCTpOVICTBa cBnaeTenbCTByeT nooyepeaHoe UMKANYECKOE MUTaHNE MHOAMKATOPa « Power» 3eneHbim,
OpaHXeBbiM U KPACHbIM LUBETOM.

He oTKAlouaiiTe NUTaHME U He neperpyrKaiiTe YCTPOUCTBO BO Bpems 3anucu obpasa Bo flash-
' namatb. [aHHble AeiCcTBMA nNpuBegyT K 4acTuyHOM 3anucu MO, 4YTO paBHOLEHHO nopye
3arpysou4Horo pasgena ycrpoiictea. [lanbHeliwana pabota ycrpoiicTBa 6yaeT HeBO3mOXKHa. [ns
BOCCTAHOB/IeHMA PaboToCcnocO6HOCTU YCTPOMCTBA BOCMO/Ib3YATECh MWHCTPYKUUEW, KoTopas
npusepeHa B pasgene 6.
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6 nNPOLUEAYPA BOCCTAHOBJIEHMA CUCTEMblI NOC/NE CbOA MPU  OBHOBJIEHUU
NMPOrPAMMHOIO OBECNEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBNEHUA NporpaMmHoro obecneyeHus (dyepes Web-uHtepdeiic
WIW Yepe3 MexaHM3M aBTOMATMYEeCKOro OOHOB/IeHWA Ha ocHoBe npoTokona DHCP) npousowen cb6oit
(Hanpumep, 1U3-3a CNy4aiHOIO OTK/IOYEHUA NMUTaHKUA), B pe3y/ibTaTe Yero AasibHenwas paboTa ycTpoicTBa cTana
HEBO3MOMKHOW (MHAMKATOp «Power» MOCTOAHHO TOPWUT KPAcHbIM LBETOM), BOCMO/Ib3YWTECH CleAyoWMM
aNroOpUTMOM BOCCTAHOBAEHUA PaboTOCNOCOBHOCTM YCTPOMCTBA:

e Pacnakyiite apxmB c ¢painnom nporpaMmmHoro obecneyeHums.

e [MMoakntounte MK Kk nopty WAN ycTpoiicTBa, yCTaHOBUTE Ha ceTeBOM WHTepdeice aapec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knmneHTta (ansa Windows pekomeHAayeTcs WCMNO/b30BaTb MNporpammy
Tftpd32), B KauecTBe agpeca yaanéHHoro xocrta ykaxkute 192.168.1.6, a ans nepenaym Bbibepute
¢daiin linux.bin n3 pacnakoBaHHOro apxmea NporpaMmHOro obecneyeHums.

e 3anycTute KOMaHAay oTnpaBku daiina Ha yaaneHHbld XocT (komaHaa Put). [lonxeH 3anycTUTbes
npouecc nepegaun ganna Ha yctponcrtso TAU-2M.IP.

e Ecau npouecc nepegaun ¢aitna Hayanca — AOMKAWUTECH €ro OKOHYaHuA, nocne yero TAU-2M.IP
npouseeaeT 3anucb NporpammHoro obecneyeHns B NamaTb U aBTOMATMYECKW BbINOJHUT 3anycK
cuctemsbl. Bpemsa 3anucu coctaBaseT okosio 5 MuHyT. O6 ycnewHoOM BOCCTaHOB/IEHUM YCTPOIACTBA
CBMAETENbCTBYET OPaHIKEBbIV MW 3e/1eHbli LBEeT MHAMKaTopa «Power». MpKn 3TOM Ha ycTpoiicTse
COXpaHAeTCa KoHourypaumsa, Kotopaa 6bina o cb6oa. ECan NoAKAYMTBCA K YCTPOMCTBY He
yAaéTca — npomsseanTte c6poc A0 3aBOACKMX HaCTPOEK.

e Ecau npouecc nepepauv ¢daiina He Havasncs, ybeauTecb B KOPPEKTHOCTU CETEBLIX HACTPOEK
KOMMNbloTepa M nonpobyiite ewe pa3. B cayyae Heyaaum ycTponcTBo HeOBXoAMMO OTMPaBUTL B
PEMOHT 60 BbINOJIHUTL BOCCTAHOB/IEHWE, NOAKAOUMBLUMNCE K ycTpoicTBy no COM-nopTy Yyepes
cneuunanbHbIi aganTep (Npyu ero Haanunm).
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NPUNOXEHWUE A. PACYET A/INHbI TENE®OHHOW IMHUN

Tabnanua 6 — 3aBUCMMOCTb 3/IEKTPUYECKOrO COMPOTUBAEHMA 1 KM Lenei aboHEeHTCKMX KabenbHbIX SIMHUI
NOCTOSHHOMY TOKY NpPKW TemnepaTtype oKpyrKatowen cpeabl 20°C oT npumeHaemoro Kabens.

Mapka kabensa pna AJIMMTC AOvametp dnekTpu4yeckoe AnvHa AHUM OnuHa
KUbl, MM conpoTtueneHue (apyrue TA), Km | amHum (TA
1 Km yenu, Om, Pycb), Km
He 6onee
TNM, TNMNan, TNMA3, TMMan3, 0,32 458,0 3,537 1,528
TNNAB, TAN anb, TAMN3BG, 0,40 296,0 5,473 2,365
TANBr, TNNanbl, TANB6LUN, 0,50 192,0 8,438 3,646
TANanb6LLUN, TNN366LLUN, 0,64 116,0 13,966 6,034
TNN3snb6LlWn, TAMT 0,70 96,0 16,875 7,292
TMNB, TN3bI 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T6, TBT, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrln, TALWR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCrmn, KCn3nmn, KCrne, 0,90 56,8
KCN3ne, KCrmr, KCN3n,
KCM3MnK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPONU3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMbI

Mepuoanyeckm BO3HMKaeT HEOBXOAMMOCTb NpU CTapTe YCTPOICTBA BbINOHATL ONpeAenéHHble AeUCTBUA,
KOTOpble HeNb3fA OCYWEeCTBUTb 3afJaHMEM OnpeefieHHbIX HacTpoek 4vepe3 daitn KoHdurypauuu. Ana atoro
cnyyas B ycTponctee TAU-2ZM.IP npenycMoTpeHa BO3MOXKHOCTb Yepe3 KOHOUrypauMoHHbIA ¢alii HacTpouTb
3anycK MPOW3BOJIBHOFO CKPWMTA, B KOTOPbIA MOXHO MOMECTUTb NtoBYl0 Kenaemylo MnocnefoBaTeNbHOCTb

KOMaHa,

[nA 3anycka Npon3BObHOrO CKpMNTa B daitie KoHOUrypaumm co3gaHa CeKLMA HAaCTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuusa «Enable» paspelwaet (ecnun 3HayeHue 1) unum 3anpeluaet (ecam 3HauyeHue 0) 3anycK CKpMNTa, NyTb K
KOTOpPOMY yKa3aH B napametpe URL.

3anycKkaemblii CKPUNT MOXKET pacnosiaraTbCA Kak Ha yAaNEéHHOM cepBepe, Tak M Ha camom ycTpouncTtee. C
YOANEHHOrO cepBepa CKPUMT MOMKET ObITb 3arpy»eH nocpeactsom npotokosioB HTTP muam TFTP. Paccmotpum
npumepsbl panna KoHOUrypaLmm 4aa 3anycka NoAb30BaTeIbCKOIO CKPUMTA € Pa3HbIX MCTOYHMKOB.

1. 3anyck c HTTP-cepsepa

[na 3anycka ckpunta ¢ HTTP-cepeepa Heobxoaumo B napameTtpe URL yKasaTb NosHbIN NyTb K painy
B8 dopmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa daiin script.sh, xpaHawwmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyecku 3arpysutcAa no npotokony HTTP ¢ yKasaHHoOro cepsepa,
nocne yero 6yaeTt nponsseaéH ero 3anyck.

2. 3anyck c TFTP-cepBepa

[na 3anycka ckpunta ¢ TFTP-cepBepa Heobxoaumo B napametpe URL yKkasaTb NOAHbIA NyTb K Gaitny
B ¢opmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa daiin script.sh, xpaHawwmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyeCcKu 3arpy3nTca no npotokony TFTP ¢ ykasaHHOro cepsepa, nocne
yero byaeT nponssenEH ero 3anyck.

3. 3anycK N0KanbHOro CKpmnTa

Beunay ocobeHHocTeit $HalinoBOM CUCTEMbI NIOKA/IbHBIM CKPUNT AO/KEH pPacnonaratbCA TONbKO B
KaTanore /etc/config, Tak Kak TOAbKO coAepXMMOE I3TOrO KaTasora COXpaHsAeTca nocne
nepesarpysku yctpoictea. CkpunT B KaTtanore /etc/config moskHO co3gaTb AM60 C MOMOLLbIO
pepnaktopa vi, 1Mbo 3arpysntb ero ¢ BHelwHero TFTP-cepeepa (KomaHgol tftp —gl user.sh <TFTP-
server address>). lNocne co3gaHuMa CKpunTa emy HeobXxoAMMO HasHauWuTb MpaBa Ha 3anyck
KomaHgoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka N0KasbHOro CKpUnTa MMeeT BUA;:

URL: “File://etc/config/user.sh”

BaXKHO OTMETMUTb, YTO NO/Ib30BATENLCKMIA CKPUNT AO/IXKEH HauMHaTbLCA ¢ AMpeKTussbl #1/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha yctpolicteax TAU-2M.IP, HaumHaa c Bepcum 1.14.1, umeeTca BO3MOKHOCTb HacTpamBaTb ONUMW,
nosnyyaemble DHCP-KnmMeHTaMK Ha pasHbIx MHTepdencax.

‘ TonbKo Internet + VolP Internet + VolP + Managment
‘uHTepdelic Int
Option Pd
ernet Internet VolP Internet VolP MNG
‘1 = Subnet Mask ‘ + ‘ +
‘3 = Router | + ‘ +
6 = Domain Name
+ + + + + +
Server
‘12 = Host Name ‘ + ‘ - ‘ - | - +
‘15 = Domain Name ‘ + + ‘ - ‘ - | - +
‘26 = Interface MTU ‘ + + ‘ + + + +
28 = Broadcast
+ + + + + +
Address
‘33 = Static Route ‘ + + ‘ + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + - o = +
Servers
42 = Network Time
+ + 5 5 - +
Protocol Servers
43 = Vendor-Specific
) + + - - - +
Information
66 = TFTP Server
+ + - - - +
Name |
‘67 = Bootfile name ‘ + + ‘ - ‘ - | . +
‘120 = SIP Servers ‘ + - ‘ + ‘ - + )
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuBegeHHoW Tabauue, onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnsatbcs DHCP-
KNMEHTAMM ANna Kaxaoro cabuHtepoelica. CooTBETCTBEHHO, AaHHble onuun byayT MHAMBMAYANIbHO NPUMEHEHDI
Ans Kaxaoro cabuntepdeiica. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpallnMBaTbCA U NPUMEHATLCA
TonbKo gnsa ogHoro DHCP-KnneHTa, Tak Kak OHM O6LLECUCTEMHbIE, T.e He MPUBOAST K HaCTPOMKe CEeTeBOro
nHTepdelica.

KoHdurypaumio crnvcka 3anpalivMBaembiX OMUMIA MOMHO WM3MEHATb, M XPAHWUTCA OHAa, KaK M Bce
OCTa/IbHble HaCTPOMKK, B KOHPUrypaumoHHom daine: [fetc/config/cfg.yaml. Mo ymonuaHmio cnmvcku onuuin He
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nponucaHbl (B KoHoUrypauum — cnegytowaa 3anucb: DHCPOptionList: ""), 3To 3HauuT, 4TO oONUUMK
3anpaLlnBaloTCA U NPUMEHAIOTCA COrIacHO NpPUBEAEHHOW Bbiwe Tabauue.

Cnocobbl pegaKTMpoBaHUA KOHGUrypauum
I C nomouwyblo pegakTopa vi

1. Cnucok onumii ana wHtepdeica Internet 3apaérca B napametrpe DHCPOptionList cekuum
Internet=>Network.

2. Cnucok onuui ana uHtepdeinca VolP 3agaétcs B napametpe DHCPOptionList cekuymu
Voip=>Network.

3. Cnucok onuuit ana uHtepdelica Management 3agaétca B napametpe DHCPOptionList cekuum
System=>ManagementVLAN.

Mocne peaakTMpPOBaHNA M COXPaHEHUs B pedaKTope Vi HeobXoAMMO BbINOHUTL Cedytolme KOMaHabl:

e reloadcfg - npumeHsem M3MeHEHHYO KOHOUTypaumio B paboTy, pe3ynbTaT BbINOJIHEHUA KOMaHAbI
AonxeH 6biTb "Configuration accepted";

[ save - COXxpaHAeM U3MEHEHHYIO KOH(I)VII'ypaLI,VIFI B 3HEProHe3aBNCMMYIO MaMATb.

KomaHAay save MOXHO BbINONHATb TO/MIbKO B C/yyae YCMEWHOro BbINOJIHEHUA NpeablayLeit
KomaHabl. Ecam npu BbinonHeHMn KomaHabl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLLeHo.

.‘

. C nomoLwblo KomaHAabl setconf

[aHHbI meToa — pekomMeHAyeMblit. TakKe OH u3baBndaeT oT Heo6XOAMMOCTU BbINOSHEHUA KOMaHA,
reloadcfg n save. getconf (BbiBecTM Ha 3KpaH TeKkyllyto KoHdurypaumio) mn setconf (ycTaHOBUTb 3HauyeHue
napameTpa).

Npumep 1. HeobxoaMM0o NonyumTb 3HaYeHne DHCPOptionList:
onA nHTepdenca Internet

getconf Internet.Network | grep DHCPOptionList

ana nutepdeica VolP

getconf Voip.Network | grep DHCPOptionList

onAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionlList

Mpumep 2. Heo6X0LMMO Ha3HAUUTb HEKOTOPbIM CIMCOK OMLUUIA:
ons nHtepdeliica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ona nHtepdeiica VolP (HasHayaem CNUCOK ONuUMiA MO YMOYaHMIO)

setconf Voip.Network DHCPOptionList ""

ons nHtepdelica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1. KoHdurypupoBaHue Ha nepcoHaZIbHOM KOMMNblOTEpe

MpepnBapuTeNbHO CKauMBaeTca KOHPUrypaumsa ¢ ycTpoictea Ha MK (yepe3 Web nHTepodelic), sanee ¢ nomoubio
Moboro TEKCTOBOrO pPeaakTopa MEHATCA 3HAYeHMUs, COXPAHAKTCA WM3MEHEeHMA. 3aBepLliatowMm 3Tanom
ABNAETCA 3arpy3Ka U3MeHEHHOM KOHOUIypauun B yCTPOMCTBO.

’ Ucnonb3oBaHue faHHOro meToga He pekomeHayetca!l
™

MNpasuna pegakruposaHua DHCPOptionlList

1. BanugHbie 3HaveHuns: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2. Onuwun B napameTpe DHCPOptionList yKasbiBatoTca yepes 3anatyto n 6e3 npobesos mexay onumamm,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3. Mopsagok cneposaHua onumin 8 DHCPOptionList HeBaxkeH;

4. Kaxpgas vs onuuii 12, 15, 40, 41, 42, 43, 66, 67, 120 moKeT ObiTb 3aNpoLLeHa U NPUMEHEHbI TO/IbKO C
ogHoro nHtepodenca;

5. Onumm 1, 3, 6, 26, 28, 33, 121, 249 moryt 3anpawwusatbca DHCP-kaneHTamun pgnsa Kaxxkgoro
cabuHTepodeiica;

6. Onuuun 66 1 67 goNXKHbI ObiTb YKAa3aHbl HAa O4HOM U TOM e UHTepdeice;

7. Ecnun B DHCPOptionList HU4ero He ykasaHo, TO Torga CruCcoK 3anpallnBaemMbIX OnuMini — Mo YMOAYaHUIO
(c yueTom nyHKTa 8);

8. Ecnm B DHCPOptionList ykasaHbl onuum (M3 nyHKTa 4), KOTOpble MO YMOJYaHUIO 3anpallMBaloTca C
apyroro uHTepdelica (Ha kKotopom DHCPOptionlList He 3anonHeH), To Toraa onuuu byayT
3anpaliMBaTbCA C NepBOro MHTepdeica, a Ha BTOPOM — AaHHble onuumM ByayT UCKAOYEHbI U3 CMIMCKa No
yMmon4aHuio *;

9. Ecnu gna uHtepderica 8 DHCPOptionList ykasaH cnucok onuumii, To 6yAyT 3anpalliMBaTbCA TOJIbKO 3TH
onumu;

10. Onuuio 1 8 DHCPOptionList Henb3a yKasbiBaTb, OHA 3anpalIMBaeTCA U NPUMEHAETCA BCeraa M Co BCex
MHTepdelricoB He3aBMCMMO OT NMPOYMX HACTPOEK.

Ecv Kakon-nnMbo M3 NYHKTOB HapylueH, TO MpU NpUMeHeHUn KoHdurypauum 6ygeT BbiBeAeHO coobuieHue
"Configuration not accepted". OWwKMBKY B KOHPUrypaLMN MOXKHO Y3HaTb, €ECAU BKAOYUTL noru configd, Toraa npu
NPMMeEHEHUM KoHdUrypaummn 6yaeT nogpobHO yKasaHa NpMYMHa, NO KOTOPOW KOHPUrypaLma He NpUMEHEHa.

* Mpumep K NyHKTY 8:
Jdonyctnm, ans nHtepdeliica Internet ykasaH cneayrolmii cnmcok onumia: Internet.Network.DHCPOptionList: "3,

6, 26, 28, 33, 121, 249, 12"

A gnsa nHTepderica management HMYero He ykasaHo: System.ManagementVLAN.DHCPOptionlList:

TOrza, COrlacHO MYHKTY 7, Ao/KeH BbiTb 3anpoLUeH CNMCOK onuuii no ymonayaxuto 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, HO TaK Kak onuuto 12 mbl yKasanum fBHO Ha UHTepdelice Internet, To M3 3TOro cnmucka
OHa byaeT UcKtoYeHa.

B uTore 6yayT cneaytowme Crmcku:

3HaueHuMe napametpa: Internet.Network.DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12" 3anpalwmBaembli
cnucok onumii: 1, 3, 6, 26, 28, 33, 121, 249, 12 3Ha4yeHne napameTpa: System.ManagementVLAN.DHCPOptionList:

3anpalwmBaemblit cnmcok onumin: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42, 43, 66, 67, 121, 249

V Nocne pepaktnposaHua DHCPOptionList pekomeHayeTca nepesarpyska ycrpoiictBa. [o
nepesarpysKu KOppeKkTHasA paboTa ycTpoicTBa He rapaHTUpyeTCA.

AboHeHmcKul w3 TAU-2M.IP 135



O ELTEX

TEXHUYECKAA NOAAEPKKA

Ona nonyyeHuMAa TEXHUYECKOM KOHCy/NbTauMKM MO BOMpocam 3KcnayaTaumm obopyposaHma 00O
«Mpegnpuatme «/ITEKC» Bol moxkeTe 06paTtnTbcA B CEPBUCHDBIN LLEHTP KOMMAAHUK:

Poccuinckan degepayma ,630020, r. HoBocnbupck, yn. OKpyrkHas, gom 29B.

E-mail: techsupp@eltex.nsk.ru
Ha oduumanbHom caiiTe KomnaHUM Bbl MOMKeTe HalTU TexXHUMYECKYl [OKYMEHTauuio M nporpammHoe

obecneyeHue ans npoaykummn OO0 «Mpeanpuatve «IITEKC», obpatutbca K B 6ase 3HaHWUI, OCTaBUTb
MHTEPaAKTUBHYIO 3aABKY WM MNPOKOHCY/NbTUPOBATLCA Y WHXKeHepoB CepBUCHOrO LEHTpa Ha TeXHUYEeCKOM

dopyme:

OduumanbHbIn cat KomnaHuuu: http://eltex-co.ru/
TexHunueckuit popym: http://forum.eltex-co.ru/

ba3a 3HaHwuit: http://kcs.eltex.nsk.ru/

LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads/
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