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YCNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

MonyxupHblii Wpuer

MonyXupHbIM  WPUPTOM BbIAENEHbI MPUMEYAHUA U NpPeaynpexaeHus,
Ha3BaHWe rna., 3ar0/I0BKOB, 3ar0/I0BKOB TabuLL.

Kypcusom Calibri

Kypcueom Calibri ykasbiBaeTcsa uHdopmauus, Tpebytow,as ocoboro BHUMAHMS.

MpumeyaHuAa U NnpegynpexaeHua

MpumeuaHua copaepKaT BaXKHyl0 MWHPOPMAUMIO, COBeTbl WAM PEKOMEHZAUUM no
MCNO/1Ib30BaHMUIO U HACTPOIKe YCTPOMCTBA.

’ ‘ MpeaynpexaeHna MHGOPMUPYIOT NONbL3OBATENA O CUMTyauMAX, KOTOpble MOFyT HaHecTu
= Bpeps, YCTPOICTBY UM YeNOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTPOUCTBa AU noTepe
OaHHbIX.
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BBEAEHUE

B Hactoswee Bpemsa IP-tenedoHMA sBnseTtca o4HOM M3 Hambonee ObICTPO  pPa3BUBAIOLLMXCA
TENEKOMMYHUKALMOHHBIX yCayr. A BO3MOXKHOCTU npegocTaBneHuns VolP-ycnyr aboHeHTam ceTn pa3paboTaHbl
aboHeHTCKMe wnto3bl cepun TAU-IM.IP (ganee — «yCTPOMCTBOY).

AboHeHTCKuIM wnto3 IP-tenedornn TAU-IM.IP c BCTPOEHHbIM MapLIPYTU3aTOPOM UCMNO/b3yeTca AN
NOAKNIOYEHUA aHANOroBOro TenedOHHOro annapaTa K CeTAM MaKeTHOM nepefayn AaHHbIX, BbIXOA, Ha KOTopble
ocywecteanetca yepes nHtepdeiic Ethernet.

YCTPONCTBO OPMEHTMPOBAHO Ha AOMALLHMX NO/Ib30BaTeNnen n Hebonblume oduUChlI.
B Hactoswem pyKoOBOACTBE MO 3KCM/yaTauuuM M3/10XEHbl Ha3HaYeHWe, OCHOBHble TexHW4YecKue

XapaKTePUCTMKM, NpaBuaa KOHOUIYpUPOBAHUA, MOHUTOPWUHIA M CMeEHbl MPOrpaMmHoOro obecneyeHus
aboHeHTCKuX Wwhto3oB IP-tenedpoHum TAU-1IM.IP.

AboHeHmcKul winro3 TAU-1IM.IP 7
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1 ONMUCAHUE U3AENUA

1.1 HasHaueHue

YctpoiictBo TAU-IM.IP — BbICOKONPOM3BOAMTENbHbIN abOHEHTCKUI w3 [IP-tenedoHUM € MNoAHbIM
Habopom GyHKLMI, NO3BONAIOLLMX NOTPEOUTENO NCNONB30BATb NpenmyLLecTBa IP-TenepoHuu.

AboHeHTCcKuI wnto3 TAU-IM.IP npeaHa3HayeH Ana NOAK/AOYEHUs aHaNoroBoro TenepoHHoOro annapaTta
unn  ¢dakc-mogema K IP-cetn. bBnarogaps BCTPOEHHOMY MapLUpyTM3ATOPy YCTpPOMCTBO obecneuymBaeT
BO3MOHOCTb NOAKNIOYEHNA 060PYA0BaAHMA JIOKANbHOM CETU K CETU LIMPOKONOAOCHOrO gocTtyna. K ycTpoicray
MOXHO MNOAKMOYUTL A0 ABYX KOMMbIOTEPOB, AOCTYN B MHTEPHET A/ KOTOPbIX BO3MOMEH C MOMOLLbIO
BCTPOEHHbIX GyHKUMi  NAT/DHCP-cepepa. USB-pasbem ucnosb3yetca gaa MNOAKAOYEHUA BHELIHEro
HakonuTtensa, 3G/4G USB-moaema nnun Wi-Fi-agantepal.

1.2 XapaKTepucTuka ycTtpomucrea
Unmepdpeiicobi:
e FXS: 1 nopt RJ-11;
e LAN: 2 nopra Ethernet RJ-45 10/100BASE-T;
« WAN: 1 nopr Ethernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHMe Wt03a OCyLLLECTBASETCA Yepes BHelWHMM aganTep 12 B nocTtosaHHOro Toka ot cetn 220 B.
DyHKyuu:

e ceTeBble QYHKLMMK:

— paboTa B perrmme «MOCTa» AN «KMapLlpyTU3aTopa;

— nopgaepka PPPoE (PAP-, SPAP- n CHAP- aBTOopu3auus, PPPoE-komnpeccus);

— noapepxka PPTP;

— noagepxka L2TP;

—  nopaep:kka ctatuyeckoro agpeca u DHCP (DHCP-knueHT Ha ctopoHe WAN, DHCP-cepBep
Ha cTopoHe LAN);

— noaaeprkka DNS;

— noagepka NAT;

—  CEeTeBOW 3KpaH;

— noaaepxka NTP;

— noaaep)kka MexaHM3MOB KadecTBa 0b6cny»kmBaHua QoS (QoS no DSCP n 802.1P);

e nopaep:xka yHKuui IPTV;
e npoTtokonbl IP-TenedpoHum: SIP;
e  3X0 KOMNeHcauua (pekomeHaaumm G.168);

e [eTeKTop aKTuBHOCTM peun (VAD);

;! Tekywwel Bepcun MO Wi-Fi-aganTtepbl He nogaepknsatoTcs

8 Ab6oHeHmcKul w3 TAU-1M.IP
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e reHepaTop KOMPOPTHOrO LYyMa;

e 0bHapyKeHue u reHepupoBaHue curHanos DTMF;
e nepegaya DTMF (INBAND, rfc2833, SIP INFO);

e nepepgava dpakca:

—  G.711 a-law/G.711 p-law;
— T.38;

e paborta c SIP-cepsepom U 6e3 Hero;
o pyHKYyuu ABO:

— yaep:xaHue BbizoBa — Call Hold;

— nepepaya Bbi3oBa — Call Transfer;

— yBeAoMIeHWe 0 NOCTyn/ieHMM HoBoro Bbi3oBa — Call Waiting;
— nepeagpecaumsa no 3aHatoctn — Call Forward at Busy;

— nepeagpecauma no HeoteeTy — Call Forward at No answer;
— besycnoBHana nepeaapecaums — Call Forward Unconditional;
— He 6ecnokoutb — DND;

— Caller ID: FSK, DTMF;

— ropayas amHuA — Hotline;

—  TpynnoBo Bbi30OB;

— nepexsaT BbizoBa — Call Pickup;

—  TPEexXCTOPOHHAA KOHbepeHUMs;

—  TMBKMI NNaH Hymepaumu;

e ob6HoBneHue MO yepes Web-uHtepdelic;

¢ noaaep*kka DHCP-based autoprovisioning;

e TR-069;

e  yAANEHHbIX MOHUTOPUHT, KOHPUTYpPUpPOBaHME U HacTpolka: Web-untepdeiic, Telnet.

Ha pucyHke 1 npusegeHa cxema BratodeHua TAU-IMLIP.

Cetb
nposaiigepa

3G/4G mogem
UsB

FXS t

TAU-1M.IP

10/100Base-T

— STB NV
nK

PucyHoK 1 — ®dyHKLMOHANbHAA cxeMa ncnosb3oaHmna TAU-IM.IP

AboHeHmcKul winro3 TAU-1IM.IP 9
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13 CTpyKTypa v npuHuMn pabotbl nsgenua

ABoHeHTCKuM TepMmuHan TAU-1M.IP cocTouT U3 cneayroLmx noacnucrem:

e KOHTPO/INEP, B COCTaB KOTOPOrO BXOAMT:

—  BbICOKOMHTErPUPOBAHHAA cUCTeMa, BKAtovawowan B ceba npoueccop, 100-merabuTHBbIN
KOMMYyTaTOp cO BCTpoeHHbiMM PHY, annapaTtHyio akcenepaumio Tpaduka L2/L3/L4, USB
2.0 noptbl, PCI-E KoHTpoAnepsbl, 8 KaHanoB PCM ana paboTbl npunoxkeHni VolP;

— flash-namatb — 8MB;

— onepaTtusHaa namatb SDRAM — 128MB;

e aboHeHTCKMit KomnneKt SLIC;

e Ethernet-kommytatop RJ-45 10/100BASE-T Ha 2 nopTta — LAN;
e Ethernet-moaynb WAN: RJ-45 10/100BASE-T;

e USB Host-nopr.

CTpyKTypHaa cxema yCTpOMCTBa NpMBELEHA HA PUCYHKe 2.

RJ45 R145 R145

LAN2

KOHTpoOnnep

ETHERNET SWITCH

‘ P U USB-uHTepdeiic

FXS

RJ11

PucyHok 2 — CtpyKTypHasa cxema TAU-1M.IP

YcTpolicTBO paboTaeT nog ynpaB/iieHMEM ONepaumMoHHOM cucTembl Linux. OcHoBHble ¢GyHKUUMK
yrpaB/ieHWa COCPeaoTOYeHbl B MPOLECCOpPe, KOTOpbIA  OCyllecTBAseT MaplpyTusaumio  IP-nakeTos,
obecneunBaet paboty IP-TenedpoHMM, NPOKCMpPOBaHME rPYNNoBoro TpadmKa u T.4,.

10 AboHeHmcKul w3 TAU-IM.IP
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®YHKUMOHA/IbHO YCTPOMCTBO MOMKHO pa3geninTb Ha 4 6/10Ka:

e BoK nopaepsku ceTeBbIX GYHKLMI YCTPONCTBA;

o bnok IP-tenepoHuy;

e Bnok 06paboTkn multicast-tpaduka;

e bnok ynpasneHus (onepaunoHHasa cuctema Linux).

BNOK noaaepXku ceteBbiX QYHKUMW YCTpoMCTBa obecneymBaeT MNPOXOXKAeHMe M KommyTauuto [P-
MakeToB B COOTBETCTBMU C Tabanuer mappytusaumm ycTpoiicTea, MoXKeT 06pabaTbiBaTb Kak HETErMPOBaHHbIE,
TaK U TEerMpoBaHHbIe NaKeTbl B 3aBMCUMOCTM OT HACTPOMKM ceTeBbIX MHTepdencoBs. Moaaep:KMBaeT NPOTOKObI
DHCP, PPPoE, PPTP, L2TP.

Bnok IP-renedpoHun obecneuymaeT paboTy ycTpoiicTBa NO npoTokony SIP ans nepesayun pedyesblx
CMUrHaNoB MO CeTM C KOMMyTaluel naketoB. PeyeBol curHan aboHeHTa nocTynaeT Ha mMoaynb aboOHEHTCKMX
komnsiektoB SLIC, rae npeobpasoBbiBaeTca B undposoi Bua. OumppoBaHHbIM cMrHaA HanpasaseTcs B 610K IP-
TenepoHun, rge KoAMPYeTcs No oAHOMY M3 BblOpaHHbIX CTaHOAPTOB M B BUAE LMPPOBbLIX MAKETOB NOCTyMNaeT B
KOHTpOA/IEp Yepes BHYTPUCUCTEMHYIO MarncTpasb. Lindposble nakeTbl coaepykaT, Kpome peyeBblX, CUrHasbl
ynpaBaeHns 1 B3auMoaencTeumA.

Bnok o6paborkm multicast-tpadpuka npegHasHaveH ana o06paboTkn IGMP-coobueHnin n multicast-
TpaduKa ¢ uenvio noaaep:Kkm GyHKuui IP-tenesnaeHums.

BnoK ynpaeneHuAa Ha 6a3e onepaumoHHOM cnucTemMbl Linux KOHTpoIMpyeT paboTy Bcex ocTabHbIX 6/10KOB
M NoACMUCTEM YCTPOICTBA M obecneunBaeT UX B3aMMoAaenCcTBUeE.

dyHKUMOHanbHanA cxema yctponctea TAU-1IMLIP npeactaBneHa Ha pucyHKe 3.

IP-ceTb
== Erok

Brok IP-TenedoHum
NOAAEPHKM

ceTeBbIX

GYHKUMMA

YCTPOKMCTBA

Bnok obpaboTkn
multicast-tpadhunka

PucyHok 3 — dyHKUMOHaNbHaA cxema yctponctea cepum TAU-1M.IP

AboHeHmcKul w3 TAU-1IM.IP 11
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1.4 OCHOBHble TeXHUYECKMe napameTpbl

OCHOBHble TEXHUYECKME NapameTpbl YCTPOMCTBA NpMBeAeHbI B Tabauue 1.

Tabnunua 1 — OcHOBHble TEXHUYECKME NapameTpb

Mpotokonbi VolP

| MoaaepxnBaemble NPOTOKO/IbI | SIP
Ayaunokoaeku
Koaeku G.729, annex A, annex B

G.711 a-law, G.711 p-law,

G.723.1, G.722, G.726-24, G.726-32

MNepepaya mogema: G.711 a-law, G.711 p-law
MNepepaya ¢akca: G.711 a-law, G.711 p-law, T.38

NapameTtpbl WAN-uHtepdeiica Ethernet

Konunyectso noptos 1
INEeKTPUYECKUI pasbem RJ-45
CKopocTb nepegayn, Méut/c 10/100, aBToonpeaenexHue
MNopaep»Ka cTaH4apTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konnuectso nHTepdeiicos 2
DNEeKTPUYECKMI pa3beM RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBTOONpPEaeneHue
MNopaepKKa cTaHgapTOB | BASE-T
MapameTpbl aHaNOroBbix abOHEHTCKMX NOPTOB
Konnyectso noptos 1
ConpoTusneHue wWnenda (6e3 yyeta conpotmeneHma TA) 00 800 Om

Mpuem Habopa

MMMYNbCHbINA/YacToTHbIM (DTMF)

3aumTa abOHEHTCKMX OKOHYaHMIA

MO TOKY U NO HanpAXXeHuto

Bbigaya Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YaaneHHoe ynpasaeHue

Web-uHtepdoeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHune gocTyna

no naponto

0O6wme napameTpbl

MuTtaHue

aganTtep nuTaHMAa 12 B noctoAHHOro TokKa, 1,5 A.

MoTpebaseman MOLHOCTb

He 6onee 6 BT (MaKcMManbHbI NnoTpebnsemblit Tok 0,5 A)

Pabounit AnanasoH Temnepartyp

ot +5 go +40°C

OTHOCUTEIbHAA BNAXKHOCTb Npu Temnepatype 25°C

bo 80%

labapwutbl

122x96x33 mm

Macca

He 6onee 0,15 Kr.

12 AboHeHmcKul w3 TAU-IM.IP
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1.5 KoHCTpyKTMBHOE UcnonHeHune

ABOHEHTCKUI TepMmnHan TAU-1M.IP BbINONHEH B N1aCTUKOBOM Kopnyce pasmepamm 122x96x33 mm.

1.5.1 BepxHaA NaHeNb YCTPOMCTBA

BHewHW BUA BepxHel naHenu yctpoiictea TAU-1M.IP npuBeneH Ha pucyHke 4.

o C :Jz
0000000000000 000000
o0 0000000000000 000 00
o . o000 : ee e o
ccoeee /N | o0 e
e o000 - - oo o
o0 0000000000000 000 00
R N R I I N I I R )
0000000000000
o0 0000000000000 0000 0
o0 0000000000000 0000 0
o0 0000000000000 0000e

PucyHok 4 — BHelwHW BUA, BepxHel naHenu TAU-1IM.IP

Ha BepxHeit naHenn yctpoiictBa TAU-1M.IP pacnonoxeHbl CBETOBblE MHAMKATOPbI, ONMUCaHHbIE B Tabauue
Tabnuua 2:

Tabnuua 2 — OnucaHne MHAMKATOPOB M OPraHOB YNPaBAEHUA NepeaHel NaHenm

dnemeHT nepegHeit naHenn OnucaHue

1 Power WHAMKATOP NUTaHMA U cTaTyca paboTbl ycTpoiicTea

) USB MHAMKaTOp paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewwHNit )ecTkni
anck, 3G/4G USB-mogem)

3 » WHAMKaTop paboTbl aHanorosoro TenedoHHOro nopTa

4 LAN nHAnKatopbl noptoB LAN-MHTepdeiica

5 WAN nHamkatop WAN-nHTepdeiica

1.5.2 3apHAA naHenb yCTPONCTBA

BHewWwHM BMA 3aaHen naHenn yctponctea TAU-1M.IP npnBeAeH Ha puUCyHKe 5.

PucyHok 5 — BHewHMin BUA 3aaHen naHean TAU-1IM.IP

AboHeHmcKul w3 TAU-1IM.IP 13
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Ha 3agHei

NnaHenn YycTpoWicTBa

npeacTaBneHHble B Tabanue Tabanua 3.

TAU-IM.IP pacnono)eHbl pasbembl M OpraHbl ynpasaeHus,

Tabnunuya 3 — OnncaHMe NHAMKATOPOB M OPraHOB ynpaB/ieHua 3agHel naHean TAU-1M.IP

dnemeHT 3agHei naHenun OnucaHue

6 12v pasbem 414 NOAKAOYEeHMA aganTepa NUTaHNA

7 USB pasbem USB ana nogkntoueHua BHewHero USB-yctpoiicta (USB flash,
XeCTKuin amck, 3G/4G USB-mogem)

8 Phone pasbem RJ-11 ana noaxntoyeHma aHanorosoro TenedoHHOro annapara

9 LAN 2 nopta 10/100BASE-T Ethernet (pasbem RJ-45) ana nogxnoHeHma
JIOKaNbHbIX CETEBbIX YCTPOWNCTB

10 WAN nopt 10/100BASE-T (pasbem RJ-45) ans noax/Il0UEHNUA K BHELLHEN ceTn

1.6 CBeTtoBasa MHAUKaUUA

TeKyuwee cocToaHue ycTpoictea TAU-1IM.IP otobparkaeTca npu nomowm nHamkatopos WAN, LAN, Phone,

Power — pacnonoKeHHbIX Ha BerHef/‘I naHenu. lNMepeyeHb COCTOSIHWI WHOWKATOPOB npmueeaeH B Ta6l'IMLI,e 4,

Tabnunua 4 — CBeToBan MHAMKALUMS COCTOSHWUSA ycTpolicTBa cepumn TAU-1IM.IP

UHpaukatop CocToAaHUe MHAMKaTOpA CocTosiHMe yCTPOMCTBA
CTaHOBNEHO coeanHeHue MeX
roout  (3eneHbim  — 10 Mbps, Y A AY
CTAaHUMOHHbIM TEPMMUHANOM U ABOHEHTCKUM
opaH:xeBbim — 100Mbps) .
WAN YCTPOWUCTBOM
npouecc NakeTHoM nepegayun aaHHbix no WAN-
muraet ot . PEA A
nHTepdeicy
roput  (3eneHoim — 10 Mbps, | ycTaHOBNEHO cOeAMHEHME C MOAKAOYEHHbIM
LAN opaHeBbim — 100Mbps CeTeBbIM YCTPONCTBOM
npoLecc NakeTHolM nepegayn AaHHbIX no LAN-
Mmuraet .
nHTepdency
3€e/IeHbIN, rOpUT NOCTOAHHO TenedoHHan TpybKa nogHATa (AMHMA aKTUMBHA)
He ropuT TpybKa nonoxKeHa, HopMmanbHas paboTa
3€e/IeHbli, B TeYEHME CEeKYHAbl MUTaeT C . .
. Ha TenedoHHbI NOPT MOCTynaeT BXOAALMMI
yactoton 20 [u, 3atem 4 ceKkyHAbl
Bbl30B
naysa
3eNeHblil, NepuoamMyYeckoe  peaKoe | OTCYTCTBYeT pernctpaunsa aboHeHTCKoro nopTa
MUraHme Ha SIP-npoKcu cepsepe
3e/1eHbli, ABOMHbIE KOPOTKME MUraHMA
naeT TecT AMHUK
C UHTEpPBa/IOM B 3 CEKYHAbI
USB 3e/1eHbli, roput USB-ycTpoiicTBO NOAKNHOYEHO
He ropuT USB-ycTpoincTBO He NogKAto4YeHO
. BK/IOYEHO MWUTAHWE YCTPOMCTBA, HOPMabHasA
3e/1eHbli, FOPUT NOCTOAHHO
pabota
OpaHXeBbll, FOPUT NOCTOAHHO OTCYTCTBYET BbIXo/, B VIHTepHeT
Power KpacHbIi, FOPUT NOCTOAHHO 3arpyska ycTpoWcTea

nepunoanyeckoe
MUraHue KpaCHbIM n
LuBetamu

nonepemeHHoe
3€/1eHbIM

cHbpoc ycTpoMcTBa K 3aBOACKMM HaCTpOMKam

14
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1.7 C6pocC K 3aBOACKMM HACTPOMKam

[nAa 3anycKka ycTpomncTea C 3aBOACKMMM HAaCTPOMKAMN HEOBXOAMMO B 3arpyKeHHOM COCTOSIHMM HaKaTb U
yOEepPXKMBaTb KHOMKY «F», KOTOpas HaxoAuTcA Ha OOKOBOM MaHenu ycTpowmcTBa, NOKa MHAMKaTop «Power»
HauyHeT NepuoaMYEcKM MUraTb NMOMEPeMEHHO KPAcHbIM WM 3eneHbiM ugeTamu. Mpounsonget aBTomMaTUYecKas
nepesarpyska yctpoicTta. Npu 3aBoAcKMX ycTaHoBKax Ha WAN-uHTepdeince 3anyweH DHCP-knueHT, agpec
nHTepdelica LAN - 192.168.1.1, macKa noacetu — 255.255.255.0; nma nonb3osaTtensa/naponb gna goctyna yepes
Web-unnrtepoeiic: admin/password.

1.8 KomnneKT nocrtaBku

B 6a30BbIli KOMNAEKT NOCTaBKK ycTpoicTea cepun TAU-IM.IP BxopAT:

e TepMWHaN abOHEHTCKMI YHUBEPCabHbIN;
e apganTep nutaHuA 220/12B 1,5 A;
e PYKOBOACTBO MO YCTAaHOBKE W HACTPOMKe.

AboHeHmcKul w3 TAU-1IM.IP 15
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hauyano paboTbi

[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes Web-6paysep:

1 Ortkpoiite Web-6paysep (nporpammy-npoCMOTPLUMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2 BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiicTsa.

iﬁu 3aBopacKoii IP-agpec yctpoiictBa: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapy*KeEHUN YCTPOMCTBA B OKHe b6pay3epa oTobpasutca cTpaHULa C 3anNpPOCOM MMEHU
no/ab3oBaTens n Napons.

TAU-1M.IP u -

Torx:

Mapone:

3 BseauTe uMMA nonb3oBaTens B CTpoke «JlIorMH» M naponab B CTpoke  «[aposby».

iﬁu 3aBoACKMe YCTaHOBKK: 1I0ruH: admin, naponb: password.
4 Haxmute KHOMKy «BoiTi». B okHe 6paysepa OTKpoeTca MeHto BbicTporo.

2.2 CmeHa nonb3oBaTeneu

Ha ycTpoiictBe cyuliectByeT Tpu TvMna nosb3oBaTenen: admin, user u viewer. Nonb3oBaTenb admin
(apmMuHUCTpaATOP, Napoab MO ymon4YaHuto: password) nmeeT NosHbINM AOCTYN K YCTPOMCTBY: YTEHME M 3anuUCb
NoObIX HACTPOEK, MOMHbIA MOHUTOPUHI COCTOAHMA yCcTpoicTea. MNonb3oBaTenb user (HeNMPUBUAETUMPOBAHHDIM
nonb3oBaTesb, Napos/ib MO YMONYAHUIO: USer) MMeeT BO3MOMKHOCTb BbIMOJAHUTb TOMIbKO HAcTpolky PPPoE gns
nogKAtoueHns K UHTepHeTY, He MMeeT A0CTyna K MOHUTOPUHIY COCTOSIHMA ycTpoicTBa. Monb3oBaTenb viewer
(Habnoaatenb, Naponb MO YMONYAHUIO: Viewer) MmeeT NpPaBoO TONbKO MPOCMATPMBaTb BCHO KOHUrypaumto
ycTporcTBa 6e3 BO3MOXHOCTU YTO-IMO0 pedaKTUpPOBaTb, MOHUTOPUHI COCTOSIHUA YCTPOMCTBA €My AOCTYyMNeH B
nosHom obbeme.

TAU-1M.IP

m IP-TenecboHns  IP-reneBuaeHne  JlokanbHble MHTepthencbl  Cuctema

QoS HacTpoika MAC-agpecos DHCP-cepeep NoKansHeIR DNS NAT v npoGpoc nopToB CeTeBOH 3KpaH ACL

Punetp MAC Mappymsayua OuHamuyecknid DNS SNMP Monsaoeatensckne VLAN

16 AboHeHmcKul w3 TAU-IM.IP
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an Ha*aThn Ha KHOMKY «B8bIXOO» TEKyLWaA cecCnAa nosib3oBaTtenAd 6yp,eT 3aBepLleHa, 0T06pa3VITC‘r'I OKHO
dBTOpPU3aLUnNn:

1M.IP

TNoruH:

admin

Mapone

[na cmeHbl goctyna HeobxoAMMO yKasaTb COOTBETCTBYIOLUME WMMA MOMb30BaTENA W NApo/b, HaxaTb
KHOMKY «Bolimu».

2.3 Pexxumbl paboTtbl Web-uHtepdeiica

Web-uHtepdelic yctpoiictea TAU-IM.IP moxeT paboTaTb B Tpex pexumax:

e IMIOHUTOPUHT — PEXUM MOHUTOPMHIA CUCTEMBI — UCMOb3YyeTCA A1 NPOCMOTPA PasINYHOrMo poaa
nHdopMauun o paboTe yCTPOICTBA: aKTUBHOCTb MHTEPHET-COeAMHEHMA, COCTOAHME TeNePpOHHOro
nopTa, 06bem NpPMHATLIX/NepeaaHHbIX AaHHbIX MO CeTeBbIM MHTepdeicam v Tak aanee;

o [AUTKK — pexknum BbICTPOro KOHPUIrypMpoBaHMA CUCTEMbI — B KaxKAoW NAUTKE CrpynnuMpoBaHbl
HACTPOMKM Mo nx GYHKUMOHANbHOMY HasHadyeHuto: MHTepHeT, IP-TenedoHun, IP-tenesngeHme u
Cuctema. B nauTKy BbiBeAEHbl TONbKO OCHOBHblE MapamMeTpbl, MO3BOAAOWME MAKCUMANbHO
6bICTPO HACTPOUTL ONpeseNeHHYo GYHKLMIO YCTPOMCTBA;

e HacTpOMKM — pacCLWIMPEHHbIA PEXUM  KOHPUIYPUPOBAHMA CUCTEMbI  (PEXMM  MOJAHOro
KOHOUTypUpoBaHMa) — NO3BONAET BbIMOJHUTbL NOJIHOE KOHPUTYpUpPOBaHME YCTPOICTBA.

Ons Hasuraumm mexay pexummamm Web-uHTepdelica cayXmMT naHenb, KOTOpas HaXxo4AMTCA C NeBOM
cTopoHbl Web-nHtepdeiica. Npu HaBegeHUM yKasaTe i MbllUM NaHe b PaCKpbIBaeTca:

N E UHTepHer
Pesxim paio Pexun pabdo)
MpoTok MpoTa
IP-a3ap IP-aa]
@ Macka Nogce] @ MOHUTORKHT Macka noace
i LNtz No yMon4a-y E58 MnuTRM 1INt No yRomHaH
.1 MepBUYHEIR D £ HacTpoiku MepEMHEIR D
BTopu4Hei D BITOpHHBIA D

N3 pexnma «MAnTKM» B pexxmnm «HacTporKmn» nepexos BO3MOXKEH TaK¥Ke Yepes CCblIKy «nodpobHee» B
Ha3BaHUU NJNTKM.

AboHeHmcKul w3 TAU-1IM.IP 17
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2.4 MpumeHeHUe KOHPUrypaLm 1 OTMEHA U3MEHEHMIA

2.4.1 TMpumeHeHUe KoHuUrypauum

Mo Ha)XaTuio Ha KHOoNKY «MpUMeHUTb» NPOUCXOAUT COXpaHeHue KoHdurypauum Bo flash-namatb
YCTPOWCTBA M NpUMEHEeHMe HOBbIX HacTpoeK. Bce HacTPoiKK BCTynaloT B cuay 6e3 nepesarpyskm
ycTpoicTBa.

KHonKka «lpuvmeHUTb» B MEHI0 ObICTPOrO KOHPUIYPUPOBAHUSA U B MEHIO PACLUMPEHHbIX HAcTpoek

COOTBETCTBEHHO MMeeT BUA,: ; .

B Web-untepdelice peannsoBaHa BM3yanbHas UHAMKALMA TEKYLLEro COCTOAHMA NpoLecca NpUMeHeHus
HacTpoekK, onucaHHas 8 Tabanua 5.

Tabnnua 5 — BusyanbHasa MHAMKALMA TEKYLLLETO COCTOAHUA NpoLecca NPMMEHEHUsA HacTpoeK

BHelwHuii BUg, OnucaHue cocToAHUA

Mocne HaxaTua Ha KHOMKY «pMMEHUTb» NPOUCXOAMT NPOLECcC NPUMEHEHMA U 3annUcK
HacTpoMKM CeTH <™ HacTpoek B namaATb ycTponctea. O6 aTtom nHPopmMmUpyeT 3HAYOK H B Ha3BaHMW BKNALKM
M Ha KHOMKe «MpUMEHUTb».

06 YCMIEWHOM COXPAaHEHUM M MPUMEHEHUM HACTPOEK MHGbOPMMpYeT 3HauoK L B
HacTpoiky ceth & Ha3BaHWUN BKTaKU.

Ecnn 3HaveHve napameTpa 6bl10 YKa3aHO C OLWIMOKOW, TO MOCAE HaXaTuUsA Ha KHOMKY

HaCTpOiikA CeTH @ «MPUMEHUTE» NOABMTCA COOTBETCTBYIOWEE COOOLEHME C YKasaHMemM MPWYMHbI, a B

Ha3BaHWW BKNagKU OT06pa3VITCFI 3HA4O0K E]

2.4.2 OTmeHa UsameHeHu

OTmeHa U3MeHeHUiA NPOM3BOAUTCA TONbKO A0 HAXKaTUA Ha KHOMKY «MpumeHutb». B 3Tom cnyyae
OTpeaaKTUpPOBaHHble Ha CTpaHUUE napameTpbl OOHOBATCA TEKyWMMM  3HAYeHUAMM,
3anNMcaHHbIMM B NamATU ycTpoiictBa. Mocne HaxKatmAa Ha KHoOnKy «[MpumeHuTb» BO3BpaT K
npeAblAyLLMM HAacTPOKam 6yaeT HeBO3MOXKEH.

KHOMKa OTMEeHbl U3MEHEHUIN B MEHIO BbICTPOro KOHOUIYPUPOBAHMA U B MEHIO PaCLUMPEHHbIX HAacTpoeK

x ® Otmena
COOTBETCTBEHHO MMmeeT BUA.: 5

25 MeH10 6bICTPOro KOHGUryprMpoBaHUA

B MeHt0 6bICTPOro KOHGUrypMpoBaHMA OTOBPaXKaloTCA OCHOBHbIE HAaCTPOMKM YCTpOoICTBa, PUCYHOK 6.
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WHTepHeT nogpoGee IP-tenechoHns nogpoGHee
Pewum paGoTel | MaplwpyTusatop v NMuana 1 SIP
MpoTokon | Static v
BrMHOYKTE
BHewHui IP-agpec | 192.168.18.111
Homep | 001
Macka nogcetn | 2552552550
AyTeHTUdIMKaLKMA

LUnMK3 no ymonyaHuile | 192.168.18.1
. VIMA nonb3oBaTens

MepBHYHEIA DNS
P Y B

BTOPWYHEIA DNS
v ®
.

IP-TeneBugeHune noapoGhee Cucrema noppoGee
BrrtounTe IPTV & HocTyn k Web yepes WAN
BrntounTe HTTP- ¥ HTTP &
npokcH
HTTPS

MopT HTTP | 1234

= -
= -

PucyHOK 6 — MeHto 6bIcTporo KoHoUrypmMpoBaHusa
HacTpoiku pasgeneHbl No CAeayoWmMM KaTeropuam:

e WHMepHem — 6bicTpasn HACTPOIKa BbIxoAa B ceTb MIHTEpHET;

e |P-menegoHua — bbicTpan HaCTPoOMKa TenedoHum;

o IP-menegudeHue — KOHOUTYpPUPOBAHME YCTPONCTBA ANA NoaaepKKMU GyHKUni IPTV;
e Cucmema — HacTpoWka gocTtyna K Web-uHtepdeicy yepes WAN-noprt.

2.5.1 MWHTepHetr

Ana poctyna K cetn MHTepHeT HEOH6XOAMMO YCTaHOBUTb OCHOBHbIE HACTPOWKK B pasgene «MHTepHeT».
AnA yKasaHWA OOMNONAHWUTENbHbIX MAapaMeTPOB MeperanTe B PEXUM PaCUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«noapobHee».

e Pexum paboTbl — pexxunm paboTbl ycTpoiicTea:

—  Mapwpymuzamop — mexgy LAN- n WAN-uHTepdeincom ycTaHaBAMBAETCA PEKUM
mapupytmnsatopa (LAN nsonmposaH ot WAN);

—  Mocm — mexgy WAN un LAN-uHTepdelicom yCcTaHaBAMBAETCA PEeXMM MOCTa: AaHHble
nepepaatotca npospayHo n3 LAN 8 WAN 1 06paTHo;

e [Ilpomokon — BblbOp NPOTOKOMA, NO KOTopomy bOyaeT ocywecTBaaTbcA nogkatoveHne WAN-
MHTepdelica yCTPoNCTBa K ceTu npoBangepa:
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—  Static — pexxum paboTbl, Npn KoTopom IP-agpec 1 Bce HeobxogMmble napameTpbl HA WAN-
UHTepdelc HasHavyatoTCa cTaTnyecku. Mpu Bbibope TMNa «Static» Ana pesakTMpoBaHuUA
6yayT AOCTYMHbI cCheayolwme napameTpbl:

BHewHuli IP-adpec — yctaHoBKa |P-agpeca WAN-uHTepdeica ycTpoMcTBa B CETU
nposaiaepa;

Macka nodcemu — MacKa BHeLWHel NoaceTu;

LUno3 no ymonyaHUto — agpec, Ha KOTOPblA OTNPaBAAETCA MaKeT, eciu ANA Hero He
HaMgeH MapLpyT B Tabanue maplpyTmsaumu;

MepesuyHebili DNS, BmopuyHsili DNS — apgpeca cepBepoB AOMEHHbIX MUMEH (MCMNob3ytoTcs
ana onpegeneHvsa IP-agpeca ycTpoicTBa MO ero JOMeHHOMY MMeHM). [aHHble nons
MOXHO He 3an0/IHATb, ECIN B HUX HET HEOOXOAMMOCTH.

— DHCP — pexum paboTbl, npn Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
LWJI03 MO YMOJIYAHUIO U ApYyrMe napameTpbl, Heobxogumble Ansa paboTbl B ceTu, byayT
nony4yeHbl ot DHCP-cepBepa aBTOMaTUYECKM.

Moaaep>mMBaemble onuun:

1 — macka ceTty;

3 —afpec ceTeBOro LW/03a MO YMOHAHUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPONCTBA;

15 — pomeHHOe ums;

26 — pasmep MTU;

28 — WwmpoKoBseLwaTenbHbIN afpec ceTu;

33 - cTaTu4yeckme mapLupyTbl;

42 — appec NTP-cepBepa;

43 — cneunduyHaa nHdopmaLma nponsBoaUTeNs;
60 — anbTepHaTmeHbIi Vendor ID;

66 —appec TFTP cepsepa;

67 — ums daiina MO (ans 3arpysku no TFTP ¢ cepsepa ns onuuu 66);
82 - nHdopmaums areHta DHCP Relay;

120 — outbound SIP-cepsepa;

121 — 6ecknaccoBble CTaTUYECKME MapLLPYTbI.

B DHCP-3anpoce B onuun 60 ycTpoKcTBO NepesaeT cnenytowyo MHGopmMaumo NponsBoanTens B
dopmare:

[VENDOR:npoussogutenb][DEVICE:Tun ycTtpoicrea][HW:annapatHaa Bepcusa] [SN:cepuiiHbiii
Homep][WAN:MAC- agpec nHTepdelica WAN][LAN:MAC- aapec nHTepdelica
LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

- MepsuyHblli DNS, BmopuyHbeili DNS — IP-agpeca DNS-cepsepoB — ecnu agpeca DNS-
CepBepoOB He Ha3Ha4yaloTCA aBTOMATUYecKM no npotokony DHCP, npu HeobxoammocTu
3afaiiTe ux Bpy4YHylo. Aapeca, 3afaHHble BpPY4YHylo, OyayT MMeTb NpUOPUTET Han
agpecamn DNS-cepsepoB, noaydeHHbIX No npotokony DHCP.

Cnucok wucnonb3yemblx DHCP-onumii Ha Kaxgom ceteBoMm uHTepdeice (Internet, VolP,
Management) MOXHO 3afaBaTb BPy4YHyo. MHPopmaumMa No HacTpoMKe CMMCKa npencTaBsieHa B
Npunosxenne B. HACTPOMKA dhcp-KAMeHTOB B MyNbTUCEPBUCHOM PeXnme
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—  PPPOE — pexnm paboTbl, npu KoTopom Ha WAN-uHTepdeiice nogHnumaetcs PPP-ceccus.

Mpu BbibOpe «PPPOE» gna pefaKTMPOBAHUA CTaHYT AOCTYMHbI Cleaytowme napameTpb:

- UMA nons3zosamesa — UMA NONb30BaTeNA oA aBTopm3aunm Ha PPP-cepsepe;

- Napons —naponb gna asTopmsaumm Ha PPP-cepsepe;

- Service-Name — ums ycayrn — 3HadyeHune Tera Service-Name B coobuieHun PADI ann
UHUumnanmsauum PPPoE-coeanHeHus (Mcnosib3oBaHWE [aHHOW ONuUMU He ABAseTcA
o0bA3aTeNbHbIM, 3TOT NapaMeTp HacTpauBaeTcs TO/IbKO No TpeboBaHUIO NpoBaiaepa);

- Bmopoli Odocmyn — TN gocTyna K  JIOKanbHbIM  CETEBbIM  pecypcam.

Mo*KHo BbI6paTh 2 BapuaHTa:
DHCP — puHammyeckuin pgoctyn, kKorga |P-agpec u Bce Heobxoaumble MapameTpbl
nosay4atotca no npotokony DHCP;
Static — cTaTU4ecKUit — B 3TOM Cayvyae Heobxoaumbie A AOCTYNa NapameTpbl HYXKHO
YKa3aTb BPYy4HYIO:

= [P-adpec — Npu CTaTUYECKOM A0CTYyMe C 3TOro agpeca ocywectsasercs goctyn Ao PPTP-cepsepa;
= Macka nodcemu — Npu cTaTU4ECKOM AOCTyNe MacKa NoAceTH;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnosibayembiit B 1OKa/NbHOM ceTw;

= [1In103 — NPV CTaTUYECKOM A0CTyne W03 414 AocTyna K PPTP-cepsepy (ecam Heobxoaum).

—  PPTP — pexum, npy KOTOPOM BbIXod B MHTEpPHET ocyLecTBAAeTCs Yepes crneumnanbHbii
KaHan, TYHHeNb, Ucnonb3ys npotokon PPTP. Mpwu Bbibope «PPTP» ans penakTMpoBaHuUs
CTaHYT AOCTYNHbI cCheaytowme napameTpbl:

- PPTP-Cepsep — appec cepsepa PPTP (gomeHHoe ums unu IP-agpec B8 popmarte IPv4);

- IMA nonv3osamesia — UMA N0Nb30BaTeNA ANA aBTopu3aummn Ha PPTP-cepsepe;

- Mapons — naponb ana asTopusaumm Ha PPTP-cepsepe;

- Bmopoli docmyn — TN A0CTyna K /IOKaibHbIM CeTeBbiM pecypcam u PPTP-cepsepy.

Mo3KHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamuyeckuit gocTtyn, Korga IP-agpec u Bce Heobxoaumblie napameTpbl
nosay4atotca no npotokoay DHCP;

Static — cTaTMYecKun, B 3TOM c/iy4ae Heobxoaumbie ana goctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYHO:

e IP-adpec — Npu CTaTUYECKOM AOCTYMe C 3TOro aApeca OCyLecTBAseTca A0CTyn A0
PPTP-cepBepa;

e Macka nodcemu — nNpw CTaTUYECKOM A0CTyNe Macka noaceTy;

e DNS-cepsep — npwu ctatuyeckom goctyne cepsep DNS, ncnonb3yemolin B 10KasbHOM

cetu;
e llIn03 — Npu cTaTMYeCcKOM AocTyne w3 Ans goctyna K PPTP-cepsepy (ecnu
Heobxoanm).

— L2TP — pexum, nNpu KOTOPOM BbIXOZ4 B MHTEpPHET OCyLLecTBNAETCA Yepe3 chneLumanbHbIi
KaHan, TyHHenb, ncnonb3ys npoTtokon L2TP. Mpu Bbibope «L2TP» ana peaakTMpoBaHus
CTaHYT AOCTYMHbI Cneayolpe napameTpbl:

L2TP-Cepsep — appec cepBepa L2TP (nomeHHOe uma unun IP-agpec 8 popmate IPv4);
Umsa nonb3zosamesnsa — MA NONb30BaTeNA ANA asTopm3aummn Ha L2TP-cepsepe;

laponeb — naponb anAa aBTopusaunm Ha L2TP-cepsepe;

Bmopoli docmyn — TMn AoCTyna K /IoKalbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.
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Mo:KHO BbI6paTb 2 BapuaHTa:

DHCP — panHamuuyeckuit poctyn, Korga IP-agpec M Bce Heobxoaumble napameTpbl
nosay4atotca no npotokony DHCP;

Static — cTaTuyeckui, B 3TOM c/ayvyae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYYHYIO:

= |[P-adpec — Npu CTaTUYECKOM AOCTyNe C 3TOro agpeca ocywecTsasetcs goctyn Ao PPTP-cepsepa;
= Macka nodcemu — Npu cTaTUHECKOM AOCTyNe MacKa NoAceTH;

= DNS-cepsep — npu ctatuyeckom gocTyne cepsep DNS, ncnonbayemsiii B N0OKaNbHOM ceTy;

= [[/n103 — NpW CTaTMYECKOM AOCTyne W03 gaa goctyna Kk L2TP-cepsepy (ecan Heobxogum).

MpoTtokoabl PPTP n L2TP ucnonb3yotca anAa Co3faHMA 3alUMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMMbIOTEPOM YAANEHHOrO MNOJIb30BATENA W YACTHOM CETbl €ro
opraHusaummn. PPTP n L2TP ocHoBbiBaloTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwupeHuamn. [aHHble BepxHUX ypoBHel mogenm OS| cHavana
MHKancynupytoTca B PPP, a 3atem 8 PPTP uaun L2TP ana TyHHeNnbHOM Nepepayn yepes cetu
obuwero goctyna. ®yHKUMOHaNbHbIe BO3MOXKHOCTM PPTP n L2TP pasnunuHbl. L2TP moxket
MCMNO/Ib30BaTbCA He TONbKO B IP-ceTax, cnyebHble COObOWEHUA ANA CO34aHUA TYHHens wu
nepecbIKM NO HEMY AAHHbIX MCMNONb3YIOT OAMHAKOBLIN popmaT n NpoToKkonbl. PPTP moxkeT
NPUMEHATBCA TONbKO B IP-ceTax, U eMy HeobxoauMmo oTaenbHoe coeguHeHwe TCP ans
CO34aHMA U MCNONb30BaHWA TyHHens. L2TP nosepx IPSec’ npegnaraet 6onblue ypoBHEN
6esonacHocTM, 4Yem PPTP, M MMeeT BbICOKYIO CTEMEHb 3alMLLEHHOCTM BaAXKHbIX A4S
OpraHuM3aunm AaHHbIX.

OcobeHHocTn L2TP genatoT ero o4yeHb NepPCreKTUBHbIM MPOTOKOAOM AAA MNOCTPOEHMUA
BUPTYa/IbHbIX CETEN.

[na BCTYNAEHUA B CUAY HOBOM KOHOUIypauuu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYH0 NamATb
%

HaXXMUTe KHOMKY . ,ﬂ,ﬂﬂ OTMEHbl USMEHEHWNIM HaXKmuTe KHOMNKY

Y106bl NOAKAOYMTL YCTPOMCTBO K CETU MpoBangepa, HeobxoAMMO YTOYHMUTb Yy oOnepaTopa ceTeBble
HacTPOMKKW. MpK NCNONb30BAHUMN CTAaTUYECKMX HAacTpoeK B None «[poTOKO» HYXKHO BblbpaTb 3HaYeHMe «Staticy,
3anonHUTbL nona «BHewHun IP-agpec», «Macka noacetm», «lno3 no ymonyaHuto», «lMepBuyHblini DNS» wn
«BTopuuyHbIn DNS» npeaocTtaBaeHHbIMM NPOBanAEepoOM COOTBETCTBYIOLWMMK 3HaYeHuamn. Ecnm yctpolictea B
CceTM npoBaigepa NOAyyaloT ceTeBble HACTPOMKM no npoTokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoTokon» BbIGepUTE COOTBETCTBYIOLWMIA MPOTOKOA WM BOCMOJIb3YATECH WMHCTPYKUMAMM npoBanaepa AN
NO/IHOM W NPaBU/IbHOM HACTPOMKN YCTPOMCTBA.

2.5.2 IP-tenedpoHus

Onsa pabotbl IP-TenedoHMM HeobxogMMO YCTaHOBUTb HACTPOMKKM B pasgene «IP-tenedonunsa». Ons
YKa3aHMA [OMOJHUTE/IbHbIX MapamMeTPoOB MNepenauTe B PEXUM PACLUMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«noodpobHeey.

Bo BKnazKe «JIMHMA 1» BbINONHAIOTCA OCHOBHbIE HAaCcTPONKK TenedpoHHOro nopTa «Phone» yctpolicTsa:
e BKaH0OYUMb — NPY YCTAHOBJAEHHOM dJiare faHHas IMHUA aKTUBHA;
e Homep — aboOHEHTCKMIN HOMEp, 3aKpeneHHbIM 3a TenepoHHOM nHMe;
e VIM#A nosnb3osamesns — UMsA NOb30BATENA A/1A ayTeHTUUKaLMKM Ha SIP-cepBepe;

e [laponb —naponb ans ayteHTMdPpUKaummn Ha SIP-cepsepe.

Bo BKnagKe «SIP» BbINONHAIOTCA OCHOBHbIE HACTPOMKKM Ana SIP-npoKcu cepsepa:

2 [na KoppeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO a4PECcoB OTNpaBuTeNs.
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e SIP-npoKkcu cepsep — ceTeBoW agpec SIP-cepBepa — YCTPOMCTBA, OCYLLECTBAOLLETO KOHTPO/b
JocTtyna Bcex aboHeHTOB K TenepoHHOW ceTu nposanaepa. MoxKHO yKasaTb Kak IP-agpec, Tak 1
AOMEHHOEe MMsA (Yepe3 ABOETOYME MOXKHO 3a4aTb anbTepHaTuBHbIM UDP-nopT SIP-cepsepa, no
ymonyaHuio 5060);

e Peazucmpayua — nNpw ycTaHOBNEHHOM ¢nare paspelleHa pernctpaumns aboHEeHTCKMX MOPTOB Ha
cepBepe perucrpayumu;

e Cepsep pecucmpayuu — CETEBON aZpec YCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA PerncTpauma
Bcex aboHeHTOB TenedOHHOM CeTU C LLenblo NPesoCTaBAeHNA UM MpaBa NO/b30BaATLCA YCAYyramu
cBA3M (4epe3 pOBOeToYME MOMKHO YKasaTb a/ibTePHATMBHbIA MOPT cepBepa perncrpauuu, no
ymonyaHmio 5060). MoxHO yKasaTb Kak IP-agpec, Tak U gomeHHoe ummA. OBbIMHO cepBep
pernctpauumn pusnyeckn coemellieH c SIP-npoKkcu cepsepom (OHM MMEIOT 04MHaKOBbIM agpec);

e SIP domain — poOMeH, B KOTOPOM HAxOAWUTCA YCTPOMCTBO (3anO/IHATb MpW HeobxoaMmocTu),
Ha3Ha4aeTcA aBTOMaTUYECKM Npu noaydeHmn 15 onummn npotokona DHCP nnu 3agaetca BpyyHyto.
[JomeH, 3a4aHHbI BPYYHYIO, MMEET NPUOPUTET Had HAaCTPOMKOM noay4vyeHHoM no DHCP.

Ana BctynneHna B cuny HOBOM KOHd)MpraLI,MM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYKO NMaMATb

Ha*XMuUTe KHOMKY . ,ﬂ,ﬂﬂ OTMEHbI USMEHEHUIN HAXKMUTE KHOMKY

2.5.3 IP-teneBugeHue

Ona pabotbl GyHKUMKM IPTV HYXKHO BbINOJHUTL OCHOBHbIE HAacTPOMKKN B pasgene «IP-tenesuaeHue». Ana
YKa3aHMA [OOMNOJHUTENbHbBIX NAPaMeTPOB NepenguTe B PEXMM PaCLIMPEHHbIX HACTPOEK, HaxKaB CCbIAKY
«noopobHee».

e Bxaroyume IPTV — npu ycTaHoB/IEHHOM dnare paspelleHa TpaHcaauusa naketos IP-tenesnaeHns ¢
WAN-uHTepdeiica TAU-IM.IP (M3 ceTn npoBaigepa) Ha ycTPOWMCTBA, MOAKNOYEHHble K LAN-
nHTEepdelicy;

e Bkawyume HTTP-npokcu — npwn ycTaHoBAeHHOM daare ncnonbzosatb HTTP-npokcn. HTTP-npokcu
ocyuiectBaseT npeobpasosaHme UDP-notoka B notok HTTP, 4yTo No3BOASET yAy4YlWMUTb KAauecTBO
TPAHCAMPYEMOro M306paXKeHMA NPU NIOXOM KayecTBe KaHasa CBA3M B IOKA/IbHOM CETMU.

e [lopm HTTP — Homep nopta HTTP-npoKcK, ¢ Kotoporo ByaeT OCyLecTBAATbLCA TPAHC/AMPOBaHMe
BMOEO-NOTOKA. Mcnonb3yinte 3TOT MOPT A8 MNOAKAHOYEHMA K TPaAHCAMPYEMbIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnm yctpoictso umeet Ha LAN-untepdeice agpec 192.168.0.1, ana nopta NpoKcu-cepBepa
BblbpaHO 3HauyeHue 2345, n HeobxogMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammbil VLC ajpec NnoTOKa HYXXHO 3a4aTb B Buze:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauum M 3aHeCeHWUA HacTPOEeK B SHEProHe3aBMCUMYIO MaMATb

HaXXMuUTe KHOMKY . 0na oTmeHbl N3MEHEHUIN HaXKmuTe KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbINOJHAETCA HAcTpoiKka poctyna K Web-koHourypatopy ycTtpoictea. [Ans
YKa3aHWA [O0NO/SIHUTE/IbHBIX NapameTpoB MeperauTe B PEeXUM PaCUMPEHHbIX HACTPOEK, Ha¥KaB CCbIIKY
«noopobHee».

Hoctyn Kk Web yepe3s WAN:

e HTTP — npw ycTaHoBNeHHOM dnare paspelleHo noakatodeHne K Web-koHdurypaTopy ycTpolicTea
yepe3 WAN-nopT no npotokony HTTP (Hebe3onacHoe noaknoueHme);
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e HTTPS — npu ycTaHOB/AeHHOM dnare paspeweHo noaknveHme kK Web-KoHdurypatopy
ycTpoiictea yepe3s WAN-nopt no npotokoay HTTPS (6e3onacHoe noakaoueHue).

Mo ymonuauuio goctyn K Web-uHtepdeiicy ycrpoiictea paspelueH ToabKo yepes LAN-uHtepdeiic.

[na BCTynneHus B CMAY HOBOWM KOHOUIypauum U 3aHECeHUA HacTPOEeK B 3HEeProHe3aBMCMMYI0 NamATb

Ha*XmMunte KHOMKyY . ﬂ,l’lﬂ OTMEHbI USMEHEHWNI HaXkMUTe KHOMKY

2.6 PacwimpeHHble HaCcTpPOKK

[Onsa nepexoga B peXXMM paclUMPEHHbIX HAaCTPOEK YCTPOMCTBA HAXKMUTE CCbIIKY «100pobHee» B Ha3BaHUMU
Nt060 NANTKN UK Ha NaHenn cnesa BbibepuTe NYHKT «HaCcTpoMKm».

2.6.1 OcHoBHble 3anemeHTbl Web-untepdeiica

Ha pucyHKke 7 npeacTaBneHbl 3nemeHTbl Hasuraumm Web-KoHdurypatopa B pexkunme pacliMpeHHbIX
HaCTpoeK.

TAU-1M.IP 1 w-  aomn

Cete QLGEEELLUEN IP-teneBuaeHue  lokanbHble MHTepdeAcbl Cuctema 2

QoS HacTpoika nuHMA  Mpopuru SIP Mpocounw dialplan  MpedMkcsl ynpaenenua B0 CMIHankl Bei3oea  MCTopA BEI30B0B %)

=

CeTeBble HacTpolku IP-TenedoHnn 0

Mcnonk30Bate HAacTpoiik Intermet ¥

B Hactpoiika IPSec

Brnouute

Bepeus NO;  (rekywan sepena M0)

© 000 "Mpednpusmue "3nmexc”, 2011 — 2018 .
f Bepcus sed-usmepgelica: (tekywan sepcna sed-untepdeica)

PucyHoK 7 — dnemeHTbl HaBurauum Web-koHourypaTtopa
OKHO Nonb3oBaTeNbCKOro MHTepdeiica pasaeneHo Ha cemb obnactei:

1 Wmsa nonb3osaTens, nog KOTOPbIM Obll OCYLLECTB/IEH BXOZ B CMCTEMY, KHOMKa 3aBeplueHus
ceaHca paboTbl B Web-uHtepodeiice (861x00) noa, AaHHbIM NOMb30BAaTENEM M BbINaAatoLLEe MEHIO
Bblbopa A3blka Web-nHTepdeiica.

2 BKnagkum meHlo rpynnupyoT BKAagKM nogmeHto no Kateropuam: Cetb, IP-tenedponHusn, IP-
TenesBngeHue, JlokanbHble nHTepdeiicobl, Cuctema.

3 Bknagku nogmeHto CNyXaT ANnAa ynpasaeHnAa nonem HaCTtpoek.

4 TMaHenb cmeHbl pexkuma Web-koHdurypaTtopa (onucaHue npusedeHo B pasgene 2.3 Pexunmbl
paboTbl Web-uHtepdeiica).

5 Tlone HacTpoekK ycTpoicTea, KoTopoe 6asmpyeTca Ha Bbibope No/ab30oBaTeNs, NpeaHasHayYeHo Aas
NPOCMOTpPa HAaCTPOEK YCTPOMCTBA U BBOAA KOHGUIYPaLMOHHbIX AaHHbIX.

6 KHonKu ynpasneHua KoHPUrypaumen, nogpobHas nHpopmauma npuseaeHa B pasgene 2.4.
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- [TpumeHUMb — NPUMEHUTb M COXPaHWUTb TEKYLLYIO KOHOUTypauuio B SHEpProHe3aBuUcUmyto
NamsATb YCTPOMCTBA;
- OmmeHa — 0OTMeHa U3MeHEeHWI (BO3MOMKHA TO/IbKO A0 HAaXKaTWsA Ha KHOMKY «[IpumeHuUmb»).

7 WHdopmaumoHHoe none, B KOTOPOM OTOBparkaeTcs Bepcus nporpaMmmHoro obecneyeHus, Bepcus
Web-nntepdeiica.

2.6.2 MeHio «CeTb»

B meHto «CeTb» BbINONHAETCA KOHPUIYPUPOBAHUE CETEBbIX HACTPOEK YCTPOMCTBA.

2.6.2.1 MNoameHio «UHTEepHET»

B nogmeHto «MIHTepHET» BbINONHAETCA KOHPUIYpUpOBaHME BHELIHEN ceTu (no npotokonam PPPoE, DHCP,
PPTP, L2TP, cTaTU4YeCKU, B PeXXMME MapLLPyTU3aToOpa U MOCTa) U IOKaNbHOM CeTH.

OBbWwKe HacTPOMKK

MmA xocTa
BHelHAA ceTb
Mogrndeque K MHTEpHET MpoBGIHCS NOGKNKYEHHE v
CropocTh M gy NNeks Auto v
HacTpodkw NnogxnoYeHna
Pestum paboThl MapLupy THsaTOR T
Mporokon DHCP v

AnETEpHETHBHEIR Vendor ID (onuws 80)
Wrdpopmauun aresta DHCP Relay (Onums 82)
Mepenqbbid ONS
BTopHYHEIH DNS

Pazmep MTU 1500
WMenonbsosats VLAN

OTENKMWTE TREHENALUMK 84 PEet 0B OTNPaBUTENA

INokaneHasa ceTb

IP-agpet 182.168.1.1
Macka ngyeeT 2552552550
HacTtpoika IPSec
BrNHHMTE COEMECMAS! e HESOIMOXHE

Obwue Hacmpoliku

. Mma xocTa — ceTeBoe nmA YCTpOﬁCTBa.
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BHewHsasa cemb

e [loOKnro4eHue Kk MUimepHem — cnocob NoAKAOYEHMA YCTPOMCTBA K BHELLHEN CeTH:

— [lposodHoe nodKn4eHUe — NOAKAOYEHUE K ceTU UHTepHET oCcyLwecTBAAETCA TONbKO MO
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogkaodeHne K cetv WHTepHeT ocyllectBaseTcs depes
b6ecnposogHoi USB-mogzem 3G/4G (uepe3 ceTb MOBUABHOIN CBA3M), MOAKMOYEHHbIA K
USB-nopTy ycTponcTea.

— AsmomamuuyecKu rnepexodums Ha pe3epsHblli KaHaa — NoAKAYeHue K ceT NHTepHer
OCYLLECTB/IAETCA MO OCHOBHOMY KaHasy (3agaeTca HuxKe B nose «OCHOBHOM KaHan»), U B
Cny4Yae nNponagaHma AocTyna K ceTm MHTepHET NO OCHOBHOMY KaHany byaeT npousseseH
aBTOMATUUYECKWNI Nepexos Ha pe3epBHbI KaHan.

e CKOpOCTb M AynneKkc — YCTaHOBKA CKOPOCTU Mepesayn AaHHbIX U pexuma paboTbl Aynaekca Ha
Ethernet-nopty WAN aboHeHTCKOrO LWNt03a:

— Auto — aBTOMAaTUYECKOE COrnacoBaHmMe CKOPOCTU U AyNeKca;

— 100 Half — noppepsknsaerca ckopoctb 100 M6UMT/c ¢ NoNyAYyNAEKCHbIM PEXKUMOM;
— 100 Full - nopaepxusaetca ckopoctb 100 M6UT/c ¢ AYNIEKCHbIM PEXUMOM;

— 10 Half — noppepxusaetca ckopoctb 10 MBUT/c ¢ nonyaynaeKCHbIM PesKUMOM;

— 10 Full - nopaepunsaetca ckopoctb 10 M6UT/c ¢ AYNNEKCHbIM PEXKUMOM.

HacmpolKku nodknawoyeHus

Mpu Bblbope cnocoba nogkntoyeHuns «MpoBogHoe nNogKAuYeHUe» byayT AOCTyNHblI caeaytowme
HaCTPOWMKM NOAKNIOUYEHUS:

e Pexxunm paboTbl — perkmm paboTbl yCTPOMCTBa:

—  Mapwpymuzamop — mexay LAN- n WAN-uHTepdeincamm ycTaHaBAMBAETCA pPEXUM
MapuwpyTtusatopa (LAN nsonuposaH ot WAN);

—  Mocm — mexgy WAN un LAN-uHTepdencammn ycTaHaBAMBAETCA PEXMM MOCTA: AaHHble
nepegatotcs npospayHo us LAN B WAN 1 06paTHO — paKTUYECKM yCTPOMCTBO paboTaeT B
peXkMme KOMMyTaTopa.

Mpu BblibOpe pexnma paboTbl «Mapwpymuszamop» 6yayT p[OCTYMHbI CAeAylolne  HaCTPOWMKK
NOAK/oYeHNA:

e [Ipomokon — Bbl6Op NPOTOKONA, MO KOTOpPOMY bByaeT OCyWecTBAATbCcA noakntodeHue WAN-
MHTepdelica yCTPONCTBA K CETU NpeaoCTaBeHNs yCAyr NpoBangepa:

—  Static — pexxum paboTbl, Npn KoTopom IP-agpec 1 Bce HeobxogMmble napameTpbl Ha WAN-
UHTepdelic HasHavatoTCA cTaTnyecku. Mpu Bbibope TMNa «Static» Ana pefakTMpoBaHUA
CTaHYT AOCTYMHbI CNeaytolWwme napameTpbi:

- BHewHuli IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-uHTepdeiica ycTpolicTea B
ceTu npoBanaepa;

- Macka nodcemu — macka BHeLWHeWN NoAcCeTy;

- W03 no ymonyaHuo — agpec, Ha KOTOPbIA OTNPaBAAETCA NaKeT, eciM ANA Hero He
HalAeH MapLpyT B TabMLe MapLlpyTUsaumm;

- MepsuyHeblli DNS, BmopuyHsili DNS — agpeca cepBepoB AOMEHHbIX MMEH (MCMnob3ytoTcs
Ana onpepenenuns IP-agpeca ycTpoicTBa MO ero JOMEHHOMY MMeHM). [laHHble nons
MOYHO OCTaBMUTb MYCTbIMU, EC/IN B HUX HET HEOHBXOAMMOCTH.
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— DHCP — pexum paboTbl, Npn KoTopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W03 MO YMOMAHUIO U ApyrMe napameTpbl, Heobxogumble ana paboTbl B ceTun, dyayT
nony4veHol ot DHCP-cepBepa aBTomaTUYECKN.

Mogaepxmneaemble onumu:

1 — macKa cety;

3 —aapec ceTeBOro LWA03a N0 YMOAYAHUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPONCTBA;

15 — pomeHHOE Ums;

26 — pasmep MTU;

28 — WMpOoKoBeLLaTe/IbHbIM afipec cetu;

33 - cTaTnyeckme mapLpyThbl;

42 —appec NTP-cepsepa;

43 — cneunduryHaa MHGopmauma NnponssBoanTeNs;
60 — anbTepHaTmBHbIM Vendor ID;

66 —agpec TFTP-cepBepa;

67 —uma daiina MO (ana 3arpysku no TFTP c cepsepa u3 onuuu 66);
82 - uHdopmauums areHta DHCP Relay;

120 - outbound SIP-cepBepa;

121 — 6becknaccoBble CTaTUYECKME MapLLIPYThI.

Ona npotokona DHCP nmeeTcA BO3MOXHOCTb 3a4aTb Heobxoanmoe 3HadeHne onuuit 60 u
82.

AnemepHamugHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM ¢nare YCTPOMCTBO
nepegaér B8 DHCP-coobuweHuax B onumn 60 (Vendor class ID) 3HauyeHue u3 nons Vendor ID
(onyus 60). Npw nyctom none onums 60 B coobuieHmAx npotokona DHCP He nepepaéTtca.

Ecnmn dnar AnemepHamusHeili Vendor ID (onyusa 60) He ycTaHoBAeH — B onumn 60 nepegaetca
3HaYeHMe No YMONYAHULIO, KOTOPOE MMEET crneaytowmii dopmar:
[VENDOR:npoussoauTens][DEVICE:Tun yctpoictea][HW:annapaTtHas Bepcus] [SN:cepuiiHbii
Homep][WAN:MAC-agpec nHTepdelica WAN][LAN:MAC-aapec uHTepdelica
LAN][VERSION:Bepcus nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

UHgpopmayus aeeHma DHCP Relay (onyus 82) — npwu yctaHoBneHHom dare nossonset
nob6asuTtb B DHCP-3anpoc:

= ldenmugpukamop uenu aeedma (Onyus82) — nossonsetr pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ideHmugpukamop ydaneHHo2o azeHma (Onyua82) — nossondet gobasutb B8 DHCP-3anpoc onuuio 82,
nogonumio 2 - Agent Remote ID.

Cnucok wucnonbsyemblx DHCP-onumit Ha Kaxpgom ceteBom WHTepdeiice (Internet, VolP,
Management) MoHO 3a4aBaTb Bpy4Hyto. MIHPOpMaLma No HacTpoiKe CNMcKa NpeacTaB/ieHa
8 Mpunoxerune B. HACTPOMKA dhcp-KNMEHTOB B My/IbTUCEPBUCHOM PeXMme

MepsuyHobili DNS, BmopuuyHbili DNS — IP-appeca DNS-cepBepoB — ecan agpeca DNS-
CepBepoOB He Ha3Ha4yalTCA aBToOMaTudecku no npoTtokony DHCP, npu HeobxoaumocTu 3agaiite ux
BpPyYHyto. Aapeca, 3ajaHHble Bpy4YHylo, OyayT wvmeTb npuoputeT Hag aapecamu DNS-cepsepos,
noayyeHHbiMmu no npotokony DHCP.
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—  PPPOE — pexum pabotbl, npn Kotopom Ha WAN-uHTepdeiice nogHmumaetca PPP-ceccus.
Mpw Bbibope «PPPOE» ana pesakTMPOBaHUA CTaHYT AOCTYNHbI cChegytowme napameTpbl:

Umsa none3zosamesnsa — nMs NONb30BaTeNA oA aBTopm3aunm Ha PPP-cepsepe;

lMapons — naponb ansa agTopusaumm;

MTU — MaKkcMManbHbin  pasmep 6/70Ka [JaHHbIX, MepeAaBaemblXx MO CEeTU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nmsa ycnyrn — 3HauyeHue Tera Service-Name B coobueHun PADI (none He
06s3aTenbHO A4 3aNo/HEHUS);

Tun coeduHeHuUs — B 3aBUCMMOCTM OT BbibpaHHOro 3HavyeHuss PPPoE-ceccua nopgHaTta
Bcerga (AlwaysOn), HUMLMMpPYETCA Npu HeobxoaMmocTu nepegaun Tpaduka (OnDemand)
UIN  MHULUMUPYETCA W TEPMMHUPYETCA BPYYHYHO NPU MOMOLLM KHOMOK «BKAOUMTB
TYHHeNb/BbIKAOUYUTb TyHHenb» (Manual);

Talimaym HeakmusHOCMU, C — TNPOMENKYTOK BPEMEHMU, MO WCTEYEHUU KOTOPOrO
npoucxoanT paspbis PPPoE-ceccum no HeakTMBHOCTM B pexkume OnDemand;

LCP echo uHmepean, ¢ — nepuog otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOpbIX NnponcxoanT paspblis PPPoE-ceccuu;

Bmopoli docmyn — TN AOCTYNa K  JIOKa/ibHbIM  CETEeBbIM  pPecypcam.

MoHo BblbpaTb 2 BapuaHTa:
DHCP — pauHammyeckmn pgoctyn, kKoraa |IP-agpec m Bce Heobxoaumble napameTpbl
noay4atorca no npotokony DHCP;
Static — cTtaTuyeckunit — B 3TOM Cayvyae HeobxogMmble oA [OCTYNa NapameTpbl 334at0Tcs
BPYYHYIO:

= |[P-adpec — Npu CTaTUYECKOM [0CTyNe € 3TOro agpeca ocylecTsaseTcs goctyn Ao PPTP-cepBepa;
= Macka nodcemu — Npu cTaTU4ECKOM AOCTyNe MacKa NoAceTH;

= DNS-cepsep — npu ctatudeckom gocTyne cepsep DNS, ncnonbsyembiii B NOKaNbHOM CeTy;

= [lI1103 — NPU CTaTUYECKOM A0CTYNe W03 Ans goctyna K PPTP-cepeepy (ecnn Heobxoanm).

Ucnonezoeams smopoli docmyn 0as VolP — onuua p[octynHa, ecan ana cepsuca |P-
TenedpoHUN He HaCTPOeH BblAeNeHHbI MHTepdenc (ycTaHoBneH ¢nar «Mcrons3o08ams
Hacmpoliku Internet»). Mpu cHATOM dnare (no ymonyaHuio) cepsuc |IP-TenedpoHnn
ncnonb3yeT aaa cBoel paboTbl MHTEepdeiic PPP, npu ycTtaHoBAeHHOM — MHTepdeic BToporo
poctyna (IPoE);

AnnapamHoe ycKkopeHue mpaguKa — B 3aBUCUMOCTM OT BbIDPAaHHOIO 3HAYeHMA AOCTUraeTcA
yBE/IMYEHME MPOMNYCKHOM CNOCOBHOCTM YCTPOMCTBA Mpu nepepadve Tpaduka PPP (npwu
Bblbope PPP) unu IPoE (npu Bbibope Ethernet).

— PPTP — pexum, Npu KOTOPOM BbIXOg, B MHTEPHET OCYLLEeCTBASETCA yepe3 chnewumanbHbIi
KaHan, TyHHenb, ucnonb3ya npotokon PPTP. lMpu Bbibope «PPTP» AnA pepakTMpPOBaHUA
CTaHYT AOCTYMHbI CNeaytolwme napameTpbi:

PPTP-Cepsep — IP-agpec cepsepa PPTP;

Uma none3zoseamersna — UMA NOAb30BaTeNA 41a asTopmsaunm Ha PPTP-cepsepe;

lapone — naponb ana asTropusaunm Ha PPTP-cepsepe;

MTU — MaKcMManbHbii  padmep 6/10Ka  AaHHbIX, NepefaBaemblx MO CETU
(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHuUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HadyeHus PPTP-ceccus noaHsTa
Bcerga (AlwaysOn), wWHUUMMpPYeTCS NpU  HeobxogMmocTM nepefaunm  TpaduKa
(OnDemand) wnn MHULMMPYETCA U TEPMMHUPYETCA BPYYHYHO MPM MOMOLLM KHOMOK
«Braoyums myHHess/Bbikaoyume myHHens» (Manual);
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Talimaym HeakmusHOCMU, C — NPOMEXYTOK BpPEeMeHM, MO WCTEYEHUM KOTOPOro
npoucxoauT paspblis PPTP-ceccum no HeakTMBHOCTU B pexkume OnDemand,

LCP echo uHmepsas, ¢ — nepuog otnpaskun LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonnuyecTBo HeoTBeyeHHbIx LCP-3anpocos, nocne
KOTOPbIX Nponcxoaut paspbis PPTP-ceccuy;

Bmopoli docmyn — Tun A0CcTyna K SIoKabHbIN ceTeBbiM pecypcam u PPTP-cepBepy.

MoKHo Bblb6paTh 2 BapuaHTa:
DHCP — puHamuuyeckmin poctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
nosy4atorca no npotokony DHCP;
Static — cTaTMyYeckuit, B 3TOM cayyae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 334a10TCA BPYUHYIO:

= |P-a0pec — npu cTaTMYEecKoMm AO0CTyne ¢ 3Toro agpeca ocyulectsaserca goctyn go PPTP-
cepsepa;

= Macka nodcemu — nNpu CTaTUHECKOM LOCTyNe Macka noaceTy;

= DNS-cepsep — npu crtatnyeckom goctyne cepsep DNS, mcrnosibayemblit B 0Ka/bHOM

cetu;
= [linto3 — npu CcTaTUYEeCKOM JocTyne w3 ana goctyna K PPTP-cepsepy (ecau
Heobxoaum).

Ucnonv3zosamb emopoli docmyn 0as VolP — onuua A0CTynHa, ecan gnsa cepsuca |P-
TenedoHNN He HACTPOEH BblaeneHHbIn HTepdelic (ycTaHoBAeH dnar «Mcrnoans3oeams HACMPOUKU
Internet»). MNMpu cHATOM ¢nare (no ymonuyaHuio) cepsuc IP-tenedoHNM ucnonb3yeTr ANa CBOEM
paboTbl MHTEepdeinc PPP, npu ycTaHOBAEHHOM — MHTepdeinc BToporo aoctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO A1A MHTepdeitca BToporo goctyna (IPoE).

— L2TP — pexum, Npun KOTOPOM BbIXoA B MHTEPHET OCyLLeCcTBAAETCA Yepe3 crneunanbHbli
KaHan, TyHHesb, Ucnonb3ya npoTtokon L2TP. Mpu Bbibope «L2TP» AnAa pepakTMpoBaHMS
CTaHYT AOCTYNHbI Cneayowme napameTpbl:

L2TP-cepsep — IP-agpec cepsepa L2TP;
Wmsa nonb3osamensa — UMa NONb30BaTeNA ANA aBTopu3aummn Ha L2TP-cepsepe;
lMapose — naponb gnAa asTopusaumnm Ha L2TP-cepsepe;
MTU — maKkcmanbHbI pa3mep 6/10Ka AaHHbIX, NepegaBaeMbix MO CETU (pekomeHayemoe
3HayeHue — 1462);
Tun coeduHeHUs — B 3aBUCMMOCTU OT BblbpPaHHOro 3Ha4YeHua PPTP-ceccua noaHATa Bceraa
(AlwaysOn), vHUUMMpyeTca Npu HeobxoAMMOCTU nepedaun Tpaduka (OnDemand) wnu
WHULMUPYETCA U TEPMUHUPYETCA BPYYHYO MNpPU  MNOMOLLM  KHONOK  «BKawo4yume
myHHenb/Bbikaoyume myHHens» (Manual);
Talimaym HeakmusHOCMU, € — NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUM KOTOPOTO NPOUCXOAUT
pa3pbiB L2TP-ceccum no HEaKTUBHOCTU B pexknme OnDemand,
LCP echo uHmepsas, c — nepuog otnpasku LCP-3anpocos;
Konuyecmeo owubok LCP echo — konnyecTBo HeoTBeueHHbIx LCP-3anpocoB, nocsie KoTopbixX
npouncxoamt paspbis L2TP-ceccum;
Bmopoli docmyn — Tn JOCTyna K 10KasbHbIM ceTeBbIM pecypcam u L2TP-cepsepy.
Mo»KHO BbIOpaTb 2 BapuaHTa:

DHCP - puHamuuyeckuin poctyn, Korga IP-agpec u Bce Heobxoaumble napameTpbl
nosy4atorca no npotokony DHCP;
Static — cTaTMYecKMil, B 3TOM Ccayyae Heobxoammble ana goctyna K L2TP-cepsepy
napameTpbl 334a10TCA BPYUHYIO:

- IP-adpec — npu cTaTMYECKOM [OCTyne C 3TOro agpeca ocyuwectsaseTrca goctyn go PPTP-

cepBepa;
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- Macka nodcemu — npu cTaTUYECKOM [0CTyNe Macka noaceTtu;
- DNS-cepgep — npu ctatudyeckom goctyne cepsep DNS, vMcnonb3yemblii B JIOKa/ibHOM

cetu;
- W3 — npu cTaTM4ecKom fJocTyne w3 Ana goctyna K L2TP-cepsepy (ecnum
Heobxoaum);

- Ucnonwvzosame emopoli docmyn 07s VolP — onuma AocTynHa, ecan ans cepsuca IP-
TenedoHUN He HaACTPOEH BblaeneHHbl uHTepdelic (yctaHoBneH ¢nar «Mcrnosnbzosams
Hacmpoliku Internet»). MNpu cHatom dnare (No ymonyaHuo) cepsuc IP-TenedoHumn
ucnonb3yet Ans cBoeit paboTbl uHTepdelic PPP, npu yctaHoBNEeHHOM — WHTepdeiic
BTOporo aocryna (IPoE).

AnnapaTHoe ycKopeHue TpaduKa paboTaeT ToNbKO Ana nHtepdeiica sToporo aocryna (IPoE).

MpoTtokoabl PPTP n L2TP ucnonb3ytotTca anA co3faHMA 3alUMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMMbIOTEPOM YAANEHHOrO MNO/Ib30BATENA W YaCTHOW CETbl ero
opraHusaummn. PPTP n L2TP ocHoBbiBaloTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABAAIOTCA €ero pacwmpeHuamun. [aHHble BepxHUX ypoBHen mogenn OS| cHavana
MHKancyaupytoTca B PPP, a 3atem B PPTP uaun L2TP ana TyHHeNbHOM nepenayn yepes cetu
obuwero gocrtyna. ®yHKUMOHa/IbHble BO3MOMKHOCTU PPTP mn L2TP pas3nunyHbl. L2TP morkeT
MCNONb30BaTbCA He TONbKO B IP-ceTsx, cnyxebHble cooblweHna gnsa cos3paHua TyHHena u
nepecbisIKM NO HEMY AAHHbIX MCMNONb3YIOT OAMHAKOBLIN popMaT U NpoToKonbl. PPTP morkeT
NPUMEHATbCA TONbKO B IP-ceTax, n emy HeobxoamMmo oTaenbHoe coeanHeHwe TCP ans
CO3[aHMA W MCNoNb3oBaHMA TyHHena. L2TP nosepx IPSec® npepnaraet 6osblie ypoBHeit
6esonacHocTn, Yem PPTP, U rapaHTMpoBaTb BbICOKYIO CTeneHb 6€30MacHOCTb BaKHbIX ANS
OpraHmM3auum AaHHbIX.

OcobeHHocTn L2TP pgenatoT ero oyeHb NepcrneKkTUBHbIM MPOTOKOJIOM AN NOCTPOEHMA
BUPTYa/IbHbIX CETEN.

Ucnons3zosame VLAN — npwu ycTaHoBAeHHOM dnare MCNonb3oBaTb 415 Bbixoga B MHTepHeT
naeHTnomkatop VLAN, ykasaHHbIN B none «VLAN ID».

— VLAN ID — naeHtnduraTtop VLAN, ncnonb3yemblit 4na gaHHOM yCayru;

— 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAMBaemblit
Ha ucxodsawme ¢ AaHHOro uHTepdelica IP-naketbl. MNMpuHUMaeT 3HauyeHus ot 0 (HU3WKi
npuopuTteT) 80 7 (HaMBbLICLUINI NPUOPUTET).

VLAN — supmyanbHas noKansbHaA cems. MNpepcrasnaeT coboi rpynny XoctoB, 06beANHEHHbIX
B OOHY CeTb, HEe3aBUCMMO OT WX GU3MYECKOro MeCTOHAXOXKAeHUA. YCTPOWCTBa,
CrpynnMpoBaHHble B OAHY BMPTyasnbHyto ceTb VLAN, nMmerT oAMHAKOBbIN naeHTUdUKATOP
VLAN-ID.

OMKAYUMb MPAHCAAYU adpecoe omnpasumesns — NPU yCTaHOBNEHHOM dnare OTKAOYeHa
noamMeHa afpeca WCTOYHWKa OTNPaBuUTesNA MNaKkeTa W3 JIOKanAbHOM noacetn (OTKAoYeHue
masquerading).

Mpu BbIBOpE pexnma paboTbl «Mocm» 6yayT AOCTYNHbI CAeaytolmMe HacTPOMKM NOAKNIOYEHUSA:

Mpomokon — BbIGOP NPOTOKONA, MO KOTOpOMYy OyAeT OCylecTBAATbCA noakatoydeHne WAN-
nmHTepdelica yCTPonCTBa K CETU NpeaoCcTaB/ieHMs YCAyr npoBanaepa:

— Static — pexxum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxoamMmble napameTpbl Ha WAN-
nHTepdelic HaszHavaroTCcA cTaTnyeckun. Mpu Boibope TMna «Staticy anA pesakTMpoBaHUA
CTaHYT AOCTYMHbI Cneaytowme napameTpbl:

3 lna koppeKTHOM paboTbl IPSec creayeT OTKAIOUNTL TPAHCAALMIO aAPecoB OTNPaBUTENS.
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IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTponcTBa B CETU NpoBanaepa;
Macka nodcemu — MacKa BHELUHeM NoaceTH;

L3 no ymoa4aHuto — agpec, Ha KOTOPbIW OTMNPaBAAETCA MaKeT, ec/iv AN Hero He
HageH mapLpyT B Tabavue mappyTmsauum;

MepsuyHbiii DNS, BmopuuHbili DNS — agpeca cepBepoB AOMEHHbIX UMEH (MCno/b3yroTcA
ans onpeaeneHus IP-agpeca ycTponcTsa no ero AoOMeHHoMy umeHu). [aHHble noas
MOYHO OCTaBUTb MYCTbIMM, EC/IU B HUX HET HEOHXOAMMOCTU.

— DHCP — pexum paboTbl, Npu KoTopom IP-agpec, macka noacetun, agpec DNS-cepsepa,
W03 NO YMONYAHUIO W ApyrMe napameTpbl, Heobxogumble ana paboTbl B ceTw,
Ha3Ha4atoTcA no npotokony DHCP.

- AnbmepHamuseHelili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM dnare yCTPOWMCTBO
nepeaaét 8 DHCP-coobuweHusax B onuumn 60 (Vendor class ID) 3HaueHune u3 nonsa Vendor ID
(onyusa 60). Npu nyctom none onuma 60 B coobuieHmax npotokona DHCP He nepepaércs.
Echm dnar AnemepHamusHeili Vendor ID (onyua 60) He yctaHoBAeH — B onuun 60
nepegaercs 3Ha4YeHue No ymo4aHuo, KOTopoe MMeET caeaytowmii popmar:
[VENDOR:npoussoamnTens][DEVICE:Tun ycTpoiictea][HW:annapaTHasn Bepcus]
[SN:cepwuitHbii Homep][WAN:MAC-aapec nHtepdeitca WAN][LAN:MAC-aapec nHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

NHdopmauma areHta DHCP Relay (onuus 82) — npu yctaHoBneHHoOM ¢nare nossonset
no6asutb B8 DHCP-3anpoc:

= ldenmugpukamop uenu aeedma (Onyus82) — nossonser pobasutb B DHCP-3anpoc onuuio 82,
noponumio 1 - Agent Circuit ID;

= yldeHmugpukamop ydasneHHo2o aeeHma (Onyus82) — no3sonaeT gobasutb B DHCP-3anpoc onumio 82,
nogonumio 2 - Agent Remote ID.

Cnucok wucnonbsyembix DHCP-onumit Ha Kaxagom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 33a4aBaTb Bpy4Hyt0. MHOpMaums No HacTpoiKe CnMcKa npeacTas/eHa
B NPUNOXeHUn B.

Mepsu4Hbili DNS, Bmopuy4Hsili DNS — IP-agpeca DNS-cepsepoB — ecnn agpeca DNS-cepBepoB He
Ha3HayalTCcA aBTOMaTU4Yecku no npoTokony DHCP, npyu HeobxoAMMOCTU 3agalTe WUX BPY4HYIO.
Afpeca, 3af@aHHble Bpy4Hylo, OyayT wumeTb npuopuTeT Haa agpecamm DNS-cepsepos,
nosiy4eHHbiMmn no npotokony DHCP.

—  PPPoOE — pexum pabotbl, npyn kKoTopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbIbOpE «PPPOE» ans pefaKTMPOBaHUA CTAHYT AOCTYMNHbI Cleaytolme napameTpsbi:

Umsa nonb3zosamesnda — nMA Nosb3oBaTeNna ANA asTopmsaunm Ha PPP-cepsepe;
lMapones — naponb Ana asTopusaumm;
MTU — MmaKcMMmanbHbI pasmep 610Ka AaHHbIX, NepeAaBaembliX NO CeTU (pekomeHayemoe
3HauyeHue — 1492);
Service-Name — uma ycnyrn — 3HadeHune Tera Service-Name B coobuweHun PADI (none He
06s3aTeNIbHO A/1A 3aMN0/IHEHWA);
Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeyeHHbIx LCP-3anpocoB, nocne KOTopbIxX
npoucxoanT paspblis PPPoE-ceccuu;
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V Mpu Bbi6ope PPPOE B pexxume mocTa TMN coeauHeHua Bcerpa byaer AlwaysOn.
Bmopoli docmyn — TMR pgocTyna K  /JIOKaNbHbIM  CEeTEBbIM  pecypcam.
Mo*KHo BblbpaTb 2 BapuaHTa:
DHCP - puHamuueckuidt pocTyn, Koraa IP-agpec M Bce Heobxoaumbie napameTpbl

nosay4atotrca no npotokoay DHCP;
Static — cTaTnyeckuii — B aTOM c/lydae Heobxoammble AAA [OCTYNa NapamMeTpbl 3a4aroTcs
BPYYHYIO:

= |P-g0pec — NpW CTaTUYECKOM LOCTyne C 3TOro agpeca OCYyLeCTBAAeTcA AOCTyn A0
PPTP-cepBepa;

= MacKka nodcemu — nNpwn CTaTUYECKOM A0CTYNe MacKa NOACETY;

= DNS-cepsep — npu ctatudeckom goctyne cepsep DNS, ncnonbsyemblin B IOKa/IbHOM

cetu;
= [llao3 — Npyu cTaTUYeCKOM AoCTyne w3 ana Aoctyna K PPTP-cepsepy (ecnu
Heobxoanm).

Mpw BbIGOPE cnocoba noakntoueHns «3G/4G USB-mogem» ana HacTpPoWKku ByayT AOCTYMHbI caeayouime
nons:

Mogknt4eHne K MHTepHer 3GMAG USB-moaem v
HacTpoWKW NOAKMIOYEHUA
IMoGKHNbHBIA NpoBaRdep Megafon v
WMms nons3oeatens
Maponk
Homep fo3soHa “00#

JononHWTENBHEIE NApaMeTpbI AT+CGDCONT=1,IRinternet
MTU 1492

Ans 3anonHeHus Hacmpoek pexoMeHA0aaRHbIMU # 1o yMon4aHuio
NposalidepoM 3HaYEHUAMU HAXMUIME KHOMKY

OTHKNKO4UTE TPAHCMALUMKD aapecos OTNPaBUTENA

e MobunbHblili nposatlioep — ums nposaiiaepa, NpeaocTaBaAoWero 4octyn K cetm 3G/4G. U3 cnucka
Bbl morKeTe BblbpaTb OAHOrO U3 LWECTU MOBW/IbHbLIX OMNepaTopoB (HACTPOMKM KaxKAoro U3 HUX
XPaHATCA B NMamMATM YCTPOMCTBA), MPUCYTCTBYHOLIMX Ha Tepputopum Poccuitickolt depepaumu:
MeradoH, bunaitH, MTC, CKkalnmHK, Tene2, Yota. Mpun HaxaTum Ha KHOMKY «[lo ymosi4YaHuto»
NPou130oMAET 3an0/IHEHME HACTPOEeK NOAKAKYEHMA NapaMeTpamm BbibpaHHOro nposanaepa. Ecam
HaCTPOMKM NpoBaiaepa B Ballem pernoHe oT/M4aloTCa OT NPeaNoXKeHHbIX, OTpeaaKTUPYNTe MX B
COOTBETCTBMM C HEOBXOANUMbIMM 3HAYEHUAMMU.

Ecnv Bawero npoBaligepa HeT B CnvcKe — BblbepuTe 3HauyeHue «[pyro» u 3anosiHWTe BCe NOJAA B
COOTBETCTBUM C HACTpOIMKamu Bawwero npoBaigepa;

e [Ipomokon — none AJOCTYNHO TOAbKO NpWU Bblbope 3HavyeHUA «[pyron» M3 cnucka MoBUAbHbLIX
npoBaingepos. B 60abWIMHCTBE C/lyyaeB MOOW/IbHbIE OMEPATOPbl MCMOAL3YIOT NpoToKoa PPPoE
AN [OCTyna K CBOEM CeTu, 04HaKo 4/1a paboTbl C MOAEMaMM HEKOTOPbIX NPOBalAepoB MOXKET
noTpeboBaTbcA BbI6Op NpoTokona DHCP;

e UWmAa nonv3osamesnd — WMA MONb30BaTeNA [A0A MAEHTUPUKAUMM NPU  MNOAKAYEHUU K
b6ecnpoBoaHON ceTy;
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KHonka

Maposb — naponb Ana naeHTUbMUKaLMKM NpM NOAKAIOHEHNN K BecnpoBoaHON ceTu;

Homep 0o0380Ha — HOMep A03BOHA A4N1A NOAKNOYEHMA K BecnpoBogHoM ceTu (Npumep: *99***1#);

JononHumensHblie napamemps! — NapameTpbl A NOAKNIOYEHMA K CETM MOBWABbHOW CBA3M
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B A4aHHOWN CTPOKE HENb3A UCMO/b30BaTb
KaBblIYKM;

MTU — makcumanbHbli pa3mep 6/710Ka AaHHbIX, NepedaBaemMblX MO CETU, PeKomMeHayemoe
3HayeHune — 1492;

OMKAYUMb MPAHCAAUUIO aopecos omnpasumesns — NPU ycTaHoBAeHHOM ¢dnare OTKAlYeHa
nogmeHa ajgpeca MWCTOYHWMKA OTNPaBUTENA MakeTa M3 JIOKaAbHOW noaceTy (OoTKAoYeHue
masquerading).

«llo

yMoaYaHuo» npeaHasHayeHa Aans

3aN0J/IHEHNA HACTPOEK

nposaitgepa 3apaHee

npeaycTaHOBAEHHbIMWN 3HAYEHUAMM, XPaHUMbIMU B NAMATU YCTPOICTBA, TEM CambiM 136aBAAA NO/Ib30BaTENA OT
HeobXoAMMOCTUN UCKaTb 3TU HACTPOMKKM B MHTepHeTe.

Mpu BbIbOpe crnocoba noakAYeHUA «ABTOMATUYECKU NepexoAuTb Ha pe3epBHblA KaHan» byayt
OOCTYMHbI C/ieaytolme HacTPOMKu:

BHelwHAA ceTb

Mogknruerne K MHTepHeT

OcrosHOM KaKan
CrOpOCTh W gynnexs
HacTpodkd NpoBogHOre NoAKNHNEHHA

MpaToron
AneTeprarveHei Vendor 1D (onwes 60)
WHbopmaws aredta DHCGP Relay (Onuws 82)
MepanyHsr DNS
ETopuursnt DNS
Pasmep MTU
Wenonesosats VLAN

HacTpoikw DecnpoBcgHOro NogEnoYeHnA
IMoSuneHest NpoEaRaep
MmA nonbaoearens
Mapone
Homep nozeoHa
[ononHUTenbHele NapameTpsl
MTU

LN EN0MHEAUA HECTDOSK DEXOMEHOOSAHHBIML
MPOGSUGED0NM IHEHEHUAMY HENMUME KHOMKY

OTKMFHHTE TP3HCNALMID 3ApeCcOE OTNPRAENTENR

AETOMATHHECKH NEPEXoaMTe T

s T AneTE &
K8 HEMUYUR OOCynE

MposoaHoM ¥
Auto A
DHCP v
3.8.8.8

1500

Megafon ¥

1492

# o ymonuaHue

OcHosHol kaHan (Preferred channel) — 13 BbiNnaaaloLWLero CNMCcKa Hy»HO Bbl6paTb TMN OCHOBHOMO

KaHana:

lposodHoli (Wired) — kaHan yepes Ethernet WAN nopt ycTpoicTsa.
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— bBecnposodHsili (Wireless) — KaHan uyepe3 ceTb MOOMIBLHOM CBA3WM MOCPEACTBOM
6ecnposoaHoro USB-mogema.

Hacmpoliku npo8o0H020 NOOKAOYEHUSA:

HacTpoKkM MAEHTUYHbI HacTpoikam Aana crnocoba noakntoyeHus «lMpoBoaHOe NOAKAIOYEeHUe» C
Bbl6paHHbIM peskMmom « MaplipyTusaTop».

Hacmpoliku 6ecriposod0H020 NOOKAOYEHUSA:

HacTpolikn naeHTUYHbI HacTpoiKam ans cnocoba noakntoveHns «3G/4G USB-moaem».

[posepKa Haau4YUs docmyrna 8 UHMepHem:

MpoEepka HaNMW4YMA QOCTYNa E HHTEPHET

TavmayT osgaHnA 0TEETA OT Cepeepa, MC 1000
Yucno NonsITok AOCTYNE K Cepeepy 10
MHTEpEan Messgy LWWKNEMKM oNpoca CepESpOE, C 240

Ping-cepaep 1

e Talimaym oxudaHus omeema om cepsepa, C — BPEMSA, B TeYEHMEe KOTOPOro OXuaaeTca oTBeT oT
PING-cepBepa;

e Yucno nonbimok docmyna K cepeepy, C — MaKCMMa/ibHOE 4YMCAO NOMbITOK AocTyna K PING-
cepBepy, Noc/e Yero byaeT NPUHATO pelleHMe O Nepexoae Ha pe3epBHbIN KaHan;

e VHmepeasn mexOy UYUKAAMU ONpoca cepeepos, C — MPOMEKYTOK BPEMEHU, MO MUCTEeYEHUU
KOTOPOro HauMHaeTcA HOBbIM LMKA onpoca PING-cepsepoB.

e Ping-cepsep 1..5 — IP-agpec nan pomeHHoe nmsa PING-cepsepa. Nona gna sesoga PING-cepsepos
2..5 noasnaoTCcA Nocne 3anoaHeHMA NpeablayLiero nons.

JIoKanbHasA cemso:

e |P-adpec ycmpolicmea — IP-agpec ycTponcTBa B IOKa/IbHOM ceTy;

o Macka nodcemu — macKa noacetun B JNIOKaNbHOM ceTu.

V MNpu u3meHeHUM aapeca J/IOKa/NbHOW NOACETU MPOUCXOAUT aBTOMATMUECKasA CMeHa nyna
agpecos noKanbHoro DHCP-cepsepa (Cetb — DHCP-cepBep).

Hacmpolika IPSec:

B naHHOM pasfesnie ocyLLecTBAAETCA HAacTpoliKa wudposaHma no TexHosnorum IPSec (IP Security).
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IPSec — 3To Habop NPOTOKONOB ANA obecneyeHuUs 3aWuUTbl AaHHbIX, NepeaaBaemMblX N0 MEXKCETEBOMY
npotokony [P, No3BonslOWMA OCYLWECTBAATb MOATBEPKAEHWE NOANIMHHOCTM (ayTeHTUDMKALMIO), NPOBEPKY
LenocTHoctn u/unn wndposaHue IP-naketos. IPSec TakyKe BKAOYaeT B ceba MPOTOKO/bI ANA 3aLUULLEHHOTO
obmeHa KatoYamm B ceT MHTepHeT.

B TeKywei BepcuM nporpamMmHoro obecneyeHus nocpeacTBom IPSec MOMKHO OCYLLECTBAATbL TOJIbKO
[0CTyn K uHTepdelicam ynpasnenus yctponctsom (Web, Telnet, SSH).

Hactpoiika IPSec
Brnigunte ¥

NuTepheic Ethernet ¥
NokaneHsiil IP-agpec
A[pEC NOKANEHOR NOACETH
Macka nokansHod NogceTH
AQpec yAaneHHoi| NoACETH
Macka yganeHHod nogceTn
YOaneHHbIA Wwins

Pesim NAT-T off v
ATPECCHEHBIN pEXIMM

Tun MgeHTHGMEATOPA addrezs ¥

NgesTudukaTop

Masa 1

3apanes 3agaHHbIA Koy

ANropuTM 8YTEHTHHRMEALWA mdS hd
ANropuTM WHEpoEaHHA des b
Fpynna Oudgu-Xennmana 1 ¥

Bpema #uzHW asel 1, cex 85400

Paza 2

ANropuTM ayTEHTHEMEALHK hmac_mds hd
ANropuTM WHhpoBaHUA des v
pynna Ouddiv-Xennmana 1 w

Bpema muzHu dasel 2, cex 3800

e BKAouumb — paspeLunTb NCNOIb30BaHME NpoToKona IPSec ana wndposaHMa AaHHbIX;

e UHmepdgelic — HacTpoliKa MMeeT CUy TOIbKO Npu Bblbope anAa UHTepHeTa npoTokonos PPPOE,
PPTP unu L2TP n onpegenneT, s 40CTyna No Kakomy uHTepdeiicy ncnono3osatb IPSec: Ethernet
(uHTepdeitc BToporo poctyna) unm PPP (uHTepdeiic nepsoro goctyna). Mpu Bbibope NpoOTOKO/I0OB
DHCP nnun Static B ycnyre akTBeH TONbKO oAnH UHTepdeiic (Ethernet), no KoTopomy BO3MOXKeEH
[0CTYN TONbKO nocpeactsom IPSec;

e JlokansHelil IP-adpec — appec ycTpoincTea ansa paboTtbl no npoTtokony IPSec;

e AOdpec noKansHoli nodcemu coBMecTHO ¢ MacKoli 1okanbHol nodcemu onpeaenarT NOKa/bHYHO
noAceTb 411 CO34aHMA TONONOTMIN CETb-CETb UM CETb-TOYUKA;

e Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackoli yoaneHHol nodcemu onpegenstoT agpec
YyOANeHHOM NoAceTn gns CBA3W C MCNOAb30BaHMEM WKdpPOoBaHUS No npoToKoay IPSec. Ecnm macKa
nmeeT 3HaveHme 255.255.255.255 — cBA3b OCyW,ECTBAAETCA C eQMHCTBEHHbIM XOCTOM. Macka,
oTAn4yHas ot 255.255.255.255, nosBonseT 3adaTb UeAyl noacetb. Takum obpasom,
$YHKUMOHANbHblE BO3MOHOCTM YCTPOMCTBA MO3BOAAIOT OpraHM3oBaTb 4 TOMOMOMMM CETU C
ncnosb3oBaHMem WndpoBaHUA TpaduMKa No NpoTtokony IPSec: Touyka-ToOYKa, CETb-TOYKA, TOYKa-
CeTb, CETb-CETb;
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YOaneHHsIl w03 — W03, Yepes KOTOPbIM OCYLLEeCTBAAETCA A0CTYN K yAaneHHOoW noacetu;

Pexcum NAT-T — Bbibop pexknma NAT-T. NAT-T (NAT Traversal) nikancynupyet tpadumk IPSec u
ofHoBpeMeHHO co3gaeT nakeTbl UDP, KoTopble yctpoicteo NAT KoppeKTHO nepecbinaet. Onas
atoro NAT-T nomewiaeT AONOAHUTENbHbLIN 3aronioBok UDP nepen naketom IPSec, 4utobbl OH BO
Bcel cetTn obpabatbiBancsa Kak obblyHbIM naker UDP, 1 XoCT nosyyaTtensa He NpoBOAMA HUKAKUX
NPOBEPOK LEeNOoCTHOCTU. [ocne nocTynneHuA naketa K MecTy HasHayeHua 3aronosok UDP
YOANAETCA, U NaKeT AAaHHbIX NPOAOKAET CBON AaNbHENLWINI NYTb KaK MHKANCYMPOBaHHbIN NakeT
IPSec. C nomouwbto TexHUKKU NAT-T BO3IMOXKHO YCTaHOB/IEHME CBA3N MeXAy KameHTamu IPSec B
3aLUMLLEHHDIX CEeTAX M 0b6LWenoCTYyNHbIMM XocTaMu IPSec uepe3 mexceTeBble 3KpPaHbl. PeXxnmbl
paboTbl NAT-T:

— On — pexum NAT-T akTMBMpyeTcA TOAbKO MNpu obHapyxeHun NAT Ha nyTM K XOCTy
Ha3HayeHus;

—  Force — B ntobom cnyyae ncnonbsosatb NAT-T;

—  Off —He ucnonb3osaTb NAT-T Npu yCTaHOBNEHUN COEANHEHWA.

[ocTtynHbl cneaytoume HacTponkm NAT-T:

— UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOPble OCYL,EeCTBAAETCA WHKancynauua
coobueHunit IPSec. Mo ymonyaHuio 4500.

— WHmepsan omnpasku nakemos NAT-T keepalive, cex — WHTepBan OTNPABKK
nepuoanYEeCKUX COOBLLEHNIN ANA NOoALEPHKAHUA aKTUBHOIO cocToAaHuAa UDP-coeanHeHmn
Ha yCTponcTBe, BbiNOHAOWEro GyHKLumMn NAT.

AepeccusHbili pewum — pexum paboTtbl Ha ¢ase 1, korga obmeH Bcer HeobxoAuMOM
MHbOPMaUMen OCYLLECTBAAETCA TPeMA HewnppoBaHHbIMM NakeTamMu. B cTaHOapTHOM pexkume
(main mode) 06MeH ocyLEecTBAAETCA WeCTbio HellMdPOBaHHbIMKU NakeTaMmu;

Tun udeHmugukamopa — TMN uaeHTUdbUKaTopa ycTponctea: address, fqdn, keyed, user_fqdn,
asnldn;

NdeHmugukamop — naeHTMOUKaATOpP YyCTPOMCTBA, NCMONb3YEMbIN ANA naeHTUdMKaummn Ha dase 1
(3anonHATE Npu HeobxogumocTu). Dopmat naeHTUbUKATOPa 3aBUCUT OT TUNa.

®aza 1. Ha nepsom 3Ttane (pase) ABa y3na «40OroBapuBaloTCA» O MeToAe UAEHTUDMKALMM, anropuTme

WwndppoBaHus,

xew-anroputme u rpynne Diffie Hellman. OHu Takke ngeHtTnduumpyoT apyr apyra. Ana ¢asbl 1

MMETCA cheayoume HaCTpOVIKMC

3apaHee 3a0aHHbIl KAHOY — CEKPETHBIN KoY, UCMO/Ib3YeMbIA B afroputme ayTeHTUGMKaLUMM Ha
¢dase 1. MpeacraBnset coboi cTpoKy oT 8 Ao 63 CMMBONOB;

Anzopumm aymeHmuguKayuu — BbIGOp O4HOMO U3 CMMCKa aNropuTMOB ayTeHTudUuKaummn: MD5,
SHA1Z;

Aneopumm wugposaHus — BbIBOP OAHOrO M3 CNUCKA anroputmos wundposaHua: DES, 3DES,
Blowfish;

pynna Jupppu-XennmaHa — Bbibop rpynnsi Diffie-Hellman;

Bpemsa usHu ¢asel 1, cex — BpemA, NO WCTEYEHUMM KOTOPOro Yys3nam Heobxoaumo
nepengeHTMPUUMpPOBaTL APYr APYra U CPaBHUTb NOAUTUKY (apyroe HassaHue IKE SA lifetime). MNo
ymo/iyaHuio 24 vyaca (86400 cekyHA).
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®a3a 2. Ha BTOpPOM 3Tane reHepupytoTca AaHHble KAOYel, y3bl « 4OroBapMBatoTCA» 06 MCnoib3yemon
NO/INTUKE. DTOT PEKUM, TaKKe HasblBaeMbll BbiCTpbIM pexumom (quick mode), oTanyaetca oT nepsoit ¢asbl
TEM, YTO MOXKET YCTaHOBUTLCA TOJ/IbKO NMOC/Ie MepPBOro 3Tana, Koraa Bce NakeTbl BTOPOM ¢asbl WK pytoTca.

e Aneopumm aymeHmugpuKayuu — BbI6Op OAHOIO U3 CNUCKa anropuTmoB ayTeHTudukaummn: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Anzopumm wugposaHus — BbIOBOP OAHOrO M3 CMAMCKA anroputmos wWwndposaHua: DES, 3DES,
Blowfish;

e [pynna fugpu-XennmaHa — Bbibop rpynnbi Diffie-Hellman;

e Bpema u3sHU ¢ha3sl 2, cek — Bpemsa, yepes KOTopoe MPOUCXOAUT CMeHa Kakoda WwndpoBaHUs
AaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonyaHuio 60 muHyT (3600 cekyHA).

Ona BCTynneHua B CUYy HOBOW KOHQUIypauuu U 3aHECEeHUs HAacTPOEK B SHEProHe3aBMCUMYIO NamsATb
HaXKMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

/ [DaHHaa peanusauma IPSec paboTaeT TONbKO NpPU OTK/OYEHHOW TPaHCAALMM ajpecos
oTnpasuTens, TaKk Kak IP-agpec KnaneHrta yyactsyet B popmupoBaHum wudpa.

2.6.2.2 ToameHio «QoS»

B nogmeHto «QoS» OCyLLECTBNAETCA HAaCTPOMKa NpMopnTeToB 06paboTKKM TpaduKa 1 TUNa oyepesei.

HacTtpofka QoS

KeuTpone notoka

+ [pMMEHHTE %X OTmena

Hacmpolika QoS

e KoHMpoab nomoka — BKAOYEHWE/BbIKAIOYEHUE MEeXaHM3Ma YMpaBAeHUA MOTOKOM nepenayn
OaHHbIX no npotokoay TCP;

e Boblbop npuopumemos — Bblbop cnocoba npnopuTtesaumnm TpaduKa:

— DSCP — mexaHu3m KnaccuduKaumu, ynpasnieHus TpaduKom M obecrneyeHus KayecTBa
0b6CNyKMBaHUA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHak (gpyroe HassaHue CoS — Class of Service), ycTaHaB/iMBaeMbll Ha
ucxogAwme ¢ AaHHoro uHTepdeinca IP-naketbl. MpuHMMaeT 3HaveHus oT O (HM3WwMiA
npuopuTet) Ao 7 (HaMBbICWINI NPUOPUTET).

V Mpwu BKNIOYEHHOM KOHTPOJ1e NOTOKA HAaCTPOKN NMPUOPUTETOB HEAOCTYMHbDI.
e Tun ouepedu — BbIGOP ANCUMNAUHBI OBCAYKMBAHUA oYepeseit:

—  Strict — gucumnavHa obCnyKMBaHUA oyepesei, NpyU KOTopol Tpaduk c 6onee HU3KUM
NpMOPUTETOM MepeaaeTca, TONbKO KOrda yxKe nepegaHa odepedb C 60see BbICOKMM
NPUOPUTETOM;

— WRQ - pucumnianHa obcny:KuMBaHMA ouepegein, NpPU KOTOPOW AOCTYMHAA noaoca
NPONycKaHUA AeNUTCA MeXay ovyepeasammn NPonopPLNOHaNbHO NPUOPUTETY.
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lpuopumem 0..5 — onpepenaeTca Bec NpMopuTeTa B AnanasoHe ot 1 o 127, yem Boblwe
BEC, TEM NPUOpPUTETHEE TPADUK.

2.6.2.3 NoameHto «HacTpoka MAC-agpecoB»

B nogmeHto «Hactpoiika MAC-aapecos» MmoxHO usmeHntb MAC-agpec WAN-uHTepdelica ycTpoicTea.

Hactpoliika MAC-agpeca WAN

o Mepeonpenenits MAC

MAC ~

Hactpoiika MAC-agpeca Ha uHTepcheice "IP-Tenecorna”

MAC -

Hactpoiika MAC-agpeca Ha uHTepcpeiice "MHTepdpelic ynpasneHnsa”

MAC -

e [lepeonpedenums MAC — npu yctaHoBneHHOM ¢nare Ha WHTepdelice MHTepHET UcCNosb3yeTca
MAC-aapec n3 nona MAC.

Mpn HaxaTMKM Ha KHOMKY BbiNajawowero meHwo B none «MAC» so3momHo 3anucatb MAC-agpec
KOMMNbtoTepPa, C KoToporo Bbl nogkatoueHbl K Web-koHburypaTopy. 3Ta dyHKUMA ByaeT NonesHa, ecnm Ha cetu
Bawwero MHTepHeT-npoBaliaepa ncnosab3yeTtcs npueaska no MAC-agpecy. B stom cayyae, ecam Bam Heobxogmmo
nucnonb3oBaTb Yyctponcteo TAU-IM.IP B KauvecTtBe Mapupytmsatopa, Ha WAN-uHTepdelic ycTponcTea
HeobxoAnmo HasHaunTb MAC-aapec Balero KomnbtoTepa (KOTopbli paHee Bbla NOAKAOYEH K ceTU MIHTEpHET).

Ona nepeonpegeneHna MAC Ha wuHTepdeince «IP-tenedoHua» wuamn «UHTepdelic ynpasneHUa»
BOCMO/Ib3ylTeCb pasgenamm «Hactpoitka MAC-agpeca Ha uHTepdelice "IP-menegoHus"» nnn «Hactpolika
MAC-aapeca Ha uHTepoelice "MHmepdgelic ynpasneHus"».

[na BCTynneHMs B CUY HOBOM KOHOUIYpaLUW M 3aHECEHUA HACTPOEK B SHEProHEe3aBUCUMYHO MaMATb
HaXXMUTe KHOMNKY «[TpumeHUMoe». AN OTMEHbI USMEHEHWUIN HAXKMUTE KHOMKY «OmMeHa».

2.6.2.4 MNopgmeHto «DHCP-cepsep»

B nogmeHio «DHCP-cepBep» BbINOAHAOTCA HACTPOMKKM nNokanbHoro DHCP-cepBepa, ycTaHaBAMBAlOTCS
CTaTUyYeCcKue NPUBA3KN a4pecos.

YcTpoicTeo TAU-IM.IP  nmeeT  BO3MOXHOCTb nocpeacTsom NPOTOKO/A  AMHAMMYECKOro
KoHourypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTuyecku HasHauyaTb IP-agpeca u
Heobxoanmble oA BbixoAa B MHTepHET napameTpbl KOMMboTepam, NoAKAtodeHHbIM K LAN-unHtepdeiicy. Ero
MCMo/Ib30BaHNE NO3BOAAET M3beaTb OrpaHUuYeHuii PyyHOM HacTpoinkm npoTtokona TCP/IP. DHCP-cepsep
[OCTyneH AN KOHOUTYPUPOBAHWMA, TONIbKO eCn cepBUC MHTEpPHET HAacTPOEH B peXxnMe mapLipytusatopa.
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HacTpoiikn DHCP-cepeepa
Brnoyen ¥

HavansHsiil IP-agpec | 192.168.1.2

KonuyecTso agpecos | 250

&

Cpok apeHael (B MUHYTaX) 720

+ MpumetnTe R FeTETE]

CTaTuueckue NpUBA3KN agpecos

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e BKswo4eH — npu ycTaHOBAEHHOM dnare BKIOUYUTb JIoKanbHbii DHCP-cepBep;

e HauanbHbil IP-ad0pec — HayanbHbIN agpec nyna IP-agpecos;

e Konuuecmeo adpecos — KONNYECTBO aAPECOB B Nyne;

e CpoK apeHObl  — YCTaHOBKA MaKCMMa/NbHOrO BPEMEHW WCMONb30BAHUA MNOAKNOYEHHbBIM
ycTpoicteom IP-agpeca, HasHayeHHoro DHCP-cepBepom, MUHYTbI.

[na BCTynAeHUA B CUAY HOBOW KOHOUIypaumuM M 3aHeCceHMs HaCTPOEK B SHEProHe3aBMCUMYIO MaMATb
HaXXMUTe KHONKY «[TpumeHums». AN OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OmmeHa».

/ Mpyn NnonbITKe U3MEHUTb HAYa/IbHbIA aapec Ha 3Ha4YeHue U3 APYroi NoACEeTU NO OTHOLUEHUIO K
noacetn uHtepdeiica LAN npoucxoauT aBTOMaTUHYECKas YCTAaHOBKA MNyaa nNoa TeKyliee
3HauyeHMe agpeca NOKaNAbHOW NoAceTMU.

Cmamud4ecKkue npusasKu adpecos

[Ons nobaeneHna HOBOM CTAaTMUYECKOM NPUBA3KM HAXXMUTE KHONKY «/Jobagume» 1 3aN0NHUTE chegytowme
nons:

CO3,EI,aTb CTaTUHECKYH NPUBA3KY agpecoB
ma
MAC-anpec -

IP-aapec

+ [PUMEHHTE X OTMeHa

e VIMA TeKyLLel CTaTUYeCcKo NPUBA3KMY;

e MAC-agpec — yctaHoBKa ctaTudeckoro MAC-agpeca. 3agaetca B ¢popmaTe XX: XX:XX:XX:XX:XX,
BO3MOXKeH BblbOp agpeca NOAKAOUYEHHbIX YCTPONCTB M3 BCMN/bIBAIOLLErO MEHIO;
e |P-apgpec —ycTaHoBKa cTaTuyecKkoro IP-agpeca ana ykasaHHoro MAC-agpeca.
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KoHdurypnpoBaHue cTaTMYECKUX NPUBA30K Mo/e3Ho, ecan Bam Heobxogumo, 4Tobbl onpeaeneHHomMy
KOMMblOTepy, NoakatoueHHoMy K LAN-MHTepdelicy ycTpoiicTBa, Bceraa HasHavyanca onpeaeneHHsiit IP-agpec.

Haxmute KHoMKy «flpumeHumob» pna BHeceHua IP-agpeca B CNMCOK cTaTudeckmx IP-agpecos gna DHCP-
cepsepa. N8 OTMEHbI USMEHEHWUIN HAaXKMUTE KHOMKY «OmmeHa».

[na yoaneHuna agpeca vM3 cnucka HeobXxoAMMO YCTaHOBUTL diar HanpPOTMB COOTBETCTBYHOLLEN 3anUCh U
HaaTb Ha KHOMKY «Yoanumeb».

2.6.2.5 MoameH10 «JloKanbHbIi DNS»

B noameHto «J/loKanbHbln DNS» npounssoautca KoHbUrypmposaHue nokanbHoro DNS-cepBepa ycTpolictsa
nytem gobasnenus B 6asy nap IP-agpec — LOMeHHOE UMs.

NokanbHbin DNS nosBosdet w3y nonyumtb |IP-agpec B3anmmMogencTBylOLEro ycTpoucTBa MO ero
LOMeHHOMY umeHu. B cnyvae otcytcteua cepsepa DNS B cermeHTe ceTu, KOTOPOMY MPUHAANEKUT LWKO3, HO NpKU
HEeob6X0AMMOCTN MapLIpPyTM3aLMM NO ceTeBbIM MMeHam IMBO MCNONb30BaHMA B KayecTBe agpeca SIP-cepsepa
ero CeTeBoro MMeHW, MOXKHO MCMO/b30BaTb «JloKanbHbIi DNS». Mpn sToM HEe0H6X0AMMO 3HaTb YCTAHOBNAEHHbIE
COOTBETCTBUS MeXAy MMeHaMM y310B (aomeHamun) n ux IP-agpecamu.

MmeHa ysnos

LomeHHoe UMA IP-agpec

test.ru 1921681212

Hacmpolika y3nos

Ona pobaBneHns agpeca B CNMCOK HeobXogMMO HaxaTb KHOMKy «ZJobasume» n B OKHe «Co3dameb
coomeemcmaue» 3anoAHUTb CAeaylolLme Nona:

CosgaTb cooTBETCTBUE

HNomMmeHHDE 1MA local

IP-agpec | 127.0.0.1

e [lomeHHOe umA — umA y3na;
e |P-agpec - IP-agpec y3na.

Haxkmute KHOMKy «[lpumeHUMb» ANAa co3paHua cooteeTcTBuA IP-agpec — gomeHHoe nma. [na oTMmeHbl
M3MEHEHUIN HaXMuUTe KHOMKY «OmmeHa». 0na ypaneHua 3anucm mn3 cnucka HeO6XO,CI,MMO YCTaHOBUTb d)nar
HanpoTtune COOTBETCTByPOLI.I,Eﬁ 3aMnUCUN N HaXXaTb Ha KHOMKY «Yoanume».

2.6.2.6 MNoameHio «NAT n npobpoc nopros»

B nogmeHto «NAT 1 npobpoc NopToB» BbINOJHAETCA HACTPOMKa npobpoca noptos (ports forwarding) ns
WAN-uHTepdeiica B LAN-nHTepdeic. MogmeHto 4OCTYNHO, TONbKO eCnu cepBUC MHTEPHET HAaCTPOEH B pPeunme
MapLipyTmusaTopa.
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NAT — (Network Address Translation) peuMm TpaHCAsUMKM CeTEBbIX afpecoB — MO3BOASET
npeobpasosbiBaTb |P-agpeca u ceteBble nopTbl IP-nakeToB. Mpobpoc ceTeBbiX NOPTOB HeobxoauMm, Koraa
TCP/UDP-coeauHeHune ¢ NIoKanbHbIM (NogKkntoueHHbIM K LAN-uHTepdeiicy) KOMNbIOTEPOM YCTaHaBAMBAETCA U3
BHELWHeW ceTn. [laHHOe MEeHI0 HaCTPOEK NO3BONAET 3a4aTb NPABMAA, Pa3peLlatome NPOXoXKAeHNE NAKETOB U3
BHELWHEN CETM HA YKasaHHbIA agpec B JIOKA/NbHOM CETW, TEM CAaMbIM [eNaa BO3MOXHbIM YCTAaHOBNEHUE
coeamHeHua. Mpobpoc nopTosB rnaBHbiM 06pa3som HeobxoaMM MpPU MCNONb30BaHMK torrent- u p2p-cepsBucos.
[lna 3TOro B HacTpoMkax torrent- MAK P2p-KAMEHTA HY}KHO MOCMOTPETb MCMoab3yemble um TCP/UDP-nopTbl u
334aTb AN1A 3TUX MOPTOB COOTBETCTBYOLWME NpaBuaa npobpoca Ha IP-agpec Bawero komnbtoTepa.

HacTtpoiiku NAT

BrniounTe NAT ¥

Mpasuna NAT

Uma LAN IP NopTel LAN Mpotokon WAN IP NopTel WAN

Hacmpolika npasuna NAT

Ona pobasneHuna Hosoro npasuia NAT HaxkKmuTe KHoMKy «Zobasums» 1 B OTKpbiBLEMCA OKHe «Co34aTb
HOBOE MpaBua0» 3aMNoJIHUTE creayoLme NoNA:

CoszpaTh HoBoOE npaeuno
Wmn
IP-aApec HasHa4eHuA NakeTos LAN
MopTel HA3Ha4eHNnA LAN
MpoTokon TCP v
|P-agpec ucTodHrKa nakeTos WAN

MopTel HA3HAYEHNA WAN

e Mmsa —Ha3BaHue npasuna (nosie o0b6sa3aTeslbHO A1A 3aN0HEHNA);

e |P-adpec HasHavyeHus nakemos LAN — IP-agpec XocTa B JIOKanbHOW CETU, Ha KOTOPbIN
OCYLLECTBAAETCA TPAHC/AAUMA NAKETOB, NOANAAAOWMNX NOA AAHHOE NPAaBUAo;

e [lopmbl HasHayeHua LAN — 3HayeHus TCP/UDP-nopToB nonydyatensa, Ha KoTopble 6yayTt
TPAHC/IMPOBATLCA MAKeTbl B JIOKA/NbHYIO CETb (40MNyCcKaeTcs yKasbiBaTb MO0 OAMHOYHbLIA MOPT,
nmbo yepes “-“ guanasoH NopTos);

e [lpomokon — BbIGOP NPOTOKO/MA NaKeTa, Nognagalolero nog AaHHoe npaswuno: TCP, UDP,
TCP/UDP;

e IP-adpec ucmouyHuka nakemos WAN — |P-agpec oTnpaBuTeNAa NakeTa BO BHELWHeN ceTu,
noanajarolero nog AaHHoe Npasuno;
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e [lopmesi Ha3zHayeHus WAN — 3HauyeHna TCP/UDP-nopToB monydyaTtens naketa BO BHELLIHEW ceTw,
npu KOTOPbIX NaKeT NoAnaAaeT Nos AaHHOe NPaBuIo (J0MNYyCcKaeTca YKasbiBaTb MO0 OANHOUHbIV
nopT, Inbo Yepes “-“ gManasoH NopTos).

MpaBnao npobpoca nopToB paboTaeT craeaylowmm obpasom. Y nakerta, npuxoasuero Ha agpec WAN-
nmHTepdelica ycTpoMUCcTBa Mo NPOTOKony «[1pomoKosa» Ha nopT M3 AauanasoHa «lopmel WAN» n nmetouiero
agpec WCToYHWKa «IP-adpec WAN» (ecnn 3TO napameTp OCTaBUTb MyCTbIM — agpec WCTOYHWMKA He
aHaNM3MpyeTca), OCyLEecTBAAETCA NoAMEHa agpeca U NMopTa HasHayYeHWs Ha codepumoe nonen «IP-adpec
LAN» v «lMopmbl LAN» COOTBETCTBEHHO.

HaxkmuTe KHonky «[TpumeHuUmoe» ana nobaBneHns HOBOro npasuna. [ns oTMeHbl U3SMEHEHUN HaxKMUTE
KHOMKY «OmmeHa».

Ons yaaneHus npasuna ns cnnucka HeobxoaAMMo YCTaHOBUTL dnar HaNnpPOTUB COOTBETCTBYHOLLEN 3aMMCK U
Ha*KaTb Ha KHOMKY «Y4anutb».

2.6.2.7 NoameHto «CeTeBOt IKpPaH»

B noameHio «Cemesoli sKpaH» yCTaHAB/AMBAlOTCA MpaBWUia NPOXOMKAEHUSA BXOAALWLEro, UCXOAALLETO W
TpPaH3UTHOro Tpaduka. MmeeTcs BO3MOMXKHOCTb OrpaHNYMBaTh NPOXOXKAeHUe TpaduKa pa3HOro TMNa (BXoAALLMIA,
NUCXOAALMNA, TPAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKOAA, IP-aapecoB UCTOYHMKaA U Ha3HadveHua, TCP/UDP-nopTtos
WUCTOYHMKA N Ha3HauyeHus (ansa coobuweHnit npotokonos TCP nan UDP), Tna coobuweHma ICMP (ana coobuweHni
npotokona ICMP).

Mpasuna gns exodswero Tpaduka

Wms Mpotoken Afdpec oTnpaeuTens MopTel oTNpaBuMTens MopTel neny4arens DOedcTeue

@

Mpasuna gna ucxogawero Tpaduka

Wms Mpotoken MopTel oTNpaBUTens Anpec nony4artens MopTel nony4arens DOedcTeue

MpaBuna Ana TpaH3UTHOro Tpaduka

Wms Mpotokon  Anpec oTNpaEMTens MopTel oTNpaBUTens Aapec nony4arens MopTel nonyyarens Oeicteune

Hacmpolika npagusa cemesoz20o 3KpaHa

Ona pob6asneHns HOBOro NpaBMaa HaXXMUTe KHOMKY «/obasumb» W B OTKpbiBemcA okHe «Co3aaTb
HOBOE NPaBWIO» 3aN0JHUTE CAeaytoLWwme NoNs:

Co3faTh HOBOE NpaBuno

Hma
Tun Tpaduka Bxog AL v
Mporokon TCP v

Anpet oTNpaEMTENA
MopTel CTNPAEMTENA 0
MopTel nonyYatens 0

OencTens MponycTHTE v

" [DUMEHUTE X OTmeHa
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e VIMsA —Ha3BaHWe NpaBuna;
e Tun TpaduKa — BbIGOP TMNA TPAadUKa, Ha KOTOPLIM pPacnpocTpaHaeTca AelCTBUE AaHHOO NPaBuaa:

—  BxoOswuli — BXogAWMM Ha YyCTPOMCTBO TpaduK (nonyyaTenem ABAsSETCA HENOCPEACTBEHHO
OAMH U3 ceTeBblX UHTepdelicoB ycTpoictea). Mpu Bbibope gaHHOro TMna TpaduKa ana
pefaKTMPOBaHMA CTAHYT AOCTYMHbI CleaytoLme Nons:

=  Adpec omnpasumerns — 3afaeT HavanbHbl IP-aapec otnpasuTtens. Yepes cumson
"/" MOXKHO yKa3aTb MacKy NoAceT! B GOPMATaX XXX.XXX.XXX.XXX U/IN XX, HAanpumep,
192.168.16.0/24 nnan 192.168.16.0/255.255.255.0, 4Tobbl BblAENUTL CPa3y LEeNbIi
AManasoH agpecoB (3anucb MackM B Buae /24 cooTBeTcTBYeT 3anucu
/255.255.255.0).

—  Ucxodawuli — uexogawmm ¢ yctpoictea Tpaduk (TpaduK, reHepupyembldi S0KaAbHO
YCTPOACTBOM C OAHOrO U3 ceTeBbiXx UHTepdelicos). Mpu Bbibope AaHHOro TMnNa TpaduKa
ON8 PefaKTUPOBAHMA CTAHYT AOCTYMNHbI Caeaytowme nons:

=  Adpec nonyyamens — 3apaet IP-agpec nonyyatens. Yepes cumsosn "/" MOKHO
yKasaTb MacKy noacetm B QopmaTax XXX.XXX.XXX.XXX WM XX, Hanpumep,
192.168.18.0/24 nnun 192.168.18.0/255.255.255.0, utobbl BblAEINUTL CPa3yY LENbli
AMana3oH aapecos.

—  TpaH3umHbIl — TPAH3UTHbIN TpPaduK (TpaduMK, NPOXOAALMIA MeXAYy ABYMA CETEeBbIMU
NHTepdelicammn, Koraa oTnpasuTenem M noayyaTenem ABAAKOTCA BHELWHME YCTPOMCTBA).
Mpwu BbIbOPE AaHHOIO TMMA TpaduKa ANA PeaaKTUPOBAHMA CTAHYT AOCTYMHbI Cheayowme
nons:

=  Adpec omnpasumens — 3agaeT |IP-agpec otnpasuTens. Yepes cumeon "/" MoOKHO
YKasaTb Macky nogcetm B QopmaTax XXX XXX.XXX.XXX WAW XX, Hanpumep,
192.168.16.0/24 nnan 192.168.16.0/255.255.255.0, 4Tobbl BblAENUTL CPa3y LEeNbIi
AManasoH afpecos;
=  Adpec nonyyamensa — 3apaet |IP-agpec nonyyatenda. Yepes cumson "/" MOKHO
YKasaTb Macky nogcetm B GopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 nnan 192.168.18.0/255.255.255.0, 4T0bbl BblAENNTL CPa3y LENbIN
AMana3oH aapecos.
e [IpomoKos — NPOTOKO/ NaKeTa, Ha KOTOPbIN pPacnpoCcTpaHaeTca AencTeme gaHHoro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto60A.
o [elicmsue — peicTene, coBepliaemoe Hag naketamm (0T6pocuTb/nponycTuTb).

Mpu BbI6ope npoTtokonos TCP, UDP, TCP/UDP ans peaaktnposaHua 6yayT AOCTYMNHbI HACTPOMNKMK:
e [lopmsl omnpagumensa — CNUCOK NOPTOB OTNPaBUTENA, NAaKeTbl KOTOPOro 6yayT nonadatb nog,
OaHHOe MNpaBWO (AONyCcKaeTca yKasbiBaTb IMB0O OAMHOYHLIM NOPT, AMBO Yepes “-“ gmanasoH
nopToB);
e [lopmesl nonyyamena — CNUCOK MOPTOB MOAy4YaTens, NakeTbl KoToporo 6yayT nognafaTb nog,
AaHHOe nNpaBuAo (AonyckaeTca yKasbiBaTb NGO OAMHOYHbLIM NOpT, AMbo uyepes “-“ amanasoH
nopros).
Mpw BbIGOPE NpoTokona ICMP ana pegakTMpoBaHua ByayT AOCTYMHbI HACTPOMKM:
e Tun coobweHus — MOXHO CO34aTb NPaBMAO TONIbKO A/a onpegeneHHoro Tuna ICMP-coobueHus
nnbo ana scex.
Haxkmunte KHoMKy «lMpumeHUTb» ana fo6asneHMs HOBOro npasuna. 8 OTMEHbl U3MEHEHUI HaXmuUTe
KHoOnKy «OTmeHa». [ns yganeHwa 3anuMcu M3 CNMCKa HeobxoAMMO  YCTaHOBMTb ¢naar  HanpoTuB
COOTBETCTBYIOLLLENM 3aMUCK U HaXKaTb Ha KHOMKY «Y4anuTb».

2.6.2.8 TMopgmeHto «ACL»

B nogmeHto «ACL» BbINOAHAOTCA HACTPOMKM cnnckoB goctyna. Access Control List uan ACL — cnmcok
KOHTPO/A [OCTYNa, COAEPKMUT NpaBuia, onpeaensaowme npoxoxaeHme Tpadpuka Yepes nHtepoeiic.
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OrpaHudenua no MAC-agpecam

Ne CraTyc MAC-agpec Noctyn OrpaHW4YeHMHe CKOpoCTH

= [] ofaBHTE H YnanuT

OrpanwdeHua no URL-agpecam

Ne Cratyc URL

<+ [ofasnTo i Yaanus

OrpaHWyeHWA No BpemMeHn CYTOK

Ne Cratyc Hauano Koxew Noctyn OrpaHu4YeHue CKOpocTH

= [] ofaBHTL T YanuTh

OzpaHuyeHusa no MAC-adpecam

Co3saaTk HOBOE NpaBuno

BrnioduTe
MAC-agpec -

3anpeTuTe gocTyn

Bkaroyume — npw yctaHOBAEHHOM dnare akTMBupyeTca npasuao ¢punbtpauunmn no MAG;
MAC-adpec — MAC-agpec ycTponcTea, A5 KOToporo byaeT AeicTBoBaTb CO34aHHOE NPABUO;
3anpemumse docmyn — NpU ycTaHOBNEHHOM dnare ¢ 3a4aHHOro YCTpoMCTBa byAeT NMOSIHOCTbIO
3anpeLéH AocTyn 1 nepeaayva TpaH3UTHoro TpaduKka. Ecam dnar He ycTaHoBAEH, CKOPOCTb ByaeT
OrpaHuYeHa A0 YKa3aHHOro 3Ha4yeHus;

OzpaHuyeHue cKopocmu, Kbum.c — MaKCMMa/ibHasi CKOPOCTb NOTOKA AaHHbIX A/1A YCTPOMCTBA C
yKasaHHbIM MAC-aapecom (OK6UT/C — 3KBUBANIEHTHO OTCYTCTBUIO OrPpaHMYEHNA CKOPOCTUN MOTOKA
AaHHbIX);

OepaHuyeHus no URL-adpecam

CoanaTte HOBOE NPAaBUNo

BKAKHHT

URL

BKa104UM®b — NPU YyCTaHOB/IEHHOM diare akTUBUpYeTcs npasuao duabTpaumm no URL;

URL — URL-appec ycTponcTsa, ANs KOTOPOro byaeTt AencTBOBaTb CO34aHHOE NPaBuIo;
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O2paHuYeHUA No 8pemeHU CYymoK

Co3gate HOBOE NpaBuno
BrnouuTh
Hauano 0D:00
Koney D0-0D

JanpeTHTe gocTyn

e BKawYUMb — NpW yCTaHOB/IEHHOM diare NpaBuao GUALTPALMU aKTUBUPYETCA U AeaKTMBUPYeTCA
B Ha3HayeHHoe Bpems;

e Hayano — Bpems B 24-yacoBom dopmaTte cuymcieHua (44:Mm) , ¢ KoToporo byaeT AeicTBOBaTb
co3faHHoe NpaBuno;

e KoHey — Bpems B 24-yacoBom dopmaTte cumcaeHusa (44:Mm), 40 KoToporo byaeT AencTBOBaTb
CO34aHHOe NpaBuo;

e 3anpemums Oocmyn — NpWU ycCTaHOBAEHHOM d¢nare OyaeT NOJIHOCTbIO 3anpeLléH AoCTyn WU
nepegaya TpaH3uMTHOro TpaduKa. Ecnm dnar He ycTaHOB/MEH, CKOPOCTb OyAeT orpaHuMyeHa Ao
YKa3aHHOro 3Ha4YeHus;

o OzpaHuuyeHue ckopocmu, Kbum/c — B TeueHWe 3aJaHHOro UHTepBasna BPeMeHU CKopocTb byaet
orpaHMyeHa A0 YKasaHHOro 3HauyeHua (0 KBUT/c — 3KBMBANEHTHO OTCYTCTBMIO OrpaHuUYeHus
CKOPOCTW NOTOKA AaHHbIX).

2.6.2.9 MoameHo «Punbtp MAC»

B noameHto «®Punbtp MAC» BbINOAHAOTCA HACTPOIMKa dunbTpauma goctyna no MAC-aapecy KameHTa.

JocTyn K yeTRPOWCTBY

Pesum thUnETpa NPoBGIHOW CETH Briknouero b

o Pexum punsmpa —onpenenser oauMH U3 TpPex aaroputmos paboTbl puabTPa B 3aBUCMMOCTU OT
MAC-agpeca KaneHTa:

—  Omrmroyume — dunbTpaumsa no MAC-agpecam OTKAOUYEHA — BCEM K/IMEHTaM pa3peLueHo
NOAKNIOYATLCA K YCTPOMCTBY;

—  YépHobll cnucok — B AaHHOM pexume paboTbl dpunbTpa KaneHtam, MAC-agpeca KOTopbIX
yKasaHbl B «Cnucke MAC-agpecoBs», 3anpeLLeHo NOAKNYATbCA K YCTPOUCTBY. ADOHEHTaM,
MAC-agpeca KOTopbIX He yKa3aHbl B CTUCKe, NOAKAIOYEHME pa3peLLeHo;
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— bBenvlli cnucok — B paHHOM pexume pabotbl duabTpa KaneHTam, MAC-agpeca KOTopbIX
yKasaHbl B «Cnnucke MAC-agpecoBs», paspelleHo NoAKAoHaTbCA K YCTPoNCTBY. ABOHEHTaM,
MAC-agpeca KOTOpbIX B CMMCKE He yKa3aHbl, NOAK/I0YEHME 3aMnpeLLeHo.

Cnucok MAC-adpecoe

B cnnMcok moXHO BHecTM fo Tpuauatm MAC-agpecoB KAMEHTOB, AOCTYM KOTOPbIM K YCTPOMCTBY
peryanpyeTcsa HacTPOMKOM pexnuma ¢punbTpa.

Ona pobaBneHMA HOBOTO K/MEHTa B CMMCOK Ha)KMuTe KHonky «Jobasums» v BeeguTe ero MAC-aapec,
B0 HaXXMUTE KHOMKY BbiNagatolero MeHto 1 Bbibepute MAC NnoaxNto4eHHOro yCTPoCTBa.

[na BCTyNAeHUa B CUAY HOBOW KOHOUIypauMu U 3aHECeHWUs HACTPOEK B IHEProHe3aBMCHMMYI0 NamMATb
HaXXMUTe KHONKY «[TpumeHUmMb». AN OTMEHbl USMEHEHWNIM HaXKMUTE KHOMKY «OmMmeHa».

2.6.2.10 NMoameHo «MaplipyTmusauma»

B nogmeHto «MapLipyT1saLumsa» HaCTPaMBaKOTCA CTaTUYECKME MapLUPYTbl YCTPOMCTBA.

MapwpyTtinsaymns
Wma Aapec HasHa4YeHuA Macka nogcetn LWnios
@
routed 192.166.23.0 255.255.255.0 192.166.0.254

[na pobasneHUa HOBOro MapLIpyTa HaXXMUTE Ha KHOMKY «o6aBuTb» M 3aN0AHUTE cneaytoume nons:

JobaenTe MapwpyT
Mma
Adpec HasHaYeHnA
Macka noaceTn

Lnto3

o UmAa — Ha3BaHMe mapLupyTa, UCnonab3yeTca Ana y,CI,O6CTBa BOCMPUATMA YeloBeKOM. [losie MOXKHO
OCTaBUTb NYCTbIM;

e Adpec HasHauyeHus — IP-agpec xocTa WAM MNOACETU HA3HAYeHWsa, 4O KOTOPbIX Heobxoaumo
YCTaHOBUTb MapLUPYT;

e Macka nodcemu — MmacKa noaceTu. [lna xocta macka MOACETU YCTAHAB/IMBAETCA B 3HAYeHMe
255.255.255.255, gna noacetn — B 3aBUCMMOCTU OT €€ pasmepa;

e llmo3 —IP-agpec WN03a, Yepes KOTOPbIN OCYLLECTBAAETCA BbIX04, Ha «Adpec Ha3Ha4YeHus».

[na BCcTynneHus B CMAY HOBOW KOHOUTypauum M 3aHECEeHWUA HACTPOEeK B 3SHEProHe3aBMCUMYD MaMATb
HaXXMUTE KHOMKY «[TpumeHuUmMob». JNa OTMEHbl U3MEHEHWUIN HaXKMUTE KHOMKY « OMmMeHa».
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2.6.2.11 MoameHio «QuHamuuyeckuint DNS»
B noameHto «AuHammnyeckmnin DNS» BbinoHAETCA HAaCTPOMKa COOTBETCTBYIOLLErO CepBUca.

JuHamuyeckuli DNS (D-DNS) nossonsetr uHpopmaumm Ha DNS-cepBepe 0BHOBAATLCA B peanbHOM
BPEMEHM B aABTOMATMYECKOM pexume. [pumeHAeTca ANA Ha3HA4YeHUs MOCTOAHHOTO AOMEHHOr0 MMEHMU
YCTPOWCTBY (KOMMbIOTEPY, POYTEPY) C ANHAMUYECKUM IP-agpecom.

OnHammyeckmin DNS 4yacTto npumeHsieTca B I0Ka/IbHbIX CETAX, rAe KAMeHTbl noay4yatoT IP-agpec no DHCP, a
NOTOM PErncTpPUpPYHOT CBOU MMeHa Ha NoKanbHOM DNS-cepsepe.

OuHamudecknin DNS
BrmtounTe D-DNS ¥
Mpoeaigep D-DNS dyndns.org -
MmMA nonb3oBaTena
MNaponk

NOMEHHOE UMA

e Bkarwyume D-DNS — npu yctaHoBneHHOM dnare cepsuc D-DNS akTUBEH U ANA pefaKTMpoBaHuMA
OOCTYMNHbI CeaytoLine HacTPOMKK:

e [Iposaiidep D-DNS — appec nposaiigepa D-DNS — Bbibepute ogHoOro nposangepa M3 CruMcKa
AOCTYMHbIX UM BBEAUTE aapec NpoBaiaepa BpyUHYIo;

e VIMA nonv3osamesis — UMs NOb30BaTeNs AN1A AOCTYNa K y4eTHOM 3anucu cepsuca D-DNS;
e [laposb — naponb ans Aoctyna K yd4eTHom 3anumcu cepeuca D-DNS;

e [lomeHHOe umA — perucTtpypyemoe pomeHHoe wuma Ha D-DNS cepsepe. O6HOBneHMe
nHbopmauum o6 IP-agpece ycTpoicTBa Ha cepBepe nNpoBanaepa NPoOMCXOAUT Nepuoamyecku
yepes 60 ceKkyHA,

[na BCTYNAEHMA B CUAY HOBOW KOHOUIypauum U 3aHECeHUA HACTPOEK B SHEProHe3aBMCUMYID MamMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».

2.6.2.12 MNMoameHto «SNMP»

MporpammHoe obecnevyeHne TAU-1M.IP no3sBonseT NnpoBoAUTbL MOHUTOPUHI COCTOAHMA YCTPOMCTBA M ero
KOHUrypupoBaHue, ncnonbsya npotokon SNMP. B noameHto «SNMP» BbINOAHAOTCA HAaCTPOMKM NapameTpoB
SNMP-areHTa. YcTpolcTBO NoaaeprKMBaeT npoTokonbl Bepcnii SNMPv1, SNMPv2c.
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HacTpoitka SNMP

BrMHYMTE SNIMP

Maponb Ha YTeHHe

Maponk Ha 3anuch

ALpeC ANA Npuéma Tpanos vi

ALpEC ANA NPWEMA TPANOE v2

Afpec AnA npuéma coobLUeHuil Infarm
CHMCTEMHOE MMA YCTPORCTEA

KOHTaKTHaA MH(hOpMAaLMA NpOM3BOANTENS
IMEecToNonoKeHWe YCTPOHCTEA

Maponk & Tpanax

e Brawyume SNMP — npw ycTaHoBAeHHOM ¢d1are paspeLlleHo UCnob3oBaHMe npoTokosia SNMP;

e [laposb Ha umeHue — Napo/ib Ha YTeHMe NapameTpoBs (0bLenpuHaTbIi: public);

e [laposb Ha 3anucb — Napo/b Ha 3anMcb NapameTpoBs (0bLLenpUHATLIN: private);

e AOdpec 0n15 npuéma mpanos vl — IP-agpec nnm goOMeHHoe UMA NpUeMHUKa coobweHnin SNMPv1-
trap 8 popmate HOST [COMMUNITY [PORT]];

e Adpec 0n1a npuéma mpanos v2 — IP-agpec unm goMeHHoe UMA NPUEMHUKA coobieHnin SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

e Adpec 0n4a npuéma coobujeHuli Inform — |P-agpec Unn AOMEHHOE UMA NPUEMHUKA COOBLLEHWN
Inform B dopmate HOST [COMMUNITY [PORT]];

e CucmemHoe umsa ycmpolicmea — UMA YCTPOICTBa;

e  KoHmakmHaa uHopmMayusa npouzsooumens — KOHTAKTHAA WHPopmMauMa npousBoauTeNns
YCTPOWCTBQ;

e MecmononoxeHue ycmpolicmea — UHPOPMALMA O MECTOMOIOKEHUMN YCTPOMUCTBA;

e [laposb 8 mpanax — Napofb, COAEPHKAWMICS B TPaNax (Mo ymonyaHuto: trap).

B Tekywel Bepcum nporpammHoro obecnedeHua no npoTokosy SNMP  umeeTcd BO3MOMHOCTb
KOHUrypupoBaTb OTAE/bHbIE NapameTpbl ycTpolcTBa: obuime HacTpolku SIP, HacTpoiku SIP-npoduneit,
HaACTPOMKM FXS-nopTa, HacTPOMKKM rpynn BbiI30Ba, HACTPOIMKM KogoB ynpasneHusa ABO ¢ TenedpoHHOro annapara,
HacTpolikn SNMP, HacTPOMKKN CUCTEMHOTO KypHana.

Hu)Ke npuBeseH CNUCOK 06BEKTOB, NOALEPKMBAEMBIX ANA YTEHUS U KOHPUIYpPUPOBaHMA NOCPeaCcTBOM
npotokona SNMP:

— Enterprise.1.3.1 — o6wwme HacTpoiku SIP-npodpunei;

— Enterprise.1.3.2.1 — HacTpoliku SIP-npodunei;

— Enterprise.1.1.2.1 — HacTpolikK FXS-nopTa;

— Enterprise.1.5 — Koapl aktuBauunm AABO c TenedoHHOro annapaTa;
— Enterprise.2.1 — HacTponkn SNMP;

— Enterprise.3.1 — HaCTPONKM CUCTEMHOTO KypHana.

roe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHtnduKatop ycrpoincraa.

[nA 3anMcu HacTpoeK B 3HEProHe3aBUCMMYIO MaMATb HaXKMMUTE KHOMKY «[lpumeHumeo». [Ns OTMEHbI
N3MEHEHWUI HaXKMUTe KHOMNKY «OmmeHa».
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2.6.2.13 MoameHo «Monb3osartenbckme VLAN»

Monb3osaTenbckasa VLAN onpeaensaetca naeHtudpukatopom VLAN, ceTeBolt TpaduK B npeaenax KOToporo
npoxoaut npo3spayHo ¢ WAN-uHTepdeiica yctponcraa Ha LAN ¢ nocieayowmm CHATUEM Tera B JIOKa/ibHOM CeTHu.
To ecTb GpaKTUYECKN NPU BKAKOYEHUN NOb3oBaTeNbCKOM VLAN B yCTPOICTBE MHULMANU3IUPYETCA CETEBON MOCT
mexagy WAN-noptom U1 onpegeneHHoimn  LAN-noptamn, npu  3tom  Ha ctopoHe WAN-Tpadumk
nepenaércsa/nNpuHMMaeTca ¢ 3aaaHHbiM naeHTUdUKaTopom VLAN, a Ha cTtopoHe LAN Ter cHMMaeTcs.

Monbsoeatensckne VLAN

“ Cratyc Wms cepeunca VLAN ID WHTepdbeiickl
= WLAN O BoiknoyeH WLAND
= VLAN 1 BolknioyeH VLAN1

VLAN 2 BrIKNoyeH VLAN2

WLAN 3 BoiknoyeH WLANS

e Cmamyc — oTobpaskaeTca coctosaHue aaHHoro VLAN (BK/oUYeH/BbIKIOYEH);
e Ums cepsuca — nmsa nosab3osatesnbckon VLAN;
e VLAN ID — naeHtudukatop VLAN;
e UHmMepgelicbi — cnvcok nopTtos LAN, npMBA3aHHbIX K AaHHOM nosib3oBaTesibckon VLAN.
B ycTpoMcTBE MOMHO CKOHPUIypupoBaTb A0 YeTbipéX nonb3oBatenbckux VLAN. YTobbl OTKPbITH
HacTponku VLAN ana pegakTMpOBaHUA, KAMKHUTE MO oAHOM 13 ccbiiok VLANO...VLAN3:

Pepaxktuposate VLAN O
Brrtounts
&
VIMA cepeuca VLANO
- VLANID 0
#
WHTeppeckl
Ana npueasxku LAN-mopmog yempoldcmea K nons3osamensckuM VLAN nepeldume Ha niumxy "MoKansHsie uimepgelcs”.
e BKawyume — npw yctaHoBneHHoM ¢nare nosb3osBatenbckas VLAN BkatouyeHa. Mpu nonbiTke

OTKIOYUTb Nosib3oBaTeNbCKMt VLAN, K KOTOPOMY NpuMBsi3aHbl OA4MH MAKM Heckonbko LAN-nopTos,
9Tn LAN-NOpTbI NPUBAXKYTCA K cepBUCY VIHTEPHET;

e /MmA cepsuca — Npon3BOJIbHOE MMA, CONOCTaBAAeMOe C JaHHbIM Noab3oBaTenbCKm VLAN;

e VLAN ID — naeHTndMKaunoHHbIM Homep VLAN, npuHUMmaeT 3HaveHua oT 1 ao 4095; He gonxKeH
coBnagaTtb ¢ ngeHTuduKatopamm VLAN apyrux cepBucos;

e UHmepgpelicbl — cNUCOK MHTepdENCOB, KOTOpble NPUBA3AHbI K AAaHHOMY MO0/b30BATE/IbCKOMY
VLAN. Hepegaktupyemoe nose. Ons npuesasku LAN-NopToB yCTPOMCTBA K MOJIb30BATE/NbCKOM
VLAN nepeiante Ha nanTKy "/lokanbHble UHTepdelickl".

[na 3anMcn HacTpPOeK B 3HEeProHe3aBUCUMYI0 MaMATb HaXXMMUTE KHOMKY «[lpumeHums». [ANnA OTMeHbI
N3MEHEHWIA HaXKMUTE KHOMKY «OmmeHa».
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2.6.3 MeHio «IP-tenedpoHua»

B meHo «IP-tenedoHus» BbiNONHAOTCA HacTpolikm VolP (Voice over IP): HacTpoWka npoTtokona SIP,
KOHUrypauma nHtepdeica FXS, ycTaHOBKA KOAEKOB, N1aHa HyMepaLMM, MeToA0B nepeaayn gpakca n mogema.

2.6.3.1 MoameHio «HacTpoiiku ceTn»

B nogmeHto «HacTpoiiku ceTu» nmmeeTcA BO3MOMKHOCTb 3a4aTb COOCTBEHHble ceTeBble HACTPOMKKU ANnA
ycayru VolP.

CeteBble HacTpolkn IP-TenedoHnn

WMcrnonb3oBate HACTPOMKKM Intermnet [«

Hactpoliika IPSec
BrntouuTe ¥

NokanbHelil IP-agpec

Anpec NokansHoON NoaceTH

Macka NoKansHOW NOACETH

Afpec yAaneHHO! NoaceTH

Macka yoaneHHoi NoaceTu

YaaneHHbIi W3

Pesum NAT-T Off v

ATPECCHEHBIRA PEXUM

Tun naeHTHUKaTOpa address v
WaeHTudurkatop
®aza1
3apaHee 3aJaHHbIN KoY
ANTOPUTM 8y TEHTHDUEALMK md5 v
ANTOPUTM LLMEPPOBEHUA des v
rpynna Qudptou-Xennuana 1 v
Bpems ¥u3Hu pasul 1, C 56400
®aza 2
ANTOPUTM 3y TEHTUPHKALMK nmac_mds v
ANTOPUTI LUIMPPOBaHUA des v
Mpynna Judpipu-Xennmana 1 v

BpemA #M3HKn (asbl 2, C 3600

e Ucnonvzosame Hacmpoliku Internet — Nnpu ycTaHOBAEHHOM ¢1are UCNO/Ib30BaTb HACTPOWKK CETH,
YyCTaHOB/EHHble B MeHo «Cemb» -> «MHMepHem», WHaye — HACTPOMKW, YCTaHOB/EHHble B
TEKYLLEM MEHIO;
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e Wcnonb3osatb VLAN*— npu yctaHoBieHHOM ¢nare cepsuc IP-tenedoHmmn 6yaet ncnonb3osathb
Ans ceBoen paboTbl BblAENEHHbIN MHTepdenc B oTaenbHon VLAN, HOMep KOTOpPOWM yKasaH B nose
«VLAN ID» .

e 802.1P — npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBiMBaembIn Ha
ncxogsalume ¢ gaHHoro uHtepderica IP-naketbl. MNpuHUMaeT 3HadeHna oT O (HM3WK npuopuTeT)
00 7 (HamBbICLWLIMI NpUopuUTET).

e [Ipomokosa — BbIOOP NPOTOKO/IA HAa3HAYeHUs aapeca Ha uHTepdeiic yeayrm VolP:

—  Static — pexxum paboTbl, npn KoTopom IP-agpec 1 Bce Heobxoaumble HAacTpoMKkM Ha WAN-
nHTepdelic HasHavyaeTcs BpydHyt. Mpu Bblbope TMNa «Staticy ana penakTMpoBaHUs
CTaHYT AOCTYMHbI cneayowme napameTpbi:

IP-adpec —ycTtaHoBKa IP-agpeca nHtepdeiica ycayrm VolP;

Macka nodcemu — macka nogcetu uHtepdelica ycayrm VolP;

LLino3 no ymonyaHuto — IP-agpec gedontHoro wnwosa nHrepdenca ycnyrm VolP;
lMepsuyHebiti DNS, BmopuyHsili DNS — |P-agpeca DNS-cepBepoB, HEOOX0ANUMbIX A5
paboTtbl ycnyru VolP.

—  DHCP — pexum paboTbl, npu KoTopom |IP-agpec, macka noacetn, agpeca DNS-cepsepoB u
Apyrve napameTtpbl, Heobxoaumble pns paboTbl ycnyrn (Hanpumep, cTaTUYecKue
MapwwpyTbl fo SIP-cepsepa, cepsepa perucrpaumm), byayt nonydeHol ot DHCP-cepsepa
aBTomMaTmMyecku. Ecnm oT npoBaigepa He yaaértca nonyyunTb agpeca DNS-cepsepos, Bbl
MOXEeTe Ha3Ha4YMTb WX BPYYHYyto B nonax «[flepsuyHsili DNS» wn «Bmopu4Hbili DNS».
Agpeca, 3afaHHble BPy4YHylo, ByayT MMeTb NpuopuTeT Hag agpecamu DNS-cepsepos,
nosiy4eHHbiMn no npotokony DHCP.

Ons npotokona DHCP nmeeTca BO3MOXKHOCTb 334aTb HeobxoAMMOe 3HayeHre onuuii 60
n 82.

- AnemepHamuseHsili Vendor ID (onyus 60) — npu yctaHoBAeHHOM ¢nare yCTPOMICTBO
nepenaét 8 DHCP-coobuweHusax B onuumn 60 (Vendor class ID) 3HaueHune u3 nonsa Vendor ID
(onyus 60). Npw nyctom none onuus 60 B coobuieHmAx npotokona DHCP He nepepaérca.

Echn dnar AnemepHamusHebili Vendor ID (onyua 60) He ycTtaHoBneH — B onuuu 60
nepesaeTcs 3HaYeHMe No YMONYAHMIO, KOTOpoe UMeET crieayowmnin dopmar:
[VENDOR:npoussoamnTens][DEVICE:T1n yctpovictea][HW:annapatHas Bepcua]
[SN:cepwuitHbii Homep][WAN:MAC-aapec nHtepdeitca WAN][LAN:MAC-aapec nHtepdeiica
LAN][VERSION:Bepcus nporpammHoro obecnevyeHus]

Mpumep:

[VENDOR:EItex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

UHgpopmayus aeeHma DHCP Relay (onyus 82) — npwu yctaHoBneHHom dnare no3sonser
nob6asuTtb B DHCP-3anpoc:

= WoeHmugukamop yenu azeHma (Onyus82) — nossonsetr gobasutb B DHCP-3anpoc
onumto 82, nogonumio 1 - Agent Circuit ID;

= UdeHmugukamop yodaneHHo20 azeHma (Onyua82) — nossonset gobasuTts B DHCP-
3anpoc onuuto 82, nogonuuto 2 - Agent Remote ID.

4B Bepcun MO 1.9.1 paspeluaeTca 3a4aBaTb MHAMBUAYAIbHbIE CeTEeBbIE HACTPOMKK ycayrmn VolP TonbKo B BbigeneHHou VLAN.
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Cnucok mcnonbsyemblx DHCP-onumit Ha Kaxgom ceteBom uHTepdelice (Internet, VolP,
Management) MOXHO 3a4aBaTb BpPy4YHyto. WMHPopmauus no HACTPOWKe ChMCKa
npeactasneHa B Mpunoxenune B. HACTPOMKA dhcp-KAMeHTOB B My/IbTUCEPBUCHOM PeXnme

Hacmpolika IPSec:

B A4aHHOM pasgene ocyLLecTBAAETCA HAacTpoliKa wndposaHma no TexHosnormum IPSec (IP Security).

IPSec — 310 Habop NpoTOKONOB ANA obecnevyeHua 3alMTbl AAHHbLIX, NEPeAABAEMbIX NO MEXCETeBOMY
npotokony |P, NO3BONAIOWMIN OCYLLECTBAATb MOATBEPKAEHUE MNOOJAMHHOCTU (ayTeHTUdMKaLMIo), NpPoBEpPKY
LuenocTHoctn u/mnm wudposaHue IP-naketoB. IPSec TakKe BKAOYaeT B cebs NPOTOKOAbI ANA 3aLUUWEHHOTO
obmeHa Katodamu B ceTn MHTepHeT.

B Tekywwelh Bepcuum nporpammHoro obecneveHna nocpenctBom IPSec MOXHO OCyWecTBAATb TOJIbKO
[0CTyn K MHTepdeicam ynpasneHus yctponctsom (Web, Telnet, SSH).

MNoapobHoe onucaHune HacTpoek IPSec npuseaeHo B 2.6.2.1 B rpade Hacmpolika IPSec.

[na BCTynneHus B CUIY HOBOW KOHOUIypauum M 3aHECeHWUA HACTPOEeK B 3SHEProHe3aBUCUMYO MamMATb
HaXXMUTE KHONKY «[TpumeHUmMb». N OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».

2.6.3.2 TMoameHto «QoS»

B nogmeHto «QoS» HacTpamBatoTcs dyHKUMM obecneyeHmn Kayectsa obcnykmuaHms (Quality of Service).

HacTpolika ananasoHa RTP-nopTtoB

MuHWManbHbid RTP-nopt

ake WMEnbHbIR RTP-nopt

+" [IpPMMEHHTE ®x OTmeHa

HacTporika DSCP ana curHanusauun (SIP)

SIP-nopT DSCP

Hacmpolika duanasoHa RTP-nopmos

e MuHumansHell RTP-nopm - HUXKHAA rpaHMUa guanasoHa RTP-nopTtoB, Mcnosb3yembix Ans
nepenayn pasroBopHOro TpadukKa;

e MakcumanoeHelli RTP-nopm - BepxHAA rpaHuua guana3oHa RTP-noptoB, mMchnosb3yembix As
nepenayn pasroBopHOro TpadukKa;

Hacmpolika DSCP 04 cueHanusayuu (SIP)

NobaBuTe
SIP-nopt H

DSCP o

«* [pUMEHHTE ® OTMmeHa
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Hacmpolika npasuna QoS

e SIP-nopm — 3HayeHWe NOPTa UCTOYHMKA ANS UCXOLALLErO FON0COBOrO TpaduMKa, KoTopbin byaeT
MapKMpoBaTbcA 3a4aHHbIM Kogom DSCP;

e DSCP —3HauyeHue nonsa DSCP 3aronoBKa IP-nakeTa 41a ronocoBoro Tpadurka ¢ 3a4aHHbIM NOPTOM
MCTOYHMKA

[Nna BCTYNAeHUs B CUTY HOBOW KOHOUIypauuu M 3aHeCceHMs HACTPOEK B SHEProHEe3aBMCUMYD NaMATb
HaXMUTE KHOMRKY «[TpumeHUMb». N OTMEHbI U3MEHEHWUI HaXKMUTe KHONKY « OmmeHa».

2.6.3.3 MoameHio «HacTpoiKa AMHMII»

B noameHto « Hacmpolika AuHu» BbINONHAKTCA HACTPOMKM TenepoHHOro nopra.

Cnucok TenedoHHbIX NMHWIA

NuHUA Cratyc Homep TenedoHa WmA nonb3oBatens Norux SIP nopT Npodune

®

BrnoueH 333 5060 1st profile

[na pesakTMpoBaHWA HACTPOEK HAXKMUTE IEBOWM KHOMKOM MbILM MO CCbIIKE C HOMEPOM HacTPanBaeMoM
NMHUK (1) 1 B OTKPbIBLUEMCA OKHE «PeaKTMPOBaTh IMHWUIO® 3aN0NHUTE Ceaylowme Nons:

PepaktupoBate NuHKIO 1: HacTpolika akkayHTa
BEINHOUYHTE
Mpotune SIP 1st profile v
Homep Tenedona 001
MmA none3oBaTensa
Mcnons3osars aJ'IbTEpHETItIBHhﬁ HOMED

SIP-nopT 5060

Kareropua aGoxeHTa He ucnonb3sosarh v
AyTeHTN(MKALUMA
Toruu
Mapons
Yenyru JBO
PeuM MCMONb30BaHKA Flash Transmit flash v

MpsMoii Homep
OHIaHne Bbl3osa

Bbiaaya HoMepa Bbi3bIBAKOLLET0 a00HEHTA NpK OKUAAHNK
Bbl30Ba

QOcTaHoBKa Hadopa npu #
ropR4as/Tennan nuHus
Be3ycnosHan nepeagpecauma
lMepeanpecauns no 3aHATOCTH
Mepeaapecauma No HEoTBETY
He GecnokonTs

Pa3pelunTb NEPEXBAT BbI30BA HA NopT ¥

CLIR BhiKn. v

AboHeHmcKul w3 TAU-1IM.IP 53



S» ELTEX

HacTpoika thMandecknx napameTpoe

Buinaua HoMEpa Ebi3bIBAKILLErD Off v
TanmayT Hadopa Nepeoi UWGpL, © 0
TadmayT "JansTo", © 120
TanmayT En3oEa aboHeHTa, © 0
MyHKmMaNsHOE Bpems oSHapyreHus othon, Mo 300
MuHMMaNEHCSe Epema oOHapykeHna Flash, mc 100
Yeunenwe Ha npueme, 0.1dB -7

Younenwe Ha nepegaqe, 0.1dB 0
YpoeeHE ronoca © Tenedoda, dB V]

YpoBeHb roneca ¢ Mukpododa, dB 0

OnMTENEHOCTE MMNYNECE LUHMGPE, MC 100
MHHMMANBHBIA MERLIWTPOBON WHTEPEAN, MC 200
TakcodaH Brakn. ¥

HacTpoika ceTeBkIX NapaMeTpoR

DSCP |0

+ [pHMEHHTE * OTMmexa

Hacmpolika akkayHma

BKa04UMb — NPU YCTaHOBIEHHOM d1are NopT akTUBEH;

lMpogpune — BbIGOP SIP-npoduna ns nepeyHa goctynHbix. Hactponka npodwuneit npomssogmTca B
MeHIo «IP-menegoHua» -> «llpopunu;

Homep menegoHa — abOHEHTCKNIA HOMepP, NPUCBOEHHbIN TenepoHHOMY NOpPTY;

Vmsa nonv3osamesns — MMA NOJIb30BATENA, COMOCTaB/EHHOE C MopTom (oTobparkaetcsa B nose
Display-Name 3aronoBka From B ncxogsauwmx coobuieHusx SIP);

Ucrionb3oeams anbmepHamusHslli Homep — Npu ycTaHOBAEHHOM dnare B 3aroNoBoK «From»
coobuieHnin SIP, oTnpaBnsembix € AaHHOro nopta, 6yaeT NoACTaBAATLCA aNbTEPHATUBHbIA HOMEP
(8 wacTHocT, 4YTOBbI MacKMpOBaTb CBOIN peanbHblA HOMep OT cuctembl AOH Bbi3biBaemoro
aboHeHTa);

Modcmaename 3a201080K 8 Contact — anbTEPHATUBHLIA HOMEP, MPUCBOEHHbIW TenedoHHOMY
nopTty, 6yaeT 3amMeHeH Ha YyKasaHHbIM HomMep B 3arosioBke Contact coobuwenua SIP.
[aHHasa HacTpoiKa MCNoNb3yeTcA TONbKO ANA NOPTOB, HAaXOAAWMXCA B rpynne Bbi30Ba;

SIP nopm — UDP-nopt ana npMéma Bxoasawmx coobuieHunit SIP Ha AaHHbIA aKKayHT, a TakXe and
oTnpaBkM ucxoasawmx SIP-coobuieHnit ¢ AaHHOrO akKayHTa. MpuHUMaeT 3HaveHus 1-65535 (no
ymondaHuio 5060);

Kamezopusa aboHeHma — KaTeropua Bbi3biBatowero aboHeHTa (calling party category) -
NCMO/b3YeTCa ANA nepeaaymn B 3arofioBke «From» ncxoaaumx coobLileHnin; nocaegHnin npy sTom
nepepaetca B popmate Tel-URI (cm. RFC3966);
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e Jlo2uH u naponb 044 aymeHMU@PUKAYUU — UMA NOAb30BaTeNA W Naposib, UCNO/b3yemble Ana
ayTeHTUOUKaunmn aboHeHTa Ha SIP-cepBepe (M cepBepe perucTpaunm);

Hacmpolika 1BO

e Pexcum ucnonvzosaHus flash — pexxum ncnonbsosaHusa ¢pyHkumu flash (kopoTkuit oTboi):

— Transmit flash — nepepaya flash B KaHan (ogHMM M3 MeTOA0B, HAaCTPOEHHbIX BO BKAaAKe
«Mpodunn» B napametpe Mepedaya Flash);

— Attended calltransfer — flash o6pabaTtbiBaeTca N0KanbHO yCTpocTBOM (Nepeaada Bbi30Ba
OCYLLECTBNAETCA NOC/AE YCTAaHOBAEHUA COEAMHEHMUA C TPeTbUM aboHeHToMm). MNMoppobHoe
onucaHue anroputma pabotbl «Attended calltransfer» cmoTtpute B pasgene 3.1 MNepepava
BbI30B3;

— Unattended calltransfer — flash obpabaTbiBaeTcs NOKanbHO YCTPOMCTBOM (nepenaya
Bbl30Ba OCYLUECTBAAETCA MO OKOHYaHWtO Habopa Homepa TpeTbero aboHeHTa).
MogpobHoe onucaHne anroputma pabotbl «Unattended calltransfer» cmotpute B
pasgene 3.1 MNepenaya Bbi30Ba.

e Pexcum nepedayu 8613084 — HACTPOMKa AOCTYNHa TosbKo ana Attended calltransfer n otBevaet 3a
PEeXMM aKTMBaLMM YCAYTM Nepeaadn Bbi3oBa:

—  KoMBUWHMpOBaHHbLIN — Nepegaya BbI30Ba aKTMBUPYETCA No 0TOO M No HaxkaTtuio R 4;
— Flash+4 —nepepayva BbI30Ba aKTUBUPYETCA NOCAe HaxaTuA R 4;
— o oTboto — nepegava BbI30Ba aKTUBUPYETCA Noc/e oTooA.

e  OxcudaHue 8bi308a — NpW ycTaHOBNEHHOM diare paspelleHa ycayra « OxcudaHue 8bi3o8a» (ycnyra
[OCTYMHa B pexnme ncnonbsosaHusa ¢pyHkumm flash — call transfer);

e Bblgaya Homepa Bbi3blBalOLLErO abOHEHTA NPU OXKMUAAHUM BbI30BA — MPU YCTaHOBAEHHOM dnare
NPOWUCXOAMUT BblZa4a HoMepa aboHeHTa ANA YCAYTU OXKUOaHWA BbI30Ba;

e OcmaHoska Habopa npu #— Npu ycTaHOBNEHHOM dare NCNo/1b30BaTb KHOMKY ‘#' Ha TenedpoHHOM
annapaTe 4158 OKOHYaHWA Habopa, nHaye ‘H#’, HabpaHHaa ¢ TenedpoHHOro annapaTta, MCNO/b3yeTcA
KaK YacTb Homepa;

o [opA4as/mennas AUHUA — NPW yCTaHOB/AEeHHOM dnare paspelleHa ycayra «eopAa4ad/mennas
AUHUAY. YCayra No3BosseT aBTOMATUYECKU YCTaHOBUTb MCXOAsLLee COeAMHEHUE MpU Noabéme
TPyOKM TenedoHa 6e3 Habopa Homepa ¢ 3a4aHHOM 3a4epPKKoM (B ceKyHAax). Mpu ycTaHOBNEHHOM
¢dnare 3anonHuTe cnepyrolme nNona:

— Homep ycnyeu "eopsuyas/mennas auHuA" — Homep TenepoHa, C KoTopbim Gyaert
YCTaHaBNUBATbCA COEAMHEHWE Yepe3 Bpems, paBHoe «TailmayTy 3afepXKu», nocne
nogHATMA TPybKKM TenedoHa (B naaHe Hymepaumm ucnonbsyemoro SIP-npoduna gosxkeH
6bITb NpedUKC Ha JaHHOe HanpaBeHue);

— Talimaym 3a0epiKu, C — UHTEPBAZ BPEMEHU, Yepe3 KOTOopblli ByaeT ycTaHaBAMBATLCA
coeauHEeHWeE C BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

e besycnosHaa nepeadpecayus — Npu ycTaHoBAeHHOM ¢nare paspeuweHa ycayra CFU (Call Forward
Unconditional) — Bce BxoasLMe BbI30Bbl NEPEHANPaBAAIOTCS Ha YKa3aHHbI Homep 6e3ycioBHOM
nepeagpecaumu. Mpu yctaHoBaeHHOM dnare 3anoHUTE cneayroLme nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEep, HAa KOTOPbI MepeHanpasBAATCA Bce
BXOAALLME BbI30BbI, MPU BK/AOYEHHOW ycnyrn «besycnosHas nepeagpecaumsa» (B naaHe
Hymepaumm wucnosnb3yemoro SIP-npoduns pomkeH 6biTb nNpeduKC Ha [aHHoe
Hanpas/ieHue);

e [lepeadpecayus no 3aHAMoOCMU — NPW ycTaHOBAeHHOM dnare paspeweHa ycayra CFB (Call
Forward at Busy) — nepeagpecauus Bbi30Ba Npu 3aHATOCTU abOHEHTA Ha yKa3aHHbI Homep. Mpwn
yCTaHOB/NIEHHOM dare 3anoNHUTE ceaytowue nona:
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— Homep nepeadpecayuu Mo 3aHAMOCMU — HOMEpP, HA KOTOPbIA NepeHanpaBAsOTCA
BXOAALUME BbI30OBbI NPW 3aHATOCTU aboHEHTa Npu BKAOYEHHOW ycnyre «[epeaapecauus
Nno 3aHATOCTUY (B NAaHe HymepaLun ncnonbayemoro SIP-npodunsa aonkeH 6biTb NpeduKc
Ha AaHHOe HanpaBs/eHue);

Mepeadpecayus no Heomsemy — NpwW ycTaHoBAeHHOM ¢nare paspelweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecauma Bbl30Ba Npu HeoTBeTe aboHeHTa. Mpu ycTaHOBAEHHOM
dnare 3anosiHUTe cheayoLlime nons:

— Homep nepeadpecayuu no Heomeemy — HOMEpP, Ha KOTOPbIN MNepeHanpaBAAOTCA
BXOZALLME BbI30BbI NPU HeOTBETE abOHEHTa Npu BKAOYEHHOW ycnyre «lMepeaapecayms no
HeoTBeTy» (B MaaHe Hymepauuu ucnosbdyemoro SIP-npoduna gonkeH bbiTb NpeduKe Ha
AaHHOEe HanpaBs/ieHue);

— Talimaym Heomeema, ¢ — WHTepBan BPEMEHMU, Yepe3 KOTOpbIi ByaeT npousBoamnTbCA
nepeagpecaums BbI30Ba B C/ly4ae HeoTBeTa abOHEHTa;

He 6ecriokoums — Npu ycTaHOBNEHHOM ¢iare ycTaHaB/MBaeTCA BPEMEHHbIN 3anpeT BXxoaAaLlein
cBasu (ycnyra DND — Don’t Disturb).

Mpy BKAOYEHUN OAHOBPEMEHHO HECKOJIbKUX YCAYr nNpuoputeT chegylowmn (B nopagke
CHUKEHMA):

—  CFU;
—  DND;
—  CFB, CFNA.

Pa3spewums nepexsam 8613080 HA Mopm — NPWU BKAKOYEHHOM ONUUKW paspelleH nepexsaTt
BXOAAWMX Ha NOPT BbI30BOB (MepexBaT paspellaeTcas TONbKO B Npenenax OogHOM rpynnbl
nepexsara 1 Npu yCIOBUM UCMOIb30BaHMA NopTamu ogHoro SIP-npoouns);

CLIR — orpaHunyeHne nageHTMoUKaLUM HOMEpPa Bbi3blBAIOLLErO abOHEHTa:

—  Boeika —ycnyra CLIR OoTKAlOYeH3;

— SIP:From - B 3aronoBke From coobuweHnii npotokona SIP 6yaeT nepeaaBaTbcs
Anonymous sip:anonymous@unknown.host;

—  SIP:From u SIP:Contact — B 3aronoskax From u Contact coobuweHuit npotokona SIP 6yaet
nepegasaTtbca Anonymous sip:anonymous@unknown.host.

Hacmpolika ¢pusuveckux napamempos

Bblgaya Homepa Bbi3blBalOWEro — BbibepuTe pexum onpegeneHus HOMepa Bbi3blBaOLWENO
aboHeHTa (Caller ID). Ans paboTbl Caller ID Heob6xoaMmoO, UTOBbI TenedoHHbIM annapaT aboHeHTa
noaAep:KnBan yCTaHOBJAEHHbIW MeTo4;

—  Off —onpepgeneHne Homepa BbI3blBatoLW,Ero aboHEHTa BbIK/OYEHO;

— FSK Bell 202, FSK V.23 — onpegeneHve HOmepa M MMEHW BbI3blBalOLLEro aboHeHTa
metogom FSK (no cravgapty Bell202, wam ITU-T V.23). Bblgaya HOomepa B JIMHUIO
OCYLLECTBACTCA MeXAY NepBbiM N BTOPbIM CUTHANOM MOCbIJIKW Bbl30Ba NOTOKOM AAHHbIX
C YaCTOTHOW MoaynAumen.

— DTMF - onpeaeneHve Homepa Bbis3biBatlowero aboHeHta metogom DTMF. Bbigaua
HOMEpPA B /IMHUIO OCYLLLECTBAAETCA MEXKAY NEPBbIM M BTOPbIM CUFHAZIOM NOCHIJIKM BbI30Ba
AByx4acToTHbiMM DTMF-nocbiikamuy;

— RUS AON — naeHTudUKauma NMHUK Bbi3blBatoLLero aboHeHTa meTogom «Pycckuit AOH».
Homep onpeaensetcas no curHany «3anpoc AOH», BblaaBaemomy TenedoHoOM
BbI3bIBAEMOro abOHEHTa;
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e Talimaym Habopa nepsoli yugpsl, ¢ — Takmep OKuaaHus Habopa nepson undpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeyeHWe YCTAHOBNEHHOrO BpPeMEHW aboHeHTy OyaeT BblgAH CUrHan
«3aHATOY», a Npuem Habopa Homepa ByLeT NpeKpaLlLeH;

e Talimaym «3aHAmo», ¢ — Talimep BblgaYn aboOHEHTYy CUrHana «3aHaTo». Eciv no umcreyeHuu
YCTQHOB/IEHHOrO TaMMayTa abOHEHT He NOoNoXUT Tpybky TenedpoHa — B AMHMIO OByaeT BblgaH
CUTFHaN OWNOKK;

e Talimaym ebi308a aboHeHmMa, ¢ — 3anyckaeTca MpW MOCTYMJIEHUN BXOAALWEro Bbi30Ba W
onpeaenseT MakCMmasbHOe Bpems OTBeTa Ha Bbi30B. [10 MCTEYEHUU YCTAaHOBNEHHOIO TalMmayTa
yOaneHHomy aboHeHTy byaeT oTnpasaeH CUrHan 3aHATOCTMY.

e MuHumanbHoe spemsa obHapyx#ceHUa ombos, MC — MUHUMaJIbHOE BpemMs OBHapy)KeHus oTbos.
OOHOBPEMEHHO C  3TMM, [JaHHbIM  MapamMeTp ABAAETCA  MaKCMMasbHbIM  BpPeEMEHeM
OETEeKTUPoBaHMA KopoTkoro oTbos (flash).

e MuHumaneHoe epems obHapyweHusa flash — muHMManbHoe Bpemsi OOHapy»KeHUA KOPOTKOro
oT60s5, (80-1000) mc;

e YcuneHue Ha npuem, 0.1dB — ycuneHve curHana Ha NpuMém (CUrHan, KOTOPbIN BblgaeTca B TPYOKyY
TenedoHa), (-200..200) eanHmua nsmepenus — 0,1 ab;

e YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepegady (cMrHana, nocTynatowero B
MUKpodoH TenedboHHOM TpybKM), (-200..200) eanHunua namepenns — 0,1 ab;

e YposeHb 20n0ca ¢ menegoHa dB — HaACTPOMKA YPOBHA pPeYeBOro cUrHana K aboHenty, (-31..31)
dB;

e YposeHb 20s10ca ¢ MUKPOMOHA dB - HaCTpoOWMKa YyPOBHA peyeBoro curHana ot aboHeHTa, (-31..31)
dB;

e [lnumenbHocmbs UMMYaAbCA UUgpbl, MC — HACTPOMKA Heobxoauma MPU UMMYJIbCHOM pexume
Habopa Homepa, (10-150) mc;

e MuHumaneHbIl mexcyugpposoli uHMepsas — HACTPOMKa HeobxoAuma MPU UMMNYJIbCHOM peXxume
Habopa Homepa, (150-20000) mc;

e TakcogoH (Payphone) — HacTpoiKa pexnma paboTbl IMHUU NPU NOAKAOYEHMM TaKCOPOHA:

—  Bbikn. (Off) — 06bIuHbBIV pexxmnm, TaKCODOH He MNOAK/IOYEH;

— Mepenontocoska (Polarity reversal) — nameHeHWe NOAAPHOCTM HaNPAKEHWUA NUTAHMSA
JINHUW NMPU UCXOAALLEM BbI3SOBE MOC/IE OTBETA BCTPEYHOrO abOHEHTa;

— Umnynecer 12 KMy (12 kHz) — npn ncxoAsAwem Bbi30BE B JIMHWUIO OAWH pa3 B CEKYHAY
BblAaeTcs TapuPHbIA MMNYAbC YacToTon 12 Kl'w;

- Wmnynecel 16 Ky (16 kHz) — npn ncxoasAwem Bbi30BE B JIMHWUIO OAWH pa3 B CEKYHAY
BblAAETCA TapUPHbIA UMNYAbC YacToToM 16 KI'LL.

Hacmpolika cemesbix napamempos

e DSCP - 3HauyeHune nona DSCP 3aronosKa IP-naketa ana ronocoBoro Tpaduka € HacTpamBaemown
JINHUN.

Ona BCTyNAeHUs B CUTy HOBOW KOHOUIypauuu M 3aHEeCeHUs HACTPOEK B SHEProHEe3aBUCUMYID MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».

2.6.3.4 MoameHio «Mpodunu SIP»

B noameHio «Mpodunun SIP» BbINOAHAOTCA HAcTpoiKku SIP-npodunen yctponctea. 3a Kaxabim SIP-
npoduiem MOXKHO Ha3zHAuYUTb COBCTBEHHbIe aapeca SIP-cepBepa u cepBepa perncTpaLmm, roaocoBble KOLEKUN U
Kogeku dakca/moaema, WHAMBUAYaANbHbIM NAaH Hymepauuu W Apyrme napameTpbl. HeobxoaumocTb
MCNONb30BaHUA pasHbIxX SIP-npoduneit BO3HMKaeT, Korga pasHble aboHeHTCKMe NopTbl paboTatoT Yepes pasHble
HanpasneHus cBsA3n (pasHble SIP-cepBepbl). Mpu 3TOM 33 KaKAblM abOHEHTCKMM MOPTOM MOKEeT ObiTb
3aKpensieH To/bko oguH SIP-npodunb (HacTpoiKa B meHto «IP-menegoHusa» -> «Hacmpolika AuHui»).
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Cnucok npodmnen SIP

Hma npoguna NuHun SIP-npokcH cepeep Cepeep perHcTpauynmu SIP-gomen Pexum Outbound
15t profile 1 Off
2nd profile Off
3rd profile Off
4th profile Off
Sth profile Off

OBlwmMe HACTPOMKM

McnonbsoBath STUN

Taumep T1, mc 500 (100-1000
Tadmep T2, Mc 4000 (1000-32000)
Tanumep B, mc 32000 {
[na zanonHeRus Hecmpoer maliMepos SIP Z To yMOMaHuo

PEROMERO0EEHABIMU IHBHEHURAM L HENIMUME KHOMKY
TpaHe nopT UDP (npegnoytuTenbHo), TCE

Cneunduragma ToHOB Poccua v

Onsa pefakTMpoBaHMA HACTPOEK NPOGUAA HaKMUTE NEeBOM KHOMKOW MbIWK MO CCblIKE HACTPAaMBAEMOTO
npoduna. B oTKpbiBLEMcA OKHe «PegakTnposaTtb Npoduab SIP» 3anonHuUTe cnegytowme nonsa:

PepaktnpoeaTe npodwne SIP "1st profile”

Mapamerpe SIP

Coctas npodwans  MuHns 1
s npodwns 1t profile
Pesaam wenonssoeanuA SIP-npokck Homing v
SIP-npokck cepeep
PervcTpaums
Cepeep perMcTpaumn
MeTon KOHTPONS CCHOBHOID CEPEEpa Invite T

MepHon KOHTPONA OCHOBHOM CEpESpa, © 30

Pesepexble SIP-npokcH

lNapamempeoi SIP

e Cocmas npoguas — CNUCOK abBOHEHTCKMX MOPTOB, KOTOPbIM HasHauyeH Mpoduab, nose He
peaakTMpyemoe;

e VIM#a npoghusa — Nofb30BaTe/IbCKOE MMA HacTpaneBaemoro npoouns;
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e Pexcum ucrnonv3osaHusa SIP-npoKcu — B BbICNaAatoLLEM CIMCKE MOMKHO BblOpaTb permum paboTbl ¢
SIP-cepsepom:

— He ucnonb3oBatb— pexunm, Npu KoTopom SIP-NpPOKCKM cepBep He MCNOoJb3yeTcA, a Bce
3anpocbl INVITE oTnpaBnstoTca Ha agpec, yKasaHHbIM mocjie CMMBOAA «@» B 3anucu
MaCOK naaHa Hymepauum;

—  Parking — pexxum pesepsupoBaHus SIP-npokcun 6e3 KoHTPoIA ocHoBHOro SIP-npoKcy;

— Homing — pexkum pesepsupoBaHua SIP-npokcK ¢ KOHTposiem OCHOBHOTO SIP-npokcu.

LWnto3 morkeT paboTaTb C OAHUM OCHOBHBIM U MAKCMMYM YeTbipbMA pe3epBHbIMU SIP-npoKcu.
Mpn pabote ToNbKO C OCHOBHbIM SIP-npoKkcu, pexumsbl Parking n Homing Huuem gpyr oT gpyra He
oTAnyatoTca. B aTom cnyvae npu oTKase ocHOBHoOro SIP-npokcu notpebyeTtca ero BoccTaHoB/eHWe Ans
obecneyeHuna pabotocnocobHocTU.

Mpwn HanmMumm pesepBHbIX SIP-npoKkcn pabota B perxumax Parking v Homing ocyuwectensetca
cneayrowmm obpasom. Mpu coBeplIeHUM UCXOAALLETO Bbi30Ba W03 oTnpasaseT coobuieHme INVITE Ha
agpec 0CHOBHOrO SIP-NpoKcKu Uau Npu nonbiTke perncrpaummn — coobuieHme REGISTER. B cayyae ecnm no
ncTeyeHmn spemenu Invite total timeout ot ocHoBHOro SIP-npoKcn He NpuxoanT OTBET, AMHO NpUxoaunT
oTeeT 408 mnam 503 — wnwo3 ortnpasnset INVITE (nmbo REGISTER) Ha agpec nepsoro pesepsHoro SIP-
npoKcu. Ecnn oH ToXKe He JOCTYNEH, 3aNpoc NepenpaBAAeTcs Ha CleayoWwmnin pesepsHblit SIP-npoKcn u
T.A. KaK TO/IbKO A0OCTYMHbIN pe3epBHbi SIP-npoKcn byaeT HalaeH, npousonaeT nepeperncTpaums Ha
Hem.

[Janee, B 3aBUCMMOCTM OT BbIOPAHHOTO peXXmMma pesepBMpOBaHUs, AEUCTBUA Ceaytolme:

B pexume parking HeT KOHTposiAa ocHoBHOro SIP-mpoKcu, U W3 npoaosxaer pabotatb C
pe3epBHbIM SIP-MPOKCK, [arKe ecinm OCHOBHOM BoccTaHoBAeH. Mpu noTepe cBA3M C Tekywum SIP-
npokcu bypeT NpPoAO/IKEH OMNPOC nocneayowmx pesepsHbiX SIP-MPOKCKM MO ONMCAaHHOMY Bbille
anroputmy. MNpn He[OCTYNHOCTM NocaeaHero pesepsHOro SIP-Npokcu onpoc NPoAo/IKUTCA NO KPyry,
HAYMHaA C OCHOBHOTO.

B perxmme homing pocTynHo Tpu BMAA KOHTPOAA OcHoBHOro SIP-npoKkcu: nocpenctsom
nepuogMyeckon nepegaym Ha ero agpec coobuweHuit OPTIONS, nocpeactBom nepuosmnyecKoi
nepefaym Ha ero agpec coobuweHuit REGISTER nnbo nocpeactsom nepegaun 3anpoca INVITE npwu
coBepLleHnn ncxogawero sbisosa. 3anpoc INVITE cHayana nepegaeTtca Ha OCHOBHOM SIP-npokcK, a
3aTeMm, B C/ly4yae ero HegoCTYNMHOCTM, Ha TEKYLWMA pe3epBHbIA U T.4. HesaBUCMMO OT BMAA KOHTPOAA,
ecin 0bHapy*KeHo, YTO OCHOBHOM SIP-NPOKCKM BOCCTAaHOBWICA — MPOUCXOAUT NepeperncTpauma Ha
Hem. LLInto3 HaunHaeT paboTaTb ¢ OCHOBHbIM SIP-NpoKcHK.

e SIP-npokcu cepsep — ceTteBoi agpec SIP-cepBepa — yCTPOMCTBA, OCYLLECTBAAIOLWLEINO KOHTPO/b
JocTyna Bcex aboHeHTOB K TesnepoHHOM ceTu nposanaepa. MoxKHO yKasaTb Kak IP-agpec, Tak u
AOMeHHoe Ums (4epes aBoeToumMe MoXKHO 3aaaTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

e Pecucmpayus — npu yctaHoBaeHHOM dnare permcTpMpoBaTb MOPTbl, UCMOAb3YOLME AAHHbIN
npodunb, Ha cepBepe perncTpaLmu;

e (Cepsep peaucmpayuu — CeTEBOIN aapec YCTPOWCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpaumsa
BCcex aboHeHTOB TenedOHHOM CeTU C Lenblo NPefoCcTaBNeHUA MM NpaBa N0Ab30BaTbCA YCAYyramum
cBA3M (4Yepes ABoeToume MOKHO YKasaTb UDP-nopT cepBepa perucrtpaumm, no ymondanmio 5060).
MoOXHO yKasaTb KaK IP-agpec, Tak u gomeHHoe uma. OBblYHO cepBep perucrTpaumm pusnyecku
coBmeLleH ¢ SIP-npoKcun cepepom (OHM MMEKT 0AMHAKOBbIE afpeca);

e MemoO KOHMPoA 0CHOBHO20 cepsepd — BbIBOP MeToAa KOHTPOAA AOCTYNHOCTU OCHOBHOrO SIP-
cepBepa B pexmme Homing:

= Jnvite — KOHTPO/Ib NOCPEACTBOM Nepenaydn Ha ero agpec 3anpoca INVITE npu cosepieHnn
MCXOAALLEro BbI30OBa;

= Register — KOHTPO/Ib NOCPEACTBOM MEPUOANYECKON Nepenayn Ha ero agpec coobueHni
REGISTER;
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= Options — KOHTPOAb NOCPELACTBOM MNEPUOANYECKON Nepesayn Ha ero agpec coobLueHui
OPTIONS;

e [lepuod KOHMPpoAas OCHOBHO20 cepeepd — WHTepBaja OTMNPaBKM NEpPUOAMYECKUX COOBLLEHUI B
CeKyHAax C Le/bio NPOBEPKM AOCTYMHOCTM OCHOBHOTO SIP-cepBepa.

Pe3epesHbie SIP-npokcu

Ona pobaBneHus pesepBHOro SIP-NpoKcKM HaxKMWUTE KHOMKY «[J06aBUTb» M BbINOAHUTE cheaytowme
HACTPOMKK:

e SIP-npokcu cepsep — ceTeBon aapec pesepBHoro SIP-cepsepa. MoxKHO yKasaTb Kak IP-agpec, Tak u
AOMEHHOEe uMs (Yepes gBoeToume MoKHO 3agaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

o Cepsep pecucmpayuu — CeTeBOM afpec PesepBHOro CepBepa PerucTpaumm (Yepes asoetoune
MOXHO yKasaTb UDP-nopT, no ymonyaHuto 5060). MoHO yKasaTb KaK IP-agpec, Tak 1 4OMEHHOEe
umsa. Ecnm yctaHoBneH dnar nepeg nonem Cepsepa pecucmpayuu, TO BKOYEHa perncTpauma Ha
pe3epBHOM cepBepe.

Ona ynaneHusn pesepBHoro SIP-npokcu yctaHoBuTe gaar HanpoTMB 3a4aHHOTO aApeca U HaXKMUTE KHOMKY
«Ypganutb».

SIP-gomeH
MprmeruTs SIP Domain AnA perwcTpauin
Pesum Cutbound Brawmioquen v
Meprog EpeMEH NEPEPETHCTPALMK 1300
MHTEpEAN NOETOPA PETMCTRALMK 30
MySnuuksid agpes
lenenssoeate SIP Display Mame npu perucTpaumn
BEslnaqa KB npw neny-exud 183 Progress
YIANATE HEAKTHEHBIE MEIKKA
Buisos aboHeHTa 180 Ringing v

Mepenasate CHMBON # Kak %23

100rel Supported v
PaspewwnTte Timer &
MuHHMANBHOE EpEMA CECCHH, © 120
Bpesn cecoum, © 1300
Mepwoawseckui onpoc SIP-cepeepa OTkMIHEH v

(OSpabSareieate saronosok Alert-Info
MpoeepATs ToNBKC MMA Nenksoeatens 8 RURI

Mepegaeats IP-aapec & saronoexke Call-ID

e SIP domain — pomeH, B KOTOPOM HaxoAWUTCA YCTPOMCTBO (3anMo/sHATb NpU HEobX0AMMOCTH),
Ha3HayaeTcA aBTOMaTMYeCKM npu noayyeHmun 15 onunm npotokona DHCP unun 3agaetca Bpy4Hyto.
JoMeH, 3a4aHHbIV BPYYHYIO MMEET NPUOPUTET HaZ HACTPOMKoM, nonyyeHHon no DHCP;

e [lpumeHums SIP Domain 011 pe2cucmpayuu — npu yctaHoBneHHom ¢dnare npumeHuTb SIP Domain
ana pernctpaunm (SIP-gomeH byaet noacrasnatbea B Request-Line 3anpocos Register);

e Pexcum Outbound — pexxum Outbound:

—  BobikaovyeH — mapLupyTU3nMpoBaTh BbI30BbI COM/IACHO MJaHa Hymepaumu;
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— Outbound — pna paboTbl McxoasLWwen CBA3M Heobxoaum NiaH Hymepauuu, O4HaKO Bce
Bbl30Bbl OyayT MapLlpyTusnpoBaTbca uYepe3 SIP-cepBep; B C/ayyae OTCYTCTBUSA
perucTpaunm aboHeHTYy BblAAaeTcs OTBET CTAaHUMW, YTOObl MOMKHO OblZI0 OCYLLECTBAATbL
ynpasneHne aboHeHTCKUM cepBucom (ynpasneHue [BO);

— Outbound c sbidaueli «3aHAmMo» — ana paboTbl Ucxodallen cBA3N HeobxoaAMm naH
HymepaLumn, O4HaKO BCe Bbi30Bbl OyayT maplipyTusnposatbca yepes SIP-cepsep; npu
OTCYTCTBUM PEerncrTpaumm BOCNO/b30BaTbCA TenedoHnen byaeT HEBO3MOMKHO: B TPYOKy
BblaeTCA CUrHaN OLWNOKU.

e [lepuod spemeHu nepepeaucmpayuu — BPEMS, B TEYEHNE KOTOPOro AENCTBUTE/IbHA perncrpauyms
aboHeHTCKOro nopta Ha SIP-cepBepe. MNepeperncTpaumnsa NopTa OCyLECTBAAETCA B CPeHEM Yepes
2/3 yKkaszaHHOro nepuoaa;

e UVHmepsan noemopa peaucmpayuu — TNPOMEXKYTOK BPEMEHW MeXAy MNOoNnbITKamu
3apernctTpupoBaTtbes Ha SIP-cepBepe B cyydae HeycnewHoM perucTpaunu;

e [lybauyHslli adpec — AaHHbIA NAapameTp MCMONb3YeTCA B KaYeCTBe BHELIHEro agpeca yCTpoicTea
npu pabote 3a NAT (3a wnto3om). B KayectBe nyb6/aMYHOro agpeca MPONUCLIBAETCA agpec
BHewHero (WAN) nHtepdeica wato3a (NAT), 3a KotopbiMm ycTaHoBneH TAU-1IM.IP. Mpu 3TomM Ha
camom wno3e (NAT) Heobxoammo caenatb npobpoc cootBeTcTByOWMX SIP- 1 RTP-nopTos,
NCNo/Ib3yeMbIX YCTPOMCTBOM;

e Ucnonszosame SIP Display Name npu pesucmpayuu — npu yctaHoBaeHHOM ¢nare nepenasaTb
nms nonbsosatens B none SIP Display Info coobuwieHuna Register;

e Boida4a «KlB» npu nonay4eHuu 183 Progress — npw ycTaHOBAeHHOM dare BblgaBaTb CUIHan
«KOHTpOb MOCbISIKK BbI30Ba» Npu npueme coobueHna «183 Progress» (6e3 BnoxkeHHoro SDP);

e Y0aname HeaKkmusHble Meduu - NPW YCTaHOBNEHHOM ¢dnare yganaTb HEAKTUBHbIE Meana NOTOKMU
npu moandukaumm SDP-ceccumn. Ucnonbsyerca Aas B3aMMOAENCTBUA CO LIJHO3aMMU, HEKOPPEKTHO
noafepKmMBaoLWmMmmM pekomeHaaumio rfc3264 (no pekomeHAaUUM KOAMYECTBO MOTOKOB, NpU
MOANDUKALMAX CECCUM HE AONKHO YMEHbLIATLCA);

e Bbizos aboHeHma — npeaBapuTeNbHbIA  OTBET, KOTOPbIN OTMNPABAAETCA YCTPOMCTBOM
Bbl3blBatoLLeMy 060pyA0BaHMIO NPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3blBatowemy obopyaosaHuio oTnpasnseTca oteeT 180; nonyyms 3TO
coobuieHne, Bbi3biBatowee obopyoBaHME AOMKHO BblAATb B JIMHUIO IOKANbHbIA CUTHAN
KNB;

— 183 Progress with SDP — Bbi3biBatoweMy obopyaoBaHuMio oTnpasasetca oteeT 183+SDP —
MUCnonb3yeTca ANA MPOKAOYEHMA pPa3roBOPHOro TpaKTa A0 OTBETa Bbi3biBaemoro. B
AaHHom cnyyae TAU-IM.IP 6yaet yaaneHHo BblAaBaTb Bbi3blBalOLLEMY abOHEHTY CUTHan
KMB.

— [lepedasamb cumeon # Kak %23 — npw ycTaHOBNEHHOM ¢nare nepesasaTtb 3HaK dyHTa
("pewetkry") B SIP URI KaKk escape-nocnesnoBaTenbHOCTb "%23", nHaue - Kak cumon "#".

e 100rel — vcnonb3oBaHWe HaAeKHbIX NpeaBapuUTenbHbiXx oTBeToB (RFC3262):

- Supported— noaaepxkKa ncnosib3oBaHMA HaaeXHbIX NpeaBapuUTe/IbHbIX OTBETOB,
- Required - Tpe6OBaHM€‘ MCNONb30BaTb HaAeXHble NpeaBapuUTeE/IbHbIE OTBETDI;
—  BbIKato4yeH — He UCNonb30BaTb HALEKHbIe npegsapuTesibHble OTBETHI.

MpoTokonom SIP onpeaeneHo ABa TMNa OTBETOB Ha 3anMpoc, MHUUMMpYOLWMA coeguHeHune (INVITE) —
npegBapuTenbHble W OKOH4YaTenbHble. OTBeTbl Knacca 2xx, 3xx, 4xXx, 5xx u 6xx ABAAoTCA
OKOHYaTe/NIbHbIMW M NepeaalTca HageXHo — ¢ noaTeepraeHnem nx coobuweHnem ACK. OTBeTbl Knacca
1xx, 32 nckntodyeHmem oteeta 100 Trying, ABNAKOTCA NpeasapuUTeNIbHbIMU N NepefaroTcA HEHaLeXHo —
6e3 noateep:aeHuns (RFC3261). 9TM oTBeTbl coaeprKaT MHPOPMaLUMIO O TeKyllelh cTagmum o0bpaboTku
3anpoca INVITE, Bchneacteue vero notepa TaKUX OTBETOB HexenaTesbHa. Mcnonb3oBaHWe HageXHbIX
npeaBapuTe/ibHbIX OTBETOB TaKXe npeaycmoTpeHo npoTtokonom SIP (RFC 3262) m onpepensetcs
Hannunem Tera 100rel B WHUMUMMpPYlOWEM 3anpoce, B 3TOM C/iydae npenBapuTesibHble OTBETbI
noateepxaatotca coobuweHnem PRACK.
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Paboma Hacmpoliku npu ucxodsujeli ceasu:

— Supported — nepepaBaTb B 3anpoce INVITE Tter supported: 100rel. B 3tom cnyvae
B3aMMOLENCTBYIOWMIA  WAKO3 NO  CBOEMY YCMOTPEHWUIO  MOXKET  MepenasaTb
npeaBapuTesibHble OTBETbI IMOO HAAEXHO, b0 HeT;

— Required — nepepgasatb B 3anpoce INVITE tern supported: 100rel v required: 100rel. B
3TOM C/ly4yae B3aMMOAENCTBYIOWMIA W03 AONKEH NepesaBaTb NpeaBapuTebHble OTBETHI
HafexHo. Ecan  B3aMMOOENCTBYIOWMI  WAO3  He  MNOAAEPKMBAET  HafeXHble
npefBapuTenbHble OTBETbl, TO OH [AOJIKEH OTKAOHWUTb 3anpoc coobueHnem 420 ¢
yKasaHMeM HenoageprkuBaemoro Tera unsupported: 100rel, B 3Tom cnyyae 6yaer
oTnpaB/ieH NOBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

—  BbiKntoyeH — He nepepgasaTtb B 3anpoce INVITE HM oanH u3 Teros supported: 100rel wn
required: 100rel. B sTom c/nyyae B3aMMOAEMNCTBYOWMIA WAO3 bOyaeT nepenasaTtb
npeaBapuTe/ibHble OTBETbl HEHAAEKHO.

Paboma Hacmpoliku npu exooaueli cesasu:

— Supported, Required — npun npueme B 3anpoce INVITE Tera supported: 100rel, nmbo Tera
required: 100rel, nepepasatb NpeaBapuTebHble OTBETbI HAaAeXHO. Ecaun Tera supported:
100rel B 3anpoce INVITE HeT, To NnepeaaBaTb NpeABapuUTe/ibHble OTBETbl HEHAAEKHO;

—  BebikaoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTb 3anpoc
coobuweHnem 420 c yKasaHMeM HenoadepxmBaemoro Tera unsupported: 100rel. B
OCTa/NbHbIX CAy4aAx NepefaBaTb NpeaBapuTesibHble OTBETbI HEHAZEXKHO.

Paspewumes timer — Npu ycTaHOBNEHHOM ¢are BK/OYEHa Noageprkka pacumpeHus timer (RFC
4028). Nocne ycTaHOBNEHMA COeAUHEHUSA, ecn 0be CTOPOHbI NOAAEPMKUBAIOT timer, oHa U3 HUX
nepuoamyeckn otnpasnset 3anpocbl re-INVITE ana KoHTpona coeamnHeHus (ecan obe CTOPOHDI
nopaepkmeatotr meton UPDATE, anAa yero oH [o/iKeH ObiTb yKasaH B 3aronoske Allow —
0bHOBNEHNE CECCMM OCYLLECTBAAETCA MNOCPEeACTBOM MNEepPUOAMYEcKOlr OTNpaBKM COObLEeHN
UPDATE);

MuHumasnbHoe epema ceccuu, C — MUHWMaA/bHbIA WHTEpBan MNpPoBepKM paboTocnocobHoCTM
coeanHeHusa (ot 90 ao 1800 ¢, no ymonuyanHuio 120 c.);

Bpemsa ceccuu, ¢ — nepuos BpeMeHW B CEKyHOaxX, MO MUCTeYEHWW KOTOPOro npousonaet
NPUHYAWUTEIbHOE 3aBEpLUEHME CECCUM, B C/IyYae ec/in ceccus He Byaer BoBpems obHoBneHa (oT
90 go 80000 c., pekomeHayemoe 3Ha4yeHure - 1800 ¢, 0 — Bpema ceccumn He orpaHUYEHo);

MepuoduyecKuli onpoc SIP-cepsepa — BbIbOp cnocoba onpoca SIP-cepsepa:

—  OmknoyveH — SIP-cepBep He onpaluneaeTcs;

— Options — onpoc SIP-cepsepa npu nomolLum coobueHnin OPTIONS;
—  Notify — onpoc SIP-cepsepa npu nomowu coobieHmnii NOTIFY;

— CLRF—onpoc SIP-cepsepa nyctbim UDP-nakeTom;

MHumepean onpoca — nepuof BPeMeHW B CEeKyHAaX, Yepes3 KOTopbli BbiMNoaHAeTcA onpoc SIP-
cepBepa;

Obpabameisame 3a201080K Alert-Info — obpabaTbiBaTh 3aronoBoK Alert-Info B 3anpoce INVITE
ANA BblAa4M Ha aBOHEHTCKMIA NOPT OTIMYHOM OT CTaHAAPTHOWM NOCbINKMW BbI30Ba;

lposepsmb mosbKo umsa nonezosamenda 8 RURI — ecnn ¢nar yctaHOBAEH, TO aHaAU3MpyeTca
TONIbKO abOHEHTCKMI HOMep (user), MpM COBMALEHMM KOTOPOro BbI3OB OyAeT HasHayYeH Ha
aboHeHTCKMn nopT. Ecam dnar cHAT, TO NpM MNOCTYNAEHUM BXOAALLErO Bbl30Ba MPOM3BOAMTCA
aHanus scex anemeHToB URI (user, host u port — aboHeHTCKn Homep, IP-agpec u UDP/TCP-noprT).
Mpu cosnageHun scex anemeHToB URI BbI3oB ByaeT HazHayeH HA aBOHEHTCKMI NopT;
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Mepedasame IP-adpec 6 3az0n08ke Call-ID — ecnu dnar yctaHoBAeH, To B 3aronoske Call-ID npu
ncxoasLLei cBasmM UcnosibayeTca cobcTBeHHbIN IP-agpec ycTpoiicTBa B popmarte localid@host.

TpexcmopoHHAS KOHepeHyus

TpEXCTOPOHHAR KoOH(epeHLMA

Pt NokancHas A

Cepeep KoHDEPEHLAN

Pexctum — pexxmum paboTbl TPEXCTOPOHHEN KOHbepeHUnK. BO3MOXKHO ABa pexknma:

JloKaneHaa — KoHdepeHuMAa cobupaeTca NOKaNbHO YCTPOMCTBOM MOC/AE Haxatus
KoMmbuHaumu «flash+3»;

YOaneHHasa (RFC4579) — koHdepeHUMA cobupaeTca Ha yAaneHHOM cepBepe, ANA Yero
nocne Haxkatma «flash+3» Ha cepBep oTnpasnsercAa coobueHue Invite Ha Homep,
YKasaHHbI B nosie «Cepeep KoHgepeHyuu». B aTom cnydae KoHbepeHUuus paboTaeT no
anroputmy, onmcaHHomy B RFC4579. NoapobHo AaHHbIA anropuTm onucaH B nyHkte 3.3.2.

Cepsep KoHghepeHyuu — B obuwem cnyyae afpec cepsBepa, OCYLLECTBASIOLWLEro YyCTaHOBJIEHUE
KOHdpepeHUUn no anroputmy, onmcaHHomy B RFC4579. Appec 3apaetca B ¢dopmate SIP-URI:
user@address:port. MO»HO yKa3aTb TO/IbKO NO/b30BaTeNbCKyto YacTb URI (user) — B aTom cnyvae
coobuieHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactponka IMS

Pestim IMS EBrarnioqeH v

Pexcum IMS — pexkum paboTbl ¢ IMS. BO3MOXKHO TpU perruma:

BoikntovyeH — IMS He ncnonb3yeTcs;

be3 noonucKu - paspelleHo ynpaBaeHne HEeKOTOpPbIMU BUZammn ycayr ¢ cepeepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME ycayr  «TPexCTOPOHHSAA
KoHdepeHuuMa» (paboTaeT TonbKo no anroputmy RFC4579), «Yaep:kaHue BbI3oBay,
«OxunaaHue BbI30Ba», «fopaYas AMHUA» (HE3aBUCMMO OT TOTO, BKIOYEHbI OHU UM HET B
KOHUrypaLmm) Nnpom3BoanT yaaneHHo cepeep IMS nocpeacTBoOM OTNPaBKM COOBLLEHNN
Notify, B Tene KoTopbix MepeaaloTcA KOMaHAbl Ha aKTMBaUMIO/AeaKTMBaUMIO YCAyr B
dopmate XCAP (paktuueckn — XML, RFC4825). Mpu Takom BapmaHTe 3anpocbl SUBSCRIBE
nocne pernctpaumMm aboHEHTOB LW/IO30M He OTNpPaBAAloTCs, 06pabaTbiBatOTCA TOJIbKO
NOTIFY-3anpocbl, npuHATbie OT IMS, C NOMOLWbIO KOTOPbIX MPOUCXOAWUT ynpasB/aeHue
ycnyramu;

C noodnuckoli - paspelleHo ynpaBaeHNe HEKOTOpbIMKU BUAAMK ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME yCAyr  «TPEeXCTOPOHHSASA
KoHbepeHumMsa» (paboTaeT Tonbko no anroputmy RFCA579), «YaepskaHue BbI30Ba»,
«OxKunaaHue BbI30Ba», «fopaAYan AMHUA» (HE3aBUCMMO OT TOTO, BK/IKOUYEHbI OHWU WU HET B
KOHdUrypaLumm) npomsBoguT yaaneHHo cepsep IMS nocpeacTBom OTnpaBKM COOBLLEHUIA
Notify, B Tene KoTopbix NepeaaloTcd KOMaHAbl Ha aKTMBALMIO/LeaKTUBALMIO YCAyr B
dopmaTe XCAP (paktnueckn — XML, RFCA825). MNMpu Takom BapuaHTe W3 OTNpaBaseT
3anpocbl SUBSCRIBE nocne peructpaumMm aboHEHTOB M MNpW  yCNEeWHON noanucke
obpabatbiBaeTr NOTIFY-3anpocbl, NpuHaTbie oT IMS, ¢ NomoLbio KOTOPbIX MpoucxoauT
ynpasnieHue ycayramu.
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e Umsa ycayeu “YoepycaHue 8bi308a” — HasBaHWe anemeHTa XML B Tene coobuweHus Notify,
MCMO/Ib3yEMOTo A/1A Nepesaym KOMaHabl akTMBaLUN/geaKkTMBaUMK YCaYTv «YaeprKaHue Bbi30oBa».
Hanpumep, ecam uma ycnyru  umeeT 3HadeHue «call-hold», To KomaHaa aktuBauum 6yaet
BbIFNALETb TAK:

<call-hold active="true"/>
a KOMaHZa AeaKTuBaLmmn:
<call-hold active="false"/>

e Umsa ycayeu "OmcudaHue 6bi1308a" — HasBaHue asnemeHTa XML B Tene coobueHua Notify,
MCMO/Ib3yeMOro Ann nepenayy KomaHabl akTUBaumun/geaktmauum ycayrm «OxungaHue Bbi3oBay.
Hanpumep, ecanm uma ycayrm  mmeeT 3HadeHune «call-waiting», To KomaHAa akTuBauuu byaer
BbIMNALETb TaK:

<call-waiting active="true"/>
a KOMaHZa AgeaKTuBauuun:
<call-waiting active="false"/>

e Umsa ycnayeu "TpexcmopoHHAA KoHpepeHyus" — Ha3BaHue anemeHTa XML B Tene coobuieHus
Notify, wucnonbsyemoro ana nepejaynm  KOMaHZbl  axkTMBauuMu/OeaKkTMBauuMmM  YCayru
«TpexcTopoHHAA KoHdepeHuma». Hanpumep, ecnm umsa ycayrm mMmeeT 3HadyeHue «three-party-
conference», To KomaHAa aKTUBaLUWUW ByaeT BbIrAAETb TaK:

< three-party-conference active="true"/>
a KOMaHJa AeaKTuBauuu:
< three-party-conference active="false"/>

e Umsa ycayeu "lopayas auHus" — HasBaHMe 3nemeHTa XML B Tene coobueHusa Notify,
UCMNOJIb3yeMoro As nepeaayv KOMaHAbl aKTMBauuu ycayrn «lfopadasa AuHuA». B KomaHae
aKTUBALMM nepeaatoTcs Homep TenedoHa ropayeirt IMHUKM U TalkmayT BbizoBa. Hanpumep, ecim
UMS YCNYTM  MMeeT 3HauveHue «hot-line-service», 1 HeobxoaMmo coBepllaTb BbI3OB HA HOMep
30001 yepes 6 ceKyHA nocse nogbema TPyoKku TenedoHa - KomaHAa akTMBaUMKM ByaeT BbIrnaaeTb
TaK:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnn KomaHaa akTMBaLMK He nosydeHa, ycayra «Ffopayas AnHua» 6yaeT BbiKAoYeHa.

e Umsa ycayeu "lMepedaua ebizosa" — HasBaHue snemeHTa XML B Tene coobuweHua Notify,
MCNONb3yeMOoro AN Nepefadn KOMaHAbl aKkTMBauMW/AeakTMBauUMM yCayrm «TpexcTopoHHAA
KOHdepeHuMa». Hanpumep, ecam Mma ycayru  vMmeeT 3HaueHue «call-transfer», To KomaHga
aKTUBaLMKM ByaeT BbIrNALETb TaK:

< call-transfer active="true"/>
a KOMaHAa geaKkTMBaLUu:
< call-transfer active="false"/>
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Mo YMOJIHaHNIO eC/in HE npullia KOMaHAa Ha aKTuBalUiO — BCE Bblle nepeyncneHHble ycnyru
AE€aKTUBNPOBaAHDLI.

[1lnaH Hymepauuu

[naH HymepaLui

HacTpoika nnaxa Hymepaumi 55, L3 ([xABCD*E].S)

MnaH HymepauuMu 3agaeTcA Npyv MOMOLLM PErynApHbIX BbipaxkeHWM B nose «HacTpolika nnaHa

Hymepauum».

HuxKe npuBoaMTCA CTPYKTypa M dopmaT perynsapHbIX BblpaxKkeHUi, obecrneymBalolmx pasnyHble
BO3MOKHOCTU Habopa Homepa.

CTpYKTYpa perynsapHoOro BblpaskeHus:

Sxx, Lxx (),

roe

XX — MPOW3BO/IbHbIE 3HAYEHUA TanmepoB S 1 L;
() — rpaHMUpBI NNaHa HyMepaLumu.

OcHoBol sBnatoTca 0603HayeHMA A4 3anMcyu  NoCNeAoBaTeNbHOCTM  HabpaHHbIX  Unodp.
MocnepoBaTenbHOCTb UMGP 3aNUCbIBAETCA C MOMOLLBI HECKOMbKMX 00603HayYeHui: uundpbl,
Habupaemsble ¢ KnaBmnatypsl TenedoHa: 0, 1, 2, 3, ..., 9, # 1 *. Ucnonb3oBaHue cumsona # B nnaHe
HyMmepauum moxKeT 6/10KMpoBaTh 3aBeplueHne Habopa C NOMOLLbIO 3TOM KnaBuwimn!

MocnepoBaTenbHOCTb Ll,M(bp, 3aK/N04EHHAA B KBagpaTHble CKO6KM, COOTBETCTBYET /'Il060My n3
3aKNHOYEHHbBIX B CKOOKM CumBoOAy.

—  Mpumep: ([1239]) — cooTBeTCTBYET Nt06OM M3 UMDP 1, 2, 3 nan 9.

Yepes Tupe MmoKeT b6biTb yKasaH [Manas’oH CMMBOJOB. Yalle BCEro WCMONb3yeTcs BHYTPU
KBaApaTHbIX CKOOOK.

—  Mpwumep 1: (1-5) — nobas yudpa ot 1 go 5.
—  Mpumep 2:([1-39]) — npumep 13 NpeabiayLLero NyHKTa ¢ MHOM Gopmoii 3anucu.

CumBon X cootBeTcTBYeT ntobon undpe o1 0 70 9.

—  Mpumep: (1XX) - ntoboW TPEX3HAUHBIV HOMEP, HauMHaoWMica Ha 1.
«.» - NOBTOpPEeHUe npeaplayuiero cumaona ot 0 4o 6ecKoOHeYHOCTU pas.
«+» — NOBTOpPEHMe NpeablayLero cumeona ot 1 4o 6eckoHe4yHOCTU pas.
{a,b} — noBTOpPEHME NpeablgyLero cMmBoa oT a 4o b pas;
{a,} — noBTOpPEHME NpeablayLEero CUMBO/Ia He MeHbLLE a pas;
{,b} — noBTOpeHMe Npeapiayuiero cumsona He 6osblue b pas.

— MMpumep: (810X.) — mexKayHapOAHbIA HOMeEp C N0bbiM KonndecTsom umbdp.

HacTpoiiku, Bamaowme Ha 06paboTKy nnaHa HymMepaumu:

— Interdigit Long Timer (bykBa «L» B 3anucKu naaHa Hymepalmm) — Bpema OXuaaHua BBOAA
cneayowein umMdpbl B TOM caydyae, eciv HeT WwWabnoHoB, nNoaxoAAwmMx nod HabpaHHyo
KOMBWHaUMIo;
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— Interdigit Short Timer (bykBa «S» B 3anuncu naaHa HymepaLumm) — BPEMS OXKUAAHWUS BBOAA
cnepyowen undpbl, ecam ¢ HabpaHHOM KOMBWMHaUMEN NONHOCTbIO COBMagaeT XoTa Obl
oAVH WabnoH, U NPU 3TOM MMEETCA elle XoTA O6bl 0AMH WaboH, A0 NOJIHOTO COBMAAEHUSA
C KOTOpPbIM HEOBXOAMMO OCYLLECTBUTb AOHAabop HoMepa.

ﬂ,OI‘IOl’I HUTEe/IbHbleé BO3SMOXHOCTW:

1 3ameHa HabpaHHOW nocienoBaTENbHOCTH
CuHTaKkeuc: <argl:arg2>

[aHHas BO3MOXKHOCTb MO3BO/MAET 3aMeHWTb HabpaHHYy MocAefoBaTeNbHOCT Ha  Nobylo
nociaefoBaTeNbHOCTb Habupaembix CMMBOJIOB. MMpM 3TOM BTOPOM aprymeHT Ao/KeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHMem, 0b6a aprymeHTa MoryT 6bITb NYyCTbIMU.

—  Mpumep: (<83812:> XXXXXX) - paHHaa 3anucb byaeT COOTBETCTBOBAaTb HabpaHHbIM
umdpam 83812, Ho 3Ta NocsenoBaTeNbHOCTbL OyAeT onyueHa M He byaeT nepedaHa Ha
SIP-cepsep.

2 BcTaBKa ToHa B Habop

Mpun BbIXOAE HA MeXXropos, (B Od)MCHbIX CTaHUMAX - Ha ropop,) NMPUBbLIYHO CAblWaTb OTBET CTAHUNN, YTO
MOXHO peann3oBaTb BCTAaBKOW 3anATON B HYXXHYIO NO3ULUIO NOCNenoBaTe/iIbHOCTU LI,VI(I)p.

— Mpumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 6yaeT BblaaH
HenpepbIBHbIN TOH.

3 3anpet Habopa Homepa

III

Echm B KoHue wabnoHa HOMepPa A06aBMTb BOCKI'IMLI,aTe!'IbeIﬁ 3HaK !, TO H360p HOMepPOB,

COOTBETCTBYIOWMX WabnoHy, byaet 3a610KMPOBaH.

—  Mpumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpaykeHWe paspelsaeT Habop To/bKO
MEeXAYropoAHMX HOMEPOB U UCKNKOUYAET MEXAYHAPOAHbIE BbI30OBbI.

4 3ameHa 3HauyeHM TaimepoB Habopa Homepa

3HayeHna TalimepoB MOryT ObITb Ha3HayeHbl KaK A/ BCEro MaaHa Hymepauuu, Tak W 4ans
onpeaenéHHoro wabnoHa. bykBa «S» oTBevyaeT 3a ycTaHoOBRy «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HauyeHUs TaMepPOB MOKeT ObITb YKa3aHO A5 BCex Wab/soHOB B NJjaHe
HYMepaUnn, eCNM 3HAYEHNA NepPeUnC/IeHbl 40 OTKPbLIBAIOLLENCA KPYT/10M CKOOKM.

—  Mpumep: S4 (8XXX.) nnn S4,L8 (XXX)

Ecnn 3T 3HaYeHUA yKasaHbl TO/IbKO B OHOW M3 NocneaoBaTebHOCTEN, TO AEMCTBYIOT TONbKO ANA Heeé.
TaKKe B 3TOM C/lydae He Hago CTaBMTb ABOETOUME MEXKAY KNHOYOM M 3HaYeHMeM TallmayTa, 3HayeHue
MOXKET BbITb PacnonoXeHo B lobom mecTe LWabaoHa.

—  Mpumep: (5S4 8XXX. | XXX) nan ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO nepeaavy
BbI30Ba Npu Habope TpexaHaYHOro Homepa, HaunHawweroca Ha 1,2, ..., 5.

5 Habop no npamomy agpecy (IP Dialing)

CumBoON «@», NOCTaB/NEHHbIV NMOC/e HoMepa, 03HayaeT, YTo Aasnee OyaeT yKasaH agpec cepsepa, Ha
KOTOPbIN ByAeT oTnpasieH BbI30B Ha HabpaHHbI HoMep. PekomeHayeTcs ucnonb3osaTb «IP Dialing»,
a TaKXe NpUMéM U Nepedady BbI30BOB b6e3 peructpaunn («Call Without Reg», «Answer Without Reg»).
3T0 MOXKEeT MoOMOYb B C/lyyae OTKasa cepsepa.

Kpome Toro, popmat agpeca c IP Dialing moxeT 6bITb MCNONb30BaH B HOMepax, NpeAHa3HauYeHHbIX 41A
nepeagpecaumnmn 380HKOB.
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—  NMpumep 1: ( 8 xxx Xxxxxxx ) - 11-3HauYHbIM HOMEP, HauMHatoWwMiicaA Ha 8.

—  Npumep 2: ( 8 xxx XXXXXXX | <:8495> XxXXXXXX ) - 11-3HauHbIA HOMep, HauMHatoLWMINCA Ha 8,
ecnu BBeAEH 7- 3HaYHbIN, TO A06aBUTL K NnepegaBaemomy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) - HABOP HOMEPOB IKCTPEHHbIX CNYKO, a TaKKe
HEKOTOPbIX MEXAYropoaHNX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTPbI Habop yKa3aHHOro HOMepa, aHaor peXnma
«Hotline» Ha apyrux wnto3sax.

—  Npumep 5: (S5 <:1000> | xxxx) - AaHHbIN NAaH HYMepauun nossosseT HabpaTtb 060
HOMep, cocToAWMI M3 uMbp, a eCN HUYEro He BBEAEHO B TeyeHue 5 ceKyHa, Bbi3BaTb
Homep 1000 (aonycTum, 3TO CEeKpeTapsb).

— Npumep 6:  (*Sx*xXxxX*X# | * 2X* XXXXXXXXXXX# | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxx | 8,
10x.|1xx<:@10.110.60.51:5060>).

— Npumep 7: (1xx|0[1-9]|00[1-8]|*5x*xxxx*x# | * 2x* XXXXXXXXXXX# | #xx# | [2-7]xxxxx |8, [2-
9]xxxxxxxxx | 8, 10x.).

YcmaHoska npoguned dialplan

Ons Ka)Kaoro HanpaB/ieHMA MOXHO BblbpaTb He 6onee oaHoro npoduna dialplan, KoTopbin byaet
onpeaenATb NapamMeTpbl BbI30BOB Ha 3TOM HanpasaeHuU. HacTpoliku npoduneit nponssoaatca B pasgene
«Mpoounn dialplan». Ona Kaxporo HanpaB/ieHWA HAcTPOMKa afbTepHATMBHOMO MNpPoouAA yKasblBaeTca B
Kpyrnbix ckobkax nocne cnosa «profile:».

Mpumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOEKo8

HacTpoika ronocoBbiX KOLEKOB

Kogex 1 G713 v

Kogex 2 G.71u r

Kogex 3 G7231 ¥

Kogex 4 G.729 v

Kogex 3 BraknioseH L

Bpema naketuzaumm G.711, mc 20 v

Bpenma nakeTHsawmn G729, mc 20 v

Bpema naketuzaymm G.723.1, mc 30 v

CurHanbHbIM NPOLLECCOP YCTPOMCTBA BbINOAHAET PYHKLUUN KOANPOBAHMA aHaI0rOBOro peyeBoro Tpaduka,
AaHHbIX daKkca/moaema B UMPPOBbIE CUTHANbI, a TakKe obpaTHoro gexkoguposaHusa. L3 noaaepxusaet
cneaytowme ronocosble Kogeku: G.711 a-law, G.711 p-law, G.729, G723.1.

G.711 - npeactaBnaeT coboit MKM-KoamposaHue 6e3 ckaTus pevyeBor MHbOpmauuun. [aHHbIM Koaek
AOoMKeH B6bITb 0653aTeNbHO Noaaep*KaH Bcemu npounssoautensmm VolP-obopyaosanus. Kogekn G.711 a-law m
G.711 p-law oTaunyatoTtca apyr oT Apyra 3aKOHOM KoaupoBaHua (A-3aKOH — IMHelHoe KogupoBaHue U U-3aKoH -
HennHenHoe). KogmposaHue no U-3akoHy npumeHseTca B CesepHont AmepuKe, no A-3akoHy — B EBpone.

G.722 — WMPOKOMO/OCHbIN KodeK, mcnonb3ywowmuin AOUKM c pasgeneHnem Ha noaamanasoHbl U
paboTaroLLmii Co CKOpOocTblo 48, 56 1 64 K6UT/C.

G.723.1 — KoAgeK Co CxKaTvem peyeBoi MHpopmaLmu, NpeaycMaTpMBaEeT ABa pexkunma paboTbl: 6.3 Kbut/c
n 5.3 K6ut/c. Kogek G.723.1 nmeeT AeTEeKTOp peyeBoit akTMBHOCTM 1 obecneynBaeT reHepaumnio KomepopTHOro
WYMA HA YAa/IeHHOM KOHLe B Nepmoa MOAYaHUA.
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G.726-24, G.726-32 - Kogek Co ckaTmem pedeBoit MHPopmaumm no anroputmy AAUKM 1 ckopocTbto
nepegaun 24 unm 32 Kéut/c.

G.729 — TaKKe SABAAETCS KOAEKOM CO CXaTvem peyeBon MHPopmauum u obecrneynmBaeT CKOPOCTb
nepeaaun 8 K6ut/c. AHanormyHo Kogeky G.723.1, KogeKk G.729 noaaep>KMBaeT AETEKTOP PeYeBOoil aKTUBHOCTM U
obecneunBaeT reHepaymto KOMGOPTHOTO LWyMa.

— Kooek 1..7 — nosBonser BblbpaTb KOAEKM W MOPALOK, B KOTOPOM OHU 6yayTt
Mcnosb3oBaTbcA. KoAeK ¢ HanBbICWMM NPUOPUTETOM HYXKHO NponucaTtb B none «Koaek 1».
Ons paboTbl HEO6X0ANMMO YKa3aTb XOTA Obl OAMH KOAEK:

—  BoblKato4YeH - KogeKk He UCNonb3yeTcs.

— G.711a- ucnonb3osatb Kogek G.711 a-law;

— G.711u—ncnonb3oBatb Kogek G.711 p-law;

— @G.723 —ucnonb3oBaTtb Kogek G.723.1;

—  G.729 (A, B) —ucnonb3osatb Koaek G.729 annexA nnau G.729B.

—  G.726-24 - ucnonb3oBatb Kogek G.726 co ckopocTblo 24 Kéut/c

— G.726-32 - ucnonb3oBatb Kogek G.726 co ckopocTbio 32 Kbut/c

— @G.722 - ncnonb3oBaTb Koaek G.722

e BpemAa nakemusauyuu — YUCNO MUIAAUCEKYHA peun B oaHom RTP-nakeTe (ans Kogekos G.711,
G.729, G.723.1 n G.726).

e Tun Hazpy3Ku - TUN ANHAMUYECKOW HArpyskun ana kogeka G.726-24 nnn G.726-32 (paspelleHHble
A/1A UCNOb30BaHMA 3HaYeHMA — oT 96 go 127).

V MoryT 6biTb 3agaHbl aNbTepPHAaTUBHbIE FON0COBble KOAEKU ANA BblOGpaHHOro Hanpas/eHus.
Ona Kaxporo w3 HanpasneHUid B NNaHe Hymepauuu ecTb BO3MOXKHOCTb 3afaHuA
npeanouYTUTENbHOr0O KogeKka panAa nepepgaun  peun. [Ona  Ka)kpgoro  HanpasneHusA
DONONHUTENIbHbIE HACTPOMKM KOAEKOB YKA3biBAOTCA B KPYr/AblX CKOBKax nocne caoBsa
«codecs:».

Ecnv Heo6x0aMMO MCNOIb30BAHME HECKOJ/IbKUX KOLEKOB, TO UX MEPEUYUCIAIOT Yepes CUMBOA «,». MOXHO
YKa3blBaTb HECKOJIbKO MapamMeTpoB A/ HanpasjeHus. B Takom c/ily4ae OHM [O/KHbI ObiTb pasfeseHbl
cumBonom  «;» - (paraml:subparamil,subparam2;param2:subparami,subparam2). [onyctumbie 3HayeHuA
cybnapameTpos subparamX: g711a, g711u, g729, g723.

Jonyctnmble 3HayeHMA napameTpos paraml n param2 — codecs u rfc2833_PT cooTBeTcTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833 PT:96)|8x.(codecs:g711a;g711u)).

[ummep-6ygep

[xmrrep-tydep
MUHHMANLHAR 3308 p#Ka, MC 40 A
MakcHmaneHan 330epera, Mo 130 A
Mopor HEMEANEHHOMD YAANSHWA NAKETOE, MC 500 A
DALTOP ONTHMK3AWAW Sydepa 7 v
Dxxuttep (jitter) — 3TO HepaBHOMEPHOCTb nepunoaosB BpemeHUu, OTBeAeHHbIX Ha AO0CTaBKy MaKeTa.

3afeprKKa B fOCTaBKe NaKeTa M AKUTTEP UCYMCAAETCA B MUANIMCEKYHAAX. BennunHa gxutTepa nmeet 6osbluoe
3HayeHuWe Npu nepegaye MHGOPMaLMK B peskMMe peanbHOro BpemeHu (Hanpumep, ronoc v BUAEO).

B npoTokone RTP, KOToOpbIit eLLe Ha3biBalOT «MPOTOKO/IOM NOTOKA nepegatowent cpegpl» (media stream),
€CTb Nnosie AN METKM TOYHOTO BPEMEHM Nnepeaadm oTHocuTenbHo Bcero RTP-noToKa. MpuHMmatoLee ycTponcTeo
MUCNONb3YeT 3TN BpeMEHHbIe METKU A5 BbIACHEHWA TOro, KOrAa CAeayeT 0XXmnaaTtb nakeT, cobaoaeH am Nnopaaok
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naketos. Mcxopa M3 3TOM MHOOPMaLMKM, NPUEMHas CTOPOHA BbIACHAET, KaK c/ieayeT HAcTpoUTb CBOM
napameTpbl, 4TOObl 3aMacKMpPOBaTb NOTEHLMANbHbIE CeTeBble NPOHAEMBI, TAKME KAK 334ePKKM U AxuTTep. Ecnun
OXKMOAEMOEe BPemMA Ha AOCTABKY MakeTa OT OTNPaBUTENA K MPUEMHMKY Ha NPOTAXKEHUM BCero nepuoaa
pa3roBopa CTPOro paBHO OMpeseneHHOMY 3HauyeHuto, Hanpumep 50 Mc, MOXKHO YyTBEPKAaTb, YTO B TAKOWN ceTn
OKUTTEepa HeT. Ho 3ayacTyto naKkeTbl 3afeprKMBAOTCA B CETU, U BPEMEHHOW WHTEpPBaa LOCTAaBKM MOXKET
KonebaTbCs B AOBOJIbHO HONbLIOM (C TOYKM 3peHUA TPadUKa, KPUTUYHOTO KO BPEMEHW) BPEMEHHOM AMana3oHe.
B cnyyae ecnm npuaorKeHMe-npuemMHUK TaKOro 3ByKa UM BUAEO byaeT BOCNPOM3BOAMUTL €r0 B TOM BPEMEHHOM
nopagKe, B KOTOPOM MPUXOAAT MaKeTbl, Mbl MOAYYMM 3aMeETHOE yXyALeHMs KayecTBa rosioca (Mam BuAeo).
Hanpumep, ecnm 3To KacaeTcs ronoca, To Mbl YCAbILLMM NPepbIBaHUE B FONOCE U APpYrMe NOMEXM.
YCTpOIACTBO MMEET CreaytoLlme HacTPOMKKN axuTTep-bydepa:

—  MuHumanbHaA 3a0epiKa, MC — MWHUMANIBHOE OXWOAEMOEe BPEMS  33LEPMKKU
pacnpocTtpaHeHua IP-nakeTa no cetu;
—  MaKkcumansHaA 300epiKad, MC — MaKCMMANbHOE OXWOAemoe BPEMS 33LEPMKKU

pacnpoctpaHeHua IP-nakeTa no cety;

— [lopoe HemeOdsieHHO20 yOaneHuUs NAKemos, MC — MAaKCUMasbHbIA MPOMENKYTOK BPEMEHM,
yepes KOTopbI NPOUCXOAMUT yaaseHue pedyeBblX NakeToB M3 bydepa. 3HayeHMe JaHHOro
napameTpa 60/blle UM PAaBHO MaKCMMa/IbHOM 3a4EPXKKe;

—  ®akmop onmumu3ayuu 6ygepa — napameTp, UCNOAb3yeMbli AN ONTUMMU3ALUM pPa3mepa
OXKUTTEp-bydepa. PekomeHayeTcs BbICTaBAATb ero 3HavyeHume B 0.

lepedaya chakca u modema

MNepenada dakca W Mogema

Mepenadya mogema G.711aVBD v
Kogek deakea 1 G.711a v
Koner fearca 2 G71u v
Konex dparca 3 Bomknioser v

OSHapyxeHwe dakca Obe cTopoHE: v

MpuHUMaTE nepexed B T.33

Mepenaya pakca MOXKET OCYLLECTBAATLCA C UCNO/Ib30BaHMEM peyeBoro Kogeka 711 mau cneumanbHoro
KoZeKa gns nepefadm GakCMmMmmUAbHbIX cooblieHmii T.38.

T.38 — cTaHAapT, onucbiBalOLWMI Nepenady GakCMMUIbHBIX COOBLLEHUI B peasibHOM BpemeHn yepes |IP-
cetn. CUrHanbl U AaHHble, Nepesasaemble GaKCUMU/IbHBIM annapaTomM, KOAMPYIOTCA B MaKeTbl NpoTokona T.38.
B ¢popmupyemblie NaKeTbl MOXKET BBOAUTLCA U3ObITOYHOCTb — AaHHbIE U3 MPeablayLMX NaKeToB, YTO NO3BOJIAET
OCYLLECTBAATL HaAeXHyto nepedady ¢akca Nno HecTabuabHbIM KaHanaM.

o [lepedaya modema — BbIGOP KOAEKA, KOTOPbIM BYAET MCNONb30BaTLCA A1 Nepeaadn AaHHbIX Npu
AETeKTMPOBAHMM LWJTHO30M CUTHAI0B MOLEMA:

— BbIKAtOYEH — He feTeKTMPOoBaTb CUTHA/Ibl MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711 a-law B pexkume VBD;
— G.711u VBD - ncnonb3oBatb Kogek G.711 p-law B pexxume VBD.

B pexume VBD (Voice band data) wnto3 BbiKAOYaeT AETEKTOP akKTUBHOCTU peun (VAD), reHepaTop
komdopTHOro wyma (CNG) 1 sxokomneHcaTopbl, YTO HEOHXOANMMO NPU YCTAHOBAEHUU MOAEMHOTO COEANHEHUA.

/ Bbl6paHHblﬁ KoAeK A0/MKeH 6bITb TaKXe aKTUBEH B CNUCKe Pa3roBoOpHbIX KOAEKOB.
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e Koldek ¢pakca 1.3 — nos3BosiAeT BbIOPAaTb KOAEKM W MNOPAAOK, B KOTOPOM OHM 6ByayT
ncnonb3oBaTbes. Kogek ¢ HavBbICLWIMM NPUOPUTETOM HYXKHO NponucaTtb B nose «Koaek dakca 1».
[na paboTbl HEOHXOAMMO YKa3aTb XOTA Hbl OANH KOAEK:

—  BbIKnto4yeH — KoAekK He UCNONb3YeTcs;

— G.711a—ucnonb3oBaTb Kogek G.711 a-law;
— G.711u — ucnonb3oBaTtb Kogek G.711 p-law;
— T.38 —ucnonb3osatb npoTokon T.38.

/| Bce Koaeku pakca AONKHDI 6bITb pasHbimu! Kpome atoro npu Bbibope G.711 a-law nam
G.711 p-law cooTBeTCTBYIOLWMIA KOAEK A0NKEH ObITb aKTUBEH B CNUCKE PA3roBOPHbIX
KOAEKOB YCTpOiicTBa.

e [IpuHumMame nepexod 8 T.38 — Npu ycTaHOBAEHHOM ¢nare paspeLleH BXOAALLNIA re-invite Ha T.38
OT BCTPEYHOrO LWH033;

e OG6HapyxceHue ¢hakca — onpegenAer HanpaBAeHWE Bbi30Ba, NPU KOTOPOM paspeLleHo
AEeTEeKTMPOoBaTb TOHbI haKca, noc/e Yero OyaeT OCyLLEeCTBAATL Nepexos Ha Koaek dakca:

— He demekmuposamb mMoHbI (haKca — OTKAIOYAET AETEKTMPOBaHME TOHOB ¢akca, HO He
3anpeulaeT nepegadyy ¢akca (He byaeT MHULMMPOBATLCA Mepexos Ha KodeK ¢akca, Ho
OaHHbIN Nepexo MOXKeT bbITb cAenaH BCTPEUYHbIM LLJTO30M);

— Ob6e cmopoHbl — [ETEKTUPYIOTCA TOHbI KaK Npu nepegaye ¢akca, Tak 1 npu npueme. Mpu
nepeaaye ¢dakca aetektupyetca curHan CNG FAX c aboHeHTcKon nunHuu. Mpu npueme
dakca aetektupyetca curHan V.21 c aboHEeHTCKOM NNHNY;

— Bebi3bigarouas — AETEKTUPYIOTCS TOHbI TONIbKO Npu nepegadve dakca. Mpu nepegadve dakca
aetekTnpyetca curdHan CNG FAX ¢ abOHEeHTCKOWN IMHUY;

— Bbi3bigaemas — AETEKTUPYIOTCA TOHbl TOJIbKO Mpu npueme d¢akca. MNpu npreme dakca
AeTekTnpyetcs curHan V.21 c aboHeHTCKOM ANHUN,

e Pasmep uszboimoyHocmu T.38 Redundancy — pobasneHne n3bbITOYHOCTM B NaKeTbl T.38, 3HaueHue
COOTBETCTBYET KO/MYECTBY Npeablaylmux NakeToB, KoTopoe Ayb6avpyeTca B KaxAOM HOBOM
nakete T.38. Takoi cnocob M36bITOYHOCTU MCNOb3YyeTCA B C/lydae NOTEPU NAKeTOB NpU nepeagave.

donoaHumenbHsle napamempsl

,ﬂDI'IOI'IHHTEI'IbeIe napaMeTpel
Mepenadsa DTMF RAFC 2833 v
Mepenada Flash SIP Info (Hookflagh) v
Tun Harpyskd anA naketos RFC 2833 95
OpWHAKOEGIA THN HATPY3KK ANA NPUEMA M NepegaqK
McnonssceaTs ooHApYHEHNE THILMHEI ¥
Henonksoeate axonofaensHue ¥
Wenonesoeats RTCP

Bpema JUCnepciK, MC 32

" [pMMEHHTE X OTmena

e [lepedaya DTMF — cnocob nepegaym curHanos DTMF:

— Inband — BHyTpUnosiocHan nepenaya;
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— RFC2833 — cornacHo pekomeHpaumm RFC2833 B KauyecTBe BblAENEHHOM HArpysku B
peyeBbix naketax RTP;
— SIP info — nepenaya coobuieHumit no npotokony SIP B 3anpocax INFO.

e [lepedaua Flash — cnocob nepeaaun Flash:

— SIP info (Hookflash) — nepegaya coobuweHuii Ha B3aMMOAEMCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuu
Application/Hook Flash Kak signal=hf;

— SIP info (DTMF Relay) — nepepaya coobuWeHWA Ha B3aMMOZAEMCTBYIOWYO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuu
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepepaya COO6LIEHWI HA B3aMMOAEMNCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacliMpeHuun
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepenava cooblleHni Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO NPOTOKOAY
SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacwupeHumn Application/sscc Kak
event flashhook.

V B TeKyweii Bepcumn MO nepegaya Flash BoamorkHa TonbKo no npotoKony SIP.

e Tun Haepy3ku 014 nakemoe RFC2833 — Tun Harpysku Ana nepegayunm naketos no RFC2833
(paspelleHHble AN UCNONb30BaHMA 3HavyeHua — oT 96 ao 127);

e OO0uHaKosblli mun Hazpysku 0449 Npuéma u nepedayu — ONLMA UCMO/b3YETCA NPU UCXOAALLEM
BbI30BE /19 COrNacoBaHMA TUMa Harpysku cobbiTuin, nepegasaembix no RFC2833 (DTMF u Flash).
Mpu ycTtaHoBNeHHOM dnare nepepayva U npuem cobbitnit no RFC2833 ocyuwectenserca ¢
HarpysKoM 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobeHns 2000k. Mpu cHaTom dnare nepegaya
cobbiTMii no RFC2833 ocyuiecTsiaeTcs C Harpyskon m3 npuHatoro 2000k, a npuém — c TMnom
Harpysku us cobctBeHHOM KoHdUrypauuu (yKasbiBaeTcs B ucxogsaliem Invite);

] Ucnone3zosame o6HapyJ+{eHue muwuHbl — NpnU YCTaHOBIEHHOM d)nare MCNONb30BaTb OETEKTOP
TULWNHbI;

] Ucnonb3osame sxonodasneHue — NP1 yCTaHOB/IEHHOM d)nare MCNON1b30BaTb 3XONoOAaBNEHUNE;

e Ucnonsv3zoeame RTCP — npu ycTaHOBAEHHOM dnare Mcnonb3oBaTb NpoTokon RTCP ana KoHTpoaa
33 pa3roBOPHbIM KaHaNOM:

—  WHmepsan nepeda4yu — HTEPBa Nnepegadn naketos RTCP, cek;

— [epuod npuema — nepuog npuéma coobuieHma RTCP nsmepsetca B eAMHULAX MHTepBana
nepenayn; ecnm nNo WUCTeYeHMUM nepuoga MNpuéma OT BCTPEYHOM CTOPOHbI He byaeT
nony4vyeHo HM ogHoro RTCP-naketa — TAU-IM.IP pa3pbiBaeT coeanHeHue.

— RTCP-XR — npu yctaHoBneHHOM dnare byayT oTnpaBaatbca nakeTbl RTCP Extended
Reports B cooTBetcTtBum ¢ RFC 3611;

e Bpemsa ducnepcuu, MC — NapameTp, NO3BONAOLMIN BOPOTbCA C IXOM, BbI3BAaHHbIM Aucrepcuel
pe4yeBOro curHana. 3HavyeHuA NnapameTpa USMEHAKOTCA B NpOMeXKyTKe oT 2 4o 128 mc.
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O6wme HacTpoiku npodpuneit SIP

OBWpWe HacTponKM
WMenonesoeate STUN
Tasimep T1, mc S00 {100-1000)
Takmep T2, mc 4000 {1000-32000
Talimep B, mc 32000 {1000-39000

[LINR 3anoMHeHUS HECMPOeK maliMepos SIF # 1o yMonasmo
PEXOMEROOSSHHBIML SHEHEHLAMY HENMUITIE KHOMRY

TparcnopT UDP (npegnosutensho), TC ¥

CneyMdrkaLMa TOHOE Pocoua v

+ [pHMEHATE X OTmeHa

e Ucnonszosame STUN — npu ycTtaHoBneHHom ¢nare ucnonb3yetrca npotokon STUN (Session
Traversal Utilities for NAT) ana onpeaenenuns ny6an4Horo agpeca ycTpoicTea (BHeLWHero aapeca
NAT). PekomeHAayeTca UCMO/1b30BaTb AaHHbIM NPOTOKOA Npu paboTe ycTpoiictea Yepes NAT;

e Adpec STUN-cepgepa — IP-agpec nnn gomeHHoe nma cepsepa STUN, yepes ABOETOUME MONKHO
BBECTM a/IbTEPHATUBHbIN NOPT cepBepa (Mo ymonyaHuto 3478);

e WHmepsan onpoca STUN-cepsepa, cek — wWHTepBan, NO MUCTEYEHWN KOTOPOro OTMpaBfAeTcA
3anpoc Ha cepBep STUN. Yem MmeHblle WMHTEpPBan ONpoca, TeEM Bbille CKOPOCTb Peakuun Ha
nU3MeHeHue NybanyYHoOro agpeca;

— Talimep T1, mc — nHTepBan mexay nocbiikon nepsoro INVITE v BTOpOro npu oTcyTCTBUM
oTBeTa Ha nepsbii B Mc, Ana nocneayowmx INVITE (TpeTbero, 4eTBepToro v T.4.) AaHHbIN
WHTepBan yBeinuMBaeTcsa BABoe (Hanpumep, npu 3HavyeHuun 300 mc, BTopoi INVITE 6yaet
nepegaH yepes 300 mc, TpeTuit —yepes 600 mc, 4yeTBepTbin —Yepe3 1200 mc 1 1.4.);

— Talimep T2, MC — MaKCMManbHbIA WHTepBan aaa nepenocblikn He-INVITE 3anpocos wu
oTtseToB Ha INVITE-3anpocsl;

— Talimep B, mc — obwuit TalimayT nepegaym coobuweHmii INVITE B mc. Mo ucteyeHmMm faHHoro
TaMayTa onpenenserca, YTo Hanpas/ieHWe HenocCTynHo. Mcnonb3yetca gna orpaHuyYeHus
peTpaHcaaumii coobleHnin INVITE, B TOm YnMcne ana onpeseneHunsa 4ocTynHocTy;

e TpaHcrnopm — BbIGOP NPOTOKOIA AN15 TPAHCNOPTUPOBKM CO0DLLEHNI NpoToKoAa SIP;

o Creyughukayus moHos - BbIbop CTpaHbl ANa onpeaeneHns Ncnoiblyemoro Habopa TOHOB.

[na BCTynneHus B CMAY HOBOM KOHOUIypauum U 3aHECeHWUA HACTPOEK B SHEProHe3aBUCUMYIO MaMATb
HaXXMUTE KHONKY «[TpumeHUmMob». JNs OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».

2.6.3.5 MNoameHio «Mpodunu dialplan»

B nogmeHto «Mpodunm dialplan» moKHO HacTpouTb NPoduMIN BbI30BA ANA MCNONb30BAHMA Ha Pa3/IMYHbIX
HanpaBAeHUSX.

Cnucok npodunen dialplan
Homep npodmna dialplan Mpodguna SIP
profile: 0

profile: 1

profile: 2

profile: 3

Bcero moxHo HacTpouTb 4 npoduna dialplan.
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PedakmuposaHue npoguns dialplan

Pepaktupoeasne npodunsa dialplan 0

Kogekwu

Kogex 1

Konek 2

Kooek 3

Kopek 4

Konek 5

Kooek 6

Kopek 7

Bpewma naketusaumu G711, mc
BpemMr nakeTuaaynn G.729, mc
BpemMA nakeTuzauum G.723, mc
Bpema nakeTusayun G.726-24, mc
Bpema nakeTusayun G.726-32, mc
TWN Harpyskm G.726-24

Tun Harpyskm G.726-32
Mepepaya chakca M mogeMa

Mepega4a Mogema
Hopek takca 1
Konex (pakca 2
Konex dakca 3

MNpWHMMETE Nepexo & T.38
AdononHuTenksHele NapameTpesl

MNepenaya DTMF

Tun Harpy3akm 4nA naketos RFC 2833
Cnonk30eaTh OGHAPYKEeHHe THLIMHEI
Wcronb3osars 3XonogasneHue
Bpema aucnepcuu, mc
MaKCUManbHOE KONUYECTEO BLI30BOB

DoxnTTep-Gydep

MUHHMAaNbHAA 3aepKka, mc

MaKcHManbHaA 3afepska, MC

®axTop oNTHMKU3aLWK Oydepa

Mopor HeMEANEHHOTO YAaNeHHA NaKeTos, MC
OOMHAKOBBIA TUM HAMPY3KA ANA NPUEMA U NEPEeadn
ABTOMBTH4ECKOE YCUNEHUE Ha Npuene

YPOBEHb YCUMEHUA NpHUeMa

ABTOMETH4ECKOE YCUNEHWE Ha nepejade

YpOBEHb YCHNEHWA NEPEfadM

G.711a

G.729

G.71u

G.723

G.726-24

G.726-32

G.722

20

20

30

20

20

103

104

G.711aVBD

G.71a

G.711u

BriknoveH

RFC 2833

96

40

130

-25 4B

2515
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Kodeku

e Kodek 1..7 — no3BosisieT BbIbpaTb KOAEKM WM MOPALOK, B KOTOPOM OHM ByayT MCMO/b30BaTbCA.
KoZeK ¢ HauBbICLLMM TNPUOPUTETOM HY)KHO nponucaTb B none «Koaek 1». Ona pabotbl
HeobX0AMMO YKa3aTb XOTA Bbl OANH KOAEK:

—  BbIKnto4eH - KoAeK He NCnob3yeTcs.

— G.711a—wucnonb3oBaTb Koaek G.711 a-law;

— G.711u — ncnonb3oBaTtb Kogek G.711 p-law;

— @G.723 —ucnonb3osaTtb Kogek G.723.1;

— G.729 (A, B) — ucnonb3osaTtb Kogek G.729 annexA nnn G.729B;
—  G.726-24 - ucnonb3oBatb Kodek G.726 co ckopocTbio 24 Kéut/c;
—  G.726-32 - ucnonb3oBsatb Koaek G.726 co ckopocTbio 32 Kéut/c;
— @G.722 - ncnonb3oBatb Kogek G.722.

e Bpemsa nakemusauyuu — YUCNO MWINUCEKYHA peun B ogHom RTP-nakeTe (ans Kopekos G.711,
G.729, G.723.1 1 G.726).

e Tun Haepy3Ku - TN SMHAMUYECKOWN HArpysKku ana Kogeka G.726-24 unn G.726-32 (paspelleHHble
ANA UCNONb30BaHMA 3HaYeHns — ot 96 go 127).

llepedaya ¢hakca u modema

e [lepedaua modema — BbIOOP KOAEKA, KOTOPbLIM ByAeT MCNONb30BATLCA 418 Nepenadn SaHHbIX Npu
[EeTeKTUPOBAHUU LLIJIHO30M CUTHA/I0B MOLEMA:

—  BbIK/OYEH — HE AETEKTMPOBATb CUTHA/bI MOAEMA;
— G.711a VBD - ucnonb3oBaTtb Kogek G.711 a-law B pexxkume VBD;
— G.711u VBD — ncnonb3oBatb Koaek G.711 p-law B pexkume VBD.

B pexume VBD (Voice band data) wnio3 BbikNOYaeT OeTeKTop akTuBHocTM peun (VAD), reHepaTop
KompopTHoro wyma (CNG) 1 axoKoMneHcaTopbl, YTO HEO6XOAMMO NPU YCTAHOBIEHUN MOAEMHOIO COeAMHEHUA.

V BbibpaHHbIi KOAEK A0NXKeH BbITb TaKXKe aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB.

e Kodexk ¢pakca 1.3 — no3BonAeT BbIOpPaTb KOAEKM M MNOPALOK, B KOTOPOM OHWU OyayT
MCNo/sib30BaTbcA. KOAEK C HaMBbICLLMM NPUOPUTETOM HYXKHO nponucaTb B none «Kogek dakca 1».
[na paboTbl HEO6XOAMMO YKa3aTb XOTA 6bl 0AMH KOAEK:

Bbiknto4eH — KOAEK He NCNONb3YeTCA.
G.711a — ucnonb3osaTtb KoaeK G.711 a-law;
G.711u — ucnonb3osaTb Koaek G.711 p-law;
T.38 — ncnonb3osatb NpoTokon T.38.

A WN R

V Bce Koaeku ¢pakca A,onXKHbl 6bITb pasHbiMmu! Kpome 3toro, npu Bbibope G.711 a-law unaum G.711 p-
law cooTBeTCTBYIOLWMIA KOAEK [0KEH 6bITb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTBa.

e [lpuHumame nepexod 6 T.38 — Npu ycTaHOBNEHHOM dnare paspelleH Bxoaswmm re-invite Ha T.38
OT BCTPEYHOrO LWAO33;

e Pasmep uzboimoyHocmu T.38 Redundancy — po6asneHne n3bbIToMHOCTM B NakeTbl T.38, 3HayeHue
COOTBETCTBYET KO/MYECTBY MNpeablaylimx MaKeToB, KOTOopoe AybnupyeTca B KaKAOM HOBOM
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nakete T.38. Takoi cnocob M36LITOYHOCTM MNpegHasHayeH B C/yyae NOTEPU MaAKETOB MNpu
nepepaue.

JononHumensHsle napamempbl

e [lepedaua DTMF — cnocob nepegaun curdanos DTMF:

— Inband — BHYTPMNONOCHaA Nepeaaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BbIAENEHHOM Harpysku B
peyeBbix naketax RTP;

— SIP info — nepepaya coobuieHunin no npotokoay SIP B 3anpocax INFO.

e Tun Haepy3ku 014 nakemoe RFC2833 — Tun Harpysku Ana nepegaym naketos no RFC2833
(paspeleHHble g UCNONb30BaHMA 3HaYeHua — oT 96 go 127);

e Ucronvbzosams 0BHApyHEHUEe MUUWUHbI — NPU YCTaHOBAEHHOM ¢iare MCno/ib30BaTh AETEKTOP
TULLKHbI;

e Ucnonvbzosams sxonodasneHue — Npn ycTaHOBAEHHOM ¢Jiare UCMo/b30BaTb 3XOMOAaBAEHUE;

e Bpemsa ducniepcuu, mc — napameTp, NO3BOJAOWMA BOPOTLCA C 3XOM, BbI3BAHHbIM AMCMEPCUEN
pe4yeBoro cMrHana. 3HavyeHuA NapameTpa UIMEHAIOTCA B NpOMeXKyTKe oT 2 40 128 mc;

] MaKcumanbHoe Konu4ecmeo 86130608 — 3TOT NapameTp NO3BONAET YCTaHOBUTb OrpaHMYeHme Ha
KO/1IN4eCTBO O4HOBPEMEHHbIX BbI3OBOB Ha HalpaB/eHUN.

bicummep-6ygdep

e MuHUMOAbHAA 300epHKa, MC — MUHUMA/IbHOE OXWAAEMOEe BPEMA 3aLEPHKKM PacnpoCcTpaHeHun
IP-naKkeTa no cety;

e MakxkcumaneHasa 3a0epiKad, MC — MaKCUMa/IbHOE OXKMAaeMoe Bpems 3aJepKKM pacnpocTpaHeHus
IP-naKkeTa no cety;

e [lopoz HemeOds1ieHHO20 ydaseHUsA NMaKemos, MC — MaKCMMANbHbIA NPOMENKYTOK BPEMEHM, Yepes
KOTOPbIN MPOUCXOAMT yAaNieHWe peyeBbiX NakeToB M3 bydepa. 3HauyeHWe JAHHOTO napameTpa
60/blle UM PaBHO MaKCMMaNbHOM 3aepXKe (aonyctumble 3HadeHusa oT 0 go 500, HO He meHee
3HauYeHMA MaKcMmanbHoro bydepa axutrepa);

e ®akmop onmumuszayuu 6ygepa — nNapameTp, WMCNOAb3yemblid A1A ONTUMM3AUMK pasmepa
OXuUTTEp-bydepa. PekomeHayeTCs BbICTaBAATbL €ro 3HayeHue B 0;

e OO0uHaKo8bIl Mun HazpysKu 044 NPUéma u nepedayu — Npu yCTaHOBNEHHOM dJiare UCnoib30BaTb
O4MHAKOBbIM TUN HAarpy3KK A8 NpMema 1 nepeaaydm;

e Asmomamuyeckoe ycuseHue Ha npuéme — ecnn ¢dnar ycTaHoB/EH, TO NPUHMMAEMbIA CUTHAN
byaeT ycuneH [0 3a4aHHOrO YpoBHA (MaKCMManbHOe ycuneHue curHana +/- 154B), vHave
yCUEeHME NPOM3BOAUTLCA He ByaerT;

e YposeHb ycuneHus npuéma — onpenensier 3HaYeHWe YPOBHA, A0 KoToporo byaeTt ycuamsaTtbeA
aHaNoroBblli CUrHaN Npu Npueme (AoNycTMMbl 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e AsmomamuyecKoe ycusneHue Ha rnepedaye — ecnu dnar ycTaHOB/EH, TO NepeAaBaemblii CUTHan
byaeT ycuneH 40 3a4aHHOrO YpoBHA (MaKCMManbHoOe ycuneHue curHana +/- 154B), vHave
yCUIEeHME NPOM3BOAUTLCA He ByaeT;

e YposeHb ycuneHus nepedayu — onpeaenseT 3HaYeHMe YPOBHS, 40 KOTOporo byaeT ycuameaTtbcs
aHaNoroBbIli CUrHaN Npu nepeaaye (AoNycTMMbI 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 aB).
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2.6.3.6 TMogmeHto «lMpeduKcbl ynpasneHmna ABO»

B noameHio «lMpedukcol ynpasneHma [ABO» HacTpamsatoTca Koapbl, Habupaemble ¢ TenepoHHOro
annapara, A41A akTMBauun nnun geaxktnsaumm yenyr ABO.

ABGOHEHT MOMKeT yNnpaBnATb COCTOAHMEM YyCAyr co cBoero TenedoHHOro annapata. [oCTynHbl
cnepyowme pyHKUUK:

—  aKTuBaums ycayrm — * Koa_ycnyru #;
— npoBepKa aKTMBHOCTM ycnyru — *# kog_ycnyru #;
— OTMmeHa ycayru - # kog_ycnyru #;

Ona akmmeaumu ycnyr «besycnoBHasa nepeagpecaumsa», «[Mepeagpecaums Bbi3oBa MO 3aHATOCTUY,
«Mepeaapecaunna no HeoTBeTy», «[opAYas/Tennan nMHUA» TpebyeTcAa BBECTM HoMep TenedoHa:

* kop_ycnyrn * Homep_tenedoHa #

Mocne BBOAA KOAa aKTMBALMM MAM OTMEHbI YCAYrM abOHEHT yCAbllWKUT curHan «MoaTeepkaeHue» (3
KOPOTKMUX CUrHANa), KOTOPbIN FOBOPUT O TOM, YTO YC/IYra YCNEewWwHO akTMBMPOBaHa UM OTMEHEHa.

Mocne BBOAA KOAA MPOBEPKM YCAyrM abOHEHT MOXKeT ycablwath AMbo curHan «OTBET CTaHUMU»
(HenpepbIBHbIN curHan), AMb6o curHan «3aHATo» (KopoTKue ryaku). CurHan «OTBET CTaHUMM» FOBOPUT O TOM, YTO
YCAyra BK/lOYEHa U aKTUBMPOBaHa, CUrHaM «3aHATO» — YC/yra BbIK/IOYEHa.

Mpedukesl ynpasnedns 0BO

Yenyru OBO Kog akTUBauuu Kog geaktMBaumn Koa npoeepku cTaTyca yonyru
@

Be3ycnoBdan nepeagpecauus « 21 . #21# HA#

Mepeagpecaura No 3aHATOCTH - 29 . #20# *R20#
o E

Mepeagpecauuns No HEOTBETY - 61 . #51# “HE1#

PaspelunTb NepexsaTt Bbi30Ba Ha NopT « D8 e #0o# “#08#

ropRyaniTennan NMHKUA « 53 e #53# “#03#

O#naaHue Bbi30Ba - 43 " #43% HAH

He GecnokouTs - 26 . #26# “RI6#

« [IpUMEHHTL ® OTMeHa

YnpasneHue abOHEHTCKMUM cepsucom

e Ycnyau [IBO — cnucok ycayr ABO:

— besycnosHas nepeadpecauyus — ycayra, NpyW akTMBaUMM KOTOPOW BCE BbI30BbI,
nocTynueliMe aboHeHTy, NepeHanpaBAAloTCA Ha 3a4aHHbI HOMep;

— [epeadpecayus 8b1308a N0 3GHAMOCMU — YCNyra, NPU aKTMBaLMM KOTOPOW BCE BbI30BbI,
noctynuewmre aboHEHTY, B CAy4ae €ero 3aHATOCTM MepeHanpaBAAloTCA Ha 3agaHHbIA
HoMeEp;

— lepeadpecayus no Heomeemy — ycayra, MNPUM aKTMBaUMUM KOTOPOM BCe BbI3OBbI,
noctynuewmre aboHEHTy, NepeHanpaBAAlOTCA Ha 3afaHHbli HOMEp Mpu HeoTBeTe
aboHeHTa B TeyeHMe onpeaeNeHHOro BpeMeHu;
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— Paspewumb nepexsam 8bi308a HA NOpm — eCAW YyCayra akTuBuposaHa aboHeHTOm —
MOCTYNMBLUME HA HEro BbI30Bbl MOTYT ObITb NepexsayeHbl APYrMmMU aboHeHTamK 13 ToW
Ke rpynnbl NepexsaTa;

— Tlopsayasa/Tennaa AMHMA — NpU aKTMBAUMKM YCAYTW, MOCAe MOAHATUA TPybKM udepes
YCTQHOBNIEHHbIN WHTEPBAN BPEMEHU MPOUCXOAMT aBTOMATMYECKUit Habop 3agaHHOro
HOoMepa;

— OmudaHue 8613080 — aKTUBALMA YCAyrM No3sosaseT aboHEeHTy B COCTOAHWKM pa3rosBopa
nosy4yaTb yBegOM/IEHME O HOBOM MOCTYMMBLUEM Bbi30Be. ABOHEHT MOXKET MPUHATD,
OTKJOHUTb AN UTHOPUPOBATL OXKMUAAIOLWMIA BbI30OB;

— He 6ecnokoums — ycnyra no3sonsetr aboHEHTY BPEMEHHO OrpaHWU4MTb BCE BXOAALLME
BbI30BbI.

e KoO akmusayuu — Koa, AN aKTUBaLMN YCAYrK;
e KooO 0eakmusayuu — Kog Ans AeaKTUBALMM YCYTY;
e KooO npogepku cmamyca ycayau — KoA AN KOHTPOAA aKTUBHOCTU YCAYTU.

Koa peaktmMeaumun mn Kog NPOBEPKU CTATyCa YCNYyrn 3anoJIHAKTCA aBTOMATU4YECKN Ha OCHOBAHWMU KOAa
dKTBauuun.

[na BCTYNAEHUA B CUIY HOBOW KOHOUIypauuum M 3aHECeHMs HACTPOEK B SHEProHEe3aBMCUMYIO NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.7 MoameHo «CurHanbl BbI3OBa»

B nogmeHto «CurHabl BbI30Ba» OCYLLECTBASAEGTCA HAacTPOMKa afbTePHAaTUBHOIO CUIHaa NOCbIIKU BbI30Ba
(kapeHuMKM) B 3aBUCMMOCTM OT 3HayeHus 3aronosKa Alert-Info Bo Bxogsawem Invite. 3HayeHne KageHUUU Ans
Ka)K[0ro cMrHana Bbl30Ba 3afaéTca B BUAE NOC/NeA0BaTe/IbHOCTU Yepeayowmnxca ANUTenbHOCTEN MMNYAbca U
nays, pasfeneHHbix cumsonom "," wuam ";". 3HauyeHMe AAUTENbHOCTM MMMy/Abca/naysbl 3adaetca B
MWUANNCEKYHAAX W A0NXHO 6biTb KpaTHO 100. MuHMManbHaa AAUTENbHOCTb MMMy/Abca/nay3bl cocTaBaseT

200mc, makcmmanbHas - 8000 mc.

[ns Toro 4to6bl NPUBA3ATL ONPELENEHHYIO KAaAeHUMIO K 3HaYeHuto 3arosioBka Alert-Info Bo Bxogswem
Invite, Heobxoaumo B cooTseTcTBYlOWEM nNpodune SIP akTuBuposaTb paar «Obpabameisame 3a201080K Alert-
Info», a B HaCTpOMKax KafeHLMM YKa3aTb Ha3BaHWe CMrHana B none «HasBaHWe curHana» (Hanpumep, Example-
cadence). KageHuna bygeTt npourpaHa B IMHWUIO, e BO Bxogaulem Invite 3aronosok Alert-Info 6yget umetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnu KageHuma no 3aronosky Alert-Info He HallgeHa, 6yaeT nponsBegeHa NOMbITKA HANTU KageHLUMo no
HoMepy Bbi3blBalolwero aboHeHTa. lNpu OTCYTCTBMM NoOCnegHen BblAAETCs CTAHAAPTHbIA CUFHaN BbI30Ba C
KageHuuel "1000,4000".

Tabnuuya curHanos

HazeaHWe cUrHana KageHuus
Bellcore-dri 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-dr4 1000,1000
Bellcore-dr5 700,700,700,3000
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Ana pepaktMpoBaHMA onpeneneHHOro CUrHana HaXMUTEe Ha COOTBETCTBYIOLLYIO CCbIIKY B KOJIOHKe
«HazeaHue cuzHana».

[na pobasneHna CUrHana HaXxmmTe KHONKY «J06aBnTb» 1 BbINOAHUTE CIeAyHoLmMe HaCTPOMKN:

Pe,anTnpoaaTb curHan
Ha3ssaHwe curHana  Belicore-dri

KageHuua 1000.4000

v MpumennT R Fe)TEEE]

[ HasBaHuWe curHana — MMA CUrHana;

e KageHuusa — AINTENbHOCTb NOZA4Yn BbI3bIBHOrO HaMNpPsMKeHWsA Ha TenedoHHbIM annapaT UM Yyepes
3anATYyI0/TOUYKY C 3anATON AJ/IMTENIbHOCTb Nay3bl MeMAy CWUrHasamu Bbi3oBa, 06a 3HayeHus
OO0MKHbI 6bITb KpaTHbI 100 Mc, MMHUMabHOE 3Ha4YeHne 200mc, MakcumanbHoe — 8000 mc;

[na BCTynneHus B CUIY HOBOW KOHOUIypauuum M 3aHECEeHWUA HACTPOEeK B SHEProHe3aBMCUMYO MamMATb
HaXXMUTE KHONKY «[TpumeHUmMb». AN OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».

2.6.3.8 MeHio «UcTopUAa BbISOBOB»

B nogmeHto «McTopms BbI30OBOB» NPOU3BOAUTCA HACTPOWMKa BeAeHNA XPOHON0MN BbI30BOB.

MCTOPHH BbI3OBOB

Faamep MCTOPKMW BEIZOBOE 20

MonyyuTe dain UCTOPUN BRI30B0E * Ciayatk

OYWUCTUTE UCTOPWID BEIZ0BOE m

MocmoTpeTe "o

LD BbI30B0E

e Pasmep ucmopuu 86130808 — MAKCUMANIbHOE KOJIMYECTBO 3anuCel B KypHase, MpPUHUMaET
3HayeHnsa ot 0 go 10000 cTpok. 3HaveHuMe «0O» OTKAHOYAET BedeHWE MUCTOPUWM BbI30BOB. [lpu
OOCTUXKEHUM YCTAHOBNEHHOTO OrpaHWYEHUA B KypHa/ae Kaxaaa nocinegyowas 3anucb yaanuT
CaMyo CTapyto 3aMnCb B Havane KypHana;

e [lonyyumo ¢halin ucmopuu 86130808 — ANA coxpaHeHus dainna «voip_history» Ha nokanbHom MK
Ha*KMUTE Ha KHOMKY «CKayaTby;

e O4YuCMUMb UCMOPUIO 8bI30808 — AN OYUCTKU UCTOPUN BbI3OBOB HAXKMUTE Ha KHOMKY « OUUCTUTBLY;
[na npocMmoTpa UCTOPUM BbI3OBOB NepeiranTe no ccbiike «[locmompems “Ucmopuro 8bi130808” ».

[na BCTynneHus B CUIY HOBOWM KOHOUIYpaLUW M 3aHECEHUA HACTPOEK B SHEProHe3aBUCUMYHO MaMATb
HaXXMUTe KHOMKY «[TpuMmeHUMb». AN OTMEHbI USMEHEHUIN HAXKMUTE KHOMKY « OmMeHa».
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2.6.4 MeHio «IP-teneBugeHue»

2.6.4.1 TMopgmeHto «IPTV»

B nogmeHto «IPTV» BbINONHAOTCA HACTPOMKM Ana paboTbl cepsuca «IP-tenesmaeHme».

HacTpoiiku yudposoro TenesngeHus

BrnwYnTe IPTY

Bepcua IGMP

)

3 v

MNepuognyeckoe cGHOBNEHUE NOANNCKM
BKMIOYWTE &
Mepuon ofHoBNEHMA, C 30
BLICTREIA BRIXOM U3 TPYNNLI
BrmoynTe ¥
HacTporka VLAN gnsa IPTV
McnoneaoeaTe VLAN &
WLAN 1D o
802 1P v} v
Hactporka HTTP-npokcu

BrnioynTe &

MopT HTTP 1234

Braroyume IPTV — npu ycTaHOBAEHHOM dnare paspelleHa TpaHcaaums curHanos IP-tenesnaeHumn
¢ WAN-uHtepdeiica TAU-IM.IP (M3 ceTn npoBaiaepa) Ha yCTpoOWCTBa, NOAKAOYEHHble K LAN-
nHTepoelicy;

Bepcusa IGMP — Bepcus npotokona IGMP ana otnpasku IGMP-coobuweHnin ¢ WAN-uHTepdeiica
(coobuwieHN  aKTMBALMM WM OeaKTMBALUMM  MNOAMNWCKM HA  KaHanbl  IP-TeneBupeHus).
MoaaepkmnsatoTca sepcun 2 n 3.

lepuoduyeckoe obHoss1eHUe NodNuUCKU

BKao4umbe — Npwn BKAOYEHHOM ONLMM NPOUCXoamUT nepuoanyeckan otnpaska ¢ WAN-uHTepdeiica
COOBLEHNN CO CMUCKOM aKTMBHbIX IPTV-KaHanoB Ha BbILLECTOALLMIA CepBEpP, OCYLLECTBAAIOLLMIA
TpaHcnAuMo curHanos |P-TenesuaeHna. BrnwoueHve ¢yHKLMM Mepuoamyeckoro obHoBneHUA
NOAMUCKM HeobXOoAMMO, ec/iv BbILWECTOAWMIA cepBep OTKAoYaeT TpaHcaauuio IPTV-kaHanos
Yyepes onpeaeneHHbIN MHTePBan BpeMEHMU;

Mepuod obHosneHUs, ¢ — Nepuoa OTNPaBKU COOBLLEHUIA CO CMUCKOM akTUBHbIX IPTV-KaHanos, B
CEeKyHOax. YCTaHOBMTE BENIMUMHY Nepuoda OOHOBMEHMA B 3HAYEHWE, MeHbluee, Yem TalimayT
OTKNIOYEHUA TPAHCAALMN CUTHANA BbILLECTOALLMM CEPBEPOM.

Bbicmpeili 8bix00 U3 2pynnbi

BKAo4UMb — NPW YCTAHOBAIEHHOM ¢1are BK/OYEH PEXUM ObICTPOro Bbixoga U3 rpynnbl. JaHHas
OYHKLMA yMeHbLUAeT 334eprKKy YCTPOMCTBA Ha NEpeKoveHMEe MeXAYy MHOroagpecHbImMm
NOTOKamMM (OTKOYEHME MOTOKA MPOMUCXOAWUT Cpa3ly NOC/Ae MOAYYEHUA OT K/MEHTa coobluieHus
«Leave Group» 6e3 pononHUTENbHOrO Nepecnpoca). He pekomeHAayeTcA MCNOAL30BATb AaHHbIN
peXunm, Koraa Kk ogHomy nopty LAN noakntoueHo bonee ogHoro npuémuuka IPTV.
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Hacmpolka VLAN 0aa IPTV

e Ucnonszosame VLAN — npu ycTaHoB/eHHOM dnare ncnosib3osatb ansa ycayrn IPTV BblaeneHHbIM
VLAN (Homep VLAN moxkeT coBnagaTtb ¢ Homepom VLAN ansa ycnyrn UHTepHeT nam STB), nHaue
ana IPTV 6yaet ucnonb3oBatbcA WHTepdeic ycnyrm WMHTepHeT. 3Ta HacTpoliKa Mo3BOAsET
onpefenntb nHTepdenc ana npuéma IPTV-cUrHanoB 13 BHELWHEN CeTH;

e VLAN ID — ngeHTUdUKaumoHHbIM Homep VLAN ana npuéma curHanos IP-TenesnaeHus;

e 802.1P - npusHaKk 802.1P (apyroe HassaHue CoS — Class of Service), ycTaHaBAMBaeMblii Ha
ncxoasawme ¢ 4aHHoro uHTepdeliica IP-naketbl. NMpuHMMaeT 3HayeHns oT O (HM3WKUn NpuopuUTeT)
[0 7 (HauBbicwuii npuoputet). Ucnonbsyetcs B paboTe anroputmoB obecrneyeHus KadyecTsa
cepsuca (QoS).

Hacmpolika HTTP-npokcu

e BKawoyume — npwu ycTaHOBAEHHOM ¢nare BKAOYeHa yHKUMA HTTP-npokcn. HTTP-npokcu
ocywectsnfeT npeobpasosaHMe UDP-notoka B notok HTTP, ucnonbsywowmit npotokon TCP
(npoToKON HaaeXHOW AO0CTaBKM MAKETOB), YTO MO3BOJISET YYULIUTL KAaYeCcTBO TPAHC/AMPYEeMOro
n306pakeHMA NPU NNOXOM KaYecTBe KaHana CBA3W B IOKA/IbHOM CETH;

e [lopm HTTP — Homep nopTta HTTP-npoKcn, ¢ KoToporo 6yaeT ocyLecTBAATbLCA TPaHC/MPOBaHMe
BMOEO0-NOTOKA. Mcnonb3yiTe 3TOT NOPT A1 NOAKNOYEHUA K TPAHC/IMPYeMbIM ycTponcTBom TAU-
IM.IP notoKam IPTV.

Hanpumep, ecnn TAU-IM.IP nmeeT Ha LAN-nnHTepdeiice agpec 192.168.0.1, ans nopTta npoKcu-cepsepa
BblOpaHO 3HayeHue 2345, 1 HeoH6XxoAMMO BOCNPOU3BECTM KaHan 227.50.50.100, TpaHcaAupytowmiica Ha
UDP-nopt 1234 - pgna nporpammbl  VLC agpec NOTOKa  HYXHO 33agaTb B BuAe:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[nsa BCTYNAEHUA B CMAY HOBOM KOHOWUIypauuu M 3aHECEeHMS HacTPOeK B IHEProHe3aBMCUMMYHD NamATb

HaXXMUTe KHOMKY «I7pu1v|eHumb». ﬂ,ﬂﬂ OTMEHbI USMEHEHWNI HAXXMUTE KHOMKY «OmmeHa».

2.6.4.2 TMopgmeHto «STB»

B noameHto «STB» BbINONHAKOTCA HACTPOMKK BblaeneHHol VLAN ans paboTbl UndpoBOin TeNeBU3NOHHOM

npuctasku (Set-Top Box).

HacTtpoiika BoigeneHHoro VLAN ana TB-npuctaeku (Set Top Box)

Brntounre STB ¥
WMcnonsaoeate VLAN &
Woentugmrkarop VLAN - 0

g02.1P [

[ns npuessxu MokansHex uHmepelcoe k cepeucy STB nepeldume Ha cmpaxuly "MoxansHse usmepthbelce! - DYHKULOHANEHOE HazHaueHUe "

e Bkarwoyume STB — npw yctaHoBAeHHOM ¢nare byaeT BKAOYEH pexxnm STB ans cCOOTBETCTBYHOLLMX
nopToB B pasaene «J/loKanbHble MHTEPPENChI»;
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e Ucnonvzoeame VLAN — npu yctaHoBneHHoOM ¢nare ucnonb3oBaTb Aaa TB-npucTaBku
BblaeneHHbln VLAN (Homep VLAN morkeT coBnagatb ¢ Homepom VLAN ana ycnyru MHTepHeT uam
IPTV), nHaue — byaet ocyliectenserca pabota STB 6e3 Tera VLAN Bo BHellHel ceTy;

e UoeHmugpukamop VLAN — Homep VLAN, KoTopbIii ByaeT Mcnonb3oBaTbca A8 nepeaadun Tpadpuka
cepsuca STB ¢ uHtepoeiica WAN ycTpoiicTBa;

e 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAMBaeMblit Ha
ncxogsalime ¢ gaHHoro nHtepdeica IP-naketbl. MpuHUMaeT 3HaYeHMA oT O (HM3LWKIA NpuopuTeT)
00 7 (Hausbicwuii npuopwuteT). Ucnonbsyetca B paboTe anroputmosB obecrneyeHMs KadyecTsa
cepswuca (QoS).

[Job6asneHne noptos LAN B cepsuc STB npoussogutca B nauTke «[lopmel» n3 pexuma bbicTporo
KOHUrypupoBaHuMA ycTponcTea. CnegyeT OTMETUTb, YTO B Cy4vae BKAOYEHHOM onunn «Mcnonb3osatb VLAN» ¢
nHTepdeiica WAN TpadpuK yxoamT u NnpuHMMAETCA ¢ HacTpoeHHbIM Terom VLAN, a Ha uHTepdeice LAN (WLAN) —
TpaduK HETErMPOBAHHbINM (TEr CHUMaeTcA).

Ona BCTynneHua B CUYy HOBOW KOHPUIypauuu U 3aHECEeHUs HACTPOEK B SHEepProHe3aBMCUMYIO NamATb
HaXXMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

2.6.5 MeHi0 «JlIoKanbHble UHTEpPPEencbI»

B meHo «JloKanbHble MHTEpdENchbl» ANA Kaxaoro uHTepdelica ycraHaBanBaeTca (YHKUMOHaNbHOE
Ha3HauyeHue.

2.6.5.1 TMopgmeH «PyHKUMOHANbHOE Ha3HAYEHUEe»

B nogmeHio «®DyHKUMOHANbHOE Ha3HauyeHWe» Aana Kasxgoro nopta LAN ycraHaeBauBaetca Twn
npeaocTaBAAEeMON yCayru.

beHKLl'HOHaﬂbHOG Ha3Ha4eHue
LAM 1 WHTepHET v

LAM 2 WHTepHeT v

/ B Tekyweii Bepcuu MO gna noKanbHbIX MHTEPPENCcoB MOXKHO BbI6paTb TN cepBuca UHTepHerT,
STB unu nonb3oBatenbckue VLAN. Mpu 3Tom Ha KaxKAblii NOKanbHbIN UHTepdeiic paspelwlaeTca
TpaHcnAuMAa curHanos IP-TenesugeHusa npu BeAoueHHoM GpyHKuum IPTV.

Tun cepsuca WMHTepHeT o3HauyaeT, YTo € AaHHoro LAN-nopTa 6yaeT OCylecCTBAATbCA BbIXO4 B CETb
UHTepHeT; TuN cepsuca STB — gaHHbI LAN-NopT npeaHasHavyeH Aaa NOAKAYEHUA TeIeBU3MOHHOM NPUCTAaBKU
(Set-Top-Box). Mpu 3tom nopt WHTepHeT coeamHeH ¢ WAN-uHTeppencom OAHOMMEHHOW YCayru udepes
maplipyTtmnsaumio, a nopTt STB coeamHeH ¢ WAN-uHTepdeiricom ycnyru STB uepes mocT (TpaduKk npoxoaut
npo3spayHo ¢ WAN Ha LAN 1 06paTtHo).

WAN-uHTepoeiic ycnyrn STB HacTpamnBaeTtca B pasgene 2.6.4.2 NoameHto «STB».

[na BCTynneHua B CUAYy HOBOW KOHPUIypauuu M 3aHECEHUA HACTPOEK B SHEProHe3aBUCMMYKO NamATb
Ha*KMUTE KHOMKY «MpUMeHUTb». [N OTMEHbl USMEHEHWUI HaXKMUTE KHOMKY « OTMeHa».
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2.6.6 MeHio «Cucrema»

B meHto «Cucrtema» BbINOHAKOTCA HaCTpOVIKM CNCTEMDI, BPEMEHU, A0CTYNA K yCTpOVICTBy no pasInvyHbIm
NPOTOKO/1aM, NPON3BOAUTCA CMEHA Napoaa n obHoBNEHUE nporpammHoro obecneyeHus yCTpOl\aCTBa.

2.6.6.1 T[llogmeHio «Bpema»

B noameHto «HacTpolikn BpeMeHM» BbINOJIHAETCA HAaCTPOMKA NPOTOKOAA CUHXPOHM3aLUMn BpemeHu (NTP).

HacTpolikn BpemeHn

Yacosol noac Moscow, Russia v

ABTOMaTUYECKNIA NEPEXOA Ha NeTHee/ ¥

EHH IMMHEE Bpema
i+ Mepexos Ha NeTHee BpemMa - v - v - v
B - v - v
Mepexod Ha 3MMHEE BPpemA - v - v - v
Bl - v - v
COBUI BPEMEHW (MIH. ) 60

Brntounts NTP - ¥

Cepeep CMHXpOHM3IAUWK pool.ntp.org -

Hacmpoliku epemeHu

Yacosoli nosc — no3sonset YCTaHOBUTb 4YaCcoBOW MOAC B COOTBETCTBMU C BAMNKaNLINM ropogom B
Bawem pernoHe 13 3agaHHoOro Cnu1cka;

Asmomamuyeckuli nepexod Ha snemHee/3umHee 8pemMs — MpPU ycTaHOBAEHHOM ¢nare 6yaeT
nepexoj Ha netHee/3numHee Bpems OyAeT BbINOJHATLCA aBTOMATUYECKM B 3a4aHHbIA nepuos
BpeMEeHMU:

—  [lepexo0 Ha nemHee 8pems — AEHb, KOoraa byaeT BbINONHATLCA Nepexos Ha NeTHee Bpems;

— [epexod Ha 3umHee speMs — LeHb, KOraa byaeT BbINONHATLCA NEPEXOL, Ha 3MMHee Bpems;

— Cdsuz spemeHU (MUH.) — Nnepnoa, BpemeHW B MUHYTaX, Ha KOTOPbIA BbINOAHAETCA CABUT
BPEMEHM.

Bkatoyume NTP — ycTaHoBuTe ¢aiar, ecim HeEOBXOAMMO BKIOUUTb CUHXPOHM3ALMIO CUCTEMHOTO
BPeMeHMW YCTPOMNCTBA ¢ onpeaenieHHoro cepsepa NTP;

Cepsep cuHxpoHuzayuu — |P-agpec/gOmMeHHOe WMA cepBepa CUHXPOHM3ALUKM  BPEMEHW.
Bo3morkeH pyyHOIi BBOZ agpeca cepBepa Mau Bbibop U3 cnucka.

[na BCTynneHMs B CMAY HOBOWM KOHOUTypauum UM 3aHECEeHWUA HACTPOEK B SHEProHe3aBUCUMYID MamMATb
HaXXMUTE KHONKY «[TpumeHuUmMob». Jns OTMEHbl U3BMEHEHWNIN HaXKMUTE KHOMKY «OMmMeHa».
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2.6.6.2 TloameHio «ocryn»

B nogmeHio «locTyn» HacTpauBaeTcA AOCTyn K ycTpouctey nocpeactsom Web-untepdeiica, Telnet u
SSH, a Takke goctyn no npotokony FTP K HaKonuTento, noaknto4eHHomy K nopty USB.

MopTel gocTyna

Mopr Telnet | 23
Mo SSH |2
OocTyn K ycnyre "MHTepHeT"
Web
Brewwrr ceme ¢ HTTF & HTTFS
Moxanewss ceme @ HTTF & HTTPS
Telnet
EssWsAR CET
Nexanskan cete W
SSH
Breunsrr cam
Moxanekan cete
Hoctyn K ycnyre "volP"
Web HTTP HTTPS

HocTyn K yenyre "MHTepdeAc ynpagneHua”

Web HTTPR HTTFS
55H
OocTyn k USB
Bugwman oem
Moxanekan e L
PaRzpeluMTe DOCTYN SHOHMMHOMY NONs30saTene ¥
FRIPSWHTE 33MHCE SHOHMMEOMY TOME3I023TEN

lMopmbl docmyna

B AaHHOM pasgene BbINOMHAETCA HacTpolika TCP-nmopToB A4/14 AOCTyna K YCTPOMCTBY MO MPOTOKOAAM
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa gna goctyna K Web-uHtepdelicy yctpoiictea no npotokony HTTP, no
ymonyanumio — 80;

e [lopm HTTPS — Homep nopTa ans gocrtyna K Web-uHtepoeiicy yctpoictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NOAKAYEHME), NO YyMOYaHUIO — 443;
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e [lopm Telnet — HOMep nopTa ANsA AOCTyNa K YyCTPOMCTBY No npoTokony Telnet, no ymonyaHutio — 23;
e [lopm SSH — HoOMep nopTa Ana AOCTyNa K YCTPOMCTBY No NpoToKoay SSH, no ymonyaHuio — 22,
Mo npoTokosnam Telnet n SSH ocywecTBaseTcs AOCTYN K KOMaHZHOM CTpoke (KoHconb linux). Umsa
no/sib3oBaTena/naposb ANa NOAKAOYEHMA K KOHCoAM: admin/password.

Locmyn K ycnyze lHmepHem

Ona nonydeHuns AocTyna K YCTPOWCTBY C MHTepdencos ycnyrn UHTepHeT yCcTaHOBUTE COOTBETCTBYOLLME
paspelweHua:
Web, BHelHAA ceTb:

e HTTP — npu ycTaHOBNEHHOM diare paspeLleHo noakatoydeHne K Web-KoHPUrypaTopy ycTpoicTea
yepe3s WAN-nopT no npotokony HTTP (He6e3onacHoe nogKkatoueHue);

e HTTPS — npu ycTaHOB/NEHHOM dnare paspeweHo noaknoveHme kK Web-koHdurypatopy
ycTpoiictea yepes WAN-nopt no npotokony HTTPS (6e3onacHoe noaknto4eHue).

Web, BHyTpeHHAs ceTb:

e HTTP — npu ycTaHoBAEHHOM ¢nare paspelleHo nogkatodeHue Kk Web-koHdurypaTopy ycTpoincTea
yepes LAN-nopt no npotokony HTTP (Hebe3onacHoe nogKAo4YeHue);

e HTTPS — npu vycTraHoB/ieHHOM d@nare paspelleHo nogxaodeHne K Web-koHdurypatopy
ycTpoiictea yepes LAN-nopt no npotokony HTTPS (6e3onacHoe noakntoueHue).

Telnet:

Telnet — nNpoToKo/, NpeaHa3HaYeHHbIN ANA OpraHU3auuK ynpaB/ieHusa no cetu. Mo3BonseT yaaneHHo
NOAKNOYMUTHLCA K LLUJHO3Y C KOMMNbIOTEPa AN HACTPOMKM M ynpaBaeHus.

Onsa paspelwleHns AocTyna K ycTpoictsy no npotokony Telnet m3 BHewHeil (yepes WAN-nopT) mau
BHYTPEHHE CeTH yCTaHOBUTE COOTBETCTBYOWME daaru.

SSH:

SSH — 6e3onacHbIi NPOTOKO/ YAANEHHOTO ynpaBaeHus ycTpoiictBamu. B otanume ot Telnet, npotokon
SSH wudpyeT Becb TpaduK, BKAOYAA NepesaBaemble NAPO/IM.

Onsa paspeweHnsa aocTyna K YCTPOMCTBY no npoTokony SSH u3 BHewHen (4epes WAN-nopT) uau
BHyTpeHHe# (Yepe3 LAN-NopT) ceTn ycTaHOBUTE COOTBETCTBYOLWME daaru.

Locmyn K ycnyee VolP:

B gaHHOM pasgene ocywecTBAAETCA HACTPOMKa focTyna K uHtepdeicy ycayrn VolP (nHtepdeiic ycayrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHns — Hactpoiika cetn) uepes Web (npotokonbl HTTP uan HTTPS), a
TakKe no npotokonam Telnet n SSH. Ons paspeleHna AocTyna NO KaKOMYy-A1M60 M3 yKasaHHbIX MPOTOKO/I0B
YyCTaHOBMTE COOTBETCTBYHOLWME daaru.

Hocmyn K ycayze Mumepdpelic ynpasneHus:

Pa3gen no3BosiseT HaCTPOUTb AOCTYN ANA YNPaBAEHMA YCTPOMUCTBOM, MCNOb3YA NpoToKoabl HTTP, HTTPS,
Telnet nnn SSH. HacTpoiika uHTepdelica npomsBoguTcs Ha cTpaHuue Cuctema — VLAN ynpasneHusa. [na
paspeLueHmsa 40CTyNa No KaKoMy-1Mb0 13 yKa3aHHbIX MPOTOKO/I0B YCTaHOBUTE COOTBETCTBYIOWME daaru.

/ DOna asropusaumnm no nporokonam Telnet n SSH no ymonyaHuio ncnonb3yoTca MMA NoJsib3oBaTtens
admin n naponb password. MNocne aBTOpU3aUMM CTaHET AOCTYNHA KOHCONb OnepaLnuoHHOM
cuctembl Linux ¢ BO3MOXKHOCTbIO UCMNOJIb30BAaHMUA OCHOBHbIX KOMaHA KOMaHAHOro MHTepnpeTaTopa
shell.

Hocmyn k USB:

B naHHOM pasgene OCyLLeCTBAAETCA HACTPOMKa JOCTYNa K yCTPOMCTBY, NoAKAtoYeHHOMY K USB-nopTy, no
npotokony FTP.

84 AboHeHmcKul w3 TAU-IM.IP



S» ELTEX

Ons paspeweHua goctyna K nogkawoveHHomy USB-yctpoiictBy no npotokony FTP u3 BHewHel (Yepes
WAN-nopT) nnmn BHyTpeHHel (4epe3 LAN-nopT) ceTn ycTaHoBUTE COOTBETCTBYIOWME daaru.

[ns paspeweHna goctyna K nogkatoyeHHomy USB-ycTpoicTBy aHOHMMHOMY MOJ/1b30BATEN0 YCTaHOBUTE
¢dnar «PaspewnTb 4OCTYN aHOHUMHOMY NONb30BaTENIOY.

[Onsa paspeweHna 3anucu gaHHbix HAa USB-ycTpoicTBO aHOHMMHOMY NONb30BaTento ycTaHOBUTE dnar
«Pa3spelwmnTb 3anMcb aHOHMMHOMY MOJIb30BATENION.

[nsa BCTynneHusa B cuay HOBOW KOHOUIypaLMuM M 3aHECEHWA HACTPOEK B 3HEProHe3aBUCUMMYKD MaMATb
Ha*KMUTe KHOMKY «[TpumeHumeo». A oTMeHbI UBMEHEHUI HAaXMUTE KHONKY «OmmeHa».

2.6.6.3 TloameHio «HKypHan»

MoameHto «KypHan» npeaHasHaYeHO A/1A HACTPOMKM BbiBOAA PA3HOro pojda OTAaA0YHbIX COOOLEHUM
cMUCTEMbI B LiesiaxX 0OHapyKeHUA npuunH npobaem B paboTte ycTpoiictsa. OTN1aA04HYH0 MHGOPMALMIO BO3MOXKHO
Mosy4UTb OT CAeAYHOLWMX NPOrPaMMHbIX MOAY/1eN YCTPONCTBA:

MeHegaskep TenepoHnmn — oTBeyaeT 3a paboty dyHKumMi IP-TenedoHnn.
e CUCTEMHbIN MeHeaKep — OTBEYAET 3a HACTPOMKY YCTPOMCTBA corlacHo ¢ainy KoHburypaumm.

e MeHeaep KOHOUTypaumMmM — oTBeYaeT 3a paboTy ¢ ¢paiinom KoHdUrypauum (UTeHne M 3anuch B
KOHOUTYpaUMOHHbIN dalin M3 PasAnYHbIX UCTOUYHWKOB) U cbop MHOOPMALMM MOHUTOPUHTA
yCTpoicTBa.

KypHan TenedoHuK
BuiBog #ypHana OTKNIYEHD v
Ownbrn
Npegynpexgerus
OTnagoYyHan MHGopMaLMe
I HdopMaLnoHHBIE cooBweHus

YpoBEHE Tpaccuposkn SIP o ¥

}K}'DH&J’I CHCTEMHOIO MeHeepa
BuiBog #ypHana OTKNIYEHD v
Ownbrn
Npegynpexgerus
OTnagoYyHan MHGopMaLMe

I HdopMaLnoHHBIE cooBweHus

}K}'DH&J’I MeHexepa KOHCbHI'}‘DaLI,HH
BuiBog #ypHana OTKNIYEHD v
Ownbrn
Npegynpexgerus
OTnagoYyHan MHGopMaLMe

I HdopMaLnoHHBIE cooBweHus

HacTpolika Syslog
BrawounTe
Pemim Cepeep T
Appec Syslog-cepeepa syslog.zerver

MopT Syslog-cepespa 514
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HypHan menedoHUU

e  Bbi800 #ypHasa — HanpaBaeHMe BbIBOAA COOBLLEHMN KypHana:

—  OMKIo4YeHo — XKypPHaN OTK/OYEH;

— Syslog — cooblieHna BbIBOAATCA MO NPOTOKoAy syslog Ha yaaneHHbI cepsep nnbo B
NOKaNbHbIM palin (HaCcTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

—  KoHconb — cooblueHnsa BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOBXOAMMO MOAKAYEHUe
yepes nepexogHuk COM-noprta);

— Telnet — cooblweHunsa BbiBOAATCA B telnet-ceccuio; anAa 3toro cHayana HeobxoaMmo
€034aTb NOAKAOYEHME MO NpoTokoAy telnet.

Huxke HaCTpanBaeTCcAa T1un C006LLI,eHMl\;I, BbIBOAMMbBIX B XKYPHan Te!'IECI)OHMMZ

e OwubKu — ycTaHoBuTe dnar, ecnm HeobxoaAMMOo BbIBOAUTL coobLeHMA TUNa «OWnbKn»;

e [lpedynpexncdeHua — ycTaHoBMTe ¢nar, ecin HeobXoAMMO BbIBOAUTL coobleHuAa Tuna
«[MpedynpexcdeHusn»;

e OmnaadoyHaA UHGopmayus — ycTaHoBuTe ¢siar, ecaM HeobxoAMMO BbIBOAUTb OT/NaA04YHbIE
coobLeHus;

e  UHpopmayuoHHble coobujeHua — yctaHoBuTe ¢nar, ecan  HeobxoAUMMO  BbIBOAUTb
MHPOPMALMOHHbIE COObLLEHUS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAA coobOWEeHU cTeka SIP-meHemkepa
TenepoHuu.

HypHan cucmemHo20 MmeHedxepa

e  Bblg00 3ypHaAsna — HanpasieHWe BbIBOAA COODLLEHWNI KypHaa:

—  OMKA04YeHOo — }KypHan OTKNIOYEH;

— Syslog — coobluieHna BbIBOAATCA MO NPOTOKoAy syslog Ha yaaneHHbI cepsep nnbo B
NOKaNbHbI palin (HacTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

— KoHcoab — cOo0bLEHNA BbIBOAATCA B KOHCO/b YCTPOWCTBA (HEO6XOOAMMO MOAK/IOYEHME
yepes nepexogHuk COM-nopra);

— Telnet — coobuweHns BbiBogATcA B telnet-ceccuio; 4na 3Toro cHavana HeobxoAUMO
€o34aTb NOAKOYEHME NO NPOTOKOAY telnet.

Hwue HacTpausaeTca TMnN COOﬁUJ,EHVIﬁ, BbIBOAMMbBIX B XXYPHa/1 CUICTEMHOIo meHeaXepa:

e OwubKu —ycTaHOBUTE dar, ecnm HeobXxoaMMO BbIBOAUTL CO0OLWEeHNA TUNa « OLWNOKM»;

e [IpedynpemodeHus  — ycTaHoBuTe ¢nar, ecam HeobxogMmO BbIBOAUTL COObLLEHMA Tuna
«lMpedynpexcdeHusa»;

e OmnadoyHas uHpopmayus — YycTaHoBuTe ¢nar, ecnm HeobXoAUMMO BbIBOAWUTb OT/af04YHble
coobLeHus;

e UHGopmayuoHHble coobweHus — yctaHoBuTe ¢nar, ecan  HeobxogMMO  BbIBOAWUTb

MHPOPMaLMOHHbIE COOBLLEHNS;

MypHOA MeHeOdMepa KoHgpuU2ypayuu

e Bblgod #ypHana — HanpaBaeHMe BblBOAA COOBLLEHUI }KypHana:

—  OMK/A04YeHO — }KypHan OTKNIOYEH;
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— Syslog — coobuieHuns BbIBOAATCA NO MPOTOKOAY Ssyslog Ha yaaneHHbin cepsep nvbo B
JIOKanbHbIM $ann (HacTpoiKa NPOTOKO/A OCYLLECTBAAETCA HUXKeE);

— KoHconb — cooblLEeHUs BbIBOAATCS B KOHCO/Ib YCTPOMCTBA (HEOBXOA4MMO MOAK/OYEHME
yepes nepexogHuk COM-nopra);

— Telnet — coobuweHua BbiBoaAaTcA B telnet-ceccuio; Ana 3Toro cHayana HeobxoAMmo
co34aTb NOAKNIOYEHMeE No NpoToKoAy telnet.

HuKe HacTpamBaeTcs TUN COOBLLEHWNI, BbIBOAMMbIX B }KYPHaAN MeHeAKepa KOHOUrypaunm:

OwubKu — yctaHoBUTe PpAar, ecim HeobX0ANMO BbIBOAUTL COOOLLEHUA TUMA «OWNBOKNY»;
lpedynpexcdeHus  — ycTaHoBUTe d@nar, ecaM HeobXoAUMO BbIBOAUTL COODLWEHUA TuMa
«[pedynpexcdeHusa»;

OmaadoyHas uHgopmauus — ycTaHoBUTe ¢nar, ecin HeobxoAMMO BbIBOAUTL OT/aZ04HbIE
coobueHus;

UHpopmayuoHHble coobuweHua — ycTaHoBUTe ¢nar, ecam  HeobxoAMMO  BbIBOAUTH
MHPOPMaLMNOHHbIE COOBLLEHUA.

Hacmpolika Syslog

Ecnn xoTa 6bl OAMH U3 XKypHanoB (MeHeaxepa TenepoHUn, CUCTEMHOTO MeHeaKepa WM MeHeaXKepa
KoHdurypaummn) HactpoeH ana BbiBoga B Syslog, HeobxoamMmo BkAUUTL Syslog-areHTa, KoTopbili byaeT
nepexsaTbiBaTb OT/aA04YHble COODOLLEHMA OT COOTBETCTBYIOLWLEIO MeHeaepa M OTNpaBAATb UX nMbo Ha
yAaneHHblI cepBep, MO0 COXPaHATb B IOKa/bHbIN dainn B popmaTe Syslog.

BKkaouyume — npu yctaHoBneHHOM daiare 3anyLeH Syslog-areHT;
Pexcum — pexxnum paboTbl Syslog-areHTa:

— Cepsep — viHbOpMaLMA KYPHA/NIOB OTNPABASETCA HA yAaneHHblt Syslog-cepsep (3ToOT
PEXMM Ha3bIBAETCA «YAANEHHbIN KYPHaN»);

—  JlokanbHslli ¢palin — nHGoOpMaLUA KypPHANOB COXPaAHAETCA B IOKaNbHOM daine;

— Cepsep u ¢palin — nHGopMaLMA KYPHANOB OTNPABAAETCA HA yAaneHHbll Syslog-cepsep u
COXPaHAETCA B IOKasibHOM daline.

[anee, B 3aBMCMMOCTM OT pexxkuma Syslog-areHTa, 4OCTYNHbI HACTPOMKMU:

Adpec Syslog-cepsepa — IP-agpec unu nomeHHoe nmsa Syslog-cepsepa (HeobxoaMmo ans pexunma
«Cepsep»);

Mopm Syslog-cepsepa — nopT Ana BXxoaawmx coobuieHnin Syslog-cepeepa (no ymonyaHuio 514,
HeobxoaAnmo ans pexnma «Cepsep»);

Umsa ¢aiina — nma dalina ana xpaHeHus KypHana B popmate Syslog (HeobxoaMmo ANA pexknma
«®Danny;

Paszmep ¢palina, Kb — MakcumasnbHbIA pasmep ¢aiina KypHana (HeobxogMmo ANA pexuma
«Ddann»).
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2.6.6.4 MoameHIo «AyTeHTUPUKauna Web»

MapameTpel ayTeHTUUKaUun

Digest-ayrenmidmkauma WEE &

o TIpMMIEHHTE. %X OTmexa

Maponb agmuHucTpatopa (admin)
Mapone -

MNogreepFaeHne

ﬂaponb HeNpUBWNErMpoBaHHOMo NoNb30BaTeNnA (User)
Mapons &

MonTeepsneHne

Mapons Habnwogarena (viewer)
Mapone @

MooTeep#aeHue

B noameHwo «AyTeHTUdPuKaums WEB» ycTaHaBivMBalOTCAs nNapoaM A0CTyna  aAMUHUCTPATOpa,
HenpWBUAErMPOBaHHOIO NONb30BaTeNA U HabaoaaTens.

Digest-aymenmudgpuxkayua WEB (WEB Digest-authentication) — npu ycTaHoBaeHHOM  ¢nare
ayTeHTUOUKALMA NONb30BaATENEN OCYLLECTBAAETCA B COOTBETCTBUM C anroputmamm digest.

YcTaHOB/IEHHbIE NAPOAN MUCMOAL3YIOTCA AA AOCTYNna K ycTpoicTey yepe3s Web-uHtepdelic, a Takke no
npotokonam Telnet n SSH.

Mpu Bxoge Yepe3s Web-nHtepdeiic agmmHUCTpaTop (Naposb No ymonyaHuto: password) MmeeT nonHbli
[OCTyN K YCTPOWMCTBY: YTEHME W 3anucb NoObIX HACTPOEK, MONHbIA MOHUTOPUHI COCTOAHWS YCTPOMCTBaA.
HenpueuaernpoBaHHbIN NOAb30BaTENb (MAPOAb MO YMOAYAHUIO: USEr) UMEET BO3SMOXKHOCTb BbINOJIHUTL TO/IbKO
ceTeBble HAaCTPOMKM (KpOMe HacTpoeK MOAKAoYeHMSA K UHTepHeT), MMeeT AOCTYN K MOHUTOPUHIY COCTOAHUS
ycTporictea. HabnogaTenb (Maposib Mo yMOAYaHWIO: viewer) MMeeT BO3MOXHOCTb TOJIbKO MpOCMaTpuBaTb
KOHOUIypaumto U faHHble MOHUTOPUHIA YCTPOMCTBA 6€3 BO3MOXKHOCTM BHOCUTb KaKkne-1Mbo 3meHeHus.

V' NoruH agmuHuctpatopa: admin
JlornH HenpuBMNErMPOBAHHOIO NO/Ib30BATENA: User
NoruH Habnwgatena: viewer

e [lapone admuHucmpamopa — B COOTBETCTBYHOWME MO BBEAUTE Naposib aAMMHWUCTPATOpa U
noATBEpPAUTE ero;
e [lapone HernpususneaupoOBAHHO20 M0/b6308aMesA — B COOTBETCTBYIOLLME NOJIA BBEAUTE MAPO/b
HenpuBMIErMpPoOBaHHOTO MO/1b30BaTENA U NOATBEPAUTE €r0;
e [lapone Habawdamesns — B COOTBETCTByIOWME MOAA BBeAWTe Maposb Habnwogatens w
noATBepAuTeE ero.
[na BCTynneHus B CUY HOBOM KOHOUIYpauUW M 3aHECEeHUA HACTPOEeK B SHEProHe3aBMCUMYHO MaMATb
HaXXMUTe KHOMNKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUIN HaXKMUTE KHOMKY «OmMeHa».

V Mpun o6HoBNeHUKM Bepcum Ao 2.3.0 1 Bbiwe Bce naponu 6yayT 3awmndposaHbl. Mpu Bo3BpaTte Ha
Bepcuio 2.1.0 n HuKe Tpebyetca cOpPocUTb KOHPUrypaLMIO YCTPOMUCTBA 4,0 3aBOACKOMA.
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iﬂ HauuHas c Bepcun MO 2.3.0 goctynHa GpyHKUUA wndpoBaHuA naponei B ¢paiine KoHurypauum

- ycrpoiictea. Mpu nogroroeke ¢paina cfg.yaml gna asTomatmueckoro KoHGUrypmposaHus, ecim
TpebyeTca M3MeHUTb O4UH U3 NapoJieit Ha yCTpolicTBe, Heobxoaumo ybpatb ‘encrypted’ u
3agaTtb naponb. Hanpumep, 4T06bI U3MEHUTbL NAPOJIb ANA NONb30BaTeNs admin, HYXKHO B
3HaueHun «AdminPassword» ctrepeTb ‘encrypted’ 1 3agaTb HOBbI Napob ‘*HOBbIM Nnaponb™’.

2.6.6.5 [MMopmeHIo «YnpaBneHue KoHpUrypaumen»

B noameHio «YnpasneHue KoHOUrypaumen» BbINONHAETCA COXPaHeHWEe U OOHOBAEHWME TeKyluei
KOHUrypaumum.

®aiinel koHpUrypayum

Mony4nTe apxuB KoHpUrypaymm c * Cravate
yCcTpoiicTea

3arpyauTe apxiB KORMrypalLii Ha
yCTpoiicTe

BribepuTe dhaiin Qaiin He BriipaH

CBpoc Ha 23B04CKNE HACTROIMKK x Chpoc

[onyyeHue KoHgu2ypayuu

YTOoObl COXPaHUTb TEKYLLYIO KOHOUIypaumio YCTPOMCTBA HA JIOKA/IbHbIM KOMMbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

Ob6Hoss1eHUe KoHgu2ypayuu

e 3aepy3ume apxus KOHGU2Ypauuu HA YCTPOWCTBO — BbIOOP COXPAHEHHOTO Ha JIOKa/ibHOM
KomnbloTepe daiina KoHdurypaummn. AnAa o6HOBNEHUA KOHOUIypauuM YCTPOMCTBA HaXKMUTE
KHONKY «Bbibepume ¢halin», ykaxute dain (B dopmaTe .tar.gz) U HaxKMUTE KHOMKY «3azpy3ume».
3arpy»eHHan KoHPUrypaums NpMMeHseTcs aBToMaTUYeckn b6e3 nepesarpysku ycTpomncTea.

e (Cbpoc Ha 30800cKue Hacmpoliku — pns cbpoca YCTPOMCTBA K HACTPOMKaM MO YMOAYaHWIO
HaXXMUTe KHOMKY «COpoc».

2.6.6.6 MoameHio «O6HOBNEHME MO»

MNogmeHto «O6HoBNeHMe MO» npegHasHayeHO ANA  OOHOBAEHMSA YNPaBAAIOWEN MUKPONPOrpaMmbl
yCTpOMCTBa.

TAU-1M.IP me  admn

CeTe  IP-TenedoHuA IP-TeneeuaeHue  NokanbHbie MHTepdedchl N5

Bpemn  Joctyn Hypran AytedTudukauua WEB  Ynpasnedwe KoHDMrypaLmen OGnoenetwne MO Mepesarpyska ABTOROHEMIYPUPOSaHKE

WHTepdeic ynpasnesm1a CepmvdmkaTs: HononHUTenbHE HACTPOREM

OBHoBNEeHWe NporpaMmMHore obecneyeHna

®

AKTHEHEA BepcuA MO (Tekywan sepcua NO)

ObroaneHuR | 1) maowe docmymHed no adpecy hifpeltex-co.ru

@ann obHoenexnA Mo BriGepuTe dain ®ann ve EbiGpan

Ha espowo 1.13.x v Huwe, KoRghuzypaLL

Ha jaa

& JarpysvTs dhain
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e ArkmusHas eepcus 10 — Bepcua NnporpammHoro obecnevyeHmns, yCTaHOBEHHOrO Ha YCTPOWCTBE;

e [Iposepums 06HOBAEHUA — KHOMKA AN MNPOBEPKM aKTyaNbHOCTM BEPCUM MPOTrPaMMHOrO
obecneyeHuns. C nomoLbio 3Toi GyHKLMM Bbl MoxkeTe BbICTPO NPOBEPUTL HaZIMYME HOBOM BEPCUU
NporpaMmHoro obecrneyeHunsn u, B cnyvae HeobXoAMMOCTH, BbINOJHUTL ero 06HOBNEHME.

« Ona pabotbl pyHKUUM NpoBEPKU 06HOBAEHUA HEO6X04MMO Hannume BbiXxoga B MHTepHerT.

O6HOBUTb NporpammHoe obecneyeHne yCTPOMCTBA MOXKHO TaKXKe BPYYHYHO, NpeABapUTENbHO 3arpy3ms
¢dann MO c calTa http://eltex-co.ru/support/downloads n coxpaHuB ero Ha KomnbtoTepe. A 3TOro HaxkmuTe
KHOMKY «Bbibepute dann» B none ®alin o6HosneHua 10 v yKaxute nyTb K Gpaiiny ynpasastowen nporpammol B
¢dopmare .tar.gz.

Ona 3anycka npouecca OOHOBAEHMA HEObOXOAMMO HaxaTb KHOMKYy «3arpysutb ¢aiin». [llpouecc
O0B6HOBNIEHWNA 3aiMEeT HEeCKO/IbKO MWMHYT (0 ero Tekywem cTaTyce 6yaeT yKasaHO Ha CTpaHuue), nocie yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpysnTcs.

’ | He oTKAlO4aiiTe NUTaHMe YCTPOIACTBA M He BbINOJIHANTE ero nepesarpysKy B npouecce 06HoBAEHUA
e NO.

2.6.6.7 MNogmeHio «Mepesarpyska»

B noameHio «Mepesarpyska» BbINOAHAETCA Nepe3anycKk yCTPOMCTBa.

Mepesarpy3aka ycTpoicTea

ZMepesarpysuTs

®

[lna nepesarpyskun yCTpOMCTBaA HaXXMMTe Ha KHOMKY «[epe3arpy3utb». Mpouecc nepesarpyskun ycTponcTea
3aHMMaeT NPUMEPHO 1 MUHYTY.

2.6.6.8 [MogmeHIO «ABTOKOHUrypupoBaHue»

B nogmeHio  «ABTOKOHUrypupoBaHME»  BbINOJHAETCA  HacTpolika  anroputma  DHCP-based
autoprovisioning (aBTOKOHGUrypMpoBaHMe Ha ocHoBe npoTokona DHCP) M npoToKona aBTOMaTMYECKOro
KOHPUryprupoBaHMa aboHeHTCKNxX ycTpoicte TR-069.

ABTOKOHMIYpUpOoBaHWe Ha ocHoBe npoTokona DHCP
[pPUOPMTET N2PamMeTPoB W3 DHCP opticns T

Kondpurypauus

ABTOMATHYEE KoE OGHOBNEHWE MepuogUdEr kn .

Dain KoHGHry paumu (tftpihitp)./idownlcad. server loc/c onfig_file.cfg)
WHTepEan ofHOBNEHWA KOHEMUIY PALMK, © 300

Mporpammyoe oGecneveHne

ABTOMETHYEE KoE OBHOBNEHNE Mepuoguqetkm .

®ann NO (tftp(http):/idownload server loc firmware. file )
WMuTepean corHoenewna MO, ¢ 3800
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ApTOKOHpUrypupoBaHWe no npotokony TR-069

Oowwe

BrnicunTh kNuenTa TR-085  *
WrTepdeiic Internet v
Agpec cepeepa ACS hitp:ifupdate.local: 9595/

BKNIMMTE Nepuogudec kui onpoc ¥

[=1]

MNepwog onpoca, ©
3anpoc coefJHHEHHA ¢ ACS

Mma nonbsceamens

[
£
L]

Maponb weren
Janpoc COBOMHEHHA C ENMUEHTOM
Wm=a nonwsosatena admin
MNapone e
HacTtpouuw NAT
Pestam NAT STUN b

Aapec STUM-cepeepa stun.lccal
MNopt STUN-cepeepa 2478

MUHWMANBHEIR NEPUeT CNpoca, ¢ 30

[*r)

MWEKE MMBNEHEA NEpUOG onpota, ¢

ABTOKOHUrypuposaHue Ha ocHose npoTtokona DHCP:

lMpuopumem napamempoe U3 — AaHHbIA NapameTp onpegenseT, OTKyAa HeobxoAMMO B3ATb

Ha3BaHMA 1 pacnosioxeHne pannos KOHOUrypaLmm 1 NPOrpamMmHOro obecrneyeHus:

— Static settings — nytM K d¢alinam KoHpurypauum wu nporpaMmmHoro obecneyeHus

onpeaenstoTcs COOTBETCTBEHHO M3 MapameTpoB «@alin KoHgpuaypayuu» v «daln MO»;
nogpobHee o paboTe anropuTma cmoTpuTe B pasaene 5;

DHCP options — nytv K ¢annam KoHduUrypaumm wn nporpammHoro obecneyeHus
onpegaenstotca n3 DHCP-onuuit 43, 66 1 67 (ana sToro Heobxoanmo ana ycnyru MHTepHet
Bbl6paTb NpoTokon DHCP); noapobHee o paboTe anroputma cMoTpuTe B pasgene 5;

Asmomamuyeckoe 06HOBAeHUE — ANA 0B6HOBAEHUA KoHdurypaumm u MO OTAEAbHO MOMKHO
3aZaTb OAMH U3 HECKO/IbKUX PEXMMOB OOHOBNEHMSA:

BbiKao4YeHO — aBTOMATUYECKOe OOHOB/IeHWEe KOHQUIypaumMm UM  MNPOrpammHOro
obecneyeHnsn yCTPOMCTBA OTKIOYEHO;

Mepuoduyecku — aBTOOOHOB/MEHWE KOHPUIypauMuM WM NPOrPamMHOro obecneyeHus
yCTpoiicTBa byaeT Npon3BOAMTCA Yepes 3a4aHHbIVi MPOMEKYTOK BPEMEHW;

Mo pacnucaHuto — aBTOOBGHOBAEHME KOHOWUrypauuuM MM NporpammHOro obecrneyeHus
yCTpoiicTBa ByAeT NPoM3BOAMUTLCA B 334aHHOE BPEMS, B YKa3aHHble AHU Hegenu.
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e  @alin KoHgueypayuu — NoAHbIA NyTb K Panny KoHourypaumm — 3agaétca B dopmate URL (Ha
AaHHbI MOMEHT BO3MOXKHa 3arpyska ¢alina KoHourypaumm no npotokosnam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unun TFTP-cepBepa (aomeHHoe umsa unu IPv4),
< full path to cfg file > — nonHbI NyTb K paliny KoHUrypaunmn Ha cepBepe;

e UHmMepsan 0bHOBNEHUA KOHpU2YpayuU, € — NPOMEXKYTOK BPEMEHU B CEKyHZAX, Yepe3 KOTopblit
ocyLlecTBNAeTcA nepuoanyeckoe obHoBNeHWE KOHPUIypauum ycTpoiicTea; Bblbop 3HayeHua 0
0O3HaYaeT OAHOKpPaTHOE 0BHOBIEHNE TONBKO CPa3y NOC/E 3arpy3Kn YCTPOICTBa;

e Bpema obHosneHus ¢alina KoHguaypauuu - Bpemsa B 24-yacoBom dopmate, B KoTopoe byaer
NpoOM3BOAMTCA aBTOOBHOB/IEHNE KOHOUIypaLuu;

e JIHU 06HOBsIEHUA KOHGbu2ypayuu - AHW HeAenu, B KOTopble B 3aJaHHoe Bpemsa Oyaer
Nnpoun3BoAUTLCA aBTOOBHOBNEHNE KOHbUTYpaLUK.

e  @alin MO — nonHbI NyTb K dainy nporpammHoro obecrneyeHma — 3agaértca B ¢opmarte URL (Ha
AaHHbIA MOMEHT BO3MOKHa 3arpy3Ka ¢aiina NO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (gomeHHoe umsa uau IPv4),
< full path to firmware file > — nonHbIi NyTb K dainny MO Ha cepeepe;

e UHmepean o6HoeneHus [10, ¢ — NPOMEXKYTOK BPEMEHW B CEKyHAaAX, 4Yepes KOoTopbli
OCYLLECTBASAETCA Neproamyeckoe 06HOBEHWE NPOrpamMmMHOro obecneyeHns YCTPOKCTBA; BbIGOp
3HayeHua 0 03HaYaeT 04HOKpaTHOEe 06HOBIEHME TOIbKO CPa3y Noc/e 3arpy3ku YyCTPONCTBa;

e Bpema obHosneHua 10 - Bpema B 24-yacoBom ¢opmaTte, B KOTOopoe OyaeT npomsBoauTCA
aBTOO6HOBNEHME NPOrPaMMHOro obecneyeHus;

e [lHU o0bHoeneHus O - gHW Hepenu, B KOTopble B 3adaHHOe Bpema 6yAeT Npou3BOAUTLCA
aBTOOOHOB/IEHME NPOrPAMMHOTO obecneyeHus.

[leTanbHoe onucaHuWe anroputma aBTOMaTMYecKoro O06HOBNEHMSs Ha OcHOBe npoTokosa DHCP
npeacrasfeHo B pasgene 5.

ABTOKOHUrYypupoBaHue no npotokony TR-069:

O6wwue:

e  BKaoyumoe KaueHma TR-069 — npwu ycTtaHoBneHHOM ¢nare paspelleHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

e UHmMepgpelic — BbIGOP MHTEpdElica, Yepe3 KOTopbIN byaeT BbINOAHATLCA aBTOKOHGUIYpUpPOBaHME
yCTponcTBa ans pabotbl no npotokony TR-069. Ecnm Ha wAto3e BKAOYEH uHmMepgelic ynpassaeHus,
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To gaHHaa VLAN aBTomaTuMyecku bGyaer mMcnonb3oBaTbCA Ana paboTtbl no npoTokony TR-069.
HacTtpoiKa Bbibopa nHTepdeiica byaet 3a6/10KMPOBaHa;

Adpec cepsepa ACS — appec cepBepa aBTOKOHPUrypmpoBaHusa. Agpec HeobxoamMmo BBOAMTbL B
dbopmame http://<address>:<port> mnan https://<address>:<port> (<address> — IP-agpec nau
AomeHHoe uma ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80). Bo BTopom
cnyyae KnveHT bygeT ncnonb3osatb 6e3onacHblt npotokon HTTPS ana obmeHa nHbopmaumen ¢
cepsepom ACS. ACS-cepsep dpupmsbl Eltex no ymonyaHuio ncnonbsyet gna ceasm nopt 9595;

BKaouums nepuodudeckull onpoc — NpW YyCTaHOBAEHHOM dare BCTPOEHHbIM KameHT TR-069
OCYLLECT8NAET NepuoanYeckmii onpoc cepsepa ACS ¢ MHTepBasom, paBHbIM «lepuody onpoca», B
cekyHgaax. Llenb onpoca - 06HapyKMTb BO3MOMXKHbIE U3MEHEHWUA B KOHPUIYpaL MM YCTPOMCTBA;

Mepuod onpoca — HTepBan oTnpaBku coobuieHunin 2 PERIODIC.

3anpoc coeguHeHus c ACS:

Umsa nonvzosamens, lNaposasb —nma nonb3oBaTena U Napoab ANa JoCTyna KameHTa K ACS-cepsepy.

3anpoc coegunHeHUA C KZIMeHTom:

Umsa nonvzosamens, lNaposb — nma Nonb3osBaTena U napoab ana goctyna ACS-cepsepa K kaneHty TR-069.

Hactpoiku NAT:

Ecnun Ha nyTn mexay KnneHTom u cepsepom ACS nmeeT mecTo npeobpasoBaHue ceTeBbix aapecos (NAT —
network address translation) — cepsep ACS MOXeT He WMETb BO3MOXHOCTM YCTAHOBWUTb COEAUHEHWE C
K/JIMEHTOM, EC/IM HE UCMO/Ib30BaTb ONpee/ieHHbIE TEXHOIOTUW, MO3BONAIOLME 3TOTO M36eKaTb. ITU TEXHOOMMM
CBOOATCA K OMpefieNeHUI0 KAMEHTOM CBOEro, TaK HasblBaemoro nybauuyHoro agpeca (agpeca NAT wau no-
APYromy — BHELLHEro afpeca LWo3a, 33 KOTOPbIM YCTaHOBAEH KAMEHT). Onpenenus ceol nybanyHbIA agpec,
KAMEHT coobuiaeT ero cepsepy, W CepBep B AajbHeMWeM A/ YCTAaHOBNEHUA COEAUHEHUA C KAUEHTOM
MCNONb3YET YXKe He ero IoKaAbHblIl apec, a Ny6ANYHBbINA.

Pexcum NAT — onpepenseT, Kakum 06pasom KAWEHT LO/BKEH NOyYUTb MHPOPMaLMIO O CBOEM
ny6anyHom agpece. BO3MOXKHbI CNefyIoLMe PEXKUMDI:

— STUN — ncnonb3osaTb npotokos STUN ana onpegeneHuns nybamMyHoro agpeca;

— Manual — py4HOR pexum, Koraa nybanyHbIN agpec 3afaeTca ABHO B KOHPUrypauuu; B
3TOM peXMme Ha ycTpolicTee, BblinosiHAwWeM ¢yHKuum NAT, Heobxoaumo [06aBUTb
npasuno npobpoca TCP-nopTa, ucnonbayemoro kKaneHtom TR-069;

— Off — NAT He uncnonb3yeTca — AaHHbIA PEXUM PEKOMEHAYETCA UCMNO/Ib30BaTb TO/bKO
Korga yCcTpoMCcTBO NoAaxatoueHo K cepsepy ACS Hanpamyto, 6e3 npeobpa3oBaHUA ceTeBbIX
afapecos. B sTom cnyyae nyb6anyHbI agpec cOBNaAaeT C JIOKaNbHbIM afipeCoOM KAMEHTa.

Mpu BbibOpe pexkuma STUN HeobxoaMmo 3a4aTh c/ieaytoline HacTPOMKu:

Adpec STUN-cepsepa — IP-agpec nnn pomeHHoe umsa STUN-cepBepa;
Mopm STUN-cepsepa — UDP-nopT STUN-cepBepa (No ymonyaHuio 3HauyeHue 3478);

MuHumaneHelIl nepuod onpoca, ¢ u MakcumaneHbIl nepuod onpocd, ¢ — ONpeaensioT MHTepBan
BPEMEHM B CEKyHZAX AN OTNpPaBKM Nepuoguyeckux coobuieHuin Ha STUN-cepBep c Lenbto
06HapyKeHna nameHeHus nybanyHoro agpeca.

Mpu Bbibope pexmma Manual nybnnUHbIM aapec KAMEeHTa 3a4aeTca BPYYHyo Yyepe3 napameTtp Adpec
NAT (appec HeobxoamMmo BBOAUTL B popmaTe IPv4).
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V DOna KoppeKTHoU paboTtbl ¢ ACS-cepBepom 3a NAT mMHUManbHbIi nepuopg onpoca STUN-cepeepa
B[ONKeH bbITb MeHbLUe, YeM MaKCMMmasibHoe Bpemsa coxpaHeHua ceccum NAT-ycTpoiictBom.

Mo npotokony TR-069 BO3MOXKHO MPOM3BECTM MOJHOE KOHOUIypuUpoBaHME YCTpolicTBa, O0bHOBAEHME
nporpammHoro obecneveHus, yteHne nHdopmauum ob yctpoiictee (Bepcusa MO, moaens, CepUitHbIN Homep U
T.4), 3arpy3Ky U BbIFPY3Ky Lenoro ¢aina KoHPUrypauum, yaaneHHyo nepesarpysky ycTponcTea (noagepaHbl
cneuudukaumm TR-069, TR-098, TR-104).

[na BCTynneHWA B CUAY HOBOM KOHOUIypauMM M 3aHECEHUS HACTPOEK B 3SHEpProHe3aBMCUMMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHUI HAaXXKMUTE KHOMNKY «OmmeHa».

2.6.6.9 MNoameHio «NHTepdeiic ynpasneHua»

MeHto No3BONSET HACTPOUTb CETEBON MHTEpPdEIC ANA OpraHn3auum CETEBOro ynpaBAeHUA YCTPOMUCTBOM,
ncnosib3ya npotokonbl HTTP, HTTPS, Telnet n SSH.

WuTepdenc ynpasneHus
BEMHMUTE MHTEpgEAt yNpaENeka W
Tun gocTyna Tagged r
WLAN D 20

802.1P D r
Mporokon DHCP v

AnsTepraTuBHbii Vendor 1D (onuus 80)

Whdropmauwa aresta DHCP Relay (Onuus 82)

Meper-pbid OMES

Bropudsbid DNS

+ [pHMEHHTE X OTMeHa

e Brawyume uHmepdelic ynpasneHus — NpU YCTAaHOBAEHHOM dnare ynpasieHWe YCTPONCTBOM
Npon3BOAMTCA Yepe3 AaHHbI MHTepdenc;
e Tun docmyna — 3afaeT pexxum paboTbl MHTepdeitca:
— Tagged — paHHble nepegatoTca MHTepdelcom ¢ ucnonbloBaHmem 3agaHHoro VLAN ID;
— Untagged — paHHble nepeaatoTca MHTepdeincom bes ncnonbsosaHuns VLAN.
¢ VLAN ID — naeHTnduKaTop ANA BblaeneHma nHTepdeiica B BUPTYasibHYIO IOKANbHYIO CETb;
e 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAnMBaeMmblii Ha
ncxogalme ¢ gaHHoro nHtepdelica IP-naketbl. MpuHUMaeT 3HaYeHMA OT O (HM3WKIA npuopuTeT)
0o 7 (HamBbICWIXI NpUOPUTET);
e [lpomokos — BbIBOP NPOTOKONA HAa3HaYeHUA afpeca Ha nHTepdelic:

—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxogMmble HacTpolikn Ha WAN-
WHTepdelic HasHayaloTcAa Bpy4Hyto. Mpu Bbibope TMna «Staticy ana pepaktMposaHwmA
CTaHYT AOCTYMHbI Ceaytowme napameTpbi:

= |P-adpec — ycTaHoBKa |IP-agpeca nHtepdeinca ynpasneHus;

=  Macka nodcemu — macka noacetu nHtepdenca ynpasaeHus;

= o3 no ymonyaHuto — IP-appec cetTeBoro wWsk3a N0 YMOA4YaHUO UHTepderica
ynpasneHus;
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= [lepsuyHsili DNS, Bmopu4Hebili DNS — IP-agpeca DNS-cepBepoB, HeE06X04MMbIX
Ana paboTbl NPOTOKO/N0B aBTOKOHGUIYPUPOBAHMA LWO3a, HACTPOMKA KOTOPbIX
npou3BoamuTcA Ha cTpaHuue Cuctema — ABTOKOHGUrypupoBaHue.

—  DHCP — pexxum paboTbl, npn KoTtopom IP-aapec, macka noacetun, agpeca DNS-cepsepos 1
Apyrve napametpbl, Heobxoaumble ana pabotbl UHTepdelica (Hanpumep, cTaTUYecKue
MmapupyTbl), 6yayt nonydyeHbl oT DHCP-cepBepa aBTomaTnuyecku. Ecam oT nposainaepa He
yAaétca nonyumtb agpeca DNS-cepsepos, Bbl moxkeTe Ha3HAYMUTb UX BPYYHYKO B NOAAX
«lepsuyHsbili DNS» n «BmopuyHsili DNS». Appeca, 3agaHHble BpPy4YHylo, ByayT umeTb
npuopuTteT Hag agpecamn DNS-cepsepoB, noayyeHHbIMK No npoTtokony DHCP.

Ona npotokona DHCP nmeetcs BO3MOXKHOCTb 3a4aTb Heobxoammoe 3HaveHue onyuii 60
u82.

e  AnbmepHamusHsbili Vendor ID (onuusa 60) — npyn ycTaHoBAeHHOM dnare ycTPOMCTBO NepeaaéT B
DHCP-coobuweHusax B onuumn 60 (Vendor class ID) sHaueHne 13 nons Vendor ID (onuma 60). Mpu
nyctom nose onuus 60 B coobuieHmax npotokosa DHCP He nepepaérca.

Echm dnar AnemepHamusHeili Vendor ID (onyua 60) He yctaHoBAeH — B onuun 60
nepegaercs 3Ha4YeHue No ymo4aHuIo, KOTopoe MMeET caeaytowmii popmar:
[VENDOR:npoussoauTtens][DEVICE:Tun ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepwuitHbii Homep][WAN:MAC-aapec nHtepdeitca WAN][LAN:MAC-aapec nHtepdeiica
LAN][VERSION:Bepcus nporpammHoro obecrneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

e UHpopmayusa aeceHma DHCP Relay (onyusa 82) — npu ycTaHoBAeHHOM ¢dnare no3sosseT fobaBuTtb
8 DHCP-3anpoc:

—  WoeHmugukamop uenu azeHma (Onyus82) — nossonseT pobasuTb B DHCP-3anpoc
onumto 82, nogonuuto 1 - Agent Circuit ID;

—  UWoeHmugukamop ydaneHHo2o aeeHma (Onyus82) — nossonaet gobasutb B DHCP-3anpoc
onumto 82, nogonuuto 2 - Agent Remote ID.

Cnucok ucnonb3yembix DHCP-onuuii Ha Kaxkgom ceteBom uHTepdeiice (Internet, VolP, Management)
MOKHO 3a4,aBaTb BPYy4Hyt0. MIHbOpMaLma No HAaCTPOIKe CNMCcKa NpeacTaB/ieHa B NpuaoXKeHun B.

[na BCTYNAEHUA B CUAY HOBOW KOHOUIypaumu M 3aHECeHMA HACTPOEK B SHEProHe3aBMCUMYIO NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3MEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».

2.6.6.10 MoameHio «CepTudunKatbi»

CepTtudukatbl
Tun O6wee uma OpraHnzaums
KopHeBOW cepTUdMKaT

KNUEHTCKWA cepTUdUEAT

WEB-cepTUdHEKaT
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MogmeHto «CepTuUdMKaTbI» MNO3BONASET MNPOCMATPUBATb, CKauyMBaTb M 3arpyaTb Ha YCTPOMCTBO
cepTUdMKaTbl ANA UCNONb30BAHUA B 3aLUMLLEHHBIX COegUHEHUAX TLS.

KopHeBoi ceptuduKkar

Kop
HEBOM cepTUPMKAT UCMONb3YETCA ANA NMPOBEPKU NOANMHHOCTM CePTUPUKATOB MPU BXOAALIMX COEOUHEHUAX.

oTot CepTVIq)VII-(aT AO0/KeEH 6bITb noanncaH UeEHTPOM aBTOpU3aunn.

KopHeBoii cepTudbukar

CepTudukaT

CEpPWIAHBIA HOMEp
HepedcTBUTENEH 00

HepeAcTBuTENEH Nocne
Wmsa nonyyatens
OfLee nMA
OpraHusauma
[ononHUTENkHbBIE AOMEHHBIE agpeca
LieHTp aBTopM3aLmnK

OfLee nMA

Oprasusauna

Onepauwnm c cepTUhUKaTOM

CkavaTb CepTMdMKaT C YCTPORCTEA

CAOFFB:C4A3ICCIOCAF

16.06.2017

16.06.2018

192.168.1.1

Eltex

192.168.1.1

Eltex

r* CkadaTtb

3arpy3suTb CEpTMOMKAT Ha YCTPORACTBO BbitepuTe paitn | Pain He BeiGpaH

€ Haszan

e CepuiiHblIt HOMEpP — CEPUNHBIN HOMEp BbIBPAHHOIO cepTUdPUKaTa;
e HepeicTBuUTENEH A0 — AaTa Hayana AencTemA cepTUPUKaTa;
e HepelcTBUTENEH NOCAE — [aTa OKOHYAHWA AelcTBUA cepTudUKaTa;

e Wma nonyyatena — pgaHHble O nosyyatene ceptudukata (Obuwee wumsa, OpraHusaums,
JononHuTenbHble LOMEHHble agpeca);

e LleHTp aBTOpM3aLMM — AaHHbIE O LeHTpe aBTopum3auun (06uwee nmsa, OpraHusaums).
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KnueHTckuii ceptudukar

KNneHTCKNin cepTMduUKaT Mcnonb3yeTca Npu UCXOAALLMX COeaMHEHMAX MO NPoToKoAy SIP ¢ ncnonbsosaHnem TLS.

KnueHTcknii ceptudomkar

CepTudmnkaT

CEepWIAHBIA HoMep  AB45.TE84:9D39:51:F7
HepedcteuTenen oo 16.06.2017

HepeicterTened nocne  14.06 2027
WUmA nonyvatens

Ofwee uma 19216811
OpraHusaums  Eltex

[ononHWTeNbHble AOMEHHBIE agpeca —
LleHTp aETOopHM3aLMK (caMonognUc aHKHBIA cepTudgmnKaT)

Ofwee uma 19216811

Opranusaumna  Eltex
Onepauunm ¢ cepTUdNKaTOM
CKauaTb CEPTUDMKAT C YCTPOWCTBA * Crauatb

3arpy3uTb CEPTUPMKAT Ha YCTPOMCTBO BriGepuTe dairn ®ain He BLIOpaH
& 3arpyauTs

€ Hasan

o CepuliHbili HOMep — cepUnHbIKN HOMep BbIBPaHHOIo cepTUdPUKaTa;
e HedelicmeumeneH 0o — paTta Havana gencrens ceptudmKaTa;

. HeodelicmeumeneH nocne — AaTa OKOHYaHUA ,CI,EVICTBVIFI CepTM(I)MKaTa,'

e WmsA noaydamens — [OaHHble O nosyyatene ceptuoukata (Ob6wee wmsa, OpraHusaums,

[lononHuTenbHbIE AOMEHHbIE aapeca);

e LlleHmp aemopu3ayuu — AaHHbIe O LeHTpe aBTopusaumm (Obuwee uma, OpraHnsaums).
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WEB-ceptudukar

WEB-cepTndumKaT ncnonbsyetca npu goctyne kK Web-koHdurypatopy ycrpoiictea no npotokoay HTTPS.

WEB-cepTtudmkar

CepTuduKaT
CepuilHeld HoMmep  D3:40:BD:8F:BDE3:76:B5
HepeficTeutenes no  01.01.1970

HepedcTemTened nocne  18.01.2038
WmAa nony4atens

Ofwee uma  192.168.1.1
Opranusauna  Eltex Ent

[ononHUTENBHBIE OMEHHBIE aapeca  —
LleHTp aBTOPU3ALMM (CAMONOANNCAHHLIN CepTUMKAT)

Obwee uma  192.168.1.1

OpraHuzauMs  Eltex Ent
Onepaumlu ¢ cepTHNKATOM
CkayaTb CepTU(MKET C YCTPOKHCTBA * Ckavate

3arpy3uTe CEPTUDNKAT Ha YCTPOMCTBO BhiGepuTe ailn ®ain He eeIbpan
& 3arpy3uTs

€ Hasan

e CepuliHbili HoMep — cepuiiHbIA HOMep Bbl6paHHOro cepTUdUKaTa;

e HedelicmeumeneH 00 — pAaTa Hayana AeucTemA cepTuduKara;

o HedelicmsumeneH nocne — pata OKOHYaHUA AeNCTBUA cepTUdUKaTa;

e Uma noayyamensa —  [OaHHble O noaydyatene ceptudukata (Obwee wumsa, OpraHusaums,
JononHuTenbHble LOMEHHbIe aapeca);

e [lleHmp asmopu3ayuu — faHHble O LLeHTpe aBTopu3aumm (0O6wwee uma, OpraHusaums).
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2.6.6.11 NoameHo «JonoNAHUTENbHbIE HACTPOUKNY»

B noameHo «JonosHUTENbHbIE HACTPOMKM» MOXHO BK/tOUMTbL UPNP.

UPnP

BrnoynTs UPNP ¥

3apesepeupoeadHslie VLAN ID

HayansHeli VLAN 1D 1

KoHeuHeIR VLAN 1D 6

e Bkawyums UPnP — npu yctaHoBneHHoM ¢dnare npotokon UPnP 6yaeT aktmseH. MpoTtokon UPnP
NCNONb3YeTCs HEKOTOPLIMU NpUaoKeHnaAMK (Hanpumep, DC-kaneHTamu, Takumm Kak FlylinkDC++)
ANA aBTOMATUYECKOro co3gaHua npasun npobpoca TCP/UDP-nopToB, MCMOAb3YyEeMbIX 3TUMU
NPUIOXKEHUAMK, Ha BblllecToAleM MaplpyTusatope. PekomeHayetca BkatouuTb UPNP ana
obecneyeHnn paboTbl cepncos obmeHa daniamm B CeTu.

3ape3epsuposaHHsbie VLAN ID

3apesepBupoBaHHbie VLAN ID Heob6xoamMmbl 418 BHYTPUCUCTEMHbIX HYXK, L1033 U MOTYT ObITb U3MEHEHbI
B 3aBMCMMOCTM OT ncnosibdyemoro Ha cetn VLAN ID:

e HavanbHbit VLAN ID — HavanbHoe 3HaveHue maeHtuoukatopa VLAN B 3ape3epBMpOBaHHOM
AunanasoHe, NpMHUMaEeT 3HayeHua [1-4090];

e KoHeuHbin VLAN ID — HayanbHOe 3HauyeHue uaeHTUdukatopa VLAN B 3apesepBMpPOBaAHHOM
AuanasoHe. [aHHaA HacTpoMKa HemoCTynHa AAA pPefakTUpPOBaHMA W PacCcYMUTbIBaeTCA
aBTOMATUYECKMU.

[na BCTynAeHUA B CUNY HOBOM KOHOUIypauum U 3aHECEHUA HACTPOEK B SHEProHe3aBUCUMYI0 NamATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».
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2.7 MOHUTOPUHT cUCTEMDI

Ons nepexona B peXMm "MOHUTOPUHT CUCTEMbI" HA NaHeNM cneBa Bbibepute NyHKT « MIOHUTOPUHI Y.

A Ha HeKoTOpbIX CTpaHMLaX He peasin30BaHO aBTOMAaTUUYECKUEe O6HOB/IEHME AaHHbIX MOHUTOPUHTA

2 OBHOEWTE

ycTpoiicTBa. A nonyyeHUa Tekyuei MHGOopmMaLmnm ¢ yCTPOMUCTBA HAXKMUTE KHOMNKY

2.7.1 NopgmeHio «UHTepHeET»

B nogmeHio ((MHTepHET» OCyLWecTBnAeTCA NPOCMOTP OCHOBHbIX CETEBbIX HAaCTPOEK yCTpOﬁCTBa.

Beixoa B VIHTepHeT

MOAKMIOYEHHE K CETH MpoeogHoe

MpoTokon aocTyna DHCP

|P-agpec 192.165.8.96
TOMEHHOE UMA myhostrg54 ddns net
Ctatyc D-DNS PerucTpalma yeneluxa

= OGHOBHTB

Bbixo0 8 UHMepHem

e [loOKnwueHue K cemu — cnocob MOAKAOYEHNA K CeTU nepedaun AaHHbIX. Hactpoiika
nogKtoYeHns nponssoautca B pasgene Cetb — UHTepHeT:

— [lposodHoe — nNOAKAOYEHME K CeTM npoBalfepa OCYyLECTBASETCA MNOCPEACTBOM
coegMHeHMA MeAHbIM NN ONTUYECKMM NaTy-Kopaom ¢ noptom WAN;

— 3G/4G USB-mo0em — noaknoueHue K ceTu npoBaigepa ocyuiecteasetca yepes 3G/4G
USB-mogem, noakntoveHHbIn K nopty USB Ha 3agHel naHenu ycTpoicTaa.

e [Ipomokon docmyrna — NPOTOKOA, UCNONb3YEMBIN AN AOCTYNA K ceTU VHTepHET;
e |P-adpec — IP-agpec ycTpoiACTBA BO BHELLHEN CeTH;

e |P-adpec 8o sHympeHHeli cemu nposalioepa — IP-agpec, KOTOPbIA UCMONb3YETCA BO BHYTPEHHEN
ceTv npoBaigepa gna A0CTyNa K 10KasibHbIM CETEBbIM pecypcam npoBanaepa.

Echn  BbibpaH cnocob noaxaloveHna «ABTOMATMUECKU MepexoauTb Ha pe3epBHbIM  KaHany,
oTobparkaeTca ABa NOAKAOUYEHNA, A/1A KOTOPbIX AOMONHUTEIbHO BbIBOAATCA CAeaytollme nons:

. Hanuyue ceAa3u — noKasblBaeT AOCTYNHOCTb ping—cepBepa yepes3 AaHHOe NoAKNIYeHUe;

e AKMUBHOCMb — TMOKa3blBaeT, YTo MHTepd)EI)'IC ncnoab3yeTca anAa nepenadyn nosib3oBaTes/IbCKUX
AaHHDbIX.
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2.7.2 NoameHto «IP-tenedpoHua»

B nogmeHio «IP-tenedoHMs» OCyWECTBAAETCA MPOCMOTP COCTOsiHMA ceTeBoro uHTepdeiica VolP,
MOHUTOPUHT aBOHEHTCKMX KOMMJIEKTOB, TECTUPOBAHNE IMHUN, MOHUTOPUHT IMS.

COCTOAHWE CETEROMD UHTepdenca VolP

IP-agpec 192.168.1.20

IVIOQHWUTOPKMHI AD0OHEHTCKNX KOMNNEKTOR

(R [ ——

MoHUTOpKHT IMS

] 1
Ynpaenenue c IMS BrikniqeHo
TPEXCTOPOHHAR KoHDEepeHUMR -
ViepwaHe Biz0ea -
O aHHE BHI30BA -
MopAYaAITeNnan MMHMA -
Homep ropa<en naHue -
TaHmayT ropAdei HHUM, © -

WA yonyrk "Tlepenada eoisoea” -

[ — TNokansHeIA Perncrpaums Wcrekaer Agpec Coctordne  CocTomnwe  Y@aneHHoH
HOMED uepes CEDEEDA  TIWHWMH EbI30EE 1
1 001 CTrnoueta Hearmnena

CocToRHME  YOaneHHLM

EbI30Ea 2

aloHeHT 2

Tect
TIHHHH

Tect

CrarncTura
FX5

Mokasats

CocmosHue cemeso2o uHmepagetica VolP

e |P-adpec — IP-agpec ceTeBoro nHtepodeiica ycnyru VolP.

MoHuUmopuH2 aboOHEHMCKUX KOMI/1EKMOo8

e JIuHUA — HOMep abOHEHTCKOro KOMMN/IEKTa yCTpOﬁCTBa;

o JloKanoHslli HomMep — HOoMep Tene¢0Ha aGOHEHTa, 3aKpEI'U'IEHHbIﬁ 33 OadHHbIM aboHEHTCKMM

NnopToMm;

e Peaucmpayusa — cocToAHMe perncrpaumm tenedoHHOro Homepa rpynnbl Ha NPOKCU-CEpBEpE:

—  OmeksoveHa — GyHKLMA pernctpauumn Ha SIP-cepeepe BbIK/AOYEHA B HACTPOMKax npodpuns

SIP;

— OwubKa — npoueaypa perncTpaumm 3akoHInAach Heygaden;

—  BbinosnHeHa — npoueaypa perncrpaumm Ha SIP-cepBepe BbINOJHEHa YCNELIHO.

e Mcmekaem yepe3 — Bpema 40 NCTeYEHUA pernctTpauumn aboHeHTCKoro nopTa Ha SIP-cepBepe;

e Adpec cepsepa — aapec cepsepa, Ha KOTOPOM NocAeAHUIA Pa3 NpoLwia pernctpaunio aboHeHTcKasn

NNHUA;

. CocmoAHue AUHUU — COCToAHUE ¢M3VI‘-IECKOI7I AMHUU. JINHNA MOXKeT HaxoAWUTbCA B OOHOM W3

cnefyoLmx COCTOAHUN:

Ab6oHeHmckul wino3 TAU-1IM.IP
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— He akmusHa — TenedpoHHas Tpybka nosnoxkeHa (NM60 aBOHEHTCKMI NOPT BbIK/OYEH),
HOpManbHasA paboTa;

— AkmueHa — TenedoHHas TpybKa NOAHATA; B JIMHWUIO BblAAETCA CMUTHA/M OTBETa CTaHUMMU,
nnbo curHan KMNB, nnbo curHan owmbku, AM60 NAMHUA HaXxoAUTCA B COCTOSSHUM Pa3roBopa;

— [ocbinka 6bI308a — Ha TenepoH MNOAAETCA BbI3bIBHOW CUrHaA (Npuv MNoCTyneHuu
BXOAALLErO 3BOHKA);

— TecmuposaHue — 3anyLeH NPoLecc TECTUPOBAHUA NTUHUM.

e CocmosAHue 8bi308a 1, 2 — KaXKablit aBOHEHTCKMIA NOPT MOXKET 04HOBPEMEHHO NnoaaepskueaTb 40
ABYX CeaHCOoB CBA3W. B AaHHOM nosne oTobpaykaeTca COCTOAHME Bbi30Ba C COOTBETCTBYHOLLMM
yAaneHHbIM aboHEeHTOM. BbI30B MOXET HaxoAUTbLCA B OAHOM U3 CeayIoLLMX COCTOAHWNIA:

— Habop Homepa — ocywiecTBnseTcs Habop Homepa ¢ TesiepoHHOro annaparTa;

— 3aHAMO — BbI3OB MO KaKMM-AMBO npuyMHam OTOMACA, B JIMHUIO BbIAAETCA CUTHaN
«3aHATOY;

—  Ucxodawuli 861308 — OCYLLECTB/IAETCA BbI30B YyAa/N€HHOrO aboHeHTa, B IMHUIO BblAAETCA
curHan KMB;

— Bxodawuli 6bi308 — Ha TesiedOHHbIM MOPT MNOCTynaeT BXOAAWMA BbI3OB, B JIMHUIO
BblAAETCA BbI3bIBHOM CUTHAN;

—  Pa32080p — yCTaHOBNEHO Pa3roBOpHOE CoeaAMHEHME C yaaNeHHbIM aboHEHTOM;

—  BcmpeuyHblili Ha yOepHaHUU — yaaneHHblt aboHeHT NOCTaB/IeH Ha yaepyKaHue;

—  JIoKanbHbIl HA yOepHaHUU — NOKabHbIA aBOHEHT NOCTaBNEH YAA/IEHHbIM Ha YAEPrKaHUE;

—  OwubKa, nonoxume mpybKy — B NNHUIO BblAAETCA CUrHAN OWWMOKU. CUTHaN oOWMBKK
0ObIYHO BblAAETCA MO UCTEYEHUM TaliMmayTa BblAaun CUrHana «3aHAToO» (HacTpauBaeTca
OTAENbHO ANA KaXKA0M NNMHUM), Koraa 3abbinv NoNoKuTb TpybKy TenedpoHa.

e YO0aneHHsili aboHeHm 1, 2 — Homep TenedoHa yganeHHoro aboHeHTa KaXKaoro ceaHca CBA3u.

e Tecm aAuHUU — NO KHOMKe TecT 3amycKaeTcA MPOoLecC TecTMpoBaHMA abOHEHTCKOW AuHun. O
cTaTyce npouecca cBUAeTenbcTByeT obpaTHblid Talimep (B cTonbue «CocToAHME SIMHUKU®),
CUrHaNM3NPYOWNn 06 OoCTaBLUIEMCA BPeMeHW TecTa. Henb3s 3anycTuTb TeCT 04HOBPEMEHHO Ha
HECKONIbKUX NUHMAX. [podonxkutenbHocTb Tecta — 80 cekyHA. Ha Bpema TecTa aboHEHTCKUiA
KOMMNNEKT BNOKMPYETCA — COBEPLUATb U NPUHUMATL 3BOHKM ByAeT HEBO3MOMKHO.

JNokaneHeIli WeTekaeT A.qpec CocToAHNe YAJHEHHEII1 CocToAHNe VAJJ'IEHHHI“I TecT
LIETES Pernctpauna CocToAHIE NIHIN - ~

HoMep Yyepes cepBepa BbIzoBa 1 AGOHeHT 1 BblzoBa 2 aGoHeHT 2 AUHIN
1 20000 EcTo 00:06:12 192.168.186.250 ( TecTuposanue (75)

Q |
Mo OKOHYaHWM TecTa pe3y/ibTaT MOXKHO MOCMOTPETb, HaXKaB Ha KHOMKY ... B CTO/'I6Ll,e «TecT "MHUM»,

PeayanaT npeacraBnAaAeTca B suge Ta6l'IVILI,bI N COAEPHKUT Cieayrouine gaHHble:

e [laTa Tecta

e [locTosiHHOE CTOPOHHee HanpAxKeHWe Ha nposoge A (TIP)

e [locTosiHHOE CTOpOHHEee HanpseHue Ha nposoge B (RING)
e [lepemeHHOe CTOPOHHEee HanpsaXKeHue Ha nposoge A (TIP)
e [lepemeHHOe CTOPOHHee HanpAMeHue Ha nposoge B (RING)
e HanpsxeHne nuTaHma IMHUK

e [lonepeyHblit TOK (TOK B INHUK)

e [poaonbHbIN TOK (TOK yTeuKM)

e ConpotusneHue mexay nposogamu A (TIP) u B (RING)

e ConpotuneHue mexay nposogom A (TIP) n 3emnéit

e ConpoTtusneHune mexagy nposogom B (RING) n 3emnéi

o Emkoctb mexay nposogamu A (TIP) n B (RING)

o Emkoctb mexay nposogom A (TIP) 1 3emnéii

e Emkoctb mexay nposogom B (RING) v 3emnéii
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e TenedoHHbIN annapat — MHOPMALMA O HAMUUKM NoaKAoYeHus TA (TeneboHHOro annapara).

Mpumep pesynbtata Tecta AUHUM 1:

Peaynstar Tecta: luHua 1

Oarta TecTa 15:28:07 25.12.2019
MocToAHHOE CTOPOHHEeE HANPAFEHKE Ha nposoge A (TIP) -0 2241T3B
MocToAHHOE CTOpOHHEE HanpA¥eHKe Ha npoeoge B (RING)  -0.261757 B
MepemeHHoe CTOpPOHHEE HaNpAXEHKe Ha nposoge A (TIP) 0.027715B

MepemeHHoe cTopoHHEee HanpAxeHWe Ha npoecge B (RING)  0.019651 B

Hanmpms#eHuwe NATAHUA MHHAK -51.459770 B
MorepeyHEs ToK 0.346112 mA
MpogoneHLIA ToK 0575283 mA
ConpoTHensHKe mexgy nposogami A (TIP) u B (RING) 1106065796 KCm
ConpoTHENEHKE MEstZy nposcgom A (TIP) u aemnén 515245667 kOwm
ConpOTHENSHWE MEXay Nposadom B (RIMG) 1 semned 391.92007 4 KOm
EmrocTe mekgy nposogarm A (TIF) 1 B (RING) S0 Hp

EmrkocTs Mekay nposogom A (TIP) u semnéi 50 HE

EmrkocTs mekgy nposogom B (RING) u 3emngi 50 HE
TenedoHHE annapar He nogenkqeH

W YoanMTe | X 3akpeTb

o Cmamucmuka FXS — oTob6parkaeT KOIMYECTBO BXOLALLMX U UCXOAALLMX 3BOHKOB, NOCTYMMBLUMX Ha
NopT, a TaKXKe nocaegHuit HabpaHHbIN Homep.

Cratuctuka FXS: NMinna 1 %

MocnegHnk HabpaHHBIA HoMEp 001
HonWyecTEO EXOOALAY SE0HKOR 1

Eonu4ecTes MCXoaALLMX 3B0HK0E | 2

X 3aEpbiTh X% Chpoc CTaTMCTHEM

Mog Tabnuuein MOHUTOPUHIAE aBOHEHTCKMX KOMMJIEKTOB HaxXOAATCA KHOMKW ANA NPUHYAMTENbHOM
perucTpaunmn UamM oTMeHbI perncTpaumm BbIbpaHHbIX TUHUNA.

MoHumopuHe IMS

MoOHUTOPUHF IMS NOKasbiBaeT COCTOAHME HEKOTOPbIX YCAYr (aKTMBMPOBaHa WAM He aKTMBMpOBaHa) Ha
abOHEHTCKOM NNHUM, NPU YCAOBMU, YTO HA 3TOM ANMHMM pPa3peLleHo yaaneHHoe ynpasaeHue ¢ cepsepa IMS (IP
Multimedia Subsystem).

e YnpaseneHue c¢ IMS — noKasbiBaeT, BK/OYEHO WAM HeT yAa/seHHOoe Yynpas/JeHue ycayramu
aboHeHTCKolM nnHUKM ¢ cepsepa IMS (HacTpauBaeTtca B npodune SIP, cm. NogmeHio «Mpodunun
SIP»).

o TpEXCMOPOHHAA KOHhepeHUuUa — NOKasblBaeT, NpULIA UAM HET KOMaHAa Ha aKTUBALMIO YCAYTU
«TPEXCTOPOHHAA KOHPepeHuua» ¢ cepsepa IMS;
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J ydepmaHue 8b/30840 — NOKa3blBaET, Npuaa NI HET KOMaH4a Ha aKTUBALLUIO YCNYTU <<y,qep>+<aHV|e

BbI30Ba» C cepsepa IMS;

e OxcudaHue 8b/1308a — NOKa3bIBAET, NPULLAA UAM HET KOMaHAA Ha aKTMBaumio ycayrn «OxkuaaHue

Bbl30Ba» ¢ cepsepa IMS;

[ /-OpFIHGFI J/IUHUA — NOKa3bIBaEeT, Npullaa NWan HET KOMaHAa Ha akTUBaUUKo ycnyrm «I’opﬂqaﬂ NTNHUA»

c cepsepa IMS;

e Homep 2opayeli nuHUU — NOKa3biBaeT HoMep TenedoHa Ana ycayrn «fopavas AMHUAY B KOMaHAe
aKTMBauumM oT cepsepa IMS;

e Talimaym eopsaveli nuHUU, C — NOKasblBaeT TalimayT Habopa ana ycayrn «lfopsyaa nuMHUA» B
KOMaHAe akTuBauum ot cepsepa IMS.

e Umsa ycayau «llepedaya ebi308a» - NOKa3bIBaeT 3a4aHHOE UMSA ycayrun «lepeaaya BbI30Ba».

~ —ycayra akTMBMPOBaHa;

X _yc/yra He aKTMBMPOBaHa.

2.7.3 NMoameHio «Ethernet-nopTbi»

B noameHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocToaHMA Ethernet-nopToB ycTpoincTsa.

CocTosHue Ethernet-noptos

Mopt MogknoyeHune CkopocTe
WAN Brkn 100 MBuT/c
LAN 1 Belkn

LAN 2 Beikn

2 OGHOBHTB

MepegaHo

5.1 MBaiT (5 350 778 BaiT)

MpuHATO

180.5 MBanT (189 216 185 GanT)

CocmosHue Ethernet-nopmos

e [lopm — Ha3BaHMWe nopTa:

—  WAN — nopT BHELHeN ceTy;

— LAN 1..2 — nopT NOKaNbHOM ceTu.

o lodknroyeHue — cocToAaHMe NoAKNHOYEHUNA K AaHHOMY NOPTY:

—  BKs. — K NOPTY NOAKNIOUYEHO CETEBOE YCTPOMCTBO (/IMHK aKTUBEH);
—  BbIKa. — K NOPTY He NOAK/IIOYEHO CEeTEBOE YCTPOMCTBO (/IMHK HE aKTUBEH).

e CKOpOCMb — CKOPOCTb MOAK/OYEHNA BHELUHEro CeTeBoro ycrpoicrsa K nopty (10/100/1000

MéwuTt/c);

J PEJKUM—pe)KMM nepenadn OaHHbIX:

—  Full-duplex — nonHbIA aynnekc;
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—  Half-duplex — nonyaynnekc;
e [lepedaHo — KONNYECTBO NepenaHHbIX 6anT c NOpTa;

e [IpUHAMO — KONNYECTBO NPUHATbIX BAAT NOPTOM.

[nsa nonyyeHus Tekywwen MHpopmaLmmn o coctosiHumn Ethernet-nopToB HaxkMMTe KHOMKY « OBHOBUTL».

2.7.4 NopmeHo «DHCP»

B nogmeHto «DHCP» MOXHO MOCMOTPETb CAMCOK NOAKAOYEHHbIX K LAN-MHTepdelicy ceTeBbIX YCTPOWCTB,
KOTOpPbIM Dbl Ha3HaveHbl IP-agpeca nokanbHbiMm DHCP-cepBepom, a TakkKe Bpemsa A0 UcTedyeHua apeHapl IP-
agpeca.

Cnuncok DHCP-knueHTOB

MAC-agpec WUMA KnueHTa IP-agpec EpeMA A0 UCTe4eHWA apeHakl

Z OGHOBHTB

o

AKmusHbie DHCP-apeHObI

e MAC-adpec — MAC-aapec NogKNOYEeHHOTo YCTPOMCTBA;
e UmA KaueHma — ceTeBoe UMA NOAKNOYEHHOTO YCTPOMCTBA;
e |P-adpec — IP-afpec, HazHAYeHHbIN KNNEHTY U3 My/ia apecos;

o Bpemsa 0o ucmeyveHus apeHObl — CPOK, Yepe3 KOTOPbI UCTEKAET apeHaa Bblge/IeHHOro agpeca.
[na nonyyeHns Terkywein nupopmaumm o DHCP-kAneHTax HaxkmuTe KHOMKY «OBHOBUTBLY.
2.7.5 MNopgmeHio «ARP»

B noameHto «ARP» BbinonHseTca npocMmoTp ARP-Tabnuupbl. B ARP-Tabnuue cogeputca nHbopmaums o
cooTteeTcTBMU IP- 1 MAC- agpecoB cocegHMX CETEBbLIX YCTPOMCTB.

ARP-Tabnuya

IP-agpec MAC-agpec WA knueHTa WHTephenc
182,168,181 A8:F9:4B:80:ET:00 WAN
192.168.18.50 F0:79:59:54:02:BB WWAN

192 188.18.47 C&:80:00:57.67.74 WAN

ARP-mabnuya

e |P-adpec — IP-agpec ycTpoIiCTBa;
e  MAC-adopec — MAC-agpec yCcTponCTBa;
e VIMA KnueHMa — ceTeBOe MMA NOAKNHOUYEHHOTO YCTPOWCTBA;
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e VHmepdgelic — nHTepdelic, co CTOPOHbI KOTOPOro akTMBHO ycTponcteo: WAN, LAN, Bridge.

Onsa nonyvyeHua Tekylwen MHGopmMaLmm HaxkmuTe KHonky « OBHOBUTb».

2.7.6 MopameHI0 «YCTPOUCTBO»

B nogmeHto «YCcTponcTBo» NnpmeeaeHa obwan nHpopmayma ob ycTpoincrse.

TAU-1M.IP me  admn

MutepHer  IP-tenedionuns  Ethernet-noptes  DHCP  ARP Wy lwp:LG8 CPU  Conntrack

MapwpyTusauns  McTopus Bbi20BOE  [IMArHOCTHMEA

MHdpopmauma ob ycTponcTee

Maaenne TAU-1MLIP
- Bepcua Mo (Texkywan sepcun MNO)
HH Jasoacron MAC-agpec A F9 48048771
o CepuiAHbii Homep V134004515
CucTeMHos BpeMS 07:31:01 18.12.2019
Epema pabots 5 gn, 00-:00:25

UHpopmayusa 06 ycmpolicmee

e U30esnue — HaMMeHOBaHME MOJE/IN YCTPOWUCTBA;

e Bepcusa 10 — Bepcusa NporpaMmHOro obecneyeHms ycTponicTBa;

e 3aso0ckoli MAC-adpec — MAC-agpec WAN-uHTepdeica ycTponcTea, YyCTaHOBAEHHbIA 3aBOLOM-
U3roToBuUTENEM;

o CepuliHblli HOMep — CepPUMHbIN HOMEp YCTPOMCTBA, YCTaHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;

e CucmemHoe spems — TEKyLLMEe BPEMA U [aTa, YCTAaHOBJ/IEHHbIE B CUCTEME;

e Bpema pabomel — Bpems paboTbl C MOMEHTa NOC/AeAHEro BK/AIOYEHUS WM Mepes3arpysku
YCTpOIiCTBA.

2.7.7 MNoameHto «CPU»

B nogmeHto « CPU» 0TO6paKatoTca AaHHbIE NO UCMOb30BaHMIO NpoLLeccopa.

McnonsaoeaHne npoueccopa
IRC 0.00%
ax
i H System | 7.40%
o
Steal 0.00%
User | | 129%
SofiRGx | 0.92%
10Wait 0.00%
Idle — 8%
Mice 0.00%
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Ucnonv3osaHue npouyeccopa

IRQ — NPOLEHT NPOLLECCOPHOro BPEMEHM, NOTPAYEHHOTO Ha 06paboTKy annapaTHbIX NpPepbiBaHU;
System — NPOLEHT UCMNO/b30BaHUSA MPOLLECCOPHOro BpeMeHM NpoLLeccamm 14pa;
User — npoLeHT MCcnonb30BaHMA NPOLECCOPHOrO BPEMEHW NOb30BaTE/IbCKUMM NPOTrpamMmmamu;

SoftIRQ — npouUEHT NPOLECCOPHOTO BPEMEHM, MOTPAYEeHHOro Ha 06pPaboTKy MNPOrpPaMMHbIX
npepbiBaHUi;

IOWait — npoLEHT NPOL,ECCOPHOTO BpemeHM, MOTPAYeHHOro Ha onepaummn BBOA3;

Idle — npoLeHT He3aAeNCTBOBAHHbIX NPOLECCOPHbIX PECYPCOB;

. Nice - NPOUEHT WMCNONb30BaHMNA NMPOLLECCOPHOIo BpPeEMeHU nporpammamMmm C U3MEHEHHbIM

NPUOPUTETOM.

2.7.8 MoameHto «Conntrack»

B nogmeHio «Conntrack» 0T06pa)KaIOTCF| TEKYLWMNE aKTUBHbIE CeTEBbIE COEANHEHUNA yCTpOVICTBa.

BblBOg aKkTUBHBIX ceccuid NAT

YUCNO SKTUBHEIX COELAHHEHUIA 11

Yueno nokasaHHbIX CoeAnHeHnid 11

®

Cnucok coeguHeHWin

MpoTokon AOpec NCTOMHWKA
unknown 192165811
unknown 2222

icp 192168 27 1281594
tcp 192 168 27 128:1593
udp 127.0.0.1:40143

udp 192.168.10.20:48834
tcp 192 168 27 128:1590
tcp 192.165.27.128:1595
tcp 192.168.27.128:1502
udp 127.0.0.1:47601

tcp 192.165.27.128:1589

tcp 192.168.27.128:1501

2 OOHOBUTB:

Afpec HazsHaYeHWUs
224001
224001

192 16810 20°80
192 168.10 20°80
127.0.0.1:53
192.168.10.1:53
192 168.10 20°80
192.168.10.20:860
192.166.10.20:80
127.001:53
192.168.10.20:860

192.166.10.20:80

Taimayr

9 MuH 51 cek
9 MKH 51 cek
1 MUH 59 cek
1 MUH 39 cex
9cek

2 MnH 39 cek
9 cek

4 OH 23 4 59 MuH 59 cek
1 MuH 26 cek
9 cek

9cex

9 cek

Bbisod akmusHbix ceccuti NAT

Yucno akmusHbix coeduHeHull — o6u.|,ee YNCNIO aKTUBHbIX CETEBbIX COGAMHEHMVI,‘

Yucs10 NOKAa3aHHbIX coeduHeHUl — Y4Cno coeauHeHui, BbiBeaeHHbIX B Web-uHTepdelic. YTobbl He
CHU}XKaTb MPOM3BOANUTENIbBHOCTL pPaboTbl Web-uHTepdelica, MakCMManbHOE YMCIO MNOKA3aHHbIX
CoeaMHeHUI orpaHmnyeHo 3HayeHmem 1024. OcTanbHble COeaMHEHUS MOYKHO MOCMOTPETL Yepes
KOMaHZHYIO KOHCO/b YCTpoicTBa (KomaHaa cat /proc/net/nf conntrack).
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Cniucok coeduHeHul

e [IpOmMoOKOs — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEAUHEHME;
e Adpec ucmoyHuka — IP-agpec u Homep NopTa MHULMATOPA COEANHEHUSR;
e Adpec Ha3zHayeHusA — IP-agpec U HOMep NopTa agpecaTa CoeaMHEHNS;

e Talimaym — nepuoj BpeMeHU A0 YHUUTOXKEHUA CoeaMHEHUA.

[nA nonyyeHnn TexkylLein MHGOPMaLMU HaxKMUTE KHOMKY « OBHOBUTL Y.

2.7.9 MNMoameHio «MapwpyTusauma»

B noameHto «MapLpyTmsauma» oTobparkaeTtca Tabanua mapLipyTmM3aLmm yCTponcTBa.

Tabnuua MmaplwpyTusauna
Appecat Wnws Macka @naru MeTpuka OGpalWeHnA OBHapyXeHUA HHTepdeic
19216810 0000 255255 2550 u o o o bro
-
192 168 100 0000 255255 2550 u a a a eth1
oooo 192 168.10.1 oooo uG o o o eth1
[

e Adpecam — IP-agpec xocCTa i NOACETU HAa3HAYEHMS, [0 KOTOPbIX YCTAHOB/IEH MapLUPYT;
e Uinwo3 - IP-apgpec wnto3a, Yepes KOTOPbI OCYLLECTBAAETCA BbIXOA Ha aApecaTa;
e Macka nodcemu — macKa noacetu;

e Gngeu — onpefeneHHble XapaKTEPUCTUKWM JaHHOro mapuwpyta. CyuiecTsyloT ciegytoume
3HayeHwuA g1azo8:

— U - yKasbIBaeT, UTO MapLIpyT CO34aH U ABNAETCA NPOXOANUMbBIM;

— H - yKasbiBaeT Ha MapLpyT K onpeaeneHHOM y3y;

— G - yKa3sblBaeT, YTO MapLUPyT NposeraeT yepes BHeWHUI wnto3. CeTeBon MHTEpdeNnc
CMUCTeMbl NpeaocTaBAAeT MapLpyTbl B CeTU C NpAMbIM MNoAKAYeHuem. Bce npouwne
MapLpyTbl NPOXOAAT Yepe3 BHelwHue wto3bl. rarom G 0TMeYaloTca BCE MapLUpyThbl,
KpOMe MapLLpPYTOB B CETU C NPAMbIM NOAKNOYEHUEM;

— R - yKasblBaeT, YTo MapLIpyT, cKopee Bcero, 6bia co3g4aH AMHAMUYECKMM MPOTOKOJIOM
MapLIpyTU3aummn, paboTaloWwmm Ha OKaNbHOM cuUcTeme, NOCPEACTBOM NapameTpa
reinstate;

— D - ykasblBaeT, YTo MapwpyT 6bl1 gobaBneH B pesysbTaTe MNOJyYyeHMsA coobuieHus
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT o maplLupyTe u3
coobuweHuns ICMP Redirect, mapwpyT BKAtoyaeTca B Tabavuy maplipyTusaumm, 4tobbl
WCKNIOUYNTb NepeHanpas/ieHne Ana nocaeayowmx nakeTos, NpeaHasHaYeHHbIX TOMY e
aapecaty. TakMe mapLpyTbl oTMe4veHbl dnarom D;

— M - yKasbIBaeT, YTO MapLIPYT NOABEPrcA U3MEHEHUIO - BEPOATHO, B pe3ysbTate paboTbl
ANHAMMWYECKOro MPOTOKO/IA MapLUpyTM3aLUM HA JIOKANIbHOM cUCTEME W MPUMEHEHMUA
napameTpa mod;

— A -yka3biBaeT Ha 6ydepr30BaHHbIA MapLUPYT, KOTOPOMY COOTBETCTBYET 3anuch B Tabaunue
ARP.

— € - yKa3bIBaeT, YTO MCTOHHUKOM MapLLpyTa ABaseTca bydep mapwpyTmsaumm aapa;
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L - yKa3bIBaeT, YTO NMYHKTOM Ha3Ha4YeHUA maplipyTa ABAAETCA OAMH U3 afpecoB AaHHOro
KoMnbloTepa. TaKuMe «JIOKajibHble MapLUpyTbl» CYLLECTBYIOT TONAbKO B bydepe
MapLpyTusaumu;

B - yKa3bIBAET, YTO KOHEYHbIM MYHKTOM MapLUpyTa ABAAETCA LUMPOKOBELLATENbHbIN aapec.
TakvMe  «lIMPOKOBELLATeNbHble  MapLIPYTbi»  CYLlECTBYIOT TO/NbKO B  6ydepe
MapLpyTusaumm;

| - yka3biBaeT, YTO MapLIpPyT CBA3aH C KoabLesbim (loopback) nHTepdelicom c Lenbio MHoM,
Hexenn obpallleHne K KONbLLEBON ceTU. Takme «BHYTPEHHWE MapLLpyTbl» CYLLEeCTBYOT
TONbKO B Bydepe maplupyTUsaumu;

! - yKasblBaeT, UTo AenTarpamMmbl, Hanpasasembie No 3TomMy agpecy, byayT oTeBepraTbca
CUCTEMOW;

Mempuka — onpegenser «CTOMMOCTb» MapupyTa. MeTpuka MCnosib3yerca Ana COPTUPOBKM

Ay6AnpYIOLWLNX MapLLPYTOB, €CAM TaKOBble MPUCYTCTBYIOT B Tabaunue;

ObpauweHusA — 3adUKCMPOBAHHOE YMCI0 0bpaLLEHMIA K MAPLLPYTY C LEe/blo CO34aHMA CoeaNHEHMUA

(He ucnonbayetca B cucTeme);

Ana nonyyeHna

O6HapyxeHUa —YNCNo OOHaPYKEHUIM MapLLPYTA, BbIMOJIHEHHbIX MPOTOKOOM IP;

UHmepdgelic — nma ceTeBoro nHTepdelica, Yepes KOTOPbIN NpoaeraeT AaHHbIA MapLIpyT.

Tekylen MHpopmaLmm HaxMUTe KHonky « OBHOBUTb Y.

2.7.10 NMNoameHio «UcTopuA BbIZOBOB»

B nogmeHio «McTOpUA BbI3OBOBY» MOMKHO MPOCMOTPETb CMMCOK COBEPLUEHHbIX TesieOHHbIX BbI30BOB, a
TaKXKe CBOAHYI0 MHPOPMaLMIO NO KaXKAOMY BbI30BY.

B onepatunsHoi
KOo/MyecTBe 3anucem
006aBNATCA HOBbIE.

NamATN YCTPOMCTBA MOXKHO coxpaHuTb Ao 10 000 3anucelt o0 coBepLleHHbIX Bbi30Bax. Mpu
6onee 10 000 camble cTapble (BBepxy Tabauupbl) yaanaoTcd, U B KoHel, daiina

3anuncb CTaTUCTUKU B KypHa/ie BbI30BOB He BeAeTCA NpU HYJ1eBOM pasmepe UCTOpUM.

duUnbTp (NokasaTts)

TNokaneHeIn
HoMep

004

004

20

T 3anucel Ha CTPEHHLE

CTpaHuua 1 13 1

YOoaneHHeln
HoMep

IP-agpec
BCTPEYHOR
CTOPOHEI

Bpems
nocTynneHus
BEI30Ba

Bpema
Hayana
pasrosopa

AnuteneHocTe
pasroeopa

Tun
BbI30BA

CocTosHne
BLIZOEA

Mepeaano
nakeToB

Mepenado MpuHAaTo MpuHsTe
Ganr naketoe  Ganr

- 05:5545 - - local BXOAALMA O

local BXOAALMIA O

OnwucaHue none Ta6!'IML]|bI «NCTOPUA BbISOBOB»:

JluHuAa —

# - NOpAAKOBbIM HOMEp 3anucK B Tabamue;

Homep abOHEHTCKOro NopTa yCTPOWCTBa;
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e JlokanbHbIli HOMep — Homep aboHeHTa, 3aKpenieHHbI 338 AaHHbIM ADOHEHTCKUM MOPTOM;

e YOaneHHbIl Homep — HOMep yAaNeHHOro aboHeHTa, C KOTOpbIM 6blf1I0 YCTaHOBAEHO TenepoHHoe
CoefMHEHWE;

e IP-adpec scmpeyHoli cmopoHsl — IP-agpec yaaneHHoro aboHeHTa, C KOTOPbIM 6b1/10 YCTaHOBAEHO
TenedoHHoe coeauHEHMUE;

e Bpems nocmynneHus 6613084 — BPEMA U AaTa NOCTyNNeHMA/coBepLIeHNA BbI30Ba;
e Bpems Havana pas2o80pa — Bpema 1 Aata Hadasa pasrosopa;
e [lnumesnbHOCMb pa32080pa — ANUTENILHOCTb Pa3roBopa B CEKYHAAX;

J CocmosHue 8613080 — MPOMEKYTOYHOE COCTOAHME nnbo NPUYNHa 3aBepLleHNnA Bbl3OBa, ONMcCaHUe
CTaHOBUTCA AOCTYNHbIM NpU HaBeaeHNUU KypCopa Ha 3aNnCb COCTOAHNA BbI30OBAa,

e Tun 8613080 — TN BbI30BA: UCXOAALLUNA MW BXOSALLMNA;

e [lepedaHo nakemos — KoNM4ecTBo nepenaHHbix RTP-nakeToB 3a Bpems pasroBopa;
e [lepedaHo 6aiim — Koan4ecTBo nepefaHHbIX 6alT 3a Bpema pasroBopa;

e [IpuHAMoO nakemos — Konn4ecTso NPUHATbIX RTP-nakeTos 3a BpemA pa3rosopa;

e [IpuHamo 6alim — KoNNMYecTBO NPUHATLIX AT 3a Bpema pasroeopa.

B TabnuLe MCTOpMM 3BOHKOB MOXKHO NpoussBecTn oTbop 3anuceit No pasinyHbIM napameTtpam. Aas sToro
HaXXMuUTe cCbiIKy «OunbTp (NoKasatb)». PuabTpaumna MOXKeT NPOM3BOANUTLCA NO HOMEPY abOHEHTCKOW NNHUM,
JIOKaZlbHOMY WAWU ypaneHHomy Homepy, IP-agpecy BCTPEYHOIN CTOPOHbI, BPEMEHM MOCTYMNNEHUA BbI30Ba,
BPEMEeHM Hayaa pa3roBopa, COCTOAHUIO BbI30Ba U TUMY 3BOHKa. OnNucaHMe napameTpoB pUAbTPaLMM YKa3aHo B
OonMcaHumM nosnem TabaunLbl UCTOPUK BbI3OBOB BbILLE.

Bpema nocmynaeHus evi3oea om/0o0 wnu Bpems Hauyana paszoeopad om/00 — BPEMEHHbIE PaMKM
nocTynaeHus/coBepLIeHNn BbI30Ba MM Havana pasrosopa B GopmaTe «44:MM:CC A4.MM.ITIT»,

[NA CKpbITUA HACTPOMKM NapamMeTpoB GpuUAbTPaUMM 3anuceit B TabauLe HaXMUTE Ha CCbiNky Puabmp
«CKPbIMb».

[Ona HacTpoMKM NapamMeTpoB MCTOPUM 3BOHKOB HaXKMWUTE HaA CCbiKY «HacTpouTb napameTpbl UCTOPUM
BbI30BOB». [MoApPo6HOE oNMcaHMe HAaCTPOMKM NapaMeTpoB NpPUBeAEHO B pasaene 2.6.4.2 ModmeHro «STB».

H o o
an Ha*aTnn Ha KHOMKY nponsonaeT nepexon K Ta6I'IVILI,e, Ha4YnHaA C Nepson 3anuncu.

MpyY HaKaTUK Ha KHOMKY NpoM3oMaeT nepexoq K NnpeablayLel cTpaHuue ¢ Tabavuen nctopum
BbI30BOB.

> . y o
an Ha*XaTnn Ha KHOMKY nponsonaer nepexon K cnegyrowen CtpaHuue C Ta6n|/|u,em ncropun
BbI3OBOB.

» o o
an Ha*aTnn Ha KHOMKY nponsonaeT nepexon K Ta6I'WILI,e, 3aKaH4yunBaA nocnegHen 3anuncblo.

CeneKkTop «3anuceit Ha CTpaHULLE» MO3BOJIAET HaCTPOUTb KOIMHYECTBO BbIBOAMMbIX 3anuceint Tabanubl Ha
OZHOW CTpaHuLe.
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2.7.11 NMoameHIo «[AnarHoCTUKa»

B nogmeH0 MOXKHO BbINOAHUTL NpoBepPKY AOCTYNMHOCTU y3/1a B CETU U oNpeaennTb MapLllpyT cheaosaHUA
AaHHbIX.

[OuarHocTuka
Hazeanue canta | google.com
Hazeakue canta goeogle.com

% fraceroute

CeTeBble yTUAUTI:
e Ping —yTnanTa ANs NPOBEPKU COeAMHEHMI B ceTAX Ha ocHose TCP/IP;
e  Traceroute — yTUNUTa gNs onpeaeneHns MapLIpyToB cAeoBaHMA AaHHbIX B ceTax TCP/IP.

2.8 Mpumep HacTPOUKM

e [opaknmounte MK K ogHomy w3 LAN-mopToB YyCTpoOiicTBa, MNpPOBOA OT CEeTU nposaikaepa
nogkntouute K nopty WAN;

e B appecHoit cTpoke bpay3sepa BeeguTe IP-agpec wntosa (no ymonyaHuio 192.168.1.1);

e [lpy ycnewHoOMm MOAKAOMEHUN K YCTPOWMCTBY MOABMTCA OKHO C 3anpocOM JIOTMHA M Mapons.
3anosHMUTE NOAA U HAaXKMMUTE KHOMKY «BonTn» (Mo ymonuyaHuto nornH:admin, naponb:password).

TAU-1M.IP u -

JoruH

Maponb

Ecan 3TO OKHO He nosBWAOCH, ybeamuTecb, YTO B HACTPOMKax CETEBOro noAkatoyveHwe Ha Bawem MK
YyCTaHOBNEHO aBTOMaTU4eckoe nonydeHue IP-agpeca.

e B nautke «MHTepHeT» HacTpamBaeTca BHelHee coeamHeHune. Ecan TAU-1IM.IP 6ynet ncnonb3oBaTbeA B
KayecTBe MaplupyTu3atopa — B nauTKe «MHTepHeT» Bbibepute 3HadeHue nona «Pexum paboTbi» -
MapLupyTnsatop. B none «MpoTtokon» BbibepuTe NPOTOKOA, UCMOIb3YyEMbIli BalLMM NOCTaBLLMKOM YCAyr
NHTepHeT, M BBeaMTe HeobXoAMMble pAaHHble COMACHO WHCTPYKUMAM nposanaepa. Ecam pgna
NOAKNIOYEHMA K CeTU MnpoBangepa MCMNONb3YIOTCA CTaTUYECKME HACTPOMKM, TO B nose «[lpoToKon»
HY)XHO BbIOpaTb 3HauyeHue «Static», 3anonHUMTb nona «BHewHwuin IP-agpec ycTpoicTBa», «Macka
noacetm», «lLno3 no ymonyaHuto», «fMepeuyHblit DNS» 1 «BTopu4Hbih DNS» - 3HaYeHWA napameTpoB

o v
npegocrasaAaArTCA NpoBanaepom. AOna COXpaHeHNA N NPUMEHEHNA HACTPOEK HAXKMUTE KHOMKY .

WHTepHer noapoéHee

Pexum paboTel | MapwpyTusator ¥
MpoTokon | PPPOE v
WmMa nons3osaTens | login
Mapons | seees
Service-Mame | internet

BTopoi goctyn | DHCP v

3 -
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[na yKasaHWA [OMNONHUTENbHbIX MAPAMETPOB MepenauTe B PEXMM PACLUMPEHHbIX HACTPOEK, HaXKas

CCbINKY «noApobHee» (cmoTpuTe pasaen 2.6.2.1 NMoameHto «UHTepHET»).

e Ecnn B cetn Bawero UHTepHeT-npoBangepa ucnonb3yerca npuBaska K MAC-agpecy, HaXXmMUTe KHOMKY
«noapobHee» B nAnTKe «UHTepHET» M OTKpohTe noameHto «Hactpoiika MAC-agpecos». B pasgene
«HacTtpoitka MAC-agpeca WAN» yctaHoBuTe dnar «lNepeonpeaenmts MAC» n Beeaute B nose «MAC» MAC-
afpec yCTpoiCTBa, KOTOPbIV paHee 6bli NOAKAOYEH K ceTu UHTepHeT. Ecaun 6bin noakatodeH MK, ¢ koToporo
NpPoOu3BOAMTCA B [aHHbIA MOMEHT HAaCTPOMKa YCTPOWCTBA, TO AOCTAaTOMHO HaxaTb Ha KHOMKY
«KnoHuposamse», 4yTobbl HasHauutb w3y MAC-agpec Bawero MNK. [na coxpaHeHWs M NpUMEHeHUs
HaCTPOEeK HaXkKMUTe KHOMKY «[TpuMeHUTbY.

HacTpoiika MAC-agpeca WAN

MepeonpegenuTs MAC ¥

opMEAT X000

)

Ecnn TAU-1M.IP 6yneT ncnosib3oBaTbCA B KayecTBe 3-NOPTOBOr0 KOMMYTATopa, TO B NAUTKE «HTepHeT»
BblbepuTe 3HaueHWe nona «Pexumm paboTbl» - mMoCT. B none «IP-agpec» yKaxute agpec, Kotopbli byaer
Ha3HayeH YCTPOWCTBY ANA AOCTyna K Hemy. BBeaute macky noacety (no ymondyanuto 255.255.255.0). Ona

COXpaHeHnAa N npumeHeHnA HaCTpoeK Ha*XMuUte KHOMKY o .

WHTepHeT nonpoGHee
Peskim padoTsl | MocT v
MpoTokon | Static v

IP-agpec | 192.168.1.1
Macka nogcetn | 255 255 2550
LLnto3 no ymonyanuie | 192.168.10.1
MepBuyHEld DNS | 192.168.10.1

BTopuuHBIR DNS

3 -

B perknme mocma wnto3 He byaeTt aBTomaTUYecKu BblgasaTth IP-agpeca no npotokony DHCP ycTpolictBam,
NOAKNOYEHHbIM K MHTepdeicy LAN.

o B nautke «IP-TtenedoHns» BbiNOAHAETCA ObICTPAA HACTPOWMKA abOHEHTCKOW IMHMK gaa paboTbl MO NPOTOKOAY

SIP. Ona atoro Bbibepute BKNAAKY «JIuHMA 1». OTmMeTbTe NYHKT «BKAOuUUTb», BBEAMTe HOMep TenedoHa,

KOTOpPbIA OYyAEeT Ha AAHHOW JIMHWKM, IOTUH M NApoab ANA aBTopu3aumm Ha SIP-cepBepe. [nA coxpaHeHUs K

v
NPUMEHEHUNA HAaCTPOEK HAXKMUTE KHOMKY .

IP-renecoHun noapoGHee
HnAa 1 SIP

BrnioyuTs &

Homep 333
AyTeHThMKaUMA

MimA nons3oBaTens | 20007

Mapone | ===
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e Bbibepute BKNagKy «SIP» B nauTtke «IP-TtenedoHma» ana HacTpoliku napametpos SIP. Ykaxute IP-aapec
unn gomeHHoe umsa SIP-cepepa u cepsepa peructpaumm (Npy HeobXoAMMOCTU) B COOTBETCTBYHOLLMX
nonsax. Ecnm Ha cepsBepax UCNONb3YHOTCA HOMepa NOPTOB, OTANYHbIe OoT 5060, TO Yepe3 ABoeToUME YKaXKuTe
a/ibTepHaTMBHble NopTbl. YKaxuTe SIP gomeH npu HeobxoaumocTu. YcTaHoBuTe dnar «Peructpaumsa», ecnm
ana pabotbl TenedoHMM Heobxogmma peructpauua aboHeHTa Ha SIP-cepsepe (06blMHO, pervcTpauma

Heobxoanma). 1na coxpaHeHUa U NPUMEHEHMA HACTPOEK HAXKMUTE KHOMKY .

|P-renecoHusn noapoGHee
NHna 1 | SIP

SIP-npokck cepeep
Pernctpauma
CepBep perncTpaumun

SIP gomeH

3 -

[na yKasaHWA [AONOJHUTENbHLIX NAPAaMeTPoB MepenanTe B PEXMM PACLUMPEHHbIX HACTPOEK, HarKas
CCbINKY «noapobHee» (cMoTpuTe pasaen 2.6.3 MeHto «IP-TenedoHua»).

e Ecnam npegnonaraetca Mcnonb3oBaHue IP-tenesmnpeHna — B namtke «IP-tenesugeHne» oTMeTbTe MYHKT
«Brnatountb IPTV». [na BKAOYMEHUA BO3MOXKHOCTM nepegavm IPTV-notokos no HTTP oTmeTbTe NyHKT
«BKrAoumTtb HTTP-npokcn». B none «MopT HTTP» ykaxuTe nopT, KOTOpbid 6yaeT ucnoab3oBaTbca A
NOAKNIOYEHUA BHELWHWUX YCTPOWUCTB K JIoKanbHOMy HTTP-npokcu. [Ona COXpaHEHWA U MNPUMEHEHMUA

v
HACTPOEK HAXKMUTE KHOMKY .

IP-TeneenaeHue noapoGHee

BrnouuTs IPTV ¥

BrnroyuTs HTTP- ¥
NPOKEM

MopT HTTP | 1234

= -

Ecan gna yeayrn IPTV ucnonb3yetca otaenbHbii VLAN, nepenante B peXMM PacLIMPEHHbIX HACTPOEK,
HarKaB CCbI/IKY «noapobHeey, n ykaxuTe ID VLAN B cooTBeTcTBYIOLLEM NONe (cmoTpute pasaen 2.6.4 MeHio «IP-
TenesnaeHme»).
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3 UMCNOJZIb3OBAHUE AOMNO/IHUTENDBbHbIX YCNYT

3.1 NMepepaya BbI3OBaA

Ycnyra «lMepepaya BbI30Ba» MOMKET BbINOMHATLCA JIOKANbHO CpeacTBamu LWo3a Mbo cpeacTBamm
B3aMMOZeNCTByloWeEero ycTpoictea. Ecam  ycayra  ocyliectsaseTcd  cpeacTBamMy  B3aMMOALENCTBYIOLLETO
YCTpOMCTBA, TO AOCTYN K ycayre «Mepefaya Bbi30Ba» YCTaHABAMBAETCA Yepe3 MEHI0 HAaCTPoeK aboHEHTCKOro
nopta «IP-menegorusa» -> «Hacmpolika auHuli» nytem Bblbopa 3HauyeHua «Transmit flash» B none «Pexcum
ucnone3osaHusa flash». B 3ToM cnydae J/IOTMKY BbIMOJHEHUA YCAYrM onpeaenseT B3aumoaencTeylollee
YCTPOICTBO.

Mpy BbiNoMHEHUWN ycayrn  «flepedavya ebi308a» NOKaJbHO CpPeacTBaMM  LWKO3a AOCTYN K Hew
YyCTaHaB/NMBAETCA Yepe3 MeHI0 HacTpoek aboHeHTCKoro noprta «/P-menegoHusa» -> «Hacmpolika AuHUlG» nytem
Bblbopa 3HaueHua «Attended calltransfer» nubo «Unattended calltransfer» B none «Pexcum UCN0O/b308aHUSA
flash».

Ycnyra «Attended calltransfer» nosonser BpemMeHHO pPas3opBaTb COEAMHEHME C aboHEeHTOM,
Haxo4AWMMCa Ha cBA3WU (aboHeHT A), yCTaHOBUTb coeaMHEHWME C ApPYyrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NpexHemy coegmHeHuto 6e3 Habopa Homepa NMbo nepenaTh BbI30B C OTKAOYeHMeM aboHeHTa B.

Ucnonb3oBaHue ycnyrun «Attended calltransfer»:

Haxopgscb B COCTOAHUKM pa3roBopa ¢ aboOHEHTOM A, YCTaHOBUTb €ro Ha yAepKaHue ¢ NOMOLLbI0 KOPOTKOro
oT60s5 flash (R), AoXaaTbca cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. Nocne oTeeTa aboHeHTa C
BO3MOMHO BbIMOJIHEHUE C/leAyOLWMNX onepauuii:

e RO — oTknoyeHMe aboHeHTa, HaxoAAWErocs Ha yAep:KaHWW, COoeAMHEeHMe C aboHeHToMm,
HaXoAMBLUMMCA Ha CBA3MU;

e R 1-oTKAo4YeHne aboHeHTa, HaXOAALLEroca Ha CBA3W, coeamHeHne C abOHEHTOM, Hax0AMBLIMMCA
Ha yaepsKaHuu;

e R 2-nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3 -KoHpepeHUUs;
e R4 -nepenaya Bbi30Ba, yCTaHaB/MBAETCA Pa3roBOPHOE coeanHeHMe meKay aboHeHTamn A u C;

e R oT6oli — Nnepeaaya BbI30BA, YCTaHAB/IMBAETCA PAa3roBOPHOE coeAMHEHME mexay aboHeHTamu A
ncC.

Huke Ha pucyHKe npeacTaBaeH anroputm pabotsl yenyru «Attended calltransfer»:
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ABoHeHT A — Ab6oHeHT C

INVITE 4
2 100 Trying ABOHEHT A
s ycTaHasausaer
¢ 130 Ringing coeaMHENME C
= 200 OK abonentom B
ACK <
|
INVITE sendonly
ABOHEeHT B crasurt
L » aboHeHTa A Ha
200 OK receiveonly yaepwaHue (Hamumaer
F
= ACK lash)
INVITE \
< 100 Tryieg AGorHeHT B
180 Ringing ycTaHaenusaer
COBAMHEHNE C
< Z00% aboxentom C
ACK .
Ha panHom 3rane aboHent B momer: nepexmosarses memay aboHenramun A u C,
ncnonbaya komBuHaumio R (Flash) 2; orbure oasoro us aboHerToe, uenonbsys
womBuHaumio R 0, nubo R 1; coeaw 6 AuncC TPYEKy.
INVITE sendonty ~
< 100 Tryi AGoHeHT B crasut
L aborenTa C Ha
» 200 OK receiveonly yaepHarue
ACK o
ABoHeHT B knager ¢ REFER (replaces)
Tpy6ry (nepesava 202 Accepted
BbI308a) »
NOTIFY Activated 2
200 OK
INVITE (replaces) £
1 >
100 Trying ABoHeHT A
3 ycraHasnmeaet
180 ",‘“5‘“3 COEAMHEHME C
200 OK aboHenTom C
ACK ot
ABowenT C paspbisaeT BYE
coeguHenue c abovexTom B 200 OK
NOTIFY Terminated &
< 200 OK
AbBoHeHT B paspsisaer < o
coeguHeHue ¢ 200 OK 2
aboneHTom A
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Ycnyra «Unattended calltransfer» nossonaetr nocTaBuTb Ha yaep)kaHue aboHeHTa, Haxogsuweroca Ha
cBa3n (aboHeHT A), ¢ nmomouwpblo KopoTkoro otbosa flash u ocylwecTsuTb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepenaya BbI30BA OCYLLECTBAAETCA aBTOMATUYECKM NO OKOHYaHMIO Habopa Homepa aboHeHToMm B.

Huke Ha pucyHKe npeacTaBaeH aaroputm pabotsl yeayru «Unattended calltransfer»:

AGoHenT A AboHeHT B

INVITE al
100 Trying ABoHEHT A
o ycraHasnueaer
180 Ringing coeauHeHue ¢
200 OK aboHerTom B
ACK &
INVITE sendonly
: ABoHeHT B crasur
100 Trying P aboHenTa A Ha
200 OK receiveonly yaepxasne (Haxumaer
> Flash)
ACK
ABoHeHT B Habupaer
Homep aboHeHTa C u / REFER (replaces)
Knaper Tpy6ry
(MNepenaya sbiaosa) \ 202 Accepted >
NOTIFY Activated &
200 OK
ABoHeHT B paspbisaer BYE
coeguHenme ¢ 200 OK e
aboreHTOM A INVITE 2
T P
L 100 Trying ABoHeHT A
i - yCTaHaBnMBaer
‘¢ 180 R'mging COeAUHEHME C
L 200 OK aboHenTom C
ACK -
NOTIFY Terminated q
200 OK 1
3.2 YBeagomneHue 0 NocTynaeHun HoBoro BbizoBa — Call Waiting

Ycnyra no3sonAeT aboHeHTY, NPy 3aHATOCTU ero TelepOHHbIM Pa3roBOPOM, C MOMOLLIbIO onpeaeneHHOro
CUTHanNa NoJslyYnTb OMnoBeLleHne 0 HOBOM BXOAALLLEM Bbi30BE.

MNonb3oBaTenb, NpPM MNOJYYEHUM OMOBELLEHMS O HOBOM BbI3OBE, MOXKET MNPUHATb WAM OTKIOHUTb
O’KUAAKOLW NI BbI3OB.
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[ocTyn K ycayre ycTaHaB/MBaEeTCA Yepes MeHIO HacTPoeK aboHEHTCKOW AMHUKM nyTem Bbibopa 3HAYeHUs
«Attended calltransfer» nnéo «Unattended calltransfer» B none «Pexum ucrnonsv3osaHua flash» n ycTaHOBKU
dnara «OxucudaHue 8bi308a».

Mcnonb3oBaHUe ycnyru:

B coctoAHMM pasroBopa M NOAYYEHUM UWHAMKALUMM O NOCTYNAEHUM HOBOFO BbI30OBA BO3MOXHO
BbINO/IHEHUE CheayOWNX onepau,vu‘/‘l:

e R 0O—o0TKa3 oT HOBOTrO BbI30BaQ;
e R 1-npuHATb OXMaatowmin Bbi30OB;
e R 2-nepekntoyeHne Ha HOBbIM BbI30B (CMeHa aboHeHTa);

e R —KopoTkuii oTboi (flash).

3.3 TpexcTopoHHAA KOHpepeHUuUA

TpexcTopoHHAA KoHbepeHuusa — ycayra, obecneunsalowas BO3MOXKHOCTb O4HOBPEMEHHOIO YCTaHOBEHUSA
TenedOHHOro CoeauHeHMA MexXay Tpems aboHeHTamu. MNepexos B peMm KoHbepeHUMM OCyLecTBAAETCS MO
Ha*kaTuio Knasuuw R 3 (onucaHo B pa3gene 3.1 Mepeaaya Bbi30Ba).

ABOHEHT, cobpaBLUMit KOHPEPEHLMIO, ABNSETCA €€ MHULUMATOPOM, Apyrue ABa aboHeHTa — ee y4acTHUKaMW.

BO3MOXHO ABa pexunma paboTbl TPEXCTOPOHHel KoHdepeHUMWU: NOKanbHblA U yaaneHHbln. B nepsom
pexume KoHdepeHuMa cobupaeTca JOKaAbHO abBOHEHTOM-UHULMATOPOM, BO BTOPOM — KOHdepeHuus
yCTaHaBAMBAETCA C NOMOLLbIO YAaNeHHOTO cepBepa, Tak Ha3blBaeMOro cepeepa KoHbepeHLUu.

3.3.1 JlokanbHasa KOHPpepeHuma

B perMme KoHdepeHUMM HaxkaTue KopoTkoro oTbos flash mHMumatopom urHopupyetca. CoobluieHun
NPOTOKONA CUFHaAM3aUMW, NPUHATbIE OT YYAaCTHUKOB U NepeBogAllMe CTOPOHY WHULMATOPa B PEXKMM
yAEPKaHWUA, NPUBOAAT K BbIBOAY 3TOr0 Y4aCTHUKA M3 KOHdEpPeHLMMN, NPU 3STOM UHULMATOP M BTOPOW YYaCTHUK
nepeKNtoYaTcsa B COCTOAHME 06bIYHOMO ABYCTOPOHHErO Pa3roBopa.

KoHdepeHuun paspyaeTcs, ecan ee NOKMAAET MHMLMATOP, 060MM y4acTHUMKaM npu sTom ByaeT nepenaHo
coobuieHmne ot60A. Ecn KoHPepeHUMIO NOKMAAET N06OI N3 YYaCTHUKOB, TO €e MHULMATOP M BTOPOM YYaCTHUK
nepeKkntoyaTcd B COCTOAHME O06bIYHOrO ABYCTOPOHHEero pasrosopa. KopoTtkuit otboi flash npu stom
obpabaTbiBaeTca Kak onucaHo B pasgenax 3.1 MNepeaaya BbizoBa U 3.2 YBegomneHne O NOCTYNEHUM HOBOTO
BbIzoBa — Call Waiting.

Ha pucyHKe HUXKe NpeacTaBieH anropuTm BbINOAHEHUA ycayrn «3-way conference» nokanbHo aboHeHTom B
no npotokony SIP.
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NHULIMATOP

INVITE
100 Trying R WHuunatop
o ® ycTaHasauBaeT
180 Ringing N coeauHeHue ¢
200 OK " yyacTHUKom 1
ACK

INVITE sendonly
100 Trying

200 OK receiveonly

v

UHuumatop Haxumaer flash 3 -
cobupaet KoHdepeHuuto.
YyacTHuK 1 npu atom

ACK

INVITE (sendrecv)
200 OK (sendrecv)

WHuumatop cTaBut
y4yacTHuKa 1 Ha

yAepaHve (Haxumaert

Flash)

INVITE
100 Trying

YYACTHUK 2

A

180 Ringing

200 OK

A

CHWMAETCA C yaepsKaHuA.

MHuumaTop paspbisaer
coeanHeHue

200 OK

v

ACK

YcTaHOB/EH |

BYE

A

3.3.2 YpaneHHasa KoHdepeHUUA

200 OK

WUHununatop
ycTaHasnuBsaeT
coefuMHeHue ¢
YHaCTHUKOM 2

Y4acTHUK 2 nokuaaet
KOHdepeHuuo

YpaneHHas KoHbepeHuus pabotaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anropmtma
COCTOMT B TOM, 4YTO No Haxkatuio flash+3 aboHeHT-MHMLMATOP yCTaHaBAMBaET COegUHEHME C CePBEPOM
KOHdepeHUMM (Takke ¢GOKycom), nocse yero NpocuT GOKYC YCTaHOBUTb COEAMHEHWE C ABYMA APYrMMM
Y4YaCTHUKaMn KoHbepeHunmn. Huxke Ha pUcyHKe AeTasibHO n3obparkeH anroputm paboTol.
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ABOHeHT A (MHWUKaTOpP) ’.-'V

oTnpasnseT Ha cepsep |
3anpoc Ha yctaHoB/eHne
|

KoHdepeHumnn
(HaxkumaerT 3)

MHuumaTop npocut
cepBep ycTaHOBUTL |

[
coeamHeHue ¢ |

aboHeHTom C "

\

INVITE N
L . | ABoHeHT A
80 Singing ‘ ycTaHaBauBaeT
200 OK | coepuHeHue C
‘f‘ ABoHeHTOMm B
ACK N
_ RTP ABOHEHT A
INVITE, sendonly N CTaBWT Ha
o epraHue
200 OK | yAep
I (Haumaer
ACK _ " Flash)
INVITE aboHeHTa B -
< 180 Ringing
P 200 OK
ACK

INVITE, sendonly

200 OK

r 3

ACK

INVITE, sip:Conf-App

- 180 Ringing

300 OK Contact:Conf-ID;isfocus!

ACK N

REFER sip:Conf-ID Refer-To:C

202 Accepted

<
<

NOTIFY (Trying)

Y

200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
ACK >
L
<« NOTIFY (OK)
200 OK

SUBSCRIBE sip:Conf-1D

200 OK

v

ACK

v

200 OK

o NOTIFY (OK)

200 OK N

. ABoHeHT A

ycTaHaBnveaer
coeauHeHne ¢

| ABonenTom C

ABoHeHT A cTaBuTt
Ha yaeprKaHwue
(HaskumaeT Flash)
aboHeHTa C

Cepsep
yCTaHasBnnBaeT
coefuHeHue ¢

| aboHeHTOM C
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MHuymaTop npocuT
cepBep ycTaHoBMTE
coeagnHeHwve C
aBoHeHTOM B

/
/

\

Bye
200 OK
REFER sip:Conf-ID Refer-To:B
202 Accepted F2
NOTIFY (Trying) F3
200 OK F4
INVITE Contact:Conf-1Dsisfocus F5|
»| '\ Cepsep
180 Ringing F6& | ycTanasnwvsaet
coepwvHenune c
200 OK P/ | aGoHenTOM B
ACK F8 /
LU
NOTIFY (OK)
200 OK > SUBSCRIBE sip:Conf-1D
200 OK _
NOTIFY
200 OK

NOTIFY (OK)
200 OK

Bye
200 OK |
|
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4 ANFOPUTMbI YCTAHOBNEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3osa no nporokony SIP

MpoTokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBNEHMA ceaHca obecneynBaeT BbIMOJIHEHME
6a30BbIX 33434 yNpaBAeHUA BbI3OBOM, TaKMX KaK OTKPbITUE U 3aBEPLUEHNE CeaHca.

MpoTtokon SIP onpegenaeTr 3 OCHOBHbIX CLLEHAPUA YCTAHOBAEHUA COeANHEHNA: MeXKAY NONb30BaTENAMM, C
yvyacTmem MpoKcu-cepBepa, C yyacTuem cepBepa nepeagpecaumn. OCHOBHbIE ANrOPUTMbl YCTAaHOBAEHMUA
coeamHeHnA onucaHbl B AokymeHTe IETF RFC 3665. B paHHOm pasgene npusedeH nNpumep CueHapua
YCTaHOBNEHUA coeAnHEHMA NO NPOToKoAy SIP mexay ABymA WA03aMK, KOTOPbIM 3apaHee M3BecTHbI IP-agpeca
Apyr Apyra.

ABOHEHT A ABoHeHT B

o

INVITE 1
100 Trying 2
180 Ringing 3
200 OK a

ACK
5

BYE
6

200 OK

7

OnucaHue aaropuTma:

1 A60HeHT «A» BbI3blBaeT aboHeHTa «B».

2 Wnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.
3 AGOHeHT «B» cBob60AEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «ocblNKa BbI30BaAY,
a aboHeHTy «A» «KOHTPO/Ib NOCLIIKK BbI30BAY.
4 A60HeHT «B» oTBeYaeT Ha BbI30B.
5 LUnto3 aboHeHTa «A» NOATBEPIKAAET YCTAHOBNEHME CECCUN.
6 OT6011 aboHeHTa «A», aboHeHTy «B» BblAaeTCs aKyCTUUECKNIA CUTHAN «3aHATOY.
7 Lnto3 aboHeHTa «B» noaTBEp:KAAET NPUHATYIO KOMaHAy oT6os.
4.2 Anroputm Bbi3oBa ¢ yyactmem SIP npoKcu-cepsepa

B OgaHHOM pasgene ONUCbIBAETCA CLEHApUit YCTAaHOBMEHWA COEAMHEHMA MeXAYy ABYMA LWAO3aMKU C
yyactmem SIP npoKkcu-cepsepa. B aTom ciyyae Bbi3biBaloWMM W03 (abOHEHT A) AoMXeEH 3HATb NOCTOAHHbIN
agpec aboHeHTa U IP-agpec npokcu-cepsepa. SIP npokcu-cepsep obpabaTbiBaeT COOBLLEHNA, NOAYYEHHbIE OT
«aboHeHTa A», BbINOAHAET MOMCK «aboHeHTa B», npurnalwaer K ceaHcy CBA3WM W BbINOAHAET YHKLMM
MapLIpyT13aTopa MeXay ABYMS LWI03aMM.
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ABOHEHT A SIP proxy

SERVER

O

& _ N

" Register

AGOHeHT A 3anpawwusaeT Register

aBTOpPU3ALMIO : i 401 Unauthorized \ AborenT B 3anpawnsaer
! 401 Unauthorized / aBTopu3auuto
Register oz
ABoHeHT A peructpupyetcs ¢ ; Register
asTopusaumelt { 5 200 OK q ABoHeHT B peructpupyercs ¢
200 OK 2| / aBTOpM3aumen
INVITE
SIP-cepsep Tpebyet y o 407 Proxy authentication required
ayTeHTUGMKaLMIO ACK
BbizoB C ( INVITE
ayTeHTUUKaumeit N s 100 Trying
INVITE el
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK

200 OK

Onuncanue a/IfoOpUTMa:

Pernctpauuna Ha SIP-cepsepe.

ABOHEeHT «A» 1 aboHeHT «B» permuctpupytotcs Ha SIP-cepsepe.

SIP-cepsep 3anpalumBaeT aBTopM3aLMIO.

ABOHeHT «A» 1 aboHeHT «B» peructpupyroTca Ha SIP-cepBepe ¢ aBTopuM3aumen.
Otset SIP-cepBepa 06 ycnewHon perncTpaumu.

ABOHEHT «A» BbI3blBaeT aboHeHTa «B».

3anpoc ayTeHTUdMKaumm ot SIP-cepsepa.

LLinto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpPOC aBTOPM3aALLUN.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».

SIP-cepBep NPUHAN KOMaHAY Ha 06paboTKy.

SIP-cepBep TpaHCAMpPYET 3anpoc BbiI30Ba aboHEHTOM «A» aboHeHTa «B».

LWnto3 aboHeHTa «B» NpuMHAN KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBob6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «[ocbl/IKa BbI30BaY,
a aboHeHTYy «A» — «KOHTPO/1b MOCbI/IKA BbI30OBa».

13 Ab60oHeHT «B» oTBeYaeT Ha BbI30B.

14 LWnio3 aboHeHTa «A» NOATBEP}KAAET YCTaHOB/IEHUE CECCUM.

15 OTt60i1 aboHeHTKa «A», aboHeHTy «B» BblaaeTcA akyCTUYECKUI CUrHaN «3aHATO».
16 LUno3 aboHeHTa «B» noATBeprKAaeT NPUHATYIO KOMaHAay oT6osA.

OO NOUL S WN R

[ Y
N L O

4.3 AnropuTtm Bbi30Ba C y4yacTuem cepsepa nepeagpecauuu

B gaHHOM pasgene OMNUCbIBAeTCA CLLEHApWl YCTAaHOB/IEHWA COeOMHEHUs MeXAy ABYMA LWJ3aMu C
yyacTMem cepBepa nepeagpecaunn. B sTtom ciyyae Bbi3biBalOWM W3 (aboHeHT A) camoCToATeNbHO
yCTaHaB/MBaET COEANHEHWNE, a CepBeEp NepeagpecaLmmn Aub peannsyeTt npeobpasoBaHMe NOCTOSHHOMO agpeca
Bbi3blBaemMoro aboHeHTa B €ro TeKylumli aapec. Aapec cepsepa nepeagpecaumy aboHEHT nosyyaeT oT
aAMUHUCTPATOPA CeTH.
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AboHeHT A

nepeagpecauuu

O

<

1 INVITE

2 |« 100 Trying

3 | 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A4 A

OnucaHue anroputma:

N o b

8
9

AbBoHeHT «A» BbI3blBaeT aboHeHTa «B». Bbi3oB HampasnseTcA Ha cepsBep nepeagpecauuu c
nHbopmaumein ob agpece Bbi3blIBAEMOro aboHeHTa.

CepBep nepeagpecaummn NpUHAN KOMaHAy Ha 06paboTKy.

CepBep nepeagpecauuun 3anpocua MHOPMaLMIo O TeKylleM aapece aboHeHTa «B» y cepsepa
MeCTonooxKeHus. MNonydyeHHana nHpopmauma (Tekylwmin agpec Bbi3bIBAEMOTO MNoJIb30BaTeNA NN
CMUCOK 3aperucTPMpOBaHHbIX afpPecoB Bbi3bIBAEMOrO MoJb30BaTesiA) nepesaeTcs B CO0bLeHUn
«302 moved temporarily» aboHeHTy «A».

LLnto3 aboHeHTa «A» NoATBEPrKAAET NPMeM OTBETa OT cepBepa nepeagpecaumm.

ABOHEHT «A» HanNPAMYIO Bbi3blBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.

ABoHeHT «B» cBoboaeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» BblgaeTtca «[ocbl/Ka Bbi30Ba»,
a aboHeHTy «A» — «KOHTPO/b NOCLINKMN BbI30Ba».

ABOHEHT «B» OTBEYaeT Ha BbI30B.

LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/IEHUE CECCUM.

10 OT60i1 aboHeHTKa «A», abOHEHTY «B» Bbl4aETCA aKyCTUYECKMI CUTHAN «3aHATO.
11 Wnto3 aboHeHTa «B» NnoaTBepKAAET NPUHATYIO KOMaHAy oT6oA.
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5 AJTOPUTM PABOTbl ABTOMATUYECKOIO OBHOBJIEHMA YCTPOUCTBA HA OCHOBE
MPOTOKOJIA DHCP
Cetb  IP-tenedionnn  IP-teneengenne  JlokanbHbie MHTEpdeAch m
Bpemn  [octyn Hypran AyTenTudmkauma WEEB  YnpasneHue xoHdurypaLen OSxoeneqwe Mo Mepesarpyska  [EEAGTGEA R TET TR
lMHTepdeke ynpagnexHua CepmmdukaTs JononHUTENBHEE HACTPOWEN
ABTOKOHMUIypUpOEAHWE Ha OCHOBe npoTokona DHCP
® MpwopMTET NapaMETPOE K3 Static zelings v
i Kondmrypaums
-2 AETOMATHHECKDE 0OHOENEHWE Meprogu4ecm r
Dain koHpHrypaLma {tftp(hitp)-ldownload serverlociconfig_file.cfg)
MiHTepEan oOHOBNEHWS KOHEHIYDALWK, C© 300
Mporpammyoe obecneyeHme
AETOMaTHHECKDE 0OHOENEHWE Meproguuecku r
©ain Mo {tftp(http)-idownload serverlocirmwars. file)
Wrrepean obHoenesmHA MO, © 3600

Anroputm paboTbl Npoueaypbl aBTOMaTUYECKOrO OOHOBIEHMA YCTPOMCTBA ONPeAenseTca 3Ha4YeHnem
napametpa «/lpuopumem napamempos u3».

Ecnn BbibpaHO 3HauyeHue «Static settings», To U3 napameTpoB «Palin koHpuaypayuu» n «®Palia M0»
onpeaenseTca NOJHbIA NyTb (BKAKOYanA NPOTOKOA AOCTyna WU agpec cepsepa) K daitnam KoHdurypauuu u
nporpammHoro obecnedeHus. MonHbIA NyTb yKasbiBaeTca B popmate URL (nogpeprkmBatoTcA MpPOTOKOJIbI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae
e <protocol> — nNpoTOKOA, MCMO/b3yemblii AN 3arpy3KM COOTBETCTBYHOLLEro ¢aiiia C cepsepa
(nopaepxusatotcs npotokonsl HTTP u TFTP);
e <server address>— agpec cepBepa, C KOTOPOro HeobxoAMMO 3arpy3nTb Gpaiin (LoOMeHHOE NMA UK
IPv4);

e <path to file> — nyTb K paiiny Ha cepsepe.

B URL pmonycKaeTca MCNo/ib3oBaHME CAedylolMX MaKpOCOB (3ape3epBMpOBaHHbIe C/I0Ba, BMECTO
KOTOPbIX YCTPOMCTBO NOACTaBAAET OonpeAe/ieHHble 3HaYeHns):

e SMA — MAC address — Bmecto gaHHoro makpoca B URL ¢aitna ycTpoicTso noacrasnser

cobcTBeHHbIM MAC-agpec;

e SSN — Serial number — Bmecto gaHHoro makpoca B URL ¢aitna ycrpoitctBo noacrasnser

COBCTBEHHbIN CepuiiHbIii HOMep;

e SPN-Product name — BMecTo gaHHoro makpoca B URL ¢aitna ycTpoincTBO NoACTaBAAET Ha3BaHMe

mogaenu (Hanpumep, TAU-1M.IP);

e SSWVER — Software version — BmecTo gaHHoro makpoca B URL daiina ycTpoicTBO noacrasnser

HOMep BEPCMM NPOrpaMmHOro obecneyeHus;
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e SHWVER — Hardware version - BMmecTo gaHHoro makpoca B URL ¢aitna ycTpolicTso noacrasnser
HOMep annapaTHOM BEPCUM YCTPOMCTBA.

MAC-agpec, cepuitHbii HOMep U Ha3BaHWEe MOJE/IN MOXKHO Y3HATb Ha CTPAHMULLE MOHUTOpPUHIA B pasaene
«YCTpoMncTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/taulm/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v .4,

Mpu aToM AonyckaeTcAa onyckaTb HekoTopble napametpbl URL. Hanpumep, dainn KoHPUrypaumMm MoXKHO
334aTb B TakOM dpopmare:

http://192.168.18.6
nnu
config_taulm.cfg

Ecanm u3 URL-daitna KoHoUrypaumm uam nporpammHoro obecrnevyeHus He yaaértca M3BneYb Bce
Heobxoammble ana 3arpysku daitna napameTpbl (MPOTOKON, afpec cepsepa UaM NyTb K Gainny Ha cepsepe) —
6yneTt npovsBeaeHa MomnbiTKa U3B/eYb HEN3BECTHbIM napametrp u3 DHCP-onumii 43 (Vendor specific info)
nnu 66 (TFTP server) u 67 (Boot file name), B cnyyae ecan B ycnyre MHTEpHET yCTaHOBAEHO MOJlyYeHue
agpeca no npotokony DHCP (dopmat 1 aHanns DHCP-onunit byaeTt npmusenéH Huxe). Echm us DHCP-onumii
He mnoJyyaeTca M3BAEYb HepoCTaloWMit napametp, OyAeT WMCNONb30BATbCA 334aHHOE 3HayeHWe no
YMONYAHWUIO:

—  AnA npoTtokona: tftp;

— Ans agpeca cepsepa: update.local;

—  AnA umeHu ¢aiina koHourypaumm: taulm.cfg;

—  ANA MMmeHu dalina nporpammHoro obecnevenus: taulm.fw.

Takum obpasom, ecim nona «®aiin KoHpuaypayuu» v «®aiin N1O» octaBUTb NYCTbIMKU, U MO NPOTOKONY
DHCP He 6yayT nony4yeHbl onuun 43 unamn 66, 67 c ykasaHMem MecCTonosioXKeHusa 3tux ¢ainnos — URL ¢aina
KOHOUrypaumm 6ynet umetb BUA;

tftp://update.local/taulm.cfg,
a URL ¢aina NO:
tftp://update.local/taulm.fw.

Ecnu BbibpaHo 3HayeHne «DHCP options», URL dainos KoHdUrypaumm M nporpammHoro obecnevyeHus
nssnekattca 3 DHCP-onuumit 43 (Vendor specific info) nam 66 (TFTP server) n 67 (Boot file name), ans yero B
ycnyre VIHTepHeT A0MKHO BbiTb YCTaHOB/EHO NoJyYeHne agpeca no npotokony DHCP (popmaT n aHanns DHCP-
onumin byaet npmeenéH Huxe). Ecnn ns DHCP-onuumii He yaaeTtcs onpeaenntb Kako-HMbyab napametp URL —
ONA Hero Ucnosb3yeTca 3aaHHOe 3HaYeHMe NO YMONYAHUIO:

e Anf npoTokona: tftp;

e ans agpeca cepsepa: update.local;

e ans umeHun dpaiina KoHpurypaumm: taulm.cfg;

e ANf MMeHU daiiia nporpaMmmHoro obecneyenus: taulm.fw.
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dopmart onuum 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3]|<username>|4|<password>|5|<server_url>|6]|<config.file>|7 | <firmware.file

1 - Koa aapeca cepBepa aBTOKOHOUTYPMPOBaAHMA No nNpoTokoy TR-069;

2 - KoA ANA YKa3aHua napameTpa Provisioning code;

3 - Koa, MMmeHu Nonb3oBaTenAa ANa aBTopmsaummn Ha cepsepe TR-069;

4 - Kog, napona ana asTopmsaummn Ha cepsepe TR-069;

5 - Kop, aapeca cepBepa; aapec cepBepa 3agaetca B popmate URL: tftp://address unm http://address. B
nepBOM BapMaHTe yKasaH aapec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Kog UMmeHn daiina KoHpurypauuu;

7 - ko4 umenu daiina No;

"|" - obs3aTeNbHbIN pPa3AenUTeNbHbIN CUMBOA MeXAY KoAamMM U 3HaYeHUAMK NoA0NLMIA.

' DOna aBToKoHUrypupoBaHua no npotokony TR-069 nogonuuu 1, 3 n 4 6yayT npuMeHATbCA, Koraa

= B pasaene aBTOKOHPUIypupoBaHuUsa Ha ocHoBe npoTtokona DHCP 6ypet Bbi6paH npuoputeT U3
DHCP-onuui.

Anroputm onpegenexHus napametpos URL ¢aiinoB KoHdpurypaumm un nporpammHoro obecneueHms ums
DHCP-onuuit 43 n 66, 67

1  WHnumanmsauma DHCP-obmeHa
Mocne 3arpysKku ycTpoicTeo nHnummnpyet DHCP-obmeH.

2 Ananus onuumn 43

Mpwn nonyyeHun onumm 43 BbINOJHAETCS aHANAM3 NOZOMNUMIA C Kogamu 5, 6 1 7 ¢ Lenbto onpeaeneHus
agapeca cepsepa U MMEH $ainnoB KOHPUrypaummn 1 nporpaMmHoro obecneyeHus.

3  AHanus onuuu 66

Ecam onuma 43 ot DHCP-cepBepa He nony4vyeHa nMbO Nosy4eHa, HO U3 HEé He y[anocb M3BAEYb aapec
cepBepa — OCyWecTBAAeTcA NOMCK onuun 66. Ecam mma danina MO Takke He ypanocb MNOAyYUTb —
OCYLLECTBNAETCA NMOMCK onumn 67. M3 HUX M3BNEKAIOTCA COOTBETCTBEHHO aapec cepsepa TFTP mn nyTb K danny
NO. fanee daiinbl KOHPUIypauumn M NporpamMmHoOro obecneveHmna byayT 3arpy»aTbca C agpeca us onumm 66 no
npotokony TFTP.

OcobeHHOCTM 06HOBNEHUA KOHOUrypauumn

®aitn KoHbUrypauumn gosKeH nmeTb popmar .tar.gz (B AaHHOM dopmaTe MPOUCXOAMT COXPaHeHue
KoHdurypaummn uepes Web-uHTepdenic B 3aknagke «Cuctema» - «YnpaBfieHUe KOHUrypauuen»).
3arpy»KeHHan ¢ cepBepa KOHPUrypaLma NPUMEHAETCA aBTOMaTUYEeCKM 6e3 nepesarpysKku yCcTpoicTea.

OcobeHHOCTM 06HOBNEHUA nporpamMmmMmHoOro obecneueHus

dalin nporpammHoro obecneyeHuns fonkeH umeTb dopmart .tar.gz. Mocne 3arpysku daiina MO
OCYLLECTB/ISIETCA €ro pacrnakoBKa M NpoBepKa Bepcun (Mo cogeprxumomy dalina version B tar.gz-apxuse).

Ecnu Tekylan Bepcusa nporpammHoro obecnevyeHus coBnagaeT ¢ Bepcuent dalina, NOAy4YEHHOro no
npotokony DHCP, o6HoBneHune MO nponsBoamTbes He byaeT. O6HOBNEHME NPOM3BOAMTCA TO/IbKO B C/lyyae
HecoBnageHus Bepcuid. O 3anyweHHoM npouecce 3anucu obpasa nporpammHoro obecneyeHma Bo flash-
NamMATb YCTPOMCTBA CBUAETENbCTBYET NOOYEPeSHOE LUMKANYECKOE MUFaHUE MHANKATOpa «Power» 3eneHbim,
OpPaHKEBbIM U KPACHbIM LLBETOM.

' He oTKnlouaiite nNUTaHMe M He Neperpykate yCcTPoMCTBO BO Bpemsa 3anucu obpasa Bo flash-
namatb. [laHHble AeNCTBUA NpUBEAYT K 4YacTudHoi 3anucu MO, YTO paBHOLEHHO nopye
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3arpys3o4HOro pasgena ycrpoiicteBa. [anbHeiiwasa pabora ycrpoiictea 6yaeT HeBO3MOXKHa. [Ansa
BOCCTAHOBJIEHUA PaboToCcnoco6HOCTM YCTPOMCTBA BOCMONb3YyATECb WHCTPYKUMel, KoTopas
npusepeHa B pasgene 6.
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6 nNPOUEAYPA BOCCTAHOBJIEHMA CUCTEMblI NOCNE CbOA MNMPU  OBHOBJIEHUU
NMPOrPAMMHOIO OBECNEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBNEHUA NporpaMmHoro obecneyeHus (dyepes Web-uHtepdeiic
WIW 4Yepe3 MexaHM3M aBTOMATMYECKOro OOHOB/MEHMA Ha oOcHoBe npoTokona DHCP) npousowen cb6oit
(Hanpumep, 1U3-3a CNy4aiHOTO OTK/IOYEHUA NMUTAHKUA), B pe3y/ibTaTe Yero AasbHelwas paboTa ycTpoicTBa cTana
HEBO3MOMKHOW (MHAMKATOp «Power» MOCTOAHHO TOPWUT KPAcHbIM LBETOM), BOCMO/Ib3YWTECH CleAyoWMM
aNropUTMOM BOCCTAHOBAEHUA PaboTOCNOCOOHOCTM YCTPOMNCTBA:

e PacnakyinTte apxus ¢ daniom NnporpammHoro obecneyeHums.

e [MMoakntounte MK Kk nopty WAN ycTpoiicTBa, yCTaHOBUTE Ha ceTeBOM WHTepdeice aapec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knneHTta (ana Windows pekomeHayeTcs MCMNoAb30BaTb MNpoOrpammy
Tftpd32), B KauecTBe agpeca yaanéHHOro xocTa ykaxkute 192.168.1.6, a ansa nepenayum Bblibepute
¢daiin linux.bin n3 pacnakoBaHHOro apxmea NporpaMmHOro obecneyeHums.

e 3anycTute KOMaHAay oTnpaBku daiina Ha yaaneHHbld XocT (komaHaa Put). [lonxeH 3anycTUTbes
npouecc nepegaun ganna Ha yctponctso TAU-IM.IP.

e Ecau npouecc nepegaun ¢aiina Hayanca — AOMKAWUTECH €ro OKOHYaHuA, nocne yero TAU-IM.IP
npouseeaeT 3anucb NporpammHoro obecneyeHns B NamaTb U aBTOMATMYECKW BbINOJHUT 3anycK
cuctemsbl. Bpemsa 3anucu coctaBaseT okoso 5 MuHyT. O6 ycnewHoM BOCCTaHOBNEHWUM YCTPOICTBA
CBMAETENbCTBYET OPaHIKEBbIA MK 3e/eHblit UBeT nHAMKaTopa «Power». Mpu 3TOM Ha ycTpolcTBe
COXpaHAeTCa KoHourypaumsa, Kotopaa 6bina o cb6oa. ECan NoAKAYMTBCA K YCTPOMCTBY He
yAaéTca — npomsseanTte c6poc A0 3aBOACKMX HacTPOEK.

e Ecnu npouecc nepepauv ¢daina He Havaacs, ybeauTecb B KOPPEKTHOCTU CETEBLIX HACTPOEK
KOMMNbloTepa M nonpobyinTte ewe pas. B cnyyae Heyaaum ycTponcTBO HEO6XOAMMO OTNPaBUTL B
PEMOHT 60 BbINOJIHUTL BOCCTAHOB/IEHWE, NOAKAOUMBLUMNCE K ycTpoicTBy no COM-nopTy Yyepes
cneuunanbHbIi aganTep (Npyu ero Haanunm).
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NPUNOXEHWUE A. PACYET O/IUHbI TENE®OHHON IUHUN

Tabnanua 6 — 3aBUCMMOCTb 3N1EKTPUYECKOrO CONPOTMBAEHMA 1 KM ueneit aboHEeHTCKUX KabenbHbIX SIMHUIA
NOCTOSHHOMY TOKY NpPW TeMnepaTtype oKpyrKatowen cpeabl 20°C oT NpMmeHseMoro Kabens.

Mapka kabens gnsa AINMTC Anametp AneKTpuyeckoe AnvHa nnHun AnuHa
KUbl, MM conpoTtusieHune (apyrue TA), Km | amHum (TA
1 km uenu, Om, Pycb), Km
He 6onee
TN, TNMNsn, TNNA3, TMM3n3, 0,32 458,0 3,537 1,528
TNNOB, TAN anb, TAMN3B6, 0,40 296,0 5,473 2,365
TANBF, TNNanblr, TANB6LLUN, 0,50 192,0 8,438 3,646
TANsnB6LUN, TANN366LLUN, 0,64 116,0 13,966 6,034
TNN3snb6LUn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T6, TBF, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlln, TALWRN 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCMn, KCN3mn, KCrne, 0,90 56,8
KCM3nep, KCrmnr, KCN3,
KCM3MK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPONU3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMbI

Meproanyeckm Bo3HMKaeT HEOBXOAMMOCTb NPU CTapTe YCTPOIMCTBA BbINOMHATL ONpeaenéHHble AeACTBUS,
KOTOpble HeNb3fA OCYWEeCTBUTb 3afaHMEM OnpefenieHHbIX HacTpoek yepes ¢ann KoHourypauuu. Ona sToro
cnyyas B ycTponctee TAU-IM.IP npegyCcMoTpeHa BO3MOXKHOCTb Yepe3 KOHOUrypauMoHHbIA ¢aiii HacTpouTb
3anycK MPOW3BOJIBHOFO CKPWUMTA, B KOTOPbIA MOXHO MOMECTUTb NobYlo Kenaemyt nocnefoBaTe/IbHOCTb

KOMaHa,

[nA 3anycka Npon3BObHOMO CKpMNTa B dpaiie KoHOUrypaumm co3gaHa CeKLMsA HaCTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuusa «Enable» paspewaet (ecan 3HayeHne 1) unu 3anpettaet (ecam 3HaveHue 0) 3anycK cKpunTa, NyTb K
KOTOpPOMY yKa3aH B napametpe URL.

3anycKkaemblii CKPUNT MOXKET pacnosiaraTbCA Kak Ha yAaNEéHHOM cepBepe, Tak M Ha camom ycTpouncTtee. C
YOANEHHOIO cepBepa CKPUMT MOMKET ObITb 3arpy»eH nocpeactsom npotokosioB HTTP uam TFTP. Paccmotpum
npumepsbl panna KoHOUrypaLmm 4aa 3anycka NoNb30BaTeIbCKOIO CKPUMTA € PasHbIX MCTOYHMKOB.

1 3anyck c HTTP-cepsepa

[na 3anycka ckpunta ¢ HTTP-cepeepa Heobxoaumo B napameTtpe URL yKasaTb NosHbIN NyTb K painy
B8 dopmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa daiin script.sh, xpaHawwmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyecku 3arpysutcAa no npotokony HTTP ¢ yKasaHHoOro cepsepa,
nocne yero 6yaeTt nponsseaéH ero 3anyck.

2 3anyck c TFTP-cepBepa

[na 3anycka ckpunta ¢ TFTP-cepBepa Heobxoaumo B napametpe URL yKkasaTb NOAHbIA NyTb K Gaitny
B ¢opmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoicTBa dalin script.sh, xpaHawwmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyeCcKu 3arpy3nTca no npotokony TFTP ¢ ykasaHHOro cepsepa, nocne
yero byaeT nponssenEH ero 3anyck.

3 3anycK N0KanbHOro CKpmnTa

Bemnay ocobeHHocTeit $HalinoBOM CUCTEMbI NOKANbHbIN CKPUNT AO/IKEH PacnonaraTbCA TO/bKO B
KaTanore /etc/config, Tak Kak TOAbKO coOAEepXMMOE I3TOrO KaTasora COXpaHsAeTca nocne
nepesarpysku yctpoictea. CkpunT B KaTtanore /etc/config moskHO co3gaTb AM60 C MOMOLLbIO
pepnaktopa vi, 1Mbo 3arpysntb ero ¢ BHelwHero TFTP-cepeepa (KomaHgoh tftp —gl user.sh <TFTP-
server address>). lNocne co3gaHuMa CKpunTa emy HeobXxoAMMO HasHauWuTb MpaBa Ha 3anyck
KomaHgoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka N0KasbHOro CKpUnTa MMeeT BUA;:

URL: “File://etc/config/user.sh”

BaXKHO OTMETUTb, YTO NO/Ib30BATENbCKUIA CKPUNT A0/XKEH HauMHaTbhCA ¢ AMpeKTussbl #!/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha yctpoiicteax TAU-1M.IP, HaumHaa c Bepcum 1.14.1, umeeTca BO3MOKHOCTb HacTpamBaTb ONUMW,
nosnyyaemble DHCP-KnmMeHTaMK Ha pasHbIx MHTepdencax.

‘ TonbKo Internet + VolP Internet + VolP + Managment
S mHTepdelic Int
ernet Internet VolP Internet VolP MNG
‘1 = Subnet Mask ‘ + + ‘
‘3 = Router ‘ + ‘
6 = Domain Name + N . N . .
Server
12 = Host Name | + | - | - | -
‘15 = Domain Name ‘ + + ‘ - ‘ - | ,
‘26 = Interface MTU ‘ + + ‘ + + + +
28 = Broadcast . . . . . .
Address
‘33 = Static Route ‘ + + ‘ + + + +
40 = Network
Information Service + + = o - +
Domain
41 = Network
Information Service + + - o = +
Servers
42 = Network Time . . . _ . .
Protocol Servers
43 = Vendor-Specific . N _ _ . .
Information
66 = TFTP Server + N . . _ .
Name |
‘67 = Bootfile name ‘ + + ‘ - ‘ - | . +
‘120 = SIP Servers ‘ + - ‘ + ‘ - + )
121 = Classless Static . . . . . .
Route
249 =
Private/Classless . . . . . .
Static Route
(Microsoft)

CornacHo npusegeHHol Tabauue, onummn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnBateca DHCP- KaneHTamm
Ana Kaxpaoro cabuHTepdeica. CooTBETCTBEHHO, AaHHble onuumM 6yayT WMHAMBUAYANbHO MNPUMMEHEHbI ANA
Kaxkaoro cabuHtepdenca. Onumm 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpaliMBaTbCA U MPUMEHATLCA
TonbKo gnsa ogHoro DHCP-KnneHTa, Tak Kak OHM O6LLECUCTEMHbIE, T.e He MPUBOAST K HaCTPOMKe CEeTeBOro
nHTepdelica.

KoHdurypaumio cnmucka 3anpawmMBaemblX ONUMI MOXHO M3MEHSATb, U XPAaHUTCA OHA, KaK M BCe OCTa/ibHble
HacTPOWKK, B KOHPUrypaumoHHom daine: [etc/config/cfg.yaml. Mo ymonuaHuio cnnckmn onumii He NponucaHbl
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(8 KOHdUrypaummn — cnepytowas 3anmcb: DHCPOptionList:
NPUMEHSAIOTCA COrNacHo NpueeaEHHOM Bblle Tabanue.

), 3TO 3HA4UT, 4YTO Oonuunm 3anpalnBaroTCA U

Cnocobbl pegaKTMpoBaHUA KOHGUrypauum
I C nomowyblo pegakTopa vi

1. Cnucok onumii ana wHtepdeica Internet 3apaérca B napametrpe DHCPOptionList cekuum
Internet=>Network.

2. Cnucok onuui ana uHtepdeinca VolP 3amaétca B napametrpe DHCPOptionlist ceKkumm
Voip=>Network.

3. Cnucok onuuit ana uHtepdelica Management 3agaétca B napametrpe DHCPOptionList cekuuu
System=>ManagementVLAN.

MNocne PenakKTUPOBaHUA U COXPAaHEHNUA B peaaKTope vi HeO6XO,D,MMO BbIMNO/IHUTL Cneayrouime KomaHAabl:

1. reloadcfg - npumeHaem nsmeHeHHyto KoHdUrypaumio B paboTy, pesybTaT BbINOJHEHUA KOMaHAbI
AomkeH 6biTb "Configuration accepted"”;
2. save - COXpaHAeM U3MEHEHHYI0 KOHOUIypauma B SHEProHe3aBUCUMYIO NamsaTb.

KomaHgy save MOXHO BbINOAHATb TOJIbKO B C/lyyae YCNEWHOro BbINOJIHEHUA NpeablayLeit
KomaHgbl. Ecam npu BbinonHeHun KomaHpgbl reloadcfg pesynbtar 6bin "Configuration not
accepted”, save BbINONHATbL 3anpeLLeHo.

.‘

. C nomowblo KOMaHAbl setconf

JaHHbIN meTog, — pekomeHayembl. TakKe oH U3b6aBaseT oT HE0H6XOAMMOCTU BbINOAHEHNA KOMaHA, reloadcfg n
save. getconf (BbIBECTM Ha 3KpaH TeKyLLyo KOHoUrypaumio) n setconf (ycTaHOBUTL 3HaYeHMe NapameTpa).

MNpumep 1. Heob6xo0aMM0O NoayunTb 3HaYeHne DHCPOptionList:
ons nHtepdeliica Internet

getconf Internet.Network | grep DHCPOptionlList

ana nHtepdeiica VolP

getconf Voip.Network | grep DHCPOptionList

onAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionList

MNpumep 2. Heobx04MMO Ha3HAYUTb HEKOTOPbIN CMUCOK OMLMIA:
ana nHtepdenca Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ana untepdeica VolP (HasHayaem CNMCOK OMLMI MO YMOYAHMIO)

setconf Voip.Network DHCPOptionList ""

ons nHtepdelica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1. KoHdurypupoBaHue Ha nepcoHaZIbHOM KOMMblOTEpEe

MpepnBapUTeNbHO CKAauMBAETCA KOHPUIypaLmsa ¢ ycTpoicTa Ha MK (Yyepes Web-nHTtepodelic), ganee ¢ nomoubo
Moboro TEKCTOBOrO pPeaakTopa MEHSIOTCA 3HAUYEHWUs, COXPAHAIOTCA M3MEHEeHUA. 3aBepllaloWwym 3Tanom
ABNAETCA 3arpy3Ka U3MeHEHHOM KOHOUIypauun B yCTPOMCTBO.

’ Ucnonb3oBaHue faHHOro meToaa He pekomeHayeTca!
™

MNpasuna pegakruposaHua DHCPOptionlList

1 BanugHble 3Havenuna: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2 Onuun B napametpe DHCPOptionList ykasbiBatoTca yepes 3anATyto U 6e3 npobesnoB mexay onuusamu,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3 Mopsgok cnegoBaHua onumin B DHCPOptionList HeBakeH;

4 Kaxpgas us onumin 12, 15, 40, 41, 42, 43, 66, 67, 120 moxKeT 6bITb 3anpoLlleHa U NPUMEHEHbI TONbKO C
ogHoro nHtepodenca;

5 Onummn 1, 3, 6, 26, 28, 33, 121, 249 moryt 3anpawwuBaTtbca DHCP-kKaMeHTamm p[na KaXkgoro
cybuHTepdodeiica;

6 Onuuun 66 1 67 goNXKHbI BbITb YKAa3aHbl HAa O4HOM U TOM Xe UHTepdeice;

7 Ecnu B DHCPOptionList HMYero He yKasaHo, TO TOr4a CMMCOK 3anpalliMBaemMbiX ONUMUA — MO YMOIYAHWUIO
(c yueTom nyHKTa 8);

8 Ecnm B DHCPOptionList ykasaHbl onumMn (M3 nNyHKTa 4), KOTopble MO YMOAYAHWUIO 3anpallnBatoTca C
Apyroro uHtepodelica (Ha kotopom DHCPOptionList He 3anonHeH), To Toraa onumu 6yayT 3anpallnBaTbCa
C nepBoro nHTepdeiica, a Ha BTOPOM — AaHHble onuun ByayT UCKAKOYEHbI U3 CMMCKA MO YMOAYaHMIo *;

9 Ecnu gnsa nHtepdeiica 8 DHCPOptionList ykasaH cnivcok onumii, To 6yayT 3anpalmBaTbCA TONbKO 3TU
onuuu;

10 Onuuto 1 8 DHCPOptionList Henb3a yKasbiBaTb, OHa 3anpallMBaeTCA M NPUMEHAETCA BCerga M co Bcex
MHTepdecoB HE3aBMCMMO OT NMPOYMX HACTPOEK.

Ecnv Kakon-nnMbo M3 NyHKTOB HApyLUeH, TO MpU NpUMeHeHUn KoHdurypauum byzet BbiBEAEHO cOO0bLeHue
"Configuration not accepted". OwmMOKy B KOHPUIypaLMM MOXKHO Y3HaTb, €CAK BKAOYMTL noru configd, Toraa npm
NpYMeHeHUM KoHdUrypaummn byaer nogpobHO yKasaHa NpUYMHA, MO KOTOPOW KOHPUIypaLMsa He NPpUMEHEHa.

* Mpumep K NyHKTY 8:

Jonyctnm, gnsa nHtepderica internet yKasaH cieayroLmnin CNMCOK ONUuii:
Internet.Network.DHCPOptionList: "3,6,26,28,33,121,249,12"

A gnsa nHTepderica management HMYero He ykasaHo: System.ManagementVLAN.DHCPOptionlList:

TOrga, COMaCHO  MNYHKTY 7, p[o/keH  ObiTb  3anpoweH  CAMCOK  ONuMM MO YMOJYaHWUIO
3,6,12,15,26,28,33,40,41,42,43,66,67,121,249, HO Tak Kak onuusa 12 yKasaHa ABHO Ha MHTepdeice Internet, To
M3 3TOrO CNMCKA OHa byaeT UCKAtoYeHa.

B mTore cnvcku 6yayT BbirnaaeTb cieayowmm obpasom:
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3HauyeHue napametpa: Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"
3anpalumMBaemblin cnmucoK onumi: 1,3,6,26,28,33,121,249,12

3Ha4YeHue napameTtpa: System.ManagementVLAN.DHCPOptionList:
3anpalumsaemsbiii cnmcok onumin: 1,3,6,15,26,28,33,40,41,42,43,66,67,121,249

V MNocne pepaktuposaHua DHCPOptionList pekomeHayeTca nepesarpyska yCTpoicTBa.

nepesarpy3Ku KoppeKkTHasa paboTa ycTpoMucTBa He rapaHTupyeTca.

Ao
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TEXHUYECKAA NOAAEPHKA

Ona nosyyeHUs TEXHUMYECKOM KOHCy/ibTauMm Mo BOMPOCamM 3Kcnayatauum obopyaoBaHuA 000
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTntbca B CEPBUCHDBIN LLEHTP KOMMNAHUW:

Poccuitckan deaepauyma 630020, r. HoBocnbupck, yn. OkpyrKHan, gom 29B.

E-mail: techsupp@eltex.nsk.ru

Ha o¢uumanbHOm caitiTe KOMMaHUMM Bbl MOXKeTe HalTW TeXHUYECKYHD [AOKYMEHTALUMIO M NporpammHoe
obecneuveHne ana npogykumm 00O «Mpepgnpuatve «3JITEKC», obpatnutbca K B 6ase 3HaHWUM, OCTaBUTb
WHTEPAKTUBHYIO 3aABKY WAN MPOKOHCY/AbTUPOBATLCA Y MHXeHepoB CepBMCHOrO LEHTpPa Ha TeXHUYEeCKoM

dopyme:

OduumanbHbIN caT KomnaHuu: http://eltex-co.ru/
TexHuueckuit popym: http://forum.eltex-co.ru/

ba3a 3HaHmi: http://kcs.eltex.nsk.ru/

LeHTp 3arpysok: http://eltex-co.ru/support/downloads/
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