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PykoBozacTBo no akcnyarauun WOP-30L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npegycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnposogHas Touka goctyna WOP-30L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CcTbike ¢ npoBogHol ceTbio. WOP-30L nogkntoyaetcs K nposoaHoi cetn yepes 10/100/1000/2500M
Ethernet-uHtepdieiic n ¢ nomoLbio CBOMX paanonHTepdencos co3gaeT 6ecnpoBoAHON BbICOKOCKOPOCTHOA
[OCTYN ANsA yCTPOWUCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WOP-30L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K KaueCTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTku B none IP-naketa). Mogaepxka welinvHra Tpacuka Ha kaxaom VAP no3BonsieT B NosHOW Mepe
ynpas/iATb AOCTYMNOM, KQ4ECTBOM CEPBUCOB U OrpaHUYEHUAMN Kak A/151 BCeX aBOHEHTOB, Tak U AJ/19 KaXA0ro B
4acTHOCTMW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBOfbl, CTAAUOHBI, T. .), & TaKKe SABNAETCA naeasbHol nnaTtopMoii A5t opraHM3aumum CBA3N B KOTTEAXKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii POE+;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u

T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac/ax;

+ Moppepxka ctaHaapTos poymuHra IEEE 802.11r/k/v';

* Arperauusi gaHHbiX, Bkntoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
+ [proputeTbl 1 N1aHNpoBaHNe nakeTos Ha ocHose WMM,;

* [nHamunueckuii BbiI6op yactoTbl (DFS);

* Moppepxka ckpbiToro SSID;

* 14 BUpTYyasibHbIX TOYEK AOCTYNa,;

+ OO6Hapy)XeHne CTOPOHHUX TOYEK AOCTYNa;

+ CnekTpoaHanusatop’;

* MNMopaepxka APSD.

Cemesble thyHKYUU:

« ABTOMAaTMYECKOEe COr/lacoBaHMe CKOPOCTU, AYMN/IEKCHOTO PEXMMA U NEPEKTIOUEHNS MEXY PeXMMaMm
MDI n MDI-X;

+ Moapnepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* MNMopaepxka GRE;
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+ MNepepaya aboHEHTCKOro Tpadhmka BHE TyHHENew,
* Mopgaepxka ACL;

* Mopaepxka NTP;

* Moppaepxka Syslog;

* Moppepxka IPv6.

®dyHkyuu QoS:

+ [NproputeT 1 NNaHMpoBaHMe NakeToB Ha OCHOBE Npodunels;
+ OrpaHunyeHne NponyckHoi cnocobHocTn ania kaxgoro SSID.

BesonacHocmab:

* LleHTpanunsoBaHHas aBTopum3auus yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
* WndposaHne WPA/WPA2/WPAS;
* Moppaepxka Captive Portal.

"MonHoueHHas noaaepxka yHKLMOHANA NNaHUPYETCS B CeayioLLnX BEPCUAX.

Ha pucyHke 1 npuBefeHa cxema npumeHeHus obopyaosaHns WOP-30L.

g

HuTepuer /

Cepeep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHasbHas cxema mcnosib3osaHus WOP-30L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTepcpelica Ethernet

Konnyectso nopTos 1

DneKTpuYeckunii pasbem RJ-45

CkopocTb nepegaun 10/100/1000/2500 M6uT/c, aBTOONpPEAENEHNE
Mogaepxka ctTaH4apToB BASE-T

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTbl 802.11a/b/g/n/ac/ax

YacToTHbI gnanasoH 2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
Mopaynauua BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
Pa6oune kaHabl 802.11b/g/n/ax: 1-13 (2402-2482 Mr'u)

802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 My

CKopocTb nepegayn gaHHbIX 2.4TTu, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 M6éut/c

MakcumasibHast MOLLLHOCTb nepefaTyvka 2.4TTu: 20 abm
51Tu: 20 pbm
UyBCTBUTENBHOCTb NPUEMHUKA 2.4TTu: no-92 abm
51Tu: go -94 pbm
Be3onacHocTb + LleHTpanunsoBaHHas aBTopusauusa yepes RADIUS-cepsep

(802.1X WPA/WPA2/WPA3 Enterprise)
+ WndpposaHne WPA/WPA2/WPA3
+ Moppepxka Captive Portal
BbliGOp MoAenu aHTEHH 3aBUCUT OT UCNO/Ib30BaHMSA TOUKM AOCTyna

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naponto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namsTb 128 MB SPI-NAND Flash
RAM 256 Mb DDR3 RAM
MutaHve PoE+ 48 B/56 B (IEEE 802.3at-2009)

MoTpebnsemast MOLLLHOCTb He 6onee 15 BT



CTeneHsb 3aLuThl
Pabounin gnanasoH Temneparyp

OTHOCUTEeNbHAasA BNaXHOCTb Npu
Temneparype 25 °C

FabapuTbl (LU x B x T)
Macca

Cpok cnyx6bl

IP55
oT -45 po +65 °C
0o 95 %

125 x 227 x 49 mm
0,8 kr

He meHee 15 net
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PykoBozacTBo no akcnyarauun WOP-30L

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE
Yctpoiicteo WOP-30L BbINO/IHEHO B N1aCTUKOBOM Kopryce. BHelwwHnin Bua naHenei yctporictea WOP-30L

npuBeAeH Ha PUCYHKax 2 n 3.
i & i &

gogoot

Gl

PucyHok 2 — BHewwHuin BuA nepeaHein naHenin WOP-30L

Ha HmxHel naHenn yctpoiictea WOP-30L (pucyHok 3) pacnonoxeHsl LAN-nopt 10/100/1000/2500 BASE-T
(pasbem RJ-45) ans nogkntoyeHns K BHyTpPeHHel cet n nutaHuto PoE 1 kHonka c6poca K 3aBOACKUM

HacTpoiikam («F»).

PucyHok 3 — BHelwHuiA Bug, HkHeli naHenn WOP-30L
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2.5 CaetoBas nHgukauus

PykoBozacTBo no akcnyarauun WOP-30L

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
yCTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 2.

Tabnuua 2 — OnucaHne NHANKaTopoB

NHpukatop

Power — nHgukatop

[ nuTaHus n ctatyca
( ) paboTbl yCTpolicTBa

T

.,))

N
14
@®

&)

LAN — uHgukartop
nopta Ethernet-
nHTepdeiica

Wi-Fi 2.4 Ty

— MHAyKaTop craryca
paboTbl 6eCcnpoOBOAHOW
CeTu B AnanasoHe 2.4
Mu

Wi-Fi 5Ty,

— MHAWKaTop cTaryca
paboTbl 6eCnpOBOAHO
CeTM B AnanasoHe 5
Mu

CocTosiHne nHgmkaropa

ropuTt NOCTOAHHO

mMuraet

4acTo MUraeT B TeyeHune
3 cekyHA, panee roput
NMOCTOSIHHO

roput NOCTOAHHO

MUraeTt

rOpUT NOCTOAHHO

roput NOoCTOAHHO

2.6 CO6pocC K 3aBOACKMM HacTpoiikam

OnucaHue

nuTaHve NoAK/IYeHo, HopMasibHas paboTa

YCTPOWCTBO He nony4mnno agpec no DHCP

nepesarpyska/copoc k 3aBOACKMM HacTpolikam

kaHan mexgy Ethernet-uHtepdpeiicom WOP-30L n
NOAK/MIOYEHHbIM YCTPOCTBOM aKTUBEH

npoLecc NakeTHOl nepefayun AaHHbIX MexXay
Ethernet-uHtepdeiicom WOP-30L n
NOAKMOYEHHbIM YCTPONCTBOM

cetb Wi-Fi B gnanasoHe 2.4 Ty akTnBHAa

ceTb Wi-Fi B guanasoHe 5 T, akTuBHa

[ns cépoca K 3aBOACKMM HACTPOKaM Heo6Xx04MMO B 3arpy>XeHHOM COCTOSSHUM YCTPOIMCTBA HaXaTb U
yAepxuBartb KHOMKY «F» Ha npotsxeHun 10—15 cekyHg, noka nHaukatopbsl Wi-Fi 2.4 n 5 T'TL, He HAYHYT Murarb.
Mpoun3oiigeT aBTomMaTyeckas nepesarpyska yctpoincTsa. Mpu 3aBoACcKuX yctaHoBKax byaet 3anyweH DHCP-
KnueHT. B cnyyae, ecnu agpec He 6yaet nonyyeH no DHCP, To y ycTpoiicTBa 6yaert 3aBogckoli IP-agpec —
192.168.1.710, macka nogcetn — 255.255.255.0.

2.7

KomnnekT nocTtaBku

B KoMnnekT noctaBkn BXOAAT:

o6opyaoBaHue pagunogoctyna WOP-30L;

KOMMIEKT Kpenexa,

PYKOBOACTBO Mo 3Kkcnayatauuy Ha CD-ancke (onuuoHasibHo);

cepTudmKaT COOTBETCTBUS,
namsiTka 0 AOKyMeHTaumy;
nacrnopr.
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PykoBozacTBo no akcnyarauun WOP-30L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

© NMpu ynnuHoii ycTaHoBKE NGO B MECTax BbICOKOI BIQXKHOCTN YCTPOMCTBO 0653aTE/NbHO [O/MKHO 6bITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopt 6611 HanpaBieH BHUS.

PekomeHayemMoe NosioXeHne yCcTpoincTea 415l YCTaHOBKM — KpensieHne Ha TPy6OoCTONKY/CTeHy.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInyme BUAUMbIX
MexaHU4ecKnx nospexaeHuii. B cnyyae o6HapyXeHUsi NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT 1 06paTUTLCA K MOCTaBLLUKY.
3. Mpu pa3meLlleHnn ycTpoincTea Ans obecneveHns 30Hbl NoKpbITUA cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTMkamy yuntblBainTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHON CET.
« MUHUMK3UPYIITE uncio nperpag (CTeHbI, NOTOMKK, Mebenb 1 ap.) mexay WOP-30L n gpyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiite yCTpoicTBO B6NM3M (NOpsiaka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
+ He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtaollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBUA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUUTb paguyc aericteua Wi-Fi ceTtn.
4. Mpu pa3meLLeHN HECKOTbKUX TOYEK paaunyc COTbl JO/DKEH NepeceKkaTbCs C COCefHel COTOM Ha ypoBHe
0T -65 f0 -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 gbm Ha rpaHuLax coT, ec/fiv He
npegnonaraetcs ucnosb3osaHne VolP, NOTOKOBOro BMAeOBELLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6eCcnpoBOAHON CETU.

N —
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PykoBozacTBo no akcnyarauun WOP-30L

3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepegaya gaHHbIX B gnanasoHe 5 My, ncnonb3yetca ansa ctaHgaptos IEEE 802.11a/n/ac/ax. YcTpoincTso
WOP-30L nogaepxuBaeT 4acToTHble KaHasbl B AnanasoHe 5 Ty, ¢ wupuHoii 20, 40 n 80 MIy,

[LNs1 BblUMCIEHMS! LeHTpasIbHOW YacToTkl kaHana Wi-Fi (f, B ML) ncnonb3yetcs cneayrowas opmyna:
f=5000+(5*N), rae N — Homep kaHana Wi-Fi.

3.4 PacueT Heo6XxoAMMOro Uncsa Touek goctyna

Mpu BbIGOpE KONMYecTBa HEOBXOAUMbIX TOUEK AOCTYNa CreayeT NnpeaBapuTeibHO NPOV3BECTM OLEHKY
TpebyeMoli 30Hbl 0XBaTa, yunTbiBast [JH aHTEHH B rOPU30HTasIbHO 1 BEPTUKAIbHOI MI0CKOCTSX.

[nsi 6onee TOYHOW OLEHKM HEOBXOAMMO NPOM3BECTM paamoncc/eioBaHe TeppuTopun. JanbHOCTb oxBaTa
YBEPEHHOro NpMemMa TOUKM JOCTyna 3aBUCUT OT YCTAHOB/IEHHbIX aHTEHH 1 HaNMuus NPensiTCTBuMiA. B Tabnuue 3
npviBefieHbl NPUGIN3UTENbHBIE 3HAYEHNS 3aTyXaHUS.

Tabnmua 3 — 3Ha4eHus 3aTyxaHus

MaTtepuan N3meHeHue ypoBHA curHana, ob
24T1Ty 5Ty,
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crekno -0,5 -1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLITykaTypka ¢ MEeTas1/IM4ECKON CETKOW -14,8 -13,2
LLInako6nok -7 -11
MeTannuueckas pelueTka (sueiika 13 x 6 MM, METaUTN 2 MM) -21 -13

3.5 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las guarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 Ty,
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PyKoBOZICTBO Mo aKcnayatauum WOP-30L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npBefeH Ha pUCYHKe 5.

PucyHok 5 — Cxema pacnpefeneHus kaHasioB Mexay CocelHUMU Toukamun 4ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/YETCS COXPaHSTh AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCYHOK 6).

SRR,
S ==
ED eSS

P Y,

PucyHok 6 — Cxema pacnpefiefieH’sl KaHa/1I0B MeXAy COCeAHUMYN TOUKaMU AOCTYNa, PAcrofIOKEHHbIMU MeX 1y
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
1

149
153
157
161
165

IEEE Channel # (S S IR N S22

100
104
108
112
116
120
124
128
132
136
140
] 144

L A A A A A A AR A A A A A A A A A A A AT A AT AR
somiz NV VN NV VY VY LV
80 MHz |/ \/ y ! \/ Vv \ i
160 vz [ A | i

Examplesof [0 ) A
non-contiguous
VHT80+80 MHz [

setup

PucyHok 7 — KaHauibl, ncnosb3yemble B guanasoHe 5 Ty npu wupuHe kaHana 20, 40, 80 My,
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PyKoBOZICTBO Mo aKcnayatauum WOP-30L

4 YcTaHOBKa yCTpoucTBa

[nsa Toukm goctyna WOP-30L npefycMoTpeHbl ABa BapuaHTa MOHTaXa: yCTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONG

1. MpukpennTe KPOHLITENH K KOPNycy YCTPOCTBA C MOMOLLbIO BUHTOB, UAYLLMX B KOMI/IEKTE, Kak
rnokasaHo Ha pucyHke 8.

PuUcyHok 8 — KpenneHne KpoHWTeiHa K ycTpoiicTBy

2. YcTaHOBUTE yCTpOiicTBO Ethernet-nopTtom BHM3 HA TPYGOCTOIiKY, Kak NOKA3aHO Ha PUCYHKE HUXE, U
3aKpenuTe ero XomyTamu, MayLimmy B KOMMNJIeKTe ¢ ycTpoiicTeom. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHJaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TEXHVKE 6e30NacHoCT» U
«PeKoMeHaLmn No yCTaHOBKe».

PucyHok 9 — KpenneHue ycTpoicTtsa K TpybocTolike
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PyKoBOACTBO Mo aKcnyatauym WOP-30L

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [aHHbIii BapuaHT YCTaHOBKM YCTPOICTBA ABMSETCA AOMNOMHUTENbHLIM — KPEMN/IeHne NpogaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 10.

PucyHok 10 — KpenneHune KpoHLITeHa K yCTPOIACTBY

2. BblbepuTe MecTo A/151 pa3MeLLEHNS TOYKM JOCTyna B COOTBETCTBUM C PEKOMEHAALMAMY U3 Pa3fenioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE BE30MACHOCTU» U «PeKoOMEHALIN N0 YCTaHoBKe». pUnoxmTe
OCHOBaHWEe KPOHLUTEHa K CTEHE U OTMEpPLTE PacnosioKeHNe OTBEPCTUI ANA BUHTOB (PUCYHOK 11).
MpocBepnuTe OTBEPCTUSI U 3aKPENUTE B HUX BUHTbI, HE 3aTArBas 40 KOHUA.

PucyHok 11 — Pa3mellgHne yCTpoiCTBa Ha CTEHE
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PykoBOZACTBO No akcnyatauyum WOP-30L

3. CoBMeCT/TE 0TBEPCTUSA KPOHLITEHA C BUHTaMK Ha CTeHe. MNepeaBUHbLTE KPOHLITEH BBEPX WU BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 12).

PucyHok 12 — dukcrpoBaHue yCTpoincTBa Ha cTeHe
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PykoBozacTBo no akcnyarauun WOP-30L

4.3 Toaknwo4yeHne ycTponcTea

PoE.
J 10/100/1000/2500 BASE-T

| -

PucyHok 13 — MogxntoveHne Ethernet-kabens k POE-nopty

1. CHUMUTE KpbILLKY, 3aKpbiBatolLlyto Ethernet-nopT Ha HWXKHEI NaHeNn ycTPoCTBa, BbINOMHNATE

3a3eM/IeHMe YCTPOICTBaA Yepes creLnasbHyo KNemMmy Ha paavaTope YCTPOoCTBa, 3aTeM MOAK/IUMTe
Ethernet-kabenb k POE-nopTy (pucyHok 13).

. 3aKpoiiTe KPbILLKY HKHEN NaHenu.
MoaxntoumTe Ethernet-kabenns, naywmin ot WOP-30L, k POE-nopTy nHXekTopa nav nopty KOMmyTaTtopa
(IEEE 802.3at-2009).
Ecnu Bbl ucnonb3syete PoE-nHxekTOp, nogknounte ero K posetke 220 B ¢ NOMOLLbI0 CETEBOTO LUHYpa.
MoAKNUMTE aHTEHHY K YCTPOWNCTBY, CNeayst UHCTPYKUMAM 13 pasgena «/IHCTPyKLys No repMmeTusanmum
aHTEHHbIX Pa3beMOBy:
* Mpwn ncnonb3oBaHMn Omni-aHTEHH: NpUcoeauHUTE aHTeHHbl K SMA-pasbemMaM YCTPONCTBa;
* [pwn ncnonb3oBaHUN NaHes IbHbIX/CEKTOPHbIX aHTEHH: NpUcoeamMHUTEe aHTeHHbl K SMA-pasbemam
YCTPOWNCTBA C MOMOLLIO KabenbHbIX CO0POK. OTperyMpyinTe NoNOXeHNe aHTeHHbI Tak, YTOObI
aboHeHTCKMe yCcTpoicTBa nonagasniv B 30Hy NOKPbITUS YCTAHOBNEHHOW aHTEHHbI.

w N

oa s

© Bo usbexaHue BbIXxoa yCTPONCTBA U3 CTPOSt PEKOMEH/IYETCA MCMO/b30BaTh rPO303alLuTy.
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PyKoBOACTBO Mo aKcnyatauym WOP-30L

4.3.1 WNHCTPYKUMSA MO repMeTu3anm aHTeHHbIX pa3bemMoB

© Tepmetysalmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabesns.

1. Mepep nogxntoyeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXAeHNi, a Takke

MPOBEepLTE Ha/MuMe YNIOTHUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

2. MogknounTe Kabesnb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWTE raiiky, Kak nokasaHo Ha pucyHke 15 (a,
0).

PucyHok 15a PucyHok 156

3. OTpexbTe PE3VHOBYHO rEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJ/IMHBI: HA FePMETU3aL M0 O4HOT0
pasbema SMA (pucyHok 15a) Tpebyetcsa 0,15 M ruaponsonupytoLLei neHTsl, A1 pasbema N-type (prcyHok
156) Tpebyetcs 0,3 M rMapoM30NMNPYIOLLLEN NEHTbI, KaK NoKas3aHo Ha pucyHke 16 (a, 6).

PucyHok 16a PucyHok 166
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PyKoBOZICTBO Mo aKcnayatauum WOP-30L

4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CNOW, Kak NoKa3aHo Ha pucyHke 17.

o T

PucyHok 17

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo ykniaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1afKkM Ha BUTKax He gonyckatotcs. O6moTka
Kabesnis nokasaHa Ha pucyHke 18 (a, 6).

PucyHok 18a PucyHok 186

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 19 (a, 6).

v

P-VlcyHOK 19a PucyHok 196
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PyKoBOACTBO Mo aKcnyatauym WOP-30L

7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3MHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI3oneHTa nokasaHa Ha pucyHke 20.

PucyHok 20

8. HauHMTe 06MOTKY C ONMETKN Kabens, npeaBapuTesisHO OTCTYNVB OT NEPBOT0 BUTKA PE3UHOBOI NEHTLI Ha
5-10 mMm. 3achuKcrpyiiTe KOHUMK N30M1EHTbI HA ONMeTke kabens nog yrinom 15-25 rpagycos K ocv kaberns, u,
Cnerka pacTsrvBasi IeHTy, HauHUTe o6MaTbiBaTh Kabenb 1 pa3beMm, NPOABUTasicb B CTOPOHY Kopryca
yCTpoiicTBa. BUTKM HEOGXOAMMO YKNaaplBaTh APYr Ha Apyra C Hax/1IeCTOM, CKNAAKN Ha BUTKaX He
ponyckatotcsl. O6MOoTKa kabesnsi nokasaHa Ha pucyHke 21.

PucyHok 21

9. locTWrHyB Kopnyca Kpaem fieHTbl, cenaiite 060poT BOKPYr pasbema, MakCMMasibHO Npuxk1uMast kpaii
M30/1EHTbI K KOPMYCY YCTPOWCTBA, Aasiee NPOAOIKUTE HAMOTKY JIEHTbI NOA APYTVM YI/IOM, YAASASICh OT
koprnyca. MNpu HamaTbIBaHUM NJIOTHO HaKNaAbIBaiTe BUTKW NIEHTLI, HE AOMNycKasi CKNadok. Ha nocnegHux
BUTKAX U30/1EHTbI PACTSKKY HEOBXOAMMO YMEHBLUNTL [0 HYJIS U NOC/EAHUI BUTOK Y/IOXWUTb 6€3 pacTsarmBaHus,
Kak nokasaHo Ha pucyHke 22 (a, 6).

PucyHok 22a PucyHok 226

10. MNpoBepbTe 3arepMeTU3MPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMbIX YYACTKOB PE3NHOBOI NIEHTHI.
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PykoBoacTBO no akcnnyaraumm WOP-30L

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30L

3. BBeaute nmsa nosb3osartesia B CTpoke «BBeaute 10rvH» 1 naposb B CTPOKE «BBeauTe naponb».

© 3aBopckue ycTaHOBKU: NOTMH — admin, naposnb — password.

4. HaxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEH0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

WVELTEX  wWoOP-30L

MoHuTopuHr Radio VAP CeTeBsle HACTpOMKN BrelwHue cepeucel Cucrema - (ebxomd)

Wi-Fi kmvenTs! Mzpenue WOP-30L
- AnnapaTHaA BepcuA w1
CramicTika no Tpadmey
3asoackon MAC-agpec 68:13:E2:31:10:70
CraHvpoBanve adupa

CepuitHer Homep WP4ED00027
HypHan cobsimvi Bepawa N0
CeTeran MHbopmaLma Peaepenan sepova M0

Bepcua sarpyaduea
WHdpopmauma o s Py

paauouHTepdedicax CucTenHoe EpeMA 23.05.2023 13:01:10

WMudboprauma of yeTpoiicTee » Bpema paboTel 00:21:49

& OBHORUTL
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PykoBozacTBo no akcnyarauun WOP-30L

5. Mpy HeoBXOANMOCTN MOXHO MEPEeKIoUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-30L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

ELTEX  WOP-30L

MoHuTOpUHT Radio VAP CeTeBble HACTPOMEN BrelwHne cepemcel Cucrema - (BbxoO)

Wi-Fi kmvenTs! Mzpenue WOP-30L

- AnnapaTHaA BepcuA w1
CramicTika no Tpadmey
Jasopcron MAC-agpec 68:13:E2:31:10:70
CraHvpoBanve adupa
CepuitHei Homep WPAED00027

HypHan cobsimvi Bepw 110
Ceresan uHdopmalma PesepeHan eepeva 10
Wnchopmanyn o Bepcua sarpyaduea
paanoHTepdelicax Cucremqos epemA  23.05.2023 13:01:10
WMudboprauma o6 yerpoiicTee » Bpema paboThl 00:21:49

& ObrHoBHTL

5.2 MpumeHeHne KoHUrypaumum n oTMeHa 3MeHeHwi

1. MpuMeHeHne KoHUrypaumm

o [IPHMEHHTB

Mpy HaXXaTUn KHOMKMN 3anyckaeTtcs npouecc coxpaHeHuns koHdurypauum Bo flash-namatb
YCTPOIACTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliki BCTynatoT B cu/ly 6e3 nepesarpysku
yCTpOIicTBa.

B web-nHTepdelice Touku gocTyna peasmsoBaHa BU3yasibHas MHAMKALUS TEKYLLLEro COCTOSIHMS npolecca
npYMeHeHust HacTpoek (Tabnuua 4).

Tabnuua 4 — BusyasibHast MHAMKALMS TEKYLLLETO COCTOSIHMA NpoLiecca NPMMEHEHNS HACTPOEK

BHeluHNi1 BUg, OnucaHue coCTOSAHUA

Mocne HaaTusa Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLLECC NMPUMEHEHNS U

3anncy HacTpoek B NamsiTb ycTpoicTea. O6 3ToM MHDOPMUPYET 3HAYOK il B
Ha3BaHUW BK/1agKnN N Ha KHOMKe «rlpl/IMEHI/ITb».
O6 yCcneLwHoM COXpaHEHMN U NPUMEHEHNN HACTPOEK MHGDOPMMPYET 3HAYOK
B Ha3BaHWUM BKIAOKN.
2. OTMeHa U3MeHeHuM
X OTmeHa

KHOMKa oTMeHbl U3MEHEHWI UMeEeT CneayroLnii Bua,

© OtmveHa n3MeHeHWi NPOV3BOANTCS TOMBKO 10 HAXKATUSA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «[pUMEHUTb» N3MEHEHHbIE Ha CTpaHuLEe napamMmeTpbl OyayT 06HOBMEHbI HA TEKYyLLMEe 3HaYEeHNS,
3anvcaHHble B NaMATU yCTpoicTBa. locne Haxatusa Ha KHOMKY «[puMeHnTb» BO3BPAT K NpeablayLumm
HacTpoikaM 6yaeT HEBO3MOXEH.
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBozacTBo no akcnyarauun WOP-30L

=
=L TEX  woP-30L
MoHuTopuHr Radio VAF CeTeBs|e HACTPOUK, BHeLHME cepBucE CHcTeMma
Wi-Fi knWeHTs Wapenuve WOP-30L
R AnnapaTHan BepcuA 1l
3aeoackon MAC-agpec 68:13:E2:31:10:70
S CepuitHei Homep WPR4E0D0027
Em FIEETT Bepeua M0
‘eTesan MH unA Peaepenan sepeua 10
BepcuA sarpyaunka
A CucTemHoe Bpema 23.05.2023 13:01:10
Wudbopmauma of ycrpolicTee > Bpeun pabory 00:21:49
% OBHOBMTL

B 000 Tpednpurmus "3mmexc”, 2023

Bepeur 10 {Bepcus WEB

OKHO nonb3oBaTe/IbCKOro MHTepdieica pasneneHo Ha NATb obnacTel:

1. Bknagku MeHio — Ans rpynnupoBKM NogMeHo no kateropusm: MoHutopuHr, Radio, VAP, CeTeBble

HacTpoiiku, BHelwHMe cepBuckl, Cuctema.

2. Bbl6op s3bIka MHTepdieiica 1 kHomka «(BbIXoa)», NpeAHasHaYeHHas A5 3aBepLUEHNs ceaHca paboThl B

web-uHTepdelice nog AaHHLIM NO/Ib30BaTENEM.
Bknafkv NoIMEHIO — A1 YNPAB/IEHUSA NOMEM HACTPOEK.

arw

Mone HacTpoeK YCTPoiicTBa — [/ NPOCMOTPA [aHHbIX U KOHJUIypaLum.
MHdpopmaLmoHHoe none, oTobpaxatoliee Bepcuto MO, ycTaHOBNEHHYO Ha YCTPOIACTBE.
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PykoBozacTBo no akcnyarauun WOP-30L

5.4 MeH «MOHUTOPUHI»

B MeH0 «MOHUTOPUHI» OTOGPaXKaeTCs TeKyLee COCTOSHNE CUCTEMBI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

CEILTEX  woP-30L

MonuTOpHHT Radio VAP CeTeEbie HacTPoUKN EHELHWE CEPEWNCH Cuecrema - (BbIXOg)

Wi-Fi knueHTH * & OBHOBMTE

CTaTHMCTWEA No TpaduEy

Link TX RX
CranuposaHme shupa Hma i Link Quality RS551, SNR, EW, BW, Bpemsn
Ne xocTa IP-agpec MAC-agpec WHTepipenc Quality Common gbm ob TxRate RxRate MMy MMy paboTm
HypHan cobemi 1 Xiaomi- 10248075 e2fl-04:adbc2a wianlvad 100 86 39 38 HE HE 80 80  00:01:52
12T N552 NS52
CeTegas nHdopMaums MCS11 MCST
1201 T720.6
Wrdopmauna o
PaAMOKHTE phEACaX Mepegaxo / NPUHATO BCEro, GanT 70 2557134 389 Mepeaato ¢ owWbkamKu, NakeTos 4
Mudbopmaums of ycTpokcTES MNepenaHo / NPUHATO BCEMD, NAKETOE 262 74438 MoETopsI NepegaYK 33 NoCnegHMA 0
nepuog, NakeTos
Mepegado / NPUHRATO JaHHLIX, GadT 67 116 /132 972
Ofwee YHCNo NOETOPOE NEPENAYH, 16
Mepegato { NPMHATO JaHHLIX, NAKETOE 2447415 MakeToe
CropocTe Nnepega4n / npuema, KonTic oro
Mogynauus MNepegano nakeTos MNpMHATO NakeToB
OFDME 0 0% ] 2%
NSS52-MCS4 0 0% 1 0%
NS52-MCS5 0 0% 1 0%
N552-MCST a 0% 16 4%
NS52-MCS58 [ 2% 0 0%
NS52-MCS59 325 23% 70 17%
NS52-MCS510 60 25% 11 3%
NS52-MCS511 123 50% 307 T4%

* Ne — HoMep NOoAK/TIFYEHHOrO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec noaK/IUYeHHOr0 YCTPOMCTBa;

+ MAC-adpec — MAC-agpec NoaK/It04YEHHOro YCTPOICTBA,;

* ViIHmepdpelic — nHtepdpelic B3ammogenctena WOP-30L ¢ nogxntoUYeHHbIM YCTPONCTBOM,;

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBO NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality Common — napameTp, KOTOpbI/i 0TO6pPaXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHe
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6bl YCNeLIHo oTrnpaB/ieH). 3HaueHe napaMeTpa paccynTbiBaeTcs 3a BCe
BPEMS NOAK/TOHYEHUS KNTNEHTE,;
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PykoBozacTBo no akcnyarauun WOP-30L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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PykoBozacTBo no akcnyarauun WOP-30L

5.4.2 TMoameHo «CTaTtnucTmKa rno Tpagouky»

B pasgene «CtatucTtuka no tpadymky» 0To6paxarorcs rpadoukm CKoOpocTu nepesaHHoro/nosly4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka vepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTLI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

ELTEX  WOP-30L

MotnTopmHr Radic VAP CeTesuie HacTRORKN BrelWHME cepERCH ChcTEME - B0,
Wi-Fi KNMEHTH WWLAND Tx/Rx bps
Pz 0 bps (max: 0 bps)
@ T 0bps (max: 0 bps)
CTaTHCTHKS No TRadiMy * bos

CranmposaHee agwpa

T T — T T T T T T —T T T T T T T T T T
5053 16:51:05 165117 165129 16:51:41 1685151 16:52:05 16:5217 16:52:29 165241 165253 165305 165317 16:5320 165341 165353 ts

WLANT Tw/Rx kbps

Fx: 8.5 kbDps (max 12.5 kbps
@ T 7.7 kbos (max: 2006 kbpa)

L R B S B S

P T T T T
S053 165105 165117 165129 165141 165151 16:52:05 165217 16:52:229 165241 165253 165305 1685317

T T
165320 155341 165353 L8

LAN Tx/Rx kbps

LI S S S S L L B A S B S e S p
165053 165105 165117 165129

T T T T
165141 165153 165205 165217 16:5229 165241 165253 165X05 165317

T T T
165329 165341 165353 L8
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PykoBozacTBo no akcnyarauun WOP-30L

Onucanne Tabnuupl «lepedaHo»:
* MiHmepgelic — nma nHtepdeinca,
* Bcea2o nakemos — KO/IM4eCcTBO YCMNeLLIHO OTrNpaB/IeHHbIX NakeToBs;
* Bceao 6alim — Ko/IM4ecTBO YCMeLHO OTNpaB/eHHbIX 6aiT;
* Om6powWeHOo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX NPV OTMPAaBKE;
* OWUubKU — KONNYeCTBO OLINBOK.

MepenaHo ~
WHTEp(EedC Brero nakeTos Bcero GauT OTOpOWEHD NAKETOE Owudkn
LAN G868 3589276 0 0
VLAMO 0 1] 0 0
VWLAM1 4215 1376473 U 0
wlan0-val 0 0 0 0
wlan0-vai 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-vad 0 0 0 0
wlan0-va4 0 0 0 0
wland-vas 0 L] U 0

OnucaHne Tabnuubl «[TpUHAMO»:

* MlHmepcpelic — nma nHTepdelica;

* Bcea2o nakemos — KO/IM4ecTBO YCNeLHO NPUHATLIX NaKeTos;

* Bcezo 6alim — KOM4ecTBO YCMeLHO NMPUHATLIX 6aiT,;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWUbKU — KONNYeCTBO OLUNBOK.

I PHHATO ~
HHTepdenc Bcero nakeTos Bcero GalT OTOpOoWeHD NAKETOE OwrorH
LARN 316067 38969142 0 0
WLAND 0 1] 0 0
WLANAT 61508 3975329 0 0
wiland-val 0 0 0 0
wlan-val 0 /] 0 0
wian0-va2 0 0 0 0
wilan0-va3 0 0 0 0
wlan(-va4 0 0 0 0
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5.4.3 TMoameHo «CkaHMpoBaHue adompar

PykoBozacTBo no akcnyarauun WOP-30L

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

eLTeX

MoHuTopuHr  Radio VAP

Wi-Fi KNHEHTBI
CTaTHCTHEA NO TpAgUKY
CKaHupoBaHue adupa >

HypHan cofbmrit
CeTeBan WHopMaLmMA

MHopmaLna o
pamuouHTEpdeicax

MHopmauua ob ycTpoiicTee

WOP-30L

CeTeBble HACTPOMKN

BHellHHE CepBUCH

Cuctema

MocnegHee ckaHuposadue Obino 03.08.2023 11:09:16

24Ty 51Ty

OwanazoH SSID
2.4TTy
2.4TTy
2.4TTy
2.4TTy
2.4TTy
2.4TTy
2.4TTy
2.4TTy
2.4TTy
2.4TTY
2.4TTy
2.4TTy
2.4TTy
2.4TTy

24Ty

Pexum
6e30MacHOCTH

Cpen
Cpen
Open
WPAZ_1X
WPAZ_1X
Open
WRPA_1XMWPAZ_1X
WPA2_1X
Cpen
WPA2
Open
Open
Open
WPAZ_1X

Cpen

MAC-agpec
E8:28:C1:FC:D2:04
E0:D9.E3:49:D5:00
68:13:E2:1B:6B:40
68:13:E2:20:A3:01
68:13:E2:0F:D1:F1
E0:D9:E3:70:94:11
E0:D9:E3:70:94:12
E0:D9:E3:70:94:13
E0:D9:E3:70:94:15
CC:9D:A2:C2:BB:20
CC:9D:AZ:C2:BB:21
CC:9D:AZ:FFB2:01
E8:28:C1.DAET:21
CC:9D:AZ:C2:D4:70

68:13:E2:02:4D:62

Kanan /
WupuHa

6/20
6/20
6/20
6/20
620
6/20
6/20
6/20
1120
6/20

11/20

(BbXO0)

RSSI,
AEM

-38

-42

-53

-62

-66

-68

-68

-658

-68

-69

-70

-72

74

74

74

[nsA 3anycka npouecca ckaHMpoBaHUs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHunst

npouecca Ha CTpaHuLe NOSIBUTCSA CNIMCOK 0OHAPYXEHHbIX B paanoadnpe ToUeK AoCTyna 1 MHChopMaLms O HUX:

MocnedHee ckaHupoBaHue 6bI/10... — AaTa U Bpemsi Noc/nefHero CKaHMpPoBaHUs;

Juana3oH — ykasbiBaeTcsa gnanasoH 2.4 'y nnn 5Ty, B KOTOPOM Obl/ia 06HapyxeHa Touka 40oCcTyna,;
SSID — SSID o6Hapy»XeHHOW TOYKN JOCTYNa;

Pexxum 6e3onacHocmu — pexummM 6e30MacHOCTM 06HapPY>XeHHOM TOYKN AOCTYNa;
MAC-adpec — MAC-agpec o6Hapy>XeHHOW TOYKN JOCTYNa;
KaHnasn/lLlupuHa — pafmokaHas, Ha KOTOpoM paboTaeT obHapyXeHHast Touka AoCTyna,
RSS! — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHa1 06Hapy)XXeHHOM TOYKM AOCTyna, ABM.

Bo Bpemsi 0CyLLEeCTBNEHNS CKaHUPOBaHUS adhmpa pagnonHTepdeiic ycTpoiicTea GyAeT OTK/IHOUEH, YTO

npuBeaeT K HEBO3MOXHOCTN nepefayn gaHHbix Ao Wi-Fi KnneHToB BO BpeMs CKaHMPOBaHWUS.
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5.4.4 TMoameHto «KypHasn cobbITU»

PykoBozacTBo no akcnyarauun WOP-30L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

cLTEX

MoHMTOPHHT Radio VAP

Wi-Fi knuesTh
CTaTncTwEa no Tpaguey
CrannposaHue shupa
Hyptan cobbimuA »
CeTegan WHOOPMaLWS

HMHbopmayna o
pagHoHHTEbeRcax

Whbopyaums of yeTpoitcTee

WOP-30L

Cucrema

CeTeBble HacTPORKN

BHEWHWE CEPEMUCH

Nata wn

BpeMA Tun Mpoyecc Coobwenne

May 24 daemon.info scanwlan[14654] scan on interface ‘wlan1' finished
04:15:28

May 24 daemon.info scanwlan[14654] scan on interface ‘wlan0' finished
04:15:28

May 24 daemon.info scanwlan[14654] start scan on interface ‘wlan1'
04:15:01

May 24 daemon.info scanwlan[14654] start scan on interface ‘wlan0'
04:15:01

May 24 daemon.info  networkd[559]

00:10:10

May 23 daemon.info  networkd[559]

18:23:30

May 23 daemon.info  monitord[680]

13:45:36 'root

May 23 daemon.info  monitord[6830]

13:4534

May 23 daemon.info  monitord[680]

13:45:19 'root

DHCP-client: Interface br0 renew lease on 10.24.80.95.

DHCP-client: Interface br0 renew lease on 10.24.80.95.

event: 'authenticated' mac: E2:F1:04:A4:BC:2A ssid: "WOP-30L_5GH=' interface: wlan1-va0 channel: 161 resi-1: -21 resi-2: -21 lecation:

event 'deauthenticated by STA" mac: E2-F1:04:A4:BC:2A ssid: "WOP-30L_5GHz' inferface: wlan1-val channel: 161 rssi-1: -27 rssi-2

-50 location: 'root’ reason: 3 description: 'Deauth at STA leave BSS'

event: 'authenticated' mac: E2:F1:04:A4:BC:2A ssid: "WOP-30L_5GH=' interface: wlan1-va0 channel: 161 resi-1: -21 resi-2: -21 lecation:

« [ama u Bpemsi — gata 1 BpeMsi, korga cobbiTue Obl/1I0 CTEHEPUPOBAHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS,
+ [poyecc — nms npouecca, CreHepMpoBaBLIEro COOOLEHNE;
+ CoobujeHue — onucaHmne coobITus.

Tabnmua 5 — OnucaHne Kateropuin BaXxHOCTU cobbITuiA

YpoBeHb

0

N o oo b~ o w0oN

Tun BaXXHOCTU COOGLLEeHM

UpesBblualiHble (emergency)
CwrHansl Tpesoru (alert)

KpuTnueckue (critical)
Owwn6ouHbIe (error)
MpeaynpexaeHns (warning)
YsepomneHnus (notice)
NHdhopmaumoHHsle (informational)

OTtnagouHble (debug)

OonucaHue

B cucteme npou3zolusia Kputmyeckas owmneka,
cucTema MOXeT paboTaTb HenpaBu/ibHO

Heo6xoayMo HeMeaieHHoe BMellaTenlbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas omnbka

B cucteme npomsoLusia ownbka

MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNE
YBeoM/IEHNE CUCTEMbI, HeaBapuinHoe CoobLLEeHnE
NHbopmaLoHHble CO06LLEHMS CUCTEMBI
OTnagouHble COOBLLEHMS NPEAOCTaB/IAT

noNb30oBaTesio MHhopMaL o 418 KOPPEKTHO
HaCTpOWiKu cucTeMBI

[N nonyyeHnsi HOBbIX COOBLLEHNIA B XXypHasie COObITUIA HEOBXOANMO HaxXKaTb Ha KHOMKY «OGHOBUTbY.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXXaB Ha KHOMKY «OUNCTUTb».
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Bas vHdopmaunsa»

PykoBozacTBo no akcnyarauun WOP-30L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

“LTEX  woP-30L
- -
MOHHTOPHHT Radio VAP CeTeeble HACTPORKNA BHELUHHE CEpEACH! Cucrema L] X0,
Wi-Fi knnen: CTatyc WAN
CTaTUCTHEE no Tpadguey WHTepdeic br0
CraHWpoBaHue stupa Mparakan DHCP
|P-aopec 10.24.50.93
Hypran cobeimni
MpwHATO 38 6 MBaiT (40 473 106 GaiT)
Cere: | L > = i
TERAA MHDOpMELAA MepegaHo 16.7 MOa#T (17 478 008 GanT)
l-IHmoprJaLM o Ethernet
paguouHTepheiicax
CoCToAHKE NopTa Up
Whdropmaymrs o8 yeTpodcTee
CHOpOCTE 1000
Oynnekc Full
ARP ~
Nz IP-agpec MAC-agpec
[ 10.24.30.47 14:CC:20:05:A9:TE
1 10.24.80.1 E0:D9.ES.EGE1:40
IMapwpyTsbl v
Ne HHTephenc HasHa4yeHne Wnros Macka dnarm
[ brl 0.0.0.0 10.24.301 0.0.0.0 uG
1 brl 10.24.80.0 0.0.0.0 255.255.255.0 u
Craryc WAN:

* MIhmepdpelic — nms bridge-nHtepdeliica;

* [Mpomoko/1 — NPOTOKO/, NCNosb3yemblid ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec yCcTpoiicTBa BO BHELLHEN CETY;

+ [NpuHsIMO — KONN4ecTBO NpUHATLIX HA WAN 6aiT;

+ lNepedaHo — KONMYEeCTBO NepeaaHHbIXx ¢ WAN 6alir.

Ethernet:

-+ CocmosiHue nnopma — coctosiHue Ethernet-nopta;
+ CKOpocmb — CKOPOCTb NOAK/IH0UeHUs o nopTy Ethernet;

« [ynaekc — pexum nepeaaun gaHHbIX:

* Full — nonHbIi aynnekxc;

« Half — non
ARP:

yaynnekc.

B ARP-Tabnuue cogepxntca nipopmaums o cootrsetctemm IP- 1 MAC-agpecoB cocejHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-ag

pec ycTpoiicTBa;

+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlIhmepdhelic — nms bridge-nHtepdeiica;
+ HasHavyeHue — IP-agpec xocTa uiv NoAceT! Ha3HAYEHNSs, 40 KOTOPbIX YCTAHOB/IEH MapLLpPYT,;

« LUmo3 — IP-aApec L33, Yepes KOTOpbIi OCYLLIECTBNSETCS BbIXOA HA apecara;

+ Macka — macka noaceTu;
* ®azu — onpefeneHHble XapakTePUCTVKN JaHHOTO MapLLpyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/ISAETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLLyM Ha NOKasTbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMNYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NNOKasIbHOM CUCTEME U NPUMEeHeHMs napameTpa mod;

A — yKka3blBaeT Ha 6ydepun3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep MapLupyTusauum aapa;

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTe/ibHble MapLLPYTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UToO AeTarpammbl, HaNnpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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5.4.6 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WOP-30L.

LTEX  woP-30L

MosnTOpHHT Radio VA CeTeseie HACTRO KA Brelsme CepEmcE CacTema

Wi-Fi ke Radio 2.4 Ty
CTaTMCTIKE Mo Tpadmey Craryc EwsnioueHo
MAC-aapec 68:13:E2:31:10:70
Pesknm EEE 802.11b/gfniax

Radio 5Ty

Craryc

MAC-zapec

Pewnm

Kaman

Wepwna kasana, MMy 20

PaanounHTepdenchbl TOUKM 4OCTYNa MOryT HaX0AUTLCS B ABYX COCTOSAHUAX: «BK/IHOUEHO» N «BbIKIHOYEHO.
CraTtyc Kaxaoro 13 pagmonHtepdencoB oTpaxkaeTcs B OAHOMMEHHOM napameTpe «CTtaTyc».

Cratyc Radio 3aBUCUT OT TOrO, €CTb /1N HA JaHHOM pagnonHTepdelice BKNHOYEHHbIE BUPTYasibHbIE TOYKU
poctyna (VAP). B cnyyae, ecnv Ha pagvoviHTepdeiice umeetcst XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet
HaxXoAMTbCA B cTaTyce «BKIOUYEHO», NHaYe — «BbIKNHOYEHOY.

B 3aBucmmocTu oT ctatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouas nHpopmaums:
«BbIKNHOYEHOY:
+ Cmamyc — coCcTosiHue pagnonHTepdelica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHO»:

+ Cmamyc — COCTOsiHUe pagunovHTepgeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHana, Ha KOTOpOM paboTaeT paavonHTepdec;

* upuHa kaHana, My — wypuHa Nonockl 4acToT KaHasia, Ha KOTOpoM paboTaeT pagmonHTepdeiic.

33



PykoBozacTBo no akcnyarauun WOP-30L

5.4.7 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-30L.

-LTEX  woP-30L

MoHuTOpUHT Radio VAP CeTesnie HacTPoHKK BHewHne cepEnchl Cuctema - {BBIXOA)

Wi-Fi knneHTh Wanenwne WOP-30L

ANN3apaTHaA BEpCHA vl
CTaTucTHka no Tpaduey
Zasopckod MAC-agpec B3 13E2:31:10:7D
CEaHupoBaHue sthupa
CepuiHeli HoMEp WP4ED00027

Hypran cofeimni Bepcus MO
CeTesan WHhoOpMaLMa PesepeHan sepcua MO
BepcuA sarpys-nea
WHDOpMALMS o P Py

PaguoMHTEPErcaX CUCTEMHOS EpeMA 24.05.2023 04:24:46

Whpopmaums of ycTpoicTee » Epama paGoTsl 154525

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

« Annapammdasi Bepcusi — BepCcus annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3roToBUTENEM,

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponicTea;

* PesepsHas sepcus O — npefbiayuias yctaHoBsieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe BpeMsi — TeKyLLMe BPeMS 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCcTponcTea.

34



PykoBozacTBo no akcnyarauun WOP-30L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

“IL TEX  wWoP-30L

MoHHTOPHMHT Radio VAP Ceresne HacTPoOMERN BHELHKWE CEpEMCD Cucrema m - (Bbixog)

Radio 2.4 Ty » O0wWwme
Radie 5 Ty Pexum IEEE 802.11b/g/nfax b
OononHuTensHo AETOMaTHYECKMIA BERiDop KaHana

GI’DEHI"-M_b CNWCOK KaHanoe

11 {2432 — 2472 My} %

Iwpwura kanana, My 40 w
(QCHOBHOW KaHan Lower v

MowrocTe curiana, akm 16 w

OONONHWUTENLHO v

+ [pUMEHHTE ® OTmeHa

* Pexxum — pexum paboTbl nHTepderica cornacHo cnegyrowmm ctaHaapram:
+ |[EEE 802.11ax;
+ |EEE 802.11b/g/n;
+ |EEE 802.11b/g/n/ax.

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNIEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOGMpaTb HaMMeHee 3arpyXXeHHblli pagnokaHan ans pabotbl Wi-Fi-nHtepdieitca. Mpu cHATOM donare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTU4eCcKoro paboyero kaHana;

* Kanas1 — BbIOOp KaHana nepegayvn faHHbIXx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna OyaeT UCMosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CMCcoK KaHas1oB /15 paboTbl B aBTOMarnyeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYmTb CNUCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa focTyna 6yaet BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KAHa/10B aHHOTo
AnanasoHa 4YacTtoT. KaHasbl gnanasoHa 2.4 'u; 1-13;

* llupuHa kaHasa, MMy — WwnprHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHumaet 3HaveHna 20 n 40 Ml

* OCHOBHOU KaHa/1 — napamMeTp MOXeT 6bITb U3MEHEH TO/IbKO NPW NPOMYCKHOM CMNOCOOHOCTM CTaTUYeCcKn
3a/laHHOro KaHana, paBHoi 40 MI'y. KaHan 40 MIM, MOXHO cunTaTb COCTOSALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B 4YaCTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1aMu. MepBUYHbIA KaHa1 UCNOJb3YeTCH K/IMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHna kaHana 20 MIru;

« Upper — nepBun4yHbIM KaHas1oM OyaeT BepxHuin kaHan 20 My B nonoce 40 MIu;
+ Lower — nepBnYHbIM KaHa/10M ByAeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmb cuz2Hana, 0bm — perynvposka MowHoCTU curHana nepegaryunka Wi-Fi 8 gbm. MNpuHnmaet

3HayeHne ot 4 o 16 gbm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LononHWUTENBHO v

0OBSS Coexistence
KaHansHas CKOpoCTh Nepenaum Auto v
KopoTkuit 3aLMTHBIA UHTEpsan
STBC O
Mepuog oTnpaskk cnyedHbiX CooDLWeHNA, MC 100
Mopor dparMesTayum 2345

Mopor RTS 2347

a8

Arperauma

KopoTkaa npeamdyna

a

WeAnep Broadcast/Multicast, nakic
WIi-Fi Multimedia (WHM)
Peskum paGotsl DHCP Snooping gnore v

BKMio4HTE Q0S (]

* OBSS Coexistence — pexum aBTOMaTn4yeCckoro yMmeHbLIEHWS WWPWHbI KaHasa npu 3arpy>XeHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxnm BK/IOYEH;

+ KaHa/ibHasi CKopocmb repedaqu — (PUKCMpoBaHHasa CKOPOCTb 6eCnpoBOAHOM nepefayn gaHHbIX,
onpegensiemas crneundmkaumsammn ctaHgaptos IEEE 802.11;

* Kopomkul 3awjumHbIl uHmMepsasa — nogaepka yKopoueHHOoro 3almnTHoro nHTepsasia. Touka goctyna
nepefaeT AaHHble, UICNosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takxe NoaaepX1BaKT KOPOTKMIA 3allUMTHBIA NHTepBaUT;

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIN Ha NOBbILLEHNE
HaAEeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO ec/iv BblIOpaHHbI pexum padoThbl
pagnovHTepdelica BknoyvaeT B cebs 802.11n. Mpu ycTaHOB/IEHHOM do/iare yCTPOMCTBO nepefaeT oanH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;

*+ [Nepuod omnpasKu c/y)XebHbix coobuwjeHul, Mc — nepunop nocbisikn Beacon-thpeiimos. ®peimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6aiitax. MpuH1MaeTt 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* lMopoe RTS — ykasbIBaeT 4Y1C/0 GaiiT, Yepes KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNo/b30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsi DHCP Snooping’ — BbI60p nonutukn o6paboTtk DHCP onuum 82. locTynHble 3HaYeHUs
Ans Bblbopa:

* ignore — obpaboTka onuun 82 oTkNOYEeHa. 3Ha4YeHne N0 YMOHaHNIO,
* remove — ToYKa [oCTyna ygasniser 3HadyeHue onuun 82,
* replace — Touka focTyna NoACTaBsAET UK 3aMeHsieT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HauYeHus 418 pefakTMpPoBaHNA OTKPbIBAKOTCSA CriedytoLLme napameTpsbil:
+ Onyus 82 popmam CID — 3ameHa 3HaveHusa napameTpa CID, MOXeT NpuHMMaTh 3HAYEHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsa SSID>. 3HavyeHne No yMON4aHuIo;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOUEH K/TNEHT,;
+ custom — 3amMeHa 3HadyeHus napametpa CID Ha 3HaueHwue, ykazaHHOe B
napameTpe «Onumsa 82 yHukasbHblin CID»;

* Onyus 82 yHukasibHbIlU CID — Npon3BO/ibHAsA CTpoKa [0 52 CMMBOJI0B, KOTopast
oypet nepepasatbcs B CID. Ecnv 3HaueHne napamerpa He 3a4aHo, Touka byaet
n3meHATb CID Ha 3HaveHue no ymonyaHuio — APMAC-SSID.

* Onyus 82 popmam RID — 3ameHa 3HauyeHnsa napametpa RID, moxeT npuHumartb
crefyroLme 3HavYeHns:

+ ClientMAC — n3ameHsiTb cogepxunmoe RID Ha MAC-agpec K/IMEeHTCKOro yCTpoicTBa.
3Ha4yeHune No ymosnyaHuio;

+ APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku J0CTyna,;

+ APdomain — nameHsitb cogepxunmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCA Touka
[ocTyna;

+ custom — n3meHATb cogepxmmoe RID Ha 3HauyeHue, ykazaHHoOe B napametpe «Onuums
82 yHuKanbHbIn RID»;

* Onyus 82 yHukasibHbIU RID — npon3BonibHas CTpoka A0 63 CMMBOJIOB, KOTopas
6yaet nepepasatbcs B RID. Ecnn 3HayeHre napameTpa He 3afaHo, Touka byaet
n3meHsTb RID Ha 3HauyeHne no ymonyaHuio — ClientMAC.

+ ®opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KoTopblli nepegaeTcs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune Nno ymosniyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pasfenuTens BbiCTynaeT 3HaK Tupe.

* Brsmoyumsb QoS — npv yCTaHOBNEHHOM donare AOoCTynHa HacTpoika oyHKUMin obecrnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).

T MonHoueHHas noggepxka YyHKLMOHaNA NTAHNPYETCS B CIeyOLMX BEPCHSIX.
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,ﬂ,ﬂﬂ HaCTpOI‘/'IKVI obecrneyeHuss kKauecTea O6CJ‘Iy)Kl/IBaHl/I$| AOCTYNHbI cnegywune d)yHKLI,VII/lZ
AP EDCA Parameters

Oyepegk AIFS cwMin cwhMax TXOP Limit

Data 3 (QoH) 7 15 . 1023 v 0

Data 2 (Best Effort)
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Station EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) - 15 - 1023 v 0

Data 2 (Best Effort)
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« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs oT TOUKM
A0CTYyNa K KNMeHTy):

+ Oyepedb — npeponpeaeneHHble ovepean AN pasMyHOro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKas NPOMNyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENPMOPUTETHAs OYePE/b, CPeAHSA NPOMNyCcKHas COCOBHOCTb U
3a4epxka. B gaHHyo ovepeb oTnpasniseTcs 60/1bWNHCTBO TPaAULUMOHHBIX IP-aaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasIbHbIE 3aePXKn. B AaHHO
oyepeamn aBTOMaTnyeckm obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npnoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHble 3aePXKn. B faHHOl
oyepeam aBTOMaTnYeckn obpabaTbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi kagpos (dppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HayaNbHOE 3HaYeHVe BpEMEHM OXMUAAHUSA nepes NOBTOPHON OTNPaBKol Kaapa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHre cwMin He MOXET npeBbIWwaTb 3Ha4YeHne cwMax;

+ cwMax — MakC/MasibHOe 3HaYeHne BpeMEeHN OXnaaHua nepes NoBTOPHOW OTNPaBKOW kagpa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHre cwMax J0/MKHO ObITb 60/1bLLEe 3HaYeHNUs cwMin;

+ TXOP Limit — napameTp MCNO/b3yeTCA TONLKO ANS AaHHbIX, NepefaBaeMbIX OT CTaHLMN KIMeHTa
[10 TOYKKM gocTyna. Bo3MOXHOCTb Nepegayn — UHTepBas BpEMEHW, B MUISIMCEKYHAAX, Korga
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefie K Touke A0CTyna, MakCuMasibHoe 3HavyeHne 65535 MunnncekyHa;

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB CTaHUMMW KnneHTa (Tpadmk nepeaaertcs ot
CTaHUMW KNMeHTa Ao Touku aocTtyna). OnucaHue noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumy 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

“ILTEX  woP-30L

MOHMTOPHHT Radio VAP CeTeBbie HACTPOWKR BHELHWE CEPEMCL Cuecrema - (BbIxOA)

Radio 2.4 Ty Or:\u_we

Radio 5 My » Pestum IEEE 802 11a/n/aciax hd
HdononkuTensHo AETOMETH4ECKHA BRITop KaHana

OrpannynTe CNWCOK KAHAN0E

Linpwxa kanana, My 40 b
OCHOBHOW KaHan Upper v

MowHocTs curiana, aEm 19 w

* Pexum — pexum paboTbl MHTEpdieiica cornacHo ctaHgapram:
+ |IEEE 802.11ax;
+ |IEEE 802.11a/n/ac;
+ |EEE 802.11a/n/ac/ax.

+ Asmomamuuyeckull 8bI60p KaHasa — Npu yCTaHOBIEHHOM donare Touka 6yaet aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaAETCH AOCTYN A1 YCTaHOBKM CTaTU4ecKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegayun faHHblx;

+ O2paHuyums CrucoK KaHasi08 — Npu yCcTaHOBIEHHOM chiare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /151 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYmTb CNUCOK KaHa/10B» HE YCTaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan U3 BCeEX AOCTYNHbIX KAHA/I0B AaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 I'u;: 36-64, 132-144, 149-165;

+ WupuHa kaHana, MMy — wmpmnHa Nosaockbl 4YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHumaet 3HadeHnsa 20, 40 n 80 MI'y;

+ OCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTUYeCKn
3af1laHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIMu MOXHO cunmTaTb COCTOALLMM U3 ABYX KaHanoB no 20
Ml U, KOTOpble rpaHMyaT B YaCTOTHOM ob6nactu. 3Tn ABa kaHana 20 My, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHas1 UCNOJb3YETCH K/IMeHTaMu, KOTopble MOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 Mrru;

+ Upper — nepBun4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 My, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M ByaeT HMKHWUIA KaHan 20 MMy B nonoce 40 My,

+ MowHocmsb cueHasia, 0bm — perynmpoBka MOLWHOCTM curHana nepegaryunka Wi-Fi B gbm. MpuHnumaet

3HayeHune ot 4 go 19 abm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LJononHnTenesHo v

OBSS Coexistence
KaHaneHan CKopoCTh Nepeaayu Auto v
Moanepxka DFS BNO4EHO v
KOpOTKMIA 33WWMTHBIA WHTEpPBAN
STBC OJ
Mepwon oTnpaskk cnyxedHbix COODIWEHHMA, MC 100
Mopor dparmeHTaLmMu 2346
Mopor RTS 2347
Arperayuwa
Kopotkaa npeamdyna
LLleiinep Broadcast/Multicast, nawc O
Wi-Fi Multimedia (WMM)
Pexum pabotel DHCP Snooping ignore v

BKMIOYHTE QOS O

* OBSS Coexistence — pexum aBTOMaTn4yeCckoro yMmeHbLIEHWS WWPWHbI KaHasa npu 3arpy>XeHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxnm BK/IOYEH;

* KaHa/ibHasi CKopocmb repedaqu — (PUKCMpoBaHHaA CKOPOCTb 6eCnpoBOAHOM nepefayn gaHHbIX,
onpegensiemas crneundmkaumsammn ctaHgaptos IEEE 802.11;

+ lNoddepxxka DFS — mexaHn3M AMHaMNU4eCcKoro Bblibopa 4YacToTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberarb UCMNOIb30BaHNS KaHa10B, COBNaatoLmx ¢ kKaHasamMmu, Ha KOTOpbIX
paboTaloT paamonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/itodeH. DFS-kaHasibl He JOCTYNHbI 415 BbI6Opa;
* BK/1l04EeHO — MeXaHU3M BK/IHOYEH;
* [MpuHyoume/sibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI 419 BbI6OPa;
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNMeHTamu, KOTopble Takke NoaaepX1BatT KOPOTKMIA 3alUMTHbIA NHTEpPBaUT,

STBC — meToA NpoCTpaHCTBEHHO-BPEMEHHOT0 6/104HOT0 KOANPOBAHNS, HaNpPaB/EHHbIN Ha NOBbILWEHKE
HaAEeXHOCTM nepeaayn AaHHbIX. Mone fOCTYNHO, TONbKO €C/iv BblOpaHHbIV pexum padoThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT XKE MOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH;

lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor oparmeHTaummn gpeliva B 6aritax. NMpuHUmMaeT 3HavyeHnsa 256—-2346, no
yMoO/4aHuio — 2346;

lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IM4ecTBe NOAKMHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUAEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli cetu. NMpuHnmaeT 3HaveHnst 0-2347, no ymonyaHuo — 2347;

Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;

Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,

Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);

Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);

Pexum pa6omsi DHCP Snooping' — BbiGop nonutuky o6pa6oTki DHCP onumm 82. [locTynHble 3HaueHus
Ans Bblbopa:
* ignore — obpaboTka onuuu 82 oTkNoYeHa. 3HauyeHne No YMOHaHNIo,
* remove — To4YKa [0CTyna yaasser 3HadyeHue onuumm 82;
* replace — Touka focTyna NoACTaBASET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus 4N pefakTMpoBaHns OTKPbIBAKOTCA Cneaylolme napameTpbl:
+ Onyusi 82 popmam CID — 3ameHa 3HaveHus napametpa CID, MOXET NPUHUMAaTb 3HAYEHUS:
* APMAC-SSID — 3ameHa 3HadeHus napametpa CID Ha <MAC-agpec Touku gocrtyna>-
<nms SSID>. 3HaueHune No ymon4aHuio;
+ SSID — 3ameHa 3HadeHunsa napameTtpa Ha MmaA SSID, K KOTOPOMY NOAK/TOYEH K/NEHT;
+ custom — 3aMeHa 3Ha4yeHus napametpa CID Ha 3HayeHue, ykazaHHOe B
napametpe «Onunsa 82 yHukanbHblin CID»;

« Onyusi 82 yHuka/ibHbIlU CID — npon3BosbHas CTpoka A0 52 CMMBOJIOB, KOTopast
oypet nepepasartbcs B CID. Ecniv 3HaueHne napameTtpa He 3aaHo, Touka byaet
n3meHATb CID Ha 3HaveHne no ymondaHuio — APMAC-SSID.

+ Onyusi 82 popmam RID — 3ameHa 3HauyeHns napameTtpa RID, MoxeT npuHumarthb
cnefywouime 3HaYeHus:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KNMeHTCKOro yCTpoiicTBa.
3HauyeHne No ymoyaHuio;

* APMAC — n3meHaTb cogepxmnmoe RID Ha MAC-agpec To4ku gocTtyna;

« APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAMTCS Touka
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKanbHbI RID»;

* Onyusi 82 yHuka/bHbIlU RID — nponsBosibHasA CTpoka Ao 63 CMMBOOB, KOTopast
oyaet nepefasatbcs B RID. Ecnun 3HayeHre napameTtpa He 3afaHo, Touka oyaer
n3meHsTb RID Ha 3HauyeHne no ymonyaHuio — ClientMAC.
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+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUSA.
3Ha4veHue No ymMosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
* Bksmoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

1 lNonHoueHHasa noggepxka d.)yHKLl'I/IOHaI'Ia naHnpyeTca B c/iegyromnx sepcusx.

[Nsi HACTPOIKKN 06ecneyeHns KauecTBa 06C/TyXMBaHUS AOCTYMNHbI ceayoLye YHKLWK:

AP EDCA Parameters
O4epeds AIFS cwMin cwMax TXOP Limit
Data 3 (DoH) ; 15 . 1023 -+ 0
Data 2 (Best Effort) a
Data 1 (Buaeo) 1 - v

15 v 94

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters
Ouyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort) a

Data 1 (Buaeo) 2 7 v

Data 0 (Tonoc) 2 3 v 7 v a7

+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs OT TOUKM
A0CTYNa K KNMEeHTY):

+ Oyepedb — npeponpeeneHHble ovepeamn AN pasIMyHOro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHANA OYepe/b, BbiCOKas NPOMNyckHasi CNOoCOBHOCTb
(npnoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENPMOPUTETHAsA OYePELb, CPeAHSA NPOMNyCcKHas COCOBHOCTb U
3a4epxka. B gaHHyo ovepeb oTnpasiseTcs 60/bUNHCTBO TPaAULUMOHHBIX IP-gaHHbIX
(npnoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS 04epeb, MUHMMasIbHbIE 3aePXKn. B AaHHO
oyepeamn aBTOMaTnyeckn obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npnoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afepPXKN. B faHHO
oyepeamn aBTOMaTnyeckn obpabatbiBalOTCA faHHbIe, YyBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi kagpos (dppeliMoB)
[aHHbIX, N3MepsAeTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpEMEHM OXMUAAHUSA nepes NOBTOPHON OTNPaBKol Kaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHre cwMin He MOXET npeBbIWwaTh 3Ha4YeHne cwMax;

+ cwMax — MaKkCMMasibHOe 3HaYeHne BpeMeHN OXnaaHua nepes NoBTOPHOW OTNPaBKOW kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHe cwMax JO/MKHO 6bITb 60/1bLLEe 3HaYeHNUs cwMin;
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+ TXOP Limit — napameTp NCMNOJb3yeTCA TOMBbKO O/1A AAHHBIX, NepefaBaeMbiX OT CTaHUUN KTMEeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npasa UHMLMUPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,
« Station EDCA parameters — Tabnumua HacTpOeK NapamMeTpoB CTaHUMKW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao Touku gocTtyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.3 MoameHto «JonoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

L TEX  woP-30L

IMOHWTOPHHT Radio VAP CeTeBble HACTPOWKH BHELIHHE CEPBHCH CHcTEMa - (BbIX0[,

Radio 2.4 Ty LononHUTENEHO

Radio 5 My CTpaxa Poccua v [ pasGnokmposart

ImodansHan naonayua (]

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOii paboTaeT Touka focTyna. [n1s Bbibopa CTpaHbl HY)XHO
BbICTaBUTL dpnar «Pa36okMpoBaTb». B 3aBUCUMOCTM OT yKa3aHHOTO 3HaYeHWs1 GyayT NPYIMEHEHbI
OrpaHNYeHNs K NOM0Ce YacToT M MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/EHHOI CTPaHbl 3aBUCUT CMCOK AOCTYMHbIX YACTOTHbLIX KAHA/IOB, YTO BNVSIET HA
aBTOMaTUYeckuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHme
JIMLEH3VPOBAHO A5 CMO/Ib30BaHUs B PYrOM PervoHe, BO3MOXHO, YCTaHOBUTbL CBSA3b C TOUKOI AOCTyna
B TAKOM C/ly4yae He ygacTcs.

LONoNHWTENRHO »

© HacTpoiika nokanbHbIX (PErMoHasIbHbIX) OrpaHNYeHNii, BKoYas paboTy Ha pas3peLleHHbIX
YACTOTHbIX KAHANAaX W BbIXOLHOW MOLLHOCTH, IBNSIETCS OTBETCTBEHHOCTLIO MHCTA/I/ISITOPOB.

° Bbl60p HEMPaBWU/1IbHOIO pernoHa MOXET NMpuBecCTn K npo6nemaM COBMECTUMOCTHN C Pa3HbIMUA
KTMEHTCKUMU yCTpOI7ICTB8.MI/I.

« [106anbHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM dolare BK/IOUAETCA M30M1ALMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbIx paanovHTepdeiicos.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

LTEX  woP-30L

MoHuTOpHHT Radio VAP CeTesnle HACTPOHKK BHewWwHNE CEPEMCHI Cuctema - BBIX04)

CymmapHo » 24Ty 5y
240y Peium
Pexum Tpaucnupoeate  Band VLAN General Haonauus

5y VAP  BrnwueHo GesonacHoctw  VLANID 55ID 551D Steer Trunk  Mode General VLAN ID  afioHeHToB

VAPD Buikniouero WOP-30L_2.4GHz

VAP Banoseno WOP-30L 2 4GHz-1

VAP2 Banoseno WOP-30L 2 4GHz-2

VAP3 Banoseno WOP-30L 24GHz-3

Mokazate BCE

* VAPO-VAP6 — nopsiiKoBbIi HOMeP BUPTYasIbHOWN TOUKM [OCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTYyaUibHasA ToUKa AOCTYNa BK/IHOYEHA, MHAYe — BbIK/THOUEHE;

* Pexum 6e3ornacHocmu — TUN WNPOBaHNS AaHHbIX, UCMOb3yeMbI HAa BUPTYa/lbHOW TOUKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbcs MeTka npu nepegadve tpaduka Wi-Fi knventam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKKOYEHO BelaHue B adoup SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMPOBAThb Ha HUX napameTp «Pexum Band Steer»';

« VLAN Trunk — npu yctaHoBNeHHOM chnare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM ch/lare paspellaercs nepegada HeTermpoBaHHoro Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHMmatbcsa meTka 1 Tpadmk atoro VLAN npoiiget Ha
KNueHTa 6e3 Tera. MNMpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk dyaeT
HaBelwmBaTbca meTka General VLAN ID;

* M3on154yus abOHEHMOB — NMPU YCTaHOB/IEHHOM (priare BK/IO4YeHa M30/15uuMa Tpadmka Mexany KnmeHTamu
B npeaenax ogHon VAP.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

' NMonHoueHHas nogaepxka thyHKLMOHANA NNaHUPYETCA B CHEAYIOLLMX BEPCUSIX.
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5.6.2 lMoameHto «VAP»

(TEX  WOP-30L

o 2 Coresue wacTpof  Brswswe cepswcsl  CHcTeus

OBlmne HAacTpoNKK

VLAN D
Bl WOF-30L_2 45Hz
Thascnnposats SSID
Pescnm Band Steer
VLAN Trunk

Genaral Mods

WMaonRumMz 3GoRenTos

Noanemsxka B02.11kiv

Fennukayms Multicast

Nemopnter DSCP hd

Mascawans+»oe KoNrJEcTED KIMEHTOS

O6ume HaCTPONKK:

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTYyaUibHasA ToUYKa AOCTynNa BK/IHOYEHA, MHAYe — BbIK/THOUYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumMaTbcs MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAK/THYEHHbIM K AaHHoi VAP. Tpu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkitoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTy;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHue B adonp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. ns paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeice n
aKTVBMPOBATL Ha HUX napameTp «Pexum Band Steer»’;

« VLAN Trunk — npv yctaHoBNneHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHoBNeHHOM chnare paspeluaetcs nepegada HeTErMpoOBaHHOIO Tpadimka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcs meTka 1 Tpaduk atoro VLAN npoiiget Ha
KNueHTa 6e3 Tera. MNpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk byaeT
HaBelwmBaTbca meTka General VLAN ID;

* U3on15yust abOHEHMOB — NPW YyCTaHOBNEHHOM chiare BK/IlOYEHaA N301auuMa Tpadouka Mexay KnneHtamu
B npeaenax ogHon VAP,

* Moddepxka 802.11k/v — BKNOUUTL NOAAEPXKKY CTaHaapTos 802.11k/v Ha BUPTYasIbHON Touke gocTyna’;

« Pennukayusi Multicast — npu yctaHoBneHHoM cpnare Multicast-Tpadpvik B CTOPOHY K/IMEHTOB 6yAeT
npeo6pa3oBbiBaTbCA B Unicast 40 Kax4oro kveHTa, Npu OTK/II0YEHHOM — NMPOXOoAuTh 6e3
MoandnKaLmnia;

* [Mpuopumem — BbIGOP crnocoba npuopuTusaunn. OnpeaenseT nose, Ha OCHOBaHMN KOTOPOTo Tpaguk,
nepeparomiica B paguonHtepdelic, byaet pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypet aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;
+ 802.1p — 6yaeTt aHanuanpoBatbcsi npuopuTeT 13 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

" MonHoueHHas noddepxka chyHKYUOHaA IaHUpyemcsl 8 CedyuwUX BEPCUSIX.
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* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/IbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHOW CEeTU KNIMEHTOB;

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/XE KOTOPOro MPOUCXOAMUT OTK/THOYEeHVe
K/IMEHTCKOro 060py0BaHNs OT BUPTYaslbHON CeTy;

* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbi6ope Opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy Bbibope pexnma 6e3onacHocT
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/io4eHo — 3almTa management-kagpoB OTK/IIOYEHS,;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmsaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1o4eHOo — 3almTa BK/IH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMtsCca He MOryT.

* Pexxum 6e3ornacHocmu — pexum 6e30nacHoCTM JoCTyna K 6ecnpoBOAHON ceTu:

* BbIK/Il04EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepegadn AaHHbIX. Touka focTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundppoBaHus, Npun Bel6ope 04HOro 13
Cnoco60oB 6yaeT AOCTYMHA CrefyoLan HacTpoka:

* Koy WPA — knto4/naposib, Heobxoanmblii oN18 NOAKIYEHUS K BUPTYaUlbHON TOUKe
fgoctyna. limHa Knoya coctasnser ot 8 Ao 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kaHana 6eCcnpoBOAHON CBA3U, MPU KOTOPOM K/TUEHT
aBTopu3yeTcs Ha ueHTpannsoBaHHOM RADIUS-cepsepe. [/19 HACTPOVKN AAHHOTO pexuma
6e3onacHocTn TpebyeTtca ykasatb napameTpbl RADIUS-cepBepa. Takxe TpebyeTca ykasarb KoY
Ana RADIUS-cepsepa. Mpu BbiGope ogHOro 13 cnocobos ByAeT AOCTyNHa cneayrolas HacTpolika:

RADIUS
DomeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa sewnn -

Mcnonb3oBath akkayHTHHr Yepes RADIUS

Mcnone30BaTe APYTHE HACTPOWHEW LNA
AKKAYHTHHIA

IP-agpec RADIUS cepeepa ona 192 165.0.1
BKEAYHTHHTA
Mopt RADIUS cepeepa 4NA aKKaYHTHUHIE 1813
Mapone RADIUS cepeepa onAa senann -

dKEayHTHHIA

MNepuogW4eckan oTNPABKA AKKaYHTHHIE

VHTEpEaN oTNPABKM 3KKEAYHTHMHIA G600
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JloMeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS-cepsepa — agpec RADIUS-cepepa;
Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOpbIil NCNONb3yeTca A1 ayTeHTUmkaumm n
asTopusauuy;
lNMaposb RADIUS-cepsepa — naponb ana RADIUS-cepBepa, Ncnosib3yemoro Ans ayTeHTudomkaunm u
asTopusauuy;
WVcnonb3osame akkayHmMuHa Yepes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNnpaBnATbCs
coobuweHuns «Accounting» Ha RADIUS-cepsep;
Vicnonb3osame opyaue HacmpoUKu 0/151 akkayHmMuHaa:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro aJis
aKKayHTUHra,;
+ lNaposb RADIUS-cepsepa 07151 akkayHmuH2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro ass
aKKayHTUHra,;
IMopm RADIUS-cepsepa 019 akkayHmuHa2a — NopT, KOTOPbI ByAeT CNoMb30BaH Ansa cbopa akkayHTUHra
Ha RADIUS-cepBepe;
lMepuoduveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKYI0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBas1 OTNPaBKM COOBLLEHWIT MOXHO B nose «HTepsan
OTMpPaBKM aKkayHTUHIa».

MopTaneHasa asTopu3aumna

B KM T
HaseaHWe EMPTYanLHoro noprana default
Anpec AnA NepeHanpasneHna hitp:/f1192.165.0.1:5080/eltex_portal/

RADIUS

Mcnonb30BaTh akkayHTHHr Yepes RADIUS

Dowmen root
IP-agpec RADIUS cepeepa onAa 192.166.0.1
AKKAYHTHUHIA
Nopt RADIUS cepeepa gna akkayHTWHIA 1513
Mapone RADIUS cepeepa onA peannn -

dEEAYHTWHIE

MNepHogWYeckan 0TNP3EEA 3EKAYHTHHIA I

OrpaHM4eHUa CKOPOCTH

BEMHYMTE

VAP Limit Down O} o KOWTIC
VAP Limit Up O o KOuTiC
STA Limit Down Ol o KOuTiC
STA Limit Up Ol o KOuTiC

" [IpUMEHHTL *® OTmera
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[NopTanbHaa aBTopU3aLInA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NnopTasibHOM aBTOpPU3aLnN.

Bk/sio4ums — Npuv yCTaHOB/EHHOM doiare aBTopusaumsi nosib3oBaTeneii B CETM ByaeT NPon3BoANTLCS
nocpeacTBOM BUPTYasIbHOrO NopTana;

HassaHue supmya/ibHO20 rnopmasia — UMS BUPTYasIbHOrO NnopTasia, Ha KoTopblil 6yeT nepeHanpas/ieH
nosb3oBaTeslb NPU NOAKAYEHUM K CETH;

AOdpec 07151 nepeHanpas/ieHus — agpec BHELWHEro BUPTyanibHOro nopTasna, Ha KOoTopbli byaet
nepeHanpas/ieH Nosib3oBaTe/lb NPU NOAK/IYEHNN K CETK.

RADIUS:

Vcnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobuweHuns «Accounting» Ha RADIUS-cepBep;

* [lomeH — noMeH nosb3oBaTtens;

IP-adpec RADIUS cepsepa 0s151 akkayHmuHeaa — appec RADIUS-cepsepa, ncnonb3yemoro gns
aKKayHTUHT g,

IMopm RADIUS cepsepa 07151 akkayHmuHa2a — NopT, KOTOpbIii ByAeT MCNoNb30BaH Ans cbopa akkayHTUHra
Ha RADIUS-cepBepe;

lMaposib RADIUS cepsepa 0151 akkayHmuHa2a — naponb g5 RADIUS-cepBepa, ncnonb3yemoro ass
akKayHTUHT g,

lMepuoduveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKYH0 OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepsep. 3agaTb nHTEpBaU1 OTNPaBKX COOOLLEHWIT MOXHO B nosne «HTepBan
OTNPaBKN akKayHTUHra».

OrpaHnyeHns CKOpPoCTU:

Bk/mo4ums — aKTUBMPOBATHL MOJ1e HACTPOEK;

VAP Limit Down — orpaHnyeHne NponyckHO CNOCOBHOCTM B HanpaB/IeHUN OT TOYKM AOoCTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K AaHHoli VAP, K6nT/c;

VAP Limit Up — orpaH1uyeHne NponyckHoi CnocCOGHOCTY B HaNpaB/ieHUM OT KNIMEHTOB (B CyMMe),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, K6ut/c;

STA Limit Down — orpaHuyeHune nponyckHoW CNOCO6HOCTM B Hanpas/eHn OT TOUKM JocTyna Ao
K/TMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

STA Limit Up — orpaHuyeHne npomnyckHoli CnocO6GHOCTY B HaNpaB/eHNW OT KNeHTOB (Kaxkzoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHseTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMNTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIyaTbes K gaHHol VAP.

KonTponb goctyna no MAC
BKNK4EHD
MonuTHEa 3anpeTuTs A

Cnucok MAC-agpecoe

66:04:B6:83:C2:9

m
x

w

D4.B6.82.C1:

o
w

C x

&
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+ [IpUMEHNTL *® Otmena

M
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* Bk/1to4eHO — Npu yCcTaHOBNEHHOM hriare 6yaeT pabotarb BblbpaHHas NonTKa A0CTyna,;
* lMosrumuka — nonuTuKa Joctyna. Bo3moXxHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogktovatbes knmeHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogknoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTOpbIX COAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN OGyAET 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH 4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

[N Toro 4To6bl 106aBUTL aAPEC B CMINCOK, HAXKMUTE KHOMKY n 1 B nosiBmMBLUEMCS none Beeaute MAC-
4

afpec. Utobbl yaanuTb afipec n3 Cmncka, HAXMUTE KHOMKY B COOTBETCTBYIOLLIEV CTPOKE.

Ecnu Bo3HUKNA HEOBXOAUMOCTb 106aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

MOAK/HOUEH K 6a30BOI CTAHLIMK, HOXKMUTE B KOHLIE CTPOKM KHOMKY 1 BbIGEPUTE HYXHbI aApec U3 Cnucka,
OH aBTOMAaTMYEeCKM 106aBMTCS B NoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [19 TOro 4tobbl yBUAETb NOJHbIV CIMCOK B Cy4vae,
ecnu oH cofepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 E0:D9:E3:VAIBE:CO - x

MokasaTtb BCE

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBozacTBo no akcnyarauun WOP-30L

5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

HNTOEHH Radic VAP CaTesuia HICTRONKM BuewsHMe cepencs ChecTema

LTEX  woP-30L

CWCTEMHER KoHDMIyDaUMs » Hma xocTa WOP-30L
Hectyn Mzorpaduusckini AoMes root
VLAN ynpseneHes erminating v
WLAN 1D
MgoTokan DHCP L
Mependszi DNE

Bropuusei DNE

m ¥ Orusez

* WIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBOMOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJIOM B UMEHM);

« leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTeMbl ynpasneHms EMS, B koTopom
pacnonaraetcs Touka SOCTyna,

* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
Cnyyae y K/IMEHTOB, NOAK/UYEHHBIX Yepe3 paanonHTepdeiic, HeT goctyna ao gaHHoro VLAN);

+ Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npun cooTBeTcTBYtOLLEN HAacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3dyemsblil on1s AocTyna K yCTPOUCTBY, NPUHMMAET 3HaYeHus 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknoyeHune no Ethernet-
NHTepdpency yCTPOICTBa K CETU NpeAocTaB/eHns ycnyr nposargepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOIYaHUIO 1 Apyrve napameTpbl, Heobxoanmble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
NHTepdenc HazHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lo3 — afgpec, Ha KOTOPbIA OTNPaBAseTca NakeT, ecv A48 Hero He HalijleH MapLupyT B
Tabnvue mappyTusaumu.

* lMepsu4yHbil DNS, BmopuuHbili DNS — IP-appeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
HasHavalTCcs aBToMartmyeckn no npotokony DHCP, 3agaiite nx Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.7.2 TMoameHto «JocTyn»

PykoBozacTBo no akcnyarauun WOP-30L

B nogmeHto «4oCcTyn» NPpon3BoOAUTCA HaCcTpoiika JoCTyna K yCTPOKCTBY nocpeacTtsoMm web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYyCTUMbIX 3HAYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMo/YaHuio, ¢ 1025 no

65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH JonyCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJ/TYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

© noptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoHHTOPHHT Radio VAP

CucTeMHaR ROHDUIYPaLms

OocTyn »

L TEX  wWoP-30L

CeTesbie HaCTPOHKK

WEB

HTTP-nopT

WEB-HTTPS

HTTPS-nopT

Telnet

S5H

METCONF

SNMP

Mapons Ha uTekue

Mapons Ha 3ankch

Afpec Ans npuéma Tpanoe v
Anpec AnA npuéma Tpance v2
Anpec Ans npuéma coobWweHni
Inform

CHCTEMHOS MMA YCTPORCTEE
KOHTaKTHAR WHPOPMaLMA
NpoMIBOgNTENA
MecTononokeHHe yCTpoRcTea

Mapone B Tpanax

BHELWHNE CEPENCH

Cucrema

public

private

WOP-30L

Contact

Russia

trap

+ [pUMEHNTE X OTMmeHa

MporpammHoe o6ecneveHne WOP-30L no3BonseT n3MeHATb KOHUrypaumio yCTpoincTBa, NPOBOAUTb
MOHUTOPWHI COCTOSIHUS TOYKM AOCTYNa 1 e€ AaTUMKOB, a Takxke yrnpas/ifaTbh YCTPONCTBOM, UCNO/b3YS NMPOTOKO/

SNMP.

[Ona nameHeHus Hactpoek SNMP yctaHoBuTe thnar Hanpotue «<SNMP», nocne yero gnsa pegaktmpoBaHus

CTaHyT JOCTYnNHbI cnegyowme napametpbl SNMP-areHTa:

* [Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHATBLIN: public);
* [Maposib Ha 3anuck — NapoJsib Ha 3an1chb NapameTpoB (06LLENPUHATBIN: private);
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PykoBozacTBo no akcnyarauun WOP-30L

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemMHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMsA npuemMHuka coobLueHmnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmonosoxeHue ycmpolicmsa — MHpopMaunsi 0 MECTOMNOI0XKEHNN YCTPOINCTBA,;

« lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOWCTB;
* eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKkn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtnudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30L gocTynHo no cnegytowleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MoameHto «[MopTasibHas aBTopusauuns»

MoameHto «MopTanbHasA aBToOpU3auUs» NpeaHasHaueHo /1 BK/UYEHMS! U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHoro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMI K CEPBUCY.

TEX WOP-30L

ST

IMOHWTOPHHT Radio VAP CeTeBble HAaCTPOHKK BHeLUHWE CEepBUCHI Cuctema - (BbIX0A)

MopTanbHan asTopusalns > BKIIOHHTL

Anpec cepeuca AFB ws2//192.168.1.1:8090/apb/broadcast

* Bk/iouums — Npy yCTaHOBIEHHOM doiare Touka 6yaet nogknoyarsca K cepsucy APB, agpec kotoporo
yKasaH B nose «Agpec cepsuca APB», ona obecneveHnsi NOPTa/IbHOro POYMUHra K/IMEeHTOB;

+ Adpec cepsuca APB — apgpec cepBuca APB an1s nogaepXkun poymuHra B pexmme noptasibHoM
aBTopusaumn. 3agaetcs B popmare: «ws://<host>:<port>/apb/broadcast».

AirTune

,ﬂ.ﬂﬂ BCTYMJ/ieHNa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBozacTBo no akcnyarauun WOP-30L

5.8.2 lMoameHo «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnonb3yeTtcs g/1a onTummnsauum paamo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoiiku 6ecloBHoro poymudra 802.11 k/r.

cITEX  woP-30L

MOHHTOPHHT Radio VAP CeTeBble HacTPOHKH BHELLIHWE CepBUCHI CucTema -~ (BbiX0a)
MopTankHaa asTopu3auus BKMo4MTE
Anpec cepsuca AirtTune ws://192.168.1.1:809%/apb/rrm

AirTune »

* Bk/s1o4umb — Npu yCcTaHOB/EHHOM donare Touka byaet nogkatodarbes K cepsucy AirTune, agpec
KOTOpPOro ykasaH B none «Agpec cepsuca AirTune», na obecneyeHms yHkumin Radio Resource
Management n/wnm poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypauumn 1 3aHeCEHNs1 HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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PykoBozacTBo no akcnyarauun WOP-30L

5.9 MeHto «Cucremar

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

“ITEX  woP-30L

OBHoenenue MO ycrpoiicTea » AKTUEHAA BEpeHs MO

Ko PezepeHan eepcua MO
OHDUrypaLmMs

Armyansnas sepeus 10 docmynda no adpecy: hitp.feltex-co ru/supportidownloads/
Mepeszarpyska
rann cOHoeneHuAa MO EnifepuTe dain | ©ann He sxiSpad
Mapont

Hypran

Oara W BpemMa

MoHWTOpKMHT Radio VAP CeTeenie HACTPOHKK BHewHne cepench Cucrema - (Bbixog)

« AkmusHasi sepcusi 10 — Bepcusi NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTatoLlasi B aHHbI MOMEHT;
*+ PesepsHas sepcus 10 — Bepcusa NporpaMMHOro ob6ecnevyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO nepekntountbes 6e3 3arpysku taiina Mo;
+ Coesnlamb akmusHoU — KHOMKa, N03BONAKOLWANA caenaTb pe3epBHyo Bepcuto MO akTUBHOW, ANns
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM Cclyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpysute chainn MO c caita htip.//eltex-co.ru/support/downloads/, BbiGpaB U3 cnucka o6opyaoBaHus
WOP-30L, n coxpaHuTe ero Ha KomnbtoTepe. Nocne aToro HaxxMnUTe KHONKy «Bbibepute dain» B none dadin
06Hos1eHus1 [0 v ykaxnTe nyTb K chaiiny MO B chopmaTe .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNSE HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [Npouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHuLE), NOC/e Yero
YCTPONCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHne yCTPOIICTBA M He BLINO/HANTE €ro nepesarpy3ky B NpoLecce 06HOBNEHMS
no.
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PykoBozacTBo no akcnyarauun WOP-30L

5.9.2 MoameHto «KoHpurypaymsa»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

EILTEX  woP-30L

MoHMTOpHHT Radio VAP CeTeEnie HaCTPOWKKN BHewHNe cepench Cucrema n -

O6HosneHue MO yeTpoicTEa Mony4TE 3pXUE KOHGUIYPALMK C r* Crauate
ycTpoicTea
KoHdurypauma »

JarpysnTe apXWE KOHDWIYPaLMW Ha BuiSepute dain | ©ain He eeiSpad

Mepesarpyska ycTpoicTED

MNapone

. MC - DB DOCTY!
CHpoc Ha SAE00CEME HACTPONEM B CoxpannTe napamerpel 4ocTyna

Oata v Bpema

(E8000g)

[NonyyeHne KoHduUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA HAa TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdIMIYpaLmn

[Nsi 3arpy3kn COXpaHeHHOTo Ha JIOKa/IbHOM KOMIMbloTepe goaiinia KoHUrypawum Ucnosib3yeTcs NyHKT

«3azpy3umsb apxus KOHghu2ypayuu Ha ycmpolicmgo». [Ins 06HOBNEHNS KOH(UIypaLyM YCTPOCTBA HAXKMUTE

KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHseTCa aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UTo6bI cAenaTb C6POC BCEX HACTPOEK YCTPOMCTBA HA CTaHAAPTHbIE 3aBO/ACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu aktmBupoBaH donar «CoxpaHnuTb napameTpbl A0CTyna», To 6yyT coxpaHeHbl Te napameTpbl
KOHpUrypaLumm, KOTopble OTBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no

Telnet/SSH/SNMP/Netconf/Web).

5.9.3 lMoameHto «Mepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

CEILTEX  woP-30L

MOHMTOPHHT Radio VAP CeTesbie HACTPOUEKX BHEWHWE CEPEMUCH Cuctema nu -

OBHoEnexKe MO ycTpoiicTea Mepesarpy3ka yeTpoHcTea & Mepesarpyska

KoHgurypaums
Mepesarpyska »
MNapone
Aypran

Oarta W epemMa
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PykoBozacTBo no akcnyarauun WOP-30L

5.9.4 TloameHio «lMaponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

EILTEX  woP-30L

MOHHTOPHHT Radio VAP CeTesbie HACTPOHEA BHELWHKWE CEpBACH Cucrema - (BbXOg)

OBxoenexue MO ycTpoleTEa Mapone

®

C]

KoHgurypauma MogTeep#aexue napons
Mepeszarpyska
" [pMMEHHTE ® OTmena
Mapont »

ypHan

Oara n Bpems

5.9.5 MoameHto «XKypHas»

MoameHto «XKypHan» npeaHasHayeHo A5 HACTPOViKM BbiBOJA PA3HOrO PoAa OT/1a[0UHbIX COO6LLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNA NpuUKH Npo6iem B paboTe yCTpoiicTBa.

EILTEX  woP-30L

MoHMTOpHHT Radio VAP CeTeBne HACTPOHKRN BHEWHWE CEPENCH Cuctema - (BbIXOO)

OfxoeneHke MO ycrpoicTea Pestim Cepeep v dain v
Kongurypaums Agpec Syslog-cepeepa syslog.server
Mepesarpyika Mopt Syslog-cepeepa 514
Mapene Pasmep haina, ¥b 1000

Wyphan »

" [pMMEHHTD X COTmeHa
0ara n epema

+ Pexum — pexum paboTbl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — iHdhopMauns XypHana coxpaHsaeTcs B 1oKafibHOM dhaitfie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha Bknagke «MoHNUTOPUHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT ANst BXoAsWwmx coobleHmnii Syslog-cepeepa (no ymonuanuto 514,
AonycTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IeHUSI B /Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHA».
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5.9.6 MoameHto «[lata 1 Bpems»

PykoBozacTBo no akcnyarauun WOP-30L

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

5.9.6.1 BpyuHyro

clTEX

MOHMTOPHMHI Radio VAP

O6oHoeneHue MO ycTpolcTEa
Kondwurypauns
Mepeszarpyzka

Mapone

Hypran

NaTa v BpeMa »

WOP-30L

CeTesbie HacTPoHKX EHelwHWe ceperch

Pestm

[aTta W BpemA yCTpoicTEd
Yacoeod nosc

BKMH4MTE Nepexo] Ha NeTHee
BPEMA

Mepexoa Ha NeTHee BPEMA

Mepexog Ha sMMHES BpEMS

COBMI BPEMEHK [MHH_)

Cuctema

@ Bpysuyio O NTP cepeep
24.05.2023 05:55:35 | # Pepasmupoeats

Mockea, Poccua ~

(e seibpano) (He sxfipato) (He sai6paHo)

(e seibpano) (He sxfipato) (He sai6paHo)

&0

" [puMeHnTs ¥ OTmeHa

BE

B

+ [Jama u spemsi ycmpolicmsa — fgarta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMEHT. Ecnv TpebyeTcs

KOPPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby;

+ [ama, spemsi — 3afiainTe TEKyLLYI0 AaTy U BPEMS U HAXXMUTE KHOMKY «TekyLlas gata u Bpems»

[ANs ycTaHOBKM BpemeHu MK Ha ycTpoIicTBO;

+ Yacosol rosic — No3BONSET YCTAaHOBUTb YaCcOBOM NOAC B COOTBETCTBUM C 6MKaiLLMM ropogom B

BalLeM pervoHe 13 3aZlaHHOro Crmcka;

* Bk/iro4ums rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:

* [Nepexod Ha /iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA Nepexos, Ha eTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [ieHb 1 BPeMS, Koraa GyAeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTth 3HavyeHune ot 0 o 720 MuH.
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5.9.6.2 NTP-cepsep

CEILTEX  woP-30L

MOHUTOpHHD Radio VAP CEeTeBME HACTPOHKN EHelWwHWE CEpENCH Cuctema - (BBIOg)

COxosnexne MO yoTpokcTea Pesim O Bpyunylw @ NTP cepeep
Kordwrypauns [arta n EpemMA YCTPOHCTEE 24.05.2023 05:54:52

MTP cepeep pool.ntp.org -
Mepesarpyska

_ “HacoE0H NoRC Mockea, Poccus hd
apone

EkNiUmMTE NEPEXod HA NETHEE

AHypran apemsn

[ata v spema > Mepexod Ha NeTHEE BPEMA {He saibpana) (He snbpaHa) (e 6oibpana) |B| —
Mepexog Ha SUMHEE BpPEMA {He saibpano) (re saibpaHa) (He aibpano) |B| —

COBWF BPEMEHM (MHH.) B0

" [pMMEHHTD X OTmeHa

+ [lama u spemsi ycmpolicmsa — fata 1 BpeMsi Ha YCTPONCTBE B AaHHbIA MOMEHT;
* NTP cepsep — |P-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aLUn BpeMeHn. Bo3aMoxHO 3aaartb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacosol rosic — N03BONSIET YCTAHOBUTL YaCOBO NOSC B COOTBETCTBUM C GAMXKaALLIMM roOpoLoM B
BalleM pervioHe u3 3aaHHoro Crnucka;
* Br/1o4umb rnepexod Ha /iemdee speMsi — Mpu yCTaHOB/IEHHOM dp/1are nepexop, Ha neTHee/3nMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli NepUos BPEMEHMU:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpewmS;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga 6yaeT BbINO/HATLCA Nepexos Ha 3uMHee
BpemS;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbIiA BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMMmaTthb 3HavyeHme oT 0 4o 720 MuH.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHNUTb». [151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHay.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteo WOP-30L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 31oro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-30L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-30L)
WOP-30L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-30L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-30L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WOP-30L(config
WOP-30L(config
WOP-30L(config
WOP-30L(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-30L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-30L(config):/route# default

WOP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHadyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WOP-30L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — mMacka cetn HazHavyeHus, A715 A4ed)oNTHOro
mMapLpyTta — 0.0.0.0)

WOP-30L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wsio3a)
WOP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

— o ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—~ o~ o~~~ — —
DR R P
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HacTpolika napameTpoB gocTyna no npotokony IPv4

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# br0

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# access-rules (nepexo/ B pasaes HacTpoek A0CTyrna rno npoTokosy
IPv4)

WOP-30L(config):/interface/br0/common/access-rules# telnet false (rae false — orpaHnueHne goctyna no
npotokosny TELNET K yCTpOIACTBY No ero IPv4-agpecy. [laHHas HacTpolika pacnpoCcTpaHsAeTCs TO/IbKO Ha
NOAK/OUYEHUNE K YCTPOICTBY MO IPv4, 4OCTYN NO IPv6 OCTAHETCSA, €C/IN HE ObISI0 NPON3BEAEHO
COOTBETCTBYIOLLEN HACTPONKN MO 3anpeTy B pasgene a5 IPv6. na CHATMA orpaHmyeHns BeeauTe true)
WOP-30L(config):/interface/br0/common/access-rules# save (CoxpaHeHne HACTPOEK)

© HauuHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTb 3aaaBate MTU uepes DHCP (option 26).
3HauyeHve MTU, nonyyeHHoe no DHCP, nveet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIn B
KOHoUrypaumu.

© Pasvep MTU ans bridge gomkeH 6biTb He 60/1bLIE, YeM HaMMeHbLIMI pasmep MTU Ha uHTepdelicax,
KOTOpbIe HaxoAATcs B 3TOM bridge.

HacTpolika pasmepa MTU Ha uHTepdpelice

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interfacei# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aritax. BO3amMoXHbIe 3HaYeHus: 1-
2490)

WOP-30L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapaMeTPOB C NOMOLLbIO YTUAUTLI Set-management-vlan-mode

HeTervpoBaHHbI AOCTYN

[NonyyeHune ceTeBbIX HACTPOekK nNo DHCP:
WOP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HaCTPOIKu:

WOP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Mmacka noacetu, Z.Z.Z.Z — L/03)
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Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

I‘Ionyqume ceTeBbIX HAacTpoek no DHCP:

WOP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCMNoNb3yeMbIli AN AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMS: 1-4094)

Cratnyeckme HaCTPOIKu:

WOP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosns3syemblii 4158 AOCTyNa K yCTPONCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu103)

DocTtyn uepes VLAN ynpaBneHusi B pexxume Forwarding

I‘Ionyqul/le ceTeBblX HacTpoek no DHCP:

WOP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCMNoNb3yeMbIli AN1A AOCTYyNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMS: 1-4094)

Cratnyeckue HaCTQOVIKM:

WOP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X — VLAN ID, ucnosib3yemsblii Ana AocTyna K yCTPOUCTBY,
BO3MOXHbIe 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTu; Z.Z.Z.Z — Li103)

3aBepLueHne N coxpaHeHne HacTpoeK

WOP-30L(root):/# save (CoxpaHeHne HacTpoek)

6.2.2 HacTpoiika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio 4OCTyN K yCTPOICTBY MO NPOTOKOsY IPV6 Ha TOuke AOCTyna OTK/IOUEH.

BKnloueHue goctyna K ycTpoicTBy Nno npoTtokony IPv6e

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
DHCP)
WOP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTYNa K YCTPOUCTBY M0
npotokony IPv6. Ansa BbikMtoyeHns seegute false)

WOP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipvé# protocol dhcp (nosnyueHve cetesbix napameTpos IPv6 no

—_— o~ o~~~ —~ —
_ = = =
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HaCTpOVIKa cTaTuyecKux ceTteBbiX NapameTpoB IPv6 TOUKU gocTyna

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# br0

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/commont# ipvé

WOP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXX XXX XXXXXXXKXXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WOP-30L)
WOP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke ctatnyeckoro IPv6-
azpeca. NMpuHumaeT 3HadeHne ot 0 40 128. o yMo4aHuio: 64)
WOP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykazbiBaeTcs IPv6-
npedonke, Hanpumep, 3211:0:0:1234::/64)

WOP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXX:XXXXXXXX XXX XXX XXXXXXXX/Y — IPv6-aapec DNS-cepeepa Nel ¢ npechukcom)
WOP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX: XXXX/
Y (re XXXXXXXX:XXXXXXXX XXX XXX XXXXXXXX /Y — IPv6-aapec DNS-cepeepa Ne2 ¢ npechukcom)
WOP-30L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHne ncnonbL30BaHNA CTaTUYeCcKnx
ceTeBbIX IPv6-napameTpoB. 115 nosyvyeHnsi CETEBbIX napameTpoB IPv6e no DHCP seeanTte dhep)
WOP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne fOCTyNa K YCTPOUCTBY MO
npotokony IPv6. 515 BbikNoueHus BBeaute false)

WOP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

_ = ==

HacTtpoiika napameTpoB gocTyna no npoTtokony IPvé

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

WOP-30L(config):/interface/br0/common# ipvé

WOP-30L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasaen HacTpoek A0CTyrna)
WOP-30L(config):/interface/br0/common/ipv6/access-rules# telnet false (rie false — orpannyenne gocrtyna
no npoTtokony TELNET K yCTPOICTBY No ero IPv6-agpecy. laHHas HacTpoiKa pacnpocTpaHSeTcs TO/IbKo Ha
NOAK/IOYEHME K YCTPOICTBY MO IPv6, 4OCTYN MO IPv4 OCTaHETCS, ec/n He GblI0 NPON3BEAEHO
COOTBETCTBYIOLLIE HACTPOWKM MO 3anpeTy B pasaene s IPv4. [Ins cHATUS orpaHnyYyeHns BBeanTe true)
WOP-30L(config):/interface/br0/common/ipv6/access-rules# save (CoxpaHeHne HacTpoek)

—~ o~~~ — —

AHaOMMYHO OrpaHNYeHnto focTyna K ycTpoicTBy no npotokony TELNET MOXHO orpaHnM4nTb BO3MOXHOCTb
NOAK/IYEHMA K YCTPOKCTBY No ero IPve-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.

6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpwu HacTpolike VAP cnefyet NOMHUTb, YTO Ha3BaHWe UHTepPAelicoB B gnanasoHe 2.4 [T, HauMHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlant.

Tabnuua 7 — KomaHApb! 47151 HACTPOMKK pexunma 6e3onacHocTn Ha VAP

Pexum G6e3onacHocTu KomaHga Anisl HAacTPOLiKM peXxrMa 6e30nacHoOCTH
Bes napons security-mode off
WPA security-mode WPA
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Pexxum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
WPA2 security-mode WPA2

WPA/WPA?2 security-mode WPA_WPA2

WPA3 security-mode WPA3

WPA2/WPA3 security-mode WPA2_WPA3

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X
WPA2/WPA3-Enterprise security-mode WPA2_WPA3_1X

WPAZ3-Enterprise security-mode WPA3_1X

Hwxe npeactasneHbl npyMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmMamun 6esonacHocTy ans Radio 5Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 lumndpoBaHus

CospgaHue VAP 6e3 WwuncpoBaHua ¢ nepruoanyeckoil oTnpaBKoOi akkayHTUHra Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_open' (13veHeHne nmenn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# security-mode off (pexvv wndposanus off — 6e3 napons)
( )

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCrnosb3yeMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1l04eHNE NepPUOANYECKON OTMPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasKky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L
WOP-30L
WOP-30L
WOP-30L

)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIE BUPTYa/IbHON TOYKM AOCTYMA)
config):/interface/wlanl-va0/common# save (coxpaHeHve HacTpoek)

—_ e~ o~ —
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6.3.2 HacTtpoiika VAP ¢ pexnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha RADIUS-cepBep

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_Wpa2' (n3veHeHve nveHn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (pexumv wngposanus — WPA/WPA2)
WOP-30L(config):/interface/wlanl-va0/vap# key-wpa password123 (k/1104/Naposib, He0BXoANMbINA A1
NOAK/HYEHMA K BUPTYasibHOM TOUKe AocTyna. [livHa Kn4a Ao/MKHA COCTaBIATb OT 8 10 63 CMMBOJI0B)

—_— e~~~ —~ —~
_ = = =

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHe OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHEe NepuoaNYEeCcKO OTIPaBKM
coobueHuit «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-30L
WOP-30L
WOP-30L
WOP-30L

)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIE BUPTYas/IbHOM TOYKN [OCTYNA)
config):/interface/wlanl-va0/common# save (coxpaHeHve HacTpoek)

—_— e~ —~ —
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_enterprise' (13vieHeHne nmenn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (pexxum LuidposaHmns — WPA/
WPA2-Enterprise)

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH no/sbL30BaTess)
WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa)

WOP-30L(config):/interface/wlan1-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaHumio: 1812)
WOP-30L(config):/interface/wlan1-va0O/vap/radius# auth-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBk COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1l04eHME NePUOANYECKON OTIPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYas/IbHOM TOUKN [OCTYNA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

=
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
WOP-30L(config):/interface/wlan1-va0/vap# security-mode off (pexwviv wnchposanns off — 6e3 napons)
WOP-30L(config):/interface/wlan1-va0/vap# ssid '"Portal_WOP-30L' (n3mveHeHve nveHn SSID)
WOP-30L(config):/interface/wlan1l-va0/vap# captive-portal
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect

WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykasatb nmsa noptana. o ymonyaHuio: default)
WOP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH no/sbL30BaTess)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1l04eHne NepruoanYeckoin OTrpaBKkm
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHOWN TOUKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

© nMonHoueHHas noaaepxka dyHkUMoHana Band Steer nnaHupyeTcs B CeayoLmx BepCUsx.

BknioueHue pexxuma Band Steer

WOP-30L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/ioueHne pexvva Band Steer. [1/15
oTK/o4YeHns BeeauTe false)

BkntoueHue VLAN trunk Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# vlan-trunk true (Bk/toueHve VLAN Trunk Ha VAP. [1na
oTKNtoveHns seeaute false)

BkntoueHune General VLAN Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# general-vlan-mode true (BktoueHve General VLAN Ha SSID. [ins
oTKNtoveHus seeaute false)
WOP-30L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi60op cnocoba npuopuTusaum

WOP-30L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasi13 nproputeta nz nons CoS (Class of
Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME NO YMOYaHUIo: true. B 3TOM criyvyae aHa/IM3npyeTcs
npuopuTeT u3 nosia DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WOP-30L(config):/interface/wlan1-va0/vap# mfp required (Bk/1104NTE 3alUMTy management-kapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KIMeHTa, KMeHTbl 6e3 MFP He cmoryT
noAxkNI4YnTLCS. capable — coBMecTMO ¢ MFP, KMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounteca. Ans
oTKNtoueHusi seeanTe off)

BkoueHue Ucnosb3oBaHus TLS npy aBTopusauum

WOP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnons3osars TLS npu asTopusauun. [Ans
oTK/o4YeHns BeeauTe false)
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BknroyeHue cKkpbiToro SSID

WOP-30L(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHve ckpbiToro SSID. 1715 OTK/IHOUEHNUS
BeeauTe false)

Bk/iloueHve U30nsLumn KIIMEHTOB Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHVIe V30NALMK Tpadvka Mexay
KnneHTamu B npegenax ogHol VAP. ina otknoueHns seeaue false)

OrpaHu4yeHue KonmyecTea KJIMeHTOB Ha VAP

WOP-30L(config):/interface/wlan1l-va0/vap# sta-limit X (rae X — makcrumansHo fonycTumoe 4mcsio
NOAK/IYAEMbIX K BUPTYasIbHOW CETU K/IMEHTOB)

BktovyeHue pennukaymum MynbTUKacToBOro TpachKa Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/1t0ueHve pennkamm
MyNbTUKacToOBOro Tpadnka Ha VAP. [insa oTkaoueHus eeegute false)

BknroueHue Minimal Signal U Roaming Signal

WOP-30L(config):/interface/wlan1-va0/vap# minimal-signal -X (rge X — noporosoe 3Ha4deHne RSSI, npu
[OCTXXEHMN KOTOPOro Touka OyeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 0)

WOP-30L(config):/interface/wlan1l-va0/vap# roaming-signal -X (r7e X — noporosoe 3HaveHve RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYH0 TOUKY
foctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
Bbllle, yem minimal-signal: ecnn minimal-signal =-75 gbm, TO roaming-signal fo/XeH ObITb paBeH,
Hanpumep, -70 4bm)

WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-30L(config):/interface/wlan1-va0/vap# local-switching true (Bx/10ueHVe nepegaqun aboHeHTCKoro
Tpadomka BHe GRE-TyHHens. [1a oTkntoveHust BeeanTe false. [0 yMOIYaHUIO BbIK/THOUYEHO)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcvmasibHas CKOpoCTb
B KbuTt/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1toueHne weinepa. 15
oTKNtoYeHus seeauTe off)

WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-30L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasnibHasi CKOpOCThb
B KbuTt/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1toueHne weinepa. 15
oTKNtoYeHns seeauTe off)

WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — makcumasibHas CKOpOCTb
B Kbut/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHve weinepa. s
oTKNoYeHus seeauTe off)

WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HaCcTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — makcumasibHas CKOpoOCTb
B Kbut/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve weiinepa. nsa
oTKNtoYeHus seeauTe off)

WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-txi exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)
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HacTpoiika KoHTponsa goctyna no MAC

WOP-30L(config):/interface/wlanl-va0/vap# acl

WOP-30L(config):/interface/wlanl-va0/vap/acl# mac

WOP-30L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XXOEXKXKXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb A0CTYN. ANa yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WOP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p NoONNTVKA. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAKNOYEHNE TONBKO TEM KaneHTam, MAC-aapeca KOTOpbIX COAEePXaTCcs B CMMCKE;
deny — 3anpeuwjarb Nogk/toueHme knneHtTam, MAC-agpeca KOTopbIX CoAepXarcs B CNMCke. 3HavyeHne no
ymonyaHuio: deny)

WOP-30L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/it0ueHVe KOHTPOIA gocTyna no MAC. 15
oTKNtoveHns seeaute false)

—_ =

Hactpoiika 802.11r

© MonHoueHHas noaaepxka yHKLMOHaNA NNaHNPYETCA B CIEAYIOLMX BEPCUAX.

[aHHbIin BUA poyMyHra AOCTYyNeH TOMbKO ANs TeX KNIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexagy VAP ¢ pexumom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO O3HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvmom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) » TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha aBYX Toukax goctyna: TA1 v TA2.
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HacTtpolika 802.11r Ha TA1

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbLIV KITHOY 4715 AaHHOIA
VAP)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagarb Ha
BCTPEYHbIX VAP)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTEepdeica BCTPEYHOM ToUkM goctyna — T[2)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T/11, HO 0653aTeNbHO AO/MKEH coBnaaath C r0-kh-key
BCTpeuHon T[2)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVe paboThl TOUKK AOCTYNA MO
npoTokosny 802.11r)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHLIV K/THOY 15
AaHHoro VAP)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagarb Ha
BCTPEYHbIX VAP)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHbIN
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVe paboThl TOUKK AOCTYNA MO
npoTokosny 802.11r)

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

© MonHoueHHas nogaepxka PyHKLUMOHANA NNAHUPYETCS B CIeAYIOLLIMX BEPCUAX.

PoyMuHr no npotokony 802.11k MOXeT 6bITb OpraH13oBaH Mexay Nto6biIMu ceTsaimu (OTKpbITble/
LMgppoBaHHbIe). EC/in Ha Touke AocTyna HacTpoeHa pa6oTa no npotokosny 802.11k, To npu noakoueHun
KNMeHTa Touka AocTyna nepesaet eMy CrCOK «A4pYyXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KIIMEHT MOXET
NepekIlYmTLCA B NpoLecce poymuHra. Cnncok cogepxnt nidopmaumio o MAC-agpecax Touek goctyna u
KaHasax, Ha KOTopbIX OHM paboTatoT.

Mcnonb3oBaHue 802.11k No3BONSIET COKPATUTL BPEMS HA MOWCK APYroi CETV NPV POYMUHTE, Tak Kak K/TMEHTY
HE HY)XHO NMPOM3BOANTL CKAHNPOBAHWE KAHA/IOB, HA KOTOPbIX HET AOCTYMHbIX A/151 NEPEK/IOYEHNS LIENEBbIX
Touek JocTyna.

[JaHHbIli BUA, pOyMUHTa OCTYNEH TOMbKO A5 TEX KTMEHTCKUX YCTPOICTB, KoTopble nogaepxmsatot 802.11k.

Hwxe npeactaeneH npumep HacTpoiikvm 802.11k Ha TOuKe A0CTyna — COCTaB/IEHNE CMUCKA «APY>XECTBEHHbIX»
Touek JocTyna.

HacTpoliika 802.11k

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-aapec «Apy>XeCTBEHHOI» TOUKM A0CTYyna)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rzge 132 —
KaHas, Ha KOTOpoMm paboTaeT Touka gocTyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/1e
E8:28:C1:FC:D6:70 — MAC-aapec «Apy>XeCTBEHHON» TOUKM A0CTYyna)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHas, Ha KOTopom paboTaeT Touka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bx/itoueHne paboTsl TOUKM
AocTyna no npotokony 802.11Kk)

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-30L(config):/interface/wlan0/wlan# radio-2g (115 wlanl pa3gen HasbiBaeTcs radio-5g)
WOP-30L(config):/interface/wlan0/wlan/radio-2g# channel X (rie X — HOmep cTartnyeckoro kaHasna, Ha
KoTopoM byaeT paboTtarb To4uka)

WOP-30L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (oTk/1l04eHNEe aBTOBLIOOPA KaHaNa.
[ns BkIYeHNs BBeauTe true)

WOP-30L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTk/1104eHVE NCNOIL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-30L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rae X — wrpuHa kaHana. lNapameTp Moxet
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-30L(config):/interface/wlan0/wlan/radio-2g# tx-power X (e X — ypoBeHb MOLWHOCT B ABM. [NapameTtp
MOXET MpUHUMaTh 3HadeHue: ana Radio 1: 4-16 nbm; ona Radio 2: 4-19 nbwm)
WOP-30L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHne HacTpoek)

—_— e~~~ —~ —~
_ = = =

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WOP-30L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bk/1t0ueHVIE NCNOBE30BAHMA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WOP-30L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WOP-30L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napaverp MOXeT npuHUMaTH
3HayeHue: lower, upper. Mo ymonyaHuo: anda Radio 1: lower; anda Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WOP-30L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bxk/1H04EHVIE CMONL30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTkAoueHus BBeauTe false)

BkntoueHune STBC

WOP-30L(config):/interface/wlan0/wlan/radio-2g# stbhc true (Bk/t0ueHne meTofa NpoCcTPaHCTBEHHO-
BPEMEHHOr0 6/104HOr0 KoAaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepegayn
AaHHbIX. na oTkntoveHns seeaute false)

Bk/iloueHue arperauum

WOP-30L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bx/1toueHne arperaumy Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WOP-30L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bk/1t04EHVE CMO/L30BAHNISA
KOpOTKOM npeambynbl naketa. 4nsa oTknoveHns seeaute false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bk/1t0ueHve nogaepxk WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlan1l)

WOP-30L(config):/interface/wlanl/wlan/radio-5g# dfs X (rae X — pexxum paboTtel MexaHusma DFS. Moxet
NpUHUMaThb 3HadeHns: forced — MexaH3M BbIK/THOUYEH, DFS-KaHasbl AOCTYMHbI A1 BbIOOPa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3m BbIKNOYEH, DFS-KaHa bl HEAOCTYMHbI A1 BbIGopa)

BknroyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWNPUHDbI KaHana

WOP-30L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/lloueHVIe pexrMa aBToMaTnYeCcKon
CMEHbI LWMPUHbI KaHana ¢ 40 MMy Ha 20 MINy npu 3arpyXeHHOM pagmoadmpe. N OTKNIYEeHNS BBEAUTE
false)

BknioueHue welinepa Broadcast/Multicast

WOP-30L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (r1e X — orpaHnyeHune nepenayn
LLUMpPOKOBeLLATeNIbHOIro/MyNbTUKACTOBOrO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT 415
LUMpOKOBeLLaTeNbHOro Tpadinka B nak/c)

BkntoueHne QoS U U3MeHeHNe NapamMeTpPoB

WOP-30L(config):/interface/wlan0/wlan/radio-2g# qos
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/1t04eHNE NCMOL30BAHNSA (DYHKLNN,
obecneunBarLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTporika napameTpos QoS To4k/ A0CTyna,
Tpauk nepegaeTcs OT TOUYKN AOCTYyNa K KNINEHTY)
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTporika napametpos QoS a5
HW3KONPUOPUTETHOIN oYepean C BbICOKOWN MPONYCKHOW CMOCOOGHOCTLIO, MpUopuTeThI 802.1p: ¢s1, ¢s2)
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# aifs X (rae X — Bpemsa oxunaaHus kagpos
(bpelimoB) faHHbIX, U3Mepsiemoe B cnoTtax. [NpuHuMaeT 3HadeHus 1-255)
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — Haua/ibHOe 3HaYeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3afgaeTcst B MunancekyHaax. MpuHumaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEBbILLIATb 3HAYeHne cwMax)
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rge X — makcumasibHoe
3Ha4YeHVe BPpeEMEHN OXKaaHMsA nepen NoBTOPHOM OTNPaBKOl Kaapa, 3aaeTcs B MUMINCEKYHAAX.
MprHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax A0/MKHO ObiTb 60/bLUe
3HauyeHus cwMin)

WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — nHTepsas BpeMeHun B
MUUCEKYHAAX, Koraa KnveHTckas WME-CTaHumsa MMeeT npasa UHULMMPOBATb Nepefady AaHHbIX No
6ecnpoBoAHON cpefie K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNINCEKYHA)
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki exit
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WOP-30L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTporika napameTpos QoS cTaHLuu
KnueHTa: Tpadiuk nepefaeTcsa oT CTaHUMN KNMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 ovepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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6.5 Hactporika DHCP onuwnn 82

© MonHoueHHas nogaepxKa PYHKLMOHAA NNAHUPYETCS B CIeAYIOLLIMX BEPCUSAX.

© Hacrpoiika DHCP onuumn 82 Nnpon3BoauTCs OTAENLHO A1 KaXKAoro paguonHTepdeiica. B gaHHoOM
pasgene NpMBOASATCS NpPUMepbl HACTPoWkK onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

* ignore — o6paboTka onuun 82 oTkNOYEHa. 3Ha4YeHMe N0 YMOYAHNIO,
+ replace — Touka gocTtyna noAcTaBAsieT UM 3aMEHSET 3HaYeHne onuumn 82;
* remove — TOo4YKa [0CTyrna yaasifaeT 3HavyeHne onuumn 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbcs Ans Radio 2.4 'Tu. Ecnn Heobxognumo
HacTpouTb 82 onumto Ha Radio 5 'y, — BBeanTe wlanl)

WOP-30L(config):/interface/wlan0# common

WOP-30L(config):/interface/wlan0/common# dhcp-snooping
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p paboThl
DHCP snooping B pexvme 3aMeHbl U NOACTaBNEHUS ONunKn 82)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaAHOBATCA AOCTYMHbI CAeayoLe napaMmeTpbl:

HacTtpoiika napameTpoB onuuu 82

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom
— 3aMeHa cogepxummoro CID Ha 3HauyeHne, ykazaHHoe B napameTpe dhcp-option-82-custom-

CID. MapameTp MOXET NpuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY NOAK/HOYEH
KNueHT. Mo ymonyaHuo: APMAC-SSID)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET npuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-agpec
KNMeHTcKoro yctporictea. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXxmmoro RID Ha IOMeH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe OyaeT nepegasaTtbcs B RID. Ecv 3HavyeHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATb RID Ha 3HaveHre no
ymoyaHuto: MAC-agpec KNIMEHTCKOro YyCTPOCTBA)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetca B RID u CID. radius — B kauecTBe pasgenutesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTenst BbICTynaeT 3HaK ABOETOUUS:
AA:BB:CC:DD:EE:FF)
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6.6 CuUCTeMHble HaCTPOMKK

6.6.1 O6HoBneHue MO ycTpoicTea

OG6HoBneHue MO Touku goctyna no tftp

WOP-30L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpavina NO> (npnmep:
firmware upload tftp 192.168.1.15 WOP-30L-2.1.1_build_X.tar.gz)
WOP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-30L-2.1.1_build_X.tar.gz)
WOP-30L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-30L(root):/# firmware switch

6.6.2 YnpasneHue KoHdurypaumein ycTporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-30L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-30L(root):/# manage-config reset-to-default-without-management

CkauaTtb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha tftp-cepeep

WOP-30L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npumep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIiii dpainn Ha YCTPOUCTBO c tftp-cepBepa

WOP-30L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30L(root):/# manage-config apply (npryimMeHeHne KoHurypaumum Ha To4ky A0CTyna)
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6.6.3 TlNepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30L(root):/# reboot

6.6.4 HacTpoiika pexuma ayTeHTudunkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# admin-password <HoBbIV naponb Ana yyeTHoi 3anmcu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WOP-30L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# user

WOP-30L(config):/authentication/user# add userX (rz1e userX — vms HOBOW y4eTHOM 3anvcu. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-30L(config):/authentication/user# userX

WOP-30L(config):/authentication/user/userX# login userX (e userX — 1ms HOBOW YYeTHOM 3anucu)
WOP-30L(config):/authentication/user/userX# password <[laponb AnA yyeTHOW 3anucu userX> (0T 1 /10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WOP-30L(config):/authentication/user/userX# role admin (nosiL30BaTe/N0 BbIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WOP-30L(config):/authentication/user/userX# save
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HAaCTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-30L
WOP-30L

root):/# configure

config):/# authentication

WOP-30L(config):/authentication# radius

WOP-30L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-30L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WOP-30L(config):/authentication/radius# auth-password secret (rze secret — ko4 19 RADIUS-cepsepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-30L(config):/authentication/radius# exit

WOP-30L(config):/authentication# radius-auth true (BktoueHve pexrva ayteHTudukauun yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WOP-30L(config):/authentication# save

—_— e~ o~ —

© Mpu ayteHTudmkauyum yepes RADIUS-cepBep HEO6X0ANMO 0653aTeNIbHO CO3AaTh JIOKa/bHYIO YUETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyyae ecnn RADIUS-cepBep okaxXeTcsa HeAO0CTYNEH, ayTEHTUAINKALMSI NPOAAET NO SIOKasIbHOW
YYETHOI 3anuncu.

6.6.5 HacTpolika aartbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
30HbI)

WOP-30L(config):/date-time/common# save (CoOxpaHeHVe HacTpPOeKk)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHne pexxumva paboTsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoska NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO

—~ e~~~ o~ — —
_— T D ==
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6.6.6 [ononHuTenbHble HACTPONKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# global-station-isolation true (Bx/10ueHVIe 1106a/1bHON N30AALMN TpadrKa
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# hostname WOP-30L_room2 (r1e WOP-30L_room2 — HOBOE 1MS YCTPOUCTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK gednc «-» (aedmc He MOXET ObITb NOCNeAHNM CUMBO/IOM B UMeHM). Mo ymondaHumio: WOP-30L)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# ap-location ap.test.root (/e ap.test.root — fomeH y3na gepesa yCTPOUCTB
CMCTEMbI ynpaBneHus EMS, B KOTOPOM pacnonaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WOP-30L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WOP-30L(config):/system# save (CoxpaHeHne HacTpoek)

83



PykoBoacTBO no akcnnyaraumm WOP-30L

HacTpoliika LLDP

WOP-30L(root):/# configure

WOP-30L(config):/# lldp

WOP-30L(config):/lldp# enabled true (Bk/toueHne pyHkumoHana LLDP. Ana BbiktoueHnsa seeauTe false. o
YMO/IHaHUIO: true)

WOP-30L(config):/lldp# tx-interval 60 (n3meHeHne neproga otTrnpasku LLDP-coobLweHwuiA. 1o ymonyaHuio:
30)

WOP-30L(config):/lldp# system-name WOP-30L_reserv (re WOP-30L_reserv — HOBOE UMs ycTpoicTea. 1o
ymMmo4aHuo: WOP-30L)

WOP-30L(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHue napond

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# admin-password newpassword (r/1e newpassword — HOBbIV Naposib A1
BXOZa B cucTeMy TOUYKM gocTyna. Mo ymonyaHuto: password)

WOP-30L(config):/authentication# save (CoxpaHeHne HacTpoek)

6.7 Hactpolika cepBuca APB

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX 1y TOUKaMm [0CTyna,
MOJK/HUYEHHbIMI K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-30L
WOP-30L

root):/# configure

config):/# captive-portal

WOP-30L(config):/captive-portal# apbd

WOP-30L(config):/captive-portal/apbd# roam_service_url <Appec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHve cepsuca APB. [119 OTK/IHOUEHNSA BBEANUTE
false)

WOP-30L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~ —

84


ws://192.168.1.100:8090/apb/broadcast
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6.8 MOHUTOPUHT

6.8.1 Wi-Fi knneHTbI

WOP-30L(root):/# monitoring associated-clients

link-quality

link-quality-common

100 (not changed)
83

index | ©
interface | wlanl-va0@
state | ASSOC SLEEP
hw-addr | e2:f1:04:a4:bc:2a
ssid | WOP-30L_5GHz
ip-addr | 10.24.80.75
hostname | Xiaomi-12T
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 20879
tx-fails | 32
tx-period-retry | ©
tx-retry-count | 14302
rssi-1 | -45
rssi-2 | -48
rssi | -45
snr-1 | 36
snr | 36
snr-2 | 36
tx-rate | HE NSS2 MCS8 SGI 864.7
rx-rate | HE NSS2 MCS7 SGI 720.6
rx—bw | 86M
rx-bw-all | 86M
tx—bw | 86M
uptime | 15:48:50
wireless-mode | ax
perftest-capable | false

|

|

|

|

|

|

|

|

|

actual-tx-rate 0

actual-rx-rate 0

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 0

shaped-rx-pps 0

name (0]

Rate Transmitted Received
Total Packets: 71978 65595
TX success: 99
Total Bytes: 9366733 9437792
Data Packets: 71894 65394
Data Bytes: 9348348 9425315
Mgmt Packets: 84 201
Mgmt Bytes: 18385 12477
Dropped Packets: 0 0
Dropped Bytes: 0 0
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Lost Packets:

ofdmé
nssl-mcs7
nssl-mcs8
nssl-mcs9
nssl-mcslo
nssl-mcsll
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

Multicast groups: none

Transmitted

1666
7880
26677
33420
2090

6.8.2 NH(popmaums o6 ycTpoictee

WOP-30L(root):/# monitoring information

WOP-30L(root) :/# monitoring information

system-time
uptime
software-version

secondary-software-version

boot-version
memory-usage
memory-free
memory-used
memory-total
cpu-load
cpu-average
is-default-config
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision

session-password-initialized

ott-mode
last-reboot-reason
test-changes—-mode

00:01:07
2.1.1 build X
2.1.1 build X
2.1.1 build X
33

140

71

211

8.4

3.81

true

WOP-30L
WOP-30L

WP4B0O0O0O0O18
1vo

false

false

factory reset
false

13:01:01 21.09.2022

CC:9D:A2:E3:DE:B6
CC:9D:A2:E3:DE:B6

PykoBozacTBo no akcnyarauun WOP-30L

Received
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6.8.3 CeteBas UHpopmaums

WOP-30L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-30L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-30L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WOP-30L(root):/# monitoring lldp

WOP-30L(root) :/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

etho e0:d9:e3:eb:66:80 gil/0/16 120

6.8.4 becnpoBofHble nHTEpdeiichl

WOP-30L(root):/# monitoring radio-interface

wlan@:
name: wlan@
band: 2.4

hwaddr: CC:9D:A2:E9:14:70
status: on

noise-1: -100

noise-2: -100
utilization: 3

channel: 2

tx-power: 16

thermal: 39

bandwidth: 20

frequency: 2417

wlanl:
name: wlanl
band: 5

hwaddr: CC:9D:A2:E9:14:75
status: on

noise-1: -100

noise-2: -100
utilization: 2

channel: 48

tx-power: 19

thermal: 30

bandwidth: 20

frequency: 5240
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6.8.5 >XypHan cobbITuii

WOP-30L(root):/# monitoring events

Jan 23 00:00:

Jan 23 00:00:
successfully.

Jan 1 03:00:

Jan 1 03:01:
lease on 192.

Jan 23 07:17:

07 WOP-30L

09 WOP-30L

14 WOP-30L

17 WOP-30L
168.1.15.

14 WOP-30L

E4:0E:EE:BD:AE:6B ssid:

6.8.6 CkaHupoBaHue achupa

© Bo Bpemst OCYyLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO

daemon.1info

daemon.1info

daemon.1info

daemon.1info

daemon.1info

PykoBozacTBo no akcnyarauun WOP-30L

syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0O obtained

monitord[1055]: event: 'associated' mac:

'WOP-30L_2.4GHz' int0

NpVBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WOP-30L(root):/# monitoring scan-wifi

ESRAP1_of30_smart

litv_hots_2
test_001

2G-COVID_TOWER

Tam2.4G
litv_hots_1

WOP-30L_ZN_Personal
WOP-30L_ZN_Open

Eltex-Guest
Eltex-Local
BRAS-Guest
2L_301_nsk
chudo_waffly
Eltex VAP

VK_enterprise

VK_portal
WOP-2ac

Open_VK_switch

testSSID10

|Mode |Security]|MAC

| AP |off
| AP |off
| AP |off
| AP |off
| AP |wpa
| AP |off
| AP |wpa
| AP |off
| AP |off
| AP |wpa
| AP |off
| AP |off
| AP |wpa
| AP |off
| AP |wpa
| AP |off
| AP |off
| AP |off
| AP |off

|Channel|RSSI, dBm|Bandwidth, MHz
L |~ |~ |~

|A8:F9:4B:B0O:2C:CT7 |6 |-65 |20
|E@:D9:E3:8A:38:52 |1 |-65 |20
|EO:D9:E3:4B:FB:30 |11 |-67 |20
|E@:D9:E3:98:12:72 |11 [-71 |20
|EO:D9:E3:98:1F:7A |1 |-73 |20
|EO:D9:E3:8A:38:51 |1 |-77 |20
|EO:D9:E3:49:79:06 |44 |-16 |20
|EO:D9:E3:49:79:07 |44 [-17 |20
|CC:9D:A2:C7:D9:21 |36 |-38 |20
|CC:9D:A2:C7:D9:22 |36 |-38 |20
|CC:9D:A2:C7:D9:20 |36 |-38 |20
|E8:28:C1:DA:C8:16 |56 |-41 |20
|EO:D9:E3:70:94:00 |60 | -44 |20
|A8:F9:4B:B0O:40:70 |48 |-46 |20
|E8:28:C1:DA:C8:99 |56 | -47 |20
|E8:28:C1:DA:C8:98 |56 |-49 |20
|E8:28:C1:00:FC:Al |36 |-50 |80
|E8:28:C1:DA:C8:96 |56 |-50 |20
|A8:F9:4B:B0O:05:54 |40 |-51 |20
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6.8.7 CnektpoaHanunsartop

© MonHoueHHas nogaepxKa PYHKLMOHAA NNAHUPYETCS B CEYIOLLIMX BEPCUAX.

CnekTpoaHanunsaTop NpeaocTaBnsieT MHGoPMaLMIo O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 u 5wy,
Pe3ynsTaT BbIBOAMTCS B MPOLEHTAX.

© Bo Bpemst paboTbl CekTpoaHam3aTopa nPOVCXOANT OTK/THUEHNE BCEX K/IMEHTOB OT TOUYKM AOCTYyna.
KnneHTbl nogxitouaTcsi CHoBa TOJIbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUMT CBOK paboTy.
Bpems aHann3a Bcex paAnoKaHaIoB [ABYX AMana3oHOoB COCTaB/SET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TO/ILKO Ha Tex KaHasax, KOTopble ykasaHbl B napametpe limit-channels
B HacTpoiikax pagnovnHTepdgeiicos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasibl ‘1 6
11', a Ha wlan1 yka3aHbl kaHasbl '36 40 44 48', T0 aHanIM3 cnekTpa 6yaeT NPon3BeAEH TONbKO A/
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro uTo6bI 6bIST NPOM3BEAEH aHA/IM3 BCEX KAHaUI0B Anana3oHa, Ha KOTOPoM paboTaeT
paavouHTepdeiic, nsmeHnTe 3HavYeHre napameTtpa use-limit-channels B HacTpoiikax kaxaoro
pagunovHTepdelica Ha false. Mocne nonyyeHnss pesynsTatoB paboThl CNEKTpoaHaIn3aTopa BepHUTe
3HayeHune use-limit-channels 06paTHO K nCXOQHOMY 3HaYEHMO true.
C 6onee noapobHoli MHhopMaumeli o HacTpolike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «HacTtpoliku Radio».

WOP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3] 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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7 CNUCOK N3MEHEHWIA

Bepcusa gokymeHTa Jarta Bbinycka
Bepcus 1.1 09.2023
Bepcusa 1.0 06.2023

Bepcus nporpammHoro obecnevexus 2.2.0

PykoBozacTBo no akcnyarauun WOP-30L

CopgepxaHue n3mMeHeHuii

CuHxpoHusaums ¢ sepcueit MO 2.2.0
Jo6asneHo:

5.8.2 MoameHto «AirTune»

VI3meHeHo:

2.3 TexHnyeckre napameTpbl ycTpoiicTBa

5.4.3 MoameHto «CkaHnpoBaHue admpar»

5.5 MeHto «Radio»

5.6.2 NMoameHto «VAP»

6.2 HacTpoiika ceTeBbIX NapaMeTpoB

6.3 HacTpoiika BUpTyasibHbIX Touek goctyna Wi-Fi (VAP)
6.3.5 [lononHuTeNbHbIe HAacTpoikn VAP

6.6.4 HacTpolika pexuma ayTeHTudmkaymm

6.6.6 lonoNHUTENIbHbIE HACTPOWKN CUCTEMBI

6.8.3 CeTteBas UHpopmauus

Mepsas ny6nukauus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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