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Bepcua pokymeHTa JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcuma 1.35

16.12.2022

CuHXpoHu3auums c sepcuent N0 4.0.18.4

Bepcua 1.34

29.11.2022

CuHxpoHusauma c sepcueit N0 4.0.18.2

U3meHeHus B paspenax:

5.7.3 KomaHabl gna pe3epBUpoBaHUA KOHOUTYpaLumn
5.10.1 NapameTpbl Ethernet-unrepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.2 Hactpoiika npotokona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)

5.34.1 Hactpoiika QoS

Bepcua 1.33

29.07.2022

CuHxpoHusaums c sepcuent M0 4.0.18

[No6aBneHbl pasgensi:
5.35.13 KoHdurypauua BupTyanbHoi o6a1actm mapLipytusauum
(VRF)

U3meHeHuUA B pasgenax:

5.5 KomaHpabl ynpasaeHusa cuctemoim

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hacrtpoiika IPv4-agpecauumn

5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 Hactpoiika gocTtyna

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awumrTa IP-agpeca knueHTa (IP source Guard)

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa cTaTuecKoii mapLupyTusaumm

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.32

27.06.2022

CuHxpoHusaums c sepcueit MO 4.0.17

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYeCKUe XxapaKTepucTuKku

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum nHtepdeiicos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperayuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.19.1 ®dyHKUMA nocpesHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-aBTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypauua ACL Ha 6ase IPv4

5.32.3 KoHdurypauua ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcua 1.31

01.04.2022

CuHxpoHusauums c sepcueit N0 4.0.16.14

Bepcnsa 1.30

28.02.2022

CuHxpoHusauma c sepcueit MO 4.0.16.13

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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Bepcua 1.29

12.01.2022

U3meHeHus B paspgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku
5.18 Voice VLAN

5.25.3 ilnarHocTMKa MHAUKauMmn nHtepdpeincos
5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauma ACL Ha 6a3e MAC

Bepcua 1.28

12.11.2021

U3meHeHuUn B paspgenax:

2.1 Ha3sHa4yeHue

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU

2.4.1 BHewWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTBa
2.4.2 3aaHAA 1M BepPXHAA NaHeNu YCTPOiicTBa

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.27

12.10.2021

U3meHeHuUA B paspenax:

2.3 OCcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epKkanuposaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH KommyTtatop MES2324P ACW

U3meHeHuA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

2.4.1 BHewWwHW BUA U ONUCaHUe nepeaHeii NnaHenn ycTpoiicTea
2.4.2 3aaHAA 1 BepPXHAA NaHen YCTPoiicTBa

2.4.4 CBeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.8 HacTpoiika cucTeMHOro BpemMeHuU

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-unrepdeiicos

5.17.5 CemeiictBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHourypaumsa DHCP-cepBepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hactpoiika Route-Map

Bepcuna 1.25

30.04.2021

Jo6aBneHbl pasgensi:
5.25.3 inarHocTMKa MHAUKauMm nHtepdeincos

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKu

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control gna pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npotokona ARP (ARP Inspection)

5.28.2 MpoBepKa NOANMHHOCTM K/IMEHTA Ha OCHOBE NopTa (CTaH-
Aapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumn MAC Address Notification

5.33 KoHurypauma 3awutbl ot DoS-atak
5.34.1 Hactpoiika QoS
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Bepcua 1.24

02.03.2021

CuHxpoHusauma c sepcueit N0 4.0.15.3

Bepcusa 1.23

10.02.2021

U3meHeHuA B paspenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HaCTpoOiiKa KOMMyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHabl ynpaBaeHus cuctemoi

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Bepcua 1.22

24.12.2020

Job6asneHbl pasgenbi:
5.35.12 MNMpoTtokon GRE

U3meHeHus B paspgenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
uum

5.10.2 Hactpoiika VLAN u pe;KMumoB KommyTauum uHtepdeiicos
5.10.3 Hactpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotoKkona DNS — cuctembl OMEHHbIX UMEH
5.21.3 NMpotokon TACACS+

5.28.4 KoHTponb npotokona DHCP u onuusa 82

5.33 KoHdwurypaumsa 3awurol ot DoS-atak

5.34.1 Hactpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21

27.10.2020

U3meHeHus B paspgenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHgapb! gna paboTbl ¢ painammu
5.33 KoHdurypaumsa 3awurol ot DoS-atak

Bepcuna 1.20

16.10.2020

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

5.17.4 MexaHusm o6Hapy:KeHus netenb (loopback-detection)
5.20.4 dyHkumna IGMP Proxy

Bepcma 1.19

14.09.2020

M3meHeHUA B paspaenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHus cetbto (SNMP)

5.28.1 ®dyHKLUUM 06ecnevyeHnn 3aWwmTbl NOPTOB

5.28.5 3awwmrTa IP-agpeca kaueHTa (IP source Guard)

Bepcma 1.18

02.09.2020

Do6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHTa (CoA)
5.35.5 HacTtpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueit

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.4 CBeToBas MHAUKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHgpb! gnsa paboTbl ¢ painamm

5.10 KoHdwurypauma nnutepdeiicos n VLAN

5.10.1 Napamertpsbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 ®dyHKUMA nocpeaHUKa npotoKona IGMP (IGMP Snooping)
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5.20.4 ®dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 ®dyHKUUM 0b6ecneyeHUA 3aWwmuTbl NOPTOB

5.28.4 KoHTtponb npoTtokona DHCP u onuyua 82

5.32 KoHdurypauma ACL (cnUCKu KOHTpOAA A0CTyna)

5.34 KauecTtBo 06CcnyKuBaHna — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotoKkona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcna 1.17 23.01.2020 [Ho6asneH KommyTtatop MES3510P, y6paH MES2326

U3meHeHun B paspenax:

5.10.1 Napamertpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 HacTpoiika VLAN u pexumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NpOTOKO/1 KOHTPO/IA MHOFOaA4pPEecHOro
TpadmkKa B IPv6

5.28.4 KoHTtponab npotokona DHCP u onuusa 82

Bepcna 1.16 22.10.2019 [Oob6aBneHbl pasgenbi:

3.3 YcTaHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoiiKa ypoBHA A0CTyna

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblih 3anycKk KomaHa, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npoTtokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHunA B pasgenax:

5.7.2 KomaHabl ana pabotbl ¢ paitnamm

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum uHtepdeiicos
5.17.5 CemeiictBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponutaHue no nuHuam Ethernet (PoE)

5.28.2.2 PacwumpeHHana npoBepKa NoAJANHHOCTU

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcua 1.15 16.09.2019 [ob6aBneHbl pasgenni:

5.29.1 ®dyHkuum DHCP Relay ans IPv4

5.29.2 dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B pasgenax:
2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU
2.5 KomnneKTt nocTtaBKku
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4.5.1 ba3oBas HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma untepdeiicos n VLAN

5.22 }XypHan aBapuit, npotokon SYSLOG

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHta (CoA)
5.32 KoHdurypauma ACL (cnUCKK KOHTPOAA A0CTyna)

Bepcua 1.14

27.05.2019

[o6aBneHbl pa3gensi:

5.17.10 Hactpoiika ¢pyHKumum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

5.20.3 Npotokon MSDP

5.35.5 HacTpoiika npotoKona IS-IS

5.35.7 Hactpoiika Prefix-List

U3meHeHuA B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.10 KoHdwurypauma uHutepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 ®dyHKUMM orpaHuyeHna multicast-tpadumka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHus cetbto (SNMP)

5.28.4 KoHTtponb npotokona DHCP u onuua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3auum

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.13

05.02.2019

U3meHeHuUA B pasgenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 HacTpoiika npotoKkona GVRP

5.21.7.1 Telnet, SSH, HTTP u FTP

5.25.2 inarHocTMKa onTUY4eCcKOro TpaHcuseepa
5.27.2.2 PaclumpeHHas HacTPOMKa NOAJMHHOCTU
5.27.3 KoHTtponb npotokona DHCP u onuun 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpaBaeHUsa cuctemoim
YBenuueHo kKoaunuectso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcma 1.12

01.11.2018

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKku

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.5 KomaHgbl ynpasieHUsa cuctemon

5.19.2 Npasuna rpynnoBoi agpecauunun (multicast addressing)

Bepcma 1.11

28.09.2018

LOob6asneH pasgen:
5.17.5.3 Hacrpoiika npotokona PVST+

U3meHeHunA B paspgenax:

2.4.1 BHewWwHWi BUA M onucaHue nepegHeit NnaHenmn ycTpocTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBaeHUa cuctemon

5.17.3 Hactpoiika npotokona GVRP
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5.19.1 dyHKUMA NnocpesHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoeoii agpecauunun (multicast addressing)
5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa

5.25.1 lnarHocTMka meaHoro Kabens

5.21.2 NpoTtokon RADIUS

5.26 dneKTponutaHue no nuHuam Ethernet (PoE)

5.27.1 ®dyHKuUA obecneyeHuUs 3aLmUTbl NOPTOB

5.30 KoHourypaumsa DHCP-cepBepa

5.4 HacTpoiiKa MaKpOKOMaHp,

Bepcma 1.10 28.06.2018 U3meHeHuUA B pasgenax
5.13 Fpynnbi arperauuu KaHanos — Link Aggregation Group (LAG)
Bepcusa 1.9 28.05.2018 [Oo6aBneHbl pa3gensi:

5.3 MNepeHanpaBneHue BbiBoAa KomaHpg, CLI B Npon3BoNbHDbIN
daiin Ha N3Y
5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgab! gna aBTomaTuueckoro o6HoBneHUs u KoHouUrypa-
uum

5.10.1 Napamertpbl Ethernet-unrepodeiicos, Port-Channel u Loop-
back-unrepdeiicos

5.13 Mpynnbl arperauum KaHanoB Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKkona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 ®dyHKUMA mHOroagpecHo mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHPUTYPALIUU
YCTPOWUCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcna 1.8 12.12.2017 U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

2.4 KOHCTPYKTUBHOE UCNOSIHEHUEe

2.4.4 CeeToBaa MHAUKALMA

5.4 KomaHAbl ynpaBieHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u peMmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotokona LLDP

5.18.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku gocrtyna ACL ans ynpaBneHusa yCTPOMCTBOM
5.24.2 ilnarHocTMKa OoNTUYECKOro TpaHcMBepa

6.2 XXypHan aBapwii, npoTtokon Syslog.

6.9 KoHpurypaumua PPPoE Intermediate Agent

Bepcna 1.7 18.09.2017 [Oob6aBneHbl pa3gensi:
5.9.3 Hacrtpoiika Private VLAN

U3meHeHunA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKHU

5.4 KomaHgbl ynpaBieHUA CUCTeMOM

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
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5.18 I'pynnoBasa agpecauma
5.20.6 Cnucku pocrtyna ACL ana ynpaBieHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS
5.20.4 NpoToKon ynpasneHus cetbto (SNMP)
5.21 ypHan aBapuit, npotokon SYSLOG
5.26.3 KoHTpoab npotokona DHCP u onuua 82
5.28 KoHowurypaumsa PPPoE Intermediate Agent
5.32.1 Hactpoiika QoS
Bepcua 1.6 25.05.2017 [Nob6aBneHbl pasgenoi:
5.16.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
U3meHeHuA B paspenax:
2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBo mogenu OSI
5.9 KoHdurypauua nnrepdeiicos n VLAN
5.12 Fpynnbi arperayuu KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6Hapy:xeHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotoKona G.8032v2 (ERPS)
5.20.4 NpoTokon ynpasneHua cetbto (SNMP)
5.20.7.1 Telnet, SSH, HTTP un FTP
5.26.1 PyHKLUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB
5.27 ®yHkuun DHCP Relay nocpegHuka
5.28 KoHowurypaumsa PPPoE Intermediate Agent
5.30.3 KoHdurypauusa ACL Ha 6a3e MAC
5.32.1 Hactpoiika QoS
5.33.3 Hactpoiika npotokona OSPF, OSPFv3
Bepcua 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:
5.6.3 KomaHgab! gna pesepsupoBaHua KoHdurypauum
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXKEHUE I OMUCAHUE NPOLEECCOB KOMMYTATOPA
U3meHeHus B paspgenax:
4.3 3arpy3o4yHoe MeHto
5.4 KomaHgbl ynpaBieHUa cMcTemon
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YC/TOBHbIE OBO3HAYEHMUA

O603HaueHue

OnucaHue

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe YKa3blBaloTCsA HeobA3aTeNbHble
napameTpbl, HO UX BBOA, NpeaoCcTaBAnAeT onpeaeneHHble 40NOAHUTENbHbIe
onuuu.

{}

B ¢urypHbIx ckobKax B KOMaHAHOW CTPOKe YKa3blBalOTCA BO3MOXKHble 065-
3aTeNbHble NapameTpbl. Heobxoanmo BbIbpaTb OAUH M3 NapameTPoB..

«,»
«-»

ﬂ'aHHbIe 3HaKN B ONNCaHNUN KOMaHAbl UCNOJ1b3YIOTCA ANA YKa3aHNA AUnana-
30HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUAN».

«f»

ﬂ,aHHbIl‘/’l 3HaK B OnNMcCaHne KoMaHAabl yKa3blBaeT Ha 3Ha4eHKMe Mo YMO/T4HaHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTcA nepemeHHble WAM MapameTpbl, KOTopble
Heo6X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKON.

MNonyXUpHbIA

MONYKUPHbIM WPUOTOM BblAENEHBI NPUMEYAHNA U NPeayNpPerKaeHNn.

Kypcue
<lMonyxcupHolii MONYKMPHbIM KYPCUBOM B Yr/10BbIX CKOBKax yKa3blBalOTCA Ha3BaHUA Kna-
Kypcue> BMLL Ha Knasuatype.

Courier New

MNonyxupHbim LW pndtom Courier New 3anncaHbl npumepbl BBOAA KOMaHA,

Courier New|

Wpundptom Courier New B paMmKe C TeHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUSA
KOMaHa,

MpumeyaHua u npegynpexaeHua

BaHMIO U HaCTPOWKe yCTPoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpPble MOryT HaHecTu

/5' MpumeyaHua coaeprKaTt BaXKHy0 MHGOPMALUIO, COBETbI UM PEKOMEHLALNM MO UCNONb30-
’ Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa A notepe
e

AdHHDbIX.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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HELTEX

1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumuu
ceTeli cBA3M B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouiero nokosieHma). OAHOM M3 OCHOBHbIX 3a4au
NpPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAAEKHbIX U BbICOKONPOU3BOANTE b-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/AI0MHOM apxmuTekType NGN.

Mepesaya wHoOpMaummM Ha 6OMbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noapasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTopas No3BOAAET MMOKO OCYLLEeCTBAATb pacnpeaeneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepuit MES23xx, MES23xx 1 MES53xx MOryT MCMNO/Ib30BaTbCA Ha CETAX KPYMHbIX
npeanpuaTuii n NpeanpuaTniA manoro n cpeaHero 6usHeca (SMB), B onepaTtopckux cetsax. OHM obecneunBatoT
BbICOKYO NMPOU3BOAUTENIbHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOrOYyPOBHEBOE KauyecTBO 0bcayxnsaHma (QoS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNMPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHavyeHa 414 opraHM3aumm
3aLUMLLLEHHbIX OTKA30yCTOMYMBBLIX CETEl Mepenayn AaHHbIX Ha OObeKTax, rge HeobxoAMMO BbIMOJHEHWE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEPATYPHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumu no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 AnA KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.
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A ELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperauumn cepuii MES53xx, MES33xx — 3TO BbICOKONPOM3BOAMUTE/NbHbIE YCTPOMNCTBA,
OCHalleHHble WHTepdencamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Mb30BaHMA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LeHTpax 06paboTkn aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTy Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 réut/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymsBaeT rmMbKOCTb B MCMNOAb30BAHUN U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha bosiee BbICOKME CKOPOCTM Nepeaauyn AaHHbIx. Hebnokupyemasn
KOMMYTaLMOHHANA MaTpuLa NO3BOJIAET OCYLLECTBAATL KOPPEKTHYIO 06paboTKy NAaKeToB NPU MaKCUMAaAbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NpeacKasyemble 3a4ePKKN Ha BCEX TUMaxX TpaduKa.

Cxema BeHTUNAUMM front-to-back obecneunBaet addeKkTMBHOE OXNaxKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YC0BUAX COBpeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAaHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
coYeTaHnn c pa3BUTON CUCTEMON MOHUTOPUHIa annapaTHOM YacTu YCTPOACTBa NO3BONAIOT NOYUYNTb BbICOKUE
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuTaHua U
BEHTMNALMOHHbIX Moaynel, obecneunsan becnepeboiiHOCTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLecTBAAIOT NOAKNIOYEHME KOHEYHbIX MO/b30BaTesiel U ceTeilt npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopos CBA3M C Momolbio nHTtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHBIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xoaMmo BbiNoiHEHME TpeboBaHUI Mo
obecneyeHuUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 ®yYHKUUM KOMMYTaATOpa

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKLUKUIA YCTPOMUCTB, AOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awuma om BNOKMpPOBKa BO3HUKAET B C/IyHaAX Neperpy3Kkm BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6n0KupoesKu GUKOM OT HECKONbKMX BXOAHbIX MOPTOB. ITO NPUBOAUT K 3a4epKKam rnepesaum
oyepedu (HOL) LaHHbIX U NOTepe NaKkeToBs.
Moddepxka c 6
NocobHOCTb NoAAEpPKMBATb Nepefaydy CBePXANMHHBIX KagpoB, YTO MO3BO/AET

C8EepPXOAUHHbIX AAep PEAatly CBEPXA AP .

nepenaBaTb AaHHbIE MEHBLUMM YMCNOM NAKETOB. ITO CHUNKAET 06beM CyKebHOM
Kaodpoe (Jumbo

MHbopMaLmn, Bpems 06paboTKM 1 NepepbIBbI.
frames)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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YnpaeneHue
nomokom
(IEEE 802.3X)

YnpaBneHue NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbi-
COKOCKOPOCTHbIM. N5 NpeAoTBpalLeHMA NepenoaHeHns bydpepa HU3KOCKOPOCT-
HOE YCTPOMCTBO MMEET BO3MOXHOCTb OTNPaBAATb nNakeT PAUSE, Tem cambim WH-
dopmMUpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTb naysy npu
nepegaye nakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaepxunsaet o6begMHeHNE HECKOIbKUX YCTPOMCTB B CTEK. B 3TOM
C/lyd4ae KOMMYTATOpbl PaccMaTpMBalOTCA KaK eAMHOe YCTPOMCTBO C 06LWmmM
HacTpoiKamu. BO3MOXKHbI AB€e TOMOMOrMM MOCTPOEHMUA CTEKA — KOJbLO U Le-
noyka. Mpu aTom NapameTpbl NOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK, MOXKHO
3agaTb C KOmMMyTaTopa, paboTaloliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYLOEMKOCTb YPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOWCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnfaeT B namat TabaunLy, B KOTOPOWA yCTaHaB/IMBAETCA COOTBET-
cTere mexxagy MAC-agpecamu n y3namm nopTos KOMMyTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 06yYeHUA JdaHHble, MOCTYNaloLIMe Ha KaKo-1Mbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTOpa. B pexxnume obyyeHns KOMMmyTaTop aHaNu-
3MpyeT Kagpbl 1, onpeaenvs MAC-aapec oTnpaBuTens, 3aHOCUT ero B Tabauuy
KomMmyTaumn. Bnocneacteuu Kagp Ethernet, npeaHasHayeHHbIM gns xocta, MAC-
aapec KOTOPOro y»Ke ecTb B Tabmue, nepenaeTca TONbKO Yepes yKasaHHbIN B Tab-
ivue nopr.

Moddepicka
nepedayu Ha
Heckonbko MAC-

[aHHaa dyHKUMA NO3BONAET YCTaHABAMBATL COEAMHEHUSA KOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOroaZLpecHowm

adpecos rpynne, nepeAaeTca Ha KaxKabl NOPT, BXOAALLMIA B Fpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe . 3

epems xpaHeHus Ecnu ot ycTpoiictea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpeMeHU He NOCTYNakT NaKeTbl, TO 3aNUCb ANA AaHHOrIO a eCa yCTapeBaeTun a-

MAC-adpecoe p y AnAa a Aap ycTap YA

Aut tic Aai naeTca. 9To no3BondAeT noaaepxumeaTb Ta6/w|u.y KOMMYTaUuunn B aKTya/lbHOM CO-

(Automatic Aging for CTOSHIN.

MAC Addresses)

CmamuyecKue .

3anucu MAC CeTteBom KOMMYTATOpP NMNO3BOJIAET NO/1b30BATE/IO ONpenesinTb CTaTuyeCkne 3anmncu

X . cooteeTcTBUN MAC-aapecoB, KOTOpble COXpaHAtOTCA B Tab/iMLLEe KOMMYTaLLUN.
(Static MAC Entries)
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DHELTEX

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnunua 3 — OnucaHune GyHKLUMIA BTOPOro ypoBHA (yposeHb 2 OSl)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHKyua IGMP npv aHanuse cogepxunmoro IGMP-nakeToB, onpeaenunTb, Kakme yCTPOUCTBA B CETH
Snooping YYacCTBYIOT B rpynnax MHOroagpecHoOm paccbiik1, U agpecoBaTtb TPAaduK Ha COOT-
BETCTBYIOLLME NOPTHI.
®yHKyusa MLD Peanusauma npotokosna MLD no3sonsaeT ycTpoicTey MMHUMM3NPOBATb MHOMOA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BONAIOLLAA MEepeHanpaBaATb MHOroaApecHblt Tpaduk n3 oaHon
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHunid, YTO NO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«lWTopm» — 37O pasmHokeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOpOe NPUBOAUT K N1aBUHOOBPa3HOMY POCTY MX YMCN1a U Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOroagpecHbIX U LUIMPOKOBELLATENbHbIX KapOoB, NPUHATbIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT Ayb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogawme U/Uam UcxoaslimMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeN KOMMYTAaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLUIA U KOH-
TposMpyemble NOPTbI U BbIGpaTh TUM TPAadUKa (BXOAALLMIN M/UAN NCXOZALLMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLWMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa dyHKUMA NO3BOASET HAa3HauuTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpaBaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYTMMUM NOPTamu (B Npesenax o4HOro KOMMyTaTopa), HaxoAAWMMUCA B
3TOM e WnpoKoBeLwaTensHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NopTos (B npeaenax og4HOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MpMHAANeXawumm K 3ToM
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMIO MEXKAY YCTPOMCTBAMM, HAXOAALLMMMUCA B OL4HOM LUMPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Mododepxka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHO 3aayeli KOTOPOro ABAA-
eTca npuseseHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
TOMONOINK, UCKAOYalOLWeN neTan. KommyTaTtopbl 06MeHMBaOTCA KOHdUrypaum-
OHHbIMM COOBLLEHMAMM, CMO/b3YA Kaapbl cneuunansHoro popmara, v BbIGOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnsieTcA ycoseplleHCTBOBaHMeM npoTokona STP,
XapaKTepm3yeTca MeHbLIMM BPpEMEHEM NPUBEAEHUSA CETU K 4PEBOBULHON TOMO-
nornmn n umeet 6o1ee BbICOKYH YCTOMYMBOCTbD.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU Ne-
pefayun LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTNIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapMu. Bpemsa BOCCTaHOB/IEHNA He npesblwaeT 1
CEKYHZbI, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOb30-
BaHWM NPOTOKO/IOB CEMEICTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmx oaHy LWMPOKOBELLATE b-
Hyt0 061acTb (AomeH). KommyTaTop noaaepKMBaeT pas/iMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns ux NpUHaANeKHOCTU K onpegeneHHon VLAN.

Moddepka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoa Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHpopmaumm o
COCTOAHUWM KaHana Mexay HernocpeacTBEHHO MOAKAOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonb3sytotca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoit-
CTBa A40MKHbI NoAAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT auHamuueckoe paobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtatopa. Ecau BK/OYEH NPOTOKOA
GVRP, KommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHaANEeX-
HocTK K VLAN Ha BCce NopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMONOTUM.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA MO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoAET UCNO/Ib30BaATb Ha KaXKA0M NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHMSA
TpaduKa ans nepegadm MHGopmaumm o npuHaanexxHoctm Kk VLAN. MossonseT nc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHue
KaHan0e ¢
ucnonv3o8aHuUem
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayun AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beANHEHNS KaHAO0B, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIN KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenaerca o He OTKa3aBLIMM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca GyHKLMA CO34aHMA FPynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) unwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OO4MH NOTMYECKMit. ITO cnocobCTBYET He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CMOCOBHOCTU MarncTpanbHbIX KaHAI0B KOMMY-
TaTOP—KOMMYTATOpP WAN KOMMYTaTOp—CepBep, HO U NOBbILWEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) Ha3HayeHus.

lpynna LAG cocTouT U3 NMOPTOB C OAWHAKOBOM CKOPOCTbIO, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Mododepxcka Auto
Voice VLAN

MpenoctaBnAeT BO3MOXKHOCTb MAEHTUOULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecau
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu xe IP-tenedoHa, To AaHHbIA NOPT aBTOMATUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-aapecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHelwHMi VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX NPasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoii modenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHsa (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTpoiicTBa CnocobHbl aBTOMAaTMyeckM noayyatb |IP-agpec no npoTokony
BootP/DHCP.

Cmamuyeckue IP-
mapuwpymel

AZMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTAaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca un ¢pusnyeckoro agpeca ycTpomcrea.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a ceTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATe/IbHOM NakerTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMNYECKOW MapLUpPYTM3aL MM, KOTOPbIA NO3BOAET MapLUpPyTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, MOJIYYan ee OT COCeaHMNX MapLIPyTH-
3aTOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE MPOMENKYTOUHBIX Y3/108.

®yukyusa IGMP
Proxy

IGMP Proxy — ¢YHKUMA YNPOLLEHHOM MapLIPYTU3aLMNM MHOFOAAPECHbIX AaHHbIX
mexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NpOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMKU, OCHOBAHHbLIA Ha TEXHO/IOTUM OTCNe-
YUBaHMA cOCTOAHUA KaHana (link-state technology) 1 ncnonb3ayowmii 4Na Haxox-
OeHWa KpaTyaiwero nytu anroputm Aelkctpol. Mpotokon OSPF pacnpocTpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLIpyTU3aTopaMmn O4HON aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMKU MeXAy aBTOHOMHbIMM cuctemamm (AS). MapLupyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aToOpoB, BbINO-
HAKOLWMX PO/b W03a N0 YMOAYaHMIo. ITO JocThraetca NyTém obveanHeHua IP-
NHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNO/Ib30BaTbLCA KakK LU/IK03 MO YMOIYAHUIO A1 KOMMbIOTEPOB B CETU.

PIM-npoTOoKON MHOroagpecHoi mapuwpytusauuu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol maplpyTtmsaumm. PIM  6asupyetca Ha
TPaAULMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO Toro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeByto Tonosnoruio. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl  ybeguTbcs, 4TO  nepegada
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netenb.
Mpotokon ana obmeHa unHdopmaumein 06 MCTOUHMKAX MY/bTUKACTa MeX
lpomokon MSDP P A bopma, ¥ AY

pasaunyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsanua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCyKMBAHUA

Moddepka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa MO oYepeasam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAAM B 3aro/IoBKax nake-
TOB.

Moddepicka Knacca
obcayrcueaHusn
802.1p

CraHgapT 802.1p cneundunumpyetT MeToL YKasaHUA NPUOpUTETA Kaapa M anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNIAX CBOEBPEMEHHON AOCTaBKU YyBCTBU-
TE/NIbHOTO K BPEMEHHbIM 3a4eprKKam Tpadumka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT MUCMNOb30BaTb 3HAa4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMYTaTopa, NpeaHasHauYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. Obecneumsaet Ppunbtpaumto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NoAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHaZeKHbIMM noptTamu 1 cepsepamm DHCP.
Onuwms, KoTopasa nossosiseT nponHpopmmuposatb DHCP-cepsep o0 Tom, C KaKoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMO KOMMYyTaTop, Ucnob3yowmin yHkumo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbIn
OH NONY4YUN Yepes HeHadExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHue wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLwecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHue ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALMOHHbIMM NapameTpaMu, aBTomaTuye-
cepsepa

CKM NpeaoctaBaiAaa X KIMEHTaM.

IP Source address
guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3kKM DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypmpoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaA ONA 3aWnTbl OT aTaK C UCNO/1Ib30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTyMNaeT C HeHaAeXHOro nopTa,
Inspection noAagsepraeTca NposBepKe — cooTBeTcTBYeT n IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packIBaeT nakKer.

Ha ocHoBe MHbOpMaunK, coaepKaLleinca B 3aro/loBKax ypoBHen 2, 3 n 4, y agmum-
[2-13—-14ACL dopma, AepKaLL yp yaa

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COr/IACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL bypeT aenctsoBaThb.
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Moddepxka OcHoBHanA PpyHKUMA 6J1OKMPOBKM — MOBbLICUTb HE30MAaCHOCTb CeTU, NPeAOoCTaBIAN
306710KUPOBAHHBIX [0CTYyN K MOPTY KOMMyTaTopa TO/IbKO A5 ycTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

noéauHHoOCMU Ha
OCHose nopma
(802.1x)

MpoBepka noanvHHocTy IEEE 802.1x npeactaenset cobot mexaHM3M KOHTPOAS
[OCTyNa K pecypcam Yepes BHeLWHU cepsep. Mpolueawine nposepKy Noa/IMHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTw.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmymamopom

Tabanua 7 — OCHOBHble PYHKLMKM yNpaBAeHUA KOMMYTAaTOPaMM

3azpy3ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaeieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoTtoKkon TFTP ncnonbsyetcs aas onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNOpTHOM npoTokose UDP.

YcTpoicTea noaaepuBatoT 3arpysky 1 nepeaady no JaHHOMy NPOToKoNy dainios
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsili
MOHUMOpPUH2
(RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3T0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUs, NPeaoCcTaBAAoWME AaHHbIE B peasib-
HOM BpemMeHMu.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YIPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT MPUBUNETUM JOCTYNa.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHne kKommyTatopamm nocpeactsom CLI ocyliecTBnseTcs NOKanbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW cTpoKu KoHconu (CLI) sBnAeTcs NPOMbIWAEHHbIM CTaHAAPTOM. UH-
TepnpeTaTtop CLI npeaocTaBAseT CNMCOK KOMaHA, U KAKYEBbLIX C/I0B A/1A MOMOLLM
MONb30BaATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoTtokon, obecneynsarowmin nepesady coobLLEHMI O NPONCXOAALLNX B

Syslog N

cucteme cobbITUAX, a TaKKe yBeJOMNEHU 06 oWMBKax yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHM CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

Time Protocol)

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHa3HAYeHHan 41A onpeseneHns maplu-

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeUTb YPOBHU NPUBMAETMIA A0CTYNA 410 NO/Nb30Ba-
KOHmMponaupyemoim A . P . P PeA yp P Aocryna 4 .
Tenen yCTPOMCTBA U XapaKTEPUCTUKM LA KaXKA0r0 YPOBHA NPUBUIErnii (TONbKO
docmynom —

ypoeHU npusunezulii

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHus (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baoKkuposka
» TMna gocTyna:
UHMe, euca .
e Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayusa AaHHbIX KOMMyTaTOpA.

dunempayus IP-

Joctyn no SNMP paspelsaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWUXCA Yne-

adpecos 013 SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3ALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTe/ei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , HOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosnb3osatensa. Kommytatopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPIKKY MPOBEPKU NOANMHHOCTU K/IMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ o6ecneymsaeT LLeHTpaamnso-
(Terminal Access BaHHYlO cucTeMy 6€30NacHOCTM A1 NPOBEPKMU NOMb30BaTE/IEN, MOYHAOLNX [,0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHun cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKu NOJJANHHO-

cTu.

®yHKuMa cepsepa SSH nossonsieT KAMeHTy SSH yCTaHOBUTL C YCTPOMCTBOM 3aLLu-
Cepeep SSH YHKL, psep Y y ycTp u

LLIeHHOoe coeguHeHue ANA YNPaBAeHUa UM.

aHHasA HKUMA NpefocTaBiaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepxa f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKyUU

B Tabnmue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKW YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKLUMM BUPTYaNbHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JluazHocmuka YcTponcTBo No3BonAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTCNEXMBAOTCA TaKME NapaMeTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepika 3Tmx OyHKLMIA B TpaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB.

KommyTaTop 0bnagaeT Bcemu HEOBXOAUMbBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye

Coomeemcmeue
cmandapmy MIK e YmeHue pacnosHaBsaTb Ethertype GOOSE-COO6LLI,€HMF|
61850 e  YmeHue paboTaTb C TEFTOM BUMPTyaNbHOW CETU U Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHua
o [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom M3K 61850 grManasoHom rpynn BewaHmA.
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2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NapaMeTPbl KOMMYTaTOPOB NpuUBeAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKUe XapPaKTeEPUCTUKN

O6wme napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
AxA0GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIi nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM NnopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIi nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES2348B
MES3348

48%x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHtepdeicol 1/10/40 rémt/c

MES5324 ”
aneKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6but/c

MES2348P

CKOpOCTb nepeaayu MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeicsl 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 réur/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6uT/c

MES5324 800 réut/c
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MponyckHan
cnocobHocTb

MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réur/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c

MES3316F

112 réur/c

MES2328l|

56 IeuTt/c

MES3308F

96 [6ut/c

MES2308R
MES3508P
MES3508

20 réut/c

MES2308
MES2308P
MES3510P

24 Téut/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

NpoussoanTenb- MES2348P
HOCTb Ha NakeTax MES3348
LONMHOW 64 Baiital MES3348F

130,9 MPPS

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

MES5324 4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
O6vem MES2324FB 1,5 Mb
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328

6ydepHoit
namaTtu

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

! 3HayeHuna YKa3aHbl AnA Oﬂ,HOCTOpOHHeVI nepeaavun
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O6vem 03Y (DDR3)

MES5324

4Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l|

512 Mb

O6bem M3Y (RAW
NAND)

MES5324

2B

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6nmu,a MAC- MES2324F
aAapecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

MES5324 7748

MES3324F
MES3324

MES3316F
MES3308F
MES3348 4023
MES3348F
MES3508P
MES3508

MES3510P

Konunuectso ARP-

1 MES2324
3anmceu

MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

Nopaepxka VLAN cornacHo 802.1Q go 4 094 aktnsHbIX VLAN

! ina kaxporo xocta B ARP-TabauLLe co3aaetca 3anuch B Tabane MapLipyTu3aumm
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Konunyectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324pP
MES2324P ACW
MES2324
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

2047

KonunyecTtso npasun
SQinQ

MES5324

1982 (ingress/egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006 (ingress/egress)

MES2324
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

ACL MES2324

MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958

MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konunuectso ACL MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnuyectso npasun ACL B ogHom ACL 256
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Konunyectso
mapuwpyTos L3
Unicast?!

MES5324

7748 IPv4
1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12866 IPv4
3222 IPv6

MES2324
MES2324pP
MES2324P ACW
MES23248B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

818 IPv4
210 IPv6

Konnuyectso
mapuwpyTtos L3
Multicast (IGMP
Proxy, PIM)?

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3876 IPv4
1006 IPv6

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

412 IPv4
103 IPv6

Konunyectso VRRP-mapLpyTnsatopos

255

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
2 MapuwpyTbl IPv4/IPv6 Unicast/Multicast ucnonb3sytot obuime annapaTHble pecypcsbl

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKCcMManbHbIN MES2324

pasmep ECMP-prI‘II‘I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BKnto4aa VRF no ymonyaHuio)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

Konnyectso L3- MES2324
MHTepd)ef;iCOB MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

130

Konunyectso BupTyanbHbix Loopback-

nHTepdencos 64

Arperaumsa KaHanos (LAG) 48 rpynn, 2o 8 NOpPTOB B KaxAao0W

Konnuyectso aksemnaapos MSTP 64

Konnyectso aksemnnapos PVST 63

Konnuectso DHCP pool 32
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KayecTBo 06cnyxuBaHma QoS

npuopuTMsaums Tpaduka, 8 yposHeu
8 BbIXOAHbIX OYepeselt ¢ pasHbIMU NPUOPUTETAMMU ANA KAXKA0TO
nopTta

CBepxa/ivHHbIe Kaapbl (jumbo frames)

MaKCUManbHbIA pasmep naketos 10240 6ant

CreknpoBaHue

no 8 yctpoiicts (Kpome MES3508, MES3508P 1 MES3510P)

CooTBeTCTBME CTAaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P un

MES3510P)
M>3K 61850
YnpasneHue
JlokanbHOe ynpasneHune Console

YpaaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYKatoLeli cpeabl

MCTOYHMKM NUTaHUA

MES5324
MES3324F CceTb NnepemeHHOoro Toka: 100-240 B, 50-60 Iy,
MES3348 CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapuMaHTbl NUTAHUA:
MES3324 - O4MH UCTOYHUK NUTAHUA MOCTOAHHOIO UM NEePeMeHHOro TOKa;
MES3316F - ABA UCTOYHWMKA NUTAHMA NOCTOAHHOIO MM NEPEMEHHOr0 TOKa
MES3308F C BO3MOHOCTbIO ropsiuein 3ameHbl.
MES2328lI
MES2324 AC
MES2308 ceTb nepemeHHOro Toka: 110-250 B, 50-60 Iy,
MES2308R
MES2308P AC
MES2324P AC ceTb NnepemeHHOro Toka: 170-264 B, 50-60 I'y,
MES2324P ACW ceTb nepemeHHOro Toka: 100-240 B, 50-60 'y,
ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,
ceTb NOCTOAHHOrO ToKa: 36—72 B
MES2348P BapWaHTbl NMUTAHUA:
- OAMH UCTOYHUK NUTAHUA NOCTOAHHOIO UM NEPEMEHHOTO TOKa;
- BA UCTOYHUKA NUTAHMA NOCTOAHHOIO MM NEePEMEHHONO TOKA
C BO3MOHOCTbIO ropAyelt 3aMeHbl.
MES3508P CeTb NOCTOAHHOTO TOKa: C BKAKOYEHHOM dyHKUMel PoE:
MES3510P 45-57 B; c oTKNtoueHHoM ¢oyHKumen PoE: 20-57 B

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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MES3508

CceTb NOCTOAHHOrO ToKa: 20-75B

MES2324B
MES2324FB
MES2348B

ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,

CBMHL0BO-KMCNOTHbIW akkymynaTop: 12 B

XapaKTepUCTUKM 3apAAHOro YyCTPOMNCTBaA:

- TOK 3apaja:

2,7+0.2 A — MES2324FB 1 MES2348B;

1.6+0.1 A — MES23248B.

- HanpsXeHue cpabaTbiBaHUA pacLenuTens Harpyskn — 10—

10,5 B;

- MOPOroBoe HanpsaXkeHne MHAMKaUnM HM3Koro 3apaga — 11 B

/| CeueHue npoBoga gna nogknioueHusa AKB He meHee
V 1,5 mm. Ana MES2324B pekomeHayeTtcsa

ucnonb3oBaTb AKB émKocTblo He meHee 12 Ah, gna
MES2324FB n MES2348B — He meHee 20 Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAAHHOrO TOoKa: 36—72 B

MES5324 He 6onee 107 Bt
MES3324F He 6onee 45 BT
MES2324 He 6onee 25 BT
MES3308F He 6onee 27 Bt
MES3324
MES3316F He 6onee 35 Bt
MES2324F He 6onee 39 BT
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MES3348F

MoTpebnsemas MES2348B He bonee 89 BT

MOLHOCTb
MES2348P He 6onee 1600 BT
MES2308
MES2308R He 6onee 14 Bt
MES3508 He 6onee 15 BT
MES2308P AC He 6onee 275 BT
MES2308P DC He 6onee 280 Bt
MES2324P AC
MES2324P ACW He 6onee 445 Bt
MES2324P DC He 6onee 455 BT
MES3508P
MES3510P He 6onee 260 BT
MES2328lI He 6onee 33 Bt
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MoTpe6nsemasn MES2324B He 6onee 26 BT

MoOLLHOCTb 6e3 yyeTa MES2324FB

3apaga AKB MES23488B He 6onee 45 Bt
MES2324P
MES2324P ACW 380 BT
MES2348P 1450 Bt

BroakeT mowwHoOCTH

PoE MES3508P 240 Bt (ana npunoxeHuii 802.3at pekomeHayemoe
MES3510P HanpseHue nuTaHma 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 BT
MES2324FB 50 BT
MES3348 43 Bt
MES3348F 89 Bt

TennosblaeneHve MES2348B 54 Bt
MES2348P 160 Bt
MES2308
MES2308R 14Br
MES3508 15 Bt
MES2308P AC 35BT
MES2308P DC 40 Bt
MES2324P AC
MES2324P ACW 65 B
MES2324P DC 75 BT
MES3508P
MES3510P 20Br
MES2328lI 33 BT

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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AnnapatHaA
noaaepxka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328l|

HeT

WUHTepBan paboumx
Temnepatyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

o1 -20 go +45 °C

MES2324
MES2324P
MES2324P ACW
MES23248B
MES2308P AC
MES2308R
MES2348B

oT1-20 go +50 °C

MES2348P

oT-10 go +50 °C

MES2324F
MES2324FB

oT1-20 go +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 no +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C
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MHTepBan TemnepaTypbl XpaHeHUsA

WMHTepBan TemnepaTypbl XxpaHeHus ot -50 go +70 °C (o1 -50 °C
no +85 °C ana MES3508, MES3508P 1 MES3510P)
/' MMepea nepsBbim BKAOUEHUEM NOC/E XPaHEHUA Npu
V TemnepaType meHbLuei, yem -20 °C, uam npu 6onblueii,
yem +50 °C, TpebyeTca BblaepKaTb KOMMYTATOp NpU
KOMHaTHOM TemnepaType He MeHee YeTbIpEX YacoB.

OTHOCUTENbHAA BNAXKHOCTb NpK
aKcnnyataumm (6e3 obpasoBaHuA

KOHAeHcaTa)

He 6onee 80 %

OTHOCUTENbHAA BNAX¥KHOCTb npn XpaHeHN
(6e3 obpaszoBaHMA KOHAEHCaTa)

oT1 10 80 95 % (o1 5 go 95 % ana MES3508P)

MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P
MES2324P ACW 430 x 44 x 203 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F
MES2348B 440 x 44 x 280 mm
abapuTHble
pasmepbl (L x B x T) MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85x 175 x 115 mm
MES2328lI 430 x 44 x 305 mm
MES5324 3,95 Kkr
MES2308
MES2308R 1,45 kr
Macca
MES2308P AC 2,55 Kr
MES2308P DC 2,35 Kr

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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MiEsz324s 2250
Viszssanacw | 3164
MES2324P DC 4,02 kr
MES2308P AC 2,55 Kkr
MES2324FB 3,55 Kr
MEsz328! 385
MES2348P 9,55 Kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 xr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr

Cpok cny:xbbl He meHee 15 net

V Tun NUTaHuKA yCTPOACTBA onpeaenseTcs npu 3aKkase.

2.4 KOHCTPYKTUBHOE UCNOSIHEHUE

B AaHHOM pa3sgene onmcaHo KOHCTPYKTMBHOE MCMONHEHMe ycTpoicTs. MpeacTaBneHbl N306parkeHns
nepegHei, 3agHen (sepxHen ans MES3508P) n 60KOBbIX NaHenel yCTPOMCTB, ONUCaHbl pa3bembl, CBETOAU-
OfiHble MHAMKATOPbI M OpraHbl yNnpaB/ieHus.

Ethernet-kommyTaTopbl cepmuint MES53xx, MES33xx, MES23xx BbINO/IHEHbI B METa/I/IMYECKOM Kopnyce €
BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepnn MES35xx BbINOSIHEHbI B META/LIMYECKOM KOpryce ANA KpeneHUs Ha
DIN-peiiky.
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2.4.1 BHewHuli 8ud u onucaHue nepedHeli naHeau ycmpolicmea

BHewHW BnA, nepegHein naHenu yctpoicts cepunit MES53xx, MES33xx, MES23xx n MES35xx nokasaH

Ha pucyHkax 1-20.
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B Tabsmue 10 npuBeaeH nepeyeHb pa3bemMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB yNpaBJ/ieHuUs,

PucyHok 1 — MepeaHas naHenb MES5324

Pacro/ioXeHHbIX Ha NepeaHel naHe M KoMmmyTaTopa.

Tabnnua 10 — OnucaHmne pasbemoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepeaHer naHenm MES5324

NIeMEHT N HeWl
Ne neme epeane OnucaHue
naHenu
Unit ID NHAMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexkrMma paboTbl yCTpoicTBa (BeayLumit/Begombiit).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTaHUA.
KoHCObHbIV NOPT AN IOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 He ucnonb3yertcA
2 He ucnonb3yeTca
3 RX
4 GND
2 Console 5 GND
6 TX
7 He ucnonb3lyetca
8 He ucnonbyetca
9 He ucnonb3yetca
Pacnaiika KoHCO/IbHOrO Kabens npuBeaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenb.
3 USB USB-nopr.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
4 00B NEHUA YCTPOMCTBOM.
YnpaBneHue ocyLecTBAAETCA MO CETH, pa3fe/ibHO C KAHA/IOM nepeaayn
OaHHbIX.
5 Mamt MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHna ycTpoii-
& CTBOM. YNpaBaeHue oCyLLeCcTBAAETCA N0 ceT nepesayvn AaHHbIX.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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dYHKUMOHaNbHAA KHOMKa ANA nepes3arpysku ycTpoictea v cbpoca K 3a-

o

BOACKMM HacTpOMKam:
- IPU HaXaTuUM Ha KHOMKY ANMTe/IbHOCTbIO MeHee 10 ¢ npoucxoauT ne-

pesarpyska yCTpoucTBa;
-MPU HaXaTUW Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxogut

burypaumm.

cTBa A0 3aBOACKOM KOH

cbpoc HacTpoek ycTpo

CnoTbl 4nA ycTaHOBKM TpaHcueepos 10G SFP+/1G SFP.

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

[1-24]

XLG2
XLG4

’
’

XLG1
XLG3

3 24

1

7

PucyHok 2 — lMepeaHaa naHenb MES3324F

PucyHok 3 — lMepeaHAas naHenb MES3324

3 24

1

PucyHok 4 — lMepeaHaa naHenb MES3316F

o000
it

AOLTEX  Mesnow

PucyHok 5 — lNepeaHaa naHeno MES3308F

Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MES35xx, MES53xx
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B Tabnunue 11 npueeaeH nepeyeHb pasbemMoB, CBETOANOAHbBIX MHANKATOPOB M OPraHOB ynpasaeHus,

pacnonoXeHHbIX Ha nepeaHen naHean kommyTtatopoB MES3308F, MES3316F, MES3324, MES3324F.

Tabanuya 11 — OnucaHue pasbemoB, UHAMKATOPOB M OPraHOB ynpasieHua nepegHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

3 -
No NIEMEHT nepegHen Onmcanme
naHenu
UnitID MNHauKaTop HOMepa yCTPOICTBA B CTEKeE.
Power NHOMKaTOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomolit).
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
RPS NHAWKaTop pe3epBHOro 3NeKTPOoNUTaHmA.
2 Console KoHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
3 00B JIEHMA YCTPOMUCTBOM.
YnpasneHune ocyLLLeCTBAAETCA MO CETU, Pa3fe/ibHO C KaHasloM nepeaayn
AaHHbIX.
dDyHKLMOHaNbHAA KHOMKA ANs Nepes3arpysku ycTporcTea n cbpoca K 3a-
BOZCKMM HAaCTPOMKaM:
4 . - MPU HaXaTUM Ha KHOMKY ANuTenbHoCcTblo meHee 10 ¢ npoucxoauT ne-
pesarpysKa ycTpoicTBa;
-MPU Ha)KaTUM Ha KHOMKYy gauTenbHocTbio 6osee 10 ¢ npoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl 4Na ycTaHOBKK TpaHcusepoB 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
[11-12, 23-24]
6 [7-8, 15-16] Kom6o-noptsi: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4,7-8]
XG1, XG2
7 XG3, XG4 CnoTbl gnA ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 6 — MepeaHAas naHenb MES2324

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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PucyHok 7 — lMepeaHaa naHenb MES2324P, MES2324P ACW

B Tabaunue 12 npuseseH nepevyeHb pasbemoB, CBETOANOLHbIX UHAMKATOPOB U OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha nepegHen naHenn kommytatopos MES2324, MES2324P, MES2324P ACW.

Tabnnua 12 — OnucaHue pa3bemoB, MHAMKAaTOPOB M OpraHoB ynpaBieHus nepeaHent naHenn MES23241%,
MES2324P, MES2324P ACW

Ne dnemeHT ne 7
PEAHEN OnucaHue
naHenu
1 ~110-250VAC max 2A Pasbem A1 NOAKNIOYEHMA K UCTOYHMKY 3/IEKTPONUTAHNA NEPEMEHHOIO
TOKa.
Unit ID NHANKaTOp HOMEpa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
2 Master MHAanKaTop peskmma paboTbl yCTpoiicTBa (Beaylumit/segombii).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
Alarm NHankaTop asapuu.
3 Console KOHCO/IbHbIM NOPT AR IOKANBHOIO YNPaBAEHUA YCTPOMUCTBOM.
dyHKLMOHaNbHAA KHOMKA A8 nepe3arpyskun ycTponcTea u cbpoca K 3a-
BO/ZICKMM HACTPOMKam:
4 r - NPU HaXaTUW Ha KHOMKY ANUTenbHOCTbio meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoucTBa;
-MpU HaXKXaTUM Ha KHOMKY gautenbHocTbio 6onee 10 ¢ nmpoucxoaut
cbpoC HAacTpPOEK YCTPOMCTBA A0 3aBOACKON KOHPUrypaumu.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALUMA COCTOAHUA ONTUYECKUX NHTepPdencos.
XG1, XG2
+ .
7 XG3, XG4 CnoTbl Ana ycTaHOBKM TpaHcnsepos 10GSFP+/1GSFP

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOMCTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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PucyHok 8 — MepeaHas naHenb MES2348P

B Tabnnue 13 npuBegeH nepevyeHb PasbeMOoB, CBETOANOAHbIX UHAMKATOPOB M OPraHoOB ynpaB/eHus,
pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopa MES2348P.

Tabnmua 13 — OnuncaHue pasbeMOoB, MUHANKATOPOB M OPraHOB ynpaBaeHusa nepeaHei naHean MES2348P

Ne dnemeHT ne 7
PEAHEH OnucaHue
naHenu
Unit NHaMKaTop HOMepa YCTPOWMCTBA B CTEKE.
Status NHAMKATOP COCTOAHMA YCTPOMCTBA.
1 Master MHAMKaTop pexkrMma paboTbl ycTpoicTBa (BeayLumit/segombiit).
PS1 MHAMKaTOp COCTOAHMA NepBOro 610Ka NMTaHuA.
PS2 MHauKaTop cocToAHMA BTOporo 610Ka NUTaHuA.
dyHKUMOHANbHAsA KHOMKA A4/1A nepe3arpyskun ycTponctea 1 cbpoca K 3a-
BO/ZCKMM HaCTPOMKam:
) r - NPY HaXaTUKU Ha KHOMKY AnTeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepe-
3arpysKa yCcTponcTBa;
- NPW HaXXaTUW Ha KHOMKY AANTeNbHOCTbIO 6onee 10 ¢ nponcxoant cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
3 Console KOHCO/IbHbIM NOPT AR NOKANBbHOIO YNPaB/AeHUA YCTPOUCTBOM.
4 [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
5 XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.
=)
f , ﬁﬁ ﬁ‘ﬁﬁﬁﬁ ‘
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1 2 3 4 5 6 7 8

PucyHok 9 — lMepeaHaa naHenb MES2324B
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PucyHok 12 — MepeaHas naHenb MES2348B

SELTEX  MES2328

1 E] 5 7

9 11 13 15

17 15 21 23

1,24 - 10/100/10008ASE T
25,28 - 10/100/10008ASE-T
or 100BASE-FX/1000BASE-X
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PucyHok 13 — lMepeaHasa naHenb MES2328|

PucyHok 14 — lMepeaHasa naHenb MES3348
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PucyHok 15 — lMepeaHaa naHenb MES3348F

B Tabnvue 14 npuseaeH nepeyeHb pa3bemMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB ynpaB/ieHuUs,
pacnonoXeHHbIX Ha nepegHein naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,

MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHua nepegHen naHenn MES2324B,
MES2324FB, MES2324F DCY, MES2348B, MES3348, MES3348F

Aneme n
Ne NIEMENT NepeaHen OnucaHue
naHenm
~110-250VAC, 60/50Hz Paszbem Ana NnogKAtOYEeHUA K UCTOYHUKY INEeKTPONUTAHUA nepemeH-
max 2A HOro TOKa.
1
48 (45 ~ 57) VDC Pasbem gna NoAKNOYEHUA K MCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NOAKAIOHEHUA aKKYMYNATOPHOW 6aTapeun 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
Master NHAanKaTop pexkrnma paboTsbl ycTpoicTea (BeayLumii/segombiii).
3
Fan NHAanKaTop paboTbl BEHTUAATOPOB.
Battery NHauMKaTop cocToAHMA baTapeu.
RPS MNHAMKaATOp pe3epBHOro 31EKTPONUTaHUA.
Console KOHCONbHbIM NOPT A5 NOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.
4
usB MopT USB (Tonbko gna MES2328l).
®YHKUMOHaNbHaA KHOMKa ANA nepes3arpysku ycTpoincTea u cbpoca K
33aBOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AnTenbHOCTbI0 meHee 10 ¢ npoucxoaut
nepesarpyska ycTpoucTBa;
- MPY HaXXaTUWM Ha KHOMKY AauTenbHocTblo 6osee 10 ¢ npoucxoaut
cbpocC HacTpoeK YCTPOMCTBA 4,0 3aBOACKON KOHUrypaumm.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
6 MES2324F CnoTbl 4N8 yCTAaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kombo-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CeTU, pasaesbHo

C KaHaoM nepesiayn AaHHbIX).

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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[25-28] MES2328| Kom6o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
(1-48) MES3348 MopTbl 10/100/1000BASE-T (RJ-45).
MES3348F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTEPENCOB.
XG1, XG2
8 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.
PucyHok 16 — lMepeaHasa naHenb MES2308
(@) [ —— — - s AcTex  Mes2a0sr (@)
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PucyHok 17 — lMepeaHas naHenb MES2308P
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PucyHok 19 — lNepeaHaa naHens MES2308R
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pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopos MES2308, MES2308P, MES2308R.

Tabnmua 15 — OnucaHWe pa3bemoB, MHAMKATOPOB W OPraHoB ynpaBaeHua nepeaHer naHenn MES2308,
MES2308P, MES2308P DC, MES2308R

dnemeHT nepegHen
Ne PeA OnucaHue
naHenm
Knemma 3azemneHunsa .
1 . Knemma pgna 3asemneHuna ycTpomcTsaa.
~110-250VAC, 60/50Hz Pasbem gna nogKkntoyYeHmA K UCTOYHUKY 3N1EKTPONUTAHUA NepeMeHHOoro
max 2A TOKa.
2
Pasbem AnA noaKNtoYEHUA K UCTOYHWUKY 3N1EeKTPONUTaHMA NOCTOAHHOIO
48 (45~ 57) VDC AJIA oA y P
TOKa.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
3 Master MHanKkaTop pexxmnma paboTbl ycTpoicTea (BeayLmil/segombiii).
Status MNHAMKaTOP COCTOAHMA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.
4 Console KoHCONbHbBIV NOPT AN1A NOKANBbHOMO YNPaBAEeHUA YCTPOMUCTBOM.
dPyHKUMOHaNbHaA KHOMKA 4/1A Nepe3arpyskun ycTpomncTea n copoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPY Ha)KaTUM Ha KHOMKY AAUTeNbHOCTbIO meHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpoIiCTBa;
- NPU HaxaTUWM Ha KHOMKY AAuTesnbHOCTbio 6osee 10 ¢ npoucxogut
cbpOC HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBaA MHAMKAUMA COCTOAHUA ONTUYECKNX NHTepdeCcoB.
8 [11,12],[9, 10] CnoTbl ANA ycTaHOBKM TpaHcueepos 1G SFP.

aonmoser A erex

0 D) MES3508
LI
lu] D

3

4

PucyHok 20 — lNMepeaHas naHenb MES3508

B Tabnvue 15 npuBedeH nepeyeHb PasbemoB, CBETOAMOAHbLIX MHAMKATOPOB M OPraHoB ynpaB/eHus,
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Tabnunua 16 — OnucaHmne pasbemoB, MHANKATOPOB M OPraHoB ynpasaeHus nepeaHen naHean MES3508

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).

2 9,10 Komb6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKaTOPbI NMUTAHUA YCTPOMCTBA.

3 Temp NHanKaTop TemnepaTypbl.

DyHKUMOHANbHAA KHOMKa A/1A nepesarpysku ycTpoiicTea u cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY HaKaTUK Ha KHOMKY AAUTENbHOCTbIO meHee 10 ¢ npoucxoauT ne-

4 F N
pesarpyska ycTpoWcTBa;
-MPM HaXaTUM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

5 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOMUCTBOM.

E ]

10/100/1000BASET PoE+ B Ty

0 0 MES3508P)
%%:
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onn || |4
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PucyHok 21 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemoB, MHAMKATOPOB M OPraHoB ynpasaeHuns nepeaHel naHenm MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CBeToBaa nHAMKauma PoE.

3 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAMKaTOpbl MUTAHUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
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®YHKLUMOHaNbHAA KHOMKa 1A nepesarpysku ycTpoicTea 1 cbpoca K 3a-
BOACKMM HacTpoOliKam:
- NPY HaXaTUKN Ha KHOMKY A/INTENbHOCTbIO meHee 10 ¢ npomcxoauT ne-

5 F o
pesarpyska ycTpoWicTBa;
- MPM HaXaTUM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cbpOoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIM NOPT 418 NOKANbHOIO YNpaB/ieHUsa yCTPOUCTBOM.

Tabnunua 18 — OnucaHue pa3bemoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3510P

AelTex
— 0 MES3510P
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Nk O O PwR1L M
spD O QO PwWR2
© Alam 4
INK O O Temp |
sp0 O
KO F
spp O © 5

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 22 — lMepeaHas naHenb MES3510P

" -
Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAMKATOPbI NMUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTypbl.
®yHKUMOHaIbHasA KHOMKa A4 Nepes3arpy3Kku ycTpoicTea n cbpoca K 3a-
BOACKMM HACTPOMKaM:
5 P - MPM HAXKATUM HA KHOMKY ANUTeNbHOCTbI0 MeHee 10 ¢. npoucxoauT ne-
pe3arpysKa yCcTpoliCTBa;
- MPU HaXXaTUWM Ha KHOMKY AanuTenbHocTbito 6onee 10 c. mpoucxoaut
cbpocC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
6 Console KOHCONbHbIM NOPT ANA IOKaNbHOFO YNPaBAeHUA YCTPOUCTBOM.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx
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2.4.2 3a0HAA U 8epXHAA NaA

BHelWHWIN BMA 3aaHeN naHenm

Henu ycmpolicmea

KommyTaTopos MES5324 npuseneH Ha pUcyHKe 23.

Pn

-0 Wt =
W He =
nax 1k o=
3 4

CYHOK 23 — 3agHAA naHenb MES5324

B Tabsnmue 19 npmBeaeH nepeyeHb pa3bemoB, PacnoIOKEHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa

MES5324.

Tabnnua 19 — OnuncaHme pa3bemoB 3aHeN NaHenn KommyTaTopa MES5324

Ne dnemeHT 3agHel naHenu OnucaHue
—t -
1 Knemma 3asemnenHunn = Knemma gns 3a3emneHuns ycTponcTea.
CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXKHOCTbIO ropsivelt 3a-
2 CbeMHble BEHTUAATOPbI
MEHbI.
3 48VDC Pasbem ANA NOAKNKYEHNA K UCTOYHUKY INEKTPONMUTAHUA NOCTOAH-
HOro TOKa.
Pasbem AO/1A NOAKAOYEHUA K UCTOYHWKY 3NEKTPONUTaHMA nepe-
4 ~220 VAC 50 Hz max 1A AIA TIOA y P P
MEHHOrO0 TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepun MES33xx npuBeneH Ha puUcyHKax 24-27.

)
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PucyHok 24 — 3agHaa naHenb MES3324F, MES3348F, MES3324
N Y
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PucyHok 25 — 3agHaa naHenb MES3348

50 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




SeE10-8cD @] SsSr0-Ecd
&) 808128k @[2eB128R ©
N ) e ~ 200 AL
LS T LR 1]
® DGDODOG}O;“} =2 DODG% 50 He
oroecrdn CROROR a4
O05aC08d0  ||9g8acae
_ gla%s sCa%s
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PucyHok 27 — 3agHaa naHenb MES3316F

Tabanuya 20 — OnuncaHne pasbeMoB 3a4HEN NaHeNN KoMmyTaTopoBs cepmm MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
—_—r o

1 Knemma 3aszemneHuna = Knemma gnAa 3azemneHunsa yCTpomCTBa.

CbeMHble BEHTUIALMOHHbIE MOAYAN C BO3SMOMKHOCTbIO FropsAYeint 3a-
2 CbeMHble BEHTUNATOPSI

MEHbI.
3 48VDC Pasbem ONA NOAKNOYEHUA K MCTOYHUKY 3N1EKTPONUTaHUA NOCTOAH-

HOro TOKa.

Pazbem ana nogKNoUYeHUA K UCTOYHUKY 3NEKTPOMUTAHUA NepemMeH-
4 ~220 VAC 50 Hz max 1A o TOKg A ¥ P P

BHeLWHM BMA 3a4HEN NaHen KomMmyTaTopos cepumn MES23xx npuBegeH Ha pUcyHKax 28—32.

L
(]
PucyHok 28 — 3agHaa naHenb MES2324, MES2324B
@ @ @
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PucyHok 29 — 3agHaa naHenb MES2324P
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PucyHok 30 — 3agHAaa naHenb MES2324P ACW
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PucyHok 32 — 3agHaa naHenb MES2348B

Tabnnua 21 — OnucaHune pasbemoB 3aaHEN NaHenn KommyTtatopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue

1 Knemma 3asemnenus = Knemma ansa 3azemieHuna ycTponcTaa.

2 BeHTunAaTOpHLI.

3 12VDC max 5A Knemmbl g1 NOAKAOYEHMA aKKYMYNATOpPHOM BaTapeun 12V.

4 ~110-250VAC, 60/50Hz Paszbem gna NnoaKNtOYEHUA K UCTOYHUKY SNEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewWwHM BMA 3aaHen NnaHenn kommyTaTtopa MES2348P npuseaeH Ha pucyHke 33.

® - @

Seo .

1 2 3 3
PucyHok 33 — 3agHaa naHenb MES2348P
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B Tabnmue 22 npuBeaeH nepeyeHb PasbemoBs, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa

MES2348P.

Tabnmua 22 — OnucaHue pa3bemoB 3agHel naHenan kommyTtatopa MES2348P

dnemeHT 3agHeii naHenu

OnucaHue

1

CbeMHble BEHTUAATOPbI

CbeMHble BEHTUAALMOHHbIE MOAYIN C BO3SMOXHOCTbO ropsayelt 3a-
MEHbI.

2

—r
Knemma 3asemnenua =

Knemma gna 3aszemneHus YCTpOVICTBa.

3

~100-240VAC, 60/50Hz
max 10A

Pasbem oA NOAKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NEpeEMEH-
HOro TOKa.

BHewHW BuA 3agHen naHenn KommyTtatopos cepun MES2308x npuseaeH Ha pucyHke 34.

“D@@[D@@@@@e"D@O@oooooo%o@oo%%@@o@@o@ aces N (ym
®@@@@%@Oo@%o@%oo%oeo@o@%@@o@%@ T |32
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PucyHok 34 — 3apHAa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BuA 3agHen naHenn KommyTtatopa MES2328| npmseaeH Ha pucyHke 35.

e
WA
PucyHok 35 — 3agHaa naHenb MES2328|
BHewHWn BUA BepxHel naHenu KommytatopoB MES3508, MES3508P u MES3510P npuBepeH Ha
pucyHKe 36.
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PucyHok 36 — BepxHaa naHenb MES3508, MES3508P, MES3510P
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Tabnunua 23 — OnucaHune pa3bemMoB BepxHel naHenun kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHeii naHenu OnucaHue

[ v
1 Knemma 3aszemneHuna = Knemma gna 3azemsieHuna ycTpomcTsa.

48 (20 ~ 70) VDC (ann

) MES3508) Pasbembl 4na NOAKAOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOIO TOKa.
MES3508P 1 MES3510P)

3 12VDC max 5A PeneiHbiv BbIxo4 aBapuiiHOMN curHanmnsaumm: 1 A 24 V DC.

2.4.3 bokoevble naHenu ycmpolicmea

[elel2]22]2)
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PucyHok 37 — lMpaBas 6oKkoBasa naHenb Ethernet-kommyTtatopos
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PucyHok 38 — JleBas 60KoBas naHenb Ethernet-kommyTaTopos

Ha 60KoBbIx naHensx YCTpOﬁCTBa pPacnoNnoXxeHbl BEHTUNAUNOHHDbIE PELUETKU, KOTOPbIE CAyXKaT ANA
oTBo4a Tensa. He 3aKprBaV1Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU nNpegmMmeTamMu. JTO0 MmoOXKeT
npuneBecTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BATb HapyweHNA B ero pa60Te. PekomeHgaumm no
YCTaHOBKe yCTpOﬁCTBa pacnosioxeHbl B pasgene «YCTaHOBKA U NOAK/IOYEHUNE Y.

2.4.4 Ceemoeas uHOUKayusa

CoctosHue nHtepdeiicos Ethernet MHanumpyetca asyma cseToaMoAHbIMU MHANKaTOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. Pacnono)eHne cBeToANOA0B NOKA3aHO Ha pucyHKax 39, 40, 41.

LINK/ACT SPEED

PucyHoKk 39 — BHewHK BMA pasbema ¢ QSFP+-TpaHcMBepamu
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SPEED

PucyHok 40 — BHewwHWit BuA pasbema SFP/SFP+

SPEED

PucyHok 41 — BHewHu Bug pasbema RJ-45

Tabanua 24 — CeeToBasA MHAMKAUMA cOCTOAHUA XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

FopnT NnocToAHHO

FopuT NnocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 40 Méut/c

FopnT NnocTOAHHO

Mwuranune

MaeT nepepaya AaHHbIX

Tabnunua 25 — CeeToBas MHAMKAUMA COCTOAHUA XG-NopTOB

BbikntoueH

BbikntoueH

MopT BbIKNOYEH AN COEANHEHME HE YCTAHOBAEHO

BbikntoueH

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Iéut/c

lopuT nocTtoAHHO

lopuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10 Feut/c

X

Mwuranune

MaeT nepepaya AaHHbIX

Tabnnua 26 — CeeToBas MHAMKAUMSA cocToAHKUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

[opuT nocToAHHO

YcTaHOBMEHO coeAuHeHne Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éwut/c

X

Mwuranune

MaoeT nepegaya AaHHbIX

Ethernet-kommymamopsi cepuli MES23xx, MES33xx, MES35xx, MIES53xx
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UHankatop Unit ID (1-8) cnyuT ana o6o3HayeHna Homepa YCTPOICTBaA B CTEKe.

CuctemHble vHamkaTopbl (Power, Master, Fan, RPS) cay»aT gns onpegeneHus cOCTOAHWUA paboTbl
y3/710B KOMMmyTaTopoB cepum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnuua 27 — CBeToBaa MHAMKALMA CUCTEMHbIX MHAMKATOPOB

Ha3eaHue DyHKYUA ”
CocmosHue uHOuUKamopa CocmosaHue ycmpolicmea
uHOuKkamopa uHAukamopa
BbikntoueH MuTaHWe BbIKAHOYEHO
3eneHbl, roput MuTaHne BKAOYEHO, HOPMabHasA
NOCTOSIHHO paboTa ycTpolicTBa
CocTosHue . CamoTecTMpoBaHWe yCTPOMUCTBa Npu
3eneHbli, mepLaeT
Power NCTOYHUKOB ctapte (POST)
nnTaHuA OTcyTCTBME NEPBUYHOIO NUTAHMA OT
KpacHbiin, roput OCHOBHOIO UCTOYHMKA (NpW NUTaHUN
NOCTOAHHO YCTPOKCTBa OT pe3epBHOro
WUCTOYHMKA)
Mpn3Hak 3eneHbli, roput YCTpOCTBO ABNAGTCA «KMAaCcTEPOM» B
BeAyLLero NOCTOAHHO cTeke
Master y M <
yCTpOKCTBa Npwm YCTpPOMCTBO He ABAAETCA «KMacTepoOM»
BbikntoueH
paboTe B cTeke B CTEKe
3eneHbl, roput
CoctosAHwue Bce BEHTUIATOPbI UCNPABHbI
NOCTOAHHO
Fan BEHTMNATOPA .
KpacHbin, roput OTKas ogHoro unu 6onee
oXnaxkaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput N
HopmanbHasa paboTa ycTpoictaa
NOCTOAHHO
o OTKa3 ogHoro nau bonee
KpacHbin, roput
MHANKATO HOCTOAHHO BEHTUNATOPOB, Nnun asapua PoE
AnKarop (MES2348P)
Status COCTOAHUA —
. 3arpyska ycTpovcTtea. He HasHaueH
yCTpoOCTBa
o . IP-agpec HM Ha oAnH 13
KpacHblin-3eneHblii, .
MraeT nHTepdeiicos, NMb6O B CTEKe He
obHapyxeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoagKkntoyeH notpebutens PoE (roput
NHanKaTop 3eneHbll, roput .
WMHAMKATOP, COOTBETCTBYIOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO
nopry)
nopToBs
BbikntoveH MoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NOAK/OYEH U
Pexxunm paboTbl NOCTOAHHO paboTtaeTr HopmanbHO
€3epBHOro . OTcyTCTBME NEPBUYHOIO NUTAHUA
RPS pesep KpacHbin, roput ¥ P
WCTOYHMKA pe3epBHOro UCTOYHUKA UK ero
NOCTOAHHO
nUTaHmA HEeNCNpPaBHOCTb.
BbikntoueH Pe3epBHbI MCTOYHUK HE NOAKAOYEH
3eneHsbli, roput
AKB nogkntoyeHa, nuTaHue B Hopme
NOCTOSAHHO
3eneHbli, muraet AKB 3apaxxaeTtca
Battery NHankaTop > —
KpacHbIn-3enéHbin, OcHOoBHOE nNuTaHue oTKkAoYeHo, AKb
(MES23248B, CcOoCTOsiHWA MUraeT paspsKaerca
MES2324FB, 3KKYMYNATOPHON KpacHbii, murae Hu3kuit yposeHb 3apaga AKb
Muraet
MES2348B) 6aTtapenu P : yp PAA
BbikntoyueH AKDB oTK/It04eHa
KpacHbiin, roput ABapus PTE (pacuenuTtens Toka
NMOCTOSIHHO baTtapen)
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3eneHbl, roput BAOK NMTaHMA yCTaHOB/IEH B C/IOT,
NOCTOAHHO nNUTaHWe BKOYEHO
BNOK NMTaHMA yCTaHOB/IEH B C/IOT, HO
NHankaTop
PS1, PS2 . nUTaHMe OTKAOYEHO; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) YCTaHOBJIEH B C/IOT, NUTaHUe
6/710K0B NUTaHMUA NOCTOAHHO
BK/IIOYEHO, HO MMeeTCA
HEWCNPABHOCTb
BbikntoueH BNOK NUTaHWA He YCTaHOB/IEH B CNOT
KpacHbl—3enéHblii, Harpy3Ka PoE Bbilwe HacTpoOMKK
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
Alarm WUHAMKaLMA KpacHbIi, roput npuseALwasn K oTkAtoYeHuto PoE Ha
CUCTEMHBIX NOCTOAHHO BCEX MOPTax MO0 OTKa3 04HOMO AN
WHAMKaATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpOMKu
BbikntoueH
usage-threshold
2.5 KomnneKTt nocraBKku

B 6a30BblIli KOMNAEKT NOCTABKM BXOAAT:

Ethernet-kommyTaTop;

KomnneKkT Kpeneska B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES23248B,
MES2324F DC, MES2324FB, MES2324P DC, MES3508, MES3508P, MES3510P);

MamATKa 0 LOKyMeHTaLnu;

CepTnduKaT COOTBETCTBUSA,;

Macnoprt.

Mo 3anpocy B KOMMNAEKT MOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBO No sKcnayaTauum Ha CD-aucke;

KoHconbHbIM Kabenb;

Moaynb nutaHma PM160-220/12 (gna MES2328I u cepuit MES33xx, MES5324) nan PM950-
220/56 (ana MES2348P);

WHyp nutaHusa EBpoBunka-C13, 1.8m (B cnyyae Komnnektauum moaysiem nutaHus PM160-
220/12 nnam PM950-220/56);

Moaynb nutanua PM100-48/12 (ana MES2328| n cepuin MES33xx, MES5324) uan PM950-
48/56 (ana MES2348P);

LHyp nuTaHusa MBC 2x1.5, 2m (B cnydyae KomnaekTaumm moaynem nutaHma PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbl.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MIES53xx

57



HELTEX

3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060pyA0BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI ANA YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpMycy ycTpoicTBa. A4 YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 42 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HavyaloM YCTAaHOBKMU.

2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW MaHenn ycTpoicTBea.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa YCTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. cnonbayiiTe
OTBEpPCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO Pacno/iarasocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 43 — YcTaHOBKa YCTPOMCTBA B CTOMKY

Ha pucyHke 44 npuBeaeH Npumep pasmelLeHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o MES-5324 N3 o
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHok 44 — PasmelueHne kKommytatopos MES5324 B cToike

I He 3aKpblBaiiTe BEHTUNALMOHHbIE OTBEPCTUA, a TaKKe BEHTUNATOPDI, PacNO/0XKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeamMeTamu Bo usbexkaHue neperpesa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHuA ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTpOMUCTBO pasmell,aeTcs BepTUKANAbHO, TaK KaK 60KoBble NnaHenu obecneynsaloT Tennio-
e oTBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. Mpunoxutb KpenneHue Ha 3agHel CTeHKe KomMmyTaTopa nosepx DIN-peiku.
2. [oTAHYTb KOMMYTaATOpP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOpPa A0 3aLLeNKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTaTtop mMoxKeT paboTaTb C OAHUM UM ABYMA MOAYAAMM NMUTAHUA. YCTAaHOBKA BTOPOro Moayns
NMUTaHWA HeobxoaMma B C/ly4ae WCMOJIb30BaHUS YCTPOMCTBA B YCNOBUAX, TPEOYHOWMX MOBbILEHHOM
HaAEeKHOCTHU.

MecTa gna yCTaHOBKM MOAYNEN NMUTAHWUA C SINEKTPUYECKON TOUKN 3peHMA paBHOLLEHHbI. C TOYKM 3peHus
MCMNONb30BaHUA YCTPOCTBA MOAYAb NMUTAHUA, HaXOAAWMMNCA BAVNKE K Kpato, CYUNTAETCA OCHOBHbIM, BaAMNKe K
LEHTPY — pe3epBHbIM. MoAaynn nNUTaHUA MOTyT YCTaHaB/AMBaTbCA M U3BAEKaTbCA 6e3 BbIKAYEHMUS
ycTpolicTtea. Mpu ycTaHOBKE MU U3BAEYEHUWN SONONHUTENBHOTO MOAYASA MUTAHUA KOMMYTaTOP NPOLONKAET
paboTty 6e3 nepesanycka.

' ‘ Nepea obcnyKuBaHMem nsaenusa, PEMOHTOM UK APYFMMU aHANOrMUHBIMU AeUCTBUAMM
rad | OTKNIIOUMUTE U3aenue oT BCeX MCTOUHMKOB NUTaHMUA.

PucyHok 45 — YcTaHOBKa Moaynen nuTaHus

CoctosHue Mop,yneﬁ NUTaHUA MOXKeT ObITb nposepeHo nNo WMHAWKAUUKU Ha nepe,a,Heﬁ naHenn

KommyTaTopa (cm. pasgen 2.4.4) uau NO [MArHOCTUKe, AOCTYMHOM yepes MHTepdeicbl ynpasaeHus
KOMMYTaTOPOM.

UHaukauma aBapun moayna nUTaHUA MOoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKA3oMm moAaynsa,
o] HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.

60 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

3.5 MoaknioueHue NUTaloLWEN ceTU

1. Mpexae Yem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOLWAA ceTb, HEOBXOAMMO 3a3eMNIUTL KOpP-
nyc yCTPOMCTBA. 3a3emaeHne HEOH6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eMJ/IEHUA U CeYeHMe 3a3eMAIOLWEro NPoBoaAa AO/KHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

’ MopKnoueHUe A0MKHO OCYLLECTBAATLCA KBANMMPULMPOBAHHBIM CNELUaNncTom.
-

2. Ecau npegnonaraertca NoAK/AlouYeHne KoMMbloTepa Uan MHOro 060py0BaHNA K KOHCObHOMY
NopTYy KOMMYTaTOpPa, 3TO 060pPYyA0BaHME TaK¥Ke A0/IKHO ObITb HAaZEKHO 3a3eM/IEHO.

3. ToggntounTe K yCTPOWCTBY Kabenb NMTaHWA. B 3aBUCMMOCTM OT KOMMNEKTaUUK YCTPOICTBA, Nn-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU NMepPeMEHHOr0 TOKa IMB0 OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUEHNN CETU NMEPEMEHHOr0 TOKa CeayeT UCNO/b30BaTb Kabenb, BXOAALLMI B KOMNNEKT
ycTpoiicTea. Mpu NOAKAOYEHUN K CETU MNOCTOAHHOMO TOKA UCMO/b3YNTE NPOBOA CEYEHNEM He
meHee 1 Mm? 1 cobtoaaiite NONAPHOCTb, YKa3aHHY0 Ha 610Ke NUTaHusA.

Bo n3bexkaHne BOSHUKHOBEHUA KOPOTKOro 3amblKaHUA NPU NOAKIIOYEHUU K CeTU NOCTo-
AHHOrO TOKa PEeKOMEeHAYEeTCA NPOU3BECTM 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

.‘

’ ' Llenb nMTaHUA NOCTOAHHbBIM TOKOM [,0/1}KHa COAEPaTb YCTPOMUCTBO OTK/NIOYEHUA NUTAHUA
- ¢ dU3MUEeCKUM pasbeauHeHMem coeauHeHuna (BbIKAloUYaTeb, Pa3bem, KOHTAKToOp, aBTo-
MaTUUYECKUii BbIKOYaTeNDb U T.N.).

4. BK/OYMTE NUTAHME YCTPOMCTBA M yOeanTech B OTCYTCTBUM aBapuit MO COCTOSHUIO MHAWKATOPOB
Ha nepeaHen naHenun.

3.6 TMoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoueHne AKB ocyLLecTBAAETCA MeAHbIM NMPOBOAOM ceyeHneM He meHee 1,5 mm2, Mpu noaknio-
yeHnn AKB Heobxoanmo cobntoaaTb NOAAPHOCTb.

EmrocTb AKE He meHee 20 Ah.

PucyHok 46 — MoakntodeHune AKB K ycTponcTay
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3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

f] YcTaHOBKa ONTUYECKUX MOAY/Iei MOXKeT NPOM3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK U
o NPy BKIIOYEHHOM YCTPOUCTBE.

1. BcraBbTe BepxHU SFP-moayib B CNOT OTKPbITOM YacTbio pa3bema BHU3, a HUXKHUIA SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 47 — YctaHoBKa SFP-TpaHcmBepoB

2. HapgasuTe Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLUTE XapPaKTEPHbIN LLE/TYOK.

PucyHok 48 — YcTaHoBneHHble SFP-TpaHcuBepbl
Ona ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLeNKky moayns.

PucyHok 49 — OTKpbITHe 3awenkun SFP-TpaHcueepos
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2. W3BnekuTe moaynb U3 cloTa.

PucyHok 50 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/bHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepenaym AaHHbix — 115200 60p4;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHana VT100 (MHOrMe TepMmUHabHbIE MPOrPaMMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNM TEPMNHAA B KAYECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHOe obecneyeHne smyaaLnmn TepMmmHana.

BKAounTb  ycTpoictBo. [pM  KaskAOM  BK/AKOYEHMM KOMMYTaTopa 3anyckaeTca npoueaypa
«TeCTUPOBAHUA CUCTEMbI MpU BKAOUYeHUU» (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb
YCTpOIicTBa Nepes, 3arpy3Koit UCNONHAEMOM NporpaMmmbl B onepaTnsHyto namaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBepleHuns npoueaypbl POST HauMHaeTcs aBToO3arpyska nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatnem Knasuwmn <Esc> nnu <Enter> B TedeHMe 3TOr0 BPEMEHMU.
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Mocne ycnewHo 3arpy3ku KOMMyTaTopa NOABUTCA CUCTEMHOE MpUraalleHme nHtepderica KomaHaHOM

cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled,
detection process

User Name:

Detected speed: 115200
User Name:admin
Password: ***** (admin)

console#

press Enter twice to complete the

BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

Ana 6blCTp0I’O Bbi30Ba CNMpPaBKU O AOCTYNMHbIX KOMaHA4aX MCI'IOI1b3yVITe KOMGMHaLI,MI-O Kna-

[na BXxofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,
nepesarpysuTb YCTPOMCTBO M B TEYEHUE ABYX CEKYHZ, NOCAe 3aBepLleHmns npoueaypbl POST HaxkaTb «ESC» unu

«ENTER»:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42)

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc.

Eltex version: v2011.12 2013 03.0 4.0.1

to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

®yHKYUA

OnucaHue

Restore Factory Defaults

BoccTtaHOBUTbL 3aBOACKME HaCTpOﬁKM

Boot password

YCTaHOBUTL/YAaNUTb Naposb Ha bootrom

Image menu

BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO

Password Recovery Procedure

COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK

Back

MPOAONKNTL 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnume CTEKMPOBAHMS.

V KommyTtatopbl MES3508, MES3508P wn MES3510P He noaAaepXuBAlOT pPexXum
CTEKUPOBAHMUA.

Ctek OYHKUMOHMPYET Kak eauMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TOMN
e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTpoiictea oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHUe BCEMM YCTPOUCTBAMU B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocCTa/sibHble byayT GyHKLMOHMpPOBATL B posn Backup.

—  Backup (UID ycTpoiicta oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/Ty4ae BbIX0Aa YNPABAAIOLLENO YCTPOUCTBA M3 CTPOA, bepeT Ha cebsa GyHKUUM
ynpaBaeHna cTEKOM. POIb MOXHO Ha3HaAYUTb MaKCMMYM CEMM YCTPOMCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoaumMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXKHO Ha3HauyMUTb MaKCUMYM LIECTU
ycTponcteam. JonycTuma KoppekTHaa paboTa cteka 6e3 yCTPOMCTB C A4aHHOM POJIbto.

’ Ona KoppeKTHOM paboTbl cTeka Heobxoaum xoTa 6bl OAUH KOHUT C poablo master U oauH
N OHUT ¢ ponbto backup.

Mo yMmon4YaHUIo KOMMYTaTOP HaxoAuTCA B posiv master, noptbl XLG (XG) yyacTeytoT B nepeaaye AaHHbIX.

B pexnme crekmpoBaHua MES5324 wucnonb3yetr XLG-nopTbl ANA CUHXPOHWU3ALMWU, OCTasIbHbIE
KOMMYTaTopbl cemelicTBa, Kpome MES2308, MES2308P — XG-noptbl (MES2308 1 MES2308P ucnonb3aytor 1G-
noptol). MpyM 3TOM yKasaHHble MOPTbl HE y4yacTBYIOT B Mnepegaye AaHHbIX. BO3MOXHbl ABe TOMO/AOMMM
CUHXPOHU3UPYIOLWMXCA YCTPONCTB — KO/bLEBasA U IMHeHadA. A noBbieHNA OTKAa30yCTOMYMBOCTM CTeKa
pekoMeHAyeTCA UCNO0/b30BaTb KOJbLEBYO TONOAOIMIO. MPKU MCNONb30BAHUN NMHENHOW TOMOIOTUM B CXEMe
U3 ABYX IOHUTOB CTEKOBbIE NOPTbl 06beaNHAOTCA B LAG, YTO NO3BOAET NOBLICUTb NPOMYCKHYHO CNOCOOHOCTD
KaHana. MNpu 1Cnonb30BaHUM KObLEBON TOMONOIMU OAMH CTEKOBbLINM NIMHK Bn0KMpyeTca ana Broadcast,
Multicast, Unknown Unicast-Tpaduka n He 6a0Kkmnpyetca ana obyyeHHoro Unicast-tpaduka, 4yto nossonser
MOBbICUTb MPOMNYCKHYO CNOCOOHOCTb CTEKOBbIX JIMHKOB.

V Ona kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna ob6beauHeHus B
JIMHENHO TONOJIOrUK CTeKOBbIX NopToB B LAG He06X0AMMO UCNONb30BaTb UHTepdeiChbl
tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. Mpu nwbbIX ApYrUX KOomMGUHaLMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoAuUTbLCA B pe3epBe U umeTtb ctaTtyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noggep:kusatoT ¢pyHKkumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbii GYHKUMOHAN MO3BONASET MWHMMM3IMPOBATb MNOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpaduka B MOMEHT nepeaaym mactepcTea oT master K backup.

MpuHumn pabotbl NSF: B momeHT, Korga backup 6epeT ynpasneHune Ha ceba M 3anyckaeT npouecc
OOVHUUMAAM3aumMKM 40 poan master, 3anyckaetcs Taimep NSF n pukcmpytotca STP-ctaTycbl NOPTOB, NOPThI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb MopToB M T.4. OcCTanbHble HACTPOMKM MNPUMEHAIOTCA Ha
KOMMyTaTope, CTaBlem master, B peasibHOM BpPEMEHM.

Mpn atom BO BpemaA npouecca NSF mM3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyeTca. TaKkKe 3anpelaercs BbINOJHEHME KOMaHA NpPocMoTpa KoHourypaumm (KomaHgbl “show
running-config, show startup-config” B pexxnme EXEC), M3ameHeHMe COCTOAHUA NOPTOB (KomaHAabl “shutdown,
no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn nntepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHlo “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsa
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(“reload” B pexume EXEC),

peaibHOM BpemMeHMuU.

Hacmpolika cmeKuposaHuUs KOMMymamopos

M3MeHeHMe WuMeHW ycTpolictBa (“hostname” B peume rnobanbHOM
KOHdUrypaumm), BkatodeHne/BbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumn).
Korga uctekaet Tammep NSF, Bce paHee 3adMKCMPOBAHHbLIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLwmii Bua,;

console (config) #

Tabnmua 29 — KomaHapl 415 HAaCTPOMKM CTeKa

KomaHoa

3HayeHue/3Ha4yeHue
no yMmoA4aHuio

Aeiicmeue

stack configuration links
{fol-4| te1-4 | gi9-12}

HasHauuTb MHTEpENCHI A1 CUHXPOHU3aL MK PaboTbl
KOMMyTaTopa B cTeke. MUHMManbHoe Konuyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHavyaeT Homep ycTpoKcTBa «unit-id» 1oKanbHOMY

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTPOICTBA NPOM30MAET NOC/e Nepesarpy3kn KOMmyTaTopa.

no stack configuration YAanuTb HAaCTPOMKK CTeKa.

stack configuration master MpWHYAUTENBHO HAa3HAYUTb YCTPOMCTBO MACTePOM (MacTepcTBO

unit unit_id byaeT Bcerga COXpaHEHO 3a FOHUTOM B C/ly4ae HainyumA ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OTINYHbIM

unit_id: (1..8)/— OT TOro, Ha KOTOPOM BbIMOJIHAEM ee, TO TEKYLLMI macTep

NPUHYAUTENbHO NepesarpysnTcsa A1A oTAa4M MacTepcTaa.

no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY afropuTMy

master (mactepom byaeT BbIGpaHO yCTPOMCTBO € HanboabwMm uptime).

stack configuration fec Hactpoutb pexxkum Forward Error Correction (FEC) Ha

{off| cl74} —Joff MHTepdencax cTeka.

V Tonbko ana MES5324.

stack nsf

no stack nsf

—/BbIK/IOYEHO

Pa3pewnTb HenpepbiBHYIO Nepeaayy gaHHbix (NSF) Bo Bpems
oTAa4YM macTepcTsa.

3anpeTuTb HenpepbIBHYIO Nepesady AaHHbIX (NSF) Bo Bpems
OTZauun MacTepcTaa.

stack nsf timer value

value: 3apaTb Bpems, B TeyeHue Kotoporo anutca NSF.
no stack nsf timer (60..600) c/120 ¢ YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
stack unit unit_id unit_id: (1..8) MNepenT K KOHGUTYPUPOBAHMIO FOHWUTA B CTEKE.

KomaHObI pexctuma KoHguaypayuu roHUma

BuA 3anpoca KOMaHAHOWM CTPOKM B peXnume KOHPUrypaLmm toHUTa:

console(unit)#

Tabaunua 30 — KomaHAabl ANA HAaCTPOMKM OTAENBHOIO IOHUTA

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

HasHauuntb PONIb KOMMYTATOpPa B CTEKE.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

stack configuration links
{fo1-4 | te1-4 | gi9-12}

HasHaunTb HTepdeichbl AN CUHXPOHU3aALMUM PaboTbl
KOMMYTaTopa B CTeKe.
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stack configuration unit-id Ha3HauuTb Homep ycTpoicTBa «unit-id» KOHPUrypupyemomy
unit_id unit_id: (1..8, toHMTY. CMeHa HoMepa yCcTpoMCcTBa NponsonaeT nocne
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKK CTeKa.
' Dna npumeHeHMA HAaCTPOEK cTeKa Heobxoauma nepesarpysKa ycTpoicTea.
-
lpumep

=  Ob6beanHUTb B CTEK ABa KommyTtaTtopa MES5324. HazHaunTb BTOPbIM FOHUTOM, UCMO/1b30BaTb UHTEP-
delicbl fol-2 B KaUecTBe CTEKMPYHOLLMX.

console# config
console (config)# stack configuration unit-id 2 links fol-2
console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KoOMaHAHOW CTPOKM MMEET c/ieayoLmin BuA,

console#

Tabnmua 31 — Basosbie KOMaHAbI, 4OCTYMHblE B pexkume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
show stack — 0OT06pa3nTb MHPopmaumio 06 yCTPOMCTBAX, BXOAALLMX B CTEK.
show stack configuration . OT06pasnTb MHPOPMALMIO O CTEKMPYIOLWNX HTepdercax
IOHWUTOB B CTEKE, @ TaKXKe TEKYLMIA BapuaHT BbiIbopa mactepa.
show stack links [details] . PaclumpeHHoe oTobpaxkeHne MHGOPMaLMKU O CTEKUPYIOLLUX
MHTepdencax.

= [pumep ncnonb3osaHuUa KomaHapl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ‘ YcTpoiicTBa ¢ 0aMHaKOBbIMU naeHTUduKaTopamm «Unit ID» He moryT paboTaTb B ogHOM
- CTeke.

4.5 Hacrtpoiika PyHKUMIA KOmMmyTaTOopa

®YHKUMM NO HaYaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tvna.

— ba3oBas HacTpoiika — BK/toYaeT B cebsa onpeneneHme 6a30BbIX PYHKUMI KOHPUIypaumumn u
HaCTPOMKY AMHamMuyeckux IP-agpecos.

— Hactpoitka napameTpoB cucTemMbl 6€30MaCHOCTM — BK/OYAET YNpaB/ieHWEe CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).
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/" Mpu nepesarpysKe ycTPoOICTBa BCe HeCOXpaHeHHble gaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX U3MEHEHWI B HACTPOKY KOMMYTaTopa UCNOb3yeTca cieayto-
LaA KOMaHAa:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

Ona Hayana KoHoUrypauum ycTponcTea HEOOX0AMMO MOAK/IOUYMUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaefoBaTe bHbIN NOPT. 3aNyCTUTb HA KOMMNbIOTEPE NPOrPaMMY IMYIALMM TEPMUHANA COMNACHO NYHKTY 4.1
«HacTpoiika TepMmmnHana».

Bo Bpems HayaibHOM HACTPOMKMN MOXKHO ONpeaenTb HTepENC, KOTOPbIN ByAeT NCNob30BaTLCA ANA
NOAK/IIOYEHMA K YCTPOMCTBY YAANEHHO.

ba3sosan HaCTpOVIKa BK/IIOHaEeT cheaytoulee:

1. 3agaHue naposa ans nosnbsosartens «adminy» (c yposBHem npusunernin — 15).
Co3paHue HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTnueckoro IP-agpeca, Macku nogceT v Wak3a no yMmoa4aHuio.
MonyyeHune IP-agpeca ot cepsepa DHCP.

Hactponka napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napona 014 noasv3osamess «admin» u co30aHue HoB8bIX NMosb3osamerel

DOns obecneyeHnA 3aWMLLEHHOrO BXOAa B CUCTeMY He06X0AMMO Ha3HauyUTb Napob NpU-
e BUNEerMposaHHOMY nosb3oBartesnto «adminy.

MmAa nonb3oBaTena 1 Napoab BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMA CEaHCOB aAMUHUCTPUPOBaHUA
ycTpoiicrtea. [1nsa co3aaHma HOBOrO NoJib30BaTe I CUCTEMbI MM HACTPOMKK 1t060ro U3 NapameTpos — UMEHM
nonb30BaTeNA, Napos, YPOBHA NPUBUAETUIA, UCNOJb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V’- YpoBeHb npuBuneruii 1 paspelaeTt A4ocTyn K yCTPOMCTBY, HO 3anpeLlaeT HacCTPONKY. Ypo-
BeHb NpusBuneruii 15 paspeluaeT Kak 40CTyn, Tak U HaCTPOIKY YCTPOMCTBa.

Mpumep KOMaHA ANa 3agaHus nosib3oBaTento «admin» napona «eltex» M co3gaHusa nosb3oBaTens
«operator» c naponem «pass» 1 ypoBHeM npusuiernin 1:

console# configure

console (config)# username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 PacwupeHHas HacmpoliKa yposHa docmyna

Ha ycTpoicTBe cyliecTByeT BO3MOXKHOCTb pacnpeneneHus npas Mo/sib3oBaTesiell B 3aBUCMMOCTU OT
YPOBHA MPUBUAEIUIA, Ha KOTOPOM KaxKAblii M3 nosb3oBaTene 6bln co3gaH. KOHKpeTHoMy YpPOBHIO
NpUBUAETMA NPUCBanBaeTca Habop KOMaHA, KOTOPble MOFYT BbIMNOMIHATLCA MO/1b30BATENAMN C YPOBHEM He
HUKe 334aHHOrO.

’ KommyTatop noapepuBaeTr cucTeMy Hac/iefoBaHUA Habopa KomaHg, oT 6onee HU3KUX
. YPOBHeii npusunerui.

’ MpuBuaernun BbICTPaNBAIOTCA TONbKO A/18 KOHKPETHO 3agaHHoro ysna. Kaxayo KomaHay
o Heo6Xxo4MMO NPonNUCbIBaTb ABHO, HE UCNO/Ib3yA COKPALLLEHHble GOpMblI.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma ri1ob6anbHoro KOHPUrypmpoBaHumsa:
console (config) #

Tabnmua 32 — KomaHabl 419 HACTPOMKM PacCLUMPEHHOro AocTyna

KomaHgaa 3HayeHue/3HayeHue .
Aelicmesue
o ymoa4aHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAErUiA
command
level: (1..15); 33aHHYIO KOMaHAy. 5
/ypoBeHb npueuaernii | - context — pexxum paboTbl KOMaHAHOMN CTPOKMK;
KOMaHS, peskuma - level — ypoBeHb NpuBuUaeruii, Ha KoTopom byaet
EXEC — 1, [OOCTyNHa HacTpanBaemasa KOMaHAa,
BCeX OCTa/IbHbIX -command — KomaHAaa.
no privilege context level komana — 15 y
AanaeT 4OCTYN K KOMaHAe € YPOBHA, HAa KOTOpPOM
command KOoMaHza bblna paspeLleHa.

*  [lpumep HacTpoiku Habopa KoMaHA 41 Nosib3osaTens «adminy» c 4 yposHem npuBMaernii u Habopa
KOMaHA Ana nonb3osartens «user» ¢ 10 yposHem npusuneruii

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config) # privilege exec 4 show running-config
console (config) # privilege config 10 vlan database

console (config) # privilege config-vlan 10 vlan

Tenepb AN NOKANbHbIX NOJ/Ib30BaTE/IEN, Yl YPOBEHb NPUBUAETUIA BbilLE UM paBeH 4, CTaHeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He 6yaeT aocTynHa HacTpoiika vlan. [1na nonb3oBaTtenei, ypoBeHb
npuBuneruii KoTopbix cooteetcTayeT 10 v Bbiwe, OyAET AOCTYNHA HACTPOliKa 1 vlan, u BbIBOA KOoMaHAabl show
running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu U wist03a no yMmoa4YaHUKo

[ns BO3MOXKHOCTM yNpaBieHNss KOMMYTaTOPOM M3 CETU HEOBXOAMMO Ha3HauUUTL ycTpoiicTay IP-agpec,
MacKy MOACETU U1, B C/ly4ae yNpaBaeHUs U3 APYrol CETH, W03 N0 YMONYaHUI0. IP-agpec MOXKHO Ha3HauUTb
nobomy nntepdeiricy — VLAN, dusmyeckomy nopTy, rpynne noptos (Mo ymonyaHuio Ha nHTepdeice VLAN 1
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Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0/KeH NpuHaaneskaTb K TOM e
noAaceTu, 4To U o04nH n3 IP-nHTepdeicos ycTponcTaa.

V B cnyyae ecnu IP-agpec HacTpauBaetca gasa uHtepdeiica pusmyeckoro noprta Uam rpynnol

) nopToB, 3TOT UHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpoii OH NnpuHaanekan.

V IP-agpec 192.168.1.239 cywecTByeT 40 Tex Nop, NOKa Ha Nto6om uHTepdeiice ctTaTUuecku
munu no DHCP He co3aaH gpyroii IP-agpec.

V MNpu yaaneHuun Bcex IP-agpecoB KOMMyTaTOpa A0CTYN K Hemy 6yaeT ocyLLecTBAATbCA NO
IP-agpecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gna nHtepderica VLAN 1.

MapameTpbl MHTEpPdelica:

IP-adpec, HazHavyaembili 015 uHmepgpeiica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymonuaHuwo — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[Ona Toro 4tobbl yoeanTbes, YTo agpec bbi1 HaszHavyeH uHTepdelicy, BBeauTe KoMmaHay:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 lonyyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca MoxKeT ncnosb3osatbca npotokon DHCP, B cny4vae ecam B ceTy npucyTcTeyer
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusnueckuis
nopT, rpynny NopTos.

V Mo ymonuaHuio DHCP-KAueHT BKAOUEeH Ha uHTepdeiice VLAN 1.

Mpumep HACTPOMKMK, NpeAHa3HAYeHHOM AN1A NosyvyeHma guHammyeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan I
console (config-if) # ip address dhcp
console (config-if) # exit

console#
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[ns Toro utobbl Ybeantbea, uto agapec 6bin1 HasHavyeH nHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpoliika napamempos rpomokosaa SNMP dss docmyna K ycmpolicmay

YCTPOCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noaaepsknsaeT sBepcum npoTtokona vl/v2c/v3. AreHt
SNMP nopaaeprkmBaeT Habop CTaHAAPTHbIX NepemeHHbIX MIB.

[ns BO3MOMKHOCTM agMWHUCTPUPOBAHUA YCTPOMCTBA nocpeacTBom npoTtokosna SNMP Heobxopmmo
€034aTb X0TA Obl 0AHY CTPOKY coobuecTBa. KommyTaTopbl NOAAEPKMBAIOT TPM TUMA CTPOK coobLiecTsa:

— ro — onpegensaeT AOCTYN TO/IbKO Ha YTeHue;
— rw — onpegenneT AOCTyN Ha YTEeHWe U 3anucb;
— su — onpeaensaet goctyn SNMP-agmuHucTpaTopa.

Hanbonee pacnpocTpaHeHO MUCMONb30BaHME CTPOK coobuiecTtBa public — ¢ AOCTYNOM TONbKO ANs
yteHuss obbekToB MIB © private — ¢ AOCTYNOM Ha yTeHMe U M3meHeHne obbekToB MIB. Ona Kaxaoro
coobuiecTsa MOXHO 3a4aTb IP-agpec cTaHUMKM ynpaB/ieHus.

Mpumep co3paHma coobuiectBa private ¢ JOCTYNOM Ha 4YTeHMe M 3anucb M IP-apgpecom craHumu
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocmoTpa co3gaHHbIX CTPOK cooblecTBa v HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications

Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:

System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MacHOCTM CUCTEMbI WCMOAbL3YyeTcA MexaHu3m AAA  (ayTeHTUOUKauma,
aBTopusauma, yyeT). Ana wndpposaHMA AaHHbIX UCMOb3YeTCa MexaHu3mM SSH.

— Authentication (ayTeHTUdUKaLmMA) — conocTaBNeHMe 3anpoca CyLLLEeCTBYoLWEeN YUYETHOM 3anucK
B cucTeme 6€30MacHOCTU.

— Authorization (aBTopu3auma, NpoBepPKa YPOBHSA A0CTyNa) — CONocTaB/ieHue y4ETHOM 3anncu B
cucteme (npollealieit ayteHTUGUKaLMIO) U onpeaenéHHbIX NOAHOMOUYMUA.

— Accounting (y4€T) — cnexeHue 3a NnoTpebaeHnem pecypcoB NoJib3oBaTeem.

MpY MCNONb30BaHUM HACTPOEK YCTPOMCTBA MO YMOMAHUIO MMSA NoJsib3oBaTens — admin, naponib —
admin. Maponb Ha3HayaeTca Mnonb3oBaTeseM. B ciayyae ecnv Maposib yTpayeH, MOXKHO Mepesarpysutb
YCTPOMCTBO M Yepes CEPUMHbIM NOPT NPepBaTh 3arpysKy, HaxkaB Kaasuwy <Esc> unn <Enter>. B TeueHuM
nepBbIX ABYX CEKYHZ NOc/e NoABAEHMA COOBLEHMA aBTO3arpy3KM OTKPOETCA MeHIo Startup, B KOTOPOM HYXHO
3anycTuTb Npoueaypy BoccTaHoBNeHMA napons ([2] Password Recovery Procedure).

/ Monb3osatenb no ymonuauuio (admin/admin) cywecteyer Ao Tex nop, NoKa He co3gaH
nboii apyroi nonb3osaresb C ypoBHemM npusuaerui 15.

/ Mpu ypaneHnMn Bcex co3gaHHbIX Nosb3oBaTeneit ¢ 15 ypoBHeM npuBuaeruii goctyn K
KommyTaTtopy OyaeT oOcCywecTBnATbCA NoA, Nonb3oBaTesieM MO YMONMYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/ib B CUCTeMe MOXHO 3a4aTb ANA CeEPBUCOB:

— KoHconb (NnogxntoueHne yepes cepuinHbliii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0418 KOHCOU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha npurnaweHne sBeCTtu nNaposib BO BpemMA perncrpaumnm B YCTpOﬁCTBe yepe3 ceaHC KOHCOn
BBeAUTE Naposib — console.
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4.5.2.2 YcmaHoska napons ons Telnet

console (config)
console (config)
console (config)# ip telnet server

( aaa authentication login authorization default line
(
(

console (config)# line telnet
(
(
(

aaa authentication enable default line

#
#

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBeT Ha npwurnaleHne BBECTM Napo/ib BO BPeMsa Pernmctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config aaa authentication login authorization default line

( ) #
console (config) # aaa authentication enable default line
console (config)# ip ssh server
console (config) # line ssh
console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMSA PErMCTPaLLMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6baHHep — coobuieHune, coaepkaulee ntobyro
nHbopmaumto. Hanpmumep:

console (config)# banner exec ;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauum HaCcTpoeK KOMMYTAaToOpPa MCMOAb3YeTCA HECKOIbKO PEXMMOB. B Kaxaom pexume
AOCTyneH onpeaeneHHbIM CNUCOK KomaHAa. BBog cMmBosia «?» CAYXMUT AnA npocmoTpa Habopa KomaHg,
AOCTYMHbIX B KaXKA0M M3 PEXKUMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KomaHabl. lMepedyeHb
CYLLECTBYIOLLMX PEKMMOB N KOMaHA, BXOAa B PEXNM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy Nocse ycrnewHol 3arpy3kmM KommMmyTaTopa
W BBOAA MMEHMW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHue cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHne cUcTeMbl B 3TOM
perKMme COCTOUT U3 UMEHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbli pexum npeaHasHayeH AnA 3aaa-
HUA 0B6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B pexknm ocyL,ecTBaaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 33 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexmume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
no ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNoUnTLCSA B MPUBUAETMPOBAHHBIN PEXUM (ecnun 3HayeHne
He yKa3aHo — To ypoBeHb npusuneruii 15).

login - 3aBepLUeHMe TeKyLLLel CeCCMU U CMeHa NOo/Ib30BaTeNA.

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.

help . 3anpoc cnpaBoYHON MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOW CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUWHANbLHOW ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAHOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMAHA,
ANA TEKyLel TepMUHANbHOM ceccum.

OTKNOUNTDL GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW CECCUM.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYMUTBL NOATBEPKAEHWNE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHg,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabanua 34 — ba3oBble KOMaHAbI, AOCTYNHble B pexkmume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) n3

iv: (1,7, 15)/1
priv: (1,7, 15)/ NPUBUAETMPOBAHHOIO KOMaHAHOrO pexkuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peMm KoHOUrypaumm.

debug-mode - MepeliTu B peXxmnm OTNaaKu.

YCTaHOBUTb PEKUM HACTPOWMKM dUAbTPaLMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALUKN MO
TpuHaguatv opdcetam (B pexkmme No yMoOAYaHUIO — NATb).

set system mode {acl-sginq
| acl-sqing-udb}
acl-sging

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMAx KOH@u2ypayuu

3anpoc KOMaHAHOI‘;I CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:
console#

console (config) #
console (config-line) #

Tabauua 35 — ba3oBble KOMaHAbI, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOUIypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
exit BbIliTH U3 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
- nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM
o (Privileged EXEC).
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do BbINONHUTL KOMaHAY KoMaHAHoro yposHs (EXEC) u3 noboro
peXnma KoHdpurypaumu.
help — BbiBecTu cnpasKy Mo NCNO/Ib3yeMbiM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLwmii Bua,;

console (confiqg) #

Tabnnua 36 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHOUTrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobLieHnn exec (Npumep: Nonb3oBaTe b
YCNELIHO BOLWe/ B CUCTEMY) U BKHOYMTb BbIBOA, HA IKPaH.
- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obuwee 2000 cumBoOB).

Y8anuTtb TeKCT coobLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KoTopoe oTobparkaeTca nepes BBOAOM UMEHM NONb30BATENA U
napona), U BKKOYUTb BbIBOA Ha IKPaH.

- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obwee 2000 cumBonos).

YpanuTb TeKCT coobuienus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MakCMManibHO BO3MOXKHOE YMCN0 aKTUBHbIX ceccuin CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnnua 37 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PeXKMME KOHOUrypaLmm TepmmHana

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

history

no history

—/dyHKUMA BKAOYEHA

BKNOUUTDL PYHKLMIO COXPAHEHMUA UCTOPUM BBEAEHHBIX KOMAHA,

BbIKNOUNTL QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHbIX
KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep bydepa UcTopun BBEAEHHbIX KOMAHA,

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlel TepMUHANBbHOM CeCCUM B MUHYTaX.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOK CTPOKKU

dunbTpaumnsa coobuieHmin NO3BONAAET YMEHbLINTL 06beM 0TOOpaKaembiX AaHHbIX B OTBET HA 3amnpochl
nonb3oBaTesia U 06/1erYynTb NOUCK Heobxoanumomn nHbopmaumn. Ana ¢uabTpaunmn nHdopmaumm Tpebyetcs
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” wn ucnonb3oBaTb OAHY M3 onuuii puabTpaumu,
nepeYncsieHHbIX B Tabaumue 38.

Tabnnua 38 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern HaiiTn nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKalLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHZ, CLI B npousBonbHbIN dpaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NpeaoCcTaB/iaeT BO3MOMKHOCTb NepeHanpas/ieHma BbiBOAA KOMaHA, B
Npown3Bo/ibHbIM dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocse Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKasaTb UMSA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, daina, nocne Habopa KomaHabl 0TObpaxKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UMmsA daiina. MNpmumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MNepeHanpaBnATb BbIBOA KOMaHA B ¢paiiN MOXKET TONIbKO NoAb30BaTe b € 15 ypoBHEM npu-
BUNErUn.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HABOPbl KOMAHL — MaKPOCbl, KOTopble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabanua 39 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

macro name word [track
object [state activa-
tion_statel]]

no macro name word

word: (1..32)
CUMBO/I0B
object: (1..64);
activation_state: (any,
up, down)/any

Co3aaTb HOBbI Habop KOMaHA, ecan Habop € TaKUM UMeHeM
cylwiecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa a4nvHa makpoca — 510 cumBonos. B Tene
MaKpOoCca MOYHO MCMNO/b30BaTb A0 TPEX NepeMeHHbIX B
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byaet
aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHnua DOWN B coctosiHne UP, down —
aKTuBauma npu nepexoge u3 coctoaHuna UP B coctoaHne DOWN,
any — aKkTMBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaAH M3meHeHnem TRACK obbekTa npu
Ha/IM4YMKU NepeMeHHbIX B Tese.

YAanuTb yKasaHHbIA MaKpoc.

macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CMMBO/IOB

macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaNAHOCTb.
CUMBO/I0B

macro global description Co34aTb CTPOKY-AECKPUNTOP rNob6asbHOro Makpoca.

word: (1..160)

word

CMMBO/IOB

no macro global description

YAanuTb CTPOKY-AECKpUNTOp.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 40 — KomaHgpbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

macro apply word [patternl
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32)
CMMBO/IOB

MPUMEHNTb yKa3aHHbIM MaKpoc.

- pattern — wabnoH, cocToAWMI N3 06bABNEHUA, HaNpUMep,
cumBeona "S", n nepeMeHHOM, HaNnUCaHHbIX CIUTHO;

- value — nepemeHHas KoH$uUrypaumu.

npOBeleTb yKa3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}] |
name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CUMBOJI0B

OTO6pa3nTb NapaMeTpbl HACTPOEHHbIX MAaKPOCOB Ha
yCTpOMCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if)#
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Tabnnua 41 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, COCTOAWMIA U3 0O6BABNEHUA, HANpPUMep,
[pattern3 value3] CMMBOJ10B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmm.
macro trace word word: (1..32) MpoBepunTb YKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUNTOp.

5.5 KomaHpabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHapl ynpasaeHusa cuctemoi B pexkume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyut ana nepegayn 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y3y CETH, a TaKXe ANA KOHTPONA
nocrtynatowmx oteeTtos (ICMP Echo-Reply).

- vrf-name — nmaA BUpTyanbHoM 061aCTM MapLUpyTM3aLUnK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa Ana OTNPaBKK, KoanMyecTBo 6alT B
nakere;

- count — KONMYecTBO NAKeTOB ANA nNepesayu;

- timeout — BpemA OXXWOAHMA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/108B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepesaym 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkazaHHOMY Y3y CETU, a TaKXKe ONA KOHTPOA
noctynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — [OMEHHOe UMsA y3/1a CeTu;

- Size — pa3mep NakeTa gna OTNPaBKK, KOAMYecTBO 6aliT B
nakerte;

- count — KOIMYECTBO NaKeTOB ANA Nepesayu;

- timeout — Bpemsa 0XXnAaHUA oTBeTa Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

Onpenenvts MapwpyT TpadurKa A0 Y313 Ha3HAYEHUA.
- vrf-name — umA BUPTyanbHOM 061acTU MapLpyTM3aLmm;
-A.B.C.D — IPv4-apgpec y3na cetu.
- host — [OMeHHOe UMA y311a CeTH;
- Size — pa3mep NaKkeTa A/1a OTNPaBKK, KONMYECTBO 6alT B
nakerte;
- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAayy NakeTa Ha Kaxgom
y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMOb3yeMbli AR Nepesaym NakeTos;

OnucaHue owmn60K Npu BbINONHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 44, 45.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpefenvTtb MapwpyT TpadurKa 40 y3na HazHAYeHus.
-A.B.C.D.E.F — IPv6-agpec y3na cetu.
- host — [OMeHHOoe UMA y3/1a CeTH;
- Size — pasmep NakeTa A4/1a OTNPaBKK, KOANYECTBO OalT B
nakerte;
- tt/ — MaKcMManbHOE KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
YYacTKe;
- timeout — Bpems 0XXWAaHWA OTBETA HA 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMONb3yeMbli AN1A Nepeaaym nakeTos.
OnucaHue oWwKn60K Npu BbINOHEHUN KOMaHA, U
V pe3ynbTaToB NpuBeAeHo B Tabauuax 44, 45.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/23

OTKpbITb TELNET-ceccuio ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOEe UMA y311a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;
- keyword — knto4yeBoe CNoBO.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Knroue-
V BbIX C/10B npuseaeHo B Tabnuue 46.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuio ana y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — nomeHHoe Ums y3na cetu;
- port — TCP-nopT, no KoTopomy paboTaeT cay»6a SSH;
- keyword — knto4yeBoe CN0BO.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
47.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepeKnoUNTLCA Ha 4PYryHo YCTaHOBAEHHYIO telnet-ceccuto.
- connection — Homep ycTaHoBNeHHOW telnet-ceccun.

show users [accounts]

0T06pa3nTb MHPOPMALMIO O NONL30BATENAX, MCMOb3YIOLLMX
pecypcbl yCTPOICTBa.

show sessions

OT06pazuTb UHGOPMAaLMIO 06 OTKPBITLIX CECCUAX K YAANEHHbIM
yCTpoMcTBam.

show system

BbIBECTU CUCTEMHYIO MHPOPMALMIO.

show system battery

OTo6pa3uTb nHPopmaumio o baTapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system id [unit OT06pa3nTb CEPUNHBIN HOMEp YCTPOCTBA, PEBU3UNIO NAATbI U
unit] unit: (1..8)/— 6asosblii MAC-agpec.
- unit — Homep yCTPOICTBA B CTEKe.
show system [unit unit] unit: (1..8)/— OT0.6pa3l/ITb CMCTeMH\:PO MHPOpPMaLMIO KOMMYTaTOPA.
- unit — Homep yCTPOMICTBA B CTEKe.
show system fans [unit unit: (1..8)/— OT06pazuTb MHGOPMALMIO O COCTOSHUU BEHTUAATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTeKe.

show system power-
supply

OTO6pa3I/ITb I/IHd)OpMaLI,MI-O O COCTOAHUN UCTOYHUKOB NUTAHUA.

show system sensors

OT06pa3nTb MHGOPMALMIO TEMNEPATYPHBIX AATYMKOB.
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show version

OTO6pPa3snTb TEKYLLYIO BEPCUIO CUCTEMHOTO NPOrPammMHOro
obecneyeHus ycTpoiicTBa.

show system router
resources

OT06pasunTb pasmep 1 3aHATOCTb annapaTHbIX Tabauy,
yCTpOMCTBA (MapLpyTn3aumm, cocegei, nHtepdeiicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTob6pa3unTb 3arpy3Ky pecypcos namatn TCAM (onpeaeneHHo
aapecyemas namaTb).
- unit — HoMep yCTPOMCTBA B CTEKE.

show tasks utilization

OTO6pa3sunTb ypOBEHb 3arpy3KM PECYPCOB LLEHTPaNbHOrOo
npoueccopa KOMMYTaTOpa AJ/1A KaX40ro CUCTEMHOrO npoLiecca.

show tech-support
[config | memory]

OT06pa3nTb NHPopmaLmio 06 ycTpoincTee, Heobxoaumyto ans
Haya/ibHOM AMArHOCTUKKM Npobnem.
BbiBOA KOMaHAb!I NpeacTaBaseT coboit Komb6uHaumio
V BbIBOAOB NEPEUYMC/IEHHbIX HUXKE KOMaHA:
e show clock
e show system
e  show version
e  show bootvar
show running-config
show ip interface
show ipv6 interface
show spanning-tree active
show stack
show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
o show tasks utilization
e  show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e show ipv6 mld snooping mrouter
o  show logging file
e show logging
e  show users
o  show sessions
e  show system router resource
e show system tcam utilization

show storage devices

OT06pasunTb NOMHbLIN cnucok M3Y 1 ux pasaenos.
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KomaHpa «show sessions» oTobpakaeT Bce yaaneHHble coeguHeHUA TONbKO U3 TeKyLei
ceccuu. [laHHaA KOMaHAA UCNOb3yeTcA cnepylowmm obpasom:

.‘

1. BbInONAHUTb NOAK/AIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTtopa C NMOMOLLbIO
TELNET unum SSH;

2. BepHyTbcAa B poaUTeNbCKYHO ceccuio (Ha KommyTaTop). A1 3Toro HaXkatb Kom6uHauuio
Knasuw <Ctrl+Shift+6>, oTnycTUTb U HaxaTb <x> (MKc). MponsonaeET nepexos B poau-
TeNbCKYIO Ceccuio;

3. BbInonHuUTb KOMaHAy «show sessions». B Tabauue 40KHbI NPUCYTCTBOBaTb BCE UCXO-
AAlWMe coeanHeHUA B TeKyLei ceccum;

[nA Toro utobbl BEPHYTLCA K CECCUM YAANEHHOTO YCTPOACTBA, HEO6XOAMMO BbINOAHUTD KO-

maHagy «resume N», rae N — Homep coeguHEeHUA 13 BbIBOAA KOMaHAbI «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnuua 43 — KomaHabl ynpaBaeHusa cuctemoii B pexkmume privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaa:?nycmrb yCTpoﬁcrfxo.

- unit_id — Homep yCTPOWCTBa B CTEKE.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepe3 KOTOPbI NpousonaeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/I0XKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBUTL BpeMs nepesarpysku ycTpoicTea.

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password o Ypanutb naponb Ha bootrom
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHIO 3arpy3Kun pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pa3sunTb CTAaTUCTMKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaembIx MpoLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT106pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB AR PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3sunTb MHGOPMaLMIO O NapameTpax GUnbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok
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Tabauua 44 — OnucaHMe pe3ynbTaToB BbIMOJHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBoe MMA 3TOroO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCca ANA KaXXA0WM NOoNbITKM NepeAayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oinTn oWMBKKN, onnucaHne oWMBOK NpMBEAEHO B
Tabnuue 45.

Tabnnua 45 — OWwmMBKKM Npu BbINOJHEHUM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nnepegayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTauma n yctaHoBka 6utos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHUK NoaaBneH.
R NcTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHme Telnet KommyTaTopoB NOAAEP*KMBAET cneuuanbHble KOMaHabl —
bYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXMM CneumanbHbIX KOMaHZ BO Bpems akTuBHoM Telnet-
Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 46 — CneumanbHble KomaHabl Telnet

CneyuanbHasa KOMaHOA Ha3HayeHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatsb no telnet yganeHue cumsona (EC).
AN o MNepepatb no telnet npeKkpaweHune BoiBoga (AO).
ARt Mepeaatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXXnMM KOMaHAHOM CTPOKMU.

TaKKe BO3MOXKHO MCNO/b30BaHME AOMNOMHUTEbHbIX ONLUMIA Npu OTKPbITMM Telnet- n SSH-ceccuit:
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Tabnuua 47 — KntoueBble cnoBa, UCNonb3yemble Npu oTKPbITUKM Telnet- n SSH-ceccuin

Onyusa OnucaHue
/echo JIoKanbHO BKAtOYaeT yHKLMIO echo (NnogaBneHMe BbIBOAA HAa KOHCO/b).
/password OnpegenAaet naponb gna Bxoaa Ha SSH-cepsep.
/quiet He ponycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneyeHuns Telnet.

/source-interface

OnpeaenseT nHTepdENnC-UCTOUHUK.

Bk/touaeT 06paboTKy NOTOKa, KOTOPbINM paspellaeT HesawmeHHoe TCP-coeguHeHne
6e3 KoHTpoA NocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHne He 0b6pabaTbl-

/stream BaeT Telnet-onuuun 1 MoXKeT MCNOb30BATLCA AN MOAK/IIOYEHUA K NOPTaM, Ha KOTO-
pbiX 3anyLueHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) anbo gpyrue npoTto-
KOnbl, He Aastowmeca Telnet-npoTokonamu.

Juser OnpegenAaeTt uma Nnonb3oBaTena gnAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexume rnobanbHoM KOHOUTYpaLMN MMEET CAeayoWnin BUA,;

console (config) #

Tabanua 48 — KomaHabl ynpaBaeHNa CUCTEMOW B pexxume rnobanbHo KoHpUrypaumm

no service cpu-input-rate

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro

hostname name name: (1..160) 3apaTb ceTeBoe MMA YCTPOWCTBA.

no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHME MO YMOAYAHMIO.

service tasks-utilization Pa3spewnTb yCTPOIMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPabHOro NpoLeccopa KOMMYTaTopa A/1s Kaxaoro
cUCTeMHOro npouecca.

- — —/BK/IIOYEHO -

no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NPOLLEeccopa KOMMYTaTOPa A/ KaAoro
CcUCTeMHOro npouecca.

service cpu-utilization Pa3pewnTb yCTPOICTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NpoLeccopa KOMMyTaTopa.

- — —/BK/OYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATbL YPOBEHb 3arpy3Kku
pecypcoB LLeHTPaAbHOro NpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspelunTb yCTPOMCTBY NPOrpPaMMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPabHbIM
NPOLLECCOPOM KOMMYTaTOpa.

—/BKNtOYEHO

3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPANbHbIM
NPOLEeCCOPOM KOMMYTATOpaA.

service cpu-rate-limits
traffic pps

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-
syn);
pps: 8..2048

no service cpu-rate-limits

traffic

YctaHoBuTb Ha CPU orpaHmnyeHnA CKOpoCTM BXOAALWMX KaapoB Ana
onpeaeneHHoro Tuna Tpaduka.
- ppS — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHkuuio CoPP (Control Plane Protection).

BoccTaHOBUTL 3HaYeHME pps N0 YMONHAHUIO A1A ONpeaeNeHHoro
TpadukKa.
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service password-recovery

Pa3pelunTb BOCCTaHOB/IEHME MaPOIA Yepes 3arpy304HOe MeHIo
«password recovery procedure» ¢ coxpaHeHemM KoHOUrypauuu.

- —/enabled
no service Pa3pelunTb BOCCTaHOB/IEHWE NAPONA Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHpurypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra 1MHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co3paBaTb pe3epBHYIO KOMWUIO TeKyLwel KoHdurypauuu.
conflgu.ratnon _ Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KOHOUrypauuu.
system router resources ip_entries: YcTaHOBUTb pazmep TabanLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmvé6-entries ipm_entries:

ibmv6_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_intervall
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
S5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskm CPU. 3HayeHue 3a-
rpy3ku CPU 3a 3ToT MHTepBan OyaeT cpaBHMBATLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbim
3Ha4YeHMeM, Heobxoanmoe an1a cpabaTtbiBaHMA NOPOra;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HauyeHue, onpegenstoLLee MOMEHT BOCCTa-
HOB/IEHWUA Nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXXHOCTM TPANoB A1A 3TOro Nopora;

- notify — BK/IlOYaeT/OTKNIOYAET OTMNPaBKY TPanos o cpabaTbi-
BaHMM NOpPOra;

- recovery-notify — BKalouyaeT/oTK/O4aeT OTNPABKy TPanos o
BOCCTAaHOB/IEHUW NOpOra.

Ypanutb NOpor ¢ 3a[aHHbIM MHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obbema ceobogHOM namaTi RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOTra;

- relation — oTHOWeHWe mexay 06bemom cBo6OAHOM NAMATU U
NMoporoBbiM 3HayeHMem, Heobxogumoe a1 cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3Ha4yeHune, onpegensatowee MOMEHT
BOCCTaHOB/EHUA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb Ba)KHOCTM TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAOYAET OTNPABKY TPanos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKktoYaeT/oTKlOUaeT OTNpPaBKy TPanos o
BOCCTAHOB/NEHUM NoOpora.

Ypanutb nopor € 33faHHbIM UHAEKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOpor AN AaT4MKA CKOPOCTU BPALLEHWUA BEHTUAATOPA.
- fan_num — Homep BeHTUANATOPA;

- unit_jid — Homep IOHWTa, Ha KOTOPOM HaXOAMUTCA BEHTUNATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHME MEXAY CKOPOCTbIO BPALLLEHMUSA
BEHTU/IATOPA M NMOPOroBbIM 3HaYEHNEM, HeEObXoaAMMOe ANs
cpabaTbiBaHWA Nopora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HayeHune, onpegensaoLLee MOMeEHT
BOCCTAHOB/IEHUA NOpora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXHOCTW TPaNoB AN1A 3TOro Nopora;

- notify — BK/ItO4aeT/oTKAOUaET OTNPABKY TPanos o
cpabaTbiBaHMM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHMW NOpOra.

YaanuTtb nopor ¢ 3aflaHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor ANs AaTyMKa TeMNepaTypbl.

- sensor_num — HOMEp TEPMOJATUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA TEPMOLATUUK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOLWIEHWE MeXAY TEMMNepaTypol U MOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTbiBaHWMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb BaXHOCTU TPanoB A/ 3TOro Nnopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAto4YaeT/oTKlOUaeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpPOTra.

YAanutb Nopor ¢ 3a4aHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor aAna o6bema ceob6ogHOM NamaTh Ha N3Y.

- index — NPown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoWeHMe mexay ob6bema cBob6oAHOM NamATU K
NMoporoBbiM 3Ha4YeHUeM, Heobxoamumoe a/1a cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3Ha4yeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA Mopora nocse cpabaTbiBaHus;

- severity — ypOBeHb BaXHOCTU TPanoB A/1s 3TOro Nopora;

- notify — BKAlouaeT/oTK/OYaEeT OTNPaBKy TPaMNos O
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkAtouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaTopa Ha HaXaTue KHOMKK F.

- enable — npu HaxaTUM Ha KHOMKY AWUTENbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa yCTPoMCTBa; NPU HaxKaTUK Ha
KHOMKY AnnTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA [0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponien

JaHHbI KOMNAEKC KOMaHA, NpeAHasHavyeH Ana 3a4aHusA MUHUMAJIbHOM CNOXHOCTU NapoiA, a TaKxXe
ANf 3alaHMA BpeMeHU AeCTBMA Napons.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rn1o6anbHON KOHOUIYpauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 49 — KomaHapl yNpaB/ieHUn cUCTEMOW B pexxmnme rnobanbHoi KoHourypaumum

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMoA4aHuro
passwords aging age 3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
6yneT npeanoKeHo CMeHUTb Naponb. 3HayeHne 0 roBOpwUT O

age: (0..365)/180 pwei TZ:\AA, qTopB:"eMﬂ YKW3HW Naponew :e 3afaHo. i
no password aging BoccTaHOBWTL 3HAYEHME MO YMOYAHUIO.
passwords complexity ena- BKAtOUNTL OrpaHuyeHre Ha popmat napons.
ble

- —/BbIK/IOYEHO
no passwords complexity BbIKNtOUMTL OrpaHMyeHne Ha GopmaT Nnapons.
enable
passwords complexity BKAtOUNTL OrpaHUYeHue, 3agatoliee MMHUMaNbHOE KOIMYEeCTBO
min-classes value KNaccoB CMMBOJIOB (CTpOYHble OyKBbl, 3arnaBHble OYKBbI,
value: (0..4)/3 undpbl, CUMBObI).

no passwords complexity BoccTaHOBWTL 3HAaUYEHME MO YMOYAHMIO.
min-classes
passwords complexity BKAOUNTL OrpaHMyeHre Ha MUHUMAbHYIO AJIVMHY Napons.

min-length value

value: (0..64)/8

no passwords complexity BOCCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.
min-length
passwords complexity BKNOUUTL OrpaHUYeHne, 3a4atoliee MaKCMMAsIbHOe Kosnye-
no-repeat number CTBO NMOCNef0BaTENbHO NOBTOPAIOLLMXCA CUMBOJ/IOB B HOBOM Ma-
number: (0..16)/3 pone.

no password complexity BOCCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.
no-repeat
passwords complexity 3anpeTuTb NPy CMEHe Napo/is UCNOJIb30BaTb B KAYecTBe HOBOTO
not-current CTapbli.

- —/enabled .
no passwords complexity Pa3pelunTb MCNo/b30BaThb CTapbIit NAapo/b NPU CMeHe.
not-current
passwords complexity 3anpeTuTb MCNOAbL30BaTb B KayecTBe Mapo/if MMA Mo/b30Ba-
not-username Tens.

- —/enabled
no passwords complexity Pa3pelwnTb Mcnonb3oBaTh B Ka4yecTBe Maposis MMsA MoJ/b30Ba-
not-username Tens.

Tabnnua 50 — KomaHgbl ynpasaeHua cuctemont B pexknume Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aeiicmeue

show passwords configuration — OT06pasnTb MHGOPMaLMIO 06 OrpaHUYEHMAX HA NAPO/IMU.
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5.7 Pa6ora c ¢patnamm

5.7.1 OnucaHue ap2ymeHmoe KOMaHO

Mpu ocyuiecTBAeHMM onepauuii Hag ¢Gaknammu B KayecTBe apryMeHTOB KOMaHZ, BbICTynaloT ajgpeca
URL — onpegennrtenn MecToHaxoxaeHua pecypca. OnnucaHue KaoueBbiX CN0B, UCMO/b3YEMBbIX B ONepaumnx,

npueeaeHo B Tabauue 51.

Tabnmua 51 — Cnucok KNtoYeBbIX C/I0B U UX ONUCaHWe

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm agpec Mecta HasHauyeHus 419 SHeProHe3aBMCUMON NamaTu.
JHeproHesaBMcMMan NamaTb UCNOAL3YETCA MO YMOAYaHuto, eciv agpec URL onpeaeneH 6e3

npedukca (npedukcamm seaatotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konus daiina Tekyuwen KoHourypaumm.

startup-config

daiin nepsoHaYanbHOM KOHOUTYypaLuu.

active-image

®aiin c akTMBHbIM 06pasom.

inactive-image

daiin c HeaKTUBHLIM 06pa3om.

tftp://

UcxopHbI agpec unu agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHtakcuc: tftp://host/[directory/] filename.

- host — IPv4-agpec unun ceTeBoe MM YCTPOMCTBA;

- directory — katanor;

- filename — vma daiina.

scp://

UcxogHbI agpec unm agpec mecta HasHadyeHua ana SSH-cepsepa.
CuHTakcmc: scp://[username[:password]@]host/[directory/] filename
- username — MMA NOJib30BaTeNSA;

- password — napoJib N0Nb30BaTeNS;

- host — IPv4-agpec unun ceteBoe MMA YCTPOMUCTBA;

- directory — katanor;

- filename — vma daiina.

logging

daiin c uctopmeit KomaHa,
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5.7.2 KomaHObI 014 pabomei ¢ palinamu

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnuua 52 — KomaHapl ans paboTtbl ¢ pannamm B pexknme Privileged EXEC

destination_url:

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymon4yaHuro
copy source_url destination_url Konuposatb daiin N3 MectonosoxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MECTOMO/IOXKEHME Ha3HAYEHUA.
include-plaintext] - source_url — mectonosioxeHue Konupyemoro ¢ainna;
- destination_url — appec mecTa Ha3HauyeHus, Kyaa dain byaet
CKOMUPOBaAH.
Cnepytolme onumm AoCTyMNHbI TONbKO NPU KONMPOBaHUN U3
daitna KoHoUrypaumm:
- exclude — nHpopmaums, KpuTMuHas gns 6e3onacHocTu, He
6yAeT BKIOYEHa B KOHeYHbIV dalin;
- include-encrypted — nHdpopmaums, KputTMyHaa ana
source_url: 6e3onacHocTH, ByAeT BK/IIOUEHa B KOHEYHbIN daiin B
(1..160) 3awmndpoBaHHOM BUAE;
CUMBOJIOB;

- include-plaintext — nHdopmayma, KpuTnyHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN dain B

(1..160) HesawwndpoBaHHOM BUE.
copy source_url running-config CMMBONOB; Konuposatb daiin KoHoUrypauum c cepsepa B TEKYLLYIO
KOoHduUrypaumto.
copy running-config CoxpaHWTb TEKYLLYIO KOHdUTypaL Mo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKNOUYUTB U3 KOMMPYEMbIX AaHHbIX MHGOPMaLMIO O
encrypted | include-plaintext] KAloYax, Naponsx v 1.n;
- include-encrypted — coxpaHATb AaHHble O K/oYax, Naponax B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHaTb AaHHbIE O KNtOYax, Naponsx B
ABHOM BUJe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasbHYO KOHPUIypaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUIypaLUuio B NepBOHAYaNbHYO.
copy running-config file CoXpaHUTb TeKYLLYHO KOHOUTYpaLUuio B 3a4aHHbIN pe3epBHbIit
- daiin KoHdUrypaumum.
copy startup-config file CoxpaHWTb NePBOHAYaNbHYO KOHOUIYpaLMIo B 3a4aHHbIN
- pe3epBHbIi paitn KoHdUrypaumu.
boot config source_url Konuposatb daiin KoHourypaumm c cepsepa B dpaiin
- nepBoHaYaNbHOW KOHGUIypaumu.
dir [flash:path | dir_name] - OT106pa3nTb cnMcok $alinoB B yKasaHHOM KaTanore.
more {flash:file | startup-config | OT06pa3unTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpaxaeT coaepxmmoe daiina
active-image | inactive-image | nepBOHaYasibHOM KOHOUIypauuu;
logging | file} - running-config — oTobparkaeT cogepxunmoe daina TekyLLen
KoHobUrypaumu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaTn yCcTPOMCTBa;
- mirror-config — oTobpakaert cogepxumoe palina TekyLemn
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBO/IOB - active-image — oTobparkaeT Bepcuio TekyLlero ¢paina obpasa

no.
- inactive-image — oTobparkaeT Bepcuto HeakTUBHOTO daina
obpasa MoO.
- logging — oTobparkaer cogepxumoe daiina xypHana.
- file — umsa daina.
' ®aiinbl otobpakarorca B popmare ASCII.
.o
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delete url — Yaanute danin.
delete startup-config — Yaanutb daiin nepsoHayvanbHoM KoHUrypaumu.
boot system source_url KonupoBsatb daiin MO ¢ cepBepa B HEAKTUBHYIO 061acTb NaMATH
- Ha mecTo pesepsHoro MO.
boot system inactive-image — 3arpysuTb ¢ HeakTMBHOro obpasa MNO.
show {startup-config | running- gi_port: OTo6pa3uTb cogepknumoe daina nepBoHavanbHoM (startup-
config} [brief | detailed | (1..8/0/1..48); config) nnu Tekywei (running-config) koHdurypauum.
interfaces {gigabitethernet gi_port te_port: - interfaces — KoHOUrypauusa nHTepdelicos KommyTaTopa —
| tengigabitethernet te_port | (1..8/0/1..24); du3nyecknx nHTepdeicos, rpynn nHtepdeicos (port-channel),
fortygigabitethernet fo_port | oob fo_port: VLAN-uHTepdeicos, oob-nopTa, MHTepdeica 3aMbiKaHMA Ha
| port-channel group | vlan (1..8/0/1..4) cebs, TyHHene.
vlan_id | tunnel tunnel_id | group: (1..48); Cnepytowime onumm AOCTYNHbI NPU BbIBOAE TEKYLLEN
loopback loopback_id}] vlan_id: KOHdUrypaumm
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABONYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH n SSL kntouen;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHNEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64)
show bootvar . MoKa3aTb akTUBHbIN daiin cuctemHoro MO, KOTopbIN YCTPOMCTBO
3arpy)kaeT npu 3anycke.
write [memory] CoxpaHu1Tb TEKYLLYIO KOHbUrypaumio B Gaitn nepBoHavyanbHOM
- KOHUrypaumm.
boot license source_url — 3arpysuTb Ha YCTPOICTBO Gana ANLEHIUN.
delete license [word] . YanuTb € yCTPOICTBa BCE YCTAHOB/EHHbIE Gai/ibl NLLEH3UIA.
- word — vms dalina IMUEH3UU, KOTOPbIN A0/IKEH ObITb YAANEH.
rename url new_url url, new_url: MN3meHUTb umsa daiina.
(1..160) - url — Tekyuwee umsa danna;
CMMBO/IOB - new-url — HoBoe uMsa daiina.

CepBep TFTP He moxKeT 6bITb afpecom UCTOYHMKA U aApPecoM HasHauyeHUs AN OAHOW KO-
rad MaHAbl KONMPOBaHUA.

[Mpumepbl UC016308AHUS KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

PesynbTaT BbINONHEHUA KOMaHZbI: MOC/e NOATBEPKAeHMA dalin byaeT yaaneH.

CyLiecTByeT BOSMOXHOCTb NMPOCMOTPA KOHOUIYpaLLMK /1A TEKYLLETO MECTOMO/IOKEHUA AN ceayio-
LLMX PEIKMMOB KOHGUrypaLmm:

" vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vilan id}

Tabanua 53 — KomaHapbl NpOCMOTPa KOHGUIypaLmm U3 TEKYLLLETO MECTOMOOMKEHNA

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO
show —

KomaHoa Aelicmeue

OTO6pasnTb HACTPOMKM AR TEKYLLETO PeXMMa KOHUrypaumu.
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5.7.3 KomaHObI 0na pe3epsuposaHua KOHGU2ypayuu

B AaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3HayeHHble AAA HACTPOWMKM pe3epBMPOBaAHMA
KOHUrypaLummn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoOHPUrypaumm MMeeT cieayowmin Bua;
console (confiqg) #

Tabanua 54 — KomaHabl ynpaBaeHNAa CUCTEMOW B pexxume rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

backup server server

server: (1..22)

YKa3aTb cepBep, Ha KOTOPbIN byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHOUrypaumm.

CMMBO/IOB Ctpoka B dopmarte «tftp:// XXX XXX XXX.XXX».
no backup server YpanuTb cepsep oA pe3epBUpPOBaHUA.
backup path path YKasaTb NyTb pacnonoxeHusa ¢daina Ha cepsepe M npeduKca
path: (1..128) darina. Mpu coxpaHeHun K npedpukcy byaet fo6aBNATLCA TEKY-
CUMBO/I0B Wwas AaTta U Bpems B dopmate rrrrMmaa44MMCC.

no backup path

Ypanute NyTM Ana pesepsrpoBaHms.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BKNtOUNTL COXPaHEHNE UCTOPUU pPe3epBHbIX KOMUNA.

OTKAIOYUTb COXPAHEHNE UCTOPUU Pe3epBHbIX KOMWi.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUM KOToporo byaeT
OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBUpOBaHUE KOHOUTY-
pauuu.

BocctaHOBUTL 3Ha4YeHWe No yMON4aHUKo

backup auto

no backup auto

—/BbIK/IOYEHO

BkAounTb aBTOMaTnyYeckoe pesepsmnpoBaHue KOHd)VIpraLI,VIVI.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/IOYEHO

BKAOUUTL pe3epBMpoOBaHME KOHOUrypauuMu Npu coXpaHeHUuu
nonb3osaTenem KoHdurypaumum Ha flash-HakonuTenso.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKNIOYEHO

BKAOUMTL OTNPaBKy MyCTOrO MaKkeTa A/A NMPOBEPKU Hannuma
TFTP-cepBepa (3HayeHMe No YMONYAHUIO).

OTKNOYMTL OTMPABKY NYCTOrO NakeTa A/ MPOBEPKM Hanmuus
TFTP-cepsepa.

Tabnuua 55 — KomaHabl ynpasneHusa cuctemoit B pexkunme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show backup

OT106pasnTb MHPOPMaLMIO O HACTPOMKaxX pe3epBUPOBAHUA
KOHUrypauum

show backup history

OTO6pPa3snTb UCTOPMIO YCMELWHO COXPaHEHHbIX Ha cepaep
KOHbUrypauui.
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5.7.4 KomaHObI 019 asmomamu4yecko20 06Ho8aAeHUA U KOHpu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHosneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M uMmA TekctoBoro ¢arina (DHCP-onuusa 43, 125), copep:kawero mma obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBIEHMUA COCTOUT U3 CeAYIOLLMX 3TAMNOoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIVW Qaiii 1 yutaeT U3 Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBbiit 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommyTaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa NO KommyTaTopa. ECiM OHM OTAMYAOTCA, KOMMYTATOP 3arpyrkaeT 06pa3 NO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm 06pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaeTca.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYeCKOro KoHOUrypmnpoBaHusa, 6asmnpytowmiica Ha DHCP, npu
BbIMNO/IHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspelieHo aBToMaTtmyeckoe KoOHGUrypmpoBaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

MonyueHHblt daitn KoHUrypauum sarpyaeTca B nepBoHayanbHylo (startup) KoHwury-
e pauuio. Mocne 3arpy3Kku KOHGUrypaLmMm KOMMYTaTop NepesarpyrKaerca.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 56 — KomaHapbl ynpaB/ieHUa cMcTeMoi B pexxmnme rnobanbHoi KoHourypaumum

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
boot host auto-config BKNtOUNTL aBTOMATUYECKYHD KOHUrypauuio, 6asmpyroytocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/MOYMTL aBTOMATUUECKYIO KOHOUrypaumio, 6asunpytowytocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyYeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIKNtOUMTb aBTOMaTMYeckoe obHoBneHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHOwi pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPoKM B pexkmme privileged EXEC umeet cheaytowmii Bua;:
console#

Tabnnua 57 — KomaHgbl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

show boot MpOCMOTPETb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U
KoHbUrypauuu.

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. VmoeHTudMKaATOP NPOM3BOIMTEJISI, BCeTIa PaBEeH
35265 (Eltex)

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Konm nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmuHa cTpoku sub-option-data

text #sub-option-data. MmMs TexcTOBOTO OGarja, cCcomepXamero WM
obpaza IO

}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

filename "mesXXX-test.cfg"; #YMS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/':_‘ Mo ymonuaHu1IO aBTOMATHMUYECKUIA Nepexos, Ha 1IeTHee BPeMsA OCYLLEeCTBAAETCA B COOTBET-
CTBUM cO cTaHaapTamu CLUA n EBponbl. B KoHdUrypaumm moryT 6biTb 3agaHbl Nobble gaTta
¥ Bpema AN nepexoa Ha JieTHee Bpemsa U obpaTHoO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPokU B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnunua 58 — KomaHabl HaCTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHasn ycTaHOBKa CUCTEMHOIO BpemeHu (KomaHga AOCTyNHa
month year mm: (0..59); TO/IbKO ANA MPUBUNETMPOBAHHOIO NOb30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — 4Yacbl, MM — MWHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecay,; year — rog,
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration

MNokasaTb KoHbUrypaumio npoTokona SNTP.

show sntp status

MNMokasaTtb cTaTyc npoTokosa SNTP.

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabanuya 59 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexnume «EXEC»

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show clock

show clock detail

MokasaTb cMcTeMHOe Bpems 1 AaTy.

JononHutensHo OT06pa3VITb napameTpbl HaCoBOro noAaca un
nepexoaa Ha 1eTHee Bpema.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 60 — CNMCOK KOMaHA AN1A HAaCTPOMKN CUCTEMHOIO BPEMEHMW B perkmnme rnobanbHOM KoOHbUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHWNIA NCTOYHUK
He Mcnonb3yercs

Mcnoib30BaTb BHELWHMI MCTOYHMK /19 YCTAHOBKMU CUCTEMHOTO
BPEMEHMU.

3al'|pETVITb MCNONb30BaHWE BHeELWHero UCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHuWsA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWTb 3HAYEHWEe YacoBOro Nosca.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOrO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMEeLLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HeT ONUCaHMA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;

3apaTh AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
Bpems 1 Bo3BpaTa o6paTHoO (418 onpeseneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONMCaHME 30HbI, BTOPbIM Bpems
017 Nepexona Ha nNeTHee BPems U TPETbUM BPeEMA A8 BO3BpaTa.
- zone — cnoBo, cGOPMMUPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMeHSAET (OnMcaHue 30Hbl);

- date — uucno;

- month — mecau;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A06aBAAEMbIX NPY Nepexoae Ha
neTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonyanuio
nepexop, Ha netHee
BPeMsA BbIK/OYEH

3apaTtb AaTy U BpemaA 414 aBTOMATUYECKOro nepexoaa Ha neTHee
BpeMsA 1 BO3BpaTa 06paTHO B perKMMe exXerofHo.

- zone — cnoBo, cdopMMpPOBaAHHOE M3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (onncaHune 30HbI);

- usa — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha fieTHee Bpems,
ncnonbdyemble B CLLA (nepexos BO BTOPOe BOCKpeceHbe mapTa,
06paTHO B NepBoe BOCKpeceHbe HOABPA, B 2 yaca yTpa no
MECTHOMY BPEMEHMU);

- eu — YyCTaHOBMUTb NPaBW/Ia Nepexoaa Ha feTHee Bpems,
ncnosb3yemble EBpocoto3om (nepexos B nocnegHee BOCKpeceHbe
MapTa, obpaTHO B NocseaHee BOCKpeceHbe OKTAGPA, B 1 yac yTpa
no FpuHBMYy);

- hh — yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenu;

- month — mecsau;

- offset — KonmyecTBO f06aBASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKOUYNTL aBTOMATUYECKUI nepexo Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTbL K/tOY NPOBEPKM NOSJAUHHOCTM ANA NpoTokona SNTP.
number md>5 value (1..4294967295); - number — HoMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HauyeHuWe KnoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMe K/toYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaxuio YAanuTb KNoY NpoBEpPKM NOAJIMHHOCTM ana npotokona SNTP.
number nposepka
noA/IMHHOCTH

OTK/IIOYEHa

sntp authenticate —/nposepka TpeboBaTb NPOBEPKY NOAANHHOCTU ANA NOAyYeHUA MHPOopMaLUn
NOANMHHOCTU He oT NTP-cepBeposB.

no sntp authenticate Tpebyetca YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpeaenntsb IP-uHTepdeic nctouHnka ana naketos NTP IPv4,
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIK/OYEHO

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipve

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);

vlan_id: (1..4094)

/BbIK/OYEHO

Onpeaenntsb IPv6-uHTEpdEC NCTOYHMKA ana nakeTtos NTP IPv6.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHUIO
ncnonb3yercs
C/lyYaiHbIi nopT

YcraHosutb SRC UDP-nopt ana naketos NTP.
~ Npwu ncnonbszosanum UDP-nopTos 13 gnanasoHa 1-1024
V npeaBapUTeNIbHO HYXXHO y6eauTbCA, YTO AaHHbIN NOpT
cB060EH 1 He Ucnonb3yeTca APYrMMU cepBUcamm.
NopT 50000 aBnAETCA NOPTOM NO YMOAYAHUIO ANA
dyHKUMoHana peer detection ipaddr.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

sntp trusted-key key _num-
ber

key_number:
(1..4294967295);
Mo ymonyanuio

OcyLLecTBUTb NPOBEPKY NOAJAMHHOCTU CUCTEMBI, OT KOTOPOWA
CUHXPOHU3MpPYETCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — Homep KatoYa.

no sntp trusted-key nposepkKa YCTaHOBUTb 3Ha4YeHMe No YMO4YaHUIO.
key_number noA/IMHHOCTH
OTK/IIOYEHa
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewunTtb paboTy WwnpoKoBewaTebHbix SNTP-KnvMeHTOoB.

- —/3anpelyeHo
no sntp broadcast client en- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
able
sntp anycast client enable PaspewunTb paboTy SNTP-KNMeHTam, NOALEePKUBAIOLWMM METOL,
{both | ipv4 | ipv6} PacCblINIKM MaKeToB, NO3BOAAIOWMIA NOCbIIATL AaHHbIE
—/3anpelyeHo 6uKaviLeMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcTaHOBUTbL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-KN1MeHTam, NoaaepKUBaoWMM MeTos,
PaccbINIKM NaKeToB, NO3BONAIOLLMIA NOCLINATL AaHHblE
6avKaWemMy yCTPOMCTBY U3 FPyNMbl NONyYaTeNnei, a TakKe
WwrpoKoBelaTenbHbiM SNTP-KaneHTam ana BbibpaHHOro

. fi t: (1..4); .
| vlan vian_id} teo_poor;- ((1 22). nHTepodeiica.
Fc’:u .'(1 '4.18)" - nogpobHoe onucaHme NHTepPENCoB U310XKEHO B pasgene
g 'p. o «KoHburypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBWUTb 3HAaYEHWE NO YMOIYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTb paboTy ogHoagpecHbix SNTP-KAMEHTOB.

no sntp unicast client ena- —/3anpelyeHo YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.

ble

sntp unicast client poll PaspelwnTb NocaeaoBaTesbHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeleHo SNTP-cepBeposB.

no sntp unicast client poll

YCTaHOBUTb 3HaYyeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address | ipv6_link lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vian {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CYMBOJIOB;
keyid: (1..4294967295)

3apatb agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na cetu;

- ipv6_address — IPv6-afpec y3na cetu;

- ipv6z-address — |Pvbz-agpec y3na cetu gns ping.
dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbIi IPv6-agpec KaHana;
interface_name — nma ucxogawero nHTepdelica 3agaerca B
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — naeHTuduUKaTOp KAtoYa.

Ypanutb cepsep 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

PaspelnTb NonyyeHne TakmMx AaHHbIX KaK YacOBOW NoAC U neTHee
Bpemsa oT DHCP-cepsepa.

3anpeTuTb NoNyYyeHMe TakKMX AaHHbIX KaK YaCcoBOW NOAC U NeTHee
Bpems oT DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexkume KOHPUrypauum nHtepdelica MmeeT cieayowmin BUA:

console (config-if)#
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Tabanua 61 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B pexKume KoHdUrypaLuumn nHtepdeiica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymoa4aHuro
sntp client enable PazpewwnTtb paboty SNTP-KAMEHTY, KOTOPbI NOAAEPHKUBAET

MeTOZ, PacCbl/IKM NaKeToB, NO3BONAIOLWMIA NOCbINATL AaHHbIE
ycTpoicTBy BanKawemy 13 rpynnbl NoaydYaTenein, a Takke

WwnpokoselwatenbHoMy SNTP-KAMeHTY Ha HacTpaneBaemom

nHTepodeiice (Ethernet, port-channel, VLAN).

—/3anpeweHo

no sntp client enable YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.

[pumepebl 8b1M0AHEHUA KOMAHO

=  OT10b6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUnMn BpeMeHU OTO6pa)KEIETCF| C noMmouwbto AONO/THUTENIbHOIO CMMBO1a
nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

— TouKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepeepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HeJoCTOBEPHO.

= 334aTb AaTy M Bpema Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT106pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast
Unicast servers:

Server : 10.10.10.1
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Source : Static

Stratum : 3

Status : up

Last Response 10:37:38.0 UTC Jun 22 2016
Offset 1040.1794181 mSec

Delay 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPEMS CUMHXPOHM3MPOBAHO OT cepsepa 10.10.10.1, nocnegHnin oTeeT

nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.9 KoHourypauma BpeMeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHpu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure
console (config)# time-range range name, rme

range_name — cUMBO/JIbHbIN (1...32) naeHTUPMKaTOp BPEMEHHOTO UHTEpPBana
console (config-time-range) #

Tabnnua 62 — KomaHapl pexxnma KoHPUrypaLmm BpeMeHHOTo MHTEPBaa

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3a4aTb Ha4yano U (M1M) KoHel, BpeMEHHOIo MHTepBana B dopmaTe:
date month year mm: (0..59); yac: MMHYTa AeHb mecAu, roa,.
date: (1..31);

no absolute {end | start}

month: (jan..dec);
year: (2000..2097);

Y[anuTb BpeMeHHOM MHTepBa.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEePBas B TEYEHUE OAHOTO M3 AHEN Heaenu
W/IN KaXKa0ro [HA Hedenu.

Y4anutb BpeMeHHOM HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOle WUHTEpPBan B TedeHne Heaenu.

YAanuTb BpEMeHHON MHTEPBaI.

5.10 KoHdurypauua unrepdeiicos n VLAN

5.10.1 NMapamempeoi Ethernet-unmepdgelicos, Port-Channel- u Loopback-uimepdgeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range

{..} | loopback lIloopback id}
console (config-if)#
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[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH Ansa 3af4aHus napameTpos
KOHOUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl NOPTOB, PAabOTaOWMX B PEXUME pa3he/ieHns

Harpysku), nin6o amManasoHa nHTepdencos.

Bbibop MHTEepdeinca ocywecTBAAETCS NPM NOMOLLM KOMaHA,:

Ona MES5324

Tabnnua 63 — KomaHabl Bbibopa nHTepdelica ana MES5324

KomaHoa

Ha3HauyeHue

interface fortygigabitethernet fo_port

ona HacTtpoliku 40G-uHTepdelicos

interface tengigabitethernet te_port

ona Hactpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeicos

interface port-channel group

N5 HACTPOWIKM rpynn KaHanoB

interface oob

01 HAaCTPOMKM UHTepdeica ynpaBaeHus

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — NoOpPAAKOBbIA HOMEp rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— fo_port — nopsaakosblii Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONMYECTBO cornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 64 — KomaHgabl Bblbopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,

MES2324P ACW, MES2324F, MES2324FB

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

O1A HACTponKM 1G-uHTepdeincos

interface port-channel group

[OJ/15 HACTPOMKM rpynn KaHanos

interface oob

ON1A HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTATOpPax)

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX HTEpPdelicoB

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblt HOMep BUPTyasbHOro UHTepdelica, obliee KOMYECTBO COrnacHo Tab-
nvue 9 (cTpoka «KonnuecTtso BupTyanbHbix Loopback-uHtepdeiicos»).

Ana MES2348B, MES3348, MES3348F

Tabnunua 65 — KomaHabl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpoliku 10G-uHTepdericos

interface gigabitethernet gi_port

O1A HACcTpoMnKKM 1G-uHTepdeincos

interface port-channel group

[NA HAaCTPOUKM rpynn KaHanos

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepbeiicos
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roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepdeinca, oblLiee KoMYecTBo CornacHo Tab-
nuue 9 (cTpoka «KonnuecTtso BupTyanbHbix Loopback-nHtepdeiicos»).

Ans MES3316F

Tabnnua 66 — KomaHab! Bbibopa nHTepdelica ana MES3316F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdericos

interface gigabitethernet gi_port

L5 HAacTpolikK 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface oob

O HAaCTPOWKKM UHTepdelica ynpasneHus (MHTepdelic ynpasne-
HMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOopax)

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback _id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3308F

Tabnnua 67 — KomaHabl Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

Ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HacTpoliku 1G-uHTepdeicos

interface port-channel group

L1 HACTPOMKM TPynn KaHanos

interface oob

ON1A HAcTPOMKKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET He Ha BCeX KOMMYTaTopax)

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suae: 1..8/0/1..8;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMUYECTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES2328lI

Tabnnua 68 — KomaHgbl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

OnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACcTpoMnKKM 1G-uHTepdeincos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYyTaTOpax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KOAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosbiit Homep 1G-nHTepdeiica, 3aaaetca B8 euge: 1..8/0/1..28;
— loopback id — nopsagKoBbii HOMep BUMPTYyanbHOro MHTepdeiica, obliee KoANMYECTBO COrlacHo Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdericos»).

Ona MES2308 n MES2308P

Tabnnua 69 — KomaHgb! Bbibopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ON1A HAaCTPOMKM rpynn KaHanoB

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTepdeiicoB

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;
— loopback _id — nopsagKoBbii HOMeEp BUPTYyanbHOro MHTepdelica, obliee KOMYECTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308R

Tabnnua 70 — KomaHab! Bbibopa nHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

015 HacTpoliku 1G-uHTepdeicos

interface port-channel group

L1 HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

L1 HACTPOMKM BUPTYabHbIX MHTepdencos

roe:

— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 snge: 1..8/0/1..10;
— loopback_id — nopagkoBblit HOMep BUPTYasbHOrO MHTepdeica, obLiee KoIMYecTBo COrnacHo Tab-
nuvue 9 (cTpoKa «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3508 n MES3508P

Tabnunua 71 — KomaHab! Bbibopa uHTepdelica ana MES3508 u MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

015 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HACTPOWKM rpynn KaHanoB

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepbeiicos
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roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..10;

— loopback_id — nopagkosblit HOMep BUPTYanbHOrO MHTepdeinca, obuiee KOANMYeCTBO COrNacHo Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

[ina MES3510P

Tabnnua 72 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group 0151 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id 015 HAaCTPOMKM BUPTYabHbIX MHTepdeincos

roe:

— group — NoOpAAKOBbIA HOMEP rpynnbl, obliee KoaMYecTBO coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..12;

— loopback_id — nopagakoBblit HOMeEpP BUPTYanbHOro MHTepderica, obliee KONMYeCcTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOMep c/noTa Homep MHTepdelica

KomaHgbl, BBeAeHHble B pexKuMme KOHPUrypauum uHTepdeica, NpUMEHATCA K BblIbpaHHOMY
nHTepdelicy.

Hu)Ke npuBeAeHbl KOMaHAbl 417 BXOA4a B PEXMM HacTpoWKku aecatoro Ethernet-wHtepodeiica (ans
MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO43 B PEKMM HACTPOMKKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbibop duanazoHa uHmepdgelicoe ocyLecTBAAECTCA NPU MOMOLLM KOMaHA,

— interface range fortygigabitethernet portlist — gna HacTpoliku ananasoHa fortygigabitether-
net-uHTepdeiicos;

— interface range tengigabitethernet portlist — nna HacTpoiKkM amnanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pna HacTpoku gmanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — ana HacTpoWKK AMana3oHa rpynn NopToB..
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KomaHabl, BBeAeHHble B AaHHOM peXXume, NPUMEHAIOTCA K BbiBpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHAbI AN BXO43 B PEXKMM HACTPOMKKM AnanasoHa Ethernet-uHtepdelicos ¢ 1 no
10 (ana MES5324) u ana Bxoaa B peXXMM HAaCTPOMKM BCex rpynn nopToB.

console# configure

console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if)#

Tabnnua 73 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbIKNOUUTb KOHUTYpUpyembili HTepdelic (Ethernet, port-
—/BKAtOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbBIA MHTEPDEIC.
description descr descr: (1..64) [ob6aBuTb onucaHue nHtepoetlica (Ethernet, port-channel).
no description cumsonos/er Yaanutb onucaHue nHtepdelica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepeaaun gaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMIO.
duplex mode 3afath pexum gynnekca uHtepdeiica (noaHoaynneKcHoe
mode: (full, half)/full coeavHeHue, NonyaynaekcHoe coeguHexme, Ethernet).
no duplex YCTaHOBUTb 3HaYEHMeE NO YMOHAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BKNIOUMTbL aBTOCOrNIAacoBaHWE A1A CKOPOCTU U AynaeKca Ha
HacTpavBaemom UHTepdeiice. MOXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTY MapameTpa aBTOCOI/IaCOBaHUA, €C/IM NapameTpbl
He 33aJlaHbl, TO NMOAAEPKMBatOTCA Bce coBmecTumocTu (Ethernet,
port-channel).

BbIK/IOYMTL aBTOCOMIAaCOBAHME AJ1 CKOPOCTU U AynieKca Ha
HacTpanBaemom uHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbIKNIOUUTbL NPOMYCK NpoLeAypbl aBTOCOTNACoBaHWA, eCN
napTHep Ha BCTPEYHOW CTOPOHE He OTBEYAET.

BkatounTb nponycK npoueanypbl aBTOCOr1acoBaHMA, eCan napTHep
Ha BCTpe‘-lHOi;I CTOPOHE He oTBeYaeT.

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasnerHusa notokom flowcontrol (BkaounTb,
OTK/IOYUTb MW aBTOCOFNacoBaHNWe). ABTOCOrnacoBaHme
flowcontrol paboTaeT ToNbKO B cayyae, ecav pexnm

auto)/off ABTOCOrNacoBaHMA negotiation BKAOYEH Ha HAacTpaMBaemMmom
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKAOUNUTD PEKMM YPaBAEHNA MOTOKOM.
back-pressure BKNOUNTbL PYHKLMIO «0OPaTHOrO AaBAEHUSA» Ha HAacTpaMBaeMom
nHTepoerice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbIKNOUUTL QYHKUMIO «0BPATHOrO AaBNEHUA» Ha HACTpPauBaeMoM
UHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Meprog, B TeYeHMe KOTOporo cobupaertca cTaTUCTUKa
0 Harpyske Ha uHTepodeiice.
V Mpwu 3TOM MHTEpPBaN pacyéTa CYETUYMKOB He
M3meHseTcA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

BblbpaTh TMM KOMBO-MOPTa B Ka4ecTBe OCHOBHOMO HOCUTES.
-force-fiber — paspelueHa akTMBHOCTb TO/IbKO ONTUYECKOM YacTH
KOMb0-nopTa;

-force-copper — paspelueHa aKTUBHOCTb TO/IbKO MeZHOM YacTu
Kombo-nopTa;

-prefer-fiber — npenmyuiecTso onTMyeckoro NMHKa.

YCTaHOBWUTb 3HAYeHME NOo YMO/THaHUIO.

mtu size

no mtu

size: (128..1500)/1500
6aunT

YcTaHOBUTbL 3HaUeHMe maximum transmission unit (MTU)
/ HacTpoiika MTU He paboTtaeT gna TpaH3UMTHOro TpaduKa.
, Hactpoiika npumeHseTca nocne nepesarpysku
V ycTpoiicTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

snmp trap link-status

no snmp trap link-status

—/BKAIOYEHO

BKkntounTb otnpaBky SNMP trap-coobLueHuii o cocTosiHUU
MHTEPENCHbIX TMHKOB.

OTKAoYUTL oTNpaBKy SNMP trap-coobueHuii.

hardware profile portmode
{1x40g | 4x10g}

—/1x40g

MepeknounTb pexxum noptos XLG1-XLG4.

KomaHaa AOCTyNHa TONbKO ANA NOPTOB
fortygigabitethernet ycrpoiictea MES5324.

HacTpoiika npumeHsieTcs nocse nepesarpysku
yCTpONcCTBa.

feccl74

fec off

— /BbIKOYEH

BKAOUNTL perrmMm NpAMoi KoppeKLumm owmnbok cl74 Ha
HacTpavBaemom uHTepdeiice (XLG1-XLG4).

Y

V KomaHaa HefoCTynHa ANA CTEKOBbIX JIMHKOB.

KomaHpa AocTynHa TonbKo Ans nopToB
fortygigabitethernet ycrpoiictea MES5324.

OTKNOUNUTD PEXKMM NPAMOI KOPPEKLMU OLLINBOK.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 74 — KomaHabl pexkmMma obuwmx HacTpoek nHtepdeiica Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
Mo yMmoa4YaHuo

Aelicmeue

port jumbo-frame

no port jumbo-frame

—/3anpeLieHo

Paspelnts KommyTaTopy paboTaTh € Kagpamm 60/bLwOro
pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

HacTpoiika BCTynuT B cMNy TONbKO Nocne nepe3arpysku
V ycTpoicTBa.
V 3HaueHne maximum transmission unit (MTU) npwu
HacTpoiike port jumbo-frame 10240 6aiiT.

3anpeTuTb KoMmyTaTopy paboTaThb ¢ Kagpamu 60bLIOTO
pa3smepa.
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errdisable recovery cause
{all | loopack-detection |
port-security | dotlx-src-
address | acl-deny | stp-
bpdu-guard | stp-loopback-
guard | unidirectional-link
| storm-control | link-
flapping | 12pt-guard | pvst
| vpe}

BKtOYNTL aBTOMATMYECKYIO aKTMBaLMIO MHTepdeiica nocae ero
OTKNIIOYEHUSA B CNEAYIOLLNX CNYYaAAX:

- loopback-detection — o6Hapy:keHue neTens;

- port-security — HapyLweHue 6esonacHocTM ans port security;
- dotlx-src-address — HenpoxoxaeHue ayTeHTUdMKauum,
0CHOBaHHOW Ha MAC-appecax nosb3oBaTenei;

- acl-deny — HecooTBeTcTBME cnnckam gocTyna (ACL);

- stp-bpdu-guard — akTuBauma 3awmTbl BPDU Guard (nepegaya
HecaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);

- stp-loopback-guard — o6HapyeHue netenb npoTokosiom STP;
- udld — akTnBaums 3awmTsl UDLD;

- storm-control — 3awuTa OT «WTOPMa» ANA PA3UYHOrO
TpadukKa;

interval

—/3anpeLeHo - link-flapping — dnannuHr nMHKa;
- 12pt-guard — npesbileHNE KOAMYECTBA BXOAALLMX NAKETOB
dyHKuuK L2PT;
- pvst — ownbKM NnpoTokona PVST;
- vpc — owunbKku npotokona VPC.
no errdisable recovery YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBUTbL BPEMEHHOW MHTEPBAA AJ19 aBTOMATUYECKOTO
seconds seconds: NMOBTOPHOrO BK/OYEHUA MHTepdeiica.
- (30..86400)/300
no errdisable recovery cexyHa YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

CbpocuTb HacTPOMKKN MHTepdelica Un rpynnbl UHTEpPdENCcoB Ha
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMIO.

KomaHOowbi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:

console#

Tabnnua 75 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear counters

CHpOCUTL CTAaTUCTUKY ANA BCEX UHTepdeicoB.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

CbpocKuTb CTaTUCTURY aNA nHTepdeiica.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTUBMPOBATb MOPT MAK FPYNMY NOPTOB, BbIKAOHYEHHbIX KOMaHAOM
shutdown.
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show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb CBOAHYIO MHPOPMALMIO O COCTOAHUM, HACTPOIKE U
CTaTUCTUKe nopTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb KOHOUTYpaLMIO MHTEPdENCOB.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb coctoaHue Ethernet-nopTa, rpynnol nopTos.

show interfaces advertise

MoKasaTb MapaMeTpbl aBTOCOI/IacoBaHuA, 06bABEHHbIE A1A BCEX
NHTepdelicos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb MapamMeTpbl aBTOCOM/IacoBaHMA, 06bAB/EHHblE 1A
Ethernet-nopta, rpynnbl NopTos..

show interfaces description

MoKa3aTb onMcaHnA Bcex HTepdelicos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb onucaHue Ethernet-nopta, rpynnbl NopTos.

show interfaces counters

MoKa3aTb CTAaTUCTUKY ANA BCeX MHTepdencoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY AR UHTepdeiica.

show interfaces utilization

MoKa3aTb cTaTUCTUKY NO Harpyske gna scex VIHTepd)el‘;ICOB.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cTaTUCTUKY MO Harpyske ansa Ethernet-nuHtepdelica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans untepdelica.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KOmmyTaTOpe.

show errdisable recovery

MoKa3aTb HAaCTPOWKM A1 aBTOMATUUYECKOM NOBTOPHOM aKTMBALLMK
nopra.
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show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MoKa3aTb NPUUYMHY OTK/IHOYEHUA NOPTa, FPYNMbl MOPTOB U
COCTOfIHME aBTOMATUYECKOM aKTUBaLLUMK.

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group}

show hardware profile MokasaTtb pexxum noptos XLG1-XLG4.
portmode —

% KomaHaa aocrynHa tonbKo ana MES5324.

[pumepbl 861N0AHEHUA KOMAHO

= [lokasaTb cOCTOAHME MHTEPDENCOB:

console# show interfaces status

Port Type
Mode Port Mode

gil/0/1 1G-Copper
-= Access
gil/0/2 1G-Copper
-= Access
gil/0/3 1G-Copper
-= Access
gil/0/4 1G-Copper
-= Access
gil/0/5 1G-Copper
-= Access
gil/0/6 1G-Copper
- Access
gil/0/7 1G-Copper
- Access
gil/0/8 1G-Copper
- Access
gil/0/9 1G-Copper
- Access
gil/0/10 1G-Copper
- Access
gil/0/11 1G-Copper
- Access
gil/0/12 1G-Copper
- Access
gil/0/13 1G-Copper
- Access
gil/0/14 1G-Copper
- Access
gil/0/15 1G-Copper
- Access
gil/0/16 1G-Copper
- Access
gil/0/17 1G-Copper
- Access
gil/0/18 1G-Copper
- Access
gil/0/19 1G-Copper
-- Access
gil/0/20 1G-Copper
-- Access
gil/0/21 1G-Copper
- Access

Flow Link

Duplex Speed Neg ctrl State

- -- Down

- -- Down

-= -— Down

-= -— Down

- -- Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -— Down

-= -- Down

-= -— Down

-= -— Down

-— —-— Down

- -- Down

-— -— Down

Uptime

(d,h:m:s)

Back

Pressure
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gil/0/22 1G-Copper -- - - -— Down - -
-= Access
gil/0/23 1G-Copper -- -- -= —-— Down - -
-= Access
gil/0/24 1G-Copper -- -- -= —-— Down - -
- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -= -— - -— Down -— -
- Access
tel/0/4 10G-Fiber -= -— - -— Down -— -
- Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - - - -= Not Present
Po2 -= -= -= -= -= Not Present
Po3 - -- -- -- - Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Po6 —— - - -— -= Not Present
Po7 -= - - - -= Not Present
Po8 —— - - -— -= Not Present
Po9 - -- -- -- - Not Present
Pol0 —— - - -— -= Not Present
Poll -= - - - -= Not Present
Pol2 —— - - -— -= Not Present
Pol3 —— - - -— -= Not Present
Pol4 -= - - - -= Not Present
Pol5 —— - - -— -= Not Present
Pol6 —— - - -— -= Not Present
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= [loKas3aTb CBOAHYIO MHPOPMALMIO O COCTOAHWUM, HACTPOMKe U cTatUcTUKe Ethernet-nopra (pexunm
OoTObparkeHUs CTaTUCTUKM KnaccudumKaLumm Tpadumka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

OO O OO0 ooOo

O J oUW

- lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled - -
tel/0/2 10G-Fiber Disabled -- -
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled -- -

fol/0/3 40G-Fiber Disabled -- -

fol/0/4 40G-Fiber Disabled - -
gil/0/1 1G-Copper Enabled Slave -
Pol - Enabled Slave --
Po2 -= Enabled Slave --
Po8 -- Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

" [MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 111 o o 007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Pl o & 3 ez

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 76 — OnucaHme cY4eTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiiTOB.

InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAaKeTOB.
InMcastPkts Konunyectso NpUHATBLIX MHOrOaZpeCcHbIX NaKeToB.

InBcastPkts Konnyectso NPUMHATBIX LWWMPOKOBELLATEeNbHbIX MAaKEeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX MAKeTOB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATEIbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAMYecTBom HanT
He COOTBETCTBYIOLLMM AJIMHE) U HEe NPOLUEALLNX NPOBEPKY KOHTPO/IbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaApPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLWMM A/IMHE, HO
He NpoLeALwnx NPOBEPKY KOHTPObHOMK cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/IEYEHHbIX B €4MHUYHYIO KOJIZIM3UIO, HO BNOCAEACTBUM Ne-
pegaHHbIX ycnewHo.

Multiple Collision
Frames

Konnyectso KagpoBs, BOB/ieYeHHbIX 60ee Yem B OZHY KONIMU3UIO, HO BNOCAEACTBUN
nepeAaHHbIX yCNeLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa Nepegayvm oT/0XKeHa n3-3a 3aHA-
TOCTU Cpeabl nepeaayun.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmsma sadrMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbin nepenaHbl U3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

KonnuyecTtBo cay4vaes, KOrga COCTOAHUE KOHTPOA HeCYLLl.eVI 6b110 noTepAaHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpuHATLIX NaKeTOB, Ppa3Mmep KOTOPbIX NPEBbILLAET MaKCMMasIbHbIM pas-
peLleHHbI pa3mep Kagpa.

Internal MAC Rx
Errors

Konnuectso KagpoBs, KOTOpPble He bW NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
owmnbKKn npuema Ha yposHe MAC.
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Symbol Errors Ona vuTepodelica, paboTatouiero B pexkmume 100 M6UT/c — KOANYECTBO CyYaes, KO-
roa UMesica HefoNyCTUMBbIIA CUMBO A@HHBIX, B TO BPEMA KaK NpaBu/bHasn HecyLLan
6blna npeacTaBnieHa.

Onsa nHtepdeitca, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YecTBO CNy4YaeBs, KOrga CpeacTBa NpMemMa 3aHATbl B TeYeHUe BpemMeHu, paBHOMY UK
6onbwemy yem pasmep csoTa (slotTime), u B Te4eHWE KOTOPOrO MMENOCb XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh owWMOKY npuema gaHHbIX (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vHTepodelica, paboTatoLiero B NoJHOM AynaeKcHOM pexxume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOrAa CPeacTBa NpUema 3aHATbl B TeYEeHWe BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJTbHbIN pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro MMenochb XoTA 6bl ogHO cobbiThe, KoTopoe 3actasnsaeT PHY BbigaBatb
olWKMBKY NprMema ZaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaaowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 77 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO
vlan database —

KomaHoa Aelicmeue

MNepeiitn B pexxum KoHdurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — pgo6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLieH-
HbIX A1 BHYTPEHHEro UCMO0/b30BaHUA;

- remove — ynannTb yKasaHHble VLAN ID 13 nepeyHa 3anpe-
LWEeHHbIX AN1A BHYTPEHHErO UCMOb30BaHMUA;

- except — n06aBWTb B NepeyveHb 3anpeLeHHbIX A1 BHYTPEeH-
Hero ncnonb3osaHuA Bce VLAN ID, 32 nckntovyeHmem yKasaHHbIX
B KayecTBe napameTpa;

- none — ounctutb nepeyeHb VLAN ID, 3anpeLueHHbIX ANnA BHYT-
PEHHEero Ncnosib3oBaHuA.

vlan mode {basic | tr101}

—/basic

BK/I1OYMTb BO3MOXKHOCTb A06aBneHna Ha GU3NYECKOM MHTEp-
delice B pexmme customer cpasy ABYX uaeHTUOMKaTOpoB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cObop cTaTUCTUKM gns ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTh C60p CTAaTUCTUKU ANA YKA3aHHOIo Anana3oHa.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdeice cpasy 2 naeHTndukaTopa
VLAN (B perknme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. Mpu aTom aeicTene BbINOJHAETCA TO/IbKO ANA
TpaduKa, upyuwero c wHTepdelica, yKasaHHOro B [OaHHOM
HacTpoliKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO MPUMEHeHWe AaHHOro npaswunaa. [JuanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem Yepes
3aNATYIO UM YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Ypaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayYeH gas 3agaHusa
napameTpos KoHourypaumm VLAN.

Tabnuua 78 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,

arp, (0600-ffff (hex)}*);

encaps: (ethernet,

rfc1042, licOther);
ethernet group:

(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOK0/10B, aCCOLUNPOBAHHbIX
BMmecCTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.

114 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:
console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}

console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3a4aHus napameTpos
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B pexKMM HacTponku mHtepdenca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnnua 79 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
o ymMmon4aHuro
name name name: (1..32) L0o6aButb umsa VLAN.

KomaHoa Aelicmeue

no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHNE MO YMOIYAHUIO.
COOTBETCTBYET HOMEpPY

VLAN

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

Buna 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHdurypaumm nHtepoeliica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIN pexum AO0CTyneH U3 pexkuma KoHOUrypauum v npegHasHavyeH ANs 3a4aHus NapameTpos
KOHdUrypaumm nHtepdeiica (nopta KOMMyTaTopa MAK rPynnbl NOPTOB, PabOoTalOWMX B peXKMME pasaeneHuns
Harpysku), nMbo ananasoHa uHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
— trunk — wHTepdeiic, NPUHUMAIOLWMIA TOJIbKO TETMPOBAHHbINA TPAadUK, 33 UCKIKOUYEHUEM OA-
Horo VLAN, KoTopbIn MOXeT 6biTb A06aBfeH C MOMOLLbIO KOMaHAabl switchport trunk native

vian;

— general — nHTepdeic c nonHon noaaepxkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 80 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb perkmum paboTbl nopta B VLAN.
- mode — pexum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana untepderica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/npuUHMMaTh BCe
TUNbI KagpoB

MprHMMaTbL Ha MHTepdeiice TONBKO Kagpbl onpeseseHHOro Tuna:
- untagged-only — To/bKO HeTerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTbL Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nntepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a/aTb NepeyncieHrem Yepes 3anATyio UAKN YKa3aTb HavasbHoe U
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes gepuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oob6asutb Homep VLAN B KauecTtse Default VLAN ana aaHHoro
nHTepdeiica. Becb HeTerMpoBaHHbIV Tpad K, NOCTYNAOWMIA HA
OaHHbIM NopT, onpeaenserca B AaHHyto VLAN.

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnucok VLAN gna nntepdeiica.

- tagged — nopt 6yaeT nepenasaTb TErMPOBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopt 6yaeT nepesasBaTb HETETMPOBAHHbIE NAKETbI
ona VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3a4aTb
nepeyncieHnem Yepes 3anaTyto UM yKasaTb Ha4yaNbHOE U
KOHeYHoe 3HayeHuA AuanasoHa yepes geduc "-".

Ypanute cnucok VLAN pgns untepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu ycraHosneH VLAN
no YMOYaHUIO

Hob6asutb naeHtudukatop VLAN nopta (PVID) ans ocHoBHOro
MHTepoeica.
-vlan_id — naeHTMounKaumMoHHbIn Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/dunbTpauma
BK/tOYEHa

BbIK/IOUNTL ANA OCHOBHOIO MHTEpdelica GUAbTPaLMIO BXOAALLMX
nakeToB Ha OCHOBE NPUCBOEHHOro MM 3HayeHusa VLAN ID.

BKOUNTB 418 OCHOBHOIO MHTepdelica GUAbTPALMIO BXOAALLMX
nakeToB Ha OCHOBE NPUCBOEHHOro MM 3HaveHuAa VLAN ID.

Ecnun dunbTpauma BratoYeHa, 1 nakeT He BxoauT B rpynny VLAN c
npuceBoeHHbIM nakeTy 3HadeHnem VLAN ID, To naket
oTbpacbiBaeTca.
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switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHMMaTh BCe
TUNbI KaJpOoB

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TonbKO TerMpoBaHHble;

- untagged-only — To/bKO HeTernpoBaHHbIe;

- all — Bce Kagpol.

MpUHMMaTbL Ha UHTepdelice Bce TUMbI KagPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOBUTL Npasuio knaccudumraumm VLAN ana nHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — VAeHTUOUKALMOHHBIV HOMep Fpynnbl;

-vlan_id — npeHTuduKaumMoHHbIN Homep VLAN.

Y8anuTb NpaBuao KnaccuduKkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOBUTL Npasuio knaccudurkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npueaske K MAC-agpecy.

- group — VAeHTUOUKALMOHHBIV HOMep Fpynnbl;

-vlan_id — npeHTudUKaLMoHHbIN Homep VLAN.

Y8anuTb NpaBuao Knaccudurkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTL Npasuio knaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOY.

- group — NaeHTUOUKAUMOHHbIN HOMEP FPynnbl;

- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

Y4anuTb NpaBuao KnaccuduKkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALWMX C AaHHOTOo MHTepdeiica.
Donyctumbie 3HaueHus Ethertype npeacraBneHbl B
. MpunoxkeHue B. Nopgaep:kuaemble 3HaueHus Ethertype.

3ameHuTb ethertype NCXoAALLErO C MHTepdeica NakeTa Ha
3Ha4YeHne No YyMOYaHMIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy knaccupukatopos VLAN.
Lonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaep:kmnsaemble 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl knaccudumkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKoro MHTepdeica.
- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

[06aBUTb K BXOAALLMM HETEMMPOBAHHbIM MaKeTaM Ha KJMEHTCKOM
nopTy BHyTpeHHUI 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewWwHMI 802.1q 3aroNoBOK, CoaepKawuin pvid 4ONONHUTENBHON
VLAN (S-VLAN).
Ans paboTbl 3TOM KOMaHAblI HEO6X0AMMO BKNIOUUTD
H rno6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMe NO YMOAYAHMUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He asnatowmxca VLAN nonb3oBaTenbCcKoro uHtepdeiica) Ha
HacTpansaeMom UHTepdelice, COBMECTHO C NO/1b30BaTENAMM
L,PYrux NoNb30BaTEIbCKMX NOPTOB, MPUHUMAIOLLUX
MHOroagpecHbli Tpaduk 13 faHHbIx VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3agaTb
nepeyncieHmMem Yyepes 3anaTyo UAM YKa3aTb Ha4yabHOE U
KOHEYHOoe 3HayeHus gManasoHa Yepes gedpuc "-".

3anpeTuTb NPUHMMaTb MHOTOaAPeCHbIN TpaduK Ha
HacTpanBaeMom uHTepdelice.
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switchport forbidden vian
add vian_list

switchport forbidden vilan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoXKHO 3a4aTb
nepeyncaeHnem Yyepes 3anAaTyo UM yKa3aTb Ha4yaNbHOE U
KOHeYyHoe 3HayeHuMA guanasoHa yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopty.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonuyaHutio
YNIEeHCTBO B AedONTHOM
VLAN paspeLieHo

3anpetutb gobasneHune gedontHon VLAN nopty.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecT NOPT B PEXKMM U30AALMUN BHYTPU FPYNMbl NOPTOB.

BoccTaHOBMTL 3HaUYeHMe no YMONYaHUIO.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonuyanutio
ncnosb3yercs
MapLpyTn3aumsa no
6a3e AaHHbIX
n3y4yeHHbIx MAC-
aapecos (FDB)

Mepesectn nopt B pexkum Private VLAN Edge. OTmeHseT
MapwpyTusaumio no 6ase gaHHbIX M3yyeHHbIXx MAC-agpecos (FDB)
1 HanpaB/feT BeCb OAHOAAPECHbIN, MHOTOAAPECHbIN U
LWMpPOKoBeLWaTeNbHbIN Tpaduk Ha uplink-nopT.

OTKAHOUYNTE OTMEHY MapLUPYTM3aLmMmM No 6ase AaHHbIX U3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vian
tagged

no switchport default-vlan
tagged

YCcTaHOBUTbL NOPT KaK Ternpytowmii B gedpontHom VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 81 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

MokasaTb nHpopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

Mokaszatb uHpopmauuto no VLAN, nouck no ngeHtuduKkaTopy.

show vlan internal usage

MNokasatb cnucok VLAN ana BHyTpEeHHero ncnosib3oBaHumA
KOMMYTaTOPOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTb cocTas rpynnbl gedontHon VLAN.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 82 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHda

Aelicmeue

show vlan multicast-tv vlan

vlan_id vlan_id: (1..4094)

MoKasaTb NOPTHI-UCTOYHUKMU U NPUEMHUKU MHOTO3APECHOTO
Tpadumka B gaHHou VLAN. NMopTbI-UCTOYHMKM MOTYT KaK
nepenasaTb, TaK U MPUHUMATb MHOTOAAPECHbIN TPaduK.

show vlan protocols-groups —

MokasaTb MHPOPMALMIO O rpynMnax NPOTOKO/OB.

show vlan macs-groups —

MNokasatb uHopmauuto o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}

MoKasaTb KOHOUIypaLuto NopTa, rpynnbl NOPTOB.

show interfaces pro-
tected-ports [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKas3aTb cocTosaHMe NopToB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static,

Vlan Name Tagged Ports
1 1

2 2

3 3

4 4

5 5

6 6

8 8

G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN

UnTagged Ports Created by
tel/0/1-24, D
fol/0/1-4,gi11/0/1,

Pol-16
S
S
S
S
S
S

Moka3aTb NOPTbI-UCTOUHUKM U MPUEMHUKN MHOToaapecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports tel/1
Receiver ports: te0/2,te0/4,te0/8

= [loka3aTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3
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MokasaTtb KoHPUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice

VLAN

Port : tel/0/1
Port Mode: Trunk

Gvrp Status:

disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Name Egress rule Added by

N O oy U WDN

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N nnonnon n o

Forbidden VLANS:

Vlan

Classification rules:

Protocol based VLANs:

Group ID

Vlan ID

Mac based VLANs:

Group ID

Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAMTb pasrpaHuyeHuMe TpaduMKa Ha BTOPOM
ypoBHe mogenun OS| mexay nopramu KOMMYTaTopa, KOTopble HaxoAdATcA B OAHOM LUMPOKOBeLaTe/IbHOM
JomeHe.

— Ha kommyTaTopax moxKeT bbITb CKOHOUTypuposaHo Tpu Tuna PVLAN nopToB:

promiscuous — MopT, KOTOPbI cNocobeH 06MeHMBATLCA AAaHHBIMU MEXAY Nt06bIMK
nHTepdelicamu, BkAtoYasa isolated- n community-noptel PVLAN;

isolated — nopT, KOTOPbIN NOJHOCTHIO M30MPOBAH OT APYIUX NOPTOB BHYTPU OLHOTO
n Toro e PVLAN, Ho He oT promiscuous-noptoB. PVLAN 610KMpytOT BeCb TpaduK,
MOyLnin B CTOPOHYy isolated-nopTos, Kpome TpadurKa CO CTOPOHbI Promiscuous-nopTos.;
nakeTbl CO CTOpPOHbI isolated-nopToB MOryT nepenaBaTbCA TONbKO B CTOPOHY
promiscuous-nopTos;

community — rpynna nopTos, KOTOPble MOTYyT 06MeHNBATLCA AaHHbIMU MeXay coboit
M promiscuous-nopTamu, sTu nHTepdeicol oTaeNeHbl Ha BTOPOM yposHe moaenu OSI
OT BCEX OCTa/IbHbIX community-nHTepdeincos, a TakKe isolated-noptos BHyTpu PVLAN.
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Mpouecc BbINOAHEHUA GYHKUMU AOMNOJAHUTENLHOrO pasfeneHus NOpPTOB C MOMOLLbIO TEXHONOTUM
Private VLAN npepctaBneH Ha pucyHke 51.

Promiscuous ports

=X

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
E I
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 51 — Mpumep paboTbl TexHonorum Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, nHrepodeiica VLAN,
nMHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabanua 83 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apaTtb pexkum paboTbl nopta B8 VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3apatb pexkum pabotbl nopta 8 VLAN Trunk.

YCTaHOBUTb 3HAYEHME N0 YMOJIYaHUIO.

switchport private-vlan
mapping [trunk] pri-
mary_vlan add second-
ary_vlan

primary_vlan:

switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

(1..4094);
secondary_vlan:
(1..4094)

no switchport private-vlan
mapping

[06aBUTb OCHOBHYO K BTOopocTeneHHble VLAN Ha promiscuous-
MHTepodenc.
Ha oguH promiscuous-uHtepdeiic Henb3a A06aBUTb
f°  6onbLe ogHoii primary vian.

Yaanutb BTopocTeneHHble VLAN Ha promiscuous-uHTepdeiice.

Y[anntb OCHOBHYIO 1 BTopocTeneHHble VLAN.
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switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary u secondary vlan Ha host-uHtepdeiic.
/I Ha opnn host-untepdeiic Henb3a fo6asutbL Gonble
opHou secondary vian.

Y0anutb OCHOBHYIO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
UHTepoeic.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary nHtepdeiic Henb3s ao6asuTb
secondary_vlan: 6onblie oaHoit secondary vlan.

no switchport private-vian (1..4094) YAanuTb 0CHOBHYIO M BTopocTeneHHble VLAN.

association trunk

switchport private-vlan [o6aBuTb Ha PVLAN Trunk-uHtepdeiic VLAN, He yyacTsytoLLel B

trunk allowed vlan add PVLAN.

vian vian: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTByloLwei B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan

vlan: (1..4094) /1

LNo6asutb Homep VLAN, He yyacTytowyto B PVLAN, B KauecTBe
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

trunk native vlan

Tabnnua 84 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aeiicmeue

private-vlan {primary |
isolated | community}

BkntoumTb mexaHu3m Private VLAN 1 3apatb TMN uHTepdeiica.

no private-vlan OTKNOUMTb MexaHu3m Private VLAN.

private-vlan association
[add | remove]

Oob6asuTtb (yaanutb) npmeasky sTopocTteneHHoi VLAN K

secondary_vlan OCHOBHOW. HacTpolika npumeHnma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusasky sTopocteneHHol VLAN K OCHOBHOI.
/' MaKcmmanbHoe KonM4yecTBo BTopocteneHHbiXx VLAN — 256
MakcumanbHoe Konmdectso community VLAN, KoTopbie MOryT 6biTb aCCOLUMPOBAHbI

c oaHol ocHoBHOM VLAN — 8.

[Mpumep HacmpolKu uHmMepagelicos Kommymamopa Switch A (pucyHok 51 — [Mpumep pabomesl mex-
Hoso2uu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit
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interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

exit
|

interface vlan 100
name primary
private-vlan primary
private-vlan association add 201-202

exit

|

interface vlan 201
name isolate
private-vlan isolated

exit
|

interface vlan 202
name community

Mpumep Hacmpoliku uHmepagelicos npu pabome mexHono2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscous nopT — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|

interface gigabitethernet 1/0/4
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switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-unTepdennc cosmaérca npu HasHadeHuu [P-agpeca Ha 0b6oM M3 MHTEepdencoB YCTPOMUCTBA
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypaumm nHtepdeica IP.
console# configure

console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum A0CTYNeH U3 perrMma KoHbUrypaumm v npegHasHaydeH AN 3afaHWA napameTpos
KOoHoUrypaumm nHtepodeiica IP.

Tabnuua 85 — KomaHabl perkuma KoHouUrypaumm nitepoderica IP

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

directed-broadcast BkntounTb dyHKuMIo nepesBoaa IP directed-broadcast naketa B
CTaHAAPTHbBIN LIMPOKOBELLATE/NbHbIN NAKeT U paspewmnTb

—/BbIK/IIOYEHO N o
nepenavy yepes BbiIbpaHHbIN NHTepENIC.

no directed-broadcast 3anpetutb TpaHcasaumto IP directed-broadcast nakeTos.

BknatounTb nepeagpecaumio WnpokKoseLlatenbHbix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTOpbI ByayT
nepeHanpaBAATbCA NaKeTbl.

helper-address ip_address

ip_address: A.B.C.D

no helper-address ip_ad-

OTKAOYMTbL Nepeagpecaumio WnpoKoseLatenbHbix UDP-nakeTos.

dress
ip irdp Pa3pewnTb paccbinky aHoHcoB npoTokona IRDP (ICMP Router
—/BK/OYEHO Discovery Protocol).
no ip irdp OTKNIOYNTD PaACChINIKY aHOHCOB.
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[Mpumepbl 8bINOAHEHUA KOMAHO

!

Bkatountb pyHKumto directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if) # exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

JaHHaa ¢GyHKUMSA NO3BONSET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NpaBun GUALTPALMM MO HOMepPam
BHyTpeHHMx VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NPaBMA, Ha OCHOBaHMM KoToporo byaet obpabaTbiBaTbea TpaduK.

MpaBuna Selective Q-in-Q ncnonb3yloT annapaTtHble pecypcbl TCAM. CymmapHblii 06bem
npasun gna cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHoro
ycTpoiicTaa (3a BbiueTom 66 NnpaBua No ymonyaHuio). MakcumanbHoe Konuyectso SQinQ-
npaBuA ANA OAUHOYHOrO YCTPOICTBA NpuBeAEeHO B Tabanue 9 — OCHOBHblE TEXHUYECKUE
XapaKTepPUCTUKMU.

Ecnn ycTpoiictBa o6beaunHeHbl B cTeK, To cepsucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ncnonb3syioT
TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsyior TCAM onpeaeneHHoro unit-a.
MaKcumanbHoe cymmapHoe Koandectso SQinQ-npaBua cteka MES5324 — 11600 npasun.
MakcumanbHoe cymmapHoe Konnyectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKcumanbHoe cymmapHoe Koanuyecteo SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (Ouana3oHa uHmepgelticog) Ethernet u Port-Chan-

nel

Buna 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console# configure
console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range

{..}}

console (config-if) #
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Tabnnua 86 — KomaHabl pexkuma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHoa

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co3aaTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas meTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByaeT NPUMEHATHCA KO BCEM BXOAALLMM NakeTam, K
KOTOpbIM He 6blnn NpUMeHeHbl gpyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3aatb 3anpeLLatoLlee NPaBuao, Ha OCHOBaHWU KOTOPOTO
BXOZAALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecaum ingress_vlan_id He yKka3biBaeTca —
6yayT 0TOpacbIBaTLCA BCE BXOAALLME NAKETDI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLLee NPaBMAO, HA OCHOBAHWUM KOTOPOTO
BXOAALLME NaKeTbl C BHELWWHe MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbes 6e3 usmeHeHui. Ecav ingress_vian_id He
yKa3blBaeTca — byayT nepenaBaTbCa BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAA METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yka3biBaTb — npasuio byget
NPUMEHATHCA KO BCEM BXOAALMM NaKeTaMm.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuo selective qing ans exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOIHAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3paTtb NpaBW/IO, Ha OCHOBAHUM KOTOPOTO BHELIHAS MeTKa
ingress_vlan_id ncxopauwero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

no selective-qging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmx NakeTos.

KomaHObI pexcuma KoHguypauuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdeinca VLAN:

console (config-if)#

Tabnuua 87 — KomaHgbl perkmma KoHourypaumm nnitepodeiica VLAN

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NPaBMAO A1 ypaBaeHUs KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q Tpadwmka.
B KauectBe outer_vlan_id ucnonb3yerca sHewHuii VLAN
(S-VLAN). Ona paboTbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) aonkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb cozgaHHoe npasuno.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 88 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnMcok npasun selective ging.
show selective-qinq inter- OTo6pa3unTb CNUCOK NpaBuA selective ging gas yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopTa.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan . OTO6pasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C
. vlan_id: (1-4094) .
vlan_id] nomouybto Q-in-Q Tpaduka.

[pumepbl 86IN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwW/o, Ha OCHOBAHMM KOTOPOro, BHELIHAA METKa BXoAswero naketa 11 bygert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

= OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLItopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuyectBa broadcast-, multicast-, unknown unicast-
coobLLeHNI, 0 AHOBPEMEHHO NepesaBaemMblx Mo CETU Yepes OAMH NOPT, YTO MPUBOAMUT K MeperpysKe pecypcos
CETU M NOABAEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPU HAIMYMU «3aKO/IbLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KommyTaTop wu3mepseT CKOpOCTb MPUHMMAEMOro LWMPOKOBELLATENbHOTO, MHOrOaApPecHoro U
HEeW3BECTHOTO OAHOAAPECHOro TpaduKa ANA MOPTOB C BKAOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENBHOTO
«WTOPMa» M OTOpacbIBAET NaKeTbl, €C/IM CKOPOCTb NPEBbILLAET 334aHHOE MaKCMMa/ibHOE 3HaYeHUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi
NopTOB:

console (config-if)#
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Tabnnua 89 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/OYNTBL KOHTPO/Ib MHOT0aAPeCcHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- level — 06bem TpaduKa B NpOLLEHTaX OT MPOMNYCKHOW CNocobHo-
TV nHTepodeiica;

- kbps — obbem TpadukKa.

Mpu obHapy»eHnn mHoroagpecHoro TpaduKka nHTepdenc mo-
»KeT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuweHwui (trap).

BbIK/IOYNTL KOHTPO/Ib MHOTOaAPeCcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/HOYNTb KOHTPO/Ib MHOTOAAPeCcHOro TpaduKa:

- registered — 3apervucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpw 06HapyKEeHNN MHOToagpPecHoro TpaduKka MHTepdec moxeT
6bITb OTKAOYeH (shutdown) nnun gobaBneHa 3anuch B XKypHan co-
obuieHuii (trap).

BbIK/IHOYMTb KOHTPO/Ib MHOTOAAPECHOrO TpadumKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOIO OHOAAPECHOrO TpaduKa.

- level — 06bem TpaduKa B NpoOLLEHTaX OT MPOMNYCKHOM CNOCO6HO-
TV nHTepodeiica;

- kbps — ob6bem TpaduKa.

Mpwn obHapyKeHUN HEU3BECTHOTO OAHOAAPECHOrO TpaduKa UH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam pobasneHa 3a-
NUCb B }KypHan coobuieHnit (trap).

BbIKOUMTL KOHTPOJIb OA4HOAAPECHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BKHOUYNTbL KOHTPOJ/Ib HEM3BECTHOMO O4HOAAPECHOro TpaduKa.

- ppS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpy 06Hapy»KEHUM HEWU3BECTHOIO OA4HOAAPECHOTO TpaduKa UH-
Tepdelic MoxKeT bbITb oTKAtoYeH (shutdown) nau gobasneHa 3a-
NUCb B KYPHan coobuieHnit (trap).

BbIKOYMTL KOHTPOJIb OA4HOAAPECHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BKAHOUMTL KOHTPO/Ib LUMPOKOBELLaTeNbHOrO TpaduKa.

- level — 06bem TpadumKa B NpoLeHTax OT NPONYyCKHOM CNOcobHO-
CTM uHTepodelica;

- kbps — obbem TpadukKa.

Mpy 06HapyKeHUN WNPOKOBELLATENbHOTO Tpaduka MHTepdeiic
MO3KeT bbiTb oTkAtoueH (shutdown) man pgobasneHa 3anuch B
YKypHan cooblueHwuii (trap).

BbikntounTb KOHTPO/1b LWWMPOKOBELWLATE/IbHOIO Tpad)MKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpy 06HapyKeHUN WUPOKOBELLATENbHOTO Tpaduka MHTepdeiic
MO3KeT 6biTb oTKAtoveH (shutdown) unm pgobasneHa 3anucb B
YKypHan coobuueHwuii (trap).

BbikntounTb KOHTPO/1b LWWMPOKOBELWLaTe/NIbHOIO Tpad)m(a.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 90 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o YyMOAYAHUIO
show storm-control inter- MNokasaTb KoHUrypaumo ¢yHKUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | ykasaHHoro nopta 160 Bcex NopTos.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port]

[pumepbl 8bINOAHEHUS KOMAHO

= BK/KOUYUTb KOHTPO/b LWMPOKOBELLATENBHOIO, MHOFOAAPECHOIO N OAHOAAPECHOrO TpaduKa Ha 3-m
nHTepodelice Ethernet. YcTaHOBUTbL CKOPOCTb AN KOHTpOAUpPYemoro Tpaduka — 5000 K6/c: gns wu-
pokosewartenbHoro, 30 % NoaoCbl NPONyCKaHMA gNA Bcero MHoroagpecHoro, 70 % aAna HeM3BecTHOro
0AHO3ApPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 pynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBaloT noagepkky rpynn arperaumm KaHanos LAG B Ko/IMYecTBe COr/1acHO
Tabnuue (ctpoka «Arperauma KaHanos (LAG)»). Kaxaaa rpynna nopToB A0KHA COCTOATb M3 MHTepdeincos
Ethernet ¢ oaMHakoBoW CKOpOCTbO, paboTalowmx B AyNAeKCHOM pexnme. ObbeamMHeHWe NOPToB B rpynny
YyBEANUYMBAET NPOMYCKHYHO CNOCOBHOCTb KaHafa MeXKay B3aMmMoAenCTBYOWMMM YCTPOMCTBAMM U NOBbIWAET
OTKa30yCTOMYMBOCTb. [pynna NnopToB ABAAETCA A1 KOMMYTaTOpPa OAHUM NOTMYECKMM MOPTOM.

YCTPOWCTBO NOAAEPKUBAET ABA PexMma paboTbl rpynnbl NOPTOB — CTaTMYecKasa rpynna M rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBylOWEM pasgene
KOHUrypaumum.

/’- Ecau gna uHtepdeiica npoussemeHbl HACTPOIKK, TO Ana pobasneHusa ero B rpynny cae-
AYeT BEPHYTb HAaCTPOIKU MO YMONYaHUIO.

[obasneHne nHTepdelicos B rpynny arperaumn KaHanoB AOCTYMHO TONbKO B peMme KoHdUrypauum
nHTepdelica Ethernet.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgetica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #
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Tabnnua 91 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..48);

mode: (on, auto)

no channel-group

[o6asutb ethernet-uHtepdeiic 8 rpynny nopTos.
- on — po6aBuTb NOPT B KaHan 6e3 LACP;
- auto — po6aBMTb NOPT B KaHan ¢ LACP B pexxume «active».

Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if)#

Tabanua 92 — KomaHabl pexkuma KoHourypauum nHtepdeiica Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

lacp min-links min-links

min-links: (1..8)/1

no lacp min-links min-links

3agaTb MMHMMaIbHOE YMC/I0 aKTUBHbIX IMHKOB B cocTase Port-

Channel, npu KoTopom oH nepexoauT B coctosiHue Up.
HacTpoiika Bo3moXKHa TonbKo npu pabote Port-Channel
B pexxume LACP.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:

console# configure
console (confiqg) #

Tabanua 93 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |
src-ip} [mpls-aware]

—/src-dst-mac-ip

no port-channel load-bal-
ance

3apaTb MexaHU3m 6anaHCUMPOBKM Harpysku gna ctpaternm ECMP
W ONA rPYNNbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKU
ocHoBbiBaeTcs Ha MAC-agpece, IP-agpece u TCP-nopTte
Ha3HayeHus;

- dst-mac — mexaH13m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
ajpece nosnyyatens;

- dst-ip — mexaHn3m 6anaHcMPOBKM OCHOBbLIBaeTCA Ha IP-
ajpece nosayyatens.

- mpls-aware — BKatoyeHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTKamu gna Bcero ycTpoicTea. AKTyaibHO
TO/ILKO C pexknumamu 6anaHcMpoBku no L3/L4-3aronoskam
nakera.

Bo3BpaT K HacTpoviKam 6anaHCUPOBKM Harpy3Kun No yMoNYaHMIo.
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KomaHOb! pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnua 94 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rPynne KaHanoB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

CDyHKLI,MEI\;I CTaTh4yeckux rpynn LAG asnaetca O6'be,CI,MHEHMe HECKOJZIbKUX d)mamqecr(mx KaHa/10B8 B O4WUH,
YTO MNO3BONAET YyBE/IMYNUTL MPONYCKHYHO CNOCOBHOCTb KaHa/sia M MOBbICUTb €ro OTKa30yCTOﬁHMBOCTb. Ana
CTaTUYECKMX rpynn NnpnopuTeT MCNnos1ib3aoBaHNA KaHa/10B B O6'be,£],MHEHHOM ny4yke He 3a4aeTcA.

/’- DOna BKNoueHMA paboTbl HTepdeiica B COCTaBe CTAaTUYECKOW FPynnbl UCMONb3YHATE KO-
maHay channel-group {group} mode on B pexxume KoH$PUrypaLum cOoTBETCTBYIOLLErO UH-
Tepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) aBnseTca o6beauHeHMe HEeCKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/loB WCMNOAb3yeTcA A8 YBEAMYEHMUA MPOMYCKHOM
CNOCOBHOCTM KaHana M MNoBbllEHMA ero oTKasoycTtoiumsocTn. LACP nossosisieT nepepasaTb TpPaduK no
06beAMHEHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.

V’- Ona BKnoueHua paboTbl uHTepdeiica no npotokony LACP ucnonb3yiite KomaHAy
channel-group {group} mode auto B pexxume KOHPUrypaunm cOOTBETCTBYIOLLErO UHTEP-

deiica.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 95 — KomaHabl pexkmuma rnobanbHoO KoHPUrypaumum

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuio
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YCcTaHOBUTb 3HaYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:

console (config-if) #

Tabnmua 96 — KomaHabl pexkmuma KoHpurypaumm nHtepodeiica Ethernet

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIM TalimayT npoTokona LACP:
Mo ymonuyanutio o
- long — ganTensbHoe BpemA TaimayTa;
ncnonbsyercs N
- short — manoe Bpems TalimayTa.
- 3HaveHue long
no lacp timeout YCTaHOBUTb 3HaYEHME NO YMOYAHMIO.
lacp port-priority value YcTaHOBUTL NpuopuTeT uHTepdeica Ethernet.
P port-p - y - value: (1..65535)/1 p1op pé
no lacp port-priority YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 97 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show lacp {gigabitethernet Mokaszatb uHPopmauuto o npotokone LACP ana nHtepdelica
gi_port | tengigabitether- Ethernet. Ecnv gononHutenbHble napameTpbl HE UCNO/b3YHOTCA,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To 6yAeT NoKasaHa BcA MHoOpMaums.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — MoKasblBaeT NapameTpbl HACTPOMKHU
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKONa;
tocol-state] - statistics — noka3bIBaeT CTaTUCTUKY PaboTbl MPOTOKOA;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

;;rc;v:;?cp port-channel group: (1..48) Mokaszatb MHPopmauuto o npoTtokone LACP ansa rpynnbl NopTos.

[pumepbl 8bIN0AHEHUS KOMAHO

= Co3patb Nepsyto rpynny nopTtos, paboTatoLLyto no npoTokoay LACP v BKAtovatoLLyto ABa UHTepdelica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config) # interface port-channel I

console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# speed 10000

console (config-if)# channel-group I mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1,/0/4

console (config-if)# speed 10000

console (config-if)# channel-group I mode auto

console (config-if)# lacp port-priority 13
( ) #

console (config-if exit
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5.13.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAtloT 06beamMHUTb OAHY MAW HecKosibKo Ethernet-nuuHunii ons
yBeANYEeHMA CKopocTu K obecneyeHunsa oTkasoyctohumsocTn. MLAG TaK e u3secTHa Kak VPC (Virtual port-
channel). NMpu o6bluHOM LAG arpernpoBaHHble TMHUM AONXKHbI BbITb Ha OAHOM (M3MYECKOM YCTPOICTBE, B
cnyyae xe ¢ VPC arpervpoBaHHble IMHUN HaxoZATCA HA pasHbix Gu3nyeckux yctpoicreax. OyHkuma VPC
No3BONAET COEAMHUTD ABa GMU3NYECKUX YCTPOICTBA B OAHO BUPTYanbHOE.

/ Mpu HacTpoiiKe VPC Ha 04HOPAHIroBbIX KOMMYyTaTOpPaxX A0NXKHA O6bITb 0AMHAKOBAA Bepcusn
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpoOAMPYIOTCA TONbKO KOMMYTaTOPOM C posbto Primary, KommyTa-
Top Secondary ucnonb3yeTt HacTpPoiikK Primary.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumum:

console (config) #

Tabanuya 98 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmesue
o ymon4arHuro

vpc domain domain_id Co3patb VPC-gomeH.
Ha oaHOM ycTpoiicTBe MOXKeT 6bITb CO34aH TONIbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMACTBaX A0/MKEH
6bITb 0guHaKoBbI VPC-gomeH.

domain_id: (1..255)

no vpc domain domain_id Yaanute VPC-gOMeEH C ycTpolicTBa.

vpc group group_id Co3spatb VPC-rpynny. [1nA Kax[oro arpernpoBaHHOro UHTep-
deiica fonkHa bbITb co3gaHa otaenbHas VPC-rpynna. Ha nap-
HbIX ycTpocTBax Homepa VPC-rpynn foMKHbI COBNAAaTb.

group_id: (1..63) CymmapHoe Konuuectso VPC-rpynn He moxKeT npe-
V BbICUTDb 48.
no vpc group group_id Ypanute VPC-rpynny ¢ ycTponcTea.
vpc Bkntountb pexkum VPC. Ucnonb3yeTtca nocne KoHoUrypaumm
—/BbIK/IIOYEHO VPC.
no vpc Bbikntountb pexkum VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 99 — KomaHabl pexkmma KoHourypaumm VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
peer link group HasHauutb Port-Channel B kauectse peer-link.
group: (1..48)
no peer link NckntoumTb Port-Channel 13 yyactma s VPC.
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peer detection

—/BbIK/OYEHO

no peer detection

BkntoumTb peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneunsaowmii pyHKunoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn uHTep-
deiica peer-detection.

Bbikntountb peer detection protocol.

peer detection interval

msec
msec: (200..4000 )/700

no peer detection interval ms

3afaTb MHTEpBan OTNPaBKKU cooblieHui peer detection pro-
tocol.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

peer detection timeout

msec msec:

(700..14000)/3500ms

no peer detection timeout

3afaTb Bpems oxuaaHus oTeeTa peer detection protocol.

YCTaHOBUTb 3HaYeHue Nno YMO4YaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] udp_port:

(1..65535)/50000

no peer detection ipaddr

Hactpoutsb IP-agpec nonyyatensa naketos, |IP-agpec otnpasu-
Tena u UDP-nopT ans peer detection protocol.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

peer keepalive

no peer keepalive

BkntoumTb cnyx6y keepalive.

BbIkntounTb cnyby keepalive.

peer keepalive timeout sec
sec: (2..15)/5

no peer keepalive timeout

3apaTb BpemA OXMAAHWA OTBETa Ha 3anpoc LenoCTHOCTU
peer-link.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

role priority value value: (1..255)/100

no role priority

YCTaHOBUTb NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHbLUMM
3HauyeHWem byaeT HasHaveHo Primary.

YCTaHOBUTb 3HaYeHue No YMON4YaHULO.

system mac-addr mac_ad-
dress —

no system mac-addr

YcraHosutb MAC-agpec cuctembl Ana otTnpasku B VPC-nopThbl.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

system priority value
value: (1..65535)/32767

no system

YCTaHOBUTb NPUOPUTET CUCTEMbI A5 OTNpaBku B VPC-nopTbl.
[onxeH bbITb 0AMHAKOBbIN Ha 060MX yCTPOICTBAX.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma KoHguaypayuu VPC

Buna 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabanua 100 — KomaHgb! pexkuma KoHdurypaumm VPC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

domain domain_id

domain_id: (1..255)

no domain domain_id

YcraHoButb VPC-group yneHom VPC-gomeHa.

Uckntountb VPC-group ns VPC-gomeHa.
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vpc-port group

no vpc-port group

group: (1..48)

LOo6asutb Port-Channel 8 VPC-rpynny.

UckntounTb Port-Channel ns VPC-rpynnbi

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 101 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

show vpc

OT06pa3unTb MHPopmaumto o KoHourypaumm VPC.

show vpc group id

OT06pasunTb MHGopMaLMIo 0 TekyLem coctoaHumn VPC Group id.

show vpc peer-detection

OTob6pa3unTb cocTosiHMe cNyXbbl peer detection protocol.

show vpc role

OT06pas3unTb MHGOPMaLMIO O POSIN YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection

}

OT06pa3nTb coCTOAHME cHETYUKOB cyxbbl VPC.

5.14 Hacrtpoiika IPv4-agpecauun

B naHHOM pasgene onvcaHbl KOMaHAbl A8 HACTPOMKM CTaTUYECKMX NapameTpoB |IP-agpecauunm, Takmx
Kak IP-agpec, macka nopaceTu, WA3 MO ymoayaHuto. Hactpoika npotokosos DNS u ARP onucaHa B
COOTBETCTBYIOLWMX pa3genax JOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,

Loopback

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptos., nHtepdeica VLAN, nutepdeiica Loopback.

console (config-if) #

Tabnunua 102 — KomaHapl pexkuma KoHoUrypaumm nHtepoderica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address {mask
| prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-

cetun.
mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-

71 3HaueHMe MaCKM MO3KeT 6bITb 3anucaHo M6o B pop-
CTBO e4MHUL, B BOMYHOM NPEACTaBNEHUU MACKM.

Yaoanuts IP-agpec uHtepoeiica.

ip address dhcp

no ip address dhcp

MNonyumnTs IP-agpec ana HacTpansaemoro nHTepdeica ot DHCP-
cepBepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

3anpeTtntb ucnonb3osaHue npotokona DHCP ana nonyyeHma IP-
afpeca BblbpaHHbIM MHTEpdeicom.
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ip unnumbered [vlan Paspewntb KoHdUTypupyemomy uHTepdeicy 3ammcTeosaTthb IP-
vlan_id | loopback loop- vlan_id: (1..4094); appeca VLAN n Loopback-uHtepdelica.

back_id] loopback_id: (1..64)

no ip unnumbered OTKNOYUTD QYHKLMIO 3aMMCTBOBaHUA agpeca.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 103 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4yaHuro

ip default-gateway ip_ad- 3a4aTb ANA KOMMYTaTOpa aApec Wk3a No YMOAYaHMIO.
dress —/wno3 no

- YMO/IYaHMIO He 3a4aH -
no ip default-gateway Y4anuTb HazHauYeHHbI agpec WA3a Mo YMOAYaHMIO.
ip helper-address {ip_inter- BkntounTb nepeagpecaumio wnpokosewaTenbHbix UDP-nakeTos
face | all} ip_address Ha onpeAaeneHHbI agpec.
[udp_port_list] - ip_interface — IP-agpec uHTepdeiica, ANA KOTOporo

BbINOMIHAETCA HACTPOIKA;

- all — no3BonAeT BbIGPaTL BCe IP-MHTEpENCHI yCTPONCTBa;

- ip_address — |P-agpec HasHa4yeHMA, Ha KOTOpbIN byayT
nepeHanpasaATbcA nakeTbl. 3Ha4yeHne 0.0.0.0 oTkaovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLnpokoBselLaTebHbIl
TpaduK, HanpaBAEHHbIN Ha NePeYNCNeHHbIe B CMUCKE NOPTHI,
noasepraeTca nepeagpecauun. MakcumanbHoe obluee
KOZIMYeCcTBO NOPTOB M a4pecoB Ha ycTpoiicTeo — 128.

—/BbIK/IOYEHO

no ip helper-address {ip_in-

] OTMEHUTb Nepeagpecaumio Ha 3agaHHbIX HTepdeiicax.
terface | all} ip_address Peaapecau A pé

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 104 — KomaHgb! pexxuma Privileged EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuro

clear host {* | word} word: (1..158) YaanuTb U3 namaTn noayyYeHHble no npotokoay DHCP 3anucu
o COOTBETCTBUI MMeEH UHTepdeicos 1 nx IP-agpecos.
CYMBO/I0OB *
— YZanuTb BCE COOTBETCTBUA.
renew dhcp {gigabitether- OtnpasuTtb 3anpoc kK DHCP-cepsepy Ha obHoBNeHUe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBNeHMM IP-agpeca 3arpyKaerca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdurypaumsa c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OTo6pasunTb Tabanuy nepeagpecaumm WnpoKosewaTenbHbix UDP-
NaKeToB.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console>

Tabnnua 105 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan_id | oob]

vrf-name: (1..32)
CUMBOAA;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MokaszaTtb KOHOUrypaumio IP-aapecaunn Ana ykasaHHOro
nHTepdelica nam obaactTn BUPTyanbHOW MapLupyTusauum (vrf).

5.15 Hacrpoika Green Ethernet

Green Ethernet — TexHosnorvAa, nNo3BoNAIOWAA CHM3UTb 3HepronoTpebsieHne yCTPoMCTBa 3a cyer
OTKNHOYEHUA NUTaHUA ANA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB N U3SMEHEHUNA YPOBHA NepeaaBaeMoro CurHanaa
B 3aBMCMMOCTM OT ANMHbI Kabens.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rn1ob6anbHon KoHPUrypaumm:

console (config) #

Tabnuua 106 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-de-
tect

BKAtOUMTL 3HeprocbeperatoLLnii pexknm 418 HEaKTUBHBbIX
nopToB..

no green-ethernet
short-reach

no green-ethernet en- /eeiknioden OTKAOUNUTb 3Heprocbeperaowmii PeXKUm ANA HeaKTUBHbIX
ergy-detect nopToB.
green-ethernet short- BKOUNTL SHEeprocbeperatoLmin pexmMm A NopToB, K KOTOPbIM
reach NOAK/IOYAOTCA YCTPOMCTBA C ANMHOW Kabensa noakatoueHunn
MeHbLLEe MOPOroBOro 3HaYeHMs, YCTaHaBAMBAEMOTO C MOMOLLbHO
—/BbIK/OYEH

KomaHabl green-ethernet short-reach threshold.

OTKAOUNTb 3Heprocbeperaowmii PeKMMm Ha OCHOBaHWUM ANUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaummn nHtepoderica Ethernet:

console (config-if) #
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Tabnunua 107 — KomaHabl pexkuma KoHpurypaumm nHtepdeliica Ethernet

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
green-ethernet energy-de- BK/I0OUNTB SHEeprocbeperaoLmnin pexkum ans uHtepderica.
tect
—/BKAItOYEH — —
no green-ethernet en- OTKNOUUTL 3Heprocbeperarownii pexkum ans nHtepoelica.
ergy-detect
green-ethernet short- BKOUNTL 3HEeprocbeperatowmin pexkMm Ha OCHOBaHUU A/IMHbI
reach Kabens.
—/BKAtOYEH —
no green-ethernet OTKNOUNTb 3Heprocbeperaowmii PeXKMMm Ha OCHOBaHMM ANNHbI
short-reach Kabens.
KomaHOs! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#
Tabnnua 108 — KomaHgb! pexuma Privileged EXEC
3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuio
show green-ethernet [giga- OTob6pa3unTb CTaTUCTUKY green-ethernet.
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48);
gabitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-me- _ COpOCUTb CHETUMK UBMEPUTEN MOLLHOCTHU.
ter reset
[Tpumepsi 8bINOAHEHUSA KOMQHO
=  OTo0b6pa3unTb CTAaTUCTUKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off
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5.16 Hactpoiika IPv6-agpecauun

5.16.1 lpomokon IPv6

KommyTtatopbl noagep:kusatoT paboty no npotokony IPv6. Mogaep:kka IPv6 sBnsaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MpPOTOKoA IPv6 npu3BaH, B NMepcnekTuBe, MOJIHOCTbIO 3aMeEHUTb agpecauumio
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclwmnpeHHoe agpecHoe npocTpaHcTeo — 128
6uTt Bmecto 32. Aapec IPv6 npeacTtaBnseT coboi 8 610KoB, pa3aesieHHbIX ABOETOUYMEM, B KarKaom boke 16
6U1T, 3aNnCaHHbIX B BUAE YETbIpex LWeCTHaAUATEPUYHbIX YNCen.

Momnmo yBennyeHuA aapecHOro MPOCTPAHCTBA NPOTOKOAN IPV6 mmeeT wunepapxmyeckyto cxemy
agpecaumn, obecrneumBaeT arperaumio MapLlpyToB, YMpoLaeT Tabavuy MaplupyTusauum, npu 3TOM
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOPA NOBbLILAETCA 33 CHET MEXaHWU3Ma OOHAPYKEHMA COCELHUX Y3/10B.

NlokanbHble agapeca IPv6 (IPv6Z) B KOmMyTaTope HasHayaloTcA WHTepdeicam, nosTomy npwu
ncnoab3oBaHMKU IPV6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii bopmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]2|3|4|5|6]|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V Ecnu 3HayeHue rpynnbl UK HECKOJIbKUX Fpynn NoApAa B agpece npotokona IPvé paBHo
Hynio — 0000, To AaHHble rpynnbl moryt 6biTb onyuweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpaLlyeH o FE40::AD21:FE43.
CoKpalleHuo He MOryT bbiTb NOABEPrHYTbl 2 pa3aeneHHble HyneBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEO4HO3HAYHOCT!.

V’ EUI-64 — 310 ngeHtudukatop, co3gaHHbii Ha 6ase MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 mnagwmmmu 6utamm IPve-agpeca. MAC-agpec pa3busaertca Ha gse yactu no 24
6uTta, mexay KotTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 109 — KomaHgb! pexkuma rnobasnbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymona4vaHuro
ipv6 default-gateway 3a4aTb 3HAYEHWe IoKaNbHOro agapeca IPv6-wato3a no
ipv6_address YMOJIYAHUIO.
no ipv6 default-gateway Ypanutb HacTpoikm IPv6-ww1it03a No ymonvaHuio.
ipv6_address
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ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet

Co3patb cTatnyeckoe cootseTcTeme mexay MAC-agpecom
cocefiHero ycTpoicTtea 1 ero IPv6-agpecom.

- ipv6_address — |Pv6-agpec;

- mac_address — MAC-agpec.

fo_port | port-channel
group | vlan vian_id}
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Ypanutb ctatuyeckoe cootseTcTBne mexay MAC-agpecom
cocefiHero ycTponcTtsa u ero IPvb-agpecom.

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

3apaTb orpaHunyeHune ckopoctu ana ICMPv6-coobLieHnin 06
olmnbKax.

ipv6 icmp error-interval
milliseconds [bucketsize]

milliseconds:
(0..2147483647)/100;

no ipv6 icmp error-interval bucketsize: (1..200)/10 YCTaHOBUTb 3HAYEHME N0 YMONYAHMUIO.

[06aBUTb CTaTMYECKUIA MapwpyT IPv6.

- prefix — ceTb Ha3HayeHus;

- prefix_length — npeduKc macku cetu (KOIMYEeCTBO eguHuUL, B
Macke);

- gateway — W03 ANA AOCTyNa K CETU Ha3HaYeHus.

ipv6 route
prefix[prefix_length
{gateway} [metric] prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

no ipv6 route prefix YaanuTb cTaTM4ecKuii mapwpyT IPv6.

/prefix_length [gateway]

ipv6 unicast-routing BK/IlOYMTbL NepeHanpaBAeHne 04HOAAPECHbIX MAKeTOB.

— /BbIKOYEHO

no ipv6 unicast-routing OTKNOYUTL NepeHanpas/ieHne 04HOaLPECHbIX NAKETOB.

KomaHOb! pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:
console (config-if) #

Tabnvua 110 — KomaHapl pexkuma KoHpurypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

3Ha4yeHue/3HayeHue

Aelicmeue
o yMmon4YaHuo

KomaHoa

ipv6 enable BkntounTb noanepKKy IPv6 Ha nHTepdelice.

—/BbIK/OYEHO

no ipvé enable OTKAOYUTL NoaaepKKy IPv6 Ha nHTepdeiice.

3agatb IPvb-aapec Ha nHtepdelice.

- ipv6_address — IPv6-agpec, HaszHauyeHHbIM MHTepdeicy (8
6/10KOB, pasfeNieHHbIX ABOETOUMEM, B KaxKaom baoke 16 6uT,
3aMnMnCaHHbIX B BUAE YETbIPEX WecTHAALATePUYHbIX Yucen);

- prefix_length — pnuHa npedukca IPv6 — aecaTuyHoe Yncno

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

prefix-length: (0..128)

((0..64) ecnw — KOJIMYECTBO CTapLUMX 6BUT aipeca COCTaBAALWMX NpedUKC;
McnonbsyeTcg4r;apameTp - eui-64 — npeHTUdMKaTOp, CO3aaHHbIN Ha 6aze MAC-agpeca
eui-

WHTepdelica, 3anucbiBaeTca B 64 mnaglwmx buta IPv6 agpeca;
- anycast — yKasbIBaeT, 4TO 3a4aHHbIV agpec anycast-agpec.

no ipv6 address [ipv6_ad- Yaanuto IPv6-agpec ¢ nHtepdelica.

dress/prefix_length] [eui-64]

BK/OYNTb aBTOMATUYECKYHO KOHdurypauumio IPve-agpecos Ha
uHTepdeiice. Aapeca HacTpauMBaloTCA B 3aBUCMMOCTM OT npe-
$UKCoB, KOTopble moayyeHbl B  coobleHuax «Router
Advertisement».

ipv6 address autoconfig n
0 YMONYaHUIO

aBTOMaTUYecKan
KOHOUIypaLuus BKAOYEHA,

aipeca He Ha3Ha4YeHbl.

no ipv6 address autoconfig YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

3azaTb IoKanbHbIN IPv6-agpec nHtepdeiica. Crapwme 6uTbl no-
KanbHbIx IP-agpecos B IPv6 — FE80::

ipv6 address ipv6_address/pre-

fiX /ength link-local Mo YMONYaHUIO 3Ha4YeHune

JI0OKa/IbHOTO agpeca:

(FE0::EUI64) Ypanutb nokanbHbIn IPv6-agpec.

no ipv6 address [ipv6_ad-
dress/prefix-length link-local]
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ipv6 nd dad attempts at-
tempts_number

3af4aTb KOAMYECTBO COObLWEeHUt-TpeboBaHMi, nepedaBaemMblxX
MHTepdencom B3aMMoAeNCTBYOWEMY YCTPOMCTBY B C/lyyae 06-

no ipv6 unreachables

(0..600)/1 HapyeHus gybaunkaunm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts BepHyTb 3HaYeHWe No ymonyaHuio.

ipv6 unreachables Bkntountb ICMPV6-cO06LEHNS O HEAOCTUNKMMOCTM agpecaTta
—/enabled npu nepegave NakeTos Ha onpeaeneHHbIN MHTepdeic.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ipvé mld version version

" " version: (1..2)/2
no ipvé mld version

Onpepenntb Bepcuio NpoTokosa MLD ansa nHtepodeiica.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 111 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb MHbopmaymio o coceaHux IPv6 yctpoictsax, co-
JeprKallytocs B Kalle.

clear ipv6 neighbors

OunMCTUTL K3, cofepKawmii MHOOPMALMIO O COCeaHMX
yCTpoOMcTBax, paboTatowwmx no npotokony IPv6. UHdopmauma
O CTaTUYEeCKUX 3aNnCAX COXPaHAETCA.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 112 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

HAeilicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKasaTb HacTPOMKKM NpPoToKoANa IPV6 Ans yKazaHHOTo UHTep-
deiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);
| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

MokasaTb Tabauuy IPv6-mapLipyTos.
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5.17 HacTtpoiKa NnpoTOKoN0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetcs onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
copeprKalleMy €ero gomMeHHoe MuMA. basa [AaHHbIX COOTBETCTBMIA AOMEHHbIX WMMEH Y3/10B CeTu W
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKU B peskume r106anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnua 113 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewwnTtb ncnonb3osaHne npotokona DNS.

3anpeTutb Mcnosb3oBaHue npoTokoaa DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BKkntounTb paboty DNS-cepBsepa.

Bbikntountb paboty DNS-cepBepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegenuts IPv4/IPv6-aapeca gna aoctynHbix DNS-cepsepos.

Ypanuts IP-agpec DNS-cepBepa 13 cnncka AOCTyNHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

OnpeaennTb LOMEHHOE MMSA MO YMOIYaHUIo, KoTopoe Byaert
MCNONb30BaTbLCA MPOrPaMMON, 418 AONONHEHUA
HenpaBu/IbHbIX LOMEHHbIX UMeH (LOMEeHHbIX UMeH 6e3 TOUKM).
[N OMEeHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu ByaeT
[06aBNATLCA TOUKA M YKa3aHHOE B KOMaHAE LOMEHHOE UMS.

YaanuTb JOMEHHOe MMA MO YMOAYAHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpepennTb CTaTUMECKNE COOTBETCTBUA MMEH y3/10B ceTu |P-
aapecam, 406aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpegenuTs oo BocbMu |IP-
agpecos.

Ypanutb ctaTUyeckne COOTBETCTBMA MMEH Y3108 ceTu |P-
aapecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 114 — KomaHabl pexmma EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

YaanuTb 3anucb COOTBETCTBMA MMeHM y3na ceTh IP-agpecy Kawa
nnbo sce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OT06pa3nTb AOMEHHOE MMA MO YMOYaHUIO, cnucok DNS-
CcepBepoB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA UMEH
y3108 cetu u IP-agpecos.

Mpun Ncnonb30BaHUN B KOMAHAE UMEHU y3/1a CETH,
oTobparkaeTcA COOTBETCTBYOWMIA emy IP-agpec.

show ip dns server

OT06pa3uTb ctaTyc DNS-cepBepa 1 CNUCOK AOCTYNHbIX
cepBepoB.

show ip dns server cache —

OT06pa3unTtb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OT06pa3unTb NOAPO6HbLIN BbIBOA 3aMMCK, BKAKOYAOLWMI B cebs
oTeeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3unTb obuiee YNC0 3anNpocoB M obLLee YUCI0 OTBETOB,
HanaeHHbIX B cache-hit.

clear ip dns server cache —

Ounctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyIWITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yCcTaHOBUTb AOMEHHOE NMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3e/1 CETU C UMeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTOKon paspelleHus aapecoB) — MNPOTOKOA KaHa/bHOIo
YPOBHSA, BbINOAHALOWMIA yHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprKalleroca B 3anpoce |P-

appeca.

KomaHabl pexxuma rnobasbHon KoHdurypaumm

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypauumu:

console (config) #
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Tabnnua 115 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

arp ip_address hw_address

[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D;
tengigabitethernet te_port dopmat hw_address:

| fortygigabitethernet H.H.H

fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

no arp ip_address gi_port: (1..8/0/1..48);
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);

| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)

group | vlan vian_id | oob]

[o6aBuTb cTaTMyeckyto 3anucb cooTsetcTemsA IP- 1 MAC-
agpecos B Tabaunuy ARP gna yKasaHHOro B KomaHze
uHTepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Yaanutb ctaTuyeckyto 3anmce cooteetcTama IP- u MAC-agpecos
n3 Tabaunupl ARP gna ykazaHHOro B KomaHzae nHTepdeiica.

arp timeout sec
sec: (1..40000000)/60000

HacTpouTb Bpems XU3HW AMHAMUYECKUX 3anucel B Tabavue
ARP (c).

no ip arp proxy disable

" cek
no arp timeout YCTaHOBUTb 3Ha4YeHUe NO YMONYAHUIO.
ip arp proxy disable OTKNOUUTL peXkum npokcmposaHmna ARP-3anpocos gna
. KOMMyTaTOopa.
—/OTKNIOYEH

BkntoumTb pexknm npokcuposaHua ARP-3anpocos gna
KOMMyTaTOpa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 116 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

YpanuTb Bce guHamumyeckue 3anmcu ns ARP-Tabanupl (KomaHaa
[OCTYyMNHA TONbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTeNsA).

show arp [ip-address ip_ad- dopmar ip_address:
dress] [mac-address A.B.C.D
mac_address] [giga- dopmat mac_address:
bitethernet gi_port | tengi- H.H.H vaun H:H:H:H:H:H
gabitethernet te_port | for- nnu H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.
- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasaTtb rnobanbHyto KoHdurypauuto ARP 1 koHourypaumio ARP
ons nHtepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#
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Tabnmua 117 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl uHTepdeicos, nHtepdeitca
VLAN

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro

ip proxy-arp BkntounTb pexkum npokcmposaHua ARP-3anpocos Ha

HacTpanBaemom MHTepoeice
- —/BKAIOYEHO

no ip proxy-arp OTKNOYNTL peXum npokcmpoBaHnA ARP-3anpocoB Ha
HacTpanBaemom MHTepoeiice.

ip local-proxy-arp BKntounTb Ha nHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpockl K XocTam,
HaxoAALMMCA B TOM YMCNIe Ha 3TOM Xe L3-uHTtepdeiice). Ona

—/BbIK/IOYEHO .

paboTbl AaHHOW GYHKLMM HA NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIN Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTkntounTb ByHKUMOHan Local Proxy ARP Ha uHTepdodelice.

[pumepbl UCM016308AHUS KOMAHO

[JobaBuTb cTtatnyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTQHOBUTb BPEMSA XKU3HU AMHAMUYecKuX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console (config)# arp timeout 12000

= [lokasaTb cogepkmumoe ARP-Tabsmupbl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb No cetu uaeHTudumkatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP sasnsetcs
obHapyeHne nHdopmaLmm 06 OTCyTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHun
coobuieHnit GVRP. Nonyune nHdopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnneT ee B cBoto 6asy
OAHHbIX.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypaumuu:
console (config) #

Tabnnua 118 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

3HaveHue/3HavyeHue "
KomaHda / Aeilicmeue
no ymos14aHuro
gvrp enable / BkatounTb ncnonb3osaHue npotokona GVRP-kommyTtaTtopom.
—/BbIKIOYEH
no gvrp enable BbIKNOUMTBE MCNonb3oBaHMe NPOToKoaa GVRP-kommyTaTopom.
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gvrp static-vlan

no gvrp static-vlan

MonyuyeHHble no GVRP VLAN 6yayTt aBTomatnyeckn Aobasnatben
Bo vlan database.

OTKAOUUTb fo6aBneHue vlan-0B, NONYYEHHbIX NO NPOTOKOY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabanua 119 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
gvrp enable BkntounTtb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIKAOYEH
no gvrp enable BbIkntounTb Mcnonb3osaHue npoTokona GVRP Ha HacTpanBaemom
uHTepodelice.
gvrp vlan-creation-forbid 3anpeTnTb AMHaMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepoeica.
—/pa3spelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONHUTL CHATUE perncTpaumm ana scex VLAN 1 He gonyckatb
CO34aHuA UK pernctpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YCTaHOBUTb 3HAYEHME MO YMOYAHWIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHurypaummn nutepoeiica VLAN:

console (config-if) #

Tabnnua 120 — KomaHabl pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtutb aHoHcMpoBsaHue VLAN no npotokony GVRP.

OTmMeHuUTb 3anpeT Ha aHoHcnpoBsaHue VLAN no npotokony GVRP.

KomaHOwbi pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 121 — KomaHapl pexkmma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
clear gvrp statistics OYNCTUTL HAKONJIEHHYIO CTAaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console>
Tabnnua 122 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
show gvrp configuration Moka3aTb KoH$Urypauuio npotokona GVRP gna ykazaHHoro
[gigabitethernet gi_port | nHTepoerica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics Moka3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHtepodeiica, 1mbo ansa Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasaTb CTaTUCTUKY MO oWwmMbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN YKa3aHHoro uHtepodelica, MmMbo gna Bcex UHTEPENCcoB.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbI MexaHM3M MO3BO/IAET YCTPOMCTBY OTC/EXKMBATbL 3aKO/IbLOBAaHHbIe MOPTbl. MeTasa Ha nopty
0bHapy»KMBaeTCcA NYTEM OTCbIIKM KOMMYTAaTOPOM KaJpa C agpecom HasHayeHWs, COBMaAatoWwMM C O4HUM U3
MAC-agpecoB ycTpoiicTBa.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rn1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnmua 123 — KomaHabl pexmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IOUMTb MeXaHM3M 06HapyKeHWUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHUE MO YMONYAHUIO

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwWA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauyecTBe agpeca HazHayeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKA;

- base-mac-addr — B KauecTBe agpeca HasHaYeHMA UCMO/b3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHayeHuUA
MCMNoNb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuA
MCMNONb3yeTca WNPOKOBeLLaTebHbIN afapec.

BocctaHOBUTL 3Ha4YeHWe nNo yMON4aHUKo

loopback-detection vlan-based

no loopback-detection
vlan-based

—/BbIK/IIOYEHO

BKAOUUTL pexkum obHapyKeHusa netam Bo VLAN. Mpu Hannumm
netnu 8o VLAN aaHHan VLAN b6yaet 3ab610KknpoBaHa Ha NopTy, Ha
KOTOopom bblna obHapykeHa neTns.

OTKNOYUTL pexkum obHapyKeHus netim so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNIOYEHO

3apaTtb Bpems 610KkMpoBkKu VLAN.
- value — Bpems, no ucteyeHne kotoporo VLAN aBTomaTMUECKM
pa3bnokunpyercs.

3abnoknposaHHble VLAN He ByayT BOoCcCTaHaB/AMBATLCA
aBTOMaTUYECKM.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, Htepdeiica rpynnbi

nopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

Tabnunua 124 — KomaHgbl pexuma KoHdurypaumm nHtepoeica Ethernet, rpynnbl nHtepdeicos, nHtepdeiica

VLAN

fortygigabitethernet fo port | port-channel group}

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BKAOUMTL MexaHU3M o6Hapy>|<eHm| neTesib Ha NOpPTYy

BoccTaHOBUTL 3HaYeHWE N0 YMONYAHUIO

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 125 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuro

show loopback-detec- OT06pa3unTb cocToAHNe MexaHM3Mma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

KomaHda Aeiicmeue

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOWM 3agayen npotokona STP (Spanning Tree Protocol) aBnaetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBWAHON TOMONOMMM, MCKAIOYAlOWeEN UMKAbI NaketoB. KommyTtaTopbl
06MeHMNBalOTCA KOHOUIYPAUMOHHbIMU COOBLLEHMAMM, WCMOAb3YA Kagpbl crneuwanbHoro d¢opmarta, M
BbIBOPOYHO BKNKOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTsl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBepllueHCTBOBaHMEM npoToKona STP, xapaKrepusyetca
MEHbLUMM BpemeHeM NPUBeLEeHUA CETU K APEeBOBMAHON TOMNOAOMMU U UMeET 60/1ee BbICOKYH YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHON peanusaumen STP,
noagepxusatouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro Koam4yecTsa
3K3eMNAAPOB CBA3YloLLEro Aepesa (spanning tree) BHe 3aBucMMOCTM OT Uncna rpynn VLAN Ha KommyTaTope.
Kaxkabli 3K3eMNIAp MOXKET cofepraTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP siBnsieTcs 1O,
YTO Ha BCEX KOMMYTATOpax, B3aumoaencteytowmx no MSTP, 10KHbI ObITb OAMHAKOBO CKOHOUIYPUPOBAHDI
rpynnbl VLAN.

V MaKcMmanbHO A0NyCTUMOE KONNYeCTBO 3K3emnaapos MSTP yKasaHo B Tabnuue 9.

MexaHn3m Multiprocess STP npegHasHaveH 419 CO34aHNA He3aBncMmbix aepesbes STP/RSTP/MSTP Ha
nopTax yCcTponcTBa. M3ameHeHMA COCTOAHUA OTAENbHOTO AepPeBa He OKA3bIBAKOT BAUAHUS Ha COCTOAHUE APYIUX
OEepPEeBbLEB, YTO NO3BOJIAET NOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHMUA AepeBa B Cyyae
0TKa30B. [pu KOHOUIYpUPOBAHUM CRedyeT WCKAIYUTb BO3MOMHOCTb BO3HMKHOBEHMA KONel, mexay
nopTaMm-4sieHaMm pasHbiX gepesbeB. [ 06CnyKMBAHUA N30MPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NPOoLLeCcC Ha Kaxgoe aepeso. C npoueccom ConocTaBAAKTCA NOPTbI YCTPONCTBA, NPpUHaAiexKaLme

Aepesy.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnnua 126 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOA4YaHUIO

spanning-tree JaKnioueHo Pa3pelnTb UCMO/Ib30BaHWE KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTuTb UCNoAb30BaHNME KOMMYTaTOPOM NpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

—/RSTP

YCcTaHOBUTb pexxum paboTbl NpoTokoaa STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.
- pvst — Per-Vlan Spanning Tree Protocol.

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3HaYe€HME N0 YMONYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YCTaHOBWTb MHTEPBAN BPEMEHM, 3aTPauYMBaEMbIi Ha
NPOC/yLWMBaHUE U U3yYEeHUE COCTOAHMI nepes,
nepeklYeHeM B COCTORHUE Nepesayn.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBAN BPEMEHU MEXAY Nepesayamm
LUMpPOKoBeLLaTeNbHbIX coobuieHnin «Hello» K
B3aMMOZENCTBYIOLLMM KOMMYTaTOPaM.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

spanning-tree loopback-guard

PaspewnTb 3aWuTy, BbIKAOYAtOLLYIO MHTepdenc npu
nony4yeHunun ceoero BPDU.

- —/3anpeweHo —
no spanning-tree loop- 3anpeTuTb 3aWMTY, BbIK/OYaOLWy0 MHTepdenc npu
back-guard nony4yexHum csoero BPDU.
spanning-tree loopguard de- BKkntounTb PyHKLMIO Loop Guard gas Bcex NopTos.
fault
—/OTKNKOUYEHO

no spanning-tree loopguard
default

OTKAtoUUTL PpyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMsA KMU3HM cBA3ytoLwero aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTtb npuopuTteT ceasytouero gepesa STP.
3HayeHne NpuopuTeTa A0AXKHO bbITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTb MeTOA onpeaesieHUA LeHHOCTU NyTH.
- long — 3HauyeHMe yeHHocTn B AnanasoHe 1..200000000;
- short — 3HaueHue ueHHOCTM B AnanasoHe 1..65535.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

OnpenennTtb pexxum obpaboTkm naketos BPDU-
MHTepdencom, Ha KOTOPOM BbIK/KOYEH NPOTOKOA STP.

- filtering — Ha nHTepdeiice ¢ BbIKNOYEHHbBIM MPOTOKOIOM
STP BPDU-nakeTbl GpunbTpytoTCA;

- flooding — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKONOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TErMpoBaHHble — GUNLTPYIOTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co34aTb OTAENbHbIN NpoLecc U NepeBecTu KoMaHAHbIN
MHTepdENC B pexum ero KoHpurypauum.
V BHyTpM npouecca NpUMeHUMbI BbilleyKa3aHHble
KOMaHAbl:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

YaanuTh yKasaHHbI npouecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/1tOUMTL OrpaHMuYeHne Ha KonnyecTso obpabaTbiBaemMblix
TCN/TC BPDU 3a ycTaHOBAEHHbIN MHTEpBa/ BPeMEHU Ans
STP, RSTP, HyneBoro ak3emnaapa MSTP.

BbIKNIOUMTL OrpaHMYeHne Ha KonnyecTso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YCTaHOBWUTb MHTEPBA/ OrpaHUYeHMsA KoanYecTea
obpabaTbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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spanning-tree tc-protection
threshold count

no spanning-tree tc-protec-
tion threshold

count: (1..255)/1

YCTaHOBWUTb MaKCMMaibHOE KO/IM4ecTBo obpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

’ ' Mpu 3apgaHun STP napameTtpos forward-time, hello-time, max-age Heo6xogumo Bbi-
e nonHeHue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHduUrypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

MopTOB:

console (config-if) #

Tabnuua 127 — KomaHabl pexmuma KoHpurypaumm nHtepodeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
nHTepoerice.

- " —/pa3pelueHo

no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHGUTYypUpyemom
UHTepodeiice.

spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI UHTepdeiic.

no spanning-tree cost

(1..200000000)/cm.
Tabnvuy 128

- cOSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta ¥ MeToAa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 128.

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTbL NpuopuUTEeT MHTEpdeiica B cBasytlollem aepese STP.

V 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKNOUUTL pexkum, B KOTOPOM MOPT NPU NOAHATUM Ha HEM IMHKA
Cpa3y CTaHOBMTCA B COCTOAHME Nepesayn, He JOXNAAACh
MCTeYEHUn Tamepa.

- auto — fob6aBnseT 3a4epPKKY 3 CeKyHAbI Nepes Nepexosom B
COCTOAIHME Nepeaayu.

BbIK/NOUUTbL PEKMM MOMEHTA/ILHOTO NepPexoaa B COCTOAHME
nepesayn no NOAHATUIO IUHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/vucnonb3oBaHune
rno6anbHOM HaCTPOKK

BKAOUNTDL 3aLWUTY KKOPHA» 1A BCEX CBA3YIOWMX AepeBbeB STP
Bbl6paHHOro nopTa.

- root — 3anpeLuaeT uHTepoelicy 6biTb KOPHEBbLIM NOPTOM
KOMMYTaTOpa;

- loop — BK/tOYAET Ha UHTepdelice 4ONONHUTENbHYIO 3aLWUTY OT
netenb. B cnyyae ecnv uHTepdec HaxoAUTCA B COCTOAHUM,
oTAnyHom oT Designated v npu aTom nepecraet noayyatb BPDU,
nHTepoeric baokupyercs;

- none — oTK/Ato4aeT Bce Guard-pyHKLMM Ha MHTepdeice.

Mcnonb3oBaTh r106abHYH HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

PaspewnTb 3amTy, BbIK/IHOYalOLLY0 MHTEpdeC npu npuéme
naketos BPDU.

3anpeTuTb 3aWMTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/nna pynnexkcHoro
nopTta — «TOYKa-
TOYKa», AnA
nonyaynieKcHoro —
«pa3BeTB/IEHHbINY

YcTaHoBUTb NpoToKON RSTP B nepesatoLiee cocToaHME U
onpeaennTb TUN CBA3W AN1A BbiIbpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBAEHHbIN.

YCTaHOBWTb 3HaYeHMeE N0 YMOIHAHWIO.

spanning-tree restricted-
tcn

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.
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no spanning-tree re-
stricted- tcn

—/npuvem BPDU ¢
¢dnarom TCN
paspelueH;
vlan_list: (1..4094)

Paspewntb npuem BPDU ¢ dpnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTb pexkum 0b6paboTkun naketos BPDU-nHTepdeicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKoAN STP.

- filtering — Ha nHTepdelice ¢ BbIKOYEHHbIM NPOTOKOAOM STP

BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHBIM MPOTOKOI0M STP
HeTermposaHHble BPDU-naKeTbl nepefatoTca, TermpoBaHHble —
duUnbTpyoTCA.

YCTaHOBWTb 3HaYeHME N0 YMOIYAHWIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpuBA3aTb NOPT K yKazaHHOMY npoueccy. 1o ymonyaHuio Bce
nopTbl NPUBA3aHbI K HyN1EBOMY npoLieccy.
- id — Homep npotiecca.

BoccTtaHOBUTbL NPUBA3KY NOPTA NO YMOYAHUIO.

Tabnnua 128 — LleHHOCTb NYTH, YCTaHOB/IGHHAsA NO YMO/14aHuIo (spanning-tree cost)

Unmepdeiic Memoo onpedeneHusa yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V CToMmoCTb NYTU AN rpynnbl KaHanoB no metoay long no ymonuyaHuio onpegensercs
AeNneHnem CTOMMOCTU MHTepdeiica Ha KOIMYECTBO JIMHKOB B rpynne. 3HayeHue cost gns

LAG npuBegeHo ¢ y4ETOM UNEHCTBA B HEM ABYX PpuU3nMuecknx uHtepdeiicos.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnuua 129 — Komanapl pexknuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNMoKa3aTb cocToAHMe npoToKkona STP.

show spanning-tree detail
[active | blockedports]

MoKasaTb NoapobHY0 MHPOPMaLMIO O HACTPOMKax NPOTOKoNa
STP, nHdopmaumio 06 aKTUBHbIX UAN 3a610KMPOBAHHbIX MNOP-
Tax.
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clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

MepesanycTnTb NpoLecc MUrpaumMm NpoTokona. 3aHOBO NPOMC-

gi__port: (1..8/0/1..48); XOANT nepecyéT aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 130 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

MokasaTb pexum 06paboTkun naketos BPDU Ha nHTepdeiicax.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnuua 131 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3pelwmnTb MCNob30BaHME KOMMYTATOPOM NpoTOKoNa STP.

- —/paspelueHo
no spanning-tree 3anpeTnTb UCMO/Ib30BaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YCTaHOBUTL peXkum paboTbl NpoTokona STP.
rstp | mstp | pvst | rapid-
pust} —/RSTP
no spanning-tree mode YCTaHOBUTb 3HAaYEHUE NO YMONYAHUIO.
spanning-tree pathcost YCTaHOBUTb METOZ ONpeaeNeHnn LLEHHOCTM NYTH.
method {long | short} - long — 3HayeHune ueHHocTH B granasoHe 1..200000000;
—/long - short — 3HauyeHue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree mst in-
stance_id priority priority

no spanning-tree mst in-
stance_id priority

instance_id: (1..15);
priority: (0..61440)/32768

YCTaHOBWTbL NPUOPUTET ANA JAHHOTO KOMMYyTaTopa nepep,
OCTa/IbHbIMM, UCMONb3YIOWMMM 06w M 3k3emnaap MSTP.
- instance_id — ak3emnnap MST;

- priority — npuopuTeT KOMMmyTaTopa.

V 3HauyeHMe npuopuTeTa AO0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.
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spanning-tree mst
max-hops hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YCTaHOBWTb MaKCMMaibHOE KOJIMYECTBO TPAH3UTHBIX Y4aCTKOB
Ana naketa BPDU, Heobxoaumbix ana GOpMUPOBaHNA AepeBa U
yAEePHKaHUA MHPOPMALUK O ero cTpoeHun. Ecnm naker yxxe
npoLen MakCMMasibHOE KONNYECTBO TPAH3UTHbIX Y4aCTKOB, TO
Ha cnefylollem yyacTke OH oTbpacbiBaeTcs.

- hop_count — makcMManbHOE KOIMYECTBO TPAH3UTHbIX
y4yacTkos ansa naketa BPDU.

YCTaHOBWUTb 3HAYeHMUE NO YMOIHaHUIO.

spanning-tree mst in-
stance_id tc-protection

no spanning-tree mst in-
stance_id tc-protection

instance_id: (1..15);

BKtOUNTL OrpaHnyeHme Ha KomdecTBo obpabaTbiBaembix TC
BPDU 3a ycTaHOB/IEHHbI MHTEPBA/ BPEMEHM.

BbIKNIOUMTL OrpaHMyeHne Ha Konnyectso obpabaTbiBaembix TC
BPDU.

spanning-tree tc-protec-
tion mst instance_id inter-
val seconds

no spanning-tree tc-pro-
tection mst instance_id in-
terval

instance_id: (1..15);

seconds: (1..10)/2 cexk.

YCTaHOBWTb MHTEPBAN OrPaHUYEHUsA KOAUYEeCcTBa
obpabaTbiBaembix TC BPDU.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree tc-protec-
tion mst instance_id
threshold count

no spanning-tree tc-pro-
tection mst instance_id
threshold

instance_id: (1..15);
count: (1..255)/1

YCTaHOBUTb MaKCMManbHoe KosimyecTBo obpabaTtbiBaembix TC
BPDU 3a 3aaaHHbIit UHTEPBaN BPEMEHMU.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree mst
configuration

BoliTn B perKnm KoHpurypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPuUrypaumm npotokona MSTP:

console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 132 — KomaHgbl pexxuma KoHdurypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id
vlan vian_range

instance_id:(1..15);
vlan_range: (1..4094)

Co34aTb COOTBETCTBME MEXAY IK3emMNAApom npoTokona MSTP n
rpynnamum VLAN.

- instance-id — npeHTUdUKaTOp 3K3emniApa NpoTokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApoM npoTokona MSTP u
rpynnamu VLAN.

name string

no hame

string: (1..32) cumBona

3apaTb UMA KOHPUrypaumm MST.
- string — vms KoHpurypaumm MST.

YaanuTb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaTtb Homep peBu3nK KoHdurypaumm MST.
- value — Homep peBM3uKn KoHoUrypaumm MST.

YCTaHOBWTb 3HaYeHWe No ymondauuio (value).

show {current | pending}

MokasaTb Tekyuwyto (current) 1Mbo oxunaatowwyto (pending)
KoHUrypauuio MST.

exit N BbITK U3 perrmnma KoHoUrypaumm npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort . BbIliTH U3 pexxnma KoHdurypaumm npotokona MSTP 6e3
COXpaHeHWA KOHOUrypaLuu.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl MopmMos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
NnopToB:

console (config-if) #

Tabnunua 133 — KomaHab! pexkuma KoHpurypauum uHtepdelica Ethernet, rpynnbl noptos

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
spanning-tree guard root BKAOUMTL 3aLMTYy «KOPHA» AN1A BCeX CBA3yOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awWwumTa 3anpeLwaeT uHTepdenicy bbiTb
—/3alumMTa BbIK/OYEHa | KOPHEBLIM MOPTOM KOMMYTATOPA.
no spanning-tree guard YCTaHOBWTb 3HaYeHNe NO YMONIYAHUIO.
root
spanning-tree mst in- YcTaHOBUTb NpUopuUTeT nHTEpdeiica B ak3emnnape MSTP.
stance_id port-priority pri- - instance-id — npeHTUOUKATOP 3K3emnaspa npoTokona MSTP;
ority instance_id: (1..4094); - priority — npunopuTeT uHTepdeiica.
. 3HaueHuMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.
priority: (0..240)/128 V
no spanning-tree mst in- YCTaHOBWTb 3HaYEHME N0 YMOHAHMIO.
stance_id port-priority
spanning-tree mst in- YCTaHOBUTb LLEHHOCTb NYTH Yepes BblIOpaHHbIN UHTepdelic ana
stance_id cost cost onpeaeneHHoOro sksemnaapa npotokona MSTP.
instance_id: (1..4094); | - instance-id — naeHTUdUKaATOpP 3K3emnaspa NnpoTokona MSTP.
cost: (1..200000000) - cOSt — LEHHOCTb MyTK.
no spanning-tree mst in- YCcTaHOBUTb 3HaYeHuWe, onpegensiemoe Ha OCHOBaHUMN CKOPOCTU
stance_id cost nopTa U MeToza onpeaenieHnsa LEeHHOCTU NyTH, cMm. Tabauuy 128.
spanning-tree port-priority YCcTaHOBUTb NPUOPUTET MHTEPPEICA B KOPHEBOM CBA3YIOLLEM
priority pepese MSTP.
priority: (0..240)/128 V 3HaueHue npuopuTeTa [0/KHO 6bITb KpaTHO 16.
no spanning-tree port-pri- YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
ority
:E:nnmg-tree restricted- —/npuem BPDU ¢ 3anpetutb npuem BPDU ¢ dnarom TCN.
no spanning-tree re- MaFOMJEE paspe- Paspewuntb npnem BPDU ¢ dnarom TCN.
stricted-tcn

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 134 — KomaHgb! pexkuma EXEC

KomaHda 3HayeHue/3HayeHue Aelicmeue
o yMmon4aHuio

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

MNMoKas3aTb KoHbUrypaumto npoTokona STP.

gi_port: (1.8/0/1..48); | _ instance_id — naeHtTudUKaTOp 3K3EMNAAPaA NpoToKkona MSTP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).
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show spanning-tree detail MNMokasaTb NogpPobHYO MHPOPMALLMIO O HACTPOMKe NpoTokoia STP,
[active | blockedports] [in- MHbOpPMaLMIO 06 aKTUBHbIX UM 3a6/10KMPOBaHHbIX MOPTaX.
stance instance_id] - active — npocmoTp nHbopmaumm 06 akTUBHbIX MOPTaXx;

instance_id: (1.4094) | _ blockedports — npocmoTp MHPOpPMaLMK 0 3a6N10KUPOBAHHbIX

noprax;

- instance_id — vaeHTudMKaTOp 3K3emnaspa npotokona MSTP.
show spanning-tree MokasaTb MHPOPMaLMIO O CKOHPUIYPUPOBAHHBIX IK3EMMAAPAX
mst-configuration B MSTP.
clear spanning-tree de- MNepesanycTuTb NpoLLecc MUrpaLmm NPoToKo1a. 3aHOBO

tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi__port: (1..8/0/1..48); NpPOMCXoamnT NPOCYET aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NPOTOKOoAA STP, ycTaHOBUTbL 3HAYeHME NpuopuTeTa cBAsytowero gepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHA, MHTePBaN BPEMEHN MeKAY Nepenadyamm LWNPOKO-
BeLlaTeNibHbIX coobLeHni «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MNMokasaTb KoHPUrypauuio npotokona STP:

console (config) # spanning-tree

console (config)# spanning-tree mode rstp

console (config)# spanning-tree priority 12288

console (config)# spanning-tree forward-time 20

console (config)# spanning-tree hello-time 5

console (config)# spanning-tree max-age 38
( ) #

console (config exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — ogHa 13 pasHoBugHocTel npoTokona Spanning Tree,
pacwupsatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiX VLAN. MpuMmeHeHMe gaHHOTo npo-
TOKona no3sonseT B Kaxkaom VLAN co3gaTb otaenbHbI ak3emnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbliit) PVSTP+ (RPVSTP+) siBnsieTcsa ycoBeplieHCTBOBaHMEM NpoToKona PVSTP+, xapakTtepusy-
eTCA MEHbLUMM BPEMEHEM NPUBEAEHNA CETU K APEBOBULHON TONOAOIMMN N UMeeT 6osiee BbICOKYO YCTOMYU-

BOCTb.

/

.‘

.‘

.‘

Bcero nogaep»aHo 64 PVST/RPVST-uHcTaHca. [pr 3Tom HyneBou cnonb3yerca ansa Bcex
VLAN, B KOTOpbIX OTKAloueH PVST/RPVST. Kaxgomy VLAN c BkatoyeHHbim PVST/RPVST
cooTtBetcTByeT oguH PVST/RPVST-uHCTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 6onee 64 VLAN, npu nepexoge B pexxum PVST/RPVST spe-
MeHHO 610KupyloTCcA, NO3TOMY nepep, BkaoueHnem PVST/RPVST Heobxogaumo paccum-
TaTb Konu4vectso ucnonbsyemoix VLAN Ha KonbueBbIX NOpTax KommyTtatopa. Ecam pgaH-
Hoe 3HaueHue npeBbilwaeT 63, TO NePBOHAaYaNbHO HYXHO OTKAuUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

Mpu BKAOYeHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatot PVST bpdu
B0 Bcex VLAN. MoaTtomy B cny4asx, Korga B KObLe UCNOJ/Ib3YHOTCA KOMMYTATOPbI C KO/U-
yecteom PVST/RPVST VLAN, npesblwatowem 63, cnegyer pacwmputb AMmutbl obpa-
60TKkM PVST bpdu-Tpaduka Ha CPU. na 3Toro ncnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnu B npouecce aKcnayaTaumm noHagoburca ybpats VLAN u3 PVST/RPVST-uHcTaHCOB M
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayoLme A4eACTBUA:

1) OTknounTb STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM pexkume KOHPUTypUpoBaHUA).

2) Bknioumntb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» 8 rnobansHom
pexXume KoHPUrypupoBaHms).

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuua 135 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMoAMYaHUKo
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BKntounTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
YMONYaHUIO BCe MHCTaHCbl | VLAN.
spanning-tree vlan vian_list BK/ItOYEHbI OTKNtounTbL paboTty npotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.
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spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dnnbTpaLma OTKOYEH]

dunbTpyeT A nponyckaeT BxoaaLLme Kagpbl PVST/RPVST-
BPDU.

V JaHHasA KoMmaHAa peiicTBYeT B TOM cyyae,
ecnu STP oTkAtoueH 60 BKAKOUYEH B O4HOM
u3 pexxumos: STP/RSTP/MST. Ecau BKAloueH
pexum PVST/RPVST, To gaHHasa KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHo VLAN oTtkaoueH STP.

- filtering — BkAtOUNTL dUNbTPaLMIO;
- flooding — oTkAtOUUTL dUNbTPaLMIO.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBA/ BPEMEHMU, 3aTpaynBaeMblli Ha
NPOCAyWMBaHUE U U3yYEeHUE COCTOAHUI Nepes NepekTyeHnem
B COCTOAHME Nepegayn Ana ykasaHHbix VLAN.
V Talimepbl A0MKHbI COOTBETCTBOBATbL CNEAY-
oweii popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YCTaHOBWUTbL UHTEPBA/ BpEMEHUN MeXay nepesadyamm
LWMpOKOoBeLLaTeNbHbIX coobuweHuit «Hello» K
B3aMMOENCTBYIOWMM KOMMYTaTOpPam A1 yKasaHHbIx VLAN.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YCTaHOBUTb BpeMsA KU3HU cBA3ytoLLero gepesa STP gna
yKasaHHbIx VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpouTb npnoputet ceasytowero gepesa STP.
V 3HaueHue BblGUpaeTca M3 AnanasoHa c Wa-
rom 4096.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKAOUNTB OrpaHUYeHMe Ha KoimyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a ycTaHOB/EHHbI MHTEpBa BpemeHu ansa STP,
RSTP, HyneBoro sk3emnaapa MSTP.

BbIKAIOUMTL OrpaHMyeHne Ha KonnyectTso obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

no spanning-tree vlan
vlan_list tc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2 cex.

YCTaHOBWUTb MHTEPBA/ OFPaHUYEHMA KOANYeCTBa
obpabaTbiBaembix TCN/TC BPDU.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBUTb MaKCMMabHOe KonnyecTso obpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEpBaN BPEMEHM.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if) #
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Tabnmua 136 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dnnbTpaLma OTKAOYEH]

dunbTpyeT MAM NponyckaeT Bxogalme Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.

V JaHHaA KoMmaHAa AeiicTBYeT B TOM cyyae,
ecnu STP oTkntoueH 160 BKAOYEH B O4HOM
n3 pexxumos: STP/RSTP/MST. Ecam BKAOYeH
pexum PVST/RPVST, To gaHHasa KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHou VLAN oTtkawoueH STP.

- filtering — BkAOUUTL dUNbTPaLMIO;
- flooding — oTkntouMTL dUnbTPaLMIO.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbIV HTepdelic aaa
yKa3zaHHbIX VLAN.
- coSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHWe, onpeaenaemoe Ha OCHOBaHMM CKOPOCTH
nopTa ¥ MeTo4a onpeaeneHnsa LeHHOCTU NYTU A8 YKa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpeTtutb paboTy npoToKoa STP Ha KoHdUrypupyemom
MHTepdelice ana ykasaHHbIx VLAN.

Pa3spewntb paboTy npoTtoKona STP Ha KoHGUTYypupyemom
MHTepdelice Ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHOBUTb NPUOPUTET MHTEPdEIica B KOPHEBOM CBA3YIOLLEM
pepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AManasoHa C wa-
rom 16.

YCTaHOBUTb 3HAYeHMe Nno YMOIHaHUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

no spanning-tree vlan
vlan_list guard

vlan_list: (1..4094);

BKNOUNTDL 3aLWNUTY KKOPHA» Ha AaHHOM MHTepdeice ans
yKa3aHHbIx VLAN.

- root — 3anpeLuaeT uHTepoelicy 6biTb KOPHEBbLIM NOPTOM
KOMMYTATOPa;

- loop — BK/tOYAET Ha UHTepdelice AOMNONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae, ecnm HTepdenc HaxoaUTCS B COCTOAHUM,
oTAn4Hom oT Designated v npu aTom nepecraet noayyaTb BPDU,
nHTepoeric baokupyercs;

- none — oTKAo4aeT Bce Guard-oyHKUUM Ha MHTepdeiice.

OTKNtounTL Bee Guard-dpyHKUUKM Ha nHTepdelice.

spanning-tree vian vlan_list
restricted-tcn

no spanning-tree vian
vlan_list restricted-tcn

—/BbIK/IIOYEHO

3anpeTtutb Nnpuem BPDU ¢ dnarom TCN gns yKasaHHbIx VLAN.

Paspewntb npuem BPDU ¢ dpnarom TCN gns ykasaHHbix VLAN.

5.17.6 Hacmpoliika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeAHa3HayeH ANA NOBbILLEHNA YCTOMUYNBOCTU U
HAaJEXHOCTU CeTM nepefayn AaHHbIX, UMEIOLLE KOMbLEBYIO TOMOMOIMIO, 33 CYET CHUMKEHUA BpemMeHu
BOCCTAHOBJ/IEHMA CETU B C/lydae aBapuun. Bpems BOCCTaHOBIEHMA He NpeBbIwaeT 1 ceKyHApl, YTO CYLLECTBEHHO
MeHbLLE BPEMEHW NePEeCcTPOIiKMN CeTM NPU UCNOb30BaHMM NPOTOKO0B CEMECTBA spanning tree.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:
console (config) #

Tabanua 137 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

erps

no erps

—/BbIK/OYEHO

PaspewwnTtb paboTy npotokona ERPS.

3anpetutb paboTy npoTokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ naeHTudumkatopom R-APS VLAN, no
KOTOpol byaeT nepenaBaTbca cnyKebHas MHGopmaums n
nepexos, B peXXMmM KOHGUrypaLmm KonbLa.

-vlan_id — Homep R-APS VLAN.

Ypanutb ERPS-konbLo ¢ naeHtudukatopom vian_id.

KomaHObI pexcuma KOHgu2ypauuu Koasua

Bug 3anpoca KOMaHAHOM CTPOKU B peXknume KoHpUrypaumm Kosbla:

console (config-erps) #

Tabnnua 138 — KomaHab! pexkuma KoHpurypaumnm ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[No6aBuTb AnanasoH VLAN B CNMCOK 3almiLeHHbIX VLAN.
-vlan_list — cnncok VLAN. nanasoH VLAN MoKHO 3a4aTb
nepeyncieHMemM Yepes 3anaTyto UAM yKasaTb HauyasbHoe 1
KOHEYHOEe 3Ha4YeHus AManasoHa yepes gedpuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanntb gnanasoH VLAN 13 cnmcka 3awmueHHbIx VLAN.
- vlan_list — cnucok VLAN ans yganenus.

port {west | east} {giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BbibpaTb west (east)-nopT KOMMyTaTOPa, BKAOYEHHOIO B KOAbLO.

port-channel group} group: (1..48)
no port {west | east} Ypanutb west (east)-nopT KommyTaTopa, BKAOYEHHOTO B KO/bLLO.
rpl {west | east} {owner | BbibpaTb RPL-nopT KOMMyTaTOpa U ero ponb.
neighbor} - west — RPL-nopTom 6yaeT HasHayeH west-nopT;
- east — RPL-nopTom bygeT HasHauyeH east-nopT;
—/no rpl - owner — KommyTaTop byaeT ABnATLCA BAagensuem RPL-nopTa;
- neighbor — KommyTaTop 6yaeT ABAATbCA cocefoM BnasenbLa
RPL-nopra.
no rpl Ypanutb RPL-nopT KommyTaTopa.
level level HacTpouTb ypoBeHb cooblueHuii R-APS. Heobxogumo ans
npoxoxaeHua coobeHnit yepes CFM MEP.
level: (0..7)/1 - ?eve/ —AVDOBeHb c;j)6u.|,eHm71pR-APS.
no level YCTaHOBWTb 3HaYEHME N0 YMOIYAHMIO.
ring enable BKAt0UNTb PYHKLMOHUPOBaAHWNE KOMbLA.

no ring enable

—/BbIK/IOYEHO

BbIKNOUNTL QYHKLMOHUPOBAHWE KOAbLA.

version version

no version

version: (1..2)/2

BbI6paTh peXxMm cCOBMECTUMOCTH C APYrMMM BEPCUAMM NPOTOKONA
G.8032.
- version — Bepcua npotokona G.8032.

YCTaHOBWTb 3HAYeHue no YMO/IHaHUIO.

revertive

no revertive

—/revertive

BbIbpaTb pexxknum paboTbl KonbLa.

YCTaHOBWTb 3HaYeHMeE N0 YMOHAHWIO.
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sub-ring vlan vian_id YKazaTb NoAKO/bLO A1 AAaHHOTO KoJbLia.
vlan_id:(1..4094) - vlan_id — Homep VLAN.
no sub-ring vlan vian_id Yaanutb NogKonbLO.
sub-ring vlan vian_id [tc- BKAIOUMTb OTNPaBKY cMrHana o4ncTkn MAC-TabnLbl B OCHOBHOE
propogation] KOJIbL,O NPWU NepecTpoeHnn NoaKobLa.

o : vlan_id:(1..4094)
no sub-ring vlan vian_id - OTKNOYUTL OTNPABKY CUrHANA o4NCTKM MAC-Tabmnubl B OCHOBHOE

KO/IbLLO NPU NEPECTPOEHUMU NOAKO/bLA.

timer guard value YcTaHOBUTb Taimep, 610KMPYHOLLMIA YCTapeBLUME COObLLEeHUs

value:(10..2000) mc,

R-APS.
- KpatHoe 10/500 mc
no timer guard YCTaHOBWTb 3HAYEHME MO YMOIYAHMUIO.
timer holdoff value YCTaHOBUTb TalMep 3a4ePXKKN peakLnm KommyTaTopa Ha

N3MEeHEeHWe B COCTOAHMMU. BmecTo peakuum Ha cobbitue
BKNIOYAETCA Talimep, N0 UCTEYEHMUM KOTOPOTro KOMMYTATOpP
MHbOpMUPYeET O cBOEM COCTOAHUW. NpeaHa3HayYeH gns
yMeHblUeHus ¢ayaa nakeTos npu GpaannmHre NnopTos.

no timer holdoff YCTaHOBWTb 3HAaYE€HNE NO YMOAYAHUIO.

timer wtr value YcTaHOBUTL Talimep, KOTopbIi 3anyckaeTtca Ha RPL Owner
KOMMyTaTope B revertive-pexkume. Mcnonbsyetca ana
npeaoTBPALLLEHNA YaCTbIX 3aLLUTHBIX NEPEKNOYeHMI U3-3a

value:(0..10000) mc,
KpaTHoe 100 ¢
TOYHOCTbIO 5 Mc/0 mc

value:(1..12) munu/5

MmH CUrHANI0B O HEMCNPABHOCTAX.

no timer wtr YCTaHOBUTb 3HAYE€HME N0 YMOYAHMIO.

switch forced {west | east} dopcrpoBaTh 3aNyCK 3aLLMTHOMO NEPEKIYEHUA KObLA, MPU
—/no 3TOM 6710KMpPYEeTCA YKa3aHHbIW NopT.

no switch forced OTMeHUTb POPCUPOBaAHMA NEPEKNOYEHNS KONbLA.

switch manual {west | Bpy4Hyto 3a610KMpPOBaTh YKa3aHHbIW west (east)-nopt u

east} —/no pa3bnokunpoBaTb east (west).

no switch manual OTMEHWTb PyYHYI0 6N10KMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOLA B PEXUM

KoHbUrypauum Konbla.

KomaHObi pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 139 — KomaHab! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoa4aHuio

KomaHda Aelicmeue

show erps [vlan vian_id] 3anpocutb nHdopmaumio 06 obwem coctosiHumn ERPS nnm

vlan_id: (1..4094)
COCTOSIHUM YKa3aHHOTO KO/bLLA.

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHoOW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) sBnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHMU U XapaKTepucTMKax. MHpopmauma, cobpaHHana nocpeacTsom
npoTokona LLDP, Hakan/avBaeTcs B yCTPOMCTBAX M MOXKET 6bITb 3anpoLleHa YNpaBAAIoLWMM KOMMNbIOTEPOM MO
npoTokony SNMP. Takum 06pa3om, Ha OCHOBaHWUM COBPaHHO MHGOPMaLMK, Ha YNPABAAIOLWLEM KOMMbOTEPE
MOXeT 6bITb CMOAENIMPOBAHA TOMOOTUA CETU.

KommyTaTopbl NOAAePXKMBAIOT Nepeaady Kak CTaHAAPTHbIX NapameTpoB, Tak M OMUMOHAbHbIX, TAKMX
KaK:

—  MM#A YCTPOMCTBA U €ro ONucaHue;
—  MMA NOpTa M ero onucaHue;

—  nHdpopmauma o MAC/PHY;

- uT.a
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:

console (config) #

Tabnunua 140 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
lidp run Pa3pewntb KoOMmyTaToOpy MCNOb30BaHWE NpoToKoaa LLDP.
P —/paspelueHo P yTaropy P
no lidp run 3anpeTnTb KOMMYTaTOPY MCNOAb30BaHMe npoTokona LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

OnpeaennTb, Kak 4acTo yCTpoicTBo ByaeT oTNPaBaATbL
obHoBeHne nHdopmauymm LLDP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp hold-multiplier number

no lidp hold-multiplier

number: (2..10)/4

3a4aTb BE/IMYMHY BPEMEHW A/1A MPUHMMAIOLLETNO YCTPOICTBA, B
TeyeHne KOTOPOro HYXHO yAepXnBaTb NPUHMMaEMble NaKeTbl
LLDP nepep, nx cbpocom.

[laHHaA BeNMYMHA NepesaeTca Ha NPUHUMAOLLYO0 CTOPOHY B LLDP
update-nakeTax (naketax 06HOBNEHMA), ABNAETCA KPAaTHOCTbIO ANA
Talimepa LLDP (lldp timer). Takum obpasom, Bpems KusHu LLDP-
NakeToB paccuuTbiBaetca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxkmnaaTe nepes
NOBTOPHOM UHULManu3aunel LLDP.

YCTaHOBWTb 3HAYEHMe No YMOI4aHUIO.

lidp tx-delay seconds

seconds: (1..8192)/2

YCTaHOBUTbL 3afEPXKKy Mexagy nociegylowumm nepegadamu
naketos LLDP, MHUUMMPOBAHHbIMU M3MEHEHUSMU 3HAYEHWI
WUAK cTaTyca B I0KaNbHbIX 6a3ax gaHHbIx MIB LLDP.

cex V PekomeHayeTca, 4YTO6bl AaHHasA 3aAepiKKa
6bina meHblie, yem 3HauyeHue 0.25* LLDP-
Timer.
no lidp tx-delay YCTaHOBUTb 3HaYEHME N0 YMONYAHUIO.
lidp lldpdu {filtering | Onpeaenntb pexkum 06paboTku naketos LLDP, Koraa npoTokon
flooding} LLDP BbIKNtOYEH Ha KOMMYTaTOpe:
- filtering — yka3biBaeT, 4yTo LLDP-nakeTbl dpunbTpytoTCA, ecam
—/filtering npotokon LLDP BbikntovyeH Ha KommyTaTope;
- flooding — yka3biBaeT, uto LLDP-nakeTbl NnepesatoTca, ecnm
npoToKon LLDP BbIkAtOYEH HAa KOMMYyTaTOpe.
no lidp lidpdu YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

lldp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHoBUTb Yncno nosTopeHuii PDU LLDP gns 6bicTporo 3anycka,
onpegensaemoro nocpegcrsom LLDP-MED.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpeanenvTb NpaBuao a4 napametpa network-policy (ceTeBas
NOAWUTUKA YCTPOMCTBA). JaHHbI napameTp aBaseTcs
OMUMOHa/bHbIM AN1A paclwmpeHusa npotokona LLDP MED.

- number — NopAAKOBbIM HoMep npasuna network policy;

- application — rnaBHaa dyHKLMA, onpeaeneHHas ana AaHHOro
npaswuaa network policy.

-vlan_id — npeHtndukatop VLAN gns gaHHOro npasuna;

- tagged/untagged — onpeaenser, TerMpoBaHHON UK
HeTernposaHHol byaeT VLAN, ncnonbayemas AaHHbIM NpPasuiom.
- priority — npuopuTeT faHHOTO NpasBuaa (MCNob3yeTca Ha
BTOpOM ypoBHe mogenu OSl);

- value — 3Ha4yeHue DSCP, ncnonbayemoe faHHbIM NPaBUIOM.

Ypanutb co3gaHHoe npasuao Ans napameTpa network-policy.
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lidp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
cek

YCTaHOBWUTb MaKCMMasIbHYHO CKOPOCTb Nepeaayn yBeLoMAeHN
LLDP.

- seconds — nepuog, BpeMeHu, B TeYeHe KOTOPOro YCTPOUCTBO
MOXEeT 0TNpaBuTb He 60/1ee 04HOro YBeAOMAEHUS.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnmua 141 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

MO YMONHAHUIO
paspeLueHo
MCNoNb3oBaHMe B 060MX
HanpaBaeHUAX.

Paspewuntb nepegavy naketos no npotokony LLDP Ha
nHTepoerice.

3anpeTnTb Nepegavy NakeTos no npoTokosny LLDP Ha
MHTepodeiice.

PaspewmnTb npMem naketos No NnpoToKoay LLDP Ha
nHTepoelice.

3anpeTutb Npuem naketos No npoTtokosny LLDP Ha
nHTepoerice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/lMo
YMONYaHUIO
onuMoHanbHble TLV He
BKNOYEHbI B MaKeT.

OnpeaennTb, Kakne onumoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/OYEHbI YCTPOMCTBOM B NepesaBaemblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi pgocTynHa TOAbKO Ha
V YCTPOIACTBaX C noaaeprKkoi PoE.

YCTaHOBWTb 3HAYEHME MO YMOYAHMIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}

{stp | rstp | mstp | pause |

802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanuio
onuMoHanbHble TLV He
BKJ/IOYEHDI.

OnpenennTtb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOMCTBOM B nepesasaembiii LLDP-nakeT:

- pvid — PVID unHTepdelica;

- ppvid — nob6asutb/yganutb PPVID;

- vlan-name — po6asuTb/yaanuts Homep VLAN;

- protocol — n06aBUTb/yaannUTb onpeaeneHHbIA MPOTOKO.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMIO.

lidp management-address
{ip_address | none |

automatic [gigabitethernet

gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id1}

¢dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyaHutio
ynpasnsaoLWwmin agpec
onpegenserca
aBTOMaTUYECKM.

OnpenennTtb ynpasaatowWwmi agpec, o6bABAEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaetca ctatnyeckuii IP-agpec;

- none — yKa3bIBaeT, YTO agpec He 06bABNEH;

- automatic — yKasbIBaeT, 4TO CMCTEMa aBTOMATUYECKH

BblOMpaeT ynpasnsatoLWmii agpec, U3 CKOHGUIYpPUPOBaAHHbIX

afApecoB 3af,aHHOro UHTepdelica.

Ecnn untepdeiic ethernet unmn nHtepdeitc rpynnsl noptTos

npuHaganexxat VLAN, To gaHHbiv agpec VLAN He byget

BKJIKOYEH B CMMCOK BO3MOHbIX YNPaB/AOLWMX aflpecoB.

V B cnyyae Hannuua HeckonbKux IP-agpecos cuc-
Tema BblbMpaeT HauyanbHbI IP-agpec U3 guana-

30Ha AMHamu4veckux IP-agpecos. Echu guHamu-

YyecKkue agpeca OTCYTCTBYIOT, TO cucTema BbibU-

paeT HauyanbHbIW IP-agpec U3 guanasoHa BO3-

MOXHbIX cTaTU4ecKux IP-agpecos.
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no lidp management-
address

Ypanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo YMO/IYaHUIO OTMPaBKa
ysegomienuit LLDP
3anpetteHa.

Pa3peluntb/3anpeTuTb OTNpaBKy yBeaomaeHnit LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpewaer.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

PaspewmnTb cnonb3oBaHme paclwnpeHmna npotokona LLDP

location, MED.
inventory)/3anpelyeHo B KOMaHAy MOKHO BK/IOYMTb OT OAHOIO A0 TpexX
MCNonb3oBaHne cneuunanbHbix TLV.
pacwmpeHns NpoToKkona
LLDP MED.
lidp med network-policy HasHaunTb npasuno network-policy sgaHHoMy uHTepdericy.
{add | remove} number - add — Ha3HavaeT npasuo;
number: (1-32) - remove — yaansaeT NpaBuo;

no lidp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuno network-policy ¢ AaHHoOro nHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6aiT;
ecs_elin_data: (10..25)

3a/aTb MECTONOJIOXKEHUE YCTPOMCTBaA A1 npoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — afpec B cMCTEME KOOPAMHAT;

- civic_address_data — afMMUHUCTPATUBHbIN agpec
YCTPOWCTBA;

- ecs-elin_data — appec B popmate, onpeseneHHOM
ANSI/TIA 1057.

- 6anT. ~ -
no lidp med location YaanuTb HacTPOMKKM NapameTpa mecTonosioxeHus location.
{coordinate | civic-address
| ecs-elin}
lidp med notification PaspelwuTtb/3anpeTuTb oTNpasky ysegomnexuin LLDP MED 06
topology-change {enable | MN3MEHEHWUW TOMONOTUN.
disable - enable — pa3peluaeT oTNpaBKy yBeAOMAEHUIA;

} —/3anpeleHo . pasp PaBKY yBEA o
- disable — 3anpeulaeT oTnpaBKy yBEAOMIEHWIA.
no lldp med notifications YCTaHOBWTb 3HaYEHME N0 YMOHAHMIO.
topology-change
/ Maketbl LLDP, npuHATble yepes3 rpynny nNopToB, 3aNOMMUHAIOTCA UHAUBUAYANbHO Mop-
TaMu rpynnbl, NPUHABLWNMU coobweHua. LLDP otnpaBnsaeT pasnnuHble coobeHuna Ha

KaKA4blii NOPT rpynnbl.

/ Pabota npoTtokona LLDP He 3aBUCUT OT COCTOAAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMPOBaHHbIX NpoToKonom STP-nopTax.
Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTOM TO/IbKO B C/ly4ae, ecnum

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnmua 142 — KomaHabl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OumncTuTb Tabnuuy agpecosB 06HaAPYKEHHbIX COCEAHUX YCTPONCTB
M HayaTb HOBbI LUMKA 0BbMeHa nakeTamu no npotokosy LLDP
MED.

show lldp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb LLDP-KoHUrypaLmm Bcex pusnyecknx nHtepodeincos
YCTPOICTBA, IM60 3a4aHHbIX UHTEPENCOB.

show lldp med configura-
tion [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKas3aTb KOHOUIrypauum pacwmpeHunsa npotokona LLDP-MED ansa
Bcex dpusnyeckmx nHtepdericos, NMbo 3aaaHHbIX MHTepdEncos.

show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3saTb LLDP-uHpopmaumto, KOTOPYO aHOHCMPYET AaHHbIM
nopr.

show lidp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb cTatyc nepesarpysku TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTb MHPOPMALMIO O COCEAHMNX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTtokoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb cTaTUCcTUKy LLDP.

[pumepbl 8bINOAHEHUS KOMAHO

=  YcraHoBuTb Ans noprta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasaowmin agpec 10.10.10.70.

console (config) # configure

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc

(

console (config) # interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1lldp management-address 10.10.10.70

= [locmoTpeTb KoHUrypaumio LLDP:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds

Hold Multiplier: 4
Reinit delay: 4 Seconds
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Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabanuya 143 — OnucaHue pe3ynbTaTos

lMone OnucaHue

Timer OnpeaenuTb, KaK 4acTo yCTPOMCTBO oTnpasasAeT LLDP-o6HoBAeHMA.

OnpeaenuTb BeninunHy BpemeHu (TTL, Time-To-Live) Ana npMHMMalOLWEro ycTpoun-

Hold Multiplier CTBa, B TEYEHNE KOTOPOTro HYXKHO YAEpPKUBaTb NpuHUMaeMble nakeTtbl LLDP nepeg,

ux cbpocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMAIbHOE BPEMA, B Te4eHne KOTOPOro nopT 6y,u,eT OXWUaaTb nepen

Reinit delay nocbinkol cnegytouwero LLDP-coobueHus.

Tx delay Onpegenuntb 3a4epKKy mexay I'IOCHjE,CI,erLLI,MMVI nepegadvyamu LLDP-kagpoB, MHULK-
MPOBAHHbIX U3MEHEHUAMM 3HaYeHu NMbo cTaTyca.

Port Homep nopTa.

State Pexxum paboTbl nopTa Ana npotokona LLDP.

Optional TLVs

MNepepasaemble TLV-onumu.
Bo3MOXKHble 3HaYeHuUA:

PD — OnucaHue nopra;

SN — CuctemHoe nms;

SD — OnucaHune cuctembl;

SC — BO3MOXKHOCTM CUCTEMDbI.

Address Ajapec ycTpoicTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications YKa3blBaeT, pa3spelueHbl nam 3anpeweHsl ysegomneHna LLDP.

MNMoKa3aTb MHPOPMALMIO O COCEAHMUX YCTPOMCTBAX:

console# show l1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts=-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112
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802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full

duplex mode
Operational MAU type: Unknown

duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half

Tabnnuya 144 — OnucaHue pesynbTaTos

lMone OnucaHue
Port Homep noprTa.
Device ID Nma nan MAC-aapec cocegHero ycTpomncrsa.
Port ID NpeHTMdMKaTOp NOpTa coceagHEero ycTpomncTaa.
System name CuUCTEMHOE MMSA YCTPOMCTBA.
Capabilities [JaHHoe none onucbiBaeT TMN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-yctpoitcteo (DOCSIS cable device);
H — CeteBoe ycTpoiicteo (Host);

r — MNosToputens (Repeater);

O — Twn HeusBecTeH (Other).

System description OnucaHue coceaHero ycTpomcTea.

Port description OnucaHuMe nopTa coceaHero yCTponCTBa.

Management address Appec ynpaBieHuUs yCTPOMCTBOM.

Auto-negotiation OnpeaenseT, NOAAEPKMUBAETCA 1M aBTOMATUYECKOE onpeesieHne pexxuma nopra.
support

Auto-negotiation OnpegzenseT, BKAOYEHA IV NOAAEPKKA aBTOMATUYECKOrO oNnpeeneHns pexxmma
status nopra.

Auto-negotiation OnpegenseT pexunmbl, noaaepxusaemble GyHKLMEN aBTOMAaTUHECKOrO onpeaene-
Advertised HUA nopTa.

Capabilities

Operational MAU Pabouunii MAU-TUN ycTpoWcTea.

type

5.17.8 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMM yPOBHSA KaHana
nepenayn AaHHbIX NPeACcTaBAAoT cOOOM NPOTOKON MOHUTOPUHIA COCTOAHMA KaHana. B asTom npoTokone gna
nepefaym MHGOPMaLMM O COCTOAHUM KaHana MeXKAy HenocpeacTBEHHO MOAKAOYEHHBIMWU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0MKHbI NOAAePKNBaTb

ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdericos Ethernet:

console (config-if)#
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Tabnuua 145 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNIOUYEHO

BkntounTb noagepkky Ethernet OAM Ha nopTy.

OTkntounTb Ethernet OAM Ha KoHduUrypmpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-moni-
tor frame threshold

count: (1..65535)/1

YCTaHOBUTb NOPOT KOIMYECTBA OLMBOK 3a yKa3aHHbIN Nepuog,
(nepuopg, yctaHaBnnBaeTca komaHaow ethernet oam link-monitor
frame window).

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
MC

YCTaHOBWTb BPEMEHHOW MPOMEXYTOK A1 MOACYETa KOIMYecTsa
owmnboK.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YcTaHOBUTb Nopor gas cobbitma «frame-period» (nepuog,
yCTaHaBAMBaeTca KomaHaow ethernet oam link-monitor frame-
period window).

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YCTaHOBWTb BPEMEHHOM NPOMEXKYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BocctaHOBUTL 3Ha4YeHWe No YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds thresh-
old

count: (1..900)/1

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepuog,
ycTaHaBauBaeTcAa KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHAax.

BocctaHOBUTL 3Ha4YeHWe No YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWTb BPEMEHHOW NPOMEXKYTOK A/ cobbitna «frame-
period».

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam mode {active

YCcTaHOBUTL peXkMm paboTbl npoTokona OAM:

no ethernet oam uni-direc-
tional detection action

| passive} - active — KommyTaTop noctoAaHHO oTnpasnsetr OAMPDU;
—/active - passive — KOMMYTaTOp HaunHaeT otnpasaAaTb OAMPDU TonbKo
npv Haanunm OAMPDU co BCTPEYHOM CTOPOHBI.
no ethernet oam mode BocCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.
ethernet-oam remote-fail- BKAtOUUTL NoAAeprKKY 1 06paboTKy cobbitnin «remote-failure».
ure
—/BK/OYEHO

no ethernet oam re- BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.
mote-failure
ethernet oam remote-loop- BKAtounTb noaaepKky dyHKkunmn remote-loopback.
back supported —JoTKntoueHO
no ethernet oam re- BoccTaHOBWTL 3HAYEHME MO YMOYAHMIO.
mote-loopback supported
ethernet oam uni-direc- BKNOUUTDL PYHKLMIO OOHAPYKEHUA OAHOHANPAB/IEHHbIX CBA3EM Ha
tional detection 6a3e npoTokona Ethernet OAM.

— —/OTKAIO4YEHO
no ethernet oam uni-direc- BoccTaHOBWTL 3HAYEHME MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpenenvTb peakumio KOMMYTaTopa Ha OAHOHAMNpPaBNEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B }KypHan;

—/log - error-disable — nepeBog nopta B cocTosHue «error-disable»,

3anuncb B XXypHan n otnpaska SNMP trap.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.
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ethernet oam uni-direc-
tional detection agressive

no ethernet oam uni-direc-
tional detection aggressive

—/OTKAIO4YEHO

BK/1IOUMTb arpeccuBHbIN pexnm onpegeneHuna
ofHOHanpaBAeHHOW cBA3KN. EC/IM OT coceaHero ycTpoicTaa
nepecratoT npuxoamuTb Ethernet OAM-coobLeHna — NMHK
nomeyvyaeTcsl Kak OAHOHANpPaBNEHHbIN.

BoccTaHOBUTL 3HAYeHMeE No YMONYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTepBan AN onpeaesieHnsa TUNa cBA3mn
Ha nopry.

BoccTaHOBUTL 3HAYeHMe No YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI A8 NPUBUIETMPOBAHHOIO NoJb30oBaTeNa. Bua 3anpoca KOMaHAHOW CTPOKM

pexxuma privileged EXEC:

console#

Tabnnua 146 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OumncTutb cTatncTMKY Ethernet OAM ana ykasaHHoro uHtepoderica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pa3unTb cocTosHMe NnpoTokona Ethernet OAM ana ykasaHHoro
nHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pPa3nTb CTAaTUCTUKY 0OMEHA MPOTOKOJIbHBIMW COOBLLLEHUAMM
[ON1A YKa3aHHOTo UHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT06pa3unTb HacTpoliku Ethernet OAM anA ykasaHHOro
nHTepodelica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT06pasunTb COCTOAHME MEXaHU3MA Onpeae/eHuns
04HOHaNpPaB/AeHHbIX CBA3EN A/1A YKa3aHHOro nHTepodeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NpoLLecc TeCTUPOBaHWA KaHaia c NOMOLLbIO
ethernet oam remote-loopback Ha ykazaHHOM UHTepdelice.
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[pumepbl 8bINOAHEHUS KOMAHO

= OT06pasnTb COCTOAHWE NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational

Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTaBaseT ¢yHKLMM Habtoae-
HWA, MOUCKA M yCTPaHEeHMs HeucnpasBHocTel B ceTax Ethernet, No3BoAsAs KOHTPOMPOBATL COEAMHEHME, U30-
NIMpoBaTb NpobaemMHble y4aCcTKM CeTU U NAEHTUDULMPOBATL KJMEHTOB, K KOTOPbIM NPUMEHSAIUCb OrpaHnye-
HWNA B CeTun.

MpoToKoa onepupyeT caeayowmummn NOHATUAMMU:

= Maintenance Domain (MD) — y4acToK ceTu, NPMHAA/IEKALMIA 1 YyNIPABASEMbIA OLHUM ONepaTopPoMm;

= Maintenance Association (MA) — cOBOKYNHOCTb KOHeuYHbIX Toyek (MEP), Kaxaas U3 KoTopbix umeeT
oAnHaKoBbIn naeHTudmkatop MAID (Maintenance Association Identifier), onpegenatowmii Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeuHas TOUKa cepBuca, pacno/ioXKeHHas Ha ero rpa-
HULe;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHan To4yKa AOMeHa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KoHGUrypnposaHusa:

console (config) #
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Tabnuua 147 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name:(1..32)
CMMBOJI0B
level: (0..7)/0

Co3pgatb (Mm cmeHuTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
«name» U NepemnTu B pexxum KOHGUrypmpoBaHMA AOMEHa.
- level — yposeHb CFM gomeHa.

Yaanute CFM-gomen (MD) ¢ umeHem “name”.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0omMeHd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHPUIypupoBaHUA AOMeHa:

console (config-cfm-md) #

Tabnnua 148 — KomaHgbl pexkuma KoHdpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

no id

name: (1..43) cumBonos
dns: (1..43) cumBonos
mac_address : H.H.H

man H:H:H:H:H:H namn H-

H-H-H-H-H
number: (0-65535)

Mo ymonyaHuto: id name

COOTBETCTBYET MMEHM
AoMmeHa

YKasaTb ugeHtnédukatop CFM-gomeHa (MD). UmeHem fomeHa
MOXET bbITb:

- dns — dns-ums;

- name — TEKCTOBasA CTPOKa;

- mac_address number — MAC-agpec 1 4ncnosoi
naeHTUGMKATOP AOMEH];

- null — NULL naeHtndumkaTop.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

service port
{vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBonos
number: (0..65535)

Cozpatb CFM-cepsuc (MA) 6e3 npusasku K VLAN v nepexog, B
peKMM KOHOUIYpUpPOBaHUA cepBuca.

Yaanute CFM-cepsuc (MA).

Co3aatb CFM-cepsuc (MA), npusasaHHblit K VLAN ¢ Homepom
«vlan» v nepeiTn B peXxmm KOHOUTypMpoBaHuA cepsuca. UmeHem
cepBMCca MOXKeT bbITb:

- vlan_id — Homep VLAN;

- name — TEeKCTOBAA CTPOKa;

- number — 4YNCNOBOIN NAEHTUDUKATOP.

Yaanute CFM-cepsuc (MA), npusasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTnyecKoe
CO3/1aHNe OTKNIOYEHO

BK/OUYNTL aBTOMATUYECKOE CO3AaHME NPOMEXKYTOUHbIX TOYEK
cepsuca (MIP). MpomeKyTouHble ToukM cepBuca (MIP) cospatoTcs
Ha BCex nopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTenbHblii napameTtp «lower-mep-only» nckaoyaeT us
CNKUCKa NOPTbI, HA KOTOPbIX Y¥Ke co34aHa KOHeYHas ToYKa cepsuca.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguU2ypupo8aHusa cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUMe KOHPUryprupoBaHua AomeHa:

console (config-cfm-ma) #
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Tabnnua 149 — KomaHabl pexkuma KoHpurypuposaHua CFM cepsuca (MA)

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHoBUTL MHTepBan oTnpasku Continuity Check coobuyeHuit.

YCTaHOBWUTb 3HAYeHME NO YMOAN4YaHUIO

direction down

no direction down

YCTaHOBUTbL HanpaB/ieHMe KOHEeYHOM To4Kon cepeuca (MEP) B
HUCXo4ALLee.

YCTaHOBWTL HanpaBneHMe KOHeYHoM Touku cepsuca (MEP) B
Bocxoasllee.

efd notify erps

no efd notify erps

— /BbIKOYEHO

BK/OYNTL OTNPaBKY yBEAOMIEHNI 06 OBHAPYKEHUN U3MEHEHUA
cocToAaHuAa Konbua ERPS Ha cobbiTua events propagation link
failure/restore n HapylweHMe CBAZHOCTH, AETEKTUPOBAHHBIX C
nomoupbto Continuity Check Protocol (CCM)

OTKNIOUYUTb OTNPABKY YBEAOMIEHUN.

mep id

no mep id

id: (1..8191)

[06aBUTb KOHEYHy TOuKy cepsuca (MEP) ¢ ngeHTMdunKaTopom
«id» K AaHHOMY cepBuCy.
[aHHOW KOMaHAOI OocyLiecTBASETCA TONbKO NpPUBA3KA
MEP K cepBucy. MEP co3aaetca B pexxume KoHPUrypu-
poBaHuA uHTepdeiica.

YanuTb KOHeYHyto TouKy cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

—/no ymonuyaHuio
MCMO/Ib3YETCA PEXKUM,
CKOHOUIYPUPOBaHHbIN

017 LOMEHa, B KOTOPOM

HaxoA4mMTCA cepBuC

BKAOUMTL aBTOMATUUYECKOE CO3AaHMe NPOMEXKYTOUYHbIX TOUYEK
cepsuca (MIP). NMpomeKyTouHble ToukmM cepsuca (MIP)
CO034al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heoba3aTenbHble napameTpbl:
—  lower-mep-only — uckio4aeT U3 cnucka nopTobl, Ha
KOTOPbIX Y¥Ke CO34aHa KOHeYHasn Touka cepsuca (MEP);
—  none — He CO3/aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKku cepauca (MIP).

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHOHON CTPOKU B pexkume KOHOUTrypupoBaHua uHtepdelica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 150 — KomaHgbl pexkuma KoHpurypuposaHua nHTepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo0B;
number: (0..65535).

Co3paaTb Ha UHTepdelice KOHeYHOM TouKM cepsuca (MEP) ¢
MAEHTUPUKATOPOM mep_id ana yKasaHHOro cepsuca B YKazaHHOM
LOMEHE U Nepexos, B peXXnm KoHourypmposaHus MEP.

YanuTb KOHEYHYIO TOYKY CepBuca C MHTepdeiica.
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KomaHObI pexcuma KOHGU2ypupo8aHuUs KOHEYHOU moYKuU cepsuca

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXMMe KOHPUTYypPMpoBaHMA AOMEHa:

console (config-if-cfm-mep) #

Tabnnua 151 — KomaHgb! pexkuma KoHdpurypuposaHma CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue -
KomaHoa Aelicmeue
o ymon4yaHuro
active BK/IIOYNTb KOHEYHYIO TOUKY cepBuca (MEP).
- —/BbIK/IOYEHa
no active YCTaHOBUTb 3HaYeHMe No YMO4YaHUIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BkntoueHue otnpaeku Continuity Check coobuweHuni.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

COs cos

Nno Cos

cos: (0..7)/7.

YcTaHOBUTL 3HaueHwue npuoputeta CoS, ¢ KoTopbiMm byayT
oTtnpasnsaTtbes Continuity Check coobueHnus.

YCTaHOBWUTb 3HaYeHue no YMOI4YaHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaTb MHTEepBan 3a4€ePKKH, MO UCTeYeHUN KoToporo byaeT
reHepMpoBaThbCA aBapua.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKasaTb NPOMEKYTOK BPEMEHMU, MO UCTEYEHUUN KOTOPOTO
npounsonger cbpoc aBapuu.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

no alarm notification

—/mac-remote-error-
Xcon

BKNOUMTL yBEAOMIEHUA ANA ONPeAeNeHHbIX TUMOB COBbITUIA.
Tunbl cObbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — Tonbko cobbitna DefError u DefXcon;

- remote-error-xcon — T0/1bKo cobbiTuAa DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — TonbKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToAbKo cobbiTne DefXcon;

- none — yBEAOM/IEHUA OTK/IOYEHbI.

YCTaHOBUTb 3HaYeHue Nno YMOYaHULO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnuua 152 — Komanapl pexkmuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show ethernet cfm do-
main [name]

name: (1..32) cumBonos

OT06pas3unTb MHPopmaLmio 06 yKazaHHOM JOMeHe Uan 060 BCex.

show ethernet cfm errors

OTo6pasuTb nHdpopmaumio 06 owmnbkax Continuity Check
NPOTOKONa.

show ethernet cfm
maintenance-points { lo-
cal | remote }

0T06pasnTb MHGOPMALMIO O JIOKANbHbIX MW YAANEHHbIX
KOHeYHbIX To4Kax cepsuca (MEP).
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show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBosios
mac-address: H.H.H naun
H:H:H:H:H:H nan H-H-H-
H-H-H;
number: (0-65535)

OT06pasnTb MHPOPMALMIO O MPOMENKYTOUHbIX TOYKAX cepBuca
(MIP) gns yKazaHHOro 4OMeHa UAKN ANA BCEX.

show ethernet cfm statis-
tics

OTo6pasnTb CFM-CTaTUCTUKY AN BCEX LLOMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CUMBO/I0B;
vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535)

OTo6pasnTb CFM-CTaTUCTUKY AN YKa3aHHOro AOMEHa.

show ethernet cfm statis-
tics mpid id

id: (1..8191)

OT06pasnTb CFM-CTaTUCTUKY AN1S YKAa3aHHO KOHEYHOW TOYKM
cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoBaHUA, NpegHasHaYeHHana AnA obecneyeHMA HALEXKHOCTM KaHana
nepeaaun aaHHbix. B ceaske flex-link moryt HaxoauTtbes ethernet n port-channel untepdelicbl. OanH U3 aTNX
NHTepdelicoB HaxoamMTcA B 3a6/10KMPOBAHHOM COCTOAHUM U HaYyMHAET NPONYCKaTb TPAadMK TONbKO B C/yyae
aBapuu Ha BTOpOM MHTepdelice.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnel NopmMos

BuAa 3anpoca KOMaHAHOW CTPOKM B pexume KoHobUrypupoBaHusa nHTepdenca Ethernet, nHtepoeiica

rpynnbl NOPTOB:

console (config-if)#

Tabanuya 153 — KomaHgpbl

pexunma KoHoburypmposaHua nHtepdelrica Ethernet, rpynnbsl nopTos

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

no flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..48)/—

Bkntounte flex-link Ha nHTepdelice n HazHauMTb BbIBPaHHOMY
nHTepodeiicy ponb backup-uHtepdeiica s flex-link nape.

BobikntounTb flex-link Ha MHTepdeiice M yaanute BbiGPaHHBbIN
nHtepoeric un3 flex-link napsoi.

flex-link preemption mode
[forced | bandwidth| off]

no flex-link preemption
mode

—/off

3afatb AeWicTBME NPU NOAHATUM MHTEpdeica, y4acTBYIOLWEro BO
flex-link:

- forced — ecnun noaHaBWMICA MHTepEIC HAaCTPOEH KaK master, To
OH CTaHeT aKTUBHbIM UHTepdencom;

- bandwidth — npu nogHATUM MHTepdelica aKTUBHbBIM CTaHeT
NHTepdelic c 6onbluei NPONyCKHOW CNOCOBHOCTbLIO;

- off — nogHABWMIicA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM
COCTOAHUMN.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35

3afaTtb Bpems OT nepexoda OTK/UYEHHOro NopTa B COCTOAHMNE
«Uup», N0 NPOLLECTBMU KOTOPOTO BbINOJHAETCA AeicTBuUe,
ycTaHoBsieHHoe KomaHzaol flex-link preemption mode.

- delay — nepuopg, BpemeH#, B CEKYHAAX.

BepHyTb 3HaYeHWe No YyMONYaHUIO.

174

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

KomaHOowl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnua 154 — KomaHgapl pexknma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMmon4YaHuo

KomaHda

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); MokasaTtb KoHoUrypaumo ¢pyHKumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

dyHKUuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb CAy»KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, YTo NO3BONSAET «MPO3PaAYHO» CBA3ATb KIMEHTCKUE CETMEHTbI CETHU.

L2PT wuHkancynmpyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, MepefaeT WX Ha APYyroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIM OXKMAAET CNeLnasbHble MHKANCyIMpoBaHHbIe Kaapbl, @ 3aTEM AEKaNCyNPYET KX, YTO
Nno3Bo/AET NONb30BaTeNAM NepesaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBaiaepa.

KommyTatopsl cepumn MES3000 npeaocTaBasioT BO3MOXHOCTb MHKAMCY/IMPOBATb C/y»KeOHble naKkeTbl
npoTtokonos STP, LACP, LLDP, IS-IS.

[pumep

Ecnum Bratountb L2PT gns npotokona STP, To kommyTatopbl A, B, C u D byayT o6begmHeHbl B OAHO
CBA3yloLLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTATOp A He coeaMHeH HanpAamyto ¢ KommyTtatopamu B, Cn D
(PucyHok 52 — Mpumep paboTtbl GyHKLUKM L2PT). MHPOpMmaLms 06 M3MEHEHMU TOMOIOTUN CETU MOKET ObITb
nepenaHa CKBO3b CeTb NpoBaliaepa.

Cetb
npoBangepa

[ [Poo] |

Switch 2

PucyHok 52 — Mpumep paboTbl dpyHKUUM L2PT
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Anroputm paboTbl GyHKUMOHaNA cieayoWwmii:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Noacuctema L2PT onpeaensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbI PDU, n npose-
pAET, BK/IOYEHA /1M Ha NOPTY, C KOTOPOro NPUHAT 3ToT PDU, HacTpoiika I2protocol-tunnel ana pax-
Horo L2-npoToKona.

Ecnn HacTpoWKa BKOYEH], TO:
— Bo Bce noptbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHEeNMpoBaHUe, oTnpasaaetca PDU-kaap;

— BOo Bce noptel VLAN, Ha KOTOpbIX BbIK/JOYEHO TYHHE/MPOBAHWE, OTMpaBaAeTcA
WMHKancynnpoBaHHbIM PDU-Kaap (McxogHbit Kagp ¢ Destination MAC-agpecom, M3MeHEHHbIM
Ha TYHHE/IbHbIN).

Ecnn HaCTpOVIKa BbIK/1IIOYEHAQ, TO:

— PDU-Kagp nepenaetcs B 06paboTYMK COOTBETCTBYIOLLLErO NPOTOKONA.
Jdekancynauua:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HaszHaYeHUs, 3aaHHbIM NPU Mo-
MoLM KomaHabl 12protocol-tunnel address Xx-Xx-xx-xx-xx-xx. [lepexsat BK/AOYAETCA TONbKO TOrA4a,
Korga xoTa 6bl Ha 04HOM MOPTY BKAOYEHA HacTpoiKa I2protocol-tunnel (He3aBucMMo OT NpoTo-
Kona).

2. Mpwu nepexsaTe naketa ¢ MAC-agpecom Ha3HAYEHMUA XX-XX-XX-XX-XX-XX, OH CHayana nonajaet B
noacuctemy L2PT, koTopas onpeaenset L2-npoTtokon gnsa gaHHoro PDU no ero 3aronosky, 1 npo-
BEpAET, BK/AKOYEHA /1M Ha MOPTY, C KOTOPOro MPUHAT MHKaNCcynMpoBaHHbIM PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnun HacTpoMKa BKOYEH], TO:
—  NopT, c KoToporo bbln Nosy4yeH MHKancynmMpoBaHHbIi PDU-Kaap, 610KupyeTca ¢ npuynHom 12pt-
guard.

Ecnn HaCTpOVIKa BbIK/1lOY€EHa:

— BO BCe noptbl VLAN, Ha KOTOpbIX BK/AIOYEHO TYHHE/NIWPOBaHWe, OTnNpaBaAeTcA
AeKkancynmposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHE/MPOBaHWe, OTnpasaneTcA
WHKancyanpoBaHHbIi PDU-Kaap.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnuua 155 — KomaHabl pexkmma rnobanbHoM KoHpuUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aeiicmeue

12protocol-tunnel address
{mac_address}

mac_address: 3agatb MAC-agpec HazHaYeHUa Ana TYHHeMpPyeMbiX KaLpos..

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no I12protocol-tunnel ad- 01:00:ee:06:00:00

dress

YCTaHOBWUTb 3HAYeHMNE NOo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Y

Ha rpaHuyHom uHTepdeiice foMKeH 6biTb OTKAIOYEH NpoToKon STP (spanning-tree
disable).

BuA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopTOoB:

console (config-if)#

Tabnmua 156 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp}

no I2protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

— /BbIKOYEHO

BKAOUUTBL pexxmum nHkancynaumm naketos STP BPDU.

BbIKNtoUNTb pexkmum nHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3aaatb 3HaYeHue CoS ans 3anakoBaHHbIX PDU-Kagpos.

cos: (0..7)/5
no I2protocol-tunnel cos 0.7/ YctaHoBUTb COS B 3Ha4YeHMe No YMOAYAHMUIO.
12protocol-tunnel drop- HacTpouTb noporosoe 3HauyeHne CKopocTh BxoaALmx PDU-
threshold {stp | lacp | lidp KaZpoB (B NaKeTax B CEKYHAY), MOAYYEHHbIX M NOANENKALLNX
| isis-I1 | isis-12 | pvst | cdp WHKancynauuu. NMpu npesbiweHun nopora PDU otbpacbiBatoTcs.
| dtp | vtp | ,
pagp} threshold threshold:

no I2protocol-tunnel drop-

threshold {stp | lacp | lidp

| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp}

(1..4096)/BbIKNtO4EHO

OTKAOUUTDL PEXUM KOHTPOAA CKOpOCTH BXxoaAawwmx PDU-kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

HacTpouTb noporosoe 3Ha4yeHne CKopocTh BxoaALmx PDU-
KagpoB (B MaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/EkKaLLMX
nHKancynaumu. Mpu npeeblweHnn nopora nopt byaer
nepeseaeH B coctosHue Errdisable (oTkatouen).

OTKAOUYUTDL PEXUM KOHTPOAA CKOPOCTH BXxoAALwmMX PDU-Kagpos.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 157 — KomaHgb! pexuma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

show I2protocol-tunnel 0OT06pasuTb nHdopmaumio L2PT ana ykasaHHoro uHtepoelica
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); UK ana Bcex MHTepdelicos, Ha KOTOPbIX BKAOYeH L2PT, ecau
tengigabitethernet te_port te_port: (1..8/0/1..24); MHTepdEeNC He yKasaH.
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: ( 1..48).
group]
clear I2protocol-tunnel OumnCcTUTL cTaTUCTUKY L2PT gns yKasaHHOro uHTepderica nam

statistics [gigabitethernet ONA Bcex MHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecamn

gi_port: (1..8/0/1..48);

gi_port | HTepdeNc He yKasaH.
2(1.. 1..24);
tengigabitethernet te_port te_port: (1..8/0/ )
L. fo_port:(1..8/0/1..4);
| fortygigabitethernet roup: ( 1..48)
fo_port | port-channel group:{ L..
group]

[pumepbl 8b1N0AHEHUS KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HayeHue 01:00:0c:cd:cd:d0, Bkatountb otnpasky SNMP traps
oT Tpurrepa I2protocol-tunnel (tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel

= BK/AKOUYUTb pPeXMM TyHHenmnpoBaHusa STP Ha uHTepodeiice, ycTaHOBUTb 3HaYeHMe CoS-nakeTos BPDU
paBHbIM 4, BK/IIOYMUTb KOHTPO/1Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

config) # interface gigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer

config-if) # switchport customer vlan 100

config-if) # 12protocol-tunnel stp

config-if) # 12protocol-tunnel cos 4

config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

console
console
console
console
console
console
console
console

o~ e~~~ o~ o~ —~
—_— — — — — —

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o/1 4 stp 100 40 650 0 450
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Mpumepbl coobuieHnin o cpabaTbiBaHUM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca ansa sbigeneHua VolP-ob6opyaosaHus B otaensbHyto VLAN. ns VolP-kagpos
MOTYT 6bITb Ha3HauyeHbl QOS-aTpUbYTbI ANA NPUOPUTM3aLUKM TpaduKa. Knaccndurkaumsa Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopyaoBaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsblie 24 6uTta
MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN asi1a nopta nponcxoguT aBTOMaTUYECKM, KOraa Ha nopT
noctynaet kKaap ¢ OUIl us tabamupl Voice VLAN. Koraa nopt onpegennercs, Kak npuHagnexawmii Voice VLAN
— JAaHHbIN NopT Aobasndetca Bo VLAN Kak tagged.

Voice VLAN npymeHum ana cnegytowmx CXem:

— VolP-0bopynoBaHMe HacTpamBaeTcsa, 4YTobbl paccbliaTb TerMposaHHble nakeTbl, ¢ ID Voice
VLAN, HacTpoeHHbIM Ha KOMMyTaTope.

— VolP-obopygoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpochkl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoLliblo KOTOPOWM YCTPOMCTBO aBTOMAaTUYECKM
Ha3HayaeT cebe VLAN ana mapkmposku TpaduKka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-ob0opyaoBaHuA, AOMUHUPYIOWMUX HA PbIHKE:

(0]V]} dupma-npomssogutenb

00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:DO0:1E Pingtel

00:01:E3 Siemens

00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo:KeT 6biTb aKTUBUMPOBAH Ha NopTax, paboTtatowmx B pexkume trunk n general.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 158 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHuUe .
KomaHda / Aelicmeue
no yMmoa4YaHuro
voice vlan aging-timeout YCTaHOBUTb TalMayT ANA NOpTa, NPUHaSAeKaLLero K voice-vlan.
timeout . Ecnu c nopTa B TeYeHMe 3a,aHHOTO BPeMeHM He 6bl/1o Kaapos C
timeout: (1..43200)/1440 P A . P AP
OUl VolP-obopyaoBaHus, To voice vlan yaanaetca ¢ gaHHoro
nopra.
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no voice vlan ag-
ing-timeout

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHOBUTL BbIXOAHYIO odepeap ans Tpaduka B Voice VLAN B
COOTBETCTBUM C HAcTpoeHHbIM ans Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BK/ito4aeT nepeHasHaveHne CoS Ha yKasaHHbIN Ana
Tpadmka B Voice VLAN.

BoccTaHOBUTL 3HAYeHMe No YMONYaHUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YctaHoBUTb naeHTuoukatop VLAN gns Voice VLAN

Yaanutb naeHtudpuratop VLAN ana Voice VLAN
Ana ypaneHua npgentuoukatopa VLAN Tpebyetca
V npeAaBapuUTeNbHO OTKAOUYMTL ¢yHKUuMio voice vian
Ha BCeX noprax.

voice vlan oui-table {add

oui | remove oui} [word] word: (1..32) cUMBONI0B

no voice vlan oui-table

Mo3BoAnTb pegakTpoBatb Tabanuy OUL.
- oui — nepsble 3 6aliTa MAC-aapeca;
- word — onucaHue oui.

YpanuTb Bce Nosb3oBaTenbckue nameHeHna OUI-Tabamubl.

voice vlan state {oui-ena-
bled | disabled}
no voice vlan state

-/BbIK/IIOYEHO

Brntountb/oTKNOUMTL Voice VLAN.

BepHyTb 3HauYeHWe No ymoa4YaHuto.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bug 3anpoca KomaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, untepodeiica rpynnbi

nopTOoB:

console (config-if)#

Tabnnua 159 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

voice vlan enable
no voice vlan enable

—/OTKNIOHEHO

Bkntountb Voice VLAN gna noprta.

Otkntoumtb Voice VLAN gna nopra.

voice vlan cos mode {src |
all} —/src
no voice vlan cos mode

BKOUMTL MAapKUPOBKY TpaduKa AN Bcex Kagpos, 60 TONbKO
[ON1A UCTOYHMKA.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

5.19 FpynnoBas agpecayua

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping ncnonb3yetca B CeTAX rpynnoBoi paccbliku. OcHoBHoOM 3agaveir IGMP
Snooping ABnAeTCcA NpefoCcTaBAeHne MHOToaApecHOro TpadmrKa ToNbKO 414 TeX NOPTOB, KOTOPbIe 3aNpoCuan

ero.

v/

IGMP Snooping moXeT UCno/1b30BaTbCA TO/bKO B cTaTuueckou rpynne VLAN. Noaaepu-
BaloTCA Bepcun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yrobbl IGMP Snooping 6bin akTMBHbIM, PyHKLUMA rpynnoBoi ¢unbTpaumm “bridge mul-
e ticast filtering” ponyHa 6biTb BKAlOUeHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoii agpeca-

uum (multicast addressing)).
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PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOAApPECHbIe MapLLIPYTU3aTOPbl, OCHOBAHO Ha

cneayowmx cobbituax:

— IGMP-3anpocbl NPUHATBI HA NOPTY;
— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NoOpTY;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NopTy.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUrypaLmm:

console (config) #

Tabnnua 160 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip igmp snooping

no ip igmp snooping

no ymonuyaHuio GyHKUmMA
BbIK/lOYEHA

Pa3spewnTtb ucnosb3osaHue ¢pyHKuMmn IGMP Snooping
KOMMYTaTOpOM.

3anpetutb ncnonb3osaHue dyHKLuMmn IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
no ymonyaHuio GyHKUmMA
BbIK/IOYEHa

PaspewnTtb ncnonbsosaHue dyHKuun IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepdeica VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb ncnonb3osaHue dyHKLuMM IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepdeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B NopTbl, NPUBA3aHHbIE K rPynne, COrMacHo
Tabsuvue ip igmp snooping groups.

OTKNtOYUTL NepeHanpasaeHne naketos IGMP GroupSpecific
Query B NOPTbI, NPUBA3aHHbIE K rpynne, cornacHo Tabauue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperunctpupoBatb rpynnosoii IP-agpec B Tabnanue
rpynnoBoi agpecaunm n cTaTu4eckm go6asuTb MHTEpdENncol
13 rpynnbl gna Tekylen VLAN.

- vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnoso# IP-agpec.
MNepeuncneHne nHTepdelicoB OCYLLECTBNASETCS YEepes «-» U
«”.

Ypanute rpynnosoit IP-agpec 13 Tabaunupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
M0 YMONYAHMIO
paspeLueHo

PaspewunTtb gns gaHHow rpynnsl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZipecHble MapLIpyTU3aTopbl.

-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetuTb gna gaHHol rpynnbl VLAN aBTOMaTUYeCcKoe
pacrno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.
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ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Onpeaenntb NOPT, K KOTOPOMY NMOAKIOYEH MapLIPyTU3aTOp
MHOT0aZpecHOM PaccblIKM AnsA 3agaHHoi VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YKasaTb, YTO K MOPTY HE MOAK/YEH MapLLIpPyTU3aTop
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHne nopTa (cTaTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
MapLLpPyTU3aTOP MHOIOaAPECHOMN PACChINKMU.

- vlan_id — naeHTMdUKauMOHHbIM Homep VLAN.

CHATb 3anpeT Ha onpegeneHne NopTa Kak nopTa, K
KOTOPOMY MOAKNHOYEH MapLLPYTU3aTOP MHOFOA4PECHOM
PaccbIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/IloYeHa

BKNOUMTL NOAAEPKKY BblAauM 3anNpocoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

OTKNOYUTDL NOAAEPKKY BblAAUM 3aNpOCoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BKAtounTb 3ameHy IP-aapeca NCTOYHMKA Ha YKa3aHHbIN IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.

- vlan_id — npeHTMounKaumoHHbIn Homep VLAN;

- ip_address — IP-agpec, KoTopbiit byaeT NoAcTaB/eH B
naket IGMP report.

OTKNOUMTL 3ameHy IP-agpeca ncTouyHmnKa B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlan
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-

H-H-H
—/BbIK/IIOYEHO

BkntounTtb 3ameHy MAC-agpeca MCTOUYHMKA HA YKa3aHHbIN
MAC-agpec Bo Bcex naketax IGMP report 8 3agaHHoi VLAN.
- vlan_id — vnpeHTMonKaumoHHbIn Homep VLAN;

- mac_address — MAC-agpec, KoTopblii byaeT noactaBieH B
naket IGMP report.

OTKNtOUMNTL 3ameHy MAC-agpeca UCTOYHMKA B NakeTax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Paspewntb nogmeHy MAC-agpeca NCTOYHUKA nan IP-
agpeca UCTOYHMKA BO Bcex nakeTtax IGMP report,
NOCTYNAoLMX B 334aHHbIN NOpT B 3agaHHOM VLAN.
-vlan_id — naeHTMounKaumoHHbIn Homep VLAN.

— - group: (1..48)
no ip igmp snooping vlan — /paspeliieHo 3anpetutb nogmeHy MAC-agpeca ncTouHuka nam IP-agpeca
vlan_id replace interface MCTOYHMKA BO Bcex nakeTax IGMP report, nocTynatowmx B
interfaces 3aaHHbIN NOpT B 3agaHHOMN VLAN.
ip igmp snooping vlan vian_id YctaHosuTb Bepcuto IGMP-npoTokona, Ha oCHOBaHUMU
querier version {2 | 3} /IGMPV3 KoTopow byayT dopmumposaTtbea IGMP-query 3anpochi.

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBUTb 3HaYeHue no YMON4aHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

Onpenenntb UcxogHbIV IP-agpec, KoTopbi byaer
ncnonb3oBatbea IGMP querier-om. Querier — ycTpomncTBo,
KoTopoe otnpasnsaeT IGMP-3anpocsl.

YCTaHOBUTb 3HaYeHMe No ymonvaHuio. 1o ymonyaHuio ecam
IP-appec HacTpoeH ana VLAN, oH ncnonb3syeTtca B KayecTse
agpeca ucrtovyHmka IGMP Snooping Querier.
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ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
— /BbIKOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuwer VLAN. O3HavaerT, 4To NopT A0JIXKeH bbITb
HemeaNeHHOo yaaneH us rpynnel IGMP nocne nonyyenua
coobuieHuns IGMP leave.

- host-based — mexaHn3m fast-leave cpabaTbiBaeT TobKO B
TOM CNy4ae, Korga Bce Nosib30BaTeNu, NOAKAOYEHHbIE K
AAHHOMY MOPTY OTAMCANNCL OT FPYNMbl (CHETUMK
nosb3oBaTenein BeAeTcs Ha ocHoBaHMK Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
MHTepdeiicax (Npu ycnoeuu, yto npouecc IGMP Snooping
Immediate-Leave He BKAOYEH rN06anbHO Ha TeKyLuen
VLAN).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekywwer VLAN nnm ykazaHHom ¢pusnyeckom uHtepdelice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKAtounTb PyHKLMIO proxy report B onpegeneHHom VLAN.
Mpw BKNOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBeyaTb OT CBOEIO UMEHU
ona ctatnyeckmx rpynn. Knnentckue IGMP report ana
CTAaTUYECKMX rPynn Npu 3Tom oTbpacbiBatoTCA.

- version — yctaHaBamBaeT Bepcuto IGMP gna otnpasku
nakeTtos. [10 ymonyaHuio Bepcua onpegenaerca no
npuweawemy Ha KommyTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpeageneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOYMTb MannuHr HeTermposaHHbix IGMP-3anpocos gna
QinQ-mHTepdeicoB Ha yKasaHHbINM vlian_id.

interface — MannUHr BKAOYAETCS TONIbKO HA YKa3aHHbIX
nHTepdercax.

BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKa3aHHbIx QinQ-uHTepdeicos.

interface — MannWHr BbIKNKOYAETCA TOILKO HA YKa3aHHbIX
nHTepdercax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAtOUNTE ManNNUHF TerMpoBaHHbIx cvlan-id IGMP-3anpocos
ana QinQ-nHTepdeicos Ha ykasaHHbIN vlan_id. interface —
ManMWHF BK/IOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

BbIKNOYMTb MANMUHT TErMPOBaHHbIX cvlan-id IGMP-
3anpocoB A/ yKasaHHbIXx QinQ-nHTepdelicos.

interface — mannuHT BbIKNHOYAETCA TONbKO HA YKa3aHHbIX
MHTepdeicax.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 161 — KomaHgbl pexuma KoHpurypaunm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuro

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHOBUTbL 3HaYyeHue yctonumsoctu gns IGMP.
Ecnun Ha KaHane HabnloaaeTca noTeps AaHHbIX, 3HAaYEHNe
YCTOMYMBOCTU JOMIKHO BbITb yBENUYEHO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHULO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcTaHoBUTb Bepcuto IGMP-npoToKona.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YCTaHOBUTb TailimayT, N0 KOTOPOMY CUCTEMa OTNpPaBAAET
OCHOBHbIE 3aMpPOChl BCEM Y4aCTHUKAM rpynnbl MHOrOaApecHoOM
nepefaun onsa NPoOBEPKU UX aKTUBHOCTMU.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MaKCUMaJIbHOE BpemMA OTBETa Ha 3anpoc.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHown robustness

YCTaHOBUTb KOZIMYECTBO 3aNPOCOB, NOC/E PACCHINIKN KOTOPbIX,
KOMMYTaATOp onpegenaeT, YTo Ha AaHHOM NOPTY HeT
XeNnawuwnx y4actsosaTb B MHoroaADECHOVI paccbl/iKe.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YCTaHOBUTb MHTEPBAA 3anpoca ANA NocneAHero y4acTHUKa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeinca:

console (config-if) #

Tabnnua 162 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN n mynbTuKacToBoro tpadmka B
KnneHTtckue VLAN ana nHtepdeiica B pexkmme «access».
Ans paboTbl AaHHOI PYHKLUMM TpebyeTca BKAOUEHUe
.’ ip igmp snooping He TonbKo rno6anbHo B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbikntounTb nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN 1 mynbTUKacToBOro Tpadmka B
knneHTtckue VLAN ana nHtepdeiica B pexkmme «access».

184

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

switchport trunk mul-
ticast-tv vlan vian_id
[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «trunk». Multicast-tpaduk nepenaetcs
Ha NOPT HETErMPOBAHHbBIM UM TETMPOBAHHbBIM B 3aBUCUMOCTHU
oT napamertpa tagged. OH yKa3biBaeT Ha To, 4To Multicast-
TpaduK AONKEH OTNPABAATLCA B NOPT TETMPOBAHHBIM B
KnuneHTtckom VLAN.

BbikntounTb NepeHanpasneHme IGMP-3anpocos B Multicast
VLAN. MNopT nckatoyaeTcs 13 rpynn MHOroaapecHom paccbl/ikv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepdeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM UV TETMPOBAHHbLIM B
33aBUMCUMMOCTM OT NapameTpa tagged. OH yKasbiBaeT Ha To, YTO
Multicast-Tpaduk foKeH OTNPaBAATLCSA B NOPT TEFMPOBAHHbIM
B KneHTcKkom VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT nckAto4aeTcs us rpynn MHOroaapecHom paccbikv B
Multicast VLAN.

KomaHOobl pexcuma EXEC

Bce KomaHAb! AOCTYMHbI TONBKO /1A NPUBUAETMPOBAHHOIO NO/1Ib30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 163 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MNokaszaTb MHOPMaLUUIo 06 M3yUYeHHbIX MHOFOaAPECHbIX
MapLIpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokaszatb uHPopmauuto IGMP-snooping gns JaHHOrO
nHTepoeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKkasaTb nHbopMaLmio 06 M3yUYeHHbIX MHOr0a4PecHbIX
rpynnax, y4acTByHOLLMX B rPYNMnoBOI paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasaTtb Tabanuy cooTseTcTBUI Mmexay VLAN ob6opynoBaHus,
YCTQHOBJ/IEHHOTO Y nonb3oBatena, n VLAN ana teneseLLaHus.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecT nepeyeHb aBTopn3oBaHHbIX IGMP-rpynn Ha Bcex
HTepdericax KommyTaTopa, MMHB0 TONbKO Ha 3a4aHHOM
MHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy aBTopr3oBaHHbIX IGMP-rpynn Ha Bcex
nHTepdericax KommyTaTopa, b0 TONbKO Ha 3aJaHHOM
MHTepodeiice.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

185



HELTEX

[Tpumepbl 8bINOAHEHUA KOMAHO

Bkntountb pyHKLMIO IGMP snooping Ha kKommyTaTtope. na VLAN 6 paspelsnTb aBTOMATUYECKOE pacrno-
3HaBaHWEe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOroapecHble MapLUpyTM3aTOpbl. YCTAaHOBUTbL WMHTEpBan
mexay IGMP-3anpocammn — 100 c. YBeNMUYNTb 3HAYEHWE YCTOMUMBOCTM A0 4. YCTaHOBUTb MaKCMMmasibHoe
Bpema oTeeTa Ha 3anpoc — 15c.

console# configure

console (config)# ip igmp snooping
console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

(
(
(
console (config-if)# ip igmp snooping query-interval 100
(
console (config-if)# ip igmp query-max-response-time 15

5.19.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

JaHHbIA Knacc KOMaHg, npefHasHayeH AAA 33a4aHWA NpaBua rpynnoBoOM ajapecauum B CETU Ha
KaHa/1bHOM U CeTeBOM ypoBHAX moaenmn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepapetica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnme KoHpurypaunm nHtepoerica VLAN:

console (config-if) #

Tabanua 164 — KomaHgbl pexxuma KoHdpurypaunm nHtepoeiica VLAN

Komanda 3HaveHue/3HaveHue Onucanue
o ymMoa4aHuro
bridge multicast mode 3a4aTb peXxum rpynnosow nepesayn JaHHbIX.
{mac-group | ipv4-group | - mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
ipva4-src-group} n MAC-agpecax;
— /mac-group - ipv4-group — mMHoroagpecHan nepegaya c TMnom puabTpauum,

0oCHOBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv4;

- ip-src-group — MHoroazpecHas nepegaya ¢ TMnom GpuabTpaLmu,

OCHOBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare I1Pv4,
no bridge multicast mode YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
bridge multicast address [ob6asutb rpynnosoit MAC-agpec B Tabauvuy rpynnosoi
{mac_multicast_address | agpecaumn n cTaTuyeckn aobaBuTb UK yaanuTb MHTepdencol ns
ib_multicast_address} [{add rpynnbl.
| remove} {gigabitethernet - mac_multicast_address — rpynnosoi MAC-agpec;
gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — |P-agpec MHOroaapecHo’ paccblnky;
tengigabitethernet te_port te_port: (1..8/0/1..24); - add — pobaBnsaer ctaTUYeckyr NOANUCKY K rpynnosomy MAC-
| fortygigabitethernet f— t (1" 8/0/1“ 4).’ agpecy avanasoHa Ethernet-nopTos uav rpynn nopTos.
fo_port | port-channel o_port: o - remove — yAanserT CTaTMYeCcKyto NoAnucky K rpynnosomy MAC-
group}] group: (1..48) anpecy

MepeuncneHne NHTePHENCoB OCYLLECTBAACTCA YEPes «-» U «,»
no bridge multicast address Ypanute rpynnosoii MAC-agpec us Tabaunupl.
{mac_multicast_address |
ib_multicast_address }
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKIOYEHNE HAaCTPaNBaEeMOro nNopTa/nopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroapecHoOM paccbiikuy;
- add — no6asneHve NopTa/NOPTOB B CMMCOK 3aNPELLEHHBIX;

- remove — yjaneHue nopTa/NopToB U3 CNKNCKA 3anNpeLLeHHbIX.
MepeuncneHve nHTepdEicoB OCYLLECTBAAETCA YEPE3 «-» U «,»

Yaanutb 3anpeltatoutee npasuno ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepeaava Bcex
MHOroaapecHbIX
MaKeToB 3anpeLLeHa.

Pa3pelwnTb Nepegayy BceX MHOrOaAPECHbIX MAaKETOB Ha MOPTY.
- add — pob6asnsaer noptbl/06beANHEHHDBIE NOPTbI B CMUCOK
NopTOB, A4/1f KOTOPbIX paspelleHa nepegaya BCeX rpynnosbix
NakeToB;

- remove — yb6upaeT rpynny nopToB/o6begnHEeHHbIX NOPTOB K3
paspeluatoLLero npasuna.

MepeuncieHve MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U .

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonyaHuio
nopTam He 3anpeLLeHo
OMHaMUYecKn
NpUCoeaANHATLCA K
MHOroaZpecHom
rpynne.

3anpeTuTb NOPTY AUHAMUYECKN [,06aBNATLCA K MHOrOaApECHOM
rpynne.

- add — nob6asnsaer noptbl/06beANHEHHbIE MOPTbI B CMUCOK
NopPTOB, A4/1A KOTOPbIX 3anpeLLeHa nepesaya BCeX rpynmnoBbix
NakeToB;

- remove — yb6upaeT rpynny nopToB/o6begnHEeHHbIX NOPTOB K3
3anpeLuatoLLero npasuna.

MepeuncneHme NHTePdENCOB OCYLLECTBASETCS YEPES K-» U «,».

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

bridge multicast ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBathb IP-agpec B Tabauue rpynnosoit agpecauum u
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — pobasnAeT nopTbl K rpynne;

- remove — yaansaeT NopTbl U3 rpynnbl;

Mepeuncnerne nHTepdENCcoOB OCYLLECTBAAETCA Yepes «-» U «,».

Ypanute rpynnosoi IP-agpec n3 Tabavubl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTnTb NOPTY AUHAMUYECKM [06aBNATHCA K MHOTOAAPECHO

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CINCKY 3aNpeLLeHHbIX;

- remove — yjaneHue nopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

Mepeuncnerune nHTepdENCcOB OCYLLECTBAAETCA YEpes «-» U «,»
Mpexae yem onpegennTb 3anpelleHHble MOPThbI,

V rpynnbl MHOrOaA,PECHOW PacCbi/IKN AO/MKHbI 6bITb 3a-

perucrTpmMpoBaHbl.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCTaHOBWUTL COOTBETCTBME MeXay IP-agpecom nonb3oBatens u
rpynnoBbIM agpecom B Tabaunue rpynnosow agpecauuu, n
cTaTMyeckun fobasnaet/yganaer MHTepdencobl U3 rpynnbi.

- ip_address — vncxogHbiv IP-appec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHve cooTBeTCTBUA
mexay IP-agpecom nonb3oBaTena v rpynnosbiM agpecom B

Tabnuue rpynnoso agpecauun ana onpegeneHHoro nopra.
- ip_address — vcxogHbi IP-agpec;

gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — rpynnoso# IP-agpec;

tengigabitethernet te_port te_port: (1..8/0/1..24); - add — 3anpet Ha gobasneHue nopTa B rpynny ncxogHoro IP-

| fortygigabitethernet f_ g 1 8/0/1“ 4 "' | anpeca;

fo_port | port-channel o_port: (.. ~4); - remove — 3anpeT Ha yAasieHne nopTta 13 rpynnbl ucxogHoro IP-
group: (1..48)

group} agpeca.

no bridge multicast BoccTaHOBWTL 3HaYeHMEe N0 YMONYAHUIO.

forbidden source

ip_address group

ip_multicast_address

bridge multicast ipv6 mode 3a4aTb perKMm rpynnoBoi nepegayun AaHHbIX ansa IPv6-nakeTos

{mac-group | ip-group | MHOr0aZpecHOn PacchIKu.

ip-src-group} - mac-group — MHoOroagpecHas nepegaya, ocHoBaHHaa Ha VLAN

n MAC-agpecax;

— /mac-group - ip-group — MHoroagpecHas nepegaya ¢ TMNomM puabTpaLum,

no bridge multicast ipv6
mode

0oCHOBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;
- ip-src-group — mHoroagpecHas nepegaya ¢ TMINom GuabTPaLmu,
ocHoBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBatb rpynnosoli IPv6-agpec B Tabavue rpynnosoit
afpecauuu, n ctatudeckun gobasnset/yaanaer uHtepdeicsl U3
rpynnbl.

- ipv6_multicast_address — rpynnosow IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansaeT NopTbl U3 rpynnbl;

MepeuncneHme nHTepdENCcoB OCYLLECTBASETCA YEPES K-» U «,».

Yaanutb rpynnosoit IP-agpec U3 Tabaunupl.

bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKNOYEHWE HACTPaMBaEeMOoro nopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoti IP-agpec;

-add — po6aBneHne NopTa/NOPTOB B CMUCOK 3aMpPELLEHHbIX;

- remove — yaaneHue nopTa/nopToB U3 CANCKA 3aMpeLLeHHbIX.
MepeuncneHve MHTepPdENCcoB OCYLLLECTBAAETCA Yepes «-» U «,»

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.
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bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCcTaHOBUTL cooTBETCTBME Mexay IPv6-aapecom nosb3oBatens u
rpynnoBsbiM afpecom B Tabauue rpynnoBor agpecauum, u
cTaTMyeckun fobasnaet/yganaer MHTepdeincobl U3 rpynnoi.

- ipv6_address — ncxoaHoivi IP-agpec;

- ipv6_multicast_address — rpynnoso# IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHne cooTseTcTanA
mexay IPv6-agpecom nonb3oBaTens v rpynnoBbiM agpecom B
Tabauue rpynnoBoi agpecaummn Ans onpeaeneHHoro nopTa.

- ipv6_address — ncxoaHbiii IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ucxogHoro IPve-
agpeca;

- remove — 3anpeT Ha yaa/feHne nopTa U3 rpynnbl UCXO4HOFO
IPv6-agpeca.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl TOPpmMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}

console (config-if) #

Tabnunua 165 — KomaHapl pexkuma KoHPurypaumm nntepdetica Ethernet, VLAN, rpynnbl uHTepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YCTaHOBWTb NPaBMAO Nepesayn NakeTos C
He3aperucTpUpoBaHHbIX FPYNNOBbIX a4PeCcoB.

- forwarding — nepezaBatb He3aperMcTpMpoBaHHble
MHOroafpecHble NakeTbl;

- filtering — ¢punbTPOBaTL HE3APErMCTPUPOBAHHBIE
MHOroaJpecHble nakeTbl.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHUIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHomM KOHGUrypaumm:

console (config) #
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Tabnnua 166 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

BKAHOUNTBL GUABTPALMIO FPYNMOBbLIX afPECOB.

no bridge multicast —/oTKAo4eHO OTKAOYUTDL GUABTPALMIO FPYNMOBbIX a4PECOB.

filtering

mac address-table 3apaTtb Bpems xpaHeHusa MAC-agpeca B Tabavue rnobanbHO

aging-time seconds {vlan nnn pna onpegeneHHoro VLAN.

vlan_id} -vlan_id — ngeHtTMdMKaymoHHbIM Homep VLAN.
Ona kommyTatopoB cepuii MES23xx, MES33xx

V Bpemsa xpaHeHua MAC-agpeca MOXHO 3agaBaTtb B
punanasoHe ot 10 go 410 cekyHa ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAIOTCA TO/bKO
seconds:

no mac address-table
aging-time {seconds} [vlan
vlan_id]

(10..1000000)/300 cekyHz,

3HaueHus, KpatHble 300. [OnAa KommyTaTtopa
MES5324 spema xpaHeHna MAC-apgpeca MOXXHO
3aaasatb B AuanasoHe ot 10 ao 630 ceKyHp ¢
warom 1 cekyHAa, a 3aTemM NPUHUMAIOTCA TOJIbKO
3Ha4yeHuA, KpaTHbie 300.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonuanuio
BK/IOYEHO

Bkntountb nsyvyeHne MAC-agpecos B gaHHom VLAN.

OTKNtOUnTb N3ydeHmne MAC-agpecos B gaHHOm VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[ob6asutb ncxogHoit MAC-agpec B Tabauuy rpynnosoi
agpecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbI MAC-agpec MOXHO yAanuTb TO/IbKO C
nomoLLbto KomaHabl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanntca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — fgaHHbIN agpec yaanutcs no Tanm-ayTy;
- secure — AaHHbIW agpec yAaauTca TONbKO C MOMOLLbIO
KomaHzabl no bridge address nav nocne BosspatieHuns nopTa B
pexxunm obyyeHua (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumm.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpeaenvTb AeicTBUE A8 NaKETOB MHOrOaAPECHOW PacChbIKK
C 3ape3epBMpPOBaAHHOrO agpeca.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — naketbl nepegatotca B pexkume bridge.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apatb pa3mep obnactu MAC-agpecos B aroputme
XeLMPOBaHUSA. MI3MEHeHUA BCTYNatoT B AeicTBMe nocne
pecTapTa KOMMyTaTOpa.

YCTaHOBUTb 3HAYEHWE N0 YyMONYaHUI0. M3meHeHMs BCTynatoT B
JelicTBue nocne pectapra KoMMyTaTopa.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnmua 167 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Y[anuTb cTaTudeckue/guHammyeckme 3anucuy 13 Tabamubl
rpynnoBoW agpecauuu.

- dynamic — yaaneHvne guHaMMYeCcKUX 3anucen;

- secure — yjasieHne CTaTUYeCKuX 3anucen.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 168 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Mokasatb Tabanuy MAC-agpecoB Ana ykasaHHoro nHtepdeliica
nmMbo Bcex HTepdencos.

- dynamic — npocmMoTp TO/IbKO AMHAMUYECKUX 3anNUCeN;

- static — NpPoCcMOTp TONBbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb KonnyecTso 3anucei B Tabanue MAC-agpecos gns
yKasaHHoro nHtepderica nmbo ana scex MHTepdencos.
-vlan_id — npeHTMdMKaLMoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKka3aTb TabanLLy rpynnoBbiX a4pecoB ANs yKa3saHHOro
nHTepoderica nnbo scex HTepdeicos VLAN (KomaHaa AocTynHa
TO/NIbKO AR NPUBUAETMPOBAHHOIO NO/b30BATENSA).

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ibv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT Tab/mLy CTaTUYECKMX FPYyNMnoBbIX a4pecos ANA
yKasaHHoro uHtepdelica inbo scex nHtepdeicos VLAN.
-vlan_id — naeHTMduMKaLMOoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — |Pv6-aapec UCTOYHUKA;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoi Tabaumubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokaszaTtb KoOHOUrypaLmio GUAbTPa FPYNNOBbIX 3APECOB ANA
yKasaHHoro VLAN.
-vlan_id — naeHTMdMKaLMOHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KoHOUrypaLmo GUnbTPa 414 He3apernMcTpMpPOBaHHbIX
rpynnoBbIX apecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXkum rpynmnoBoi agpecauun ona yKasaHHoOro
nHTepoerica nmbo Bcex MHTepdericos VLAN.
-vlan_id — naeHTMduMKauMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pasuTb NPaBuU/Ia, YCTAHOBAEHHbIE A5 FPYNNOBbIX
3ape3epBMpPOBaHHbIX a4 Pecos.

[pumepbl 8bIN0AHEHUS KOMAHO

= BKAKOUYUTb GMUAbTPALIMIO TPYNNOBbLIX aPEecoB KOMMYTAaTOPOM. 3a4aTb Bpemsa xpaHeHna MAC-agpeca
450 ceKyHA, pa3spewnTb nepeaady He3aperMcTpupoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty
KommyTaTtopa.

console# configure

console (config) # mac address-table aging-time 450

console (config)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8
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5.19.3 MLD snooping — npomoKosa KOHMpOoAa MHO20a0pecHo20 mpaguKa e IPve

MLD snooping — MmexaHWU3mM MHOroafApecHOM PacCbisIKM COOBLLEHMI, MO3BONAOWMA MUHUMU3NPOBATb

KomaHOb1 pexcuma 2a06an6Hol KOHgu2ypayuu

MHoOroagpecHbl TpaduK B IPv6-ceTsx.

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabanua 169 — KomaHgbl rnobanbHOro permma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
—/BbIK/OYEHO

Bkatoumtb MLD snooping.

OTkAtoUMTL MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperucTpupoBaTh rpynnosoi IPv6-aapec B Tabanue rpynnoso
afpecaumu u ctatudecku gobasnset/yaanaet uHtepdeicol ns
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnosoti IPv6-agpec;
MepeuncneHne nHTephENCcoB OCyLLECTBAAETCA YEPEes «-» U «,».

Yaanutb rpynnosoii IP-agpec n3 tabaumubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[Oo6aBnTb NpaBuno, 3anpeluatoLlee NopTam U3 CNUCKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuo, 3anpeLatoLee NnopTam 13 CNmucka
perucTpmpoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNtOYEHO

M3yunTb NopThl, NOAKAOYEHHble K mrouter-y no MLD-query-
nakeTam.

He n3yyaTb NopTbl, NOAKNOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[06aBWTb CNMCOK mrouter-nopTos.
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no ipv6 mid snooping vlan Yaanutb mrouter-nopTbl.
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

ipvé mld snooping vlan
vlan_id immediate-leave BkntounTb npouecc MLD Snooping Immediate-Leave Ha TekyLei
[interface {gigabitethernet VLAN.

gi_port | - interface — npu Mcnonb30BaHMKM AaHHOTO NAapameTpa MexaHu3m
tengigabitethernet te_port fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdeicax (npu

| fortygigabitethernet vlan_id: (1..4094); ycnosuu, uto npouecc MLD Snooping Immediate-Leave He
fo_port | port-channel gi_port: (1..8/0/1..48); | BK/AtO4eH rnobanbHO Ha Tekyleit VLAN).

group}] te_port: (1..8/0/1..24);
no ipvé mid snooping vlan fo_port: (1..8/0/1..4);
vlan_id immediate-leave group: (1..48);
[interface {gigabitethernet —/BbIKAOYEHO
gi_port | OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TekyLiel
tengigabitethernet te_port VLAN unu ykasaHHom nHtepdelice.

| fortygigabitethernet
fo_port | port-channel
group}]

ipvé mld snooping querier BKkntounTb NnoaaepKKy BblAayum 3anpocos igmp-query.

no ipv6 mid snooping —/BbIK/IIO4EHO OTKNOYMTbL NOAAEPKKY BblAauM 3anNpocoB igmp-query.
querier

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepgelica

2pynnel nopmos, uHmepaetica VLAN

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptoB un nHtepdenca VLAN:

console (config-if) #

Tabnmua 170 — KomaHgpbl pexnuma KoHdurypauum nHtepdeica (ananasoHa mHtepoeicos) Ethernet, nHtep-
demca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé6 mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWANNCEKYHA,

3a4aTb MaKCMMasbHYIO 3a1ePXKKy OTBETaA NOC/EeAHEr0 Y1eHa
rPynmnbl, KOTOPas UCMO/b3YeTCA A1 BbIYMCNEHUA KOAa
MaKCMManbHOW 3aaepKu oTeeTa (Max Response Code)

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ipvé mid query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CeKyHA,

3a4aTb MHTEpPBaa paccbliNKM OcHoBHbIX MLD-3anpocos.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 cekyHg,

3apatb MaKCUMaNbHYIO 3a4€ePXKKY OTBETa, KOTOpPaA
ncnonb3lyeTca anA BblYMCNEHMUM KOoA4a MaKCMManbHoWM
3a4epXKKU OoTBETA.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ipvé mid robustness value

no ipv6 mld robustness

value: (1..7)/2

YCTaHOBUTb 3HaYeHWe KoadpdULMeHTa OTKa30yCTOMYMBOCTU.
Ecnu Ha KaHane HabnogaeTca notepsa AaHHbIX, KOadodULMeHT
OTKA30YCTOMYMBOCTU A0KEH BbITb yBENUYEH.

BoccTaHOBUTL 3HaYeHMe N0 YMONYAHMUIO.

ipvé mid version version

no ipv6 mid version

version: (1..2)/2

YCTaHOBWUTb BEPCUIO MPOTOKONA, AEMCTBYIOLLYIO HA IAHHOM
nHTepdelice.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 171 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OT06pa3snTb MHOGOPMALLMIO O 3aPErnCTPUPOBAHHDBIX Fpynnax B
COOTBETCTBMM C 33aHHbIMU B KOMaHAe napameTpamm

dunbTpaymm.

- ipv6_multicast_address — rpynnosoii agpec IPv6;
- ipv6_address — IPv6-agpec UCTOYHMKa.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

0OT06pa3nTb MHGOPMaLMIO O KOHPUrypaumm MLD-snooping ana

paHHou VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OT06pasnTb MHGOPMALMIO O mrouter-nopTax.

5.19.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®YHKUMKM orpaHuuyeHna multicast-tpaduka ucnonbsytoTca ona yaobHOW HACTPOMKM OrpaHUYeHus
NPOCMOTpPA ONpeAeNeHHbIX FPyNn MHOroaAapecHOn PaccbUIKu.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 172 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CMMBO/I0B

MepelTn B pexxnm KoHourypaumm multicast-npoduns.

KOomMmyTaTopa.

YaanuTb yKasaHHbIi multicast-npopunb.
Multicast-npodunb moxkeT 6biTb yAaNEH TONbKO
nocne Toro, Kak 6yAer oTBA3aH OT BCeX NOpPTOB

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #
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Tabnunua 173 — KomaHabl pexkuma KoHpurypaumum multicast-npoduna

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BanngHbIi
multicast-agpec;
high_ip: BaanaHbIn

3a4aTb COOTBETCTBUE NPOPUNA YKasaHHOMY AnanasoHy IPv4
multicast-agpecos.

YaanuTb COOTBETCTBME NPOGUNA YKazaHHOMY guanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BaangHbin
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-aapecos.
match ipv6 low_ipv6 low_ipv6: Banugmblii IPv6 | 3apaTb cooTeeTcTBME NPOdUAA yKa3aHHOMY AnanasoHy IPv6
[high_ipve] multicast-agpec; multicast-agpecos.

YaanuTb cooTBeTCTBME NPOGUNA yKazaHHOMY AnanasoHy IPv6
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HECOOTBETCTBMA OAHOMY M3 33aHHbIX MANA30HOB,
IGMP-report 6yayT nponycKkaTbcs.

B cnyyae HeCOOTBETCTBMA OAHOMY M3 33JiaHHbIX MANa30oHOB,
IGMP-report 6yayTt oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexmnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnnua 174 — KomaHgbl pexkuma KoHpurypaumm nHtepoeiica (guanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/—

OrpaHnYmTb KONNMYECTBO OAHOBPEMEHHO NPOCMATPMBAEMbIX
multicast-rpynn ana nutepdeiica.

CHATb OrpaHMyYeHue Ha KOIMYEeCTBO O4HOBPEMEHHO
npocmaTtpuBaemblx rpynn gaa uHtepdeiica.

multicast snooping add
profile_name

multicast snooping remove
{profile_name | all}

profile name: (1..32)
CMMBOJ/I0B

MpuBA3aTb YKazaHHbIN multicast-npodunb K uHTepdelicy.

Yaanutb cootBeTcTBue multicast-npodunn (Bcex multicast-
npoduneit) nHtepoeicy.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 175 — Komanapl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show multicast snooping
groups count

OT06paznTb MHGOPMALLUIO A8 BCEX NMOPTOB O TEKYLLEM
KO/IMYEeCTBE 3aPErMcTPMPOBAHHbIX FPYNM, a TaKKe
MaKCMMa/ibHOe BO3MOXHOE KOMYecTBo.

show multicast snooping
profile [profile_name]

profile name: (1..32)
CMMBOJIOB

OT06pa3nTb MHGOPMALMIO O CKOHPUTYPUPOBAHHbIX multicast-
npodunax.
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5.19.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbIA MexaHM3M No3BOSET NPOM3BOAUTL aBTOPU3aLIMIO 3anpocoB npoTokona IGMP ¢ nomoubio
RADIUS-cepBepa. Ans obecneyeHns HaAeXKHOCTM M pacnpefeneHua Harpy3sKMm MOMKET WMCMob30BaTbCA
Hecko/sibKo RADIUS-cepBepoB. Bbibop cepBepa A1 OTNPaBKM o4epeHOro 3anpoca aBTopm3saumm nponcxoanTt
cnyyaiiHbim obpasom. Ecnm cepBep He OTBETWJ, OH MOMEYAETCA KaK BPEMEHHO Hepabouuin, U nepecTaeT
Y4acTBOBATb B MEXaHW3Me ONpPOCa Ha ONpeAeneHHbIN Nepros, a 3anpocC OTCbINIAETCA Ha CneaytoLmii cepsep.

MonyyeHHble aBTOPU3ALMOHHbBIE AAHHbIE XPAHATCA B KILW-MAaMATU KOMMYTATOpPa B TeYEHUE 3a4aHHOr0
nepuoaa BPeEMEHW. ITO NO3BOAAET YCKOPUTb MOBTOPHYHO 06paboTky IGMP-3anpocos. [apameTpsbl
aBTOpM3aLLMM BKAOYALOT B cebA:

=  MAC-agpec KNIMEHTCKOrO YCTPOMCTBA;
=  WpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHue o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pekmnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnmua 176 — KomaHabl pexkmma rnobanbHoro KoHGUrypmpoBaHus
KomaHda 3Ha4yeHue/3HayeHue no

Aeiicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YCTaHOBUTb BpeMA KM3HW B Kawe. Ecnm 3HaueHne pasHoO
tion cache-timeout timeout HY/II0 — OTCYET BPEMEHM ¥KMU3HW OTK/IIOYEH (3anuch He

timeout: (0..10000) mmH/0 | yAanaeTca co BpeMeHem).

no ip igmp snooping authori-

. . YCTaHOBUTb 3HaYEHME MO YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (OQuanasoHa uHmepgelicos) Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUIrypuposaHua nHTepdeiica:
console (config-if) #

Tabnuua 177 — KomaHapl pexkuma KoHPurypuposaHua nHtepoeica Ethernet

Komanda 3HaveHue/3HaveHue Aeilicmeue
no yMmoa4YaHuro
multicast snooping authorization BkntounTb aBTopusaumto yepes RADIUS-cepsep. Ecnv ykasaH
radius [required] napameTp required, To B c/ly4ae He[OCTYMHOCTM BCEX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.
—/oTKNtoYeHa B npoTtuBHOM cniyvae IGMP-3anpoc 6yaet o6paboTtaH gaxe
npwv OTCYTCTBUM OTBETA CepBepa.
no multicast snooping OTKAIOYNTb aBTOPU3ALMIO.
authorization
multicast snooping authorization BKAtounTb NpeaBaputenbHyro 06paboTky IGMP-3anpocos Ha
forwarding-first nopTy Ao otseta RADIUS-cepsepa. [pn nony4yeHnmn otseTta
OT cepBepa B C/ly4ae NoNOXUTENbHOro OTBETa MOANUCKa
ocTaeTca, B Cnyvae oTpuuaTeslbHOro — yaanaerca, ecam
—/oTkNo4eHa [OMNOAHUTENbHO HAacTpoeHa GpyHKUMA ip igmp snooping
immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHOBWTL 3HaYeHWE MO YMOHAHMIO.
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KomaHOb! pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJ1b30BaTenA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 178 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aeiicmeue
show ip igmp snooping authori- OTob6pa3nTb coaep:knmoe Kawa asTopmsaummn IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeic — To otobpaskatorca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPbIE 3aPErncTpPMpPoBaHbl Ha
tengigabitethernet te_port ] yKasaHHoMm nHTepdelice.
clear ip igmp snooping authori- O4YNCTUTD K3 aBTOPU3ALUK.
zation-cache gi_port: (1..8/0/1..24); Ecnun B KOMaHAe yKasaH nHTepdeiic — ounLatoTes 3anucu
[gigabitethernet gi_port | te_port: (1..8/0/1..4). Kall AN1A YKa3aHHOTo MHTepdeiica.
tengigabitethernet te_port ] Ecnun nHtepdelic He yKasaH — K3l OYMLLAETCA MONHOCTbIO.

5.20 MapuwpyT1u3aymMa MmHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKOo/ MHOroaAapecHoin maplupyTmsauumn gaa IP-ceteld, co3gaHHbIA Ans peleHna npobaem
rpynnoBon mapuwpyTtusaumu. PIM 6asupyeTca Ha TPagMUMOHHbLIX MAapLUPYTHbIX MPOTOKO/ax (Hanpumep,
Border Gateway Protocol), BmecTo Toro, utobbl co3gaBaTb COBCTBEHHYIO ceTeBylo Tonosoruto. PIM
ncnonbsyet unicast-Tabauuy mapwpytmsaumm ans  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLpyT1saTopamu, 4tobbl ybeamTbea, 4To Nepesadya MHOroaApecHoro Tpaduka BbinoaHAETCA No Nyt 6es
nerenb.

RP (rendezvous point) — TO4Kka paHAEeBy, Ha KOTOpOM O6yayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX MOTOKOB 1 CO3aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa MHbopmaumm o RP KaHguaaTax, popmupoBaHum cnncka RP
ONA  KaxkaoW MHOroapecHol rpynnbl M OTNpaBKa CNucka B npegenax pgomeHa. KoHourypauus
MHOrOaApecHO MapLupyTM3aumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnuya 179 — KomaHgbl rnobanbHOro perxmma KoHourypaumm

3HavyeHue/3Ha4yeHue o
KomaHda / Aelicmeue
no ymoa4YaHuro
ip multicast-routing pim BKNOYMTb MHOTOQ4PECHY0 MapLIpyTU3aLmio, NpoTokoa PIM Ha
—/no ymonyaHuio o
Bcex uHTepdeicax.
- - - - bYHKLMA BbIKNIOYEHA
no ip multicast-routing pim OTKNOYUTL MHOFOAZAPECHYIO MapLUpPyTM3aLUmio U NpoTokon PIM.
ipv6 multicast-routing pim —/no ymonyaHuio BKAtounTb gs IPv6 MHOroaapecHyo MapLipyT13aLmio, NPOTOKON
bYHKUMA BbIKAOYEHA PIM Ha Bcex nHTepdeiicax.
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no ipv6 multicast-routing
pim

OTKAoUMTL ana IPv6 mHOroagpecHyto mapLupyTnsaLumio n
npotokon PIM.

ip pim accept-register list
acc_list

no ip pim accept-register
list

acc_list: (0..32)
cMmBosia

MprMeHNUTb GUABTPALMIO PEFUCTPALMOHHBIX CO0bLLEeHMIA PIM.
- acc_list — cnucok MHoroagpecHbix NpeduKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL.

OTKNOUUTD GUABTPALMIO.

ipv6 pim accept-register list
acc_list

no ipv6 pim accept-register
list

acc_list: (0..32)
cuMmBoOsIa

NpuMeHnTb GUABTPALUIO PETUCTPALMOHHBIX coobuweHnin PIM ana
IPv6.

- acc_list — cnucok MHoroagpecHbix NpeduKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL.

OTKNOUUTD GUABTPaLMIO.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanuaHbii IP-agpec KommyTaTopa;

- mask — macKa nogcetu;

- priority_num — npuopwuTerT.

OTKNOYUTL AaHHbIN NapameTp.

ipv6 pim bsr-candidate
ipv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb yCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ipv6_address — BanuaHbii IPv6-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopwrer.

OTKNOUUTL AaHHbIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKntounTb MappyTm3aumio 3a4aHHOro AnanasoHa
MY/bTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHOroagpecHas noaceTb;
- default — ykasatb ananasoH 8 224.0.1.0/24.
V KomaHay MOXHO BBEeCTM HECKO/NIbKO pa3, 3ajaB He-
CKOJIbKO ANana3oHOoB.

OTKNOYUTD AaHHbIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3pgatb ctatuyeckyto Rendezvous Point (RP), gononHutensHo
MOYHO YKa3aTb MHOroaZpecHyto NoaceTb Aas aaHHol RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHOroagpecHas noaceTb.

Ypanutb ctatudeckyto RP uam yganute RP ans ykasaHHoM
noaceTw.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ibv6_unicast_address
[lipv6_multicast_subnet]

Co3paTb cTaTuyeckyto Rendezvous Point (RP), aononHuTenbHo
MOYHO YKa3aTb MHOroaZpecHyto noaceTb gas gaHHou RP.

- ipv6_unicast_ addr — IPv6-aapec;

- ipv6_multicast_ subnet — mHoroagpecHas noaceTb.

Ypanutb ctatuyeckyto RP uan yganute RP ans ykasaHHoM
noaceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

Co3paTb KaHAMaaTta ana Rendezvous Point (RP)

- unicast_addr — |P-agpec;

- acc_list — cnucok mHoroaapecHbix npeduKcoB, 3a4aBaemMblii C
NomoLLbto cTaHaapTHoro ACL;

- priority — NpMOPUTETHOCTb KAHANAATA;

- secs — nepuog, OTNPaBKN COOBLLEHMIA.

OTKNIOYUTL AaHHBIM NapameTp.

ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cMMBONIA
priority: (0..192)/192;
secs: (1..16383)/60
CEeKyHA

Co3patb KaHauaata ansa Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-aapec;

- acc_list — cnucok mHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii €
nomolpto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KaHANAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.
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no ipv6 pim rp-candidate OTKNOYUTL AaHHbIN NapameTp.
ipv6_unicast_address

ip pim ssm {range mul- YKa3aTb MHOroaZpecHyto noacertb
ticast_subnet | default} - range — yKa3aTb MHOroaJpecHyto NoaceTb;

- multicast_subnet — MHoroagpecHas NoACeTh;
- default — ykasaTb amanasoH 8 232.0.0.0/8.

no ip pim ssm [range mul- OTKNOYUTD AaHHbIN NapameTp.
ticast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyto noacertb
ipv6_multicast_subnet | de- - range — yKa3aTb MHOroafpecHyto NoaceTb;
fault} - - ipv6_multicast_subnet — mHoroagpecHas noaceTs;
- default — ykasaTb avanasoH 8 FF3E::/32.
no ipv6 pim ssm [range OTKNOYUTb AaHHbIN NapameTp.
ipv6_multicast_subnet | de- —
fault]
ipv6 pim rp-embedded / BK/IOUMTL pacluMpeHHbIn dyHKLuMoHan rendezvous point (RP).
no ipv6 pim rp-embedded BRIIIOHEHO OTKNOYUTL pacluMpeHHbI pyHKUMOoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 180 — KomaHab! pexkuma KoHdurypaumm nntepdeliica Ethernet

3HavyeHue/ 3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
ip (ipv6) pim BKkatounTb PIM Ha nHTepdelice.
— - —/BKAOYEHO —
no ip (ipv6) pim Bbikntountb PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHuii c MHTepdeiica.
—— —/OTKAOYEHO —
no ip pim bsr-border OTKNOYUTL AaHHbIN NapameTp.
ip (ipv6) pim dr-priority pri- YKasaTtb npuoputeT gna Bbibopa DR-poyTepa.
ority priorit - priority — npvopuTteT DR-poyTepa onpenensatowmii, KTo us
jority:

KOMMyTaTopos cTaHeT DR-poyTepom. KommyTaTtop ¢ Hambonblunm

(0..4294967294)/1
3HayeHuem ctaHeT DR-poyTepom.

no ip (ipv6) pim dr-priority BepHyTb 3HaYeHWe No yMONYaHUIo.

ip ip (ipv6) pim hello-inter- YKasaTb nepuog otnpasku hello-nakeTos.

val secs - sec — nepuvog oTtnpasku hello-naketos.

— - - secs: (1..18000)/30 cek

no ip (ipv6) pim hello-inter- BepHyTb 3HaYeHWe No yMOoNYaHuIo.

val

ip (ipv6) pim join-prune-in- YKasaTb UHTepBan, B Te4YeHMEe KOTOPOro KOMMYTaTOp OTCbIIaeT

terval interval . join nnu prune-coobueHus.

interval: (1..18000)/60 . - o
- interval — nepwopa BpemeHu OTNPaBKM join, prune CoobLLeHNN.
CEeKyH

no ip (ipv6) pim yra BepHyTb 3HaYeHWe No yMoN4YaHuo.

join-prune-interval

ip (ipv6) pim neighbor-filter dunbTpoBaTh BXOAALWME PIM-coobLueHus.

acc_list . - acc_list — cnucok agpecos, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA

acc_list: (0..32)
dunbTpaumA.
n - - cMmBona —

no ip (ipv6) pim neigh- OTKNOYUTD JaHHbIN NapameTp.

bor-filter

ip pim passive BKOUYNTBL MACCUBHDIN PEXMUM HA UHTEpdelice. ITOT UHTepdeiic He
6yneT oTNPaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux

—/disable mapLlpyTnsaTopos PIM. HacTpolika HMKaK He BAUSET Ha

coobuieHuns IGMP.

no ip pim passive BbIKNOUMTb NACCMBHBIN PEXUM.
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ip igmp static-group BKAtOUUTL CTaTUYecKMi 3anpoc multicast-rpynnbl Ha nHTepdelice.
ip_addr [ source ip_addr] V Ha uHtepdeiice agonxeH 6biTb BKAOUEH PIM.

no ip igmp static-group BbIKNtOUMTL cTaTUYeCKuiA 3anpoc multicast-rpynnbl.

ip_addr [ source ip_addr]

KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 181 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue

o ymon4aHuio
show ip (ipv6) pim rp map- OT06pa3unTb akTMBHbIEe RP, CBA3aHHble C MapLUpyTHOWM
ping [RP_addr] — nHpopmaumei.

- RP_addr — IP-agpec.

show ip (ipv6) pim neigh- OTo6pa3uTb nHdopmaumio o PIM-coceasx.
bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vian_id]
show ip (ipv6) pim inter- OTo6pa3unTb nHdopmaumio no PIM-uHTepdencam:

- state-on — oTob6parkaeT Bce MHTepdeENchI, rae BKAoYeH PIM;
- state-off — oTo6parkaeT Bce MHTEpdENCHI, rae BbikAoUYeH PIM.

face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

state-off]

show ip (ipv6) pim group- . OT06pa3unTb TabAULLY NPUBA3KM MHOTOAAPECHbIX FPynH.
map [group_address] - group-address — appec rpynnbl.

show ip (ipv6) pim counters — OT06pa3uTbL coaepkumoe PIM-cHeTumKoB.

show ip (ipv6) pim bsr elec- . OT06pa3unTb MHGopmaumtio o BSR.

tion

show ip (ipv6) pim bsr rp- . OT06pa3nTb MHPOpPMaLMIo 06 U3ydYeHHbIX KaHanaaTax B RP.
cache

show ip (ipv6) pim bsr can- _ OT106pa3nTb cOCTOAHME KaHAMAAToB B RP.

didate-rp

clear ip (ipv6) pim counters — O6HYNUTL PIM-cUYeTUmnKM.

[pumep UCNoa16308aHUA KOMAHO

= Ba3oBas HacTpoika PIM SM c ctatnyeckum RP (1.1.1.1). MpeaBapuTenbHO A0MKEH BbiTb HacTpoeH

NPOTOKON MapLUPyTU3ALLUN.

console# configure
console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

201



HELTEX

5.20.2 dyHkyusa PIM Snooping

®dyHKUMA PIM Snooping ncnosib3yeTca B CETAX, I4e KOMMYTAaTOP UCMOJTHAET poJib L2-ycTpoincTBa mexay
PIM-mapupyTmusatopamm.

OcHoBHoW 3agayen PIM Snooping saBnsaetca npegocTaBieHMe MHOroaapecHoro TpadurKka ToNbKo Ans
Tex NOPTOB, C KOTOPbIX 6bln NosyyeH PIM Join, PIM Register.

KomaHOb! pexcuma 2n06aa6HoU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHOM KoHPUrypaumm:

console (config) #

Tabnnua 182 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
ip pim snooping PaspewwnTb ncnonb3osaHune dyHkunm PIM Snooping
—/disabled KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb UCNo/Ib30BaHME PYHKL MU
ip pim snooping vlan PaspewunTtb ncnosnb3osaHue ¢yHKUUKM PIM Snooping
vlan_id KOMMYTaTOPOM A/1A faHHOro uHTepderica VLAN.

__ : vian_ id: (1..4094) vlan_id — vnaeHTMdnKaumoHHbIn Homep VLAN. :
no ip pim snooping vlan 3anpeTuTb McnoabsoBaHue GpyHKUMM PIM Snooping
vlan_id KOMMYTaTOpPOM AN1A faHHOro uHtepderica VLAN.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 183 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuo

KomaHda

show ip pim snooping - MokaszaTtb 06y MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan MoKa3aTb CTaTUCTMKY KOHTPOIA MHOroaapecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoM vian.
show ip pim snooping groups — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX Fpynmn.
sh ip pim snooping neighbors — MMoKa3aTb CNUCOK 3aperMcTpUpPoBaHHbIX y4acTHUKOB PIM.
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5.20.3 NMpomokon MSDP

MpoToKoN 0BHAPYKEeHUA UCTOYHMKOB MHOroaapecHoi paccbiiku (MSDP) ucnonbayerca ans obmeHa
nHbopmaumen 06 mctouyHmkax Multicast-Tpadmka mexay pasHbimm PIM-pomeHamn. MSDP-coeauHeHue
06bl4HO ycTaHaBAMBaeTca mexay RP Kaxkgoro gomeHa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 184 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router msdp

no router msdp

BKAtounTb NnpoTokon MSDP 1 nepeiTu B pexxmum ero
KoHbUrypauuu.

OcTtaHoBUTb NpoToKon MSDP u yaanutb BCO ero
KoHbUrypaumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosaad MSDP

Bupg, 3anpoca KOMaHAHOM CTPOKK B pexxnume KoHpurypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 185 — KomaHabl pexkuma KoHpurypauum npotokosna MSDP

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

HasHauunTtb IP-agpec, KoTopbiit 6yaeT ncnosb30BaH B KayecTse
nexoaawero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HAYEHME MO YMONUYAHWUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb BPeMSA }KU3HU SA-3anncK B KaLle.

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Tamep holdtime. Ecau B TeyeHmMe 3TOro BpemeHun
He byaeTt npuHaTo keepalive-coobueHune, To coeguHeHune ¢
cocenom cbpacbiBaetcs.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTb MHTEPBaN MeXay oTnpaskoi keepalive-cooblieHni.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

originator-ip ip_address

no originator-ip

HasHauuTtb IP-agpec, ucnonbayemblii B Kayectse agpeca RP B
ncxoaALWmx coobeHmax SA.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

peer ip_address

no peer ip_address

[06aBuTb B KOHOUIrypauuo MSDP-nvp 1 BONTU B pEXUM €ro
KOHbUrypauuu.

Yaanutb MSDP-nup.

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #
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Tabnmua 186 — KomaHabl pexmma KoHpurypaumm MSDP-numpa

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

connect-source ip_address

no connect-source

HasHauuTb IP-agpec, KoTopbiit ByaeT UCcnoib30BaH B KaYecTse
ucxoaauero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

description text

no description

text: (1..160) cumsona

3agatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

Lobasutb cocega k MESH-rpynne.

Yaanntb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |

Co3patb NpaBuao puabTpaumm SA-coobLLEeHNI:
- permit — paspelatoLlee NpaBuao GuUAbTpaLmK;
- deny — 3anpeuwiatouiee npasmno GuabTpaLmu;

group-address ip_addr_gr
| source-address
ip_addr_src]

- Sec_num — HOMep CeKUUW NpaBuna;
sec_num:

(0..4294967294) - ip_addr_rp — ¢ounbTpaumusa no agpecy RP;

- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no agpecy ctoyHmnka Multicast-
TpaduKa.

YaansaeT co3gaHHYH CEeKLMIO NpaBua.

no sa-filter { in | out }
sec_num
shutdown

AOMWHUCTPATUBHO BbIKAHOUNTL ceccuto ¢ MSDP-nmnpom, He
yAanaa ero KoHdurypauuu.
YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

—/disable

no shutdown

KomaHObi pexcuma EXEC

Bug 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#
Tabnuua 187 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MoKa3aTb MHGOPMALMIO O HACTPOEHHBIX NUPaXx, cTaTyce
coenMHEeHUs, HaCTPOIMKax NMMPOB, a TaKXKe CTaTUCTUKY 0bmeHa
coobuieHmamm npotokona MSDP

- ip_addr — IP-agpec nupa.

MoKa3aTtb coaepxummoe Kawwa SA.

MoKa3aTb CyMMapHYt MHbopmaLmio npotokona MSDP.

show ip msdp peers [ ip_addr]

show ip msdp source-active -

show ip msdp summary —
clear ip msdp counters —

OBHYINTb CHETUMKM.

MNepeycTtaHoBUTL coeanHeHna ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.

clear ip msdp peers [ ip_addr]

5.20.4 ®yHkyus IGMP Proxy

PyHKUMA MHOroagpecHoi mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa Aaa peanusauuu
YNPOLLEHHOM MapLIpyTM3aLMM MHOFOAPEeCHbIX AAHHbIX MEXKAY CETAMW, YNnpaBAAemoil Ha OCHOBAHWUM
npotokona IGMP. C nomouwbto IGMP Proxy ycTpolicTBa, He HaxoAslMecs B OLHOW CETU C CepBepom
MHOTr0aApeCHOM PacCbi/IKW, UMEIOT BO3SMOXHOCTb MOAKAOHYATbCA K MHOTO3APECHbIM FPYMNMnam.

MapLupyTM3aLma OCyLLECTBAAETCA MeXay MHTepdeicom BbilecTos el cetu (uplink) u nHtepdeincamm
HuxecToswmx ceteit (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bblYHbIN
noJsiydaTesib MHOroagapecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE COOBLLLEHMA NPOTOKONA
IGMP. Ha uHtepodeiicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOTM0aApeCcHOM PacCbiKM U
obpabaTtbiBaeT coobueHna npoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM UHTepdeicam.
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Konnuectso noagep’KuBaemblX rpynn MHOroagpecHoi paccbiIKM npoTtokosom IGMP
Proxy yKasaHo B Tabnuue 9.

%

IGMP Proxy nogpep*usaet go 512 downlink-unrepdeiicos.

%

OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaep}XusaeTtca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO 0AMH UHTepdeiic BbiecToALel ceTu;

- Npy ncnonb3oBaHum Bepcun V3 npotoKkona IGMP Ha uHTepdencax K HuKecTosALe ceTn
o6pabaTtbiBatoTcAa ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

L

V Bo VLAN-e, B KOTOpbIii ocyliecTBaseTca npokcuposaHue, IGMP Snooping aonKeH 6biTb
OTK/OYEH.
V IGMP Proxy ana QinQ-tpaduka:
ONA KOpPpPeKTHo pabotbl PyHKuMoHana Heobxogumo Bkawouutb IGMP Proxy n IGMP

Snooping B SVLAN u CVLAN, a TaK»ke HacTpouTb IP-agpeca Ha AaHHbIX uHTepdeiicax.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rno6asbHON KOHPUrypaLmm:
console (config) #

Tabnnua 188 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
ip multicast-routing Pa3pewuntb paboTy MapLIpyTU3aLUN MHOTOAAPECHBIX AaHHbIX
igmp-proxy —/no ymonyaHuio Ha CKOHOUIYPUPOBAHHbIX UHTEpdelicax.
no ip multicast-routing bYHKUMA BbIK/IOYEHa 3anpeTuTb paboTy MapLIpyTU3aLLMM MHOTOAAPECHbIX AAHHbIX HA
igmp-proxy CKOHPUIypupoBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perMme KoHpUurypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 189 — KomaHabl pexkuma KoHpurypauum nHtepdeliicos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue
o ymon4aHuio
ip igmp-proxy {gigabitethernet gi_port: (1..8/0/1..48); | KoHdurypmpyemblit nHTepdeic aBaserca nHTepdeincom K

KomaHoa Aelicmeue

gi_port | tengigabitethernet te_port: (1..8/0/1..24); | HukecToAWelN ceTn. KOMaHAa Ha3HavaeT cBA3aHHbIN uplink-
te_port | fortygigabitethernet fo_port: (1..8/0/1..4); MHTepdEeIC, y4acTBYHOLMIN B MapLLPpyTU3aLMMN.

fo_port | port-channel group | group: (1..48);

vlan vian_id} vlan_id: (1..4094)
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabanua 190 — KomaHgbl pexkuma KoHdpurypaumm nHtepoeiicos VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTaHoBUTb 3HaYeHne DSCP B IP-3aronoBke gna naketos
npoTokona IGMP, KoTopoe 6yaeT MCno1b30BaTbCA KOMMYTAaTOPOM
Ha uHTepderice VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHoBWTb 3HauveHune 802.1p B IP ana naketos npoTokona IGMP,
KOoTOpoe byaeT MCcnoib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 191 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpoCcMOTPeTb CMMCKU MHOFOAAPECHbIX rpynn. BoamoskeH BbiGop
rpynn no agpecy rpynnbl AW NO aApecy UCTOYHMKA
MHOroapecHbIX AaHHbIX.

- ip_multicast_address — |P-agpec rpynnbl;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe coAepKaHue KaxKaon 3anucuy B
MHOroagpecHol Tabanue mapLupyTMsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENbHO K
MHTepdeiicam.

[pumep 8b1M10MHEHUS KOMAHO

console# show ip igmp-proxy interface

Interface Type
vlanb upstream
v1lan30

Interface Protection

downstream default

* — the switch is the Querier on the interface
IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

CoS DSCP
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5.21 ®yHKuMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ana obecneyeHns 6e3o0nacHOCTU CUCTEMbI

aBTOpM3aLMA, yUeT).

nucnonbsyercs mexaHMam AAA  (ayTeHTUPUKaumA,

— Authentication (ayTeHTUdMKaUMsa) — conocTaBaeHUE 3anpoca CyLLECTBYOWEN YY4ETHOM 3anucK
B cucTeme 6€30NacHOCTMU.

— Authorization (aBTopu3auus, NpoBepKa YpoOBHA 40CTyrNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (npoluealueit ayteHTUGUKaUUIO) 1 onpeaenéHHbIX NOJHOMOUYMUNA.

— Accounting (y4éT) — cnexeHue 3a noTpebseHMeM pecypcoB NoO/Ib30BaTENEM.

Ona wndpoBaHMA gaHHbIX UCNONb3yeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 192 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CUMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLECTBAAETCA NPOBEPKA
no fIoKkanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHOBWUTb CNOCO6 ayTeHTUMKALMM ONA BXOAA B CUCTEMY.
- authorization — pa3pelaeT npoxoxaeHue aBTopm3aLmMmn no
OMNUCaAHHbIM HU}KE METOAAM;
- default — ncnonb3osatb ANA ayTeHTUPUKALMKM ONUCAHHbIE
HUMKEe MeToAbl;
- list_name — nma cnucka ayTeHTUGUKALMOHHbIX METOAOB,
AKTUMBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHue metoaos (method_list):
- enable — ncnonb3oBaTb Naposib A8 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAbL TEPMUHANG AN1A AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb IOKaNbHYO 633y MMeH Noab3oBaTenem
L8 ayTeHTUdUKaumm;
- none — He UCNONb30BaTb ayTEHTUOUKALMIO;
- radius — ncnonb3osatb cnncok RADIUS-cepsepoB anA
ayTeHTUdMKaUMK;
- tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
ayTeHTUdMKaLMK.

V Ecnn meToa ayTeHTUGMKaLMM He onpegeneH, To

AOCTYN K KOHCOU BCerpa ycnewHbli.

Co3aaHue CNUCKa oCyLLeCcTBAAETCA KOMaHAOiA:
V aaa authentication login list_name method_list.

MUcnonb3oBaHMe cnucka:

aaa authentication login list-name

’ Bo u3bexkaHue notepu AocTyna cnegyer BBO-
. AUTb HEeobXoAUMbBIII MMHUMYM HACTPOEK ANnA
YKa3blBaemMoro MeToaa ayTeHTupMnKaumm.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLLECTBAAETCA NPOBEpPKa
no fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCTaHOBUTbL CNOCO6 ayTEHTUDMKALMM NPY NOBbILEHUN YPOBHSA
npvBUAErnii Ana BXoaa B CUCTEMY.
- authorization — paspelwaeT npoxoxaeHne aBTopm3aLmn no
OMMUCAHHbBIM HUXE MeToAaM;
- default — ncnonb3oBaTh 417 ayTeHTUMKALMM ONUCAHHbIE
HUXe MeToapbl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOAOB,
AKTMBU3UPYIOLLLErocA, KOrAa Nonb3oBaTe b BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG A1A AYTEHTUDUKALMM;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Noab3oBaTenem
Ona ayTeHTUuduKaumm;
- none — He UCNONb30BaTb ayTEHTUDUKALMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepoB Ana
ayTeHTUdMKaLMK.

V Ecnn meTop ayTeHTUPUKaL UM He onpeaeneH, To

BOCTYN K KOHCONM BCerpa ycneLwHbli.

Co3faHue CnncKa OCyLLecTBASETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
’ Bo u3bexkaHue notepu poctyna cneayeTt BBO-
H AUTb Heo6X0AMMbBI MUHUMYM HacTpoek AnA
YyKa3blBaemoro meToga ayTeHTuGMKauuum.
no aaa authentication YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBWUTb NapPO/Ib 414 KOHTPOIA U3MEHEHMWA NPUBUAErNiA
word [encrypted] [level [O0CTyna noJsib3oBaTenei.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
naposib B 3alIMPPOBAHHOM BUAE, CKOMMPOBAHHBIN C ApYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YMONYaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBonOB;
password: (1..64)
CUMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B 0KaNbHYLO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
napoAb B 3aWMbpoBaHHOM BUAE, CKONMUPOBAHHBIN C APYroro
YCTPOICTBA).

YpaanuTb nonb3osaTens u3 NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

—/no ymon4aHuio
BefleHue y4yeTa 3anpeLeHo

Pa3spelwnTb BeileHMe yyeTa (akKayHTa) AN ceccuii ynpasieHus.

PaspeLueHO TO/IbKO A8 NoNb3oBaTeNeid, BoweaLWwnx B

V cuMcTemMy No MMEHU U Napoto. [ina soweawWwnx no na-
poso TepMUHANA, BEAEHMUE yueTa 3anpeLyeHo.

) BepeHue yueta akTMBMpPYeETCA M NpeKpallaeTca, Koraa

V nosnb3oBaTeNnb BXOAUT M OTK/IIOYAETCA OT CUCTEMDI,

4TO COOTBETCTBYET 3HaUeHUAM start u stop B coobuie-

HUAX npoTokona RADIUS (napameTtpbl, coaeprKalm-

eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabnuue 193).

3anpeTuTb BegeHuMe yyeTa (akkayHTa) ans sBegeHHbIX B CLI Ko-
MaHa,.
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aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

—/no ymon4aHuio
BefleHue y4yeTa 3anpeLleHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
BepeHue yyeTta akTMBUpPYeETCA U NpeKpaLLaeTcsa, Koraa
V nonb3oBaTeNlb BXOAUT U OTK/AIOYAETCA OT CUCTeMbI,
4YTO COOTBETCTBYET 3HAUeHUaM start u stop B coobuue-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHunax npotokona RADIUS, npuseaeHbl B
Tabnunuye 193).

B pexxume Multiple sessions coobuieHus start/stop

V NoCbINAOTCA AN1A KAXKAOro No/b30BaTeNs, B pexume
Multiple hosts — TonbKo ans nonb3osartens, npowepn-
wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenuts MeTof ayTeHTUdMKauuu npu aoctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CNMCKA METOAOB AOMNOSHUTENbHbIN
MeTog, byaeT NPUMEHATLCA TONbKO B TOM C/lyYae, Korga no oc-
HOBHOMY MeToAy ayTeHTUPUKaLMKM BO3BpaLLleHa oWwmnbKa.

- method_list — meTof ayTeHTUDUKaumm:

local — no meHu 13 NoKanbHOM 6asbl JAHHbBIX;

none — He Ucnonb3yeTcs;

tacacs — ncnonb3oBaHMe cnNUcKoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHMUIO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNroOpPUTM ONpoca METOA0B ayTEHTUDUKaALUM.

- chain — nocne HeyaauHOM NONbITKW ayTEHTUOUKALMM NO Nep-
BOMY METOAY B CMUCKe cieAyeT NonbITKa ayTeHTUGUKaLmMmM no
caepylolemy metoay B LEenoyKe;

- break — nocne HeypayHow ayTeHTUPMKaLUKM NO NepBOMYy Me-
TOA4Yy NpoLecc ayTeHTUPMKaLUM OCTaHaBNMBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymonuyaHuio
BefeHMe y4eTa KOMaHz,
BbIK/IIOUYEHO

BkntounTb BegeHue yyeta BBegeHHbix B CLI KomaHa no npoTo-
Kony Tacacs+.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumeonos; method_list:
(tacacs, local);

-/N0 YMONUYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTenseTcs

YCcTaHOBWUTbL CNOCO6 aBTOPM3ALLMM BBOAUMBIX KOMAHA,.

- default — pegaktMposaTb cnucok c umeHem default, KoTopbili
MO YMONYaHUIO eCTb B CUCTEME;

- list_name — nmA cnucka mMeToA0B aBTOpM3aL MK, co3aaBae-
MOFO U PefaKkTUPyemMoro nosib3oBaTenem:

- tacacs — meTogA, N0o3BONAKLWMIA MCNOAb30BaTh cNncok TACACS
cepBepoB ANA aBTOpU3aLuu;

- local — meTog, nNpu KOTOPOM aBTOPU3ALMA He OCYLLLEeCTBAA-
eTcA.

BoccTaHOBWTb 3HaYEHME NO YMONYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no
YMOYaHWIO;
- list_name — ypanvuTb NONb30BaTE/NIbCKUIA CMIMCOK C MMEHEM
list_name.
Cnucok c umeHem default He moxkeT 6bITb yaaneH us
V cUCTEMBI.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CMMBOJIOB;
-/default

AKTMBMPOBATb CMMCOK METOAOB aBTOpPM3aLMU BBOAUMbBIX KO-
MaHa,

- default — caenatb akTMBHbIM CNUCOK ¢ UMeHem default;

- list_name — cpenaTb aKTUBHbIM COOTBETCTBYIOLLMIA NONb30Ba-
TENbCKUI CMINCOK.

BoccTaHOBUTL 3HaYeHMe no YMOANYaHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

209



HELTEX

: [na Toro uTo6bl KAMEHT NOAYYUA AOCTYN K YCTPOUCTBY, AaXKe eciu BCe MeTOAbl ayTEHTU-
' ¢$uKaumm BepHyan ownbKy, UCNONb3yiiTe 3HAUEHMe Noc/ieAHero MeToga B KoOmaHae —
-

none.

Tabnmua 193 — AtpubyTbl coobLieHM BeaeHUs yyeta npoTokosia RADIUS ans ceccuih ynpasaeHus

Hanu4ue Hanu4ue
ampubyma e ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndmKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIN MUcnonab3yeTca anA
NAS-IP-Address (4) EcTb Ectb ﬂ‘p, v P P y A
ceccuin c RADIUS-cepsepom.
Mpon3BoabHOE 3HaYeHMe, BKIOYEHHOe BO BCce CO0b-
Class (25) EcTb Ectb P .
LLeHUA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNONb3YEMbIN ANA CEeCCUi
Called-Station-ID (30) EcTb Ectb AP yratop ¥ A
yrnpaBaeHus.
Calling-Station-ID (31) EcTb Ectb |P-agpec nonb3osartens.
Acct-Session-ID (44) Ectb Ectb YHUKaNbHbIN UaeHTUOUKATOP yyeTa.
. YKa3blBaeT MeTo, N0 KOTOPOMY KAUEHT J0/IKEH BbITb
Acct-Authentic (45) EcTb Ectb A poMy A
ayTEHTUOULMPOBAH.
. . MoKasbiBaeT, KaKk 40/ro Nnoab3oBaTeNb 6bin NOAKA0-
Acct-Session-Time (46) Het Ectb A A
YeH K cucteme.
Acct-Terminate-Cause
Het Ectb MpuymHa 3aKkpbITUA ceccum.

(49)

Tabnunua 194 — ATpubyTbl coobLeHNI BeaeHMA yueTa npoTokona RADIUS ans ceccmin 802.1x

Hanu4ue Hanu4ue
ampubyma e ampubyma e
Ampubym puoy puoy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndmKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIM MUcnoab3yeTcs ann
NAS-IP-Address (4) Ectb EcTb ,u,pu v pa, P y A
ceccuii ¢ RADIUS-cepsepom.
MopT KOMMyYTaTOPa, Ha KOTOPOM MOAKNOUUACA NONb-
NAS-Port (5) Ectb EcTb P ¥ pa, P A
3oBaTeNb.
Mpoun3BoabHOE 3HaYEHWE, BK/IOYEHHOE BO BCE CO06-
Class (25) Ectb EcTb P .
LLLEHUA yYeTa CeCcCUi.
Called-Station-ID (30) EcTb Ectb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3osartens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIM naeHTUUKATOp yyeTa.
. YKa3biBaeT MeTo4, N0 KOTOPOMY KJNEHT A0KEH BbITb
Acct-Authentic (45) Ectb EcTb A pomy A
ayTeHTUOULMPOBaH.
MoKa3blBaeT, Kak 40Aro nonb3oBaTeNb bbbl NOAKO-
Acct-Session-Time (46) Het Ectb ’ A A
YeH K cucteme.
Acct-Terminate-Cause Het Ectb MpuynHa 3aKpbITUA ceccuu.
(49)
Nas-Port-Type (61) Ectb Ectb lMoKa3biBaeT TUN NopTa KAMEHTa.
Eltex-Data-Filter Het EcTb CnucoK npaBuAa, cofepawmin B cebe Kalouyesble
cnosa ACL (Tabnuua 185)
Eltex-Data-Filter-Name Het Ectb Uma ACL. Echm He 3apaHO, TO MMeEET 3HayeHue

«RADIUS_ACL»
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Tabnuua 195 — Kntouesble cnosa ACL

Knrovesoe cnoeo

OnucaHue

Tun unu id npoTokona.
JonycTMmble 3HaYeHuA:
- gns IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 12tp, isis;
- ana IPV6: icmpv6, tcpv6, udpvb.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec Ha3HayeHus.

ip_src IP-agpec UCTOYHMKA.

ip_dst IP-aapec HasHavyeHuA.

ipv6_src IPv6-agpec MCTOYHMKA.

ipv6_dst IPv6-appec HasHayeHus.

dscp 3HauyeHue DCSP-nons (0..63).

ip_precedence Mpuoputert IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsakosbli Homep VLAN.

icmp_type Tun coobuweHnn npotokona ICMP, ucnonbsyembli ana ¢dunbTpauum
ICMP-nakeTos (0..255).

icmp_code Kog coobuweHuii npotokona ICMP, ucnonb3yemblit ana ounbTpaumnm
ICMP-nakeTos (0..255).

igmp_type Tun npoTokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT Ha3HayeHus.

tcp_port_src

TCP-nopT UCTOYHUKA.

tcp_port_dst

TCP-nopT Ha3HayeHwuA.

udp_src_start

HauvanbHoe 3HavyeHne UDP-nopTa u3 gnanasoHa UDP-NopTOB MCTOYHMKA.

udp_src_end

KoHeuHoe 3HaueHne UDP-nopTta n3 ananasoHa UDP-nopToB UCTOYHMKA.

udp_dst_start

HauvanbHoe 3HayeHue UDP-nopta n3 amanasoHa UDP-nopTtos HasHaue-
HUA.

udp_dst_end

KoHeuHoe 3HaueHne UDP-nopTa 13 ananasoHa UDP-nopToB Ha3HauYeHUA.

tcp_src_start

HauvanbHoe 3HayeHne TCP-nopTa 13 AnanasoHa TCP-NoOpTOB UCTOYHMKA.

tcp_src_end

KoHeuHoe 3HaueHune TCP-nopTa 13 grManasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start

HauvanbHoe 3HaueHne TCP-nopTa 13 granasoHa TCP-nopToB Ha3HaYeHUA.

tcp_dst_end

KoHeyHoe 3HaueHue TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHuA.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHaYeHHble
Ans AMHamuyeckoro aobasneHus cnuckoB ACL Ha nopT yepes coobuieHuns oT RADIUS-cepsepa. [ns
MCNONb30BaHUA AaHHoro ¢yHKUMoHana Ha RADIUS-cepBepe HeobxogMmo B C/I0Bapb aTpubyToB A06aBUTL
atpubytbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).
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Mpumep Hactpolikm Vendor-Specific
Freeradius.

aTpmnbyToB

Eltex-Data-Filter Eltex-Data-Filter-Name ansa

B daitn /path/to/freeradius/dictionary nobasuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

.‘

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cneayiowmm obpasom: nepebie yeTbipe
CNnoBa AO/MKHbI 6biTb 3anucaHbl yepe3 npoben B ctporom nopsagke: acl_type, action

(permit unn deny), ip_precedence, prot. Mocne 3anucu ob6asarenbHbIX NapameTpoBs
OCTa/IbHble NapameTpPbl 3aNMCbIBAOTCA B NPOU3BOJIbHOM NopsaKe.

.‘

®dopmar 3anucu MAC ACL dopmupyetca cneayowmm obpasom: nepsble TPU C€N0Ba
BAOMXKHbI 6bITb 3anucaHbl Yepes npoben B ctporom nopagke: acl_type, action (permit naun

deny), ip_precedence. Mocne 3anucu o6a3aTelbHbIX NAPaMETPOB OCTa/IbHble NAapameTpbl
3anuCbIBAlOTCA B NPOU3BOJIbHOM NopagKe.

.‘

A

Mpumep:

"hello"

user3 Cleartext-Password
Eltex-Data-Filter =
ip dst=10.0.0.0/255.0.0.0
Eltex-Data-Filter-Name =

KomaHObI pexcuma KoHguaypayuu mepMmuHana

Macka gnsa IP-agpeca 3anucbiBaetca yepes «/» 6e3 npobenos.

MpoTOKON MOXHO YKa3aTb Kak B YNC/IOBOM BUAeE, TaK U CTPOKOM.

"ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
tcp port src=80 tcp port dst=443",
"Filter-MIX1"

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMnHana:

console (config-line) #

Tabnuua 196 — KomaHapl pexkuma KOHOUrypaLmm TepmMUHaNbHbIX CECCUid

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

login authentication {de-
fault | /ist_name}

list_name: (1..12)
CMMBOJIOB

no login authentication

3asaTb MmeToa ayTeHTUdUKaLMKM NpK BXoZe AN KOHcoAu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/aHHbIN KoMaHaoW aaa authentication login default.

- list_name — 1cnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAoM aaa
authentication login /ist_name.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.
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enable authentication {de-
fault | list_name}

list_name: (1..12)
CUMBO/I0B

no enable authentication

3apaTb MeToZ ayTeHTUGMKaLMM Nosib3oBaTeNs NP NOBbILLEHUN
YPOBHS NpUBUAErMIA ANA KOHcow, telnet, ssh.

- default — ncnoab30BaTb CNNCOK «NO YMONYAHUION,
CO3/aHHbIM KoMaHaoW aaa authentication login default.

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

password password [en-

crypted
ypted] password: (0..159)

CMMBOJIOB

no password

3apaTb Naposib gNa TepMUHana.

- encrypted — 3a4aTb 3aWMPPOBaHHbLIN Napob (Hanpumep,
naposib B 3aWMPPOBAHHOM BUAE, CKOMMPOBAHHbLIW C APYroro
YCTPOICTBA).

Y8anute naponb Ana TepMuHana.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 197 — KomaHgb! pexxkuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmesue

show authentication meth-
ods

MokasaTb nHdopMaLmio 06 ayTEHTUOUKALMOHHBIX METO4AX Ha
KomMmyTaTope.

show authorization
methods

MoKaszaTb MHOOPMALLMIO O CO3L4aHHbIX HA KOMMYTaTOPe MeToAax
aBTOPU3aLLMM KOMAHA, YKa3blBaeT Ha aKTUBHbIN MeToa.

show users accounts

MoKasaTb NoKaNbHYO 6a3y AaHHbIX NO/b30BATENEN U UX
npuBMAErni.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 417 NPUBMAETMPOBAHHbIX nonb3oBaTenein.

Tabnnua 198 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuio

KomaHoa

HAelicmeue

show accounting

MoKa3aTb MHOOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA
yyeTa (aKkKkayHTa).

5.21.2 Mpomokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUdUKaumm, astopmsaumm m ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX N0Ab30BATENEN, KOTOPAs COAEPKUT AaHHbIE NPOBEPKU NOAJANHHOCTU AN KAXKAO0ro
nosnb3osaTtens. Takum obpasom, ucnonb3oBaHue npotokona RADIUS obecneumBaeT AONOAHUTENbHYIO 3aLUUTY
npu A0CTyNe K pecypcam CeTH, a TaK¥Ke Npu AoCTyne K CaMoMy KOMMYTaTopy.
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KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 199 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage type]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,
all)/all

[06aBuUTb yKa3aHHbI cepBep B CNMCOK UCNonb3yembix RADIUS-
cepBepoB.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa ANA nepesayn ayTeHTUGUKaLMOHHbIX
LaHHbIX;

- acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;

- timeout — MHTepBan OXKMOAHUA OTBETA OT CepBepa;

- retries — KONMYeCTBO NonbITOK Noncka RADIUS-cepBepa;

- time — Bpema B MMHYTax, B Te4eHME KOTOPOro HeJoCTyMNHble
cepsepa He byayT onpawusaTbca RADIUS-KaneHTOM
KOMMYyTaTopa;

- secret_key — knto4 gna ayTeHTUOUKALMM U LULMPPOBAHNA BCEro
obmeHa aaHHbimM RADIUS;

- priority — npnopwuTteT ncnonb3osaHus RADIUS-cepsepa (Yem
HU¥Ke 3HaYeHue, TeM NpuopuTeTHee cepsep);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 3asaTb KoY B 3aWwndpoBaHHOM BUAeE.

B cnyyae oTcyTCTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key ana aaHHoro RADIUS-cepBepa ncnonb3ytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaHA YKa3aHHbIX HUXKe.

YAanuTb YKasaHHbIV cepBep U3 cnucka ncnonb3yembix RADIUS-
cepBepos.

radius-server attributes nas-
id include-in-access-req [for-
mat word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

[o6asutb aTpnbyT NAS-Id (onuma Ne32) B Access-Request nakeTbl.
Cumsonbl "%h", BcTpevatowmecsa B popmaTHOM CTPOKe,
3aMeHSAIoTCA Ha TeKyllee umsa xocta (hostname).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/MNO
YMOYAHMIO KoY —
nycrasa cTpoka

YCTaHOBUTb KtOY, UCNONb3YEMBIN MO YMONYAHUIO, ANA
ayTeHTUdUKauMK U WndposaHua Bcero obmeHa gaHHbimu RADIUS
MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.

- encrypted — 3a4aTb K/toy B 3alwmdpoBaHHOM BUAE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHOBUTb UHTEPBAJ OXMAAHMA OTBETA OT CEpBepa,
MCMOb3yeMblii MO YMONYAHUIO.

YCTaHOBUTb 3Ha4YeHME NO YMOHYAHUIO.

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpegenuTb KOAMYECTBO NONbITOK Noncka RADIUS-cepsepa 13
CMKUCKa cepBepoB, NCNO/Ib3yemoe No ymonyaHuio. MNpwu oTkase
OCYLLECTBIACTCA MOMCK CeAYyoLWero no NpMopuTeTy cepsepa us
Cnucka.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMH

OnTumunsunposaTb Bpems onpoca RADIUS-cepsepos, Koraa
HeKoTopble cepBepa HeAOCTYMNHbI. YcTaHaBANBAET BpeMs B
MWHYTaXx, UCMOIb3yeMoe Mo YMOIYaHUIO, B TEYEHME KOTOPOTo
HepoCTynHble cepBepa He byayT onpawmeaTtbcs RADIUS-
K/IMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback _id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpolicTBa, IP-agpec KoToporo byaeT
MCMNoJIb30BaTbCA MO YMOYAHUIO B KayecTBe agpeca UCTOYHMKA
nepegasaemoro B coobuieHuax npotokona RADIUS.

Ynanutb nHtepdeic yctpoiicrsaa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback _id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpoiicTsa, IPv6-aapec KoToporo byaet
MCMNOJIb30BaTbCA MO YMOMYAHUIO B KauecTBe agpeca UCTOYHMKA
nepegasaemoro B coobueHuax npotokona RADIUS.

Ypanutb nHtepdeic yctpoicTsaa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBWUTbL NOPT perncTpaLmm y4éTHbIx 3anmceit Ha RADIUS-
cepsepe.

OTMeHUTb ncnonb3osaHne UDP-nopTta gna perncrpaumm y4ETHbIX
3anuce.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHoBuTb UDP-nopT AnA oTnpaBKM 3anpocoB Ha
AYTEHTUDUKALMIO YYETHBIX 3aNnCeN.

OTMeHUTb ncnonb3osaHne UDP-nopTa Ana 3anpocos Ha
AYTEHTUDUKALMIO YYETHBIX 3aNnCeN.

radius server enable

no radius server enable

Bkntountb RADIUS-cepBep Ha KommyTaTtope.

BbikntounTtb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3apaTb Ha3BaHWe ANA rPYNMbl cepBepa U NepenTh B PeXNUM ee
KOHOUIypUpoBaHUA.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipva | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
key: (1-128) cumBona

YCTaHOBUTb KtOY A1 UCNOAb30BaHMA radius server.
default — Koy Ha3HayaeTcs AN UCNONb30BaHUA KAMEHTaMMU, He
MMeIoLWMX ONpPeaeneHHOro Katoua.

YpanuTe KAod Ana ucnonb3osaHusa radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX

Mcnonb3osatb 3aLUM¢pOBaHHbIﬁ KN4 40CTyna K cepsepy AnAa
KOHKPETHOro XOCTa.

Y8anuTtb KoY gaa ucnonb3osaHua radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BKAOUNTL NOAAEPHKKY trap-co0bLEHNI Ha COBbITUA YHETHbBIX
3anucei.

OTKNIOYMTD NOAJEPHKKY trap-co0bLLEeHMN.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BKNOUMTD MOAAEPIKKY trap-cO0bLLEHMI, OTOOPaXKAOLWMX
pe3ynbTaTt ayTeHTUdMKaummn Ha RADIUS-cepsepe.
failure — c6oii npu nonbiTKe ayTeHTUMKaLUN.
success — ycrnewHo NpoiiaeHHan ayTeHTUdMKaLmA.

OTKNOUNTL NOAAEPIKKY trap-coobLeHNA.

radius server user
username username group
password pass

no radius server user
username username

Co3patb Nosib3oBaTeNA M Ha3HAYUTb 419 Hero rpynny Ha cepsepe
C 3a4aHHbIM Naponem UCNONb30BaHUA.

YpanuTb nonb3oBaTena Ha cepsepe.
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KomaHObI pexcuma KoHgu2ypuposaHusa radius server 2pynmeol

BunAa 3anpoca KoOMaHAHON CTPOKM B pexxnume KoHPuUrypuposaHua radius server-rpynnbi:
console (config-radius-server—-group) #

Tabnmua 200 — KomaHabl pexkmma KoHPUrypuposaHusa radius server-rpynnbi:

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

acl acl_name acl_name: (1-32) HasHauntb ncnonb3osaHue ykazaHHoro ACL B JaHHOM rpynne.

no acl CMMBO/IA OTKAOUYUTL UCMONb30BaHMe yKasaHHoro ACL B JaHHoM rpynne.

allowed-time-range
range_name

HasHaunTb nepnog BpemeHun time-range Ha MCNONb30BaHUE

range_name: (1..32) rpynnol.

no allowed-time-range CMMBONA OTKAOYUTb UCNob30BaHMe time-range Ha Ucnosb3oBaHuWe

rpynnel.

privilege-level level HasHaunTb ypoBeHb NPUBUNETUIA, HA KOTOPOM ByaeT MCNOHUMA

level: (1-15)/1 KoHdUrypupyemas rpynna.

no privilege-level YCTaHOBWTb 3HaYeHUE N0 YMOAYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 201 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda Aeiicmeue

show radius-servers status —

Moka3satb cTaTyc cepsepos RADIUS.

show radius-servers [key]

OTo6pasnTb NnapameTpbl HacTpoliku RADIUS-cepBepoB (KomaHaa
[OCTYMNHA TONbKO A8 NPUBUIETMPOBAHHbIX NONb30BaTeNEN).

show radius server {statis-
tics | group | accounting |

OT06pasnTb CTAaTUCTMKY NpoTokona RADIUS, nidopmaumio o
nonb3osatensax, KoHourypaumto RADIUS-cepsepa.

configuration | rejected |
secret | user}

[pumepbl UC016308AHUA KOMAHO

= YCcTaHOBUTH r106anbHble 3HAYEHUA ANA NapamMeTPoB: MHTEPBaa OXWAaHUA OTBETA OT cepBepa — 5
CeKyHZA, KonmnyecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOpPOro HeaoCTyn-
Hble cepBepa He 6yayT onpawmnsatbca RADIUS-KnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. [lobaBuTb B cnucok RADIUS-cepBep, pacnonoKeHHblh Ha y3ne cetu c IP-agpecom
192.168.16.3, nopT cepBepa AnA ayteHTMPMKaumm — 1645, KoNMYeCcTBO NOMNbITOK AOCTYNa K CEPBEpPY
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb NapameTpbl HacTponkn RADIUS-cepBepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Mpomokon TACACS+

MpoTokon TACACS+ obecneumBaeT LEHTPanM30BaHHYlO cucTemy 6e30nacHOCTM ANs MNPOBEPKM
noNb3oBaTesNei, NoAyYaloWmMX A4OCTYN K YCTPOWCTBY, NPU 3TOM Noadepusas coBmectumoctb ¢ RADIUS u
APYrMMM NpoLLeccamm NpoBepKu noannmHHocti. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO BpemsA BXoda B CUCTEMY MO
MMeHaMm NoJib3oBaTeNeit u onpeaeneHHbIM Nob30BaTENAMM MAPOJIAM.

— Authorization (aemopu3sayus). ObecneynsaeTcas BO Bpemsa Bxoga B cuctemy. [locne
3aBepllieHns ceaHca MNPOBEPKM MNOAAMHHOCTM  3aMycKaeTcA ceaHC aBTopu3auMmM C

MCcnonb3oBaHMEM MNMPOBEPEHHOINO MMEHWU MNONb30BATE/NIA, TaKXXe CepBEPOM MNPOBEPAKOTCA
npusunernn nonb3osatena.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 202 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
M0 YMOMYAHUIO

tacacs-server host hostname: (1..158) [06aBuUTb yKa3aHHbI cepBep B CNMUCOK Ucnonbayembix TACACS
{ip_address | hostname} CUMBO/IOB; cepeepos.
[single-connection] port: (0..65535)/49; - ip_address — |P-appec TACACS-cepsepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B Ka)Abli MOMEHT BpeMeHU UMEeTb He
secret_key] [priority CMMBO/IOB; 60nblue oAHOro coeanHeHMA ana obmeHa gaHHbimu ¢ TACACS-
priority] priority: (0..65535)/0; cepBepom;
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encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

- port — Homep nopTa ana obmeHa aaHHbimK ¢ TACACS-
cepBepom;

- timeout — MHTepBan OXKMAAHUA OTBETa OT cepBepa;

- secret_key — Kntod ana ayTeHTUGUKaUUKN U LWindpoBaHUs
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopwuTteT ncnonb3oBaHus TACACS-cepsepa (4yem
HU}Ke 3HaYeHue, TemM NpUopuUTETHEE CEpPBEp);

- encrypted — 3HaueHwue secret_key B 3alumppoBaHHOM BuAe.
B cnyuyae oTcyTCTBMA B KOMaHAe napameTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNo/b3yoTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLBLIO KOMaHA, YKa3aHHbIX
HUXKe.

YnanuTb yKasaHHbIN cepsep M3 cnucka ucnonb3yemoix TACACS-
cepBepoB.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CUMBOJ10B/NO YMONYAHMIO
K/Ilo4 — MycTas CTpoKa

YCTaHOBUTb K/tOY, UCNONb3YEMBIN MO YMONYAHUIO, AR
ayTeHTUdUKauMK U WndposaHUa Bcero obmeHa JaHHbIMK
TACACS mexnay ycTpoinctsom u okpyxeHnem TACACS;

- encrypted — 3HayeHue secret_key B 3alunMppoBaHHOM BUE.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

YCTaHOBWUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YCTaHOBWUTb MHTEPBA/ OXKUAAHWA OTBETA OT CepBepa,
MCMO/Ib3yeMbIV N0 YMONYAHUIO.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3afaTb MHTepdeWc ycTpoiicTsa, IP-agpec KoToporo byaeT
MCMNOJIb30BaTbCA MO YMONYAHUIO B KauecTBe agpeca UCTOYHMKA
ons obmeHa coobweHmnamm ¢ TACACS-cepeepom.

Ypanutb nHtepdeic yctpoicTsaa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumBonos

Hactpoutb dopmat nons port.
Mcnonb3ytoTcsa cneaytowme WwWabnoHbl:
- %n — HOMep TeKyLLel ceccuu;

- % % — cumBon %.

Ypanute popmart nons port.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabanua 203 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBOJI0B

OT06pasnTb HACTPOMKY M CTAaTUCTURY ana cepeepa TACACS+.
- ip_address — IP-apgpec TACACS+ cepBepa;
- hostname — nma cepsepa.
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5.21.4 Mpomokon ynpasneHusa cemoio (SNMP)

SNMP — TexHonorus, npussaHHas obecneynTb ynpaBAeHWE M KOHTPOAb Haj, YCTPOMCTBAMMU W
NPUNOXKEHUAMM B CETU CBA3M NyTéM obMeHa ynpaBaawowen uHGOPMaUMENn mexay areHTamm,
PacnoNoXeHHbIMM HA CETEBbIX YCTPOWMCTBAX, U MeEHeAXepamm, HAXOAALMMMUCA Ha CTaHUMUAX ynpaBaeHus.
SNMP onpepensieT ceTb Kak COBOKYMHOCTb CETEBbIX YMPaBAAOLINX CTaHLUMA U SNEMEHTOB CeTu (rnaBHble
MalLUMHbI, WA3bl U MapLIPYyTM3ATOPbl, TEPMUHA/bHbIE CEPBEpPbl), KOTOPble COBMECTHO obecneynBatoT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YMPABAAOWMMU CTAHLMAMM U CETEBLIMU areHTamm.

KommyTaTtopbl NO3BOAAKOT HAcTpoUTb paboTy npoTokona SNMP ana yaaneHHOro MOHWTOPUHIA M
ynpaBaeHMA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT npoToKobl Bepcnint SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 204 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp-server server

no snmp-server server

No YMOAYaHUIO
noaAep*KKa NpoToKona
SNMP oTkntoyeHa

BKkatounTb nogaep Ky npotokona SNMP.

OTKkAtO4MTb NoAfepKKY npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress] [vrf vrf_name]

community: (1..20)
CMMBO/I0B;
encrypted_community
:(1..20) cumBonos;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XXX XX
dopmar
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOOB
vrf-name: (1..32)
CMMBO/I0B

YCTaHOBWUTb 3HAYEeHMe CTPOKM coobLecTBa ANA 0bMeHa AaHHbIMU
no npotokony SNMP.

- community — cTpoKa coobuiectsa (naposb) 4ns gocTtyna no
npotokony SNMP;

- encrypted — 33aaTb CTPOKyY coobuiectsa B 3aWnMdpoBaHHOM
BUAE;

- r0 — [OCTYN TONbKO A1 YTEHUS;

- rW — [0CTYN ANS YTEHWUA U 3anucK;

- SuU — A0CTyNn aMUHUCTPATOPa;

- view_name — onpegenset ums ansa npasuaa o6osperma SNMP,
KOTOpOe [0/13KHO ObITb NpesBapuUTeNbHO ONpPeaeneHo € NOMOLLbIO
KOMaHZbl snmp-server view. OnpesensieT 06beKTbl, LOCTYMHble
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec
YCTPOMCTBA;

- mask — macka agpeca IPv4, koTopas onpeaensier, Kakne 6uTbI
aflpeca MCTOYHMKA MaKeTa CPaBHMBAIOTCA C 3af,aHHbIM IP-agpecom;
- prefix_length — uncno 6uT, KoTopble cocTaBnAT npeduKe IPv4-
agpeca;

- group_name — onpegenaer UMA rpynnbl, KOTOPOE AOMKHO ObITb
npenBapuTeNnbHO OnNpeAesieHo C MOMOLLbIO KOMaHAbl snmp-server
group. Onpepenaet 06beKTbI, 4OCTYNHbIE COOBLLECTBY;

- vrf_name — uma 061acTV BUPTyanbHOM MapLLPyTM3aL UK.

Ypanutb napameTpbl ANA CTPOKU COOﬁUJ,eCTBa.
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no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CUMBOJI0B

Co3gaTtb MK peaakTMpoBaTb NpaBuao obospeHunsa ana SNMP —
paspeLluatolee NpaBuio, IMHO orpaHMYMBaloLLEE CEPBEPY-
obo3spesaTento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUae
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAOYATb B cebA
3ape3epBUpPOBaAHHbIE CN0Ba, Hanpumep: system, dod). C nomouwpto
cumBoa * MOXKHO 0603HaUUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BkntoueHa B Npasuao ana 0603peBaHuUs;

- exclude — OID nckntoyeHa 13 npasBuna gns 0603peBaHus.

Yaanutb npasuno o6o3perna ana SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOIOB; Write_view:

(1..32) cumBonos

Co3gatb SNMP-rpynny nau tabanuy coorsetctauii SNMP-
nosb3osatesnei n npasua o6o3peHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 moaenb 6esonacHocTH;

- noauth, auth, priv — tun ayteHTMdurKaLmm, ucnonb3yembiit
npotokosnom SNMP v3 (noauth — 6e3 ayteHTUdMKaumum, auth —
ayTeHTUdUKaumA 6e3 wudposaHus, priv — ayTeHTUdMKaALMA C
wundposaHuem);

- notify_view — umsa npasuaa 0603peHns, KOTOPOMY pas3peLleHo
onpepaenatb coobweHna SNMP-areHta — inform u trap;

- read_view — nms npasuna o603peHns, KOTOPOMyY paspeLleHo
TONIbKO YTeHue cogepkmmoro SNMP-areHTa KomMyTaTopa;

- write_view — uma npasuna 0603peHuns, KOTOPOMy paspeLLeHo
BBOAMTb AaHHble U KOHPUryprpoBaTb cogepknumoe SNMP-areHTa
KomMyTaTopa.

Ypanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_name]}

no snmp-server user
user_name {v1 | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CMMBOIOB;
group_name: (1..30)
CMMBOJ/I0B
vrf-name: (1..32)
CMMBO/IOB

Cosgatb SNMPv3-nonb3oBsatens.

- user_name — UMs No/ib30BaTeNs;

- group_name — VUM rpynmbl;

- vrf_name — uma o61acTv BUPTyasbHOM MapLLpyTM3aL M.

Ypannte SNMPv3-nonb3osartens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CUMBOJI0B

Co3gaTtb M pegakTMposaTtb npasuao SNMP-dunbTpa, KoTopoe
nossonset puabTpoBaTb inform u trap-coobLLeHuns, nepeaaBaemble
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBNeHHbIN B BUAE
Aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKET BK/ItOYaTb B ceba
3ape3epBUpPOBaHHbIE C10Ba, Hanpumep: system, dod. C nomoLubio
cMMBOAA * MOXKHO 0603HaUUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BkAtoYeHa B NpaBMao GUAbTPALUNK;

- exclude — OID vckntoyeHa 13 npasuna GpunbTpauum.

Yaanutb npasuno SNMP-punbtpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 | 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CMMBO/IOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJI0B;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOJI0B

OnpefennTb HaCTPOMKKU ANA Nepesayn coobLieHn ysegomaeHuns
inform n trap SNMP-cepBepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepeaaym
coobueHmnit yBegoMneHus;

- username — uma nosb3osBatena SNMPv3 ana ayteHTudumKaumm;

- version — onpegenaT Tun coobuienuii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3blBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NAKETa;

- priv — yKa3sbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuoa, OXKMAAHUA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegayeit coobuweHumii inform;

- retries — KO/IM4ECTBO NOMbITOK Nepeaayn coobueHunit inform, npu
OTCYTCTBUW UX NOATBEPKAEHNA;

-vrf_name — nmsa 061acTV BUPTyaibHOM MapLIpyTU3aL MK,

YaanuTb HaCTPOMKKM AN nepesayn coobLieHnn yegomneHuns
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CMMBO/10B

Co3patb naeHTMdMKaTop NoKanbHoro SNMP-ycTpoictea —
enginelD.

- engineid_string — nma SNMP-ycTpolicTBa;

- default — npu ncnonb3oBaHWM gaHHOWM HAacTponKkK engine ID
byneT aBTOMaTUYECKM CO34aH Ha ocHoBe MAC-azpeca ycTpoicTsa.

Ypanutb ngeHtnounkatop nokanbHoro SNMP-ycTporictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CMMBO/I0B

3agaTb MHTepdeic ycTpoiicTea, IP-agpec KoToporo byaeT
MCNONb30BaTLCA MO YMOMAHMIO B KaUecTBe agpeca UCTOYHUKA ANns
obmeHa coobueHnammn ¢ SNMP-cepsepom.

-vrf_name — onpegenaeT ums o61acTn BUPTyabHOM
MapLUpyTU3aLMH.

Yaanutb nHTepdeic yctpolicTsa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3apatb MHTepdeic ycTpolicTa, IPv6-aapec KoToporo byaer
MCNONb30BaTLCA MO YMOYAHMIO B Ka4ecTee agpeca UCTOYHKUKaA AA
obmeHa coobueHnammn ¢ SNMP-cepsepom.

Yaanutb nHTepdeic yctpoiicrsa.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}
engineid_string [vrf
vrf_name]

no snmp-server enginelD
remote {ipv4_address |
ipv6_address | hostname}
[vrf vrf_name]

hostname: (1..158)
CUMBOJIOB;
engineid_string: (5..32)
CMMBO/IOB;
vrf-name: (1..32)
CUMBOJI0B

CosaaTtb ngeHTuduKaTop yaaneHHoro SNMP-ycTpoiictBa — engine
ID.

- engineid_string — npeHTudmKaTop SNMP-ycTpoicTBa;

- vrf_name — uma 061acTV BUPTyanbHOM MapLLPyTM3aL UK.

Yaanutb naeHtuounkaTop yaaneHHoro SNMP-yctpolictBa — engine
ID.
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snmp-server enable traps

BkatounTb nogaepxky SNMP trap-coobLueHumit.

no snmp-server enable —/BKNOYEHO OTkAtouNTL NoasepkKy SNMP trap-coobuieHnin.
traps
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLuieHunii npu HeygauHom
authentication nonbITKe ayTeHTUGUKaL M.

—/BKAKOYEHO —
no snmp-server enable OTKAtOUNTL 0TNPaBKy SNMP trap-coobueHuit.
traps authentication
snmp-server enable traps Brtountb otnpaBky SNMP trap-coobuieHnii:
[erps | link-status] - erps npotoKona ERPS;

- link-status — cocToAHUA NHTepdENCHbIX TNHKOB.

—/BKAIOYEHO —
no snmp-server enable OTKAtouNTL oTNpaBky SNMP trap-coobLyeHuii:
traps [erps | link-status] - erps npotoKona ERPS;

- link-status — cocTosHWA UHTEPENCHBIX NTMHKOB.
snmp-server enable traps Bktountb otnpaBrky SNMP trap-coobLieHnii Npu U3meHeHUn
flex-link —/ BKAtOYEHO coctosaHua napsl flex-link nHtepdeliicos.
no snmp-server enable OTKAtoUNTL 0TNPaBKy SNMP trap coobLieHnii Npu U3MeHeHnn
traps flex-link coctoaHuA napsl flex-link-nHtepdeiicos.
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit npu U3sMeHeHUN B
mac-notification change Tabauue nsydeHHbix MAC-agpecos.
no snmp-server enable —/oTKAto4eHo OTKAtoUNTL oTNpaBky SNMP trap-coobuieHunit Npu n3MeHeHUn B
traps mac-notification Tabavue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHunii npy o6HapyeHnn
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BKNtOYEHO OTKAtounTb oTnpaBky SNMP trap-coobuieHunii npu obHapy»KeHumn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobuieHmnit npotokona OSPF.
ospf

—/BKNOYEHO .
no snmp-server enable OTkAtounTL oTNpaBky SNMP trap-coobueHuit.
traps ospf
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTKNtounTL oTnpaBky SNMP trap-coobLueHuit.
traps ipv6 ospf
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit npu AOCTUHKEHUN
dhcp-snooping limit clients npeaenbHOro KoAMYecTsa noakatoueHHbix DHCP-KknveHTOB.
no snmp-server enable —/oTKAIoueHo OTkAtounTL oTNpaBky SNMP trap-coobueHuit.
traps dhcp-snooping limit
clients
snmp-server trap PaspewunTb nepenaBatb coobLieHuUsA trap cepsepy, KOTOPbIM He
authentication npowen ayTeHTUdMKaumio.

—/paspelueHo —
no snmp-server trap 3anpeTnTb NepenasaTb cOObLEHNA trap cepBepy, KOTOPbIN He
authentication npowen ayTeHTUdmKaumio.
snmp-server contact text text: (1..160) OnpeaennTb KOHTaKTHYO MHGOPMALLMIO YCTPOMCTBA.
no snmp-server contact CMMBO/IOB YOanvTb KOHTAKTHYHO MHPOPMALMIO YCTPOMCTBA.
snmp-server location text text: (1..160) Onpeaennts MHGOPMALLMIO O MECTOMONOKEHWM YCTPOMCTBA.
no snmp-server location CMMBOI0B Yaanute MHGOPMALMIO O MECTOMOIOXKEHMU YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goNXHbI
3ajaBaTbCA B
COOTBETCTBUM CO

YCTaHOBUTb 3HaYeHUsi NepemeHHbIx B 6ase gaHHbix MIB
KOMMyTaTopa.

- variable_name — nmsa nepemeHHoW;

- name, value — napbl COOTBETCTBUIA UMA — 3HAYEHWe.

cneuuounkaumei
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuit o cpabaTtbiBaHUm
cpu notification / nopora 3arpysku CPU.
—/oTKANoYEHO
no snmp-server enable OTKAtounTb oTnpaBky SNMP trap-coobuieHuii o cpabatbiBaHUM
traps cpu notification nopora 3arpysku CPU.
snmp-server enable traps — JoTkNtoueHo BkntoumTb oTnpaBky SNMP trap-coobuieHunii o BOCCTaHOBAEHUN

cpu recovery-notification

nopora 3arpy3ku CPU.
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no snmp-server enable
traps cpu recovery-
notification

OTKAtouMTL oTNpaBKy SNMP trap-coobLieHunit 0 BOCCTaHOBNEHUM
nopora 3arpysku CPU.

snmp-server enable traps
memory notification

BkatounTb oTnpaBky SNMP trap-coobuieHuii o cpabaTtbiBaHnm
nopora ana obbema csoboaHoro mecta B8 RAM.

—/OTKAIO4YEHO —
no snmp-server enable OTKAtoUNTb 0TNPaBKy SNMP trap-coobuieHunli o cpabaTbiBaHUK
traps memory notification nopora aAns obbema cBobogHOro mecta B RAM.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLLeHunii o0 BOCCTaHOBAEHUN
memory recovery- nopora ans obvema ceobogHoro mecra B RAM.
notification

—/OTKAIO4EHO —
no snmp-server enable OTkAtouMTL 0TNPaBKy SNMP trap-coobLieHmnit 0 BOCCTaHOBNEHUM
traps memory recovery- nopora ans obbema ceobogHOro mecra B RAM.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnii o cpabatbiBaHMM
sensor notification nopora Aaa 3Ha4YeHUA 4aTYNKOB.

—/OTKNIOYEHO —
no snmp-server enable OTkAoUMTL 0TNPaBKy SNMP trap-coobuieHunit o cpabatbiBaHWUm
traps sensor notification nopora A4 3HaYyeHuA AaTYNKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLLeHunii o BocCTaHOBAEHUN
sensor recovery- nopora A4 3Ha4yeHWA JaTYNKOB.
notification

—/OTKAIOYEHO —
no snmp-server enable OTKtounTb oTNpaBky SNMP trap-coobLLeHunit o BOCCTaHOBAEHUMU
traps sensor recovery- nopora A4 3Ha4yeHWA JaTYNKOB.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnii o cpabatbiBaHUM
storage notification nopora ana obbema cBo60AHOrO MecTa Ha BCTPOEHHOM dieLl-

namaTu.

—/OTKAIOYEHO —
no snmp-server enable OTKtouMTb oTnNpaBky SNMP trap-coobuieHuit o cpabaTtbiBaHMM
traps storage notification nopora ana o6bema cBo60AHOrO MecTa Ha BCTPOeHHo dell-

namaTu.

snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o0 BoCCTaHOBAEHUN
storage recovery- nopora ana o6bema cBob604HOro Mecta Ha BCTPOEHHOW dnelwu-
notification namaATu.

—/OTKAKOYEHO

no snmp-server enable
traps storage recovery-
notification

OTKAtouMTL oTNpaBKy SNMP trap-coobLieHunit 0 BOCCTaHOBNEHUM
nopora ana o6bema cBob60HOro Mecta Ha BCTPOEHHOW dnelu-
namaTn.

snmp-server
description description

no snmp-server description

description: (1..160)
CMMBOJIOB;

MN3meHUTb 3HauyeHue nonsa sysDescr ana sHewHero SNMP-3anpoca.

BepHyTb 3HaueHWe No ymonyaHuio nons sysDescr.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 205 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

snmp trap link-status

no snmp trap link-status

—/BKNIOYEHO

BkntoumTb oTnpaBky SNMP trap-coobLieHunii npy M3aMmeHeHnu
COCTOAHMA HacTpaMBaemMoro nopTa.

BbIKkntounTb oTnpasky SNMP trap-coobLueHuii npyu usmeHeHum
COCTOAHMA HAaCTPaMBaemoro nopra.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:
console#

Tabnmua 206 — KomaHapl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa Aeiicmeue

show snmp — MokasaTtb ctatyc SNMP-coeanHeHnin.

MokasaTtb ngeHTMdmMKaTop NoKanbHoro SNMP-ycTpoicTea —
enginelD.

show snmp enginelD

show snmp views
[view_name]

view_name: (1..30)
CUMBOJI0B

Moka3saTb npasuia o6o3peHns SNMP.

show snmp groups group_name: (1..30) Mokaszatb SNMP-rpynnbl.

[group_name] CMMBO/10B
show snmp filters filter_name: (1..30) MokazaTb SNMP-ounbTpbI.
[filter_name] CMMBO/IOB

user_name: (1..30) Mokasatb SNMP-nonb3oBateneu.

CMMBOJI0B

show snmp users
[user_name]

5.21.5 NMpomoKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTOopuHra cetn (RMON) naBndetca pacwumpeHnem npoTtokona SNMP, nossonas
npeaocTasuTb 6oee WMPOKMe BO3MOKHOCTM KOHTPOAA ceTeBoro Tpadmka. Otanume RMON ot SNMP coctout
B XapaKTepe cobupaemoit nHbopmaunm — aaHHble cobupaembie RMON B nepByto oyepeab XapaKTepusyioTt
Tpaduk mexay ysnamu cetu. MHbopmaums, cobpaHHaa areHTOM, nepeaaeTca B NMPUIOXKEHME yrnpaBaeHun
ceTbio.

KomaHObI pexcuma 2a06ana6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnuua 207 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

3Ha4yeHue/3HayeHue

KomaHoa

no ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBO/IOB;
desc_text: (0..127)
CUMBOJIOB;
name: cTpoka

no rmon event index

HactpouTb cobbITHA, MCnoNb3yemble B CUCTEME YAANEHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbiTus;

- type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMUCTBOM MO
3TOMY CObbITHIO:

none — He reHepupoBaTb yBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anuck B Tabaunue n otcbinatb SNMP
trap;

- com_text — cTpoKa coobectsa SNMP gns nepecbliku trap;
- desc_text — onucaHue cobbITUA;

- name — vMA co3aatens cobbiTua.

Ypanutb COﬁbITMe, ncnonblyemoe B CUCTeMe yaa/leHHOro
MOHUTOPUHTra.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppeKTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpouTb ycnosua Bblgaum aBapuitHbIX CUTHANOB.

- index — VHAEKC aBapUMHOTO cobbITUSA;

- mib_object_id — naeHTUPUKaTOp NnepeMeHHOM YacTn obbekTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOro AaHHble 0T6MpatoTCA
M CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN IrPaHULLAMK;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWAA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE NCNOob3yeTcA Npu
nepeceyeHnn BOCXoaaLLen rpaHnLbl;

- fevent — nHpeKc cobbiTUA, KOTOPOEe UCNONb3YeTCA NpuU
nepecevyeHnn HUCXoAALLEeN rpaHuLbl;

- type — meTo4 0T60Pa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHWA ANA CPAaBHEHMA C rPaHMLAMM:

MerTog absolute — abcontoTHoe 3HaYeHMe BbIbpaHHOM
nepemMeHHol 6yaeT cpaBHEHO C rpaHULLEN Ha KOHUE
nccnesyemoro MHTepBana;

MeTog, delta — 3HauyeHue BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuLa byaeT cpaBHEHA € rpaHuLaMu (pasHuLa mexay
3HaYeHMAMM NepeMeHHOM B KOHLE W B HaYaie KOHTPOJIbHOTO
WHTEpBana);

- startup — WHCTPYKLMA AN reHepaumm cobbITU Ha NepBom
KOHTPOJIbHOM WHTepBane. OnpeaenseT NnpaBuaa reHepaumm
aBapUMHbIX COBBLITUI ANA NEepPBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TO6paHHOW NepeMeHHOM ¢ 04HOW, MM6o
obermu rpaHuLamm:

- rising — reHepupoBaTb eMHMUYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rPaHULLE, €CIN 3HAYEHME 0TOBPaHHOM NepemeHHon
Ha NepBOM KOHTPO/IbHOM MHTepBane 6onblue 1M6o paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTtb eguMHMYHOE aBapuiiHoe cobbiThe No
HUCXO4ALLEN rPaHMLe, eC/iM 3HaYeHne oTobpaHHOW NnepeMeHHOM
Ha NepBOM KOHTPOJIbHOM MHTepBasie MeHbLUe IMH0 paBHO 3ToOM
rpaHuLe;

- rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiTve
MO BOCXOAALLEN U/UAN HUCXOAALLEN rPaHMLLE, eCAN 3HAYeHne
0TOb6pPaHHOW NepemMeHHON Ha NepPBOM KOHTPOIbHOM MHTepBane
60/blue MMB6O paBHO BOCXOAALLEN FpaHULLE U/WaK meHblle Anbo
PaBHO HUCXOAALLEN FPAHULLE;

- owner — UMs c034aTesIA aBapuIiHOro cobbITuA.

YaanuTb ycnosue BblAavm aBapuinHbIX COObITUN.

rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaTb MakcMMmanbHblit pasmep RMON-Tabaumy,
- history — makcMmanbHOe KONMYecTBo CTPOK B Tabsmue
ncropuu;
- log — MakcMManbHOe KONMYecTBO CTPOK B Tabauue 3anucen.
3HaueHMe BCTYNUT B CUIY TOJIbKO MOC/Ae nepesa-
N rpy3KM yCTPOMCTBA.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHOwb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrinel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi

nopToB:

console (config-if)#
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Tabnnua 208 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/tounTh GOpMMUpOBaHME UCTOPUM MO rPynnam CTaTUCTUKKN AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

- index — nHpEKc Tpebyemoi rpynnbl CTaTUCTUKM;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHue, accouumnpyemoe ¢ KoIMYeCTBOM
AYeeK A1 cbopa UCTOPUM MO rPynne CTaTUCTUKK;

- interval — nepwopg, onpoca gns GopmMUpPOBaHUA UCTOPUMN.

BbIKNOUUTL GOPMUPOBAHUE UCTOPUM NO FPYNMNAM CTaTUCTUKKU ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHrA.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 209 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cTaTUCTUKY UHTepdelica Ethernet, anbo rpynnbl
NoOpTOB, NCNO/Ib3YEMYIO ANA YAANIEHHOTO MOHUTOPUHIA.

0T06pa3nTb MHPOPMALMIO MO 3anpaLlMBaeMbIM rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535);
period: (1..2147483647)
ceK

MokasaTtb uctoputo Ethernet cratuctukn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cYeTYMKM NPOU3BOAUTENBHOCTH
(nponyckHoM cnocobHoCTK);

- errors — MoKasblBaeT CYETYMKM OLLIMBOK;

- other — noKasbiBaeT cYETUNKM 0BPbIBOB M KONIU3UIA;

- period — NoKa3blBaeT MCTOPMIO 33 3aNPOLLEHHbIN Nepuog,
BPEMEHM.

show rmon alarm-table

MoKa3aTb CBOAHYIO TabanLLy aBapUiHbIX COBLITUNA.

show rmon alarm index

index: (1..65535)

MoKa3aTb KOHPUIYPaLMIO HACTPOMKM aBAPUNHBIX CODbITUIA.
- index — VHAEKC aBapUMHOro cobbITuA.

show rmon events

MoKa3aTb Tabanuy cobbITUii yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MoKa3aTb Tabanuy 3anucent yaaneHHoro MoHMTopuHra RMON.
- index — nHAeKc cobbITuA.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loka3aTtb cTaTucTUKY 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
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Octets:

878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnuya 210 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Dropped KonnmuecTBo 3a4eTEKTUPOBaHHbIX COBbITUIM, KOraa nakeTbl 6bIAM OTOPOLLEHDI.

Octets KosnmyectBo 6aiT gaHHbIX (BKAOYas 6aiiTbl NAOXMX NAKETOB), NPUHATLIX U3 CeTu (1c-
Kntouasn ¢permosble BUTbI, HO BKJIHOYAA BUTbI KOHTPOILHOM CyMMbl).

Packets Ko/iiMyecTBo NPUHATLIX NaKeToB (BKAtOYAA NNOXWE, LUMPOKOBELLATeIbHbIe U MHOF0aa-
pecHble NaKkeTbl).

Broadcast KonnuyecTBo NPUHATLIX LIMPOKOBELLATE/IbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).

Multicast Ko/iMyecTBO NPMHATLIX MHOTOA4PEeCHbIX MAaKeTOB (TONIbKO KOPPEKTHbIEe MaKeTbl).

CRC Align Errors

Konnyectso NpuMHATLIX NAaKeTOB AANHOM OT 64 A0 1518 63T BKAHOUUTENBHO, UMEOLMUX
HEBEPHYI0 KOHTPOJIbHYIO CYMMY B0 C LeNibiM YMCIOM 6alT (OWMBKM NPOBEPKM KOH-
TPo/IbHOM cymMmbl — FCS), 1Mbo ¢ Heuenbim Yyncnom 6aiT (OLWNMBKM BbipaBHUBAHUA —
Alignment).

Collisions

OueHKa KoanyecTsa KoNAn3nii Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

Ko/iMyecTBO NMPUHATLIX NaKeToOB AJ/IMHOM MeHbwe 64 6aiT (Mcknouas dpeimoBble
6UTbI, HO BKKOYAs BUTbI KOHTPOBHOM CYMMbI), HO B OCTa/IbHOM MPaBWUIbHO chopmMu-
POBaHHbIX.

Oversize Pkts

Konnuyectso NpuHATbIX NakeToB AnMHOW 6onblie 1518 6aiT (McKaoyaa dpeimoBble
6UTbl, HO BKNtOYAA BUTbI KOHTPOILHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO chopmu-
POBAHHbIX.

Konnyectso NPUHATLIX NAaKeTOB AAMHON MeHblle 64 6aiT (McKatoyas dpelimosble
6UTbl, HO BKAKOYAA BUTbI KOHTPONBLHOM CYMMbI), UMEIOLMX HEBEPHYIO KOHTPO/bHYIO

Fragments . o
cymmy nnbo ¢ uenbim ymcnom 6ainT (oWmMbKM NpoBepPKU KOHTPOIbHOM cymmbl — FCS),
nnbo ¢ Heuenbim Ynciom 6aiT (owmbKK BbipaBHMBaHUA — Alignment).
Konnyectso NpuHATbIX NakeToB AnMHOM 6osbwe 1518 6aiT (McKaoyaa ¢peimoBble
Jabbers 6UTbl, HO BKOYaA BUTbI KOHTPOJIbHOM CYMMbl), UMEIOLLNX HEBEPHYHO KOHTPO/IbHYIO
cymmy nnbo ¢ uenbim ymcnom 6aiT (oWwmMbKM NpoBepKU KOHTPOIbHOM cymmbl — FCS),
nmbo ¢ Heuenbim Yncaom 6aiT (owmnbKK BbipaBHMBaHMA — Alignment).
64 Octet Ko/iMyecTBo NpUHATLIX NaKeToB (BKAOYAA NAOXME NaKeTbl) AMHON 64 6aiTa (UcKAto-

yan ppeitmoBble BUTbI, HO BKOYasA BUTbI KOHTPOJIbHOM CYyMMbl).

65 to 127 Octets

KonnuyecTso NpUHATLIX NaKeToB (BK/OYaA Naoxue nakeTbl) A4AMHOM OT 65 go 127 6ant
BK/IOYUTENIbHO (MCKAtoYan GperimoBble 6UTbl, HO BKAtOUYAA BUTbI KOHTPOALHOWM CyMMbl).

128 to 255 Octets

KonnuyecTBo NpuHATLIX MaKeToB (BK/tOYas Naoxme nakeTbl) asanHoin ot 128 go 255 6ant
BK/IIOUNTE/IBHO (MCKAtoYan dpeirmoBble BUTbI, HO BK/OYAA OBUTbI KOHTPOJIbHOM CyMMbl).

256 to 511 Octets

Konnuectso NpuHATLIX NaKeToB (BKAtOYas NaoXMe NakeTbl) 4AnHoM oT 256 ao 511 6ant
BK/IIOUNTENbHO (MCKAtoYan dpeinmoBble 6UTbI, HO BKAKOUYAA BUTbI KOHTPOIbHOM CyMMbl).

512 to 1023 Octets

KonnyecTBo NpUHATLIX NAaKeToB (BKAOYas naoxue nakeTbl) ganHol ot 512 go 1023
6anT BKAOUMTENBHO (MCKNtOYasas PppelimoBbie BUTbI, HO BKAKOYAs BUTbl KOHTPOAbHOM
CYMMBbl).

1024 to 1518 Octets

Konnuyectso NpuHATbLIX NAKeToB (BKAKOYan nioxue naketbl) anvHol ot 1024 ao 1518
6anT BKAOUMTENBHO (MCKNtOYasas PppelimoBbie BUTbI, HO BKAKOYAs BUTbl KOHTPOAbHOM
CYMMBbl).
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MokasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK 41A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnmua 211 — OnucaHune pesybTaToB
Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMI 3anuch.
Interface Ethernet-uxtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval NHTepBan B CEKyHAAX Mexay onpocamu.

Requested Samples

3anpoleHHoe KOJIMYeCTBO OTCYETOB, KOTOPOE MOXKeT 6bITb COXpPaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJGECFI) KONIN4eCTBO OTCHETOB, KOTOPOE MOXET 6bITb COXpaHeHo.

Owner

Bnageneu, AaHHOM 3anucu.

lMoKa3aTb cHeTUmKn ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnunua 212 — OnucaHue pesynbTaTos
Napamemp OnucaHue
Time [aTta n Bpema co3gaHuAa 3anucu.
Octets KonmyectBo 6aiAT AaHHbIX (BKAtOYasA 6aiTbl NIOXMX NAKETOB) MPUHATLIX U3 CETU (MCKAtO-
yan ppeitmoBble BUTbI, HO BKOYasA BUTbI KOHTPOJIbHOM CYyMMbl).
Packets Ko/imyecTBo NPUHATbLIX NaKeToB (BKAtOYAA NNOXME NAKETbI) B Te4eHMe nepuoaa popmu-
pOBaHUsA 3anucu.
Broadcast KonnyecTBo NpMHATbLIX XOPOLIMX NAaKETOB B TeyeHMe nepmnoga GopmmMpoBaHuMa 3anmucu
HanpaBaeHHbIX Ha LWUMPOKOBeLLaTe/IbHble aapeca.
Multicast KonmyecTBo NPMHATBIX XOPOLUMX NAKETOB B TedeHue nepuoaa GopmmpoBaHMA 3anmcK
HanpasAeHHbIX HA MHOTOaApecHble agpeca.
OugeHKa cpeaHen NPonycKHOM cnocobHOCTU GU3NYECKOro YPOBHS Ha AaHHOM MHTEp-
Utilization deiice B TeueHMe nepuoga dopmmpoBaHua 3anmcK. NMponyckHas cnocobHOCTb OLEHU-
BAETCA BE/IMYMHOM A0 ThICAYHOMN NpoLeHTa.
KonnuecTBo NpUHATBIX B Te4eHWe nepmoaa GopmMMpoBaHMA 3aNMUCK NAKETOB AJNHOM OT
CRC Alien 64 no 1518 6aiT BKAOUYUTENBHO, UMEIOLLMX HEBEPHYIO KOHTPOAbHYIO CymMy Anbo c
& LeNbiM YMcaom 6aiT (OWNBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), anmbo c Hele-
NbIM yncnom 6aiT (ownbKM BbipaBHUBaHUA — Alignment).
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Collisions

OueHKa KoAnYecTsa KoNM3nii Ha AaHHom Ethernet cermeHTe B TedeHune nepuoga pop-
MMPOBaHUA 3anncu.

Undersize Pkts

KonnyecTBo NpuHATLIX B TeueHWe neprvoga GoOpMMPOBaAHUA 3aMMUCK NAKeTOB AJIMHOM
MeHble 64 6alT (Ucknouaa ¢pelimoBble 6UTbI, HO BK/OYAs BUTbI KOHTPOJIbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Oversize Pkts

KonnyecTBo NpUHATLIX B Te4eHUE neprmosa GopmMMpoBaHUA 3anNmncK NaKeToB AJIMHOWM
6onbwe 1518 6aiT (MckNouvan dpermoBblie BUTbI, HO BKAKOYAnA BUTbI KOHTPOAbHOM
CYMMbl), HO B OCTa/IbHOM MNPaBUIbHO CHOPMUPOBAHHDIX.

Ko/iimyecTBo NpuHATLIX B TedeHMe neproga GOpMMUPOBAHUA 3aNnCK NaKeTOB AJMHOMN
MeHblle 64 6alT (McKntoyas dpelimoBble BUTbI, HO BKAKOYAsa GUTbI KOHTPOAbHOM

Fragments CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJbHYID Cymmy AnMbO C LenbiM Ynciom 6ait
(ownbKM NpPOBEPKU KOHTPOJSIbHOW cymmbl — FCS), ambo ¢ Heuenbim yncnom 6anT
(ownbKM BbipaBHUBaAHUA — Alignment).
Ko/iMyecTBo NpuHATLIX B TeYeHne neproda GOpMUPOBAHMNA 3aMMUCU NaKETOB AJIMHOM
6onbwe 1518 6alT (McKntovan dpeilmoBble BUTbI, HO BK/IOYasA BUTbI KOHTPO/bHOM

Jabbers CYMMbI), UMEIOWMX HEBEPHYID KOHTPOJbHYIO CyMMYy AMBO C LenbiMm ymcaom 6aiT
(ownBbKM NpoOBEPKU KOHTPONIbHOW cymmbl — FCS), ambo ¢ Heuenbim ynciom 6aut
(ownbKM BbipaBHUBaHUA — Alignment).

Dropped KonunyecTBo 3a4eTeKTMPOBaHHbIX COObITUIA, KOraa NakeTbl 6blIM OTOPOLLEHBI B TEYEHME

nepvoaa $popmMmnpoBaHMA 3anuncu.

- HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpEBOFMI

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 213 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLNIA 3aMNKCh.
OID OID KOHTPO/IMpYEMOI NepeMeHHOMN.
Owner Monb3oBaTtenb, cO34aBLUNI 3aMNUCD.

= [loKasaTb KOHOUIYpPaLUMIO aBapPUMHBIX COBLITUI C MHAEKcoMm 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000
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Tabnnua 214 — OnucaHue pesynbTaTos

Mapamemp

OnucaHue

OoID

OID KOHTpONMPYyEMOI NepeMeHHON.

Last Sample Value

3HayeHve nepemeHHON Ha NocaegHEM KOHTPONbHOM UHTepBane. Ecan meTog otbopa
nepemeHHbix absolute — T0 310 abcontoTHOE 3HaYeHWe nepemeHHOW, ecin delta —
PasHULUA MeXAY 3HAUYEHUAMM NePeMEHHOM B KOHLLE U B HaYane KOHTPOJIbHOTO UHTep-
Bana.

Interval

MHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OT6MPAloTCA U CPaBHMBAIOTCA C
BEPXHEN U HUKHEW rpaHnLaMMU.

Sample Type

MeTog, oTb0opa yKasaHHbIX MePEMEHHbIX U NOACYETa 3HAYEHUA AR CPAaBHEHUA C rpa-
Huuamu. MeTog, absolute — abcontoTHoe 3HaYeHWe BbIGPAHHON NepemeHHon byaeT
CPABHEHO C rPaHULEN Ha KOHLLE uccaenyemoro nHTepsana. Metop, delta — 3HaueHune
BbIbpaHHOM NepemeHHOM Npu nociegHem oTbope 6yaeT BbIYTEHO U3 TEKYLLErO 3HaYe-
HWA, N pa3HMLLA ByaeT cpaBHEHaA C rpaHMLaMM (pasHULLA MeXAY 3HAaYEHUAMM NePeMeH-
HOW B KOHLLE M B HAa4a/ie KOHTPOJIbHOTrO MHTEPBAA).

Startup Alarm

MHCTpYKUMA Ans reHepaumm cobbiTUA Ha NEPBOM KOHTPO/IbHOM MHTepBane. Onpese-
NAeT NpaBuia reHepauuun aBapuitHbix CobbITUIA ANA NEPBOrO KOHTPOALHOIO UHTEPBANa
nyTem cpaBHeHWA oTobpaHHOW NepemeHHol ¢ ogHoM, inbo 0benmu rpaHMLaMMK.
rising — reHepupoBaTb eANHUYHOE aBapuiiHOe CobbiTMe MO BOCXOAALLEW TpaHuue,
ecAn 3HayeHuMe OTOOpPaHHOM NepemMeHHOW Ha MNepBOM KOHTPO/ILHOM WHTepBane
6onblie NM6O paBHO 3TOM rpaHuLE.

falling — reHepupoBaTtb eanHUYHOE aBapuiiHOe cobbiTUe MO HUCXOAALLEN FpaHuLe,
ec/Nn 3HayeHue OoTOBPaHHON MepeMeHHOM Ha MNepBOM KOHTPOJbHOM WHTepBane
MeHblLUe b0 PaBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTtb eaMHUYHOE aBapuitHoe cobbiTve No BoCXxogALLen u/uam
HUCXOAALWEN FpaHuLe, eciM 3HayeHue oTobpaHHOM nepeMeHHOW Ha MepBOM KOH-
TPO/ILHOM MHTepBane 60obLue NMMBO PaBHO BOCXOAALLEN rPaHULLE, /UK MeHbLUIE TMBO
paBHO HUCXOAALLEN FpaHuLLe.

Rising Threshold

3HaueHMe BocxogAwen rpaHuubl. Korga 3HayeHWe oTObOpaHHON MepemMeHHOM Ha
npeablaywem KOHTPOJIbHOM MHTepBasie 6bI10 MeHblUe AaHHOM rPaHuLbl, @ Ha TEKy-
LWeM KOHTPOJIbHOM WMHTepBaae 6osbluem b0 PaBHOM 3HAYEHMIO FPaHWUbl, TOraa
eaMHUYHOoE CobbITUe reHepupyeTcs.

Falling Threshold

3HayeHMe HUcxogAallein rpaHuupl. Koraa 3HadeHue oTobpaHHON MepemeHHOon Ha
npeablaywem KOHTPOJIbHOM MHTepBase 6bi10 6o/blue AaHHOW rPaHuLbl, @ Ha TeKy-
LWEM KOHTPOJIbHOM MHTEpBasie MeHblle MMB0 PaBHO 3HAYEHMIO rPaHULLbI, TOr4a eam-
HUYHOE cobbITMe reHepupyeTcs.

Rising Event

NHaekc cobbITuA ncnonb3yruwieroca, Korga socxogaulaa rpaHnuUa nepecevyeHa.

Falling Event

NHAaekc cobbiTuA ncnonb3yrwoweroca, Korga HACXogAauwaa rpaHnua nepecevyeHa.

Owner

MNonb3oBatens, CO3,£I,aBLLIVIl7I 3anuco.

= [lokasaTtb Tabamuy cobblTnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner
1 Errors Log CLI
2 High Broadcast Log-Trap router Manager

Last time sent

Nov 10 2009 18:47:17
Nov 10 2009 18:48:48
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Tabnuua 215 — OnucaHune pesyabTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOWMIA COBbITUE.
Description KommeHTapuii, onvcbiBalowWwmin cobbiTue.

Tun yBefoOMIEHUA, TEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoBaTb YBEAOMJIEHMA,

Type log — reHepupoBaTb 3anuch B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anuch B Tabauue n otcbinate SNMP trap.

Community Ctpoka coobuectsa SNMP ana nepecbinku trap.

Owner Monb3oBatenb, CO34aBLLUMI COObITUE.

Bpema u gata reHepupoBaHuMAa nocnegHero cobbiTnA. Ecnm He 6bino creHepunposaHoO

Last time sent N
CObbITUIA, TO 3TO 3HaYeHUe ByAeT paBHO HyAHO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHutTopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnuua 216 — OnuncaHune pesybTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuii, onucbiBaoLWwmin cobbiTue.
Time Bpemsa cospgaHna 3anucu.

5.21.6 Cnucku docmyna ACL dna ynpasneHusa ycmpolicmeom

MporpammHoe obecrnevyeHne KOMMYTATOPOB MO3BOAAET paspelwunTb AMbO orpaHMunTb AO0CTYyN K
yNpaBAEHMIO YCTPONCTBOM Yepes onpeaesnieHHble NopTbl uam rpynnbl VLAN. [1nA 3ToM Lenm co3aatoTca Crncku
poctyna (Access Control List, ACL) ana ynpasneHus.

l ACL per VLAN paboTtaet TOoNbKO B pexume «acl-sqging»
L J

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnunua 217 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3aatb CNUCOK A0CTyna ANnA ynpasaeHua. Bxoa B pexum
KOH$MrypaLmm cnnucka foctyna ans ynpasaeHus.

YLanuTb CNUCOK JOCTYNa ANA yNpaBaeHus.

management access-class
{console-only | name}

no management ac-
cess-class

name: (1..32) cumBona

OrpaHn4YmnTb ynpasaeHue yCTPOMCTBOM MO onpeaeieHHOMY
cnucKy goctyna (access list). AKTUBMpPYET yKa3aHHbIM CMCOK
nocTyna.

- console-only — ynpasneHue ycTpoicTBOM AOCTYNHO TOBKO C
KOHCONW.

OTMEHUTb OrpaHuYeHre Ha ynpasaeHue ycTpomcTBOM no
onpegeneHHoOMy CNUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka 0ocmyna 0718 ynpasaeHus

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLumm cnncka gocTtyna gnsa ynpaBaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnuua 218 — KomaHabl pexkmma KoHPUrypaumm cnnucka gocTtyna gnsa ynpasaeHun

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3afaTb paspelualolLee yc0Bue 411 YNpaBasioLLero cnucka
poctyna.

- service — Tun goctyna.

- index — npuopwuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaThb 3anpeLyatoLiee yCI0BME 419 YNPaBAAOLLErO CNMUCKa
Aoctyna.

- service — Tvn goctyna,

- index — npuopuTeT Npasuna.
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deny ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

remove ace-priority index index: (1..65535)

Yoanutb ycnosue K3 cnmcka gocTyna.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 219 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show management access-
i name: (1..32) cumBona

MokasaTb cnucku gocTyna (access list) ana ynpasneHus.

list [name]
show management ac- MokaszaTb MHGOPMaUUto 06 aKTUBHbIX CMUCKAX JOCTYNa
cess-class (access list) gna ynpasnenums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl nNpegHa3HadeHbl 414

HacTPOMKM CepBepoB AOCTyna Ana  ynpaeaeHus

KommyTaTtopom. MNoaaepxka cepsepos TELNET n SSH KommyTaTopom No3BOAAET yAa/IEHHO NOAKNOYATLCA K

HeMy AN MOHUTOPUHIA U KOHOUTYpaumm.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOM KoHOUrypaumm:

console (config) #

Tabnnua 220 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

HAelicmeue

ip telnet server
no ymonuanuio Telnet-
cepsep BKAOYEH

no ip telnet server

PaspewnTb yaaneHHoe KoHOUTrypupoBaHue yCTPONCTBa Yepes
Telnet.

3anpeTuTb yaaneHHoe KOHGUIypmMpoBaHmMe yCTPOoCTBa Yepes
Telnet.
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ip ssh server

no ip ssh server

no ymonyanmwo SSH-
cepBep OTKOYEH

PaspewnTb yaaneHHoe KoHOUTypupoBaHMe YCTPOMCTBa Yepes
SSH.
[0 Tex nop, NoKa KoY Ana WndpPoBaHUA He creHe-
V puposaH, SSH-cepsep 6yaeT HaxoAUTbCA B pe3epse.
Mocne reHepaumm Kaoua (Mcnonb3yemble KOMaHAbl
crypto key generate rsa u crypto key generate dsa)
cepBep nepeiaeT B pabouee coctoaHue.

3anpeTuTtb yaaneHHoe KoHdUrypMpoBaHMe yCTPOMCTBA Yepes
SSH.

ip scp server

no ip scp server

no ymonyanuto SCP-
cepBep OTK/OYEH

Paspewntb KonuposaHue ¢alinos us GpannoBoro xpaHunuLLa
KOMMyTaTopa 1 Ha Hero yepes SCP.
71 SSH-cepsep fonKeH 6bITb BKNIOYEH.

BbikntounTb SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnosb3yemsiii SSH-cepsepom.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vlan_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apatb uHTepdeiic ana SSH-ceccui.

Ypanutb nHtepoeiic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agatb uHTepdeic ana IPv6 SSH-ceccuin.

Ypanutb nHtepoeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

NMo YMOAYaHUIO
MCMNoNb30BaHNe
nyb6anYHoOro Kaoya
3anpeLLeHo

PaspewwnTb ncnoib3oBaHMe Ny6AMYHOTO KAkoYa A4 BXOAALLMX
SSH-ceccui.

3anpeTnTb NCNONb30BaHME NY6AMYHOTO KNtoYa ANA BXOAALLMX
SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLueHsbl Bce
aNIrOPUTMbI, KPOME None

3a4aTh CNMCOK pa3peLleHHbIX aATOPUTMOB LWMPPOBaHNA ANA
cepsepa.

BoccTtaHOBUTL CNNCOK paspelweHHbIX anroputmos obmeHa
KAKYamMM No YMO/THaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal)/
paspelleHbl Bce MeToAbl

3a4aTb CMMCOK paspeLueHHbIX MeTof08 06MeHa Katouamm ans
cepsepa.

BOCCTaHOBUTL CMUCOK pa3peLleHHbIX aAropuTMmos obmeHa
KNKYaMy No YMO/THaHUIO.

ip ssh password-auth

no ip ssh password-auth

No YMONYaHUIO BK/IKOYEHO

BKAOUUTL pexum ayTeHTMd)VIKaLI,MVI no naponko.

OTKNOUUTD PEXUM ayTeHTUOMKALMM NO Naponio.

crypto key pubkey-chain
ssh

Mo YMONYAHMIO K/IOY He
co3faH

BoliTn B perKnm KoHPUrypaumm nybaAM4HoOro Katva.

crypto key generate dsa

FeHepupoBaTb Napy Kntouyen DSA — YacTHbIM U NYBANYHBIN Ans
SSH-cepBuca.

Ecnu xoTa 6bl 0AMH U3 Napbl KNtoueil yxKe co34aH, To
V cucTema NpeanoXKUT nepesanncartb K.

crypto key generate rsa

leHepupoBaTb Napy Katoyen RSA — YyacTHbIN U NyO6ANYHDBINA Ans
SSH-cepBuca.
V Ecam xoTa 6bl 0AMH U3 Napbl KAlOYell y3Ke co3aaH, To
cUCTEeMA NPeAsIoKUT Nepe3anmcaTb KA.

crypto key import dsa

MmnopTtuposaTtb napy Kawouen DSA.
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encrypted crypto key im-
port dsa

- encrypted — B 3awmdpoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MUmnopTtuposaTtb napy Katouen RSA.
- encrypted — B 3awmndpoBaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTuduKar.

ip http server

no ip http server

no ymonyaHuto HTTP-
cepBep BKAOYEH

Pa3pewnTtb yaaneHHoe KoHUrypMpoBaHMe YCTPOMUCTBA Yepes
web.

3anpeTutb yaaneHHoe KoHUrypMpoBaHMe yCTPOMCTBA Yepes
web.

ip http port port

no ip http port

1..65535/80

3apatb nopt HTTP-cepBepa.

BoccTaHOBUTL 3HAYeHMeE No YMON4YaHUIO.

ip http secure-server

no ip http secure-server

no ymonyaxuio HTTPS-
cepBep BbIK/OYEH

Bkntountb HTTPS-cepsep.

Bbikntountb HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaTtb Tamayt HTTP-ceccuum.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

ip https certificate {1 | 2}

no ip https certificate

—/1

OnpeaennTtb akTUBHbIN HTTPS-cepTudmkar.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2} im-
port

no crypto certificate {1 | 2}

leHepupoBaTb SSL-cepTuduKar.

UmnopTtupoBaTtb SSL-cepTUdMKaT, Ha3HAUYEHHbIW LLeHTPOM
cepTudUKaumu.

BoccTaHoBUTb SSL-cepTMdMKAT NO YMONYAHMIO ANA YKAa3aHHOTO
cepTudUKara.

L/

Kntoumn, creHepupoBaHHble KOMaHgamm crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA NOJb30BaTens ¢aitne KoHoUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHPUrypaummn ny6anYHOro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnuua 221 — KomaHabl pexkuma KoHoUrypauum nyb6amMyHoro Kntoda

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

HAelicmeue

user-key username {rsa |
dsa}

no user-key username

username: (1..48)
CMMBOJI0B

BoiTH B pexknm co3gaHus MHAMBMAYaAbHOro Ny6AnYHOro
KNtoya.

- rsa — co3gatb RSA-kntouy;

- dsa — co3patb DSA-kntou.

YAanutb Ny6ANYHBIN KAOY ANA onpeseneHHOro
nosb3osaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B peXnme co3gaHna nHAnBmMAyasbHOIo I'Iy6}1M‘-IHOI'O KAo4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnunua 222 — KomaHapl pexxuma co3gaHna MHAMBMUAYanbLHOro nyb6anMyHoro Kaw4a

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

key-string

Co3aaTb NyBANYHbIN KAOY ANA onpeaeneHHoro
nonb3oBaTens.

key-string row key_string

Co3aaTb NyBAUYHBIN KAOY ANA onpeaeneHHoro

nonb3oBaTeNA. BBOA, K/l0Ya OCyLLEeCcTBAAETCA NOCTPOYHO.

- key_string — 4acTb Kntova.
[na Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBe-
AEeH NMOJHOCTbIO, He06X0AMMO BBECTU KOMaHAY
key-string row 6e3 cumsosios.

KomaHObi pexcuma EXEC

KomaHabl JaHHOro pa3aena 4OoCTynHbl TONIbKO ANA NPpUBUNETMPOBAHHbBIX nosb3oBaTenem.

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 223 — KomaHab! pexkuma EXEC

key-chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

CMMBOJIOB.
Mo ymonyanuio
OTMeYaToK K/to4a B

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
show ip ssh _ Moka3aTb KoHOUrypauuo SSH-cepBepa, a Tak:Ke aKTUBHbIE
BxogAawme SSH-ceccum.
show crypto key pub- username: (1..48) MokasaTb ny6anyHble SSH-KN0UYM, COXPaHEHHbIE Ha

KOMMyTaTope.
- username — UMA yAaNeHHOro KANEHTa;
- bubble-babble — oTneyaTok Kntoua B Koae Bubble Babble;

WecTHaALaTEPUYHOM - hex — oTnevaToK K/tOYa B LWECTHAALATEPUYHOM KOAE.
dopmare.
show crypto key mypubkey . MokaszaTtb Nyb6anYHbIe KAtoun SSH-KommyTaTopa.
[rsa | dsa]
show crypto certificate [1 | . OT06pasunTb SSL-ceptudukatol ansa HTTPS-cepsepa.
2]

[pumepbl 8bINOAHEHUS KOMAHO

BkatounTb cepsep SSH Ha KommyTaTope. PaspewnTb Ucnonb3oBaHue Ny6anYHbIX Katodeid. Co3aatb RSA-

K04 ANA No2ib30BaTeNA eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6rM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GREfpSwoQUvV35LqdJk67I0U/zfwO1l1gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051DX2TExQWu0811icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
Jc+KBXUuR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6wO044t6+AINEICBCCALAYCFEF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNRADYDvSzg01lDnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.21.7.2 KomaHObI KOHGu2ypayuu mepmuHana

KomaHapl KOHPUTypaLunn TepMmuHana cayKat A8 HaCTPOMKM MapamMeTpoB JIOKa/IbHOM U yaaNeHHOM

KOHCOU.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUIypaLmm:

console (config) #

Tabnnua 224 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmesue

line {console | telnet | ssh}

BOWTM B peXKMM COOTBETCTBYIOLLEro TEPMMHaNa (nokanbHan
KOHCO/b, yAaneHHasa KoHconb — Telnet uau yaaneHHas
3aLMLWEHHasA KOHCONb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bua 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaunm TepMmmnHana:

console# configure
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabnnua 225 — KomaHabl pexkuma KoHOUrypaumm TepmuHana

no autobaud

3HaveHue/3Ha4eHue o
KomaHoa / Aelicmeue
o yMOAYAHUIO
speed bps YCTaHOBWUTb CKOPOCTb AOCTYMa MO IOKa/IbHOW KOHCONU
bps: (2400, 9600, (KomaHZa AOCTYNHA TONBLKO B peXUme KoHoUrypaumm
19200, 38400, 57600, M
IOKaNIbHOM KOHCO/N).
115200)/115200 604
no speed YCTaHOBWUTb 3HAYEHME NO YMONYAHMIO.
autobaud BK/IIOYNTb aBTOMATUYECKOE OnpeseneHne CKOpocTu A0CTyna
MO NOKaNbHOW KOHCONM (KOMaHAA AOCTYMNHA TONbKO B peXunme
—/BK/IIOYEHO KOHdUrypaLmm NOKaNbHOW KOHCOMN).

BbIK/1tOYMTL aBTOMATUYECKOE ONpeseneHne CKOpoCTM A0CTyna
Mo NOKaNbHOW KOHCOU

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MWH;
seconds: (0..59)/0 cek

no exec-timeout

3a4aTb MHTEPBAs, B Te4YEHNE KOTOPOro CUCTEMA OXKMAaeT
BBOJa Nonb3osaTena. Ecan B Te4eHmMe AaHHOro MHTepBana
nonb3oBaTe/ib HUYEro He BBOAUT, TO KOHCONb OTK/IKO4aeTCA.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnuua 226 — KomaHabl pexmma EXEC

3HayeHue/3HayeHue
1o ymMoA4YaHuro

show line [console | telnet MoKasaTb NapameTpbl TepMUHanNa.
| ssh]

KomaHoa Aelicmeue

5.21.7.3 Y0aneHHsili 3anyck komaHd nocpedcmseom SSH

®YHKLMA NO3BOAAET yAANEHHO OCYLLLECTBUTb BbINOJIHEHME KOMaHA, Ha KOMMYTaTope Yepes ceccuto SSH.
Ons paboTbl AaHHOW PYHKUMN HeobBXxoaMMO, YTOObl HA KOMMyTaTope 6bin BKAtoYeH SSH-cepBep (KomaHaa ip
ssh server B rno6anbHOM pexxnme KOHPUrypmnpoBaHus).
HuKe nokasaH npumep UCnonb3oBaHMA GYHKLMM yAANEHHOTO 3aMyCKa KomaHza yepes SSH.
BbInoAHUTL KOoMmaHAay show clock ana KommyTtatopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHabl, Tpebylowme nogreepkaeHua (Hanpumep: write, reload un ap.), »kayt sBoga noareep-

KAEHUI 1 TONbKO NOTOM coeguHeHue SSH paspbiBaerca.

5.22 XypHan aBapui, npotokon SYSLOG

CuctemHsble XKYpPHasabl NO3BONAOT BECTU UCTOPUIO CO6bITMl7I, npousowealwunx Ha YCTF)OIZCTBE, a TaKXe
KOHTPO/INPOBAaTb nNpounsoweguine cobbiTnA B peasibHOM BpemeHu. B }ypHan 3aHocATcA cobbITMA CEMW TUNOB:
LI|:)633bl‘-lal‘;1Hble, CUrHanbl TpEBOrn, KpUTUYECKME U HE KpUTU4yecCkue OLLIM6KM, npeaynpexaeHwus,
yBeaomneHums, VIHd)OpMaLl,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a0b6anbHol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme r106anbHON KOHPUrypaLmm:

console (config) #

Tabnunua 227 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
logging on BKAOUYUTL perncTpaLmio oT1aLouHbIX COOBLLEHMI K
coobleHnin 06 ownbKax.
no logging on BbIK/IIOUYNTb PErUCTPALMIO OTIL0UHbIX COOBLLEHUI 1

—/perucTpaums BrAYeHa | coobLueHmit 06 owmnbKax.
Mpw BbIKNAOYEHHOW perncTpaLum oTnagouHble co-
V obweHuna u coobueHunna o6 owmnbkax 6yayT nepe-
AABaTbCA HAa KOHCONb.

238 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBon0B;
port: (1..65535)/514;

level: (cm. Tabnaunuy 229);

facility: (local0..7)/local7;
text: (1..64) cumonos

BKAOYMTL Nepeaavy aBapuiiHbIX U OTAAA04YHbIX COOBLLEHWI
Ha yaaneHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe ums SYSLOG-cepsepa;

- port — Homep nopTa A1a nepeaayn coobLeHui no
npotokony SYSLOG;

- level — ypoBeHb BaXKHOCTU COOBLLEHMI, NepeaaBaembIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepeaaBaemas B COOBLEHNAX;

- text — onuncaHue SYSLOG-cepBepa.

Ypanute BbIbpaHHbIN cepBep U3 CNUCKA UCMOb3YeMbIX
SYSLOG-cepseposB.

logging console [/evel]

no logging console

level: (cm. Tabnanuy
229)/informational

BKOUNTL Nepegavy aBapuiiHbIX UM OTNAL0UHBIX
co06LLEeHNI BbIBPAaHHOTO YPOBHA BaXKHOCTU HA KOHCOb.

BbIK/OUNTL Nepesady aBapuiiHbIX AW OTNAL0UHBIX
COO0BLLEHMI Ha KOHCO/b.

logging buffered [sever-
ity_level]

no logging buffered

severity_level: (cm.
Tabavuy
229)/informational

BK/IOUUTB Nepegavy aBapuinHbIX UM OTNAL0UHbIX
Cco06LLeHMI BbIBPAHHOTO YPOBHA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIKNHOUNTL Nepegady aBapuiiHbIX UM OTAAA0UHbIX
co0bLLeHMI BO BHYTPEHHUI Bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MEHUTb KONMYECTBO COOBLLEHNI, 3aNOMUHAEMbIX BO
BHYTpeHHeMm bydepe. HoBoe 3HaueHue pa3mepa bydepa
NPUMEHUTCA Noc/ie NepesarpysKku ycTpoicTaa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnnuy 229)

BKAOUUTL Nepegavy aBapuiiHbIX UM OTNAL0UHBIX
Cco06LLeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTU B dalin KypHana.

no logging file /errors BbIKNOUNTL Nepesayy aBapuUnHbIX MU OTIAL0YHBIX
coobuieHunii B dpalin KypHana.
aaa logging login 3aHOCUTb B XKypHasbl CObbITUA ayTeHTUdUKaL MK,
aBTOpU3aumMm 1 yyeTa (AAA).
- - —/BK/IIOYEHO
no aaa logging login He 3aHOCUTb B XKypHabl cObbITUA ayTeHTUGMKauum,
aBTOpU3aLMK 1 yyeTa (AAA).
R . BK/OUUTL 3aNUCh B ¥KYpPHAN cobbITMiM MHGopmaLmm ob
logging events link-status . .
N3MEHEHUM COCTOAHUIN HTepdencoB.
- - —/BKAIOYEHO —
no logging events link- BbIKNHOUYNTb 3aMUCb B KYPHAN OCHOBHbIX COObLITUM
status MHPOpMaLmMnN 06 U3MEHEHUN COCTOAHMUI MHTEPDENCOB.
logging events BKHOYNTL perncTpaLmio M3MeHeHus cTatyca uHTepoelicos B
spanning-tree STP.
port-state-change
—/BKAKOYEHO

no logging events
spanning-tree
port-state-change

OTKNIOYMTD PETUCTPALLUIO U3MEHEHUSA CTaTyca UHTepdelicoB B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKAOYEHO

BKAOUUTB perncTpaumio usmeHeHnin Tononormum B STP.

OTKAOYUTD PErncTpaLmIo 3MeHeHn Tonoaorum B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKOUMTL perncTpaumio cmeHsl root bridge.

BbIK/IOUNTL perncTpaLmio cmeHsl root bridge.

logging cli-commands

no logging cli-commands

—/oTKAOYEeHO

BKAounTb NormposaHue BBegeHHbIx B CLI KomaHa,.

OTKAOUMTbL NorMpoBaHune seeaeHHbIX B CLI KomaHa,
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file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuo
perucTpauma BKOYEHa

BKAOUUTL perncTpaumio cobbiTuii GpainnoBoi cucTemel.

- COpy — perucTpauma coobLieHuni, CBA3aHHbIX C onepaLmamm
KonupoBaHua ¢paiinos;

- delete-rename — peructpaumsa coobLLEHMI, CBA3AHHDIX C
yoaneHnem aiinos u nepeMmeHoBaHMEM ONepauuii.

BbIK/OUNTL perncTpaymio cobbiTuin $panoBon CUCTEMDI.

management logging
deny

no management logging
deny

Mo ymonyaHuio
perncrpauma BkaYeHa

BKHOUUTL perncTpaumio cobbiThii 0 3anpeTe focCTyna K
yNpaBAeHUI0 KOMMYTaTOPOM.

BbIK/IIOUNTL perncTpaLmio cobbiTuil 0 3anpeTe AOCTyNa K
ynpaB/ieHNIO KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OoTKNIOUYEHO

BK/OYNTBL KOHTPOIb arperaumm syslog-coobLieHni.

OTKNOYMTb arperaumio syslog-coobLieHui.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHa,

YCTaHOBUTb BPpEMA XPaHEHUSA CrpynnMpoBaHHbIX syslog-
CcoO0bLLEHMIA.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BK/IHOUNTb KOHTPO/Ib OFPaHUYEHNA CKOPOCTM BXOAALLMX
KaApoB 4/ OnpeAeneHHoro Tuna TpaduKa.

OTKAOUUTbL NOTMpPOBaHMe.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3a4aTb NapameTp, KOTopbIi ByAeT CNo/Ib30BaTbCA B
KayecTse naeHTMdMKaTopa XocTa B syslog-cooblieHunsx.

Mcnonb3oBaTtb 3HaYeHME MO YMONYAHUIO.

logging source-interface
{gigabitethernet gi _port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osathb IP-agpec ykazaHHOro nHTepdelica B KayecTse
MCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Mcnonb3osathb IP-agpec ncxoaswero nHtepdeica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osatb IPv6-aapec ykasaHHOro nHtepdeiica B
KayecTse UCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3oBaTh IPv6-agpec ncxoasauwero nHTepoeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BblKNIOYEHO

BKOUNTB PabOTy NePEeKNOYEHNA CYXMX KOHTAKTOB MNpu
BO3HMKHOBEHWM aBapuIMHOro cobbITuA.
- state — NONOXeHWe KOHTAKTOB, KOTOpPble GUKCHPYIOT
aBapuio.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BKOUMTL PaboTy NepeKtoYeHNUs CyXMX KOHTAKTOB Npu
BO3HWKHOBEHWUW aBapUIMHOTrO COBbITUA.
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alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIKOYEHO

BKAOUYNTL MEpeKNtoHeHMe CyXMX KOHTAKTOB MO COBbITUIO
paspbiBa Konbua ERPS.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNHOUNTL NEepeKIOYEHME CYXMX KOHTAKTOB MO COBbITUIO
paspbiBa KonbLa ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BKAOUYNTL MEpeKNoYeHME CYXMX KOHTAKTOB MO COObITUIO

HencnpaBHOCTM POE-KOHTpOIepa UK ero neperpysku.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNHOUNTL NEepeKItoYEHNE CYXMX KOHTAKTOB N0 CObbITUIO
HeucnpasHocTH POE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BKOUNTL paboTy NepekoYeHNA CyXMX KOHTAKTOB Npu OT-
KAtoYeHUn 610Ka NUTaHUA.
Tonbko ansa ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIKNOUNTb PaboTy NEPEKNIOYEHMA CYXMX KOHTAKTOB Npwm
OTK/IIOYEHUM B0Ka NUTAHUA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BKkAOUNTL PaboTy MNepeKkNtoYeHUs CyXMX KOHTAKTOB Npw
BO3HUMKHOBEHUM KPUTUYECKOM TemMepaTypbl Ha Temnepa-
TYPHbIX AaTYMKaX.
TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNOUNTb PabOTy NEPEKIOYEHMA CYXMX KOHTAKTOB Npw
BO3HWKHOBEHWUWN KPUTUYECKOM TeMnepaTypbl Ha
TEMMNEPaTYPHbIX AaTYMKAX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 228 — KomaHabl pexkuma KoHpurypaumm nHtepdelrica

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

alarms events link-status
[status]

no alarms events link-status
[status]

status: (up/down)
/BbIKNIOYEHO

BKAOUNTL PabOTy MepekNtoYeHNA CYXMX KOHTAKTOB Npu
M3MeHeHWM onepaTMBHOro cTatyca uHTepderica.
Tonbko pna ycrpoiicte MES3508, MES3508P wm
MES3510P.

BbIKNOUMTL PAabOTy MEpPEKNOUYEHNA CYXMX KOHTAKTOB Mpw
M3MEHEHWUW ONepaTMBHOrO cTaTyca nHTepdelica.

Kaxkpoe cooblieHne nmeeT CBOIN ypoBeHb BaXHOCTK; B Tabauue 229 npuseaeHbl TUMbl COOBLLEHUI B
nopagke ybbiBaHUA NX BasKHOCTU.

Tabnuua 229 — Tunbl Ba*KHOCTN COOBLLLEHWUI

Tun saxcHocmu coobuwieHuli

OnucaHue

YpesBbluanHble (emergencies)

HenpaBW/bHO.

B cucteme npounsowwna Kputnyeckas 0LLIVI6Ka, CncTtema Mmoxet pa6OTaTb

CurHanbl Tpesoru (alerts)

H606X0,EI,MMO HemegneHHoe BMmellaTesibCTBO B CUCTeEMY.

Kputnyeckue (critical)

B cucteme npounsowna Kputuyeckan ownbKa.

OwwunbouHble (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.
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YBegomneHus (notifications)

YBegomneHue cuctemsl, HeaBapMVIHOE C006LU,EHVIe.

MHpopmaumoHHble (informational) NHbOopMaLMOHHbIe cOObLLEHNA CUCTEMDI.

OtnagouHble (debugging)

OTnagouHble coobLeHNn, NPeAoCTaBAAIOT N0/1b30BaTEN0 MHPOPMALMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanua 230 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana U aBapumnHbIX COObITUI

KomaHda

3HayeHue/3Ha4yeHue

Aeiicmeue
0 yMon4YaHuo

clear logging

— YaanuTb Bce cooblueHna n3 BHyTpeHHero bydepa.

clear logging file

— YpanuTb Bce coobuieHma 13 daiina KypHana.

show logging file

OTO6pPa3nTb COCTOAHME KypPHaa, aBapUHbIE U OTNAA04HbIE
coobleHus, 3anncaHHble B paline KypHana.

show logging

OTO6pPa3nTb COCTOAHME KypPHasa, aBapUiiHbIe U OTNAL04HbIE
coobuieHun, 3anncaHHble Bo BHyTpeHHem bydepe.

show syslog-servers

— OT106pa3nTb HACTPOMKK ANA yaaNnéHHbIX syslog-cepsepos.

show alarms

OTobparkaeT BClo MHOOpMaUuto 06 aBapuIAHbIX COBLITUAX.
— TonbKo pna ycrpoiicte MES3508, MES3508P u
MES3510P.

system dry-contacts [dry-
status]

MepeKknounTb pexknmbl PaboTbl CyXMX KOHTAKTOB:
- lock — nepekntoyeHne cyxmx KOHTAKTOB NMPOUCXOAUT NO
cobbITHIO aBapuy;

dry-status: - unlock — no cobbITMIO aBapumM Cyxme KOHTAKTbl He byayT
(lock/unlock/toggle) nepekntoyaTcs;
/unlock - toggle — npuHyauTENbHAA CMEHa NepPeKYEHUA CyXmX
KOHTaKTOB.
Tonbko pna ycrpoiicte MES3508, MES3508P u
MES3510P.

show system dry-contacts

OTO6pasunTb TEKYLLME HACTPOMKM CYXMX KOHTAKTOB.
— TonbKo gns ycrpoiicte MES3508, MES3508P m
MES3510P.

[pumepbl UC016308AHUA KOMAHO

= BK/IOUYAUTb PErucTpaLmio owmnbOoYHbIX COOBLLEHMIA HA KOHCONU:

console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb daiin KypHana:

console# clear logging file

Clear Logging File

ly/n] y
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5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

PyHKUMA 3epKaIMPOBaHMA NOPTOB NPeAHA3HAYEHA 415 KOHTPOA CETEBOrO TpaduKa nyTem nepecbiiku
KOMWIA BXOAALLMX U/UAN UCXOAALLMX MAKETOB C OAHOMO MM HECKOIbKMX KOHTPOAMPYEMBIX MOPTOB Ha OAMH
KOHTPOAMPYOLWMIA NOPT.

K KOHTponpytowemy nopTy NPUMEHAIOTCA Cnefyowme orpaHuyeHunsa:
— TopT He MoKeT BbITb KOHTPOIMPYOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— MopT He MOoXKeT BbITb YN1EHOM FPyMMbl NOPTOB;
— IP-uHTepodeic 4oNKeH OTCYTCTBOBATL A/1A 3TOr0 NOPTa;
— NpoTtokon GVRP gonKeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpO/IMpyemMbIM NOPTaM NPUMEHAIOTCA CeaytoWwme orpaHNYeHus:
—  TopT HEe MOXKET HbITb KOHTPOIMPYIOLWMM N KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmK:

console (config) #

Tabnnua 231 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue

o yMOAYaHUIO
port monitor mode 3apaTh pexxum paboTbl NnopTa
{monitor-only | network} - monitor-only — Kagpbl, nocTynatmowme Ha nopt, oTbpacbiBa-

—/monitor-only oTCs;
- network — nossosAeT BecTM 06MeH AaHHbIMU.

no port monitor mode BepHyTb 3HaYeHWe No yMon4YaHuio.
port monitor remote vlan HasHauutb VLAN ans yganeHHoro moHutopuHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpyto 6yayT NOMeLLaTbCA NaKeTbl C KOHTPOANPYEMbIX

vlan_id: (1..4094); N

Rl NHTepdelcos.
- priority: (0..7)/0

no port monitor remote vian Ypanutb VLAN gna yaaneHHoOro MOHMTOPUHTra.

vlan_id

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

’ ' DaHHble KOMaHAbl HeNb3A BbINOJMIHATDL B peXXume KoHdUrypaumm guanasoHa uHtepdeit-
e coB Ethernet.
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Tabnnua 232 — KomaHAabl AOCTYMHbIE B peXume KoHpurypauum nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

port monitor {remote | gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port'}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BKOUNTD GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMoOM
uHTepdeice. JaHHbI UHTEPDENC ByAEeT KOHTPOAUPYIOLLMM NOPTOM
[N YKa3aHHOro B KOMaHZe KOHTPO/IMPYeMOro nopTa.
- gi_port, te_port, fo_port — KOHTpoANpPyeMbIii NoOpT;
- X — KONMPOBaTb NAKeTbl, MPUHATbIE KOHTPONNPYEMbIM MOPTOM;
- tX — KOMNMpPOBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM
nopTom;
Mpu OTCYTCTBMM NapameTpa rx/tx ¢ KOHTPOAUPYEMOTO NopTa
KOMMPYIOTCA BCE NaKeTbl.
®DYHKLMA MOHUTOPUHIA MOKeT 6bITb HAacCTPOEeHa Ha ABYX
nopTax o4HOBPEMEHHO.

KOHTpoAupylowero uHTepdeiica npomssoguUTca nocne
nepesoga uHtepdeiica B cocrosHue UP.

V KoHdurypauusa PortChannel B Kauectse

BbIKMOUNTL GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMoM
MHTepodeice.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

BkAtounTb GYHKLMIO MOHUTOPUHIA HAa HAaCcTpaMBaemMom
nHTepdeiice. JaHHbIl HTEpdelic byaeT KOHTPOANPYIOLWNM NMOPTOM
Onn ykasaHHo VLAN.
MopT MOHMTOPUHIA HE AONKEH NPUHAANEKATD K
V HacTpamsBaemoii VLAN.

71 MoHutopuHr VLAN MO>KeT 6biTb BKNIOYEH MLIb B TOM
cayyae, ec/iM B CUCTeMe HacTPoeHo He 6onee oaHOro
KOHTPO/IMpPYIOLLEro nopra.

EC/M KOHTPOAMPYIOLWMIA NOPT HACTPOEH PaHee, TO TONbKO
V 3TOT NOPT MOKET 6bITb UCMNO/Ib30BaH AN MOHUTOPUHTA
VLAN.

Ypanutb ykasaHHyto VLAN 13 MOHUTOPWMHra.

port monitor remote

no port monitor remote

BKAOUNTL GYHKLMIO yaaneHHOro moHuTopuHra (RSPAN) Ha
HacTpanBaemom MHTepodeiice.

BbIKNOUNTL PYHKUMIO yaaneHHoro MoHuTopuHra (RSPAN) Ha
HacTpanBaemom MHTepoeiice.

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console>

Tabnnua 233 — KomaHgpbl, AocTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show ports monitor

BbIBECTU MHPOPMALMIO MO KOHTPOMPYIOLLMM U KOHTPOIMPYEMbIM
nopram.
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[Mpumepbl 8bINOAHEHUA KOMAHO

YctaHosuTb 13 Ethernet nHtepdeic KoHTpoanpytowmm ans 18 nHtepdeiica Ethernet. Becb Tpadumk

¢ 18 nntepdeiica nepeaasatb Ha 13.

console# configure
console (config)# interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled

5.24 ®dyHKuua sFlow

sFlow — TEXHO/10IMnA, No03BONAOWAA OCYWeCTBNATb MOHUTOPUHT Tpad)MKa B NMAKETHbIX CeTAX nepeaayn
AaHHbIX NyTEM YacTUYHOM BbI60pKM TpachKa ana I'IOC!'IELI,YI'OLLI,EVI MHKancynauunnm B cneuunasibHbie COO6|J.I,EHMF|,
nepegasaemble Ha cepBep c6opa CTaTUCTUKMN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 234 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o YyMOAYAHUIO
sflow receiver id {ipv4_ad- id: (1..8); 3apaTtb agpec cepeepa cbopa ctatucTtuku sflow.
dress | ipv6_address | port: (1.. 5535)/6343; - id — Homep sflow-cepBepa;
ipv6z_address | url} [port byte: nonoxutenoHoe | -ipv4_address, ipv6_address, ipv6z_address — IP-agpec;
port] [max-datagram-size uenoe uncno/1400; - url — pomeHHOe UMSA XOCTa;
byte] ¢dopmar ipv4_address: | - port — Homep nopTa;
A.B.C.D; - byte — maKcMmanbHOe KOIMYecTBo H6aliT, KOTOPOe MOKET bbITb
dopmart ipv6_address: | OTNpaBAeHO B OAWH MaKeT AaHHbIX.
no sflow receiver id XX XXX YpanuTb agpec cepsepa c6opa cTaTncTuKm sflow.
dopmat

ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonios

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

245



HELTEX

sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)

no sflow receiver source-in-
terface

group: (1..48)

3apaTb MHTEPdeEliC ycTPoICTBa, IP-aapec KoToporo 6yaeT ncnosb-
30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca UCTOYHMKA cbopa
CTaTUCTUKM.

Yaanutb fiBHOe 3agaHue uHTepodelica, ¢ agpeca Kotoporo byaet
OTNpPaBAATLCA CTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}
console (config-if)#
Tabnunua 235 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet
3 3
Komanoa HayeHue/3Ha4yeHue Jeiicmeue

no ymosn4aHuro

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3a4aTb CpefHIO CKOPOCTb BbIBOPKU NakeToB. MTorosas ckopocTtb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TEKyLLasn CpeaHAs CKOPOCTb).

- rate — cpeaHAA CKOPOCTb BbIDOPKKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — mMaKcMmanbHOe KoIMYecTBo 6anT, KoTopoe byaet
CKONMPOBaHO U3 06pasLa nakeTa.

OTKNOYUTDL CHETYMKM BbIDOPKM Ha MOPTY.

sflow counters-sampling
sec id

no sflow counters-sampling

sec: (15..86400)
CEeKYHZ;
id: (0..8)

OnpefenvuTb MakCMMasbHbI MHTEPBAN MeXKAY YCneLwHbIMK
BbIGOPKaMM NaKeToB.

- Sec — MaKCMMaJbHbIVi MHTEPBAN MeXKAY BbIDOPKaMM B CEKYHAAX.
- id — Homep sflow-cepBepa (3asmaetca komaHaol sflow receiver B
rnobanbHOM pexmme KoHdUrypauum).

OTKNOYUTDL CHETYMKM BbIDOPKM Ha MOPTY.

KomaHOb1 pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnunua 236 — KomaHabl, AocTynHble B pexume EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecTu HacTpoikm sflow.
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clear sflow statistics [giga- OunctuTb cTatcTURy sFlow. Ecam nHTepdelic He yKasaH,
bitethernet gi_port | tengi- KOMaHAa OUYMLLAET BCE CYETYMKM CTATUCTMKK sFlow.
gabitethernet te_port | for-
tygigabitethernet fo_port]

show sflow statistics [giga- OT06pa3unTb CTaTUCTUKY SFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepbl 861N0AHEHUA KOMAHO

= YcrtaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa ctatuctukm sflow. na ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPEAHIO CKOPOCTb BbIBOPKK nakeTtos — 10240 K6UT/c M MaKkcUMaib-

HbIW MHTEPBAN MeXAY ycnewHbiMM BbibopKkamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 1

5.25 ®YHKUMU AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpPbl CoAdepKaT annapaTtHblie U nNporpaMmmHblie cpeacrtsa AnAa AUNarHOCTUKU

dU3NYECKMX MHTEPPENCOB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT CAeaytowme:

OnAa anekTpnyecknx nHtepdencos:
— [AJ/IMHa Kabens;
—  paccTosiHMe A0 MecTa HEMCNPaBHOCTM — 0bpbIBa UM 3aMbIKaHWMA.

Ona ontnyeckmx nutepdencos 1 G u 10 G:
— napameTpbl MUTAHUA — HaNPAXKEHUE U TOK;

— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,
— 0OnNTU4YeCKaa MOLWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnuua 237 — KomaHabl ANArHOCTUKM MeZHOro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

test cable-diagnostics tdr BbINONHUTL BUPTYaibHOE TECTUPOBAHME Kabena ana ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepdelicos.
show cable-diagnostics tdr OT06pa3unTb pesyibTaTbl NOC/eAHErO BUPTYaNbHOIO TECTUPOBAHMA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabens ona ykasaHHoro uHtepodeiica.
gi_port]
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test cable-diagnostics tdr-
fast [all | interface giga-
bitethernet gi_port ]

gi_port: (1..8/0/1..48)

BbINO/IHUTL BUPTYaNbHOE TECTUPOBaHME Kabensa C HU3KOoW
TOYHOCTbIO 4/19 YKa3aHHOro MHTepdeiica.
- all — pna Bcex uHTepdelicos.

show cable-diagnostics ca-
ble-length [interface giga-
bitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pasnTb NPEANONOKUTENbHYIO ANUHY Kabens, NOAK/IYEHHOTO
K YKa3aHHOMY UHTepodeiicy (ecnv Homep nopTa He 3a4aH, To
KOMaHZa BbINONHAETCA ANsA BCEX NOPTOB).
UHTepdeiic AonkKeH 6biTb aKTUBHbIM U paboTaTtb B
V pexume 1000 M6ut/c uamn 100 M6ut/c. AnarHoctuka
noaaepX1BaeTca TONbKO Ha uHTepdeiicax
GigabitEthernet.

[pumepbl 8bINOAHEHUS KOMAHO

= [lpoTectnpoBsaTb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

Cable on port gil/0/1 is good

5324#test cable-diagnostics tdr interface gi0/1

5.25.2 fluaezHocmuKka onmu4yecKko2o mpaHcueepa

OYHKUMA AMAarHOCTMKM MO3BO/MAET OLEHMTb TEKyllee COCTOSHME ONTUYECKOro TpaHcueBepa MU

ONTUYECKOU NHUU CBA3MW.

Bo3moXeH aBTOMaTUYECKNIM KOHTPOIb COCTOAHUA INHKUIA CBA3K. [11A 3TOr0 KOMMYTaTOP NEPUOAMYECKM
onpalunBaeT napameTpbl OMNTUYECKMX WHTEPGdENCOB W CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3a4aHHbIMM MPOU3BOAUTENAMU TPAHCUBEPOB.
KommyTaTop GopMUMpyeT Npeaynpexaatolime 1 aBapuiiHble coobLLEHMUS.

KomaHOowbi pexcuma EXEC

Mpu BbiXOA4E MapameTpoB 3a [AONyCTUMble npeaesbl

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneaytowmin sua;

console>

Tabanua 238 — KomaHga AMarHoCTMKM ONTUYECKOro TPaHCMBepa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show fiber-ports opti-
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pasnTb pe3yabTaThl ANATHOCTUKM ONTUYECKOTO TpaHcueepa.
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[Mpumep 8bIM0AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabanua 239 — MapameTpbl 4MArHOCTUKM ONTUYECKOTO TpaHcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHue nuTaHMA TpaHcMBepa.
Current OTKNOHEHWe TOKa Ha nepejaye.
Output Power BbixogHaa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayeHuA pPesynbTaToB ANArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noaaepskmBaeTcs.

5.25.3 fluazHocmuka uHOuKayuu uHmepdgelicos

KomaHOwbI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxknme EXEC nmeeT cneayowmin Bua;

console>

Tabanuya 240 — KomaHgbl ANAarHOCTUKM MHAWKaLMK HTepdelicoB

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro
test led port mode { force- BK/IIOUUTL HEOBXOAMMbIN PEXMM PaboTbl MHAMKALMK MHTepdeica
on | force-off |force-blink - force-off — BbIK/IOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranue;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexwnm paboTbl CBETOBOW MHAMKALIMKU MOPTOB,
bitethernet fo_port | all]} /default all OMUCaHHbIN B NMyHKTE 2.4.4;

V Tonbko gna ycrpoiicte MES5324.
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show led port mode [giga- OT106pasnTb MHPOPMaLMIO O pexkume pPaboTbl MHAMKALMM Ha
bitethernet gi_port | tengi- MHTepodeiice.

gabitethernet te_port | —

fortygigabitethernet

fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe obcnykmaHua B IP-ceTax) — TEXHOMOrMA aKTUBHOTO MOHWTOPWHTA,
MCNONb3YOLWAACA AN U3MEPEHMA NapameTpoB ObICTPOAENCTBMA KOMMbBIOTEPHbIX CETEN M KayecTBa nepesayu
AaHHbIX. AKTUBHbIA MOHUTOPUHI NPeacTaBaseT cobon NPOAOKUTENBHYIO UMKANYECKYIO reHepaumto TpaduKa,
c60p MHPOPMALMM O ero NPOXOKAEHUN NO CETU U B EHUE CTAaTUCTUKN.

Ha faHHbI MOMEHT 3MepeHMEe NaPaMETPOB CETU MOXKET OCYLLECTBAATLCA C UCMOJIb30BaHME NPOTOKOA
ICMP.

Mpu Kaxkgom BbinosHeHUM onepaumn ICMP Echo ycTtpoiictBo otnpasaset ICMP Echo request coobuieHne
Ha agpec HasHayeHun, oXuaaeT nonydyeHunn coobueHma ICMP Echo reply B TedeHUM 3a@HHOTO MHTEPBana Bpe-
MEHMU.

C oaHoit IP SLA onepaumeli MOXKHO CBA3aTb HECKO/IbKO 06bekToB TRACK. CocToAHue ob6bekTa TRACK us-
MEHAETCA B MOMEHT M3MeHeHUA cocToaHus IP SLA onepaumm, nmbo c 3agaHHOM 3a4ePHKKON.

Mpn M3MEHEHMUN COCTOAHUA TPEKA BO3MOXHO BbIMOJIHEHME MaKpPOKOMaHA. MaKpOKOMaHAbl BbINOAHA-
0TCA B peXknume rnobanbHoro KoHGUrypuposaHua. 1A BbINONHEHMA KOMaHA pexXuma privileged EXEC KomaHApl
HeobxoaMMOo AoNONHUTL Npedrkcom do. KomaHabl co3aaHma Habopa MakpoKomaHA nNpuBeaeHsbl B Tabaunue 39.

[ns ncnonbsosaHuma GyHKLMM IP SLA HE0H6X0AMMO BbINOAHUTL CieAytoLLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHdUrypmnpoBsaThb eé.

— 3anycTuTb BbINOJIHEHUE ONepaLunn.

— CospaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOoM IP SLA onepauueit n CKoHGUrypmupoBaTh ero.

— Tpun HeobxoAMMOCTH, CO34aTb MaAKPOChbl, BbIMNOJHAEMbIE MPU U3MEHEHUN COCTOAHWUA O0ObBEKTA
TRACK.

— [pocmoTpeTb CTaTUCTMKY, MPU HEOBXOANMOCTHM, OUUCTUTD ee.

—  Tpun He0HXO0AMMOCTH, NPEKPATUTL BbINOJIHEHME ONepaLmm.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 241 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymos14YaHuro
ip sla operation MNepeiTn B perkum KoHpurypuposaHumsa IP SLA onepaumm.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypanutb IP SLA onepauutio.
ip sla schedule operation life 3anycTuTb Ha BbinosHeHwMe IP SLA onepauumio.

- operation — HOMep onepauuu.
) - life — Bpems, B Te4eHUe KOTOPOTO onepauus byaeT BbIMOJHATLCS.
life: (forever); .
N - start-time — Bpems 3anycka.
. - start-time: (now)
no ip sla schedule operation MpekpaTuTb BbinoaHeHWe IP SLA onepauuu.
- operation — HOMep onepauuu.

life start-time start-time
f operation: (1..64);
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track object ip sla operation Co3gatb TRACK 06beKT, KOTOpPbIN ByAeT oTcexKnBaTb coctosiHme [P
state SLA onepauumu.
object: (1..64); - object — Homep TRACK obbekTa.
operation: (1..64) - operation — Homep IP SLA onepauum.
no track object ip sla Ypanutb TRACK-06bEKT.
- object — Homep TRACK-o6beKTa.
logging events ip sla opera- BKNtounTb BbIBOA, COOBLLEHNI 06 M3MeHeHUn cTaTyca IP SLA onepa-
tion-state-change L.
- - —/BK/IO4EHO _
no logging events ip sla oper- BbIKNOUNTb BbIBOA COODLLEHNI 06 U3MeHeHMM cTaTyca IP SLA one-
ation-state-change paumm.
logging events ip sla track- BK/tounTb BbIBOA COOBLLEHN 06 M3MEHEHMM CTaTyCca TPEKa.
state-change
- - —/BK/IIOYEHO -
no logging events ip sla track- BbIKNHOUMTb BbIBOA COOBLLEHNI 06 M3MEHEHUM CTATyca TPeKa.
state-change

Tabnnua 242 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
1o yMO4YaHUIO
icmp-echo {A.B.C.D [ host } Mepeiitn B pexum KoHdurypmposaHua ICMP ECHO onepa-
[source-ip A.B.C.D] host: (1..158) umm.
CMMBOJI0B -A.B.C.D — IPv4-appec y3na cetu;
- host — pOMeHHOoe MMs y3na CeTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO-onepauuu

Bupg, 3anpoca KOMaHAHOM CTPOKM B perknume KoHourypmposaHuma IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnunua 243 — KomaHabl pexuma KoHpurypuposaHua onepauymm ICMP Echo

3HavyeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHoBUTL 4YacToTy nosTopeHma ICMP ECHO-onepauumu.

frequency secs
- §ecs — 4acToTa, B CeKyHAax.

secs: (10..500)/10 cek

no frequency YCTaHOBUTb 3HAYeHMe YacToTbl I'IOBTOpeHMﬁ N0 YMONYaHUIO.

YCTaHOBWUTL O/ IMHY TaimayTa, NO UCTEYEHUM KOTOPOro, ecamu
He npuwen ICMP-oTeeT, onepauus 6yaer cuyuTaTbCA
msecs: (50..5000)/2000 mc | HeyAauHOW.

- msecs — TaliMayT, B MUIJIMCEKYHOAX.

no timeout YCTaHOBWTb 3HAYEHWEe TaliMayTa Mo YMOSYaHUIO.

YcTaHOBUTL KoiMyecTBo 6aiiT, nepesasaembix 8 ICMP-nakeTe
B KauecTBe AaHHbIX (payload).

- bytes — KonuyecTso 6alT.

timeout msecs

t-data-size byt
request-cata-size bytes bytes: (28..1472)/28 6Gaiit

no request-data-size YCTaHOBUTb 3HaYeHWe KoanyecTsa 6anT No ymoi4yaHuto.
' Ona HopmanbHoro BbinoaHeHuAa onepauuu ICMP Echo pekomeHayetca ycTaHaBAMBaTh
° 3HauyeHue YacToTbl BbINO/MIHEHUA onepauun 60ablIMM, YeMm 3HAYEeHUe TalimayTa onepa-
uuu.
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KomaHObI pexxuma KOHgU2ypupo8aHus mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUTIyprupoBaHUa Tpeka:

console (config-track) #

Tabnuua 244 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa 3HayeHue Aelicmeue
delay {up secs down secs | YCTaHOBWTb 3a4E€PKKY AN CMeHbI cocTosiHMA TRACK-06beKTa,
up secs | down secs} npu n3ameHeHunmn coctoaHua IP SLA-onepauuu.
- secs — 3afeprKKa, B CEKyHAAX.
- Up — 33JepKKa W3MEHEHWSA COCTOAHMUA MPU U3MEHEHUM

secs: (1.180)/0 onepauuu B coctoaHune OK;

- down — 3a4epXKa UameHeHnA COCTOAHUA NPpU U3MEHEHUN
onepaunn B COCToAHUE Error.

no delay [up] [down] YOanuTb 3a4€pKKY.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 245 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show ip sla operation OTtobpasntb wuHbOpPMaUMO O HacTpoeHHbix IP SLA-
[operation] operation: (1..64) onepaumsax.
- operation — HOMep onepaLumu.
show track [object] OTo6pasnTb MHPOPMALMIO O HACTpoeHHbIx TRACK-
object: (1..64) obbekTax.
- object — Homep 0b6beKTa.
clear ip.sla counters operation: (1..64) O6HyI1VITb cyeTunkm IP SLA-onepaumu.
[operation] - operation — HOMep onepauumn.

Mpumep HACTPOMKMK, NpefHa3HAYEHHON ANA KOHTPOAA y3na cetn ¢ agpecom 10.9.2.65 ¢ oTnpasKomn
icmp 3anpoca Kaxkable 20 cekyHA, BpemeHem OTBeTa Ha icmp 3anpoc He npesbiwatowmm 500 mc 1 pasmepom
OaHHbIX 92 6aliTa; 3ageprkka cMmeHbl cocTosiHuA TRACK-o6bekTa — 3 ceKyHAbl; NPU M3MEHEHUM COCTOAHUA

TRACK-06beKTa BbinosiHAtoTcA makpocbl TEST_DOWN w TEST_UP:

console# configure

console (config)# interface vlan 1

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if)# exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@
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console (config) #

console (config)# ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track)# delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKM ana onepaumm ICMP Echo:

DHELTEX

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe:

— Operation state — TekyLee COCTOAHME onepaymm:
= scheduled — onepauua BbINOHAETCS;
=  pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NocaegHen BbINOAHEHHON onepauuu:
=  OK — ycnelwHoe 3aBepLueHne npeablayLlei onepaumm;
= Error — Heyga4yHoe 3aBepLueHne nocneaHer nonbiTkM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCMNELIHO 3aKOHYEHHbIX Onepauui.
— Operation Failure counter — KONNM4YeCcTBO HeyAaYHO 3aKOHYEHHbIX ONepayymit.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — KONM4ecTBO NoAyYeHHbIX oTBeTOB Ha ICMP 3anpoc.

ICMP Error counter — CY4ETUYMK, OTODPAXKAOLLMIN KONNYECTBO U3MEPUTENBbHBIX OMNepaLMii, 3aKOHUYMBLUMXCA C CO-

OTBETCTBYOWMM KOAOM OLINBKMN.

5.27 dneKktponutaHue no AMHuam Ethernet (PoE)

Mogenn kommyTaTopos ¢ cyddpurcom ‘P’ B 0603HaYEHUN NOAAEPHKMBAIOT 3/IEKTPONUTAHNE YCTPOICTB
no nnHum Ethernet B cooTsetcTBuK ¢ pekomeHgaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKM A.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

Tabnnuya 246 — KomaHapl pexxuma rnobanbHoOM KoHpurypaumm

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

power inline limit-mode {port | BbIbpaTh peKMM OrpaHUYeHUA MOLLHOCTH

class} 3N1IEKTPONUTAHUA:
- port —orpaHuyeHne ycTaHaBAMBAETCA Ha OCHOBAHUM

—/class AAMUHUCTPATUBHbBIX MAPaMeTPOB NoOpPTa;

- class — orpaHuyeHue ycTaHaBIMBAETCA HAa OCHOBaHUM
Knacca NoAKAOYEeHHOro yCcTpoicTea

no power inline limit-mode BepHyTb 3HAaYeHNE N0 YMONYAHUIO

power inline restart auto BKntounTb aBTOMaTMYecKuii pectapT PoE B cayyae
OoTKNtoYeHnsa PoE-KoHTposinepa.

no power inline restart auto —/BKAOYEHO YCTaHOBUTb 3HAYEHME MO YMOoYaHuo. OTKAUYNTD

aBTOMaTU4Yeckuin pectapt PoE B ciiyyae oTkAoYeHuA PoE-
KOHTpoAnnepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YcTaHOBWTbL NOpPOr NoTpeb1gemon MOLLHOCTH, NpwU
KoTopom bopmupyeTca MHPopmaLmnoHHoe coobLyeHme
(snmp trap) o npeBblWeHUN Nopora.

BOCCTaHOBMUTL 3HaUYeHWe Nopora No YyMOIYaHuMIo.

power inline traps enable

no power inline traps enable

—/BbIK/IIOYEHO

Paspelwnts bopmmnpoBaHmne MHPOPMaLMOHHbIX
coobueHunit gnsa noacuctemsl PoE.

BepHyTb HacTPOWMKM K NapameTpam Mo YMOYAHUIO.

power inline inrush test disable

no power inline inrush test
disable

—/BKNOYEHO

BK/1lOUMTbL NPOBEpPKY inrush-Toka.

OTKAUNUTL NPOBEPKY inrush-ToKa.

power inline disable

no power inline disable

—/BbIK/IOYEHO

OTKAOYNTb Ucnonb3oBaHue PoE.
/ HacTpoiika BCTynuT B cuay TONbKO nocne
nepesarpysKu ycTpoiicTsa.

BKAtounTb ncnonblosaHue PoE.

console (config) #

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepdelica Ethernet:

console# configure

console (config)# interface gigabitethernet gi port

console (config-if) #
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Tabnunua 247 — KomaHabl pexkuma KoHpurypaumnm nntepdelrica Ethernet

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CUMBOA;
—/auto

YnpasnaTb paboToi NpoToKoia obHapyKeHun PoE-ycTpoicTe
Ha UHTepdodelice.

-auto — paspelaeT paboTy NpoToKona obHapyxeHus PoE-
YCTPOWCTB Ha MHTepdeiice 1 BKAOYAET NoAayy /1eKTponuTa-
HUA HA UHTepdeEliC;

-never — 3anpeluaeT paboTy NnpoTokona obHapyKeHusa PoE-
YCTPOWCTB Ha UHTepdelice U OTKIOYAET NoAAYY 3/IeKTponuTa-
HUA;

-time-range — BpemeHHOW UHTepPBan, B Te4eHMe KOTOPOro
nuTaHue byaeT NnoaaBaTbCA Ha MHTepdENC.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBO/10B/He 3a7aHO

[o6aBuTb Npon3Bo/ibHOE onucaHune PoE-ycTpoiicTea ga
NOMOLLM B aAMUHUCTPUPOBAHUKN 060pYA0BaHUA.

YaanuTb paHee 3afaHHoe onucaHue PoE-ycTpoiicTaa.

power inline priority {critical |
high | low}

—/low

no power inline priority

3apatb npuoputeT uHTepdeiica POE npu ynpaBneHun snek-
TponUTaHWeM.

- critical — ycTtaHaBnMBaeT HamMBbLICLUIMI NPUOPUTET SNEKTPO-
NUTaHWA. INEKTPONUTAHNE NOPTOB C TaKUM NPUOPUTETOM BY-
[eT NpeKkpawaTbca B NOCAEAHIO o4yepeab NpWU neperpyske
cuctembl PoE;

- high — ycTaHaBAnBaeT BbICOKMI NPUOPUTET 3N1EKTpONUTa-
HUA;

- low — ycTaHaB/AMBAET HU3KMI1 NPUOPUTET /IEKTPONUTAHUA.

BoccTaHOBUTL NPUOPUTET MO YMOSTHAHUIO.

power inline limit power

T . MBT
no power inline limit

power: (0..30000)/30000

HasHaunTb Npeaen MoWwHOCTU INEKTPONUTAHNA ANA
BblbpaHHOro nopTa.

BoccTtaHOBUTL Npeaen MOLWHOCTM NO YMOAYAHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 248 — Komanapl pexkmuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHoa

HAelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTO6pPa3nTb COCTOSHME 3/IEKTPONUTAHUA HTEPdECOoB,
noAafepXK1BatroLWwmx nuTaHne no nHumn PoE.
- unit_id — Homep 1OHWUTA B CTeKe.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OT06pa3nTb XapaKTePUCTUKM NoTpebneHns mouHocTn PoE-
WHTepdencoB yCTPOMCTBA.
- unit_id — Homep OHWUTA B CTeKe.

show power inline version

OT06pa3nTb BEPCUIO NPOrPamMMHOro obecneyeHus
KOHTpoAnnepa noacucrembl POE.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= [loKasaTb COCTOAHME IIEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHME 3/1EKTPONUTaHMA BbibBpaHHOro MHTepdeca:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:

Port standard:
Admin power limit
Time range:
Operational power limit:
Spare pair:

Negotiated power:
Current (mA):
Voltage (V) :

Overload Counter:

Short Counter:

Denied Counter:

Absent Counter:

(for port power-limit mode): 30.0

Invalid Signature Counter:

Port is off. Detection is in process
802.3AT
watts

30.0 watts
Disabled
0 watts
0

(None)

OO OO oo
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OnucaHune oTobparkaemMblX NapaMeTpPoB 3NEKTPONUTaHUA NpueeaeHo B Tabanue 249.

Tabnunua 249 — MapameTpbl CTaTyca 3/1EKTPONUTAHUA

Nominal Power

HomnHanbHaa MOLWHOCTb UCTOYHMKA NUTaHKUA noacuctembl PoE.

Consumed Power

M3mepeHHoe 3HaYeHne noTpebnsemoit MOLLHOCTM.

Usage Threshold

MoporoBoe 3HayeHne NoTPeHAAEeMOI MOLLHOCTH, NPK KoTopomM dopmupyeTtca nHdop-
MaUMOHHOe coobleHue (snmp trap) o npeBbiWeHUN Nopora.

Traps OTobparkaeT paspelleHne popmuposBaHme MHGOPMALMOHHBIX COOBLEHMUN.

Port O603HaveHne nHTepdeiica KommyTtaTopa.

Admin AZLMUHUCTPATUBHOE COCTOAHME 3/1IeKTPONUTAHUA NopTa. Bo3moKHble 3HavyeHuAa —
auto u never.

Priority MpuopuTeT ynpaBaeHUs 3NeKTPONMTaHMEM NopTa. Bo3amokHble 3HaYeHna — critical,
high, low.

Oper OnepaTUBHOE COCTOAHUE 3N1EKTPONUTAHMA NopTa. BO3MoOXKHblIe 3HaveHuns:

Off — nuTaHWe NopTa BbIKAHOYEHO aMUHUCTPATUBHO;

Searching — nuTaHWe nopTa BK/AOYEHO, OXMAaHWe NoakatoveHnsa PoE-ycTpolicTsa;
On — nuTaHWe NopTa BKAKOYEHO U ecTb npucoeanHeHHoe PoE-ycTpolicTBo;

Fault — aBapua nutaHua nopta. PoE-ycTpolicTBO 3anpocmao mMoWwHOCTb 6onbLuyto,
4yem AOCTYNHO uau notpebnaemas POE-ycTpoMCTBOM MOLLHOCTb NpPeBbiCUAA 3a4aH-
Hbll Npegen.

Port standard

Knaccudurkauma noaKkntoyeHHoro yctpoictsa B cootsetcTemu ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CYeTunK KONNYECTBa C/Iy4aeB NepPerpysKm Nno 31eKTPONUTaHuUIo.

Short Counter

CyeTumk C/ly4aeB KOPOTKOro 3aMblKaHUA.

Denied Counter

CyeTyumk C/ly4aeB OTKa3a B nogaye 3/1IeKTPpOnnTaHuA.

Absent Counter

CyeTunK c/iyyaeB MpPEKpPaLLEHMA 3NEKTPOMUTAHMA K3-33 OTKIOYEHUA MUTAEMOTO
yCTpoMcTBa.

Invalid Signature
Counter

CueTumK oWwMBOK KnaccuduKaLumm nograueHHbIX POE-ycTpolicTs.

5.28 ®dyHKuuu obecneueHns 6esonacHocTH

5.28.1 ®yHKyuu obecnevyeHus 3auwumel NOpmMoe

C Lenbto NosbiweHna 6e3onacHOCTU B KOMMYTaTOPE CYLLLECTBYET BO3MOMXHOCTb HAaCTPOUTL KaKon-nnbo

NopT TaK, 4Tobbl AOCTYN K KOMMYTATOPY Yepe3 3TOT NOPT NPeAOCTaBAANCA TO/IbKO 3a4aHHbIM YCTPOMUCTBaM.
®OyYHKLUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspellaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYK MAM U3y4yeHbl KOMMyTaTopom. locne usyveHna HeobxoaMMbIX
agpecoB MopT cnepyet 3abNOKMPOBATb, 3aLLMUTMB €ro OT NOCTYNJIEHUA NAKeTOB C HeusyyeHHbimu MAC-
agpecamu. Taknm obpasom, Korga 3ab10KMPOBAHHbIM NOPT NoayyaeT nakeT, ¥ MAC-aapec UCTOYHMKA NaKeTa
He CBA3aH C 3TUM MOPTOM, aKTUBU3UPYETCA MEXAHU3M 3aLMTbl, B 3aBUCMMOCTU OT KOTOPOrO MOFYyT ObITb
NPUHATbI CAeaytowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTyMNalLwWme Ha 3ab/10KMPOBAHHbIIA MOPT,
nepecblnatotca, oTbpacbiBatoTca, MO0 e NopT, MPUHABLLMIA NAKeT, OTKAoYaeTca. OyHKUMA 6e30NacHOCTM
Locked Port nossonsetr coxpaHUTb CMMUCOK M3y4veHHbix MAC-agpecoB B daitne KoHoUrypaumm, Takum
06pasom, 3TOT CMUCOK MOXKHO BOCCTAHOBUTb NOC/e Nepe3arpysku yCTpomncTaa.

/ CyuwiecrByet orpaHuyeHue Ha Konndectso MAC-agpecoB, KOTOpOe MOKET U3YUUTb NOPT,
MCNONb3YIOWNIA GYHKLMIO 3aLLMUTDI.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepagpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if)#

Tabnnua 250 — KomaHab! pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHtepdelicos

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

port security BkntounTb GyHKLMIO 3aWnTbI Ha MHTepdeiice. baokupyeT
dYHKUMIO N3y4eHna HOBbIX aapecos Ana nHtepdeica. MakeTobl
— /BbIK/IIOYEHO € HensyyeHHbIMU MAC-aapecamm UCTOYHMKA OTBpacbiBatoTCA.
KomaHgaa aHanornyHa komaHge port security discard.

no port security OTKAOUMTD GYHKLMIO 3aLLMTbI HA UHTepdelice.

port security max num [voice] 3aaTb MaKCMMaNbHOE KO/IMYECTBO afpecoB, KOTOPOe MOXKET
n3yunTb NopT. Mpn 3TOM U3 obLwero AMMUTa afpecos
BblYMTAETCA IMMUT aApecoB B voice vian.

- voice — ycTaHaBAMBAET MAKCMMa/IbHOE KOJIMYECTBO aApecos,
KOTOpOe MOXKeT bbITb U3y4eHo B voice-vlan.

JIumuT agpecos B voice-vlan He moKeT nNpeBblLaTh 06Kt
NIMMHAT.

num: (0..65536)/1

no port security max YCTaHOBUTb 3Ha4YeHMe NO YMOYAHMUIO.

port security routed se- YcTaHOBUTDL 3alumieHHblt MAC-agpec.
cure-address mac_address ®opmat MAC-appeca:

H.H.H, H:H:H:H:H:H, ~
no port security routed se- H-H-H-H-H-H Yaanutb 3awmuieHHbin MAC-agpec.

cure-address mac_address

port security {forward | BkAtounTb GYHKLMIO 3aLWnTLI Ha MHTepdeiice. BaokupyeT
discard | discard-shut- DYHKLMIO U3y4eHMA HOBbIX afpecoB Ans UHTepdelica.
down | discard-shutdown- - forward — nakeTbl ¢ HeusyyeHHbIMM MAC-agpecamu
vlan} [trap freq] WCTOYHMKA NepecbINatoTCca.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamu
MCTOYHMKA OTbpacbiBatoTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMKM MAC-
aZlpecaMu MCTOYHMKA OTOpacbIBalOTCA, MOPT OTK/IOYaAETCS.

- discard-shutdown-vlan — nakeTbl ¢ HensyyeHHbIMM MAC-
afipecamu UCTOYHMKa oTbpacbiBatoTcA. MopT yaanseTca us
cooTsetcTaytowei(nx) VLAN. BosspaT nopta 8o VLAN
ocylLecTsaseTca KomaHaoh set interface active.

- freq — YacToTa reHepupyemMbix coobLeHUI npoTokona SNMP
trap npu NOCTynN/JIeHNU HECAHKLMOHNPOBAHHbIX NAKETOB.

freqg: (1..1000000) cek

3a4aTb YAcTOTY reHepupyembix coobueHunit npotokona SNMP
trap npu NOCTyN/IeHNN HECAHKLLMOHNPOBAHHbIX NAKeTOB.

port security trap freq freq: (1..1000000) cex
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port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

3a4aTb pexxum orpaHuyeHun nsyveHma MAC-agpecos gns
HacTpanBaemoro nHTepodeiica.

- max-addresses — yaanser Tekylime AMHAMUYECKN
U3yYeHHble apeca, CBA3aHHble C UHTepdelicom. PaspelueHo

M3yyeHne MaKkCMMasibHOro KOIM4YecTBa afpecoB Ha NopTy.
MoBTOpPHOE N3yyYeHMe N CTapeHre paspeLleHbl.

- lock — coxpaHsaeT B KOHdUrypaLmio TeKyLLMe ANHAMUYECKU
M3y4YeHHble agpeca, CBA3aHHbIe ¢ UHTepdEicomM 1 3anpeLlaeT
obyyeHue HOBbIM agpecam U CTapeHMUE YiKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OrpaHNYEHNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTsa.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTponcTBea.

—/lock

no port security mode YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 251 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMon4YaHuo

KomaHoa

MoKa3aTb HACTPOMKM yHKLUMM 6€30MacHOCTU Ha BbIbpaHHOM
nHTepdelice.

show ports security {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed}

show ports security ad-
dresses {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb TeKyLLMe AMHaMUYEcKme aapeca ana
gi_port: (1..8/0/1..48); 3a6/10KMPOBaHHbIX MOPTOB.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

AKTMBMPOBATb MHTEPdENC, OTKAOUEHHDbIN GYHKLMEN 3aWmTbl
nopta (KomMaHZa JOCTYNHa TONbKO ANA NPUBUAETMPOBAHHOIO
nonb3osaTens).

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}

show ports security status - MoKa3aTb TEKYLMIA CTATYC BCeX MHTepdecos.

[pumepsi 8biM10AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3aWwmThl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMYeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenma MAC-agpeca 3a6/10KMpoBaTb GYHKLUMIO U3YYEHUA HOBLIX aj-
pecoB A5 uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HemdydeHHbIMUM MAC-agpecammn UCTOYHMKA.
CoxpaHuTb B palin n3yvyeHHbIN agpec.

console# configure
console (config)# interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

= [loaKNtoUYUTb KAMEHTa K nopTy 1 usyunte MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.28.2 lMpoeepKa nodauHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepKa nodsauHHocmMu

AyTeHTMdMKAUMA Ha OocHOBe cTaHaapTa 802.1x obecneynBaeT NpPoBepPKy NOAJMHHOCTM NOJIb30BaTENEN
KOMMYTaToOpa 4Yepe3 BHELWHWA cepBep Ha OCHOBE MOpTa, K KOTOPOMY MOAKAKYEH KAMEHT. To/bKo
ayTeHTUPULMPOBAHHbBIE M AaBTOPWU3OBAHHbIE MOJ/Ib30BATE/IM CMOMYT NepenasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NoAJIMHHOCTU MONb30BaTeeM NOPTOB BbINOJIHAETCA cepBepom RADIUS nocpenctBom npoTokosa
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 252 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAMYAHUIO
dotlx system-auth-control BKAtounTb pexkum ayteHTMdMKaumm 802.1X Ha KommyTaTope.
no dotlx system-auth-con- —/BbIKAOYEHO BbIKNOUNTL pexknm ayTeHTUudMKaumm 802.1X Ha KommyTaTope.
trol
aaa authentication dotlx 3apaTb OOMH MK ABa MEeTOo4a NPOBEPKMU NOAJMHHOCTY,
default {none | radius} aBTopu3aumn 1 yyeta (AAA), 4N NCNob30BaHUA Ha
[none | radius] nHTepodeincax IEEE 802.1X.
- none — He BbINOAHATbL ayTeHTUUKaUMIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepoB ans
—/radius ayTeHTUdUKALMM NoNb30BaTeNA.
Btopoii meToa ayTeHTMdMKAUMM  UCNOAb3YyeTCA
V TO/IbKO B C/lyyae, ec/iv no nepeomy ayTeHTuduKauma
6blna HeycneLwHoMn.
no aaa authentication YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nnHtepdelica Ethernet:

console (config-if)#

/’ ‘ MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHsaeT 3agaun ana ayteH-
TMdUKaLUM yaaNneHHOro KANEeHTa, Npyu 3TOM onpeaensis MexaHusm ayTeHTuduKa-
umm.
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Tabnuua 253 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

Hactpoutb ayteHTUdMKaumio 802.1X Ha nHTepdeiice.
Pa3peluaeT py4HOMN KOHTPO/Ib 32 COCTOAHWEM aBTOPM3aLmUm
nopra.

- auto — ncnosb3oBatb 802.1X 4n1Aa U3SMEHeHMA COCTOAHUA
KMEHTA MeX Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntouaeT ayTeHTUdMKaumio 802.1X Ha
nHTepoerice. MopT NepexoaunT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUOUKauum;

time: (1..32) .
- force-unauthorized — nepesoauT NOpPT B HEAaBTOPM30BAHHOE
coctosiHune. IrHopupytoTca BCe NOMNbITKU ayTEHTUOUKaLUK
KAMEHTA, KOMMYTATOP He NPeaoCTaBAAET CEPBUC
ayTeHTMdUKaLMM Ans 3TOro NopTa;
- time — WHTepBan BpemMeHU. ECnn AaHHbIN napameTp He
onpeaeneH, To NOPT He aBTOPU30BaH.
no dotlx port-control YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
dotlx reauthentication —/nepuoanyeckune BKNOUUTL Nepuoamyeckme NoBTOPHbIE NPOBEPKM
NMOBTOPHbIE NPOBEPKM NoA/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.
no dotlx reauthentication NoAJIMHHOCTH BbIKNHOUMTb NeproanYecKkme NoBTOPHbIE MPOBEPKM
BbIK/IIOYEHbI NoA/MHHOCTY (NepeayTeHTUdUKALMIO) KANEHTa.
dotlx timeout reauth-pe- . YCTaHOBUTb NEPUOA, MeXAY NOBTOPHbIMU NPOBEpKaMu
riod period period: NoA/IMHHOCTMU.
- (300..4294967295)/
no dotlx timeout 3600 cek YCTaHOBUTb 3HAYE€HME MO YMOHYAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YCTaHOBUTbL NEPUOA, B TEYEHME KOTOPOrO KOMMYTATOP
OCTaeTCcA B COCTOSHUM MOJIYaHUSA NOC/Ie HeYAaYHON NPOBEPKM
NOAJ/IMHHOCTW.

B TeueHue neprMosa MoNYaHMA KOMMYTATOP HE MPUHUMAET U
HE MHULMMUPYET HUKAKUX ayTEHTUDUKALMOHHbIX COODLLEHWNI.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YCTaHOBWTb NEPUOA, B TEYEHME KOTOPOro KOMMYTATOP
0’KMAaeT OTBET Ha 3anpoc IM60 naeHTUdMKaLmio no
npotokony EAP oT KnneHTa, nepes, NOBTOPHOW OTMNpPaBKoW
3anpoca.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHOBUTb MaKCMManbHOE YNCNO NOMbITOK Nepeaayn
3anpocoBs nNpoTtokona EAP-knneHTy nepes HOBbIM 3aMyCKOM
npouecca NpoBepKu NOAJMHHOCTU.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHOBUTb NEpUOA MeXay NOBTOPHbIMM Nepesadamm
3anpocos npoTokona EAP-knueHTy.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YCcTaHOBUTb Nepnos, B TeHeHNne KOTOPOro KOMMYTaTop
OXMOaeT OTBeTa OT cepBepa ayTeHTMd)VIKaLI,VIVI.

YCTaHOBWTb 3Ha4YeHMe N0 YMOHAHWIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceK/He 3aaHo

YcTaHOBUTb nepunog spemeHn HeakKTMBHOCTU K/IMEHTa, No
ncreyeHmne KoToporo KJIMeHT CTaHOBUTCA HEABTOPU3OBAHHbIM.

YCTaHOBUTb 3HaYeHue no YMOI4HaHUIO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 254 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto OCyLLEeCTBUTb NOBTOPHYO NPOBEPKY NOAMHHOCTU
YKa3aHHOro nopTta B KOMaHAe, 1Mbo Bcex NopTos.,
noaaepxusatowmx 802.1X.

show dotlx interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb coctosaHme 802.1X ana KommyTtaTopa nmbo gns
yKa3aHHOro uHtepdelrica.

show dot1x users
[username username]

username: (1..160)
C“MBO/I0B

MoKa3aTb aKTUBHbIX ayTEHTUDULIMPOBAHHbIX NO/b30BATENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb cTatnucTuKy no 802.1X ans BbibpaHHOro nHTepdelica.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAKOUUTBb pexum ayteHTudmKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osate RADIUS-cepsep anA
NPOBEPKMN MOAJIMHHOCTU KNMEHTOB Ha nHTepdeicax IEEE 802.1X. Ansa 8 nHtepdeiica Ethernet uc-

Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MokasaTb coctosiHMe 802.1x gns KOMmMyTaTopa, Ana 8 uHTepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1,/0/8

tel/0/8

Server timeout:

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:
Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
30 sec
Port Operational Status:
* Port is down or not present
Reauthentication is disabled

unauthorized*
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Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnnuya 255 — OnuncaHMe pe3ybTaToB BbINOJIHEHMA KOMaHA,

Mapamemp OnucaHue
Port Homep noprTa.
Admin mode Pexxum ayteHTuduraumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumnoHHbIN PeXMm NopTa: aBTOPMU30BAHHDBIN, HEABTOPU30BaHHbIW, MBO BbIKAIO-
Oper mode pa, p p p , p )

yeHHbIi (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

Mepuoa mexay NOBTOPHLIMU NPOBEPKAMM NOSJANHHOCTU.

Mmsa nonb3osBatens npu ucnosabsosaHmm 802.1X. Ecnn nopT aBTopM30BaH, To oTobpa-

Username KaeTca UMA TeKyLllero nosab3osaTtens. Ecav nopt He aBTopu3oBaH, TO OTobpakaeTca
MMA NocneaHero ycnewHo aBTOpM30BaHHOroO NOJIb30BaTeNA Ha NOPTY.
Quiet period MNepunoa, B TeueHMe KOTOPOro KOMMYTATOpP OCTAETCA B COCTOAHUN MOAYAHUA NOCAE He-
P YO,34YHOM NPOBEPKMN NOAJIMHHOCTY.
Tx period Mepunopa, B TeueHWe KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc mbo naeHTndu-
Kauwuio no npotokony EAP oT KaneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.
Max req MaKcnumanbHoe YnMcno NonbITOK Nepejayvn 3anpocosB nNpotokona EAP KknueHTy nepep,

HOBbIM 3aMyCKOM npouecca npoBepKkn NOATNHHOCTHU.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMKU NepeaayamMu 3anpocoB NPoToKoaa EAP KnneHTy.

Server timeout

Mepuoa, B Te4eHMe KOTOPOro KOMMYTATOP OXWAAET OTBETA OT cepBepa ayTeHTUdUKa-
uuun.

Session Time

Bpems NoaKoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication
Method

MeTog ayTeHTUdMKALMM YCTAaHOBAEHHOM ceccum.

Termination Cause

MpuyKnHa 3aKPbITUA Ceccum.

Tekywee 3Ha4yeHMe aBTomaTta COCTOSIHUM onpeaenntena No4IMHHOCTU U BbIXOAHOTO

State o

aBTOMaTa COCTOAHUMN.
Authentication o .
success KoiimyecTBo nonyyeHHbIX coobLieHnin 06 ycnewHon ayTeHTMdMKaumMm oT cepaepa.
Authentication fails Ko/iMyecTBo nonyyeHHbIX COObLLEHMI O HeyCNeLHOW ayTeHTUGUKaLMM OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaA nosb3oBaTento.
Filter ID NaeHTudukaTop rpynnbl GuabTpaLmun.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1

12

EapolLogoffFramesRx: 1
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EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3

EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnmua 256 — OnuncaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue

KonnuectBo KOpPEeKTHbIX MakeTos ntoboro tTuna npotokona EAPOL (Extensible Au-
EapolFramesRx thentication Protocol over LAN), NpuHATbIX AaHHbIM OnNpeaenuTenem noa/IMHHO-

cTw.

KonnyectBo KoppeKTHbIX nakeTos stoboro tuna npotokosna EAPOL, nepenaHHbIX
EapolFramesTx PP P PeA

LAHHbIM onpeaennTenem NogJMHHOCTU.

Konunuectso naketoB Start npotokona EAPOL, npuHATbLIX AaHHbIM onpeaenutenem
EapolStartFramesRx P P A PEA

NoA/IMHHOCTW.

Konunyectso naketos Logoff npoTtokona EAPOL, NnpuHATbLIX AaHHbIM onpeaenuTe-
EapolLogoffFramesRx g P P A PeA

nem NoAIMHHOCTH.

Konunuyectso naketoB Resp/Id npoTokona EAPOL, NpuHATbLIX AaHHbIM onpeaennTe-
EapolRespldFramesRx p/id np P A PEA

Nem NoANIMHHOCTH.

Konunyectso naketos oteBeToB (Kpome Resp/ld) npotokona EAPOL, NpuHATLIX AaH-
EapolRespFramesRx (kp p/id) np P A

HbIM onpeaennTenem NoaAMHHOCTU.

Konnuyectso naketos Resp/ld npoTtokona EAPOL, nepeaaHHbIX AaHHbIM onpeaenu-
EapolReqldFramesTx p/id np PEA A PeA

Tenem NoAJMHHOCTU.

Konunyectso naketos 3anpocoB (Kpome Resp/ld) npoTtokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np PEA

AaHHbIM onpeaenntenem NnoANTMHHOCTU.

Konnyectso naketos npoTokosa EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbLIX AadH-

InvalidEapolFramesRx
HbIM onpegenuTenem NOAJMHHOCTY.

Konnyectso nakeToB npoTokosa EAPOL ¢ HEKOPPEKTHON ANWHOWN, NPUHATLIX AaH-

EaplLengthErrorFramesRx
HbIM onpegenutenem NoAANHHOCTU.

Bepcusa npotokona EAPOL, npuHATas B caMom nocaegHem Ha AaHHbIA MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-ap,pec MUCTOYHUKa, I'IpVIHﬂTbIVI B CamMmOM nocnegHem Ha ,Cl,aHHbIﬁ MOMEHT Na-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHasA nposepKa nodauHHOCmu

PacwupeHHble HacTpoliku dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY MNOAJAMHHOCTU AN HECKOJbKUX
K/MEHTOB, NOAK/IOYEHHbIX K NopTy. CyLLecTByeT ABa BapuvaHTa ayTeHTUPMKaLMK: NepBbli, Koraa NpoBepKa
NOAJIMHHOCTM Ha OCHOBE MOpPTa TpebyeT ayTeHTUPHUKALMM TOJIbKO OLHOTO KAMEHTA, YTOObI AOCTYN K cucTeme
uMenn Bce KameHTbl (pexxum Multiple hosts); BTopoi, Koraa npoBepKa NOAAMHHOCTU TpebyeT
ayTeHTMOUMKALMM BCEX MOAKIIOYEHHbIX K MOPTY KaAMeHToB (pexunm Multiple sessions). Ecan nopT B pexunme
Multiple hosts He npoxoauT ayTeHTMdMKALMIO, TO BCEM MNOAKNIOYEHHbIM XOCTam byaeT 0TKa3aHo B AOCTyne K
pecypcam ceTu.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 257 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKAOYEHO

PaspelnTb OTNPaBKY trap-coObLEHNIA, KOrAa KANEHT yCnewHo
NpPoXoamT ayTeHTUdUKaLmIo.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx traps authentication
failure [802.1x | mac |

web] —/BbIKOYEHO

no dotlx traps authentica-
tion failure

PaspewunTb 0TNPaBKy trap-coobLeHni, Koraa KAMEHT He npoLlen
ayTeHTUdUKaLMIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

dotlx traps authentication
quiet
— /BbIKOYEHO

no dotlx traps authentica-
tion quiet

BKOUUTL OTNPABKY trap-coobLueHnid Npu NpeBblweHnn
nosib3oBaTeNeM MaKCUMasIbHO 4OMNYCTMMOTO KOMYecTea
6e3ycneLuHbIX NOMbITOK ayTeHTUdUKALMK.

YCTaHOBUTb 3HaYeHMe NO YMOHAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 258 — KomaHabl pexkuma KoHdurypaumm nHtepdelrica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

dotlx host-mode
{multi-host | single-host |

multi-sessions} —/multi-host

PaspelwnTb Hanume 04HOro/HECKONbKUX KAMEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeckoNbKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccui.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

—/protect;
freq: (1..1000000)/1 cek

no dotlx single-host-viola-
tion

3afaTb AeiCcTBUNE, KOTOPOE HEOBXOAMMO BbINOIHUTL, KOrAa
ycTpoicteo, MAC-agpec KoToporo oTanyaetca or MAC-agpeca
K/IMEHTA, OCYLLECTBAAET NOMNbITKY J0CTyNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KAVMEeHTa, NepecbliatoTca, NPy 3TOM agpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl c MAC-agpecom, oTandHbiMm oT MAC-agpeca
KNMeHTa, oTbpacbiBatoTCs;
- shutdown — nopTt BbikAtovaeTca, naketsl ¢ MAC-agpecom,
oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NOCTyN/eHNN HeCAaHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHnga npumeHseTca Tonbko B pexkume single-host.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BKkntounTb ayTeHTUdMKaLmtO.
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYH Ha MAC-
agpecax;
- 802.1x — BK/IlOYaET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkatoyaeT mexaHn3am web-based ayteHTUdPpMKaLmm
. - He pomkHO 6bITb cTaTUuecknx npusasok MAC-agpe-
! COB.
- ®YHKUMA NOBTOPHOW ayTeHTUPMKALUU [OMKHA
6bITb BKAIOYEHA.

BbIK/MOUNTb ayTEHTUDUKALMIO, OCHOBaHHYH Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3a4aTb MaKCMManbHOE KOIMYECTBO XOCTOB NPOLUEALLIMX
ayTeHTUdMKaLMio.

BepHyTb 3HaUYEHME N0 YMOUaHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3apaTb KOIMYECTBO HeyAauHbIX NOMbITOK BBOAA JIOTMHA, Nocae
KOTOPbIX KMEHT BIOKUpyeTCS.
0 — 6eCKOHEYHOE YMC/I0 MOMBITOK.

BepHyTb 3HaYeHMe MO YMOAYAHUIO.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIKOYEHO

BK/1OYNTBL NPOBEPKY NOANMHHOCTM, OCHOBaHHY0 Ha ACL/
Ha3HauuTb QoS-Policy.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIK/OYEHO

Bktountb 06paboTky onumu Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbIkNounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIKOYEHO

BKAOUMTb PYHKLMIO AMHamMMYecKoro aobasneHuns ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

BbIKMOUNTb GYHKLUMIO ANHaMMYecKoro gobasneHuma ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHua VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnunua 259 — KomaHabl pexkuma KoHpurypmposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx guest-vian

no dotlx guest-vian

no ymonyaHuto VLAN He
onpejeneHa Kak roctesas

Onpegenntb roctesyto VLAN.

OTKpbIBAaeT HeaBTOPM30BaHHbLIM NOb30BaTENAM UHTEpdelica
poctyn K roctesol VLAN. Ecam rocteBas VLAN onpegeneHa un
paspeLueHa, nopT byAeT aBTOMATUYECKU NMPUCOEANHATLCA K HEl,
Korga He aBTOPM30BaH, U NOKUAATb, KOraa nponaer
aBToOpM3aumMto. YTobbl MCNONb30BaTb AAHHbIN GYHKUMOHAAN, NOPT
He A0NXKeH BbITb CTaTUYECKUM YneHom roctesoli VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#
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Tabnmua 260 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

show dotlx interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HactpouTb npotokon 802.1x Ha nHTepdeice (KomaHaa AOCTynNHa
TONIbKO A/1A NPUBUIETMPOBAHHOIO NO/b30BaTENA).

show dotlx detailed

MoKa3aTb paclIMpeHHble HAaCTPOMKKM NpoTokoia 802.1x.

show dotlx users
[username]

username: CTPOKa

MNokasaTtb ABTOPMU30BaAHHbIX KNTMEHTOB.

show dotlx locked clients

MoKa3aTb HeaBTOPM30BAHHbIX KIMEHTOB, 3a6/10KMPOBAHHBbIX MO
TavmayTy.

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb cTaTucTuKy 802.1x Ha UHTepdelicax.

5.28.2.3 Hacmpolika akmusHo20 ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpaa no3sonseT cepsepy RADIUS HacTpouTb
aKTUBHbIN CeaHC KNNEHTA, paHee ayTeHTUPULMPOBAHHOTO Ha OCHOBe cTaHaapTa 802.1x. O6paboTka coobleHui
CoA-Request npoucxoaut B cootBeTcTBMM ¢ RFC 5176. O6pabaTbiBatoTca coobuieHus, npuweawmne Ha UDP-nopT
3799 oT cepBepoB, 3aAaHHbIX KOMaHAOW radius-server hosts 1 ¢ KNto4Yom, 3a4aHHbIM KOMaHAoM radius-server
key. na naeHTUdPUKaLMmM ceaHca KameHTa ucnonbaytotca RADIUS atpubyTel User-Name vnu Acct-Session-Id. Ana
HACTPOMKM ceaHca KnneHTa nogaepxusatotrca RADIUS-aTpubyTtel Tunnel-Private-Group-Id, Filter-Id, Eltex-Data-

Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 261 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAeilicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

—/BbIK/IOYEHO

BKAOUNTDL QYHKLMIO HACTPOMKM aKTUBHOTO ceaHca KnneHTa (CoA).

BbIK/MOUNTL DYHKLLMIO HACTPOMKM aKTUBHOTO ceaHca KaneHTa (CoA).

5.28.3 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3sonseT otcnexkusaTb NoABAEHNE U UCHE3HOBEHME aKTUBHOMO
060pyA0BaHNA HA CETU NYTEM COXPaHEHUA UCTopum n3ydeHnsa MAC-agpecos. MNpu 06HapyKEHUU U3MEHEHWI
B cocTaBe n3yyeHHbIx MAC-aapecoB KOMMYTaTOP COoXpaHAaeT nHpopmaumio B Tabaunue n nssewaet ob sTom ¢
NOMOLLbIO coobLLeHMI NpoTokona SNMP. ®yHKLMA MMeeT HacTpamMBaemble NapameTpbl — raybrHa uctopumm
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0 CObbITUAX U MUHMMANbHbBIN MHTEePBan oTnpaBku coobuieHnit. Cepemuc MAC Address Notification oTkatoueH
MO YMOJIYAHUIO U MOXKET BblTb HaCTPOEH BbIBOPOYHO A4 OTAENbHbIX MOPTOB KOMMYTaTOpPa.

KomaHObI pexxcuma 2a0b6ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUmMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 262 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IlOYEHA

KomaHaa npeaHasHayeHa ans rnobanbHOro ynpasaeHus
dyHKumen MAC notification. KomaHaa paspeluaer perncrpaumio
cobbITnit aobasneHnsa n yganeHna MAC-agpecos B/u3 Tabnamy,
KOMMYyTaTOpa M OTNPABKY yBEAOM/IEHUA O COObITUAX.

[na paboTbl PyHKUUM HEOBXOANMO [ONONHUTENBHO pa3peLaTh
reHepaLMio yBeAOMIEHUI Ha MHTepdENcax (CMm. HUXKE).

Bbikntountb dyHKumno MAC notification rnobanbHo n oTmeHseT
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

mac address-table notifica-
tion flapping

BKAOUUTL PYHKLMIO 06HapyxKeHna daannuHra MAC-agpecos.

no mac address-table notifi- /Bratovena BbIkntounTh PyHKLUMIO 0BHapyxeHna dnannuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI MPOMENKYTOK BPEMEHWN MeX Ay OTNpaBKamm
tion change interval value SNMP-yBegomneHunin. Ecnu 3HauyeHue nHTepBasia BpeMeHW PaBHO
0, TO reHepauua yBeAOMNEHWUI U COXPaHEHME COObITUI B UCTOPUIO
6yaeT ocyLwecTBAATLCA HEMEeAIEHHO N0 Mepe BO3SHUKHOBEHMUA
value: cob6bITUIM 06 U3MeHeHUN cocTosHMA Tabanupl MAC-agpecos. Ecan

no mac address-table noti-
fication change interval

(0..4294967295)/1

3Ha4YeHMe NHTepBana BpemeHu bosbwe 0, TO yCTpoicTBO byaeT
HakanaueaTb cobbITMA 06 3MeHeHUM cocToAHNA Tabanubl MAC-
aflpecoB B TeYEHME 3TOro BpeMeHM, a 3aTeM OTNPaBAATbL
yBegomneHusa npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUU.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

3a4aTb MaKCMMabHOE KOJIMYECTBO COObITUIN 06 U3MeHeHUN
cocTosiHuA Tabaunubl MAC-aapecoB, KOTOPOE CoXpaHAeTcA B
ncropuu. Ecam yctaHoBNeH pasmep UCTOPUKM paBHbIi 0, TO
cobbITHA He coxpaHatoTca. MNpu nepenonHeHnmn bydepa ncropum
HOBOE CObbITME NOMELLLAETCA HAa MECTO CAMOT0 CTaporo.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/IOYEHO

BkntounTb oTnpaBky SNMP-yBegomneHuii 06 nameHeHum
cocTosiHuAa Tabaunubl MAC-agpecos. [1na OTKAUYEHUA
ncnonb3yerca oTpuuatenbHas popma KomaHabl.

Ecnv oTnpaBska yBeAOMNEHWIA BK/IIOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX COOBLLEHUAMMU NpoTOKoNAa SNMP 1
COXPaHATb COOTBETCTBYIOLLME COObITUA B UcTOpMU. Eciv oTnpaska
SNMP-yBe4OMNEHUI BbIKNIOYEHA, TO YCTPOMCTBO BYAET TONbKO
COXPaHATb COBLITUA B UCTOPUN.

OTKNtoYUTL oTNpaBKky SNMP-yBegomneHuii 06 nsmeHeHum
cocToAHmA Tabaumubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-

ping

—/BKAtOYEeHa

BkntounTb oTnpaBKy Tpanos o ¢nannuHre MAC-agpecos.

OTKNOYUTL OTNPaBKy Tpanos o ¢nannuHre MAC-agpecos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 263 — KomaHgb! pexkuma KoHdpurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

snmp trap mac-notification
change [added | removed]

—/BbIK/IIOYEHA

no snmp trap mac-notifica-
tion change

BKNOUMTL reHepauuto yBegoMAEHUIM Ha KaXaom nHtepdeice o
cobbITnAxX n3meHeHua coctoaHna MAC-aapecos. OTaensbHo
MOXHO paspeLnTb reHepaLmio yBeAOMIEHUIN TOIbKO 06
nsyyeHnn MAC-aapecos, 160 TONbKO 06 UX yaaneHuu.

OTKNIOYMTb FeHepaumio yBe4OMIEHUI Ha UHTepdelice.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 264 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

show mac address-table

[gigabitethernet gi_port |
tengigabitethernet

net fo_port | port-channel
group | vlan vian_id]

notification change history

te_port | fortygigabitether-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTob6pa3unTb Bce yBefoMIeHUs 06 n3meHeHun coctoaHus MAC-
a4,peECOB, COXPAHEHHbIX B UCTOPUU.

show mac address-table
notification change statis-
tics

OT06pa3unTb CTAaTUCTMKY cepBuca: obLiee KoMYecTBo cobbITUIl 06
nsyyeHnn MAC-aapecos, obuiee KOMYECTBO COObITUI 06
vaaneHun MAC-aapecos, obuiee KOAMYECTBO OTMNPABAEHHbIX

SNMP-coobuieHui.

[Mpumepbl UCM016308AHUS KOMAHO

= B npumepe NOKasaHO, Kak HacTpouTb Nepeaady coobueHunit SNMP MAC Notification Ha cepBep ¢
agpecom 172.16.1.5. Npun HacTpoiKe 3aaaeTca oblee paspelleHne paboTbl cepBuca, HacTpa-
MBaeTCA MUHMMA/IbHbIN MHTEPBAN OTNPaBKM COOBLLEHUN, 3a4aeTca pasMep UCTOPUM COOLITUI 1
HaCTpamMBaeTCsA CEPBUC HA BbIBPaHHOM MOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private

console (config) # snmp-server enable traps mac-notification change
console (config)# mac address-table notification change

console (config)# mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if) # exit

console (config) #
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5.28.4 KoHmposab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli NpOTOKO/1, NO3BONAIOLLMIA KAMEHTY NO 3anpocy
nonyyatb IP-agpec n apyrve tpebyemble napameTpbl, Heobxoanmble ana pabotbl 8 cetn TCP/IP.

Mpotokon DHCP MoeT MCNob30BaTbCA 3/10YMbILUAEHHUKAMK A/1A COBEPLUEHMA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KNMeHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYNHbIE aapeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. [porpammHoe obecneyeHme KOMMYTaTopa NO3BOAET 06ecneynTb 3aLWmnTy YCTPOMUCTBA
OT aTaK € Ucnonb3oBaHMem npoTokosaa DHCP, gna yero npumeHseTca GyHKLMA KOHTPOAA NpoTokona DHCP —
DHCP Snooping.

YcTpoiicTBo cnocobHo oTcnexkmnsaTth noasneHne DHCP-cepBepoB B ceTu, paspeluas Ux UCNob3oBaHMe
TONIbKO Ha «A0BepeHHbIX» MHTepdencax, a TakKe KOHTPOAMPOBaTb A0CTyn KaneHtoB K DHCP-cepsepam no
Tabauue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonw3yercs ansa Toro, 4ytobbl nponHbopmuposatb DHCP-
cepsep 0 Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n yepes Kakoi ero nopt 6bin NosayyYeH 3anpoc.
MpumeHaeTca oNa yCTaHOBNEHMA COOTBETCTBUI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKXKe 414 3aluTbl OT
aTaK ¢ ucnosibzoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AOMNONHUTENbHYIO MHbOPMaLUIO
(Mmsa ycTpoicTBa, Homep nopTa), AobaBnseMyto KOMMYTaTOPOM, KOTOPbIN paboTaeT B perkume DHCP Relay
areHTa, B Buae DHCP-3anpoca, npuHATOro ot KAneHTta. Ha ocHoBaHuu gaHHou onumn, DHCP-cepBep Boigenaet
IP-appec (ananasoH IP-agpecos) n gpyrve napameTpbl NOPTY KOMMyTaTopa. Monyums Heobxoanmble AaHHble
oT cepsepa, DHCP Relay areHT Bbigenset IP-agpec KAMEHTY, a TaKxkKe nepesaeT emy apyrve Heobxoanmeble
napameTpsl.

Onuma dopmupyeTca € ydeTom npuopuTeTa (B NOpAAKE YMEHbLIEHMA): HAaCTPOMKM UHTepdelica Ethernet -
HacTpoliku nHTepoderica VLAN = HacTPOMKKM pexrnma rnobanbHOro KOHGUrypmpoBaHus.

Tabnnua 265 — dopmat noneit onuyum 82

Mone lMepedaeaemas uHghopmayusa

Mms xocTa ycTpoiicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6akiT — Homep NOPTa, K KOTOPOMY NOAKAKOUYEHO YCTPOMCTBO, OTNPaBAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcrsa.

Circuit ID

Remote agent ID

' ! DAna ucnonb3oBaHua onuun 82 Ha yCTpoiicTBe A0/KHA BbITb BKAlOYEeHA ¢yHKuua DHCP
. relay areHTa. Ana sBkatoueHusa DHCP relay areHTa ucnonb3syerca KomaHaa IP dhcp relay
enable B pexxume rnobanbHoii KOHGUrypauum (CM. COOTBETCTBYIOLLMIA pa3aen 40KyMeH-
Tauum).

DAna KoppeKTHOU pabotbl pyHKumMn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
BONKHbI 6bITb NOAKAIOUYEHDI K «A,0BEepPeHHbIM» NOPTamM KommyTtatopa. Ana gobasneHusn
nopTa B CNUCOK «4,0BEPEHHbIX» ucnonb3lyercAa KomaHaa IP dhcp snooping trust B pexkxume
KOHoUrypauuu uHtepdeiica. Ana obecnedyeHns 6e3onacHOCTM BCe OCTaJsibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepPeHHbIMU Y.

.‘
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 266 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/OYEHO

BKAOUYNTBL KOHTPOb NpoToKona DHCP nytem BeaeHuUs Tabanubl
DHCP Snooping 1 oTNpaBKK KNMEHTCKUX LMPOKOBELLATENBbHbIX
DHCP-3anpocoB Ha «40BepeHHble» NOpThl.

BbIKNt0UNTb KOHTPOAL NpoToKoaa DHCP.

ip dhcp snooping vlan
vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbiKNtO4EHO

PaspewunTtb KOHTpONb NpoTokoaa DHCP B npesenax ykasaHHOM
VLAN.

3anpeTuTb KOHTPOJIb NpoToKosia DHCP B npeaenax yKasaHHoOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

No YMONYAHUIO Npuem
DHCP-nakeToB ¢ onuueit
82 OT «HEeHaAeXHbIX»
nopToB 3anpeLueH

PaspewunTtb npuHnumatb DHCP-nakeTsl ¢ onuueit 82 ot
«HEHaAEeXHbIX» NOPTOB.

3anpetutb npuHMmaTe DHCP-nakeTsbl ¢ onumeit 82 ot
«HEHaAEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

N0 YMONYAHUIO
BepUPMKaLMA BKAOYEHA

BkntounTb Bepudpmkaumo MAC-agpeca kameHTa n MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

BbIkntounTb Bepuomrkaumo MAC-agpeca knmeHta 1 MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «He40BEpPEHHbIX»
noprax.

ip dhcp snooping database

no ip dhcp snooping
database

pe3sepBHbIN dpann He
ncnonbsyerca

PaspewunTb ncnonb3oBaHue pesepBHOro daiina (6asbl) KOHTpoONA
npotokona DHCP.

3anpeTuTb UCNONb30BaHKe pe3epBHOro daina (6asbl) KOHTPONA
npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IIOYEHO

PaspewwnTb ouncTKy Tabanupsl DHCP Snooping npu nageHun
nHTepodelica.

3anpeTuTb ouncTKy Tabamnubl DHCP Snooping npu nageHun
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IIOYEHO

Paspewwntsb ycTpoiicTBy gobasneHune onumm 82 npu pabote
npotokona DHCP.

3anpeTuTb ycTponcTBY AobasaeHue onummn 82 npu paboTte
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CUMBOJIOB

YcTaHoBUTb naeHTuduKaTop Access Node ID onumm 82.

YCTaHOBUTb 3HaYeHMe No YMON4YaHULO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
CMMBONOB/—

YcTaHOoBUTbL naeHTUdMKaTop Remote agentlD onuuum 82.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep c/I0Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopTa un VLAN;

- bin — 6uHapHbI dpopmart: VLAN, cioT, nopT;

- user-defined — ¢opmat onpegensetca nonb3osatenem. Mpu
onpegeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE MA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifindex nopTa;

%V: naeHtTnduratop VLAN;

%C: maK-agpec knumeHTa B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B dopmate A.B.C.D;

%%: OAAMHOYHBIV cMMBOA %.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHOBUTL popmart onumm 82.

- tr101 — yctaHaBauBaeT popmat onuum 82 cornacHo
CUMHTaAKCUCy, MPUHATOMY B pekomeHgaunax TR-101 8
cooTBeTCcTBUM ¢ GOPMATOM, KOTOPLIN NpuBeaeH B Tabavue 267 —
dopmat nonert onuun 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBaunBaeT GopmaT onumm 82 B COOTBETCTBUM C
dopmaTtom, KoTopbIV NpuBeaeH B Tabaunue 268.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspelunTb ycTpOICTBY CcO3AaBaTb 3anuch B Tabauue
MapLUpyTU3aLmMm C Mackol /32 gns Kaxgoro IP-agpeca
noay4yeHHoro KaneHtom ot DHCP-cepsepa.
3anucu B Tabavue MappyTn3aumm aBTOMaTUYECKM YAanAaoTCa
npw UCTeYeHUU CPpOoKa apeHAabl IP-agpecos.
— connected — mapLUpyT co3aaeTcA KakK NOAKNOYEHHDIN;
— static — mMapLUpyT co3AaeTcA KaK CTaTUYeCKUit.

| ®yHKuMA paboTtaeT TONIbKO NpU BKAOYEHHbIX DHCP

Snooping u DHCP Relay.

3anpeTuTb YCTPOMCTBY CO34aBaTb 3anucb B Tabumue
MapLpyTu3aummn gna Kaxaoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnnua 267 — Popmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lone

lMepedasaemasn uHgpopmayus

Circuit ID

Mmsa xocTa yCTponcTea.

CTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocneaHuit 6aitT — HoMep NopTa, K KOTOPOMY MOAK/IIOYEHO YCTPONCTBO, OTNPaBAAIo-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTaa.
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Tabnmua 268 — ®opmat noneit onumm 82 perknma custom

VLAN (2 6atiTa)
Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Mone lNepedasaemas uHgpopmayusa
Onvna (1 6anT)
Tun Circuit ID
Circuit ID Annia (1 6aiir)

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6aiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnsl nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnnua 269 — KomaHabl pexmma KoHpurypaumm uHtepdeiica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHoa

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntounTb KOHTpOAb NnpoTokona DHCP B npeaenax
MHTepodeiica.

BbIKNtOUMTL KOHTPOAL NpoToKkona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

NMo YyMOAYaHUIO
UHTepdelic He ABnAeTcA
[OBEepPeHHbIM

no ip dhcp snooping trust

[06aBUTb MHTEPENC B CNNCOK «40BEPEHHBIX» NPU
NCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[,0BEpPEHHOro» UHTepdelica cumtaeTcs 6e30nNacHbIM U He
KOHTpO/IMpyeTcA.

YaanuTb nHTepdenc ns cnmcka «40BepeHHbIX» Npu
MCNob30BaHMM KOHTponA npotokoaa DHCP.

ip dhcp snooping limit rate
rate rate: (1..2048)

pPS/BbIK/OYEHO

no ip dhcp snooping limit rate

YCTaHOBWTb OrpaHUYeHne AnAa JaHHOro NopTa Ha KOIMYECTBO
npuHumaembix DHCP-nakeToB B cekyHAy.

CHATb OrpaHMyeHme Ha KoanyectTso npuHUmaemoix DHCP-
NaKeToB B CEKYHAY.

ip dhcp snooping limit clients
value

- —— value: (1..2048)/He 3apaH
no ip dhcp snooping limit cli-

YCcTaHOBUTb NpeaenbHOe KOMYeCTBO MOAKAOYEHHbIX
KNNEHTOB.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

no ip dhcp information option
format-type access-node-id

ents

ip dhcp information option PaspewnTb ycTpolicTy fobasneHne onumm 82 Ha

[global] nHTepdeiice npu pabote npotokona DHCP.
- global — po6asneHune onumm 82 onpepensaerca

—/global HacTpoiikamu Ha nHTepdeice VLAN.

no ip dhcp information option 3anpeTuTtb yCTpoiicTBY AobaBneHne onuun 82 Ana AaHHOTO
nHTepoerica npu paboTte npotokona DHCP.

ip dhcp information option YcTaHOBUTbL MaeHTUdMKaTop access-node_id onumu 82 Ha

forma?-type access-node-id node_id: (1.32) MHTepodeiice.

node_id

= CMMBONOB/—

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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ip dhcp information option
format-type circuit-id cir-
cuit_id

no ip dhcp information option
format-type circuit-id

circuit_id:
(1..63) cumsonos/—

YctaHoBuTb cneundunuHbii Circuit-id Ha nHTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTtaHoBuTb cneumnounyHbii Remote-id Ha nHTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

Hactpoutb popmat DHCP-onumm 82 Ha nHTepodeiice.
dopmar:

- Sp — HOMep C/I0Ta M NopTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta n VLAN;

- Spv — Homep cnoTa, nopTa n VLAN;

- bin — 6uHapHbIl dopmaT: VLAN, cnoT, nopr;

- user-defined — dopmat onpegennertca nonbL3oBaTesem.
Mpw onpeaeneHnm NCNoNb3yOTCA cneaytolme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oiMHHOE UMms nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta 8 popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B dopmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoOMep nopTa (Kak Ha InLEeBoi NaHenu);

%i: ifindex nopTa;

%v: naeHtnoukatop VLAN;

%c: MAC-agpec knneHTa B popmate H-H-H-H-H-H;

%a: IP-agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

no ip dhcp information option
suboption-type

—/global

Hactpoutb dopmat onumm 82 Ha nHTepdeiice.

- global — popmat onummn onpeaenaerca HacTpPoKamm
onuun Ha uHTepodelice VLAN;

- tr101 — ycraHasamnBaeT GopmaT onumm 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 s
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpuBEAEH B Tabaunue
267;

- custom — yctaHaBamBaeT dopmart onummn 82 B
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabaunue
268.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypmposaHus nHtepoerica VLAN:

console (config-if) #
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Tabnmua 270 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeinca VLAN

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspelunTsb ycTpolictey gobasneHune onuum 82 Ha uHTepdeiice
tion [global] npu pabote npoTtokosna DHCP.
- global — po6asneHune onumm 82 onpepenserca
—/global rno6anbHbIMM HAaCTPOMKaMM.

no ip dhcp information
option

3anpetuTb ycTpoiicTBy gobasneHune onumm 82 Ans faHHOro
VLAN npwu pabote npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmBoONOB/—

YcTaHOBUTbL naeHTUdMKaTop access-node_id onumu 82 ans
paHHoro VLAN.

YCTaHOBWUTb 3HAYEeHUE NO YMO/IHaHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBonoB/—

YcTaHOBUTL naeHTUdMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HactpouTtb popmat DHCP-onumm 82 ana gaHHoro VLAN.
dopmar:

- Sp — HOMep c/oTa M NopTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOmep cnoTa, nopta u VLAN;

- bin — 6uHapHbI popmar: VLAN, cnoT, noprt;

- user-defined — dopmat onpegensetca nonb3osartesnem. MNpu
onpeaeneHnm NCNob3yoTca cneaytowme WwWabnoHol:
%h: hostname;

%p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;

%P: oMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HaueHue nons ifTable::ifType B
LecTHaAuaTeEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl 8 popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha ANMLEBOM NaHenw);

%i: ifindex nopTa;

%V: naeHtnoukatop VLAN;

%C: Mak-agpec KaneHTa B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

Hactpoutb popmat onumm 82 ana gaHHoro VLAN.

- global — dopmat onuun onpegenaeTca rnobanbHbIMU
HacTporKamu;

- tr101 — yctaHaBauBaeT ¢opmat onumum 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHgaumax TR-101 8
CoOTBeTCTBUM C GOPMATOM, KOTOPbI NpUBEAEH B Tabauue
267;

- custom — ycTaHaBiMBaeT dpopmart onummn 82 B COOTBETCTBUMU
¢ dopmaTtom, KOTopbIii NpuBeaeH B Tabnuue 268.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 271 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet

gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel
group} expiry {seconds |
infinite}

group: (1..48);
seconds:
(10..4294967295) c

[ob6asuTtb B dpainn (6a3y) KoHTpona npotokona DHCP
cooTBeTcTBMe MAC-agpeca kaveHTa rpynne VLAN u IP-agpecy
019 YKa3aHHOTo uHTepdelica.

[aHHas 3anucb byaer geicTBuTeIbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPEMEHMW KU3HU 3aNnUCU, ECIN KIUEHT HE OTNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBieHUe. Talimep ob6HyNseTcA
B C/ly4ae NoJsly4YeHus OT KAMeHTa 3anpoca Ha obHoBNeHMe
(KomMaHaa AOCTYNHA TONBbKO ANA NPUBUIETMPOBAHHOTO
nonb3osaTens).

- seconds — BpeMsA KM3HU 3anucu;

- infinity — Bpems }XW3HKM 3anMcK He orpaHUYeHo.

no ip dhcp snooping
binding mac_address
vian_id

Yaanutb n3 daiina (6asbl) KOHTpons npotokona DHCP
cooTsetcTBue MAC-aapeca kaneHta u rpynnol VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi _port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

tengigabitethernet fo_port: (1..8/0/1..4);
te_port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel

group}

OuncTuTb daiin (6asy) KoHTpoaa NnpoTokona DHCP nan
oTaAenbHyto 3anuck B paine(b6ase) koHTpoas DHCP.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 272 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip dhcp information
option

Moka3saTb MHPopmauuto 06 cnonb3oBaHUM onunum 82
npotokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

MoKa3aTb KOHPUIYpaLMio GYHKLMM KOHTPOAA NPOTOKONA
DHCP.

te_port | ' '
fortygigabitethernet fo_port: (?(-;3/ % 1)~~4),
fo_port | port-channel group: (1..
group]
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show ip dhcp snooping
binding [mac-address
mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb coOTBETCTBMA U3 paiina (6asbl) KOHTPONA NPOTOKONA

DHCP.

[pumepbl 8b1M0AHEHUA KOMAHO

=  Paspewntb ncnonbsosaHne DHCP onumn 82 B8 10 VLAN:

console# configure

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

ip dhcp snooping

ip dhcp snooping vlan 10
ip dhcp information option

interface gigabitethernet 1/0/24

ip dhcp snooping trust

= [lokasaTb BCE COOTBETCTBUS M3 Tabinubl KOHTPOAA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana uabTpaumm TpaduKa, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHUM Tabanubl cooTseTcTBMN DHCP Snooping 1 ctaTnyeckmx cooTBeTcTBuin IP Source
Guard. Takum obpasom, IP Source Guard no3sonneT 6opoTbca c noameHol IP-agpecos B NakeTax.

V NocKkonbKy PyHKUMA KOHTponA 3awutbl IP-agpeca ncnonbsyer Tabamuybl cooTBeTCTBUIA
DHCP Snooping, MmeeT CMbIC1 MUCNONb30BaTb AAHHYI (YHKLUUIO, NpeaBapuUTe/ibHO
HacTtpous u Bkatouns DHCP Snooping.

V dyHKumio 3awmThbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKNOUUTD r106anbHO U ANA
umHTepdeica.
’ ' dyHKumMoHan IP Source Guard He oTtcnexkusaetr cmeHy MAC-agpeca KameHTom. OTcaexu-
. BaHUe npoucxoamTt Tonbko ana ceasku IP-VLAN-Port.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaLmm:

console (config) #

Tabnunua 273 — KomaHabl pexuma rnobasnbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeilicmeue

ip source-guard

— /BbIK/OYEHO

BkAounTb GYHKLMIO 3aWmThl IP-aapeca KnnmeHTa Ans Bcero

KoMMmyTaTopa.
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no ip source-guard

BbIkntounTb GyHKUMIO 3aWwmThl IP-agpeca KaveHTa Ana Bcero
KoMmyTaTopa.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co3aaTb CTaTUYECKYHO 3aNuch B TabMLEe COOTBETCTBUA MEXIY
IP-appecom knueHTa, ero MAC-agpecom u rpynnoi VLAN ans
YKa3aHHOro B KomMaHze uHtepdelrica.

YAanuTb CTaTUYECKYHo 3anucb B Tabaunue cCOoTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds | never}

seconds: (10..600)/60 cek

no ip source-guard tcam
retries-freq

3a4aTb YacToTy 06paLLEeHUA YCTPOMCTBA K BHYTPEHHUM
pecypcam C Le/bio 3aN1cu B NaMATb HEAKTUBHbIX 3aLUMLLEHHbIX
IP-agpecos.

- never — 3anpeLlaeT 3an1cb B NaMATb HEAKTUBHbIX
3awmuLeHHbIX IP-agpecos.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumnmn nHtepdeica Ethernet, nHrepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabanua 274 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

3HayeHue/3Ha4yeHue
no yMmon4aHuio

KomaHda

Aelicmeue

ip source-guard [vlan
{vlan-id}]
—/BbIKOYEHO

no ip source-guard [vlan
{vlan-id}]

BrntoumTb PyHKLMIO 3almThl IP-aapeca kKnneHTa gns
HacTpanBaemoro nHTepodeiica.
- vlan — onuuoHanbHO ANA oTAENbHbIX vian.

BbIKNt0UNTb GYHKUMIO 3aWmThl IP-agpeca KnveHTa ans
HacTpanBaemoro nHTepodeiica.

KomaHOobi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 275 — KomaHgb! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip source-guard tcam locate

Bpy4Hyto 3anycTuTb Npouecc obpalleHns ycTpoicTea K
BHYTPEHHMM PeCcypcam C Le/Iblo 3anuncK B NamATb HEAKTUBHbIX
3aWmLeHHbIX IP-aapecos. KomaHaa AoCTynHa TOAbKO AN
NPVBUNErMPOBAHHOIO NONb30BaTENA.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 276 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymon4aHuro

show ip source-guard con- OTO6pa3snTb HacTPOIKy GyHKLMM 3awwuThl IP-agpeca Ha
figuration [gigabitethernet gi_port: (1..8/0/1..48); 3agaHHOM, b0 Ha Bcex nHTepdeicax ycTpoicTea.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group]
show ip source-guard sta- OT06pasuTb cTaTyc GyHKLUMM 3awumTel IP-agpeca ans

tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

yKa3aHHoro uHtepdeliica, IP-agpeca, MAC-agpeca nam

gi_port: (1..8/0/1..48); rpynibl VLAN.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- OTob6pa3unTb HeakTUBHbIe IP-agpeca oTnpasuTens.
tive

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3awwmTbl IP-agpeca gna Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State

te0/4 Enabled

te0/21 Enabled

te0/22 Enabled

= Bratountb PpyHKUMIO 3awmTbl IP-agpeca ana punoTpaumm TpaduKka Ha OCHOBaHMM Tabanubl COOTBET-
cteun DHCP Snooping 1 ctatnyecknx cootsetctemin IP Source Guard. Co3gaTb CTaTUYECKYHO 3aMuchb B
Tabnnue cootBeTcTBMA Ana uHTepdelica Ethernet 12: IP-agpec KnveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-11 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip source-guard

console (config) # ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 Konmponawb npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosa ARP (ARP Inspection) npeaHasHayeHa AN 3aWmTbl OT aTak C
ncnonb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npoTtoKosna ARP ocyliecTBaseTca Ha OCHoBe CTaTU4ecKkux cootsetcTeuit IP- 1 MAC-agpecoB, 3aAaHHbIX a8
rpynnsl VLAN.
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MopT, cKoHOUrypupoBaHHbIA «HepoBepeHHbIM» ana ¢pyHkuun ARP Inspection, gonxkeH
TaK)e bbITb «HegoBepeHHbIM» ana GpyHKuMmn DHCP Snooping nau coorsercteue MAC-ag-
peca u IP-agpeca gna aToro nopta A0NXKHO 6biTb CKOHGUIYPUPOBAHO CTaTUYECKU. UHaue
OaHHbIN NOPT He byaeT oTBeuyaTb Ha 3anpocbl ARP.

L1

/ [Ona HeHapEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM peXxmnma rnobaibHOM KOHPUrypaLmm:
console (confiqg) #

Tabnunua 277 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

ip arp inspection

no ip arp inspection

no ymonyaHuio GyHKUmMA
BbIK/lOYEHA

BKNOUMTbL KOHTPOAb NpoTokona ARP (dpyHKumMio ARP
Inspection).

BbIK/IOUNTL KOHTPOb NpoTokona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlian
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
no ymonuyaHuio GyHKUmMA
BbIK/IlOYEHa

PaspewunTtb NnposepKy npoTtokosa ARP, ocHoBaHHyto Ha 6ase
cooTBetcTBuit DHCP Snooping, B BbibpaHHo rpynne VLAN.

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyo Ha base
cooTBeTcTBuit DHCP Snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepoctaBuTb cneuuduyHble NPOBEPKU AR KOHTPOAA
npoTtokona ARP.

MAC-agpec nctoyHuka: ina ARP-3anpocoB n 0TBeTOB
nposepseTca cooTBeTcTBMEe MAC-aapeca B 3aronoske Ethernet
MAC-agpecy UCTOYHMKA B COAEPKMMOM NpoToKona ARP.
MAC-agpec Ha3HavyeHua: Ana ARP-oTBeTOB npoBepsaeTca
cooTsetcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy
Ha3HayeHMA B COAEPXKMMOM NpoToKoaa ARP.

IP-appec: MposepseTtca copgepkmumoe ARP-nakeTa Ha Hannune
HeKoppeKTHbIX IP-aapecos.

3anpetuTb cneunduyHbie NPOBEPKM AN KOHTPOA NPOTOKONA
ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3aatb CNUCOK cTaTnyeckux ARP-cooTBeTcTBUN.
2. Bointu B pexkum koHdurypauumn ARP-cnmckos.

YpanuTb cnmcok ctatudecknx ARP-cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vlan_id

vlan_id: (1..4094)

HasHaunTb cnncok ctatuyeckux ARP-cooTBeTcTBUIA ANs
yKasaHHou VLAN.

OTMEeHWTb Ha3HaYeHWe CNUcKa ctatuydeckux ARP-cooTBeTcTBUI
0N yKasaHHoi VLAN.

ip arp inspection logging

interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 cek

3a43aTb MMHMMAJIbHBIN MHTEPBaN MeXAy COObLLeHNAMM,
cofepKalmmm nHoopmaumto npotokona ARP,
nepeaaBaembiMu B KypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo cooblueHua byayT
reHepMpoBaTbCA He3aMeaINTENbHO;

- infinite — He reHepMpoBaTb COOBLEHNI B KYpPHa.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

280

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 278 — KomaHab! pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo YMONYaHMIo
nHTepdelic He ABnaeTca
[OBepPeHHbIM

[06aBuTb MHTEPDENC B CNUCOK «A,0BEPEHHBIX» MPK
MCMNO/Ib30BaHUM KOHTPONs nNpoTokoaa ARP. ARP-TpaduK
«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30NacHbIM U He
KOHTpO/IMpyeTCA.

Ypanutb nHtTepdenc n3 cnmcka «40BePEHHbIX» Npu
MCMNOJIb30BaHUM KOHTPOAA NpoTokoia ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

rate:(0..2048)/0 pps

HacTpouTb orpaHuyYeHre CKOPOCTU Pa3peLLEHHbIX arp-nakeTos
B pps.

Y4anuTb orpaHMYeHMe CKOPOCTU 414 PaspeLLeHHbIX arp-
nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

Bupg, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm ARP-cnUCKOB:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 279 — KomaHabl pexmuma KoHpurypauum ARP-cnuckos
3Ha4yeHue/3HayeHue
o ymoa4aHuo

KomaHoa Aelicmeue

ip ip_address mac-address
mac_address

[o6asunTb cTaTnyeckoe cootsetcTane IP- 1 MAC-agpecos.

no ip ip_address mac-ad-
dress mac_address

Ypanutb ctatuyeckoe cootsetcrene IP- u MAC-agpecos.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 280 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show ip arp inspection [gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel

group]

MNokaszatb KoHbUrypaumio GYHKUUKN KOHTPOAA npoTokona ARP
gi_port: (1..8/0/1..48); Inspection Ha BbIbBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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show ip arp inspection list MoKas3aTb cNUCKM cTaTU4eckux cooTseTcTBuit IP- 1 MAC-
— afpecoB (KomMaHAa AOCTYyNHA TONbKO A1 NPUBUAETMPOBAHHOMO
nosb3oBaTens).
show ip arp inspection sta- MoKa3aTb CTaTUCTUKY ANA CNefyoWnX TUNOB NaKeToB, KOTopble
tistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLm ¢yHKLUMK ARP:
vlan_id: (1..4094) - nepegaHHble naketsl (forwarded);

- noTepsiHHble nakeTbl (dropped);
- owmnbku B IP/MAC (IP/MAC Failures).

O4YnCTUTL CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

clear ip arp inspection sta-

tistics [vlan vian_id] vian_id: (1..4094)

[pumepebl 8b1M0AHEHUA KOMAHO

= BK/KOUYUTb KOHTPO/Ib NpoToKona ARP 1 go6asntb B cnncok spisok ctatuyeckoe cootsetctene: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3zHaunTb cnncok spisok ctatnyeckmx ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CMUCKU CTaTUYECcKMx cooTBeTcTBui IP- » MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®yHkyuoHan First Hop Security

MakeT ¢yHKUMI First Hop Security BkatoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [JaHHbI Habop GyHKUMI NpegHa3HavyeH ana obecneyeHns KOHTPoAA U puabTpaymm IPve
TpaduKa B ceTu.

AHanusatop DHCPv6 nakeToB nossonset fo6asnatb coceaert B Tabamuy npmeasok IPv6 binding table npu
nosay4yeHmmn agpeca no DHCP, a TakKe no3sosseT 6opoTbea ¢ HeposepeHHbIMWM DHCPV6 cepsepamu.

IPv6 Source Guard no3BonsieT yCTPONCTBY OTKAOHATb TPAPUK, €CIM OH UCXOAUT OT agpeca, KOTOpbI He co-
XpaHeH B IPv6 binding table. Tabnanua npmusAsok coceaert IPv6 binding table, noakntouyeHHbIX K yCTPOKNCTBY, CO-
3[,2eTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCAEXKMBaAHME NO NPOTOKOJY 0bHapyKeHua coceaeli (NDP).

C nomoupbto pyHKumMmM ND Inspection kommyTtaTop npoBepsaeT coobuieHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM Tabanubl KOMmyTaTop OTOpPachI-
BaeT /itobble nogaenbHble coobeHunsa NS / NA.

®yHKuMoHan RA Guard nossosseT 6J10KMPOBaTb AW OTKJOHATb HEXeNaTe bHble UM NOCTOPOHHUE CO06-
weHuns Router Advertisement (RA), nocTynatowpme Ha KOMMyTaToOp OT MapLpyTU3aTopa.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnmua 281 — KomaHabl pexmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ipv6 neighbor binding pol-
icy policy_name

no ipv6 neighbor binding
policy policy_name

policy_name: (1..32)
cMmBosia

Co3aaTb NONUTUKY NPUBA3KKM coceaeit (neighbor binding) u
nepenTy B pexxum eé KoOHOUrypupoBaHUA.

YAanuTb NOAUTUKY NPUBA3KK coceaent.

ipv6 first hop security log-
ging packet drop

no ipvé6 first hop security
logging packet drop

— /BbIKOYEHO

AKTMBMPOBATb NOTMPOBAHME APONa NAaKeTOB Npu
HEeCOOTBETCTBUM NOANTMKaAM be3onacHocTM cny*K6 RA Guard,
ND Inspection, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name: (1..32)
cumBona

Co3paTtb nonntuky Source Guard v nepeinTn B pexmum eé
KOHUTYpMpoBaHMA.

Ypansaet nonntuky Source Guard.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku coceoell

BuAa 3anpoca KOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabnuua 282 — KomaHabl pexxrma NoJaUTUKN NPUBA3KN coceaen

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/OYEHO

Bk/itounTtb normposaHmne gobasnenunsn/yaanenms IPvé s Tabauuy
NpWBA3KK coceaelt.

BbIkNtouMTL NorposaHune gobasnexus/yganeqvs IPv6 8
Tabmuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaenntTb MakCMManbHOE KOIMYeCTBO 3anuceit B Tabauue
NPVBA3KK coceselt.

interface-limit — onpegenute AumuT gns nHtepdelica,
vlan-limit — onpeaennto aumut VLAN,

mac-limit — onpegenutb AumuT MAC-agpecos,

disable — paspewnTb MakCMManbHOE KOIMYECTBO 3anucei.
MaKcumanbHoe 3HaveHme = 4294967294.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BKntounTb fobaBneHme 3anvcen B Tabanuy nNpuBsA3KM cocesen
Ha OCHOBAHWUM:

dhcp — naketa DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B TabAnLy NPUBA3KM cocesei Mo yMOAYaHuIo
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

any — no6asnaTb BCe agpeca,

stateless — Ha ocHoBe IPv6 RA coobuieHunin.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-srcgrd) #
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Tabnmua 283 — KomaHabl pexkmma ipvé Source Guard noanTuKkm

3HayeHue/3HayeHue .,
KomaHoa / Aelicmeue
1o ymMoA4YaHuro

Onpenenntb fOBEPEHHDBIN NopT. [laHHAA NoANTUKa
HaBeLINBAETCA Ha NOPT, HAa KOTOPOM He JO/IKHA NPUMEHATLCA
nonuTuKa Source Guard.

trusted-port
— /BbIKAOYEHO

no trusted-port YCTaHOBWTb 3HaYEHNE MO YMOAYaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepdeica VLAN:

console (config-if)#

Tabnunua 284 — KomaHabl pexkuma KoHdpurypaumm nntepoeiica VLAN

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
ipv6 first hop security Bkatountb ICMPV6 1 DHCPV6 snooping Bo vlan.
- " " —/BbIKAOYEHO :
no ipv6 first hop security BbikntounTb ICMPV6 1 DHCPV6 snooping 8o vlan.
ipv6 neighbor binding BKkntounTb NpmBsA3Ky coceneint n gobasneHve 3anuceit B Tabaunyy.

—/BbIK/IOYEHO

no ipv6 neighbor binding BbIKNOUMTb NPUBA3KY coceaeit u aobasneHne 3anucei B Tabauuy.

ipv6 source guard BKkatounTsb IPV6 Source Guard.

no ipv6 source guard —/Bbiknio4eHo BbikntounTb IPV6 Source Guard.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 285 — Komanapl pexkuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuio

OT06pa3nTb HacTponkKM PpyHKLMI IPV6 First Hop Security.

show ipv6 first hop security

show ipv6 source guard _ OT06pasunTb cocTosiHMe dyHKUMM IPV6 source guard.
show ipv6 neighbor binding _ OT1obpa3unTb Tabaunuy NpuBA3oK coceaein.
table

5.29 ®dyHkummu DHCP Relay-nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dnsa IPv4

KommyTatopbl noaaepxmeatot ¢yHKumm DHCP Relay areHTta. 3apayeit DHCP Relay areHTa sBnsetcs
nepenaya DHCP-nakeToB OT KAMeHTa K cepBepy 1 obpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTca B 0AHOM
CETH, a KANEHT B Apyron. Jpyroin dyHKumel anseTcs fobasneHne 4onoHUTENbHbIX onumin B DHCP-3anpochl
KnneHTa (Hanpumep, onuum 82).
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MpuHumn pabotel DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOpP NpPUHUMAET oT KameHTa DHCP-
3anpochbl, NepeaaeT 3T 3anpocbl CEPBEPY OT MMEHU KAMEHTA (OCTaBaAs B 3ampoce onuuu ¢ Tpebyembimu
KJMEHTOM MapameTpamu M, B 3aBUCMMOCTU OT KOHUrypaumm, gobasnss ceom onumu). MNoayuns oTBeT oT
cepBepa, KOMMYTaToOp nepesaeT ero KJANeHTy.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWN CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnnua 286 — KomaHgbl pexnuma rnobanbHoi KoHdUrypaumm
3HayeHue/3HayeHue no

KomaHoa Aelicmesue
yMoA4YaHuro
ip dhcp relay enable N0 YMONYAHMIO areHT Bkntountb pyHKumm DHCP Relay-areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/tOYEH BbikntounTb dyHKUnn DHCP Relay-areHTa Ha KommyTaTope.
ip dhcp relay address vlan_id: (1..4094) 3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay-

ib_address [vlan vian_id]

vrf_name: {1..32}

areHTa.

[vrf vrf_name] cMmBONa
no ip dhcp relay address Mosxer 6biITb Ypanutb IP-agpec n3 cnucka DHCP-cepsepos ana DHCP Relay-
[ip_address] [vrf vrf_name] V 3apaHo po 8 arewTa.
cepsepos
(ananasoHom
uwnmn
nepeuucnaeHmem).
ip dhcp relay information Hactpouts popmat DHCP-onumm 82.
option format-type option dopmar:
format [delimiter delim- - SV — Homep csioTa un VLAN;
iter] format: (sp, sv, pv, spv, - pv — Homep nopta u VLAN;

bin); - Spv — Homep cnoTa, nopTa u VLAN;

delimiter: (.,;#)/npo6en - bin — 6uHapHbIl popmart: VLAN, cnoT, nopr.

no ip dhcp relay infor- YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.
mation option format-type
option

ip dhcp relay information
option format-type re-

mote-id word

3apaTtb naeHTMdukaTop remote-id .

word: (1..63) cumso-
no ip dhcp relay infor- nos

mation option format-type
remote-id

Ypanutb naeHtudurkatop remote-id.

ip dhcp relay information YCTaHOBUTb CTPOKY MAEHTUPMKALMKM YCTPOCTBA A0CTYNa.

option format-type ac- word: (1..48) cumso-

cess-node-id word nos/
- - naeHTudumKaTop =
no ip dhcp relay infor- o BoccTaHOBUTL HAaCTPOMKM MO YMONYAHUIO.
) X YCTPOICTBA He Ha3Ha-
mation option format-type yeH
access-node-id
ip dhcp relay information Hactpoutb popmat onumm 82.
option suboption-type - tr101 — yctaHaBAuBaeT ¢opmat onumum 82 cornacHo
{tr101 | custom} CUHTAKCUCY, NPUHATOMY B pekomeHaaumsax TR-101 (cm. Tabanuy
267);
—/tr101 - custom — ycTaHasamBaeT GopmaT onumm 82 B COOTBETCTBUM C

dopmaTom, NpMBeLeHHOM B Tabanue 268.
BepHyTb 3HaUYeHMe Mo YMOAYaHMIO.

no ip dhcp relay infor-
mation option suboption-

type
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ip dhcp relay source-port Mcnonb3oBaTh B KauecTBe MCTOYHUKA 3aAaHHbIn UDP-nopr.
port port: (0..65535)/67

no ip dhcp relay source- BoccTaHOBUTb HACTPOMKMU MO YMONYAHUIO.

port

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nHtepderica VLAN:

console# configure
console (config) # interface vlan vlan id
console (config-if)#

Tabnuua 287 — KomaHabl pexmma KoHpurypaumm nHtepodeiica VLAN, nHtepoelica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
ip dhcp relay enable Bkntountb pyHKumm DHCP Relay-areHTa Ha HacTpanBaemom
MO YMONHAHUIO areHT nHTepoelice.
no ip dhcp relay enable BbIK/IIOYEH BbikntounTb dyHKUMn DHCP Relay-areHTa Ha HacTpanMBaemom
nHTepoelice.
KomaHOs! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabanua 288 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

OT06pa3nTb KOHPUrypaLuto HacTpoeHHon dyHKuun DHCP
Relay-areHTa 4nsa KommyTaTopa v OTAe/NbHO A1A MHTepdeiicos,
a TaK¥Ke CMMCOK A0CTYMHbIX CEPBEPOB.

show ip dhcp relay [vrf

vrf_name] vrf_name: {1..32}

cMmBOa

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHkyuu DHCP Relay dasa IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMMyTaTop MOMKET BbIMNOAHATE GYHKUMKN NOCpeaHUKa s
DHCPv6. laHHbIl dyHKLMOHaN peanm3oBaH B Buae nosHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®yHKuMA LDRA no3sonAeT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumn 18 n 37, He nameHsaa popmart
naketa. MNMonHosecHbii DHCPv6 Relay nossonsdet ocywectsnatb nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepsepy M obpaTtHo B cnydyae, ecnn DHCPv6-cepBep HaxoauTcs B OOHOM CeTH, a KAWEHT B gpyroi. [pyroi
dyHKUMel aBnseTca gobasneHune onumin 18 u 37 8 DHCPv6-3anpockl KaMeHTa. MpuHumMn paboTbl NONHOBECHOTO
DHCPv6 Relay areHTa Ha KomMMyTaTope: KOMMYTaToOp NpUHUMAET oT KameHTa DHCP-3anpockl, nepegaet atm
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3anpocbl cepBepy OT UMEHM KAMeHTa (0CTaBaAA B 3anpoce onumm ¢ TpebyembiMN KIMEHTOM NapamMeTpamn 1, B
3aBMCMMOCTM OT KOHUrypaummn, 4ob6asnsa ceom onumm). Moayuyms oTBET OT cepBepa, KOMMYTaTop NepesaeT ero

K/IMEHTY.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabanua 289 — KomaHgbl pexXnuma rnobanbHOro KOHGUrypmpoBaHusa

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HacTpamBaeT UCXOAALLNNIA
MHTepoeinc.

Ypanutb agpec DHCP-cepBepa unun ncxoaawmii nHtepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumBonos

3agaTtb naeHTMduKaTop nopta (onuua 18).

Ypanutb naeHTudukaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3afatb uaeHTUdMKaTop remote-id (onuwusa 37).

Yoanutb naeHtuounkaTop remote-id.

Ivp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3aatb nonntuky DHCPV6E Relay, BxoguT B pexkum eé
KOHUrypMpoBaHus.

Yaanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MMHUMANbHYIO U MaKCUMabHYIO rpaHuLy A4S
preference, otnpasnaemoro B Advertise dhcpv6 coobieHnn
oT cepBepa KaneHTy. Advertise dhcpvb cooblueHun ¢
BbIXOAALMMM 3a rpaHuLy preference 6yayT oT6poLueHbl.

YAanuTb MUHUMAbHYIO U MAaKCUMasIbHYIO FPaHULy Ana
preference.

KomaHObI pexcuma KoHgu2ypuposaHusa noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-dhcp-guard) #
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Tabnunua 290 — KomaHabl pexkuma KoHpurypumposaHua nonntukn DHCPv6 Relay

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aeiicmeue

device-role {client | server}

no device-role

word: (1..63)
CUMBOJI0B

3apaTb poab NopTa, K KOTOPOMY NpPKUBA3aHa NOUTUKA. MopT
MOXKET 6bITb 0603HaY€EH KaK LLOBEPEHHbI — B CTOPOHY
cepBepa U Kak He0BePEeHHbI — B CTOPOHY K/IMEHTa.

Yanutb ponb NopTa, K KOTOPOMY NpUBA3aHa NOAUTUKA.

match reply disable

no match reply

—/BbIK/OYEHO

OTKNOYUTL NPOBEPKY BblAAHHbBIX CEPBEPOM aApPECOB B
nosy4yeHHbIX coobeHnsax DHCPV6.

BKNtOUNTL NPOBEPKY BblAAHHBIX CEPBEPOM afpecos B
nosly4yeHHbIX coobueHmnax DHCPv6.

match reply prefix-list word

no match reply

word: (1..32)
CUMBO/I0B

HacTpouTtb punbTpaLumio BblgaHHbIX CEPBEPOM AAPECOB B
nosyyeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list.

OTKNOUNUTD GUNLTPALMIO BbILAHHBIX CEPBEPOM aAPECOB B
nosayyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list.

match server address disable

no match server address

—/BbIK/IIOYEHO

OTKNOUNUTL NPOBEPKY aZpeca cepBepa B NOYYEeHHbIX
coobueHunax DHCPv6.

BkntounTb NpoBepKy agpeca cepsepa cepBepom afpecos B
nosayyeHHbIX coobuieHnax DHCPv6.

match server address prefix-list
word

no match server address

word: (1..32)
CMMBO/IOB

HacTpouTb puabTpaumio agpeca cepepa B NoayYeHHbIX
coobweHunax DHCPv6 cornacHo prefix-list.

OTKAOYUTL GUABTPALMIO agpeca cepBepa B NONYUYEHHbIX
coobweHuax DHCPv6 cornacHo prefix-list.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 291 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKazatb agpec DHCP-cepBepa UM HacTpamBaeT UCXOOALLNNA
nHTepoeic.

Ypanutb agpec DHCP-cepBepa namn ncxoaawmin HTepdeic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumeonos

3afatb uaeHTMOMKaTop nopTa (onuus 18)

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3apaTb naeHTUdUKaTop remote-id (onuma 37)

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.
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ipvé dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NOANTUKY K MHTEpPdeliCy.

OTBA3aTb NONTUKY OT UHTepdelica.

ipv6é dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MMHUMAbHYIO M MaKCUMaNbHYIO FpaHuLly Ana
preference, otnpasnsemoro B Advertise dhcpvé coobuieHnn
oT cepBepa KaneHTy. Advertise dhcpvb cooblueHun ¢
BbIXOAAWMMM 3a rpaHuLy preference 6yayT oTbpoLLeHbI.

YAanuTb MUHUMA/IbHYIO U MaKCUMAJIbHYIO FPaHuLLy ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 292 — KomaHgbl pexkuma KoHpurypuposaHua nHtepoeica VLAN

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmoa4aHuo

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasatb agpec DHCP-cepBepa UAM HAaCTPOUTb UCXOAALLMI
MHTepoeinc.

Yaanutb agpec DHCP-cepBepa unu ncxoaawmii untepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonos

3afatb uaeHTUOMKaTop nopTa (onums 18).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumBonos

3afatb uaeHTUdMKaTop remote-id (onuwusa 37).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp guard [attach-policy
word]

no ipv6 dhcp guard [attach-
policy word]

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NONUTUKY K MHTEpbENCY.

OTBA3aTb NOJMTUKY OT MHTepdeiica.

ipvé dhcp Idra

no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkatounts Lightweight DHCPv6 Relay Agent (LDRA).

Bkntounts Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

no ipvé first hop security [at-
tach-policy word]

—/BbIK/IOYEHO

PazpewnTtb paboty pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

3anpeTtutb paboTy pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.
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Mpumep HacTporkn DHCPv6 LDRA:

console#

console# configure

console (config)# ipv6é dhcp guard policy DHCP RELAY TRUST

console (config-dhcp-guard) # device-role server

console (config-dhcp-guard) # exit

console (config)# !

console (config) # interface gigabitethernet 1/0/12

console (config-if)# ipvé dhcp relay information option format-type
interface-id Gil2

console (config-if) # ipv6é dhcp relay information option format-type remote-id
MES2324
console
console
console
console
console
console
console
console
console
console

config-if)# exit

config) # !

config)# interface gigabitethernet 1/0/24

config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
config-if)# exit

config) # !

config) # interface vlan I

config-if)# ipvé dhcp ldra

config-if)# ipvé dhcp guard

config-if)# ipvé first hop security

~ o o —~ —— o~

5.30 KoHdwurypauusa PPPoOE Intermediate Agent

®yHKuusa PPPoE IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMKM gokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 419 UCNoAb30BaHMA Ha KOMMYTATOpax, paboTaloLWmx Ha ypoBHe AoCTyna.

®YHKUMA No3BONAET AONOMHATL NakeTbl PPPoE Discovery nHpopmaumeit, xapakTepmsylowen nHtep-
deiic goctyna. 3To HeobXxoANMO ANA MAEHTUDUKALMM NONb30BaTE/bCKOTO MHTepdeiica Ha cepBepe gocTyna
(BRAS, Broadband Remote Access Server). YnpasneHune nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyluecTBaseTca rnobanbHO ANA BCEro YCTPOWCTBA M BbIBOPOUYHO A1A Kaskaoro nHTepdeliica.

Peanunsaums ¢yHKLMM PPPOE |A npepocTaBnseT 4ONOAHUTEIbHbIE BOSMOMXKHOCTU KOHTPOS COOBLLEHN
NPOTOKO/1a NyTeM Ha3Ha4YeHWA fOBEPEHHbIX MHTEPdENCoB.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoMaHAHOWM CTPOKM pexmnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnnua 293 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

pppoe intermediate-agent Paspewntb paboTy PPPOE Intermediate Agent.
no pppoe intermedi- —/OTK/II04EH 3anpeTtutb paboty PPPOE Intermediate Agent.
ate-agent
pppoe intermediate-agent YCTaHOBUTb IMMUT BPEMEHU HEaKTUBHOCTU Mo/Ib30BaTeNs.
timeout seconds _ seconds :(0..600)/300 _
no pppoe intermedi- BoCCTaHOBMTL HAaCTPOMKM MO YMONYAHMIO.
ate-agent timeout
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pppoe intermediate-agent
format-type access-node-id
word

no pppoe intermedi-
ate-agent format-type ac-
cess-node-id

word: (1..48)
cumsona/
naeHTudumkaTop
YCTPOMCTBA He
HasHauveH

YCTaHOBWTb CTPOKY MAEHTUOMKALLMM YCTPOICTBA LOCTYNa.

BoCCTaHOBUTb HACTPOMKM MO YMONYAHMIO.

pppoe intermediate-agent
format-type generic-er-
ror-message word

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

word: (1..128)
cumsona/PPPoE
Discover packet is too
large to process

YCTaHOBUTb TEKCT coobleHna o6 ownbke npesbieHUa pas-
mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO- uau
PADS-nakeTax.

V Ecnu coobuieHne copaepunt cumeonbl npobena, ero

HEOGXOAMMO 3aK/II0O4YNUTDb B KaBbl4YKU.
BoccTaHoBUTL HaCTpOl7IKVI N0 YMO/ZTHaHUIO.

pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmat B

cooTBeTcTBMM ¢ TR-101:

slot / port : vlan

HacTpouTtb Habop NapamMeTpoB U PasAeUTENN MEKAY HUMM,

KOTOpble UCNOb3YtoTcA AN GopMUpoBaHUA Nnogonumm circuit -id.

B KOmMaHAe MCnonb3yoTca cneaytowme yenoBHble 0603HaUYeHUn:
- sp — slot + port

- sv — slot + vlan

- pv — port +vlan

- spv — slot + port + vlan

- user-defined — dopmat onpegensetca nonb3osartesnem. Mpu
onpegeneHnm NCNob3yoTca cneaytowme WwWabnoHol:

%h: hostname;

%p: KOPOTKOE UMA nopTa, Hanpumep gil/0/1;

%P: AnMHHOE MA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LecTHaAuaTeEPMYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep HHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha IMLEBOM NaHenwn);

%i: ifindex nopTa;

%V: naeHtnounkatop VLAN.

%cC: MAC-aapec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepderica VLAN. Ecam vlan_id He yKasaH,
To noacrasnsaetca IP-agpec uHtepderica default vlian. Ecam IP-
afpec He HailgeH, noacrasnsaetca agpec 0.0.0.0.

BoccTaHOBUTL HaCTpOﬁKM NoO YMONYaHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CUMBOIOB

HasHauutb naeHTMdumkaTop remote-id, fobasnaemoro Kommy-
TaTopoM rnobanbHo.

BoccTaHOBUTL HaCTpOﬁKy No YMON4YaHUo.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexunume KoHdUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 294 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewunTb paboTy PPPOE Intermediate Agent Ha nHTepdeiice.

3anpetutb paboTy PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJI0B

HasHauntb ngeHtnduKatop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTndUKaTOpP, 3afaHHbIN B KOMaHae,
NOJIHOCTbIO NepeonpeaenaeT uaeHTUdUKaTop, BbluncaAeMbli
Ha ocHoBe rnobanbHbIx NapameTpoBs access-node-id u
option/delimeter.

BoccTaHOBMTL HaCTPOMKY Ha OCHOBE r106a/bHbIX NapameTpos
access-node-id u option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..63)
cumBonos/MAC-aapec
KOMMyTaTopa.

HasHauntb ngeHTnduKatop remote-id, sobasnaemoro
KommyTaTopom. MaeHTUdUKaTOp AOMKEH BbITh
CKOHOUrypMpoBaH Ha Bcex MHTepdelicax KoMmyTaTopa, rae
paboTaeT PPPOE IA.

BOCCTaHOBMTL HAaCTPOMKY MO YMONYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He aBnaetca
[0BEPEHHbIM.

YnpasnaTb pexxumom gosepusa K nHtepdeiicy. Komanga
[o6asnaeT nHTepdemnc K CNMCKy A0BEPEHHbIX.
NHTepdelicbl, K KOTopbiM NogKkntoueHbl PPPoE-cepBepbl,
HacTpamnBaloTCA KaK goBepeHHble. UHTepdelnchl, K KOTopbIM
NOZAK/IIOYEHbl N0NIb30BATENN, HACTPAUBAOTCA KakK
HefOBEpPEHHbIe.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKAtOYEH

PaspewwnTb yaanenune vendor-specific onumm 13 naketos PADO,
PADS, PADT nepeg oTnpaBKoOl UX B CTOPOHY NoJ/ib30BaTeNs.
PYHKUMA yaaneHnAa MoXeT BbITb MCNOb30BaHA TO/IbKO Ha
WHTepdelice, Ha KOTOpom paspelleHa paboTa PPPOE IA n
KOTOPbIN ABNAETCA AOBEPEHHbIM MHTepdeincom. ObbIYHO
dYHKLMA yaaneHns HacTpansaeTca Ha UHTepdelice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbikntounTb PeXum yaaneHua.

KomaHObI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnuua 295 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeilicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTo6pasnTb HacTpoikn PPPOE Intermediate Agent. Ecan B
KOMaHZe ABHO He 3aAaH UHTepdelic, ToO KOMaHAa BbINOAHAETCA
Ons BCcex MHTepdelicos, rae paspeweHa pabota PPPoE IA 1 Bcex
[,0BEepeHHbIX NOPTOB.
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show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OTo6pa3unTb CTaTUCTMKY paboTbl PPPOE Intermediate Agent. Ecnu B
KOMaHZe He 3aZiaH ABHO MHTepdeic, To KoMaHAa BbINOIHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[,0BEpPEHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OumnCTUTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHze He 334aH ABHO MHTepdeic, TO KOMaHAA BbINOHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbIM PPPOE IA 1 Bcex
[L,0BEpeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OT06pa3unTb BCEX 3aPErMCTPUPOBAHHBIX KIMEHTCKUX ceccuid. Ecnm
B KOMaHZe He 3a4aH ABHO MHTepdeic, To oTobparkatoTca Bce
Ceccum C COpTUPOBKOM Mo nHTepdelicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

van H:H:H:H:H:H nan

mac address: (H.H.H

H-H-H-H-H-H)

3aKpbITb KAMEHTCKYIO ceccuto. Ecam He ykazaH mac address, To Bce
ceccum.

5.31 KoHpurypauma DHCP-cepsepa

DHCP-cepBep ocywiectBasfeT LEeHTPaIM30BaHHOE yNpaBAeHUe CeTEBbIMM agpecamm U COOTBETCTBYIO-
LLMMM KOHPUTYPALMOHHBIMW MapamMeTpammn, aBTOMaTUYECKU NPeaoCcTaBAAA UX KIMEHTaM. ITO NO3BONAET U3-
6erKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTtaTopbl MOryT paboTatb Kak DHCP-knuneHT (nonyyeHune cobcreeHHoro IP-aapeca oT cep-
Bepa DHCP), Tak 1 Kak DHCP-cepBep. BoamoskHa ogHoBpemeHHas pabota DHCP-cepsepa n DHCP-relay.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 296 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip dhcp server

no ip dhcp server

—/BbIK/IIOYEHO

Bkntountb pyHKumMio DHCP-cepBepa Ha KommyTaTope.
Mepep, BKAOYUEHUEM cepBepa AONXKHbI 6bITb
! oTKkntoueHbl DHCP-knueHTbl Bo Bcex VLAN. B T.4.
BK/IIOYEHHDI No ymonyaHuto Bo VLAN 1.

BbIkntounTb GyHKUMI0o DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

BoliTn B perKnm KOHPUrypaumm ctatnyecknx agpecos DHCP-

no ip dhcp pool network
name

name: (1..32) cumBonoB

- name: (1..32) cumBonOB cepaepa.
no ip dhcp pool host name Yaanutb KoHdurypaumuto DHCP-KAneHTa ¢ 3aiaHHbIM
MMEHEM.
ip dhcp pool network Boitu B pexkum KoHdurypaumm DHCP-nyna agpecos DHCP-
name cepsepa.

- name — umsa DHCP-nyna agpecos.
MaKcumanbHo gonyctumoe Konudecrso DHCP pool
e yKasaHo B Tabauue 9.

Ypannte DHCP-nyn ¢ 3afaHHbIM UMEHEM.
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ip dhcp excluded-address
low_address [high_ad-
dress]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YKasartb IP-agpec, kotopble DHCP-cepBep He byaeT HasHa4yaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbI IP-agpec aManasoHa;

- high-address — KoHeuHbI IP-agpec ananasoHa.

Ypanutb IP-agpec U3 cnucka UCKAYEHWUIA AN1A Ha3HaYeHun
ero DHCP-knuneHTam.

ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IIOYEHa

BkatounTb nepegady ICMP-3anpocoB Ha HasHavyaembli |P-
afpec, YTobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6yaet HazHayeH DHCP-knneHTy.

YCTaHOBWTb 3HaYeHMe MO YMOJHaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpegenutb KoanyecTso otnpasnaembix ICMP-3anpocos.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500 mc

OnpepennTtb TaMmayT, B TedeHue Kotoporo DHCP-cepsep
OXXMAaeT OTBET C afpeca, Ha KoTopblit nosyyeH ICMP-3anpoc.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHdUrypaummn ctatuyeckmx agpecos DHCP-cepeepa:

console# configure

console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabanua 297 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepsupoBatb IP-agpeca ansa DHCP-knmeHTa BpyUHyto.

- ip_address — IP-appec, KoTopblli 6yaeT conocTaBaeH ¢
bU3NYECKMM afpeCOM KUNEHTa;

- mask/prefix_length — macka noacetn/gnunHa npedukca;

- id — dusnyeckuin agpec (MaeHTUPUKATOP) CeTEBOI KapTbl;
- mac_address — MAC-agpec.

Ypanutb 3apesepBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBonos

Onpegenntb uma DHCP-KnneHTa.

Ypannte uma DHCP-KknneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #
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Tabnmua 298 — KomaHabl pexrma KoHpurypaumm

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

address {network_num-

ber | low low_address high
high_address} {mask | pre-
fix_length} —

no address

YCTaHOBWUTb HOMEP NOACETM M MACKy NOACETU ANA Nyna
appecos DHCP-cepsepa.

- network_number — IP-appec Homepa noaceTy;

- low_address — HavyanbHbIN IP-agpec grMana3oHa a4pecos;
- high_address — kKoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka noacetn/annHa npedukca.

Ypanute KoHdurypayuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

—/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpema apeHAbl He orpaHNYeHo;

- days — KONNYecTBo gHEW;

- hours — konnuecTBo Yacos;

- minutes — KONIMYECTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ping enable

—/BbIK/OYEHA

no ping enable

BkntoumTb nepeaayvy ICMP-3anpocos Ha Ha3Havaembli IP-
agapec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
byaeT HazHayeH DHCP-KknueHTy.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp) #

Tabanua 299 — KomaHgbl pexxuma KoHurypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa

Aeiicmeue

default-router ip_ad-

dress_list

Mo ymon4aHumio cnmucok

MapLUPyTU3aTOPOB He
onpegeneH.

no default-router

OnpeaennTb CNUCOK MapLLIPYyTU3aTOPOB MO YMOIYaHUIO ANS

DHCP-knueHTa:

- ip_address_list — cnucok IP-agpecos mapLupyTM3aTopos.,

MOKET COAEePKaTb A0 8 3anuceii, pasaeneHHbix npobenom.
' IP-apgpec mapLupyTU3aTopa A0MKEH BbiTb B TOM Xe
- NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

dns-server ip_address_list
Mo ymonyaHuto cnncok
DNS-cepBepoB He
onpegeneH.

no dns-server

Onpegenntb cnucok DNS-cepBepoB, AOCTYNHbIX ANA
knmneHToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, moeT
cofepyKaTb 0 8 3anucei, pasgeneHHbIx npobenom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

domain-name domain

no domain-name

Onpepenntb someHHoe uma gnsa DHCP-knveHTOB.

domain: (1..32) cumsonos

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNUCOK
WINS-cepsepoB He

onpegeneH.

no netbios-name-server

Onpegenntb cnucok WINS-cepBepoB, A0CTYMHbIX ANA
KnneHtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXeT cofep:KaTb A0 8 3anucen, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

netbios-node-type {b-node
| p-node | m-node | h-

node}
Mo ymon4aHuio Tmn y3na

NetBIOS He onpegeneH.

no netbios-node-type

Onpegenntb TN y3na NetBIOS Microsoft gns KnaneHToB
DHCP:

- b-node — WWpoKoBeELLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBOWHUPOBAHHbIN;

- h-node — rMbpugHbLIN.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBwuno, TFTP-cepBepa), C KOTOPOro AO/XKEH 6bITb
NoJly4YeH 3arpy3odHbii dpann.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykasaHma DHCP-knneHTy nma cepsepa, €
KOTOPOro A0/KeH BbITb NONYYEH 3arpy304Hblii daiin.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKa3zaTtb uma daina, UCnosb3yemoro ANA HayaabHOM
3arpy3ku DHCP-knueHTa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
CepBepoB He onpeaeneH.

OnpepennTb CNUCOK CepBEPOB BPEMEHW, AOCTYMHbIX ANA
KnneHtos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHHU,
MOeT cofep:KaTb A0 8 3anucel, pasaesieHHbix Npobesom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;
desc: (1..160) cumsonos

Hactpoutb onumm DHCP-cepsepa.

- code — Kopg, onuum DHCP-cepBepa;

- bool_val — noruyeckoe 3HayeHMue;

- integer — uenoe NONOXKUTENbHOE YUCIIO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om ¢popmarte.

Yaanutb onuuun ana DHCP-cepsepa.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 300 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaanuTb 3anucy U3 Tabaunupbl COOTBETCTBUA GU3UYECKUX
aApecos 1 agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — |P-appec, HazHayeHHbI DHCP-cepsepom;
- ¥ — y#anuTb BCe 3anucu.

show ip dhcp

MpocmoTpeTb KoHbUrypauumn DHCP-cepsepa.

show ip dhcp excluded-ad-
dresses

MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
Ha3sHa4vaTb Ana DHCP-knneHTOB.

show ip dhcp pool host

MpocmoTpeTb KOHPUTypauuio ana cTaTudeckux agpecos DHCP-

[ip_address | name] name: (1..32) cepsepa:
CMMBONOB - ip_address — IP-appec KANeHTa;
- name — uma DHCP-nyna agpecos.
show ip dhcp pool network MpocmoTpeTb KoHdUrypauuto DHCP-nyna agpecos DHCP-
[name] name: (1..32) cepsepa:
CMMBOOB

- name — uma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTpeTsb IP-aapeca, KOTopble CONOCTAaBNAEHbI C
dU3MYECKMMM afpecamMm KNINEHTOB, a TaK Ke BpemMs apeHabl,
cnocob HasHa4YeHna u coctosHue IP-agpecos.

show ip dhcp server statis-
tics

MpocmoTpeTb ctatuctnuky DHCP-cepBepa.

show ip dhcp allocated

MpocmoTpeTb akTMBHbIe IP-aapeca, BbiaaHHble DHCP-
cepBepom.
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb ana DHCP-KanMeHTOB: uma gomeHa — test.ru, Wwnto3
no ymon4yaHuio — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.32 KoHdwurypauua ACL (cnucku KOHTpOAA AocTyna)

ACL (Access Control List — cnucoK KoHTpons gocTtyna) — Tabauua, KoTopasa onpeaenseT npasuaa
duNbTpauMm BXoAALLEro U UCXoJAWEero Tpaduka Ha OCHOBAHMM MepefaBaemblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nam MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 1 MAC-agpecoB He A0/1)KHbl UMETb OAUHAKOBbIEe Ha3Ba-
HUA.

V IPv6- un IPv4-cnnucku moryT pabotatb BMmecTe Ha ogHoM ¢pusnueckom nHrepdeiice. CNUCok

ACL Ha 6a3e MAC-agpecauumn He MOXKeT COBMELLATbCA CO cnuckom IPv6. [lBa cnucka oau-

HaKoBOro TMNa He MoryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHapl Ans co3gaHua W pegakTupoBaHua cnmckoB ACL focTynHbl B pexume rnobanbHoM
KOHOUrypaumu.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

KomaHgHan cTpoKa B pexume rnobanbHo KOHPUrypaumm numeet Bua;
console (config) #

Tabanua 301 — KomaHgbl 4na co3gaHma n KoHourypaumm cnuckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

ip access-list access_list Co3aaTb CTaHAAPTHbLIV cnivcok ACL.

{deny | permit} {any | - deny — 3anpeTnTb NPOXOXAEHME NAKETOB C yKa3aHHbIMMU

ip_address [ip_ad- napameTtpamu;

dress_mask]} - permit — paspeLwwmnTb NPOXOXKAEHME NaKEeTOB C
YKa3aHHbIMM NapameTpamu.

no ip access-list access_list access_list: (0..32) Ypanutb cTaHaapTHbIN cnmcok ACL.

ip access-list extended ac- cMmBOIA Co3aaTb HOBbIM paclMpeHHbI cnvcok ACL ana agpecaumm

cess_list IPV4 1 BOITU B peXkuM ero KoHGUrypawmm (ecam cnmcok ¢
JaHHBIM UMEHEM ellle He CO34aH), B0 BOWTU B PeXUM
KOHbUrypaLumn paHee co3faHHOro Cnmcka.

no ip access-list extended YpanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.

access_list
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ipv6 access-list access_list
{deny | permit} {any |
ipv6_address [ipv6_ad-
dress_prefix]}

no ipv6 access-list ac-
cess_list

ipv6 access-list extended
access_list

no ipv6 access-list ex-
tended access_list

mac access-list extended
access_list

no mac access-list ex-
tended access_list

Co34aTb HOBbIN pacwKnpeHHbIN cnucok ACL ana agpecauuu
IPv6.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
napameTtpamu;

- permit — pa3peLwnTb NPOXOXKAEHME NAKETOB C
YyKa3aHHbIMW NapamMmeTpamu.

YaanuTb cTaHgapTHbIN cnncok ACL ans appecaumm IPv6.

Co34aTb HOBbIN pacwmnpeHHbIN cnucok ACL ana agpecauunn
IPV6 1 BOITM B pexkMm ero KoHdUrypauum (ecim cnucok c
AaHHbIM UMEHEM eLLLe He CO34aH), MMB0 BONTU B peXxum
KOHPUrypaLmm paHee CO34aHHONO CRMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

Co34aTb HOBbIN CNUCOK Ha 6aze MAC-agpecaunn n BONTU B
peXMM ero KoHdurypauum (ecam cnncok ¢ 4aHHbIM MMEeHeM
eLle He co3faH), IMbo BOWTU B PeXKUM KOHOUIypaumm paHee
CO34,aHHOrO CMMCKa.

Yaanutb cnucok ACL Ha 6a3ze MAC-agpecaumm.

access-list configuration
mode {default | commit}

—/default

YCTaHOBUTb pexXum KoHourypmposaHusa ACL.

- default — ACL MOXKHO pefakTMpOBaTb TOJIbKO TOrAa, Koraa
OH He NPMBA3aH HU K 0A4HOMY U3 MHTepdeiicos. HacTpoikm
npasun ACL npMmeHAoTcA HemeaIeHHO.

- commit — ACL M0OXXHO pefaKTMpoBaTb, KOrga OH NPMBA3aH
K pusnueckomy nnm VLAN nnHtepdelicy. UameHeHun
BCTYNaloT B CUY NOCAE BbINOJIHEHWUA KOMaHAb! access-list
commit.

access-list commit

MpumeHnTb nsmeHeHma Bo scex ACL-cnumckax.

access-list commit {ac-
cess_list}

access_list: (0..32)
cMMBO/IA

MpumeHnTb nsmeHeHma B onpegeneHHom ACL-cnucke.

access-lists statistics { port
| vlan}

no access-lists statistics {
port | vlan }

— /BbIK/OYEHO

BKAOUMTb CTAaTUCTMKY cnnckos ACL

- port — Tonbko ana cnuckos ACL, NnpuBA3aHHbIX K

du3nyeckum nHTepdelicam;

- vlan — TonbKo Ans cnmckos ACL, NpuBA3aHHbIX K

nHtepoericam VLAN.

Ona kommyTtaTtopos cepumn MES23xx BO3MOXKHO
V BKAOYEHME CTaTUCTUKM cnucKos ACL,

NPUBA3AHHbIX TO/IbKO K GU3MYECKUM nopTam
WK ToNbKo K uHTepdeiicam VLAN.

BbIKNOUMTb CTaTUCTUKY cnuckos ACL.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBoNa

Boitu B pexkum KoHduUrypaumum time-range u onpegenvtb
BpPeMeHHble MHTepBasbl 419 CUCKA AoCcTyna.
- time_name — nma npoduna HacTpoek time-range.

YaanuTb 3aaaHHyo KOHOUrypaumio time-range.

Ona Toro u4tobbl aKTMBM3MpOBaTb cnucok ACL, Heobxogumo cBsizaTb €ro C WHTepdeircom.
NHTepdelicom, MCNOb3YHOLLMM CMUCOK, MOXKeT bbiTb In60 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgpelica Ethernet, VLAN, epynnsi nopmos

KomaHgHan cTpoKa B pexkmme KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl NOpToB UMeET BUA;:

console (config-if) #
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Tabnmua 302 — KomaHaa Ha3sHauyeHua cnncka ACL-uHTepdeicy

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

service-acl {input | out-
put} access_list

no service-acl {input |
output}

access_list: (0..32)
cMMBO/IA

B HacTpoiikax onpeaenéHHoro pusnyeckoro uHTepderica
NpvBA3aTb YKa3aHHbIM CNUCOK K AaHHOMY UHTepdelicy.

ANA HanpasneHus input.

/ Mpuesaska K uHtepdeiicy VLAN BO3MOXKHa TONIbKO

YpanuTb CNMCOK C MHTepdeiica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexkume Privileged EXEC nmeert Bua;

console#

Tabnuua 303 — KomaHabl A4na npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show access-lists [ac-
cess_list]

show access-lists
time-range-active [ac-
cess_list]

access_list: (0..32)
cumBona

Moka3saTtb cnuckm ACL, co3gaHHble Ha KOMmMmyTaTope.

Mokasatb cnuckm ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B

HacToALllee Bpema ABNIAKTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokasaTtb cnucku ACL, HasHayeHHble nHTepdencam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNUTL BCe cHeTYMKM cnuckos ACL, iMBO cYETUMKM A8 CMIMCKOB

ACL 3apaHHOro uHTepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

lMoKa3aTb CYETYMKM CNUCKOB A0CTYNa.

clear access-lists statistics

OuncTnTb CTaTUCTMRY cnuckos ACL.

show access-lists candi-
date-config

Mokasatb cocToAaHMe Bcex ACL-cnncKkos nocse BbINOAHEHNA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cMmBoOIa

Moka3satb coctoaHue onpeaeneHHoro ACL-cnucka nocne
BbINOJIHEHUA KOMaHAbI access-list commit.

show candidate-config ac-
cess-list

MoKa3saTb, Kak byayT Bbirnagetb ACL-cnivcku B show running-
config nocne BbINONHEHUA KOMaHAbI access-list commit.

KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#
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Tabnmua 304 — KomaHabl aAna npocmoTpa cnmckos ACL

3Ha4yeHue/3HayeHue "

KomaHoa / Aelicmeue
no ymoa4YaHuro

show time-range Moka3aTb KoH$uUrypaumio time-range.

[time_name]

5.32.1 KoHnepueypayusa ACL Ha 6a3e IPv4

B pgaHHOM paspene npuBeaeHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX MApPaMeTPOB, UCMONb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha aapecaunn IPv4.

CosgaHue n BXOo4, B pexum pegaktnposaHma cnuckoB ACL, OCHOBaAHHbIX Ha aapecaumn [Pv4,
OCyLLeCTBAAETCA NO KOMaHAe: ip access-list extended access-1ist. Hanpumep, ana cosgaHua
cnncka ACL nopa Ha3BaHuem EltexAL Heo6xoaMMO BbINONHUTL Cheaytolme KOMaHabl:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Mpu ogHOBpeMeHHOM UCNOAb30BaHUM NpPaBuA ¢ napameTtpom offset-list u npasun c na-
pametrpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cywecteyer annapatHoe orpaHuyeHue. [ina nx coemecTHoii pabotbl Heobxo-
AVMo npu cosganuum offset-nucra, NnoMuMMo HyXHbIX 6aiiToB, ykasaTtb 6aittbl TCP/UDP-
noptos 13 L4-3aronoBKa.

.‘

Tabnumua 305 — OcHOBHbIE NapaMeTPbl, UCMO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HauyeHue Aelicmeue
permit - Co3aaTb paspelatolee npasmno ¢puabTpaumm B cnvcke ACL.
deny - Co3patb 3anpewatouiee npasuao ¢punbtpaumm B cnmcke ACL.
protocol Mone npepgHasHayeHo A1A YKa3aHMA NpoToKona (Mam Bcex

NPOTOKONOB), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBAseTCA
dunbTpayma. Npu BbiIbope NPOTOKO/Ia BO3MOXKHbI C/ieayroLine
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YMcnoBOE 3HAaYEHNE NPOTOKONA, B
AunanasoHe (0-255).

[ns cootBeTcTBUA NOOOMY NPOTOKONY UCNONb3yeTcA 3HaYeHue IP.

NpoOTOKON

source aApec UCTOYHMKA Onpegenutb IP-agpec UCTOYHMKA NaKeTa.

source_wildcard BuToBasa macka, npumeHsemas K IP-agpecy NCTOYHUKA NaKeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeobxoaAMMO
WUTHOPUPOBATb. B 3HaYEHMA UTHOPUpPYEMbIX BUTOB A0/KHbI ObITb
wildcard-macka agpeca 3anucaHbl eanHULBI. Hanpumep, Mcnonb3ys Macky, MOXKHO

MCTOYHMKA onpegennTb gna npasuna unbTpaumm IP-cetb. Ytobbl £06aBUTL B
npasuio punbrpaunm IP-cetb 195.165.0.0, HeobxogMmo 3aaaTb
3HayeHue mackum 0.0.255.255, To ecTb coOrnacHo AaHHOM MmacKke
nocnegHue 16 6ut IP-agpeca 6yayT UTHOPUPOBATLCA.

destination afpec HasHayeHus OnpegennTb IP-agpec HazHaveHWs nakeTa.

destination_wildcard BuToBas macka, npumeHsiemas K IP-agpecy HasHaueHua nakeTa.
Macka onpegenset 6utsl IP-agpeca, KoTopble HeobXxoAMMO
WUrHOPMPOBaTb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB A0/KHbI 6bITb
3anucaHbl eanHULbI. MacKa MCMo/b3yeTca aHaA0rMYHO Macke
source_wildcard.

wildcard-macka agpeca
Ha3Ha4YeHua
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vlan vlan: (1..4094) Onpegenntb VLAN, ana KoToporo 6yaet npumeHsaTbCA NPaBuo.
dscp dscp: (0..63) Onpegaenntb 3HauyeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpeaenntb NnpuoputeT IP-Tpaduka.
time_name time_name: (0..32) OnpeaennTb KOHOUrypaLUUIo BPEMEHHbIX MHTEPBAJIOB.
CMMBO/I0B
icmp_type Ucnonbsyetca ana ¢unbtpauum ICMP-nakeToB. Bo3mMOXKHbIe TUMbI
coobuweHunit nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
TIN coobLeHnn request, information-reply, address-mask-request, address-mask-
npotokona ICMP reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
yncnosoe 3HayYeHue Tuna coobuieHus, B AManasoHe (0-255).
icmp_code Kog coobuieHunin npotokona ICMP, ncnonbayembit ana
. dunbTpaummn ICMP-nakeTos.
icmp_code: (0..255)
igmp_type Tun coobeHnit npotokona IGMP, ncnonbsyembiin ana

TMN cOObLLEeHMA
npotokona IGMP

dunbTpaymm naketos IGMP. Bo3amoxKHble TUNbl coobLweHnin nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o uncnoBoe 3Ha4eHne
TMna coobuieHus, B AManasoHe (0-255).

destination_port

UDP/TCP-nopt
Ha3HaueHuna

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3morKHble 3HayeHus nonaa TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHue (0— 65535).

list_of_flags

¢naru npotokona TCP

Ecnu ans ycnosua dunbtpaummn dnar 4oaKeH 6biTb yCTaHOBAEH, TO
nepes HUM CTaBUTCA 3HAK «+», €CN He LO/KeH 6bITb YyCTaHOB/EH,
TO «-». BO3MOXXHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HEeCKONbKUX GparoB B ycnosuun dpunbtpauun, dnarv obbegnHaoTea
B OZHY CTPOKy 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIKNOUMTL MOPT, C KOTOPOTO 6bI1 MPUHAT NaKeT,
YA0BNETBOPAIOLLMI yCNOBUAM N06OI M3 KOMaHA, 3anpeTa deny, B
cocTase KOTopoit 6b110 onucaHo none.

log_input

BK/tOYMTbL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHBIN KYpPHaN Npy Noay4YeHUM NakeTa, KOTOPbIN
COOTBETCTBYET 3anucu.

offset_list_name

offset_list_name: (0..32)

3apaTb UCNOIb30BaHWeE CNNCKa WwabnoHOB NoNb30BaTENSA AnAa
pacrno3HaBaHWA NakeToBs. [NA KaXa0ro cnmucka ACL moeT bbITb

CUMBOI0B o
onpegeneH CBOM CNMCOK WwabaoHos..
ace-priority MHAeKC 3a1aeT NoNoKeHMe NPaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblle MHAEKC — TeM NpUoputeTHee

(1..2147483647)

npaBmao. 3HaYeHne MHAEKCA JOMKHO ObITb YHUKAZbHBIM B
pamKax cnucka npasua B ogHom ACL.
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Ona Bbibopa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyercs
napameTtp «any».

Ecnn naker nonagaet nopg, Kputepuit npasuna B ACL, To Hag HUM BbINONHAEGTCA AeiicTBUe
atoro npasuna (permit/deny). JanbHeiiwana npoBepKa He NPOU3BOAUTCA.

Ecnn Ha uHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauyasnbHO NakeT 6ygeT nposepeH
Ha cootBeTcTBUe npasunaam IP ACL, notom — MAC ACL (B cnyyae, ecam He nonager nog,
AeiicTBue HM ogHoro u3 npasun IP ACL).

Ecnn nocne nposepku Ha cootBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL HasHauyeH
Ha uHtepdeiic) uam IP 1 MAC ACL (Koraa 2 ACL HasHauyeHbl Ha UHTepdeiic) NakeT He nonan
noa peiicTtBuMe HU O4HOTO M3 NPaBui, TO K AAaHHOMY NaKeTy byaeT npumeHeHo paeiicTBue
“deny any any”.

< K<<

Tabnmua 306 — KomaHapbl, ucnosibayemble aas Hactponkm ACL-cnuckoB Ha ocHoBe IP-agpecauum

KomaHoa Aelicmeue
permit protocol {any | source source_wildcard} {any | [o6aBunTb paspeluaoLyto 3anncb GuabTpauun Ans NnpoToKona.
destination destination_wildcard} [dscp dscp | prece- MaKeTbl, OTBEYatOLWME yCA0BUAM 3anucu, byayT obpabaTtbiBaTbea
dence precedence] [time-range time_name] [ace-priority KOMMYTaTOpPOM.
index]
no permit protocol {any | source source_wildcard} {any | YAanuTb CO34aHHYI0 paHee 3anuchb.

destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

permit ip {any | source_mac source_mac_wildcard} [Jo6aBuTb paspeluatoLLyto 3anmcb GpuabTpauum aas npotokona IP.
{any | destination_mac destination_mac_wildcard} MaKeTbl, OTBEYalOLWMe YCAOBUAM 3anncu, byayT obpabaTtbiBaTbea
{any | source_ip source_ip_wildcard} {any | destina- KOMMYTaTOPOM.

tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

no permit ip {any | source_mac source_mac_wildcard} YAanuTb CO34aHHYI0 paHee 3anuchb.
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

permit icmp {any | source source_wildcard}{any | desti- [06aBunTb paspeLuaoLLyto 3anucbk GuUabTPaLUmn Ana NPoToKoNa
nation destination_wildcard} {any | icmp_type} {any | ICMP. MNakeTbl, OTBeYatoLwMe yCAOBUAM 3anucK, byayT
icmp_code} [dscp dscp | ip-precedence precedence] o6pabaTbiBaTbCA KOMMYTATOPOM.

[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

no permit icmp {any | source source_wildcard} {any | YAanuTb CO34aHHYIO paHee 3anuchb.
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

permit igmp {any | source source_wildcard} {any | desti- [06aBunTb paspeLuaroLLyto 3anuck GUabTPaLUmM Ana NPoToKoNa
nation destination_wildcard} [igmp_type] [dscp dscp | IGMP. MakeTbl, oTBEYatOLWME YcA0BUAM 3anucy, byayT
precedence precedence] [time-range time_name] obpabaTbiBaThcA KOMMYTaTOPOM.

[ace-priority index]

no permit igmp {any | source source_wildcard} {any | YAanuTb CO34aHHYIO paHee 3anmchb.
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

permit tcp {any | source source_wildcard} {any | [06aBunTb paspeLuaroLLyto 3anucs GuabTPaLumn Ana NPoToKoNa
source_port} {any | destination destination_wildcard} TCP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT
{any | destination_port} [dscp dscp | precedence o06pabaTbiBaTbCA KOMMYTATOPOM.

precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]
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no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeluatoLLyto 3anucb GuUabTPaLMmM ANA NPOTOKONA
UDP. MakeTbl, oTBEYatoLme yCA0BMAM 3anucu, byayTt
o06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLatoLyto 3anmcb GUAbTPaLUKM Ana NPOoTOKoNa.
lMaKeTbl, OTBEYalOLLME YCNOBUAM 3anmcu, ByayT 610KMpPOBaTLCA
KommyTaTopom. Mpu Mcnonb3oBaHMM Kntoyesoro ciosa disable-
port pusnyecknin MHTepdEenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIKtOYEH. Mpun ncnonb3oBaHUK Katodesoro cnosa log-input
6yaeT oTnpaBaeHO coobLeHMe B CUCTEMHDIN KypHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[Jo6aBuTb 3anpewatoLyto 3anncb GuUabTpaymm gns npotokona IP.

MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT 6iokmpoBaTbea
KommyTaTopom. Mpu Mcnonb3oBaHMK Kntoyesoro cioBa disable-
port pusnyecknin MHTepdenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/tOYEH. Mpun ncnonb3oBaHUK KatodeBoro cnosa log-input
6yaeT oTnpaBaeHO coobLeHMe B CUCTEMHBIN KypHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[Jo6aBuTb 3anpeLatoLyto 3anncb GuUAbTpaLmMm Ans NpPoToKona
ICMP. MakKeTbl, OTBEYAIOLLME YCIOBUAM 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOL30BAHUM K/HOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/toveH. Mpu MCNoNb30BaHWUM KAOYEBOTO C0BA
log-input 6yzeT oTnpaBieHo coOobLLEHME B CUCTEMHbIN KYpPHaN.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[o6aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaL MK 414 NPOTOKONA
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
6/10KMPOBATHCA KOMMYTATOPOM. 1pU UCNONB30BaHUM K/IHOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpu MCNoNb30BaHMM KAKOYEBOTO C/10Ba
log-input 6ygeT oTnpaBieHo coobLLEeHME B CUCTEMHDIN KYpHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTPaL MK 414 NPOTOKoNA
TCP. MakKeTbl, OTBEYAOLME YCIOBUAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPK UCNOB30BAHUKN KHOYEBOTO
cnosa disable-port ¢pusnueckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/toYeH. Mpy MCNoNb30BaAHWUM KAKOYEBOTO CN0BA
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.
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no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTpaLmMmM 414 NPOTOKoNA
UDP. MakeTbl, oTBEYatoLme yCA0BMAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOb30BAHUM K/THOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLIMIA TaKoM
nakeT, byaeT BblKAtoYeH. Mpy MCNoNb30BaHWUM KAKOYEBOTO C10BA
log-input 6ygeT oTnpaBieHO coobLLEHME B CUCTEMHDIN KYpPHa.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YLanuTb CO34aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3AaTb CNUCOK WabaoHOB Nonb3oBaTena ¢ UMeHem name. Uma
MOXET BKAto4YaTb oT 1 40 32 cMMBONOB. B 0AHOM KOMaHAEe MOXKET
cofepiKaTbca A0 TPMHALLATU WaboHOB B 3aBMCMMOCTU OT
BbIOPAHHOIO pPeXmnma HaCTPOMKK CIMCKOB AoCTyna (KomaHaa set
system mode), BKAtoUatoLWmMX cneaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHble 3HAYeHUA:

13 — Hayano cmeleHuns ¢ Hayana IP-3arosnoBKa;

14 — Hayano cmelleHmMA ¢ KoHua IP-3aronoBka.

- offset — cmeleHne 6aliTa gaHHbIX B Npegenax nakeTa.
ba3oBoe cmelLeHMe NPUHMMAETCA 3@ HaYalo OTCYETa;

- mask — macka. B aHanuse naketa NpUHMMALOT y4acTUe TOIbKO
Te pa3paabl 6aliTa, 417 KOTOPbIX B COOTBETCTBYIOLWMX pa3pagax
Macku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list name

YAanuTb CO34aHHbIN paHee CrUCOK.

access-list commit

MpumeHnTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B pgaHHOM pasgene npuBegeHbl 3HAYEHMA M OMUCAHWA OCHOBHbIX MAPAMETPOB, MCMOJb3yeMbIX B
cOCTaBe KOMaHZA, HacTpoMKKu cnnckos ACL, 0CHOBaHHbIX Ha aapecauum IPv6.

CosgaHue n BXOo4, B pexum pegaktnposaHma cnuckos ACL, OCHOBaHHbIX Ha agpecaumn [Pv6,
OCYLLLeCTBAAGTCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, ana cosgaHua cnucka ACL
nog HazeaHnem MESipv6 HeobxoaMMO BbINOSHUTDL CAeayowme KOMaHabl:

console#

console# configure

console (config)# ipvé access-list extended MESipvé
console (config-ipv6-al) #

Tabanua 307 — OCHOBHblE NapamMeTpbl, UCNOJb3yemble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit - Co3pgaTb paspeluatoLee npasuao Guabtpaumm B cnucke ACL.
deny - Co3paTb 3anpeuiatouiee npasuao ¢punbtpaumm B cnmcke ACL.
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protocol

npoToKoN

Mone npegHasHayeHo A/1A yKa3aHUA NpoToKona (Mam Bcex
NPOTOKO/I0B), HA OCHOBE KOTOPOro ByAeT ocyllecTsaseTcs
dunbTpaums. Mpu BbiIGOpe NPOTOKO/A BO3MOXKHbI CeaytoLme
BapuaHTbl: icmp, tcp, udp, 1Mbo YncnoBoe 3HaYEHUE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[na cooTBeTcTBUA N1OBOMY NPOTOKOY UCNO/b3yeTCA 3HaYeHne
IPv6.

source_prefix/length

ajpec oTNpaBuTeNA U ero
ANvHa

Onpegenuts IPv6-agpec n gavHy npedukca cetn (0-128)
(KonnuecTBo CTaplwnx 6GUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/length

agpec Ha3Ha4yeHUA U ero

Onpegenuts IPv6-agpec n gavHy npedukca cetn (0-128)

OJIMHA (KonunuecTBo cTaplmnx 6UT agpeca) HasHaveHMA NakeTa.
dscp dhcp: (0..63) Onpegenntb 3HayeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenntb npuopuTeT IP-TpaduKa.
time_name time_name: (1..32) OnpeaennTb KOHOUIYPaALMIO BPEMEHHbIX MHTEPBA/IOB.
CMMBO/I0B
icmp_type Mcnonbayetca ana ¢unbvtpaumnmn ICMP-nakeToB. Bo3moxkHbie
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNI NoAA icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
TMN cOobLLEeHMA
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code icmp_code: (0..255) Ucnonbsyetca ana ¢unbvTpauumn ICMP-nakeTos.

destination_port

UDP/TCP-nopt
Ha3HayeHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moKHble 3HaueHus nonsa TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ona UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 - 65535).

list_of_flags

¢dnarn npotokona TCP

Ecnun ana ycnoeua ouabTpaumm dnar 4oxKeH 6biTb YyCTaHOBAEH,
TO Nepes, HUM CTaBUTCA 3HaK «+», eCAN He A0/KEeH BbITb
YCTaHOB/IEH, TO «-». BO3MOXHble BapnaHTbl ¢piaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin.

disable-port

BbIK/AOYMTbL NOPT, C KOTOPOTO BbIA MPUHAT NaKeT,
YO,0BIETBOPAIOLWMIA YCNOBUAM 060 U3 KomaHA 3anpeTa deny,
B COCTaBe KOTOPOW BblsI0 onucaHo nose.

log-input

BKOUYNTL OTNPaBKY MHPOPMALMOHHBIX COOBLLEHWI B
CUCTEMHBII XypPHaA NPY NOAYY4EHMM NaKeTa, KOTOPbIN
COOTBETCTBYET 3aNuUcH.

ace-priority

ace-priority:
(1..2147483647)

MHAeKc npaBuaa B Tabaunue. Yem meHbLLe MHAEKC — TEM
npuopuTeTHee NPaBuUIo. 3HaYEHNE MHAEKCA [OMKHO BbITh
YHUKaNbHbIM B pamKax C1cKa npasua 8 ogHom ACL.

Y

[Ona sbibopa Bcero AnanasoHa napameTtpos, Kpome dscp u IP-precedence ucnonbsyerca
napameTp «any».
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V Mocne Toro, Kak xota 6bl ogHa 3anucb gobaBneHa B cnucok ACL, nochegHMMM B CIUCOK
pob6asnaloTca 3anucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HUX pa3peLualoT NOUCK cocegHuX IPv6-ycTpoMCTB C NOMOLLbIO NPOTOKONA
ICMPvV6, a nocneaHAa O3Ha4YaeT UTHOPUPOBAHUE BCEX MNAKETOB, HE YA0BNAETBOPAOLLUX
ycnosuam ACL.

Tabnmua 308 — KomaHabl, ucnosibayemole ans Hactpokm ACL cnuckos Ha ocHoBe IPv6-agpecauum

KomaHoa Aelicmeue
permit protocol {any | source_prefix/length} {any | [Oo6aBunTb paspeluatolyto 3anmcb GUabTpaLmmn ana
destination_prefix/length} [dscp dscp | precedence npoTokona. MakeTbl, 0OTBEYatloLMe YCNOBUAM 3anuncu, byayT
precedence] [time-range time_name] [ace-priority index] 06pabaTbiBaTbCA KOMMYTATOPOM.
no permit protocol {any | source_prefix/length}{any | YaanuTb co3gaHHyo paHee 3anuch.

destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

permit icmp {any | source_prefix/length} {any | [Oo6aBunTb paspeLuatolLyto 3anmcb GUAbTPaLMM 414 NPOTOKONA
destination_prefix/length} {any | icmp_type}{any | ICMP. MakKeTbl, 0OTBEYAIOLME YCAOBUAM 3anucK, byayT
icmp_code} [dscp dscp | precedence precedence] 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [ace-priority index]

no permit icmp {any | source_prefix/length} {any | YAanuTtb co3gaHHyo paHee 3anuchb.
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

permit tcp {any | source_prefix/length} {any | [o6aBunTb paspeluatoLLyto 3anmcb GUAbTPaLMM 414 NPOTOKoNa
source_port}{any | destination_prefix/length} {any | TCP. MakKeTbl, OTBEYalOLLME YCAOBUAM 3anmncK, byayTt
destination_port} [dscp dscp | precedence precedence] 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [match-all list_of flags]
[ace-priority index]

no permit tcp {any | source_prefix/length} {any | Y4anuTb CO34aHHYI0 paHee 3anuchb.
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

permit udp {any | source_prefix/length} {any | [06aBuTb paspeluatoLyto 3anucb GUALTPALMK 4S8 NPOTOKONA
source_port} {any | destination_prefix/length} {any | UDP. MakeTbl, OTBEYaloLLME YCAOBUAM 3anmcK, byayT
destination_port} [dscp dscp | precedence precedence] 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range time_name] [ace-priority index]

no permit udp {any | source_prefix/length} {any | YanuTb Co34aHHY0 paHee 3anuchb.
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

deny protocol {any | source_prefix/length} {any | [o6aBuTb 3anpeLyatoLyto 3anucb GUabTPaLUM ansa
destination_prefix/length} [dscp dscp | precedence npoToKona. MaKeTbl, 0OTBEYatoLme yCAoBMAM 3anucu, byayT
precedence] [time-range time_name] [disable-port | 610KMPOBATLCA KOMMYTaTOPOM. MpPK UCNOb30BaHMUM
log-input] [ace-priority index] Kntoyesoro cnosa disable-port dpusnyeckunin nHTepoeiic,

NPWHABLUWIM TaKoW NaKeT, byaeT BbikAYeH. Mpu
MCNo/b30BaHMK Katouesoro ciosa log-input 6yaer
OTNPaBAEHO COOBLIEHNE B CUCTEMHbIN KypHaA.

no deny protocol {any | source_prefix/length}{any | YOanuTb Co34aHHYIO paHee 3anuch.
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]
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deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuUAbTPaLMK AN NPOTOKOAA
ICMP. MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT
610KMpOBaTHCA KOMMYTaTOPOM. MNPK NCNOABL30BAHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepdeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNo/1b30BaHMK KatoueBoro ciosa log-input 6yaer
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYPHA.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YaanuTb co3aaHHyI0 paHee 3anuch.

deny tcp {any | source_prefix/length} {any | source port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6aBuTb 3anpeLyatoLLyto 3anuck GuUabTpaLMm ANA NPOTOKOAA
TCP. MakeTbl, OTBEYAIOLME YCNOBMAM 3anucu, byayt
610KMpoBaTHCA KOMMYTaTOPOM. MpPK NCNOABL30BAHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
Mcnonb30BaHMK KatoyeBoro ciosa log-input 6yaet
OTNPaBNEHO COOBLLEHNE B CUCTEMHDIN KYPHan.

no deny tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuce.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6asunTb 3anpeLyatolLyto 3anmce GUALTPALLMM 41A NPOTOKONA
UDP. MakeTbl, 0TBEYatOLLMeE YCAOBUAM 3anucu, byayTt
610KMPOBATHCA KOMMYTaTOPOM. MpK UCNONBb30BaHUK
Kntoyesoro cnoBa disable-port pusnuecknin MHTEpdEic,
NPWHABLUWI TaKoW NaKeT, byaeT BbikAoUeH. Mpu
MCNONb30BaHMM KAto4eBoro cnosa log-input 6yaet
OTNPaBNEHO COOBLLEHNE B CUCTEMHbIN KYypHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Y4anuTb Co34aHHYI0 paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask value}

Co34aTb CNUCOK WabI0HOB NO/b30BaTENA C UMEHEM name.
Mma moxeT BKAoYaTb oT 1 10 32 cumBoN0B. B oaHOM
KOMaHZAE MOKET coAepKaTbCsa A0 TPMHAALATU LWabnoHOB B
3aBMCMMOCTM OT BbIBPAHHOTO PEXMMA HACTPOMKM CMUCKOB
AocTyna (komaHaa set system mode), BKAto4atoLwmx
cnepytolme napameTpbi:

- offset_base — 6a3oBoe cmelLeHMe. BO3MOXKHbIe 3HaYeHuA:
I3 — Hayano cmelleHUs ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUs ¢ KoHua IPv6-3arosioBKa.

- offset — cmelyeHue H6aliTa faHHbIX B Npeaenax nakera.
ba3oBoe cmelleHne NPUHUMAETCA 33 HAaYaslo OTCYEeTa;

- mask — macka. B aHanuse naketa NpMHMMAIOT yYacTue
TO/IbKO Te pa3pagbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3psagax Mmacku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list_name

Ypanutb C03,C||aHHbIl71 paHee CNUCOK.

access-list commit

MpumeHnTb n3meHeHns B ACL-cnmcke.
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5.32.3 Kondpuzcypayusa ACL Ha 6a3ze MAC

B paHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHMA OCHOBHbLIX MAPAaMETPOB, MCMNOJb3yeMbIX B
cocTaBe KoMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CosgaHne u BXOA4 B pexumm pegaktmpoBaHua cnmckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu,
ocylilecTBasAeTcA No KomaHge: mac access-list extended access-1ist. Hanpumep, gna
co3gaHuA cnucka ACL nog HaszBaHMem MESmac HeobxoAMMO BbINOHUTL CAEAYHOLIME KOMAHAbI:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

.-

Mpu ogHOBpeMeHHOM MCNOo/b30BaHUM NpaBua ¢ napameTtpom offset-list u npasun c na-
pametpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHm-
yeHue. na nx coemectHo paboTtbl Heobxogumo npu cosgaHum offset-nucra, nommmo

HYXXHbIX 6aiTOB, yKa3aTtb 6aiiTbl EtherType.

Tabnmua 309 — OcHOBHblE NAapPaMETPbI, UCMO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit - Co3paTb paspelatolee npasuno dbunbTpaumm B cnucke ACL.
deny - Co3gatb 3anpewjatowee npasuno ¢uabTpaumm B cnmncke ACL.
source - Onpegennte MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca

UCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heob6xo4MMOo
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUPYEMBIX BUTOB A0KHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Mcnonb3ys Macky, MOXKHO
onpegenuTb gna npasuna punbTpaumm gnanasoH MAC-agpecos.
YT106bI f,06aBUTL B NpaBuio punbtpaumm sce MAC-agpeca,
HaumHatowmecs Ha 00:00:02:AA.xx.xx, HeobxoAUMO 3aaTb
3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-agpeca byayT He BaXKHbl 419 aHANU3a.

destination

MAC-appec Ha3HayeHuA

nakeTa

Onpegennte MAC-aapec Ha3HayeHus nakerta.

destination_wildcard

wildcard-macka agpeca

Ha3Ha4yeHuA

Macka onpegenset 6uTbl MAC-aapeca, KOTopble He06XoANMO
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0KHbI ObITb
3anucaHbl eAnHNLBI. MacKka ncnonb3yeTca aHaIorMYHO Macke
source_wildcard.

vlan_id

vlan_id: (1..4094)

Moacetb VLAN ¢dunbTpyembix NakeTos.

Ccos

cos: (0..7)

Knacc obcnyxkusanus (CoS) dunbTpyembix NakeTos.

cos_wildcard

wildcard-macka knacca
obcnyxknsanus (CoS)

duUNbTPyeMbIx NakeToB

Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaMMO
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUpPYEMbIX BUTOB A0KHbI ObITb
3anucaHbl eguMHULbl. Hanpumep, 4Tobbl MCNoNb30BaTb B Npasuie
dunbTpaumm CoS 6 n 7, Heobxoamnmo B none CoS yKasaTtb
3HayeHue 6, 1Mbo 7, a B No/le Macku 3HayeHue 1 (7 B ABOMYHOM
npeactasaeHnn — 111, 1 - 001, nonyyaetcs, YTo nocaesHUn 6uT,
6yAeT UrHopupoBaThea, To ecTb CoS moskeT 6biTb 1M60 110 (6),
nnbo 111 (7)).

eth_type eth_type: (0..0XFFFF) Ethernet-Tn ¢punbTPyeMbIX NAaKETOB B LECTHAALATEPUYHOM
3anucu.
disable-port BbIK/IIOYNTL NOPT, C KOTOPOTOo Obl NPUHAT NAKET,
i YA0BNETBOPAIOLLMI YCNOBUAM KOMaHAbI 3anpeTa deny.
log-input BKOUYUTL OTNPaBKY MHPOPMALMOHHBIX COOBLLEHNI B
- CUCTEMHBIN XKYPHaA NPU NOAYYEHUM NAKeTa, KOTOPbIN
COOTBETCTBYET 3aNNUCK.
time_name time_name: (1..32) Onpefenntb KOHOUIYpPaLUIO BPEMEHHbIX MHTEPBA/IOB.
CMMBONIOB
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offset_list_name

CMMBO/I0B

offset_list__name: (1..32)

3apaTb MCNONb30BaHWE CNKcKa WabnoHOB Nosib3oBaTena ans
pacno3HaBaHuWA NakeToB. Jas Kaxagoro cnvcka ACL moxkeT 6bITb
onpepeneH CBoW CNncoK WwabaoHoB.

ace-priority ace-priority:

(1..2147483647)

MHAaeKce npasuna B Tabanue. Yem meHbLIe MHAEKC — TEM
npuopuTeTHEe NPaBuUIO0. 3HaYeHMEe MHAEKCA JOMKHO BbITh
YHUKaNbHbIM B paMKax cnncka npasmn 8 ogHom ACL.

napamerp «any».

KX

DOna Bbibopa Bcero guManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syetca

Ecnu nakeTt nonagaet noa Kputepui npasuaa B ACL, To Hag, HAM BbINONHAETCA AeACTBUE
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOAMUTCA.

Ecnn Ha uHTepdeic HasHaueHbl IP u MAC ACL, To nepBoHa4YanbHO NakeT 6ygeT nposepeH
Ha cooTBeTcTBMe npasuaam IP ACL, notrom — MAC ACL (B cny4yae, ecnu He nonager nog,
AeicTBue HU ogHoro 13 npasun IP ACL).

Ecnuv nocne npoBepKu Ha cooTtBeTcTBMe npasuaam IP unm MAC ACL (Korga 1 ACL Ha3HaueH
Ha uHtepdeiic) unm IP u MAC ACL (Korga 2 ACL HazHaueHbl Ha MHTepdeic) nakeT He nonan

noa AeicTBue HU 04HOro U3 NPaBuUJ, TO K AaHHOMY NaKeTy byaet npumeHeHo gencteme

“deny any any”.

Tabnmua 310 — KomaHabl, ucnosibayemole aas Hactponkm ACL-cnuckoB Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list name]

[o6aBuTb paspeluatoLLyto 3anucb GuabTpaumm. MNaketol,
oTBeYatoLWwue ycaosMam 3anucu, byayTt obpabaTtbiBatbes
KOMMYTaTOPOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

YAanuTb CO34aHHYIO paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[Jo6aBuTb 3anpewatoLyto 3anncb duabtpaumu. MNakeTsl,
oTBevaloLLMe ycnosuam sanmcu, 6yayt 610KkMpoBaTtbea
KommyTaTopom. Mpu MCNONb30BaHMM KNOUYEBOrO C/10Ba
disable-port, dpusnyecknin HTepdenc, NPUHABLLIMI TaKoM
naKert, 6yAET BbIK/OYEH.

Mpw ncnonb3oBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHaA.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaTb cNUCOK WabaoHOB Nonb3oBaTeNa C UMeHeM name.
Mmsa moxkeT BKAo4aTb oT 1 40 32 cMmMBONOB. B 0aHOM KomaHae
MOXET COAEPMKATLCA A0 TPUHALLATM WabJOHOB B 3aBUCMMOCTU
OT BbIBPAHHOTO PeXMMa HaCTPOMKM CNMUCKOB A0CTyNa (KoMaHaa
set system mode), BKAtOYaOLWLMX Cresytowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HaueHusn:
12 — Hayano cmeleHnn ot EtherType;
outer-tag — Hayano cmeleHua ot STAG;
inner-tag — Havano cmewenuna ot CTAG;
src-mac — Havano cmeueHuns ¢ MAC-agpeca UCTOYHUMKa;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B Npeaenax naketa.
ba3oBoe cmelleHMe NPUHMMAETCA 3@ HaYaslo OTCYETa;
- mask — macka. B aHanu3e nakeTa NpMHMMAIOT yyacTue
TO/IbKO Te pa3paabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX
paspagax Mmacku 3agaH ‘0’;
- value — nckomoe 3HayeHue.
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no offset-list offset_list_name

Y4anuTb CO34aHHbIN paHee CrUCOK.

access-list commit

MpumeHunTb nsmeHeHuna 8 ACL-cnmcke.

5.33 KoHdurypauma 3awmutbl oT DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCTpaHeHHble Knaccbl DoS-aTak.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console (config) #

Tabnnuya 311 — KomaHabl Ana HAaCTPOMKM 3aWwmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-agpec

3anpeTuTb NPOXOXKAEHME KagpoB C HeAoNyCTUMbIMU
(«mapcraHcknmm») IP-agpecamu nctovHuKa (loopback,
broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-
fin

—/BKAKOYEHO

OT16pocuTb TCP-NnakeTbl C OAHOBPEMEHHO YCTaHOBAEHHbIMM SYN-
n FIN- dpnaramm.

BbIKMOUNTb GYHKUMIO 0TOpackiBaHUA TCP-nakeToB
oAHOBpemeHHOo ycTaHoBaeHHbIMK SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspelnTb NPOXOKAEHWNE ONpPeaeNeHHbIX TUNOB
TpaduKa, XapaKTePHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-naKkeTbl ¢ NOpTOM
Ha3HayeHuA paBHbiM 2140 1 nopTom UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 1 nopTom UCTOYHMKA paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKAOYEHO

BKAIOUNTL KNacc KOMaHA, security-suite.
- global-rules-only — oTkntouaet knacc KomaHg, security-suite Ha
nHTepoercax.
V‘ He BnusaeT Ha paboTy KomaHAbI security-suite deny syn-
fin.

OTKNOUMTD K/1acC KOMaHA security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl oT SYN-aTak:

- block — oTbpacbiBaeT npegHa3HaueHHble yCTporncTay tep-
naKeTbl ¢ ycTaHOB/IeHHbIM diarom SYN 1 popmupyet
npeaynpexaatouiee coobuieHue;

- report — dopmupyeT npeaynpexkaatowee coobLieHne npu
npuxoae npeaHasHaYeHHOro yCTPoMCTBY tcp-nakeTa ¢
YCTaHOB/NIEHHbIM p1arom syn;

- disable — oTKntoyaeT 3awmTy.

HacTpouTb pexnm no ymondyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpeaennTb MHTEpPBa, No UCTeYeHUn KoToporo byaert
pa3bnokuposaH paHee 3a6N10KMPOBaAHHbIN UCTOYHUK SYN-aTaku.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

security-suite syn
protection threshold rate

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KONNYECTBO NAKEeTOB B CEKYHAY) OT
KOHKPETHOr0 UCTOYHMKA, NPY KOTOPOM 3TOT UCTOYHMK ByaeT
NAEHTUGULMPOBAH KaK aTaKyOLMIA.
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no security-suite syn YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
protection threshold

security-suite syn BkntounTb BeageHMe ctaTUCTUKM SYN-aTaK.
protection statistics

- - —/BbIKNOYEHO
no security-suite syn BbikntounTb BegeHue ctatuctmkm SYN-aTak.

protection statistics

KomaHObI pexcuma KoHguaypayuu uHmepdgelica Ethernet, epynnel nopmos

KomaHaHan cTpoka B pexnme KoHourypaumm nntepdeica Ethernet, rpynnbl noptos umeet Bua;:

console (config-if) #

Tabnmua 312 — KomaHaa KoHUrypauum 3awmTtbl ot DoS-aTtak ans uHtepoeiicos

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
security-suite deny {frag- Co3paTtb NpaBW/Io, 3anpeLLatoLee NPOXoxKaeHMe TpaduKa,
mented | icmp | syn} {add COOTBETCTBYIOLLErO KPUTEPUAM.
| remove} {any | ip_ad- ip_address: IP-agpec; - fragmented — ¢pparmeHTMpPOBaHHbIE NaKeTbI
dress [mask]} mask: macka B popmate - icmp — ICMP-Tpaduk
IP-agpeca nnm npedukca - Syn — syn-nakertbl
no security-suite deny YpanuTb 3anpetLatoliee npasuo.

{fragmented | icmp | syn}

security-suite dos syn-at- 3a4aTb NOPOr Syn-3anpocoB Ha OnpeaeeHHbI IP-
. rate: (199..2000) nakeTtoB
tack rate {any | ip_address appec/ceTb, NPU NPeBbILLEHUN KOTOPOTO NIULLHME Kagpbl

[mask]} . B CERYHAY; 6yayT oTbpacbiBaThHCA.
ip_address: — IP-agpec;

mask: macka B popmarte
IP-appeca unu npedukca

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

BoccTtaHOBUTb 3HAYEHWE MO YMONYAHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabanua 313 — KomaHga pexuma privileged EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show security-suite OT106pa3nTb HaCTPOIKKM 3awWwmTbl oT DoS-aTak.
configuration
show security-suite syn OT106pa3nTb HAaCTPOMKKM 3awwmnTbl oT SYN-atak n onepaTveHoe

protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48); COCTOAHUE MHTEepPdEeCcoB.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
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show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pasnTb HACTPOMKM CTaTUCTMKM 3aWnTbl OT SYN-aTak u

MHbOpPMaLMIO 06 UCTOYHMKAX aTaKM.

- detailed — oTobparkaeT LONONHUTENBHYIO MHPOPMaLUIO 06

WUCTOYHUKE aTaKu;

- source-ip — oTobparkaeT MHPOPMaLMIO 41 YKazaHHOro ip

afipeca UCTOYHUKA;

- interface — oTo6parkaeT MHGOPMaLMIO o115 YKAa3aHHOIO

MHTepodeica.

V B cTatucTuKe coxpaHaeTca uHpopmauma o 512
nocaegHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

O4YUCTUTL CTAaTUCTUKY 06 MCTOYHMKax SYN-aTak.

5.34 KauectBO 06CnyXusaHma — QoS

Mo ymon4aHu1Io Ha BCcex MopTax KOMMYTaTopa UCNOo/b3yeTcA opraHM3auma oyepeam NnakeTos No metoay
FIFO: nepsbiii npuwen — nepsblt yweén (First In — First Out). Bo Bpema MHTeHCUMBHOW Nepeaayn Tpaduka npm
MCNO/Ib30BaHUMN AAHHOIO METOAA MOTYT BO3HUKHYTb NPO6/1eMbl, MOCKO/IbKY YCTPOMCTBOM MIHOPUPYIOTCA BCE
nakeTbl, He Bowweglwmne B 6ydep odepeau FIFO, n cooTBEeTCTBEHHO TepAtoTca 6e3803BpaTHO. PellaeT AaHHyO
npobsemy MeToZ, OpraHM3ytoWwmnii odepeay no npuoputety Tpadumka. MexaHmnsam QoS (Quality of service —
KauyecTBO 0OCNYKMBAHWUSA), Peann30BaHHbIM B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb ovepeaei
npuopuTeTa NakeTos B 3aBUCUMOCTM OT TMMaA NepesaBaemblX AAaHHbIX.

5.34.1 Hacmpolika QoS

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 314 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHoBUTb 3HaveHue nona DSCP gna IP-naketos, dopmupyembix
LLeHTPaNbHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ipv6 tx-user-priority value

YcTaHOBUTb 3HaveHue nona DSCP ana naketos, Gopmupyembix

value: (0..7)/7 LeHTPabHbIM NPOLLECCOPOM.
no ipv6 tx-user-priority YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.
ip tx-user-priority value YcTaHOBUTL 3HaueHue nona CoS Ans TerMpoBaHHbIX NAKETOB,
value: (0..7)/7 bopmupyembIx LeHTPaNbHbIM NPOLLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.
qos [basic | advanced Paspewntb KoMmyTaTOpy Mcnoab3oBaTe QOS.
[ports-trusted | - basic — 6a30Bblii1 pexkum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbI pexkMm KoHourypaumm QosS,
BKNIOYAIOLLMI NONHBIM NepeveHb KOMaHZA HacTpolikmn QoS;
— Jbasic - ports-trusted — B JaHHOM NoApeXXnMe NakeTbl HAaNPaBASAOTCA B

BbIXOZHYIO oYepeb Ha OCHOBaHWM Mo/ei B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM NoApesKMMe BCe NaKeTbl
HanpaBAAIOTCA B HY/IEBYIO BbIXOAHYIO o4epesb N0 YMOIYaHUI0, 414
OTNPaBKM B Apyrve oyepeam TpebyeTca HasHayaTb Ha BXOAHOMW
nHTepdelic cTpaternio Knaccudukaumm Tpaduka (policy-map).
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qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

—/OTKAIOYEH

YCTaHOBWTb METOZ, A0BEPUA Ha NopTax Npu paboTe B pexmme
paclmpeHHoro KoHeurypaumum QoS n nogpexunme ports-trusted.

- COS — MnopT AoBepseT 3Ha4veHuto 802.1p User priority;

- dscp — nopT gosepsAet 3HadeHunto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT AosepseT 060Mm ypoBHAM, ogHako DSCP nmeet
npuoputet Hag 802.1p.

YCcTaHOBUTb MeTo4 NO YMO/ZIHaHUIO.

class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymonuyanuo
MUCNONb3YeTcs onuus
match-all

1. Co3paTb CNUCOK KpUTEpUEB KnaccudurKaumm Tpaduka.

2. BoWT B peXxum peaakTMpoBaHUA CNUCKA KpUTepues

KnaccuouKkaumum Tpaduka.

- match-all — Bce KpuTepun AaHHOIo CNMCKa A0/XKHbI 6bITb

BbIMO/IHEHbI;

- match-any — oauH, 10601 KpUTEPUIA @HHOTO CNNCKA LO/KEH

6bITb BbINOHEH.

V B cnucke KputepuesB moxeT 6biTb O4HO UAKM ABaA Npa-
Buna. Ecam npasuna aga, n 06a OHKM YKa3bIBAlOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudumkauma 6yger ocy-
LLLeCTBAIATLCA NO NEPBOMY B CMUCKE BEPHOMY NpaBuny.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

Y4anuTb CNMCOK KpuTepueB Knaccuounkaumm Tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernio KnaccuduKkaumm Tpaduka.
2. BOMTK B peXXMM pefaKkTMpoBaHuUA CTpaTernmn Knaccudurkaumm
Tpaduka.
B ogHOM HanpaBneHMU NOAAEPIKUBALTCA TONBKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnamsaetr DSCP = 0
ana IP-naketos u CoS = 0 AnA TerMpoBaHHbIX NAaKeToB.

V JeiicTByeT TONbKO ana pexxuma gos advanced.

Yaanute npasuno Knaccudurkaumm tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess_burst_byte [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbUT/C;
excess_burst_byte:
(3000..19173960) 6aiiT

OnpeaennTb WabnoH HACTPOEK, KOTOPbIN NO3BONAET OMPAHNYUTD

Nnosocy NPONYCKaHWA KaHaia U B TO Ke BpemMA rapaHTMpoBaTb

onpefieNIeHHY0 CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe ¢ N0I0COM NPONYCKAHMA UCMONb3YETCA aITOPUTM

MapPKMPOBAHHOM «KOP3MHbI». 3a4a4eit anroputTma aBaserTca

NPUHATUE pelleHunn: NnepeaaTbh NAKeT UM OTOPOCUTD.

MapameTpamu anropmTma ABAAKOTCA CKOPOCTb nocTynaeHus (CIR)

MapKepoB B «KOP3UHY» U 06BEM (CBS) «KOP3WHbI».

- committed-rate-kbps — cpepHee 3HaueHMe CKOPOCTU TpaduKa.

[aHHana cCKopoCTb rapaHTUPYeTCca Npu nepeaaye MHPopmauuu;

- committed-burst-byte — pasmep caepKuBatoLLero nopora s

6anTax;

- drop — naket 6ypeT oTOPOLIEH, KOTAA KKOP3UHAa» MNEePENONHUTCS;

- policed-dscp-transmit — npu nepenoaHeHNN KKOP3UHbI»

3HauyeHue DSCP bygeT nepeonpeseneHo.

V Henb3Aa yaanuTb WabA0H HACTPOEK, €C/IU OH UCMO/b3Y-
eTca B cTpaterumn policy map, nepep yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wWwabnoHa cTpaterumn: no
police aggregate aggregate-policer-name.

V [eiicTByeT TONbKO AN pexuma qos advanced.

Ypanutb wabnoH HaACTpOEeK peryamposaHMA CKOPOCTU KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps ex-
cess_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250)

excess_burst_packet:(1..

19531250)

OnpeaennTb WabnoH HACTPOEK, KOTOPbIN No3BONAET

OrPaHUYUTL MONOCY NPOMNYCKAHWUA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeaeNeHHYH CKOPOCTb NepeAayn AaHHbIX.

Mpwn paboTe c N0NI0COM NPONYCKaHWUA UCMONb3YETCA aNropPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE PelleHuns: nepeaaT NAKeT UM oTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpepHee 3Ha4YeHUE CKOPOCTU TpaduKa

B pps. [laHHasa CKOpOCTb rapaHTUpyeTca Npu nepegade

MHbOpMaLMK;

- excess_burst_packet — pasmep caepKuBatoLLero nopora B

nakerax;

- drop — naket 6ygeT oTbpoLIeH, Koraa «Kop3nHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUU KKOP3UHbI»

3HayeHue DSCP byaeT nepeonpegeneHo.

V\ Henb3s yaanutb WabnoH HaCTPOEK, eCu OH UCMONb3Y-
erca B cTpateruun policy map, nepeps yaaneHuem cne-
AYeT yAanuTb HasHayeHue wWabnoHa crpatermmn: no
police aggregate aggregate-policer-name.

/‘ [DeicTByeT TONIbKO ANA pexuma qos advanced.

YpanuTb WwabnoH HaCTPOEeK PeryiMpoBaHMsa CKOPOCTH KaHana.

wrr-queue cos-map
queue_id cosl...cos8

no Wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HaveHus CoS no
YMOIYaHMIO ANA
oyepenen:
CoS =1 — ouepegab 2
CoS =2 — ouepeap 3
CoS=0 — ovepeap 1
CoS =3 — oyvepeap 6
CoS =4 — ouepeap 5
CoS =5 — ouepeap 8
CoS =6 — ovepeap 8
CoS =7 — ovepeap 7

OnpepennTtb 3HaueHus CoS ana ouyepeaen ucxogauwiero Tpaduka.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HayeHue no
YMOYaHMIO

onpepenserca
KOIMYEeCTBOM
HACTPOEHHbIX oYepeaen
WRR. Hanpumep, ecam
HacTpoeHo 5 ouepepeli
WRR, TO HacTpoiika no
yMonYaHuto bypet
MMeTb BUA: WIT-queue
bandwidth 1248 16

MpUCBOWTbL BEC UCXOAALLIUM OYEPESAM, UCMONb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpeaeneHun Harpysku).

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

314 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepeam
obpabaTbiBatoTcs No
anropuTmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.

Ana npuoputeTHoii ouepeaun Bec WRR 6yaet urHopwm-
V poBaTtbcA.

Ecnn 3apaertca otamuHoe ot «0» 3HayeHue N, To cTtap-
wue N ouepepeit 6yayr npuoputeTHbimU (He GyayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oYepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytotr B WRR, 8-as He
y4yacrsyer;
2: wecTb Mmnaawmx oyepeaei yuacreyior B WRR, 7, 8 He
y4yacrsylorT.

YCTaHOBWUTb 3HAYeHUE NOo YMO/IHaHUIO.

qos wrr-queue wrtd

no ymon4vanuio WRTD

Bkntounte WRTD (Weighted Random Tail
MexaHW3M yaaneHus NakeTos U3 ouepesei.
V M3meHeHUAa BCTYNAT B CUAY MNOC/Ae nepesarpysku

Drop) BecoBoM

BbIKHOYEHO yctpoicrea.
no qos wrr-queue wrtd Bbikntounte WRTD.
gos map enable {cos-dscp Mcnonb3oBaTb 3afaHHYI0 TabanLy NnepemapKMpoBKU ANA AOBe-
| dscp-cos} PEHHbIX NOPTOB KOMMYyTaTOpA.
no gos map enable B He ncnonb3oBaTtb TabamLy NepeMapKnpoBKU.
{cos-dscp | dscp-cos}
qos map dscp-mutation 3anonHuTb Tabnunuy nepemapkuposku DSCP. [nsa BxogAawmx na-
in_dscp to out_dscp in_dscp: (0..63); KeTOB C yKa3aHHbIMM 3Ha4yeHuAMM DSCP 3apaeT HoBble 3Ha4YeHuA

no qos map dscp-
mutation [in_dscp]

out_dscp: (0..63)

Mo ymonyaHuio KapTa
N3MEeHeHW sBnsaeTca
nycTou, To ecTb
3Ha4veHuna DSCP gns Bcex
BXOAALLMX NAaKeTOB
OCTalTCA HEM3MEHHbIMMU

DSCP.
- in-dscp — onpegenset fo 8 3HayeHun DSCP, 3HaueHus pasge-
NATCA 3HaKom npobena.
- out-dscp — onpegenseT go 8 HoBbIx 3HaYeHui DSCP, 3HayeHuA
pa3aenatoTca 3Hakom npobena.

V JeiicTByeT TONbKO ANA pexuma qos basic.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonyaHuio Bce
nakeTbl UMeLT
npuopwutet cbpoca dp=0

MNocTaButb B cooTBeTcTBME 3HaveHnto DSCP npuoputeT cbpoca
(4em BblWe YMCNOBOE 3HAYEHUE MPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oT6poOLLEH; B NepBylo oyepesb OT-
6pacbiBatoTCcA NakeTbl ¢ NpuoputTeTom cbpoca 0, 3atem 1, 3aTem
2).

- dscp_list — onpepenser no 8 3HayeHuh DSCP, 3HayeHusn
paszenstoTca 3Hakom npobena.

V DeiicTByeT TONbKO AnA pexxnuma qos advanced.

YCTaHOBWTb 3HAY€HMA MO YMONYAHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTL Tabauuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCﬂ K 3Ha4YeHNAM N0 YMO/IHAHUIO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnnuy nepemapknposkm CoS. 3ameHseT 3HayeHne
CoS Ha DSCP.

BepHyTbCA K 3Ha4YEeHMAM MO YMONYAHUIO.

gos map policed-dscp
dscp_list to
dscp_mark_down

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuto Tabamua
NOBTOPHOM MAaPKMPOBKM
ABNSAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna Bcex

3anonHUTL Tabanuy nepemapknposku DSCP. Ona BxogAawmx na-
KeTOB C yKa3aHHbIMM 3HaYeHnAMM DSCP 3apaeT HoBOe 3HaveHue
DSCP.

- dscp_list — onpepenset fo 8 3HayeHul DSCP, 3HaueHus pasge-
NATCA 3HaKoMm npobena.

- dscp_mark_down — onpepenseT HoBoe 3Ha4yeHue dscp.

V [eiicTByeT TONbKO AN pexuma gos advanced.
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no gos map policed-dscp
[dscp_list]

BXOAALLUMX NAKeTOB
OCTaloTCA HEM3MEHHbIMMU

YCTaHOBUTb 3HAYeHne no YMOI4aHUIO.

gos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHua no
YMOYaHUIO:
DSCP: (0-7), ouepegab 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeap

YCTaHOBUTb COOTBETCTBME MeXAay 3HavyeHuamn DSCP BxogAwmx
NaKeToB M oYepeaamMm.

- dscp_list — onpegpenset oo 8 3HaueHuit DSCP, 3HauyeHuMA pa3ge-
NATCA 3HaKom npobena.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

3
DSCP: (24-31), ouepenb
4
DSCP: (32-39), ouepeap
5
DSCP: (40-47), ouepeab
6
DSCP: (48-55), ouepeap
7
DSCP: (56-63), ouepeab
8
qos trust {cos | dscp | YCTaHOBUTb peXXUM [0Bepua KOMMyTaTopa B 6a3oBom pexume
cos-dscp} QoS (CoS naun DSCP).
- €OS — YCTaHaBAMBAET KAacCMOUKALMIO BXOOALLMX MAKETOB MO
3HayeHuam CoS. [na HeTermpoBaHHbIX NAKETOB MCNO/b3yeTcA
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTaHaBNMBaAET KnaccubUKaLMIO BXOSALLMX NaKeTOB No
—/dscp 3HayeHnam DSCP.
- cos-dscp — ycTaHaBAMBaET KNaccMbUKaLMIo BXOAALLMX NAaKeTOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HayeHuam CoS ans He
IP-nakeToB.
V' [elicTBYeT TONbKO AN peXuma qos basic.
no qos trust YCTaHOBUTb 3HAaYEHNE NO YMONYAHUIO.
gos dscp-mutation Mo3BonseT NpUMeHUTb TabanLy n3meHeHu dscp K COBOKYMHOCTU
dscp-poBepeHHbIX NOPTOB. Mcnonb3oBaHWe TabanLLbl UISMEHEHWI
no3BoaAeT nepesanncaTb 3HayeHua dscp B IP-nakeTax Ha HOBble
3HayeHuA.
— V MNpumeHuTb Tabnuuy wusmeHeHuii DSCP BO3MOXHO
TONbKO ANA BXoAALWero Tpaduka A0BepeHHbIX NOPTOB.
V [DeiicTByeT TONbKO ANA pexuma qos basic.
no gos dscp-mutation OTMEHWTb UCNOIb30BaHME KapTbl U3MeHeHn dscp.
qos map dscp-mutation 3anonHuTL Tabanuy nepemapkuposku DSCP. [aa BxogAalmx na-
in_dscp: (0..63);

in_dscp to out_dscp

out_dscp: (0..63)

Mo ymonuaHuio KapTta
U3MEeHeHWUI aBnaeTca
nycToii, To ecTb
3HayeHua DSCP gnsa Bcex
BXOAALLMX NAKeToB
OCTaAOTCA HEM3MEHHbIMMU

KeTOB C YKa3aHHbIMK 3HavyeHnAaMKU DSCP 3agaeT HoBble 3HaYeHUnA
DSCP.

- in-dscp — onpepenset Ao 8 3HayeHnn DSCP, 3HayYeHuA pasge-
NATCA 3HaKom npobena.

- out-dscp — onpegaenseT Ao 8 HOBbIX 3HaYeHui DSCP, 3HaueHun
pasaenatoTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA peXXuma qos basic.

no qos map dscp-muta-
tion [in_dscp]

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6uT/C;
burst: (3000..19173960)
6aiT/128 KbanT

YCTaHOBWTb OrpaHUYeHME CKOPOCTU ANA BXOAALLEero TpaduKka ana
3aaaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pa3mep caepKMBatoLLEro nopora (orpaHuyeHune
cKopocTK) B HaitTax.

CHATb orpaHun4yeHMe CKOpPOCTU BxoaAaLwlero Tpad)m(a.
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rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
)packet

YCTaHOBUTb OrpaHUYEHNe CKOPOCTM ANA BXogALLero TpaduKa ana
3aaaHHol VLAN.

- vlan_id — Homep VLAN:

- rate_pps — KO/IMYECTBO NaKETOB B CEKYHAY.

- burst_packet — pasmep caepskuBatoLero nopora (orpaHuyeHune
CKOPOCTM) B NaKeTax.

CHATb OrpaHMYeHme CKOPoCTU BxoaAaLLero Tpaduka.

qos tail-drop mirror-limit
{rx | tx} limit

no gos tail-drop mirror-
limit {rx | tx}

limit: (0..7000)/3500

HacTpouTb pacnpegeneHue pecypcos bydepa 418 CKONMPOBAHHbIX
NaKeToB B KOHTPO/IMPYIOLLMIA NOPT.

- rX — CKOMMPOBAHHbIE MAKETbI, MPUHATbIE KOHTPOIMPYEMbIM
nopTom;

- tX — CKONMPOBAHHbIE NAKEeTbI, NepeaaHHble KOHTPOMPYEMbIM
nopTom.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

traffic-limiter mode {kbps
| pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHuyeHus TpadmKa.
- kbps — orpaHuueHmne BXxoAALLMX KUNOBUT B CEKYHAY;
- pps — orpaHuyeHune BXOAALLMX NAKeTOB B CEKYHAY;

V [laHHaA KomaHAa U3MEHAET peXXUm paboTtbl Ana
cnepyowero pyHKUMOHana: storm-control, rate-limit,
rate-limit vlan, police, qos aggregate-policer.

V BbI6paHHbIil peXKum J0KeH COOTBETCTBOBATbL
HacTpoiiKam orpaHMYeHUA TpaduKa MHaye orpaHU4YEHUA
TpaduKa He npousoiiget. Hanpumep: KomaHaa storm-
control unicast kbps He 6yaeT orpaHuunsath Tpaduk,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUs CNUCKa Kpumepues Kaaccugukayuu mpaguKka

Bua 3anpoca KOMaHAHOM CTPOKWU pexuma penakTMPOBAHWMA CMKUCKA KpuTepues KnaccuduKaumum

Tpaduka:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 315 — KomaHapl pexkuma pefakTMpoBaHUA CNMCKA KpUTEPMEB Knaccudukaumm Tpadpuka

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/IOB

[0o6aButb KpuTepuii Knaccupurkaumm Tpaduka. Onpegenser
npasuna ¢punbTpauum Tpaduka no cnmucky ACL ana
Knaccuoukaumm.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb KpuTepuit Knaccudukaumm Tpadpuka.

KomaHObI pexcuma pedakmuposaHUa cmpameauu Kaaccugukauuu mpaguxka

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma peaakTMpoBaHua cTpaTernmn kKnaccudurkaumm tpadmka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 316 — KomaHabl pexxuma peaakTMpoBaHuWA cTpaTernm Knaccuoukaumm tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpeaenntb NPaBuIO KnaccuduKaumm TpadurKka 1 BXoauT B
peXxmMm KoHpUrypaumm npasmaa Knaccudukauum — policy-map
class.
- acl_name — onpepenaeT npasuaa punbTpauum tpaduka no
cnucky ACL ana knaccuoumKkaumu. Mpu co3aaHmMm HOBOTo NpaBuna
KnaccuduKaummn onumMoHaNbHbIA NapameTp access-group
obs3aTeneH.
[na Toro 4yTo6bl UCNONL30BATb HACTPOWKKU CTPaTErMMn
V policy-map gna vHTepdeiica, ucnonb3lyinte KomaHAy
service-policy B pexxume KoHourypauum uHtepdeiica.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

YaanuTb npasuao Knaccudukaumm tpaduka class-map u3
cTpaternu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHPUrypaLmm npaBmnaa KnaccupmuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 317 — KomaHabl pexkuma KoHPUrypauum npasuaa Knaccudmrkaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

trust

no trust

M0 yMOAYaHUIO peXKUM
[OBEPUSA HE YCTaHOB/IeH

OnpeaennTb peKMm A0BepUsA K onpeaeneHHomy Tuny Tpaduka
COrNIacHo rno06anbHOMY PEeXUMy LOBEPHUA.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBblE 3Ha4YeHUn ana IP-nakeTa.
KomaHpa set aBnAeTcA B3aMMOMCKAIOUAOLWeENR ¢
V KOMaHAoM trust gna oaHol M Toi e cTpaTernm
policy-map.

/ Crtpaterum policy-map, ucnonb3sytoume KOmaHabl
set, trust nam umerowmin Knaccupukaumio ACL,
HA3HAYaOTCA TONIbKO ANA UCXOAALLMNX UHTepdeir-
coB.

V [elicTByeT TONbKO ANA pexxuma qos advanced.

Ynanutb HoBble 3HaueHus ans IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NaKeTbl, y40BAETBOPAIOLWME NPaBUIY
KnaccuouKaumm TpadmrKa, B yKasaHHbIV NOpPT.

YCTaHOBUTb 3Ha4YeHME NO YMOIHAHMUIO.
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police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

police aggregate
aggregate_policer_name

committed_rate_kbps:
(3..12582912) k6buT/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
aggregate_policer_name:
(1..32) cumBonos

OrpaHMyYMTb NOIOCY NPOMYCKAaHUA KaHana 1 B TO Ke Bpems
rapaHTMpoBaTb ONpeaeNeHHY CKOPOCTb NepeAayn AaHHbIX.
Mpw paboTe c N0N0COM NPONYCKaHWUA UCNONb3YETCA aropPUTM
MapKUPOBaHHOM «KOP3MHbI». 3a4a4elt anroputma ABAfETCA
NPUHATUE PelleHuns: NnepeaaTh NAKeT UM OTOPOCUTD.
MapameTpamu anropuTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_kbps — cpeaHee 3HaYEHNE CKOPOCTH
TpaduKa. [laHHana CKOPOCTb rapaHTMpyeTca Npu nepegaye
MHbopmaLmu;

- committed_burst_byte — pa3mep cAepKunBatoLLEero nopora B
baiiTax;

- drop — nakeTt 6yaeT oT6pOLIEH, KOraa «Kop3uHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosiHeHUU «KOP3UHbBI»,
3HayeHue DSCP byaeTt nepeonpegeneHo.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

HasHauuTb npaBuay Knaccuoukaumm Tpaduka wabaoH
HaCTPOEeK, KOTOPbI MO3BOAET OrPaHNYUTL NOAOCY
MPONYyCKaHWA KaHa/ia 1 B TO e BPpeMs rapaHTMpoBaTh
onpeaesieHHy0 CKOPOCTb Nepesayn AaHHbIX.

/' [eiicTBYyeT TONbKO ANA pexxuma qos advanced.

no police YaanuTb WabsoH HAaCTPOEK PeryIMpoBaHUs CKOPOCTU KaHana
13 npaBuaa Knaccudukaumm Tpaduka.
police pps OrpaHM4MTb NONIOCY NPOMYCKAaHUA KaHaa U B TO e Bpemsa

committed_rate_pps burst-
packet} [exceed-action
{drop | policed-dscp-
transmit}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) packet;
aggregate_policer_name:
(1..32) cumBonos

rapaHTMpoBaTb ONpeAeNeHHYI0 CKOPOCTb Nepeaayn
OaHHbIX.

Mpw paboTe c NoN0COM NPONYCKaHMA UCMOb3YeTcA
ANrOPUTM MapPKMPOBAHHOWM KKOP3UHbI». 3asaven
aNropuTMa ABNAETCA NPUHATUE PeLleHnA: NnepeaaTb NakeT
WA oT6pocnThb. MapameTpamum anropuTMa ABAATCA
ckopocTb noctynaeHuns (CIR) mapKepos B «KOP3UHY» U
06bEM (CBS) «KOpP3UHbI».

- committed_rate_pps — cpefHee 3HaYEHWNE CKOPOCTH
Tpaduka B pps. [laHHaA CKOPOCTb rapaHTMpyeTcA Npu
nepegaye nHdopmaunu;

- committed_burst_packet — pa3mep caep’KMBaoLero
rnopora B NakeTBax;

- drop — naket byaeT oTOpOLIEH, KOTAA KKOP3UHA»
nepenosiHUTCA;

- policed-dscp-transmit — npu nepenoaHeHNN KKOP3UHbIY,
3Ha4yeHue DSCP byaeTt nepeonpeseneHo.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanuTb WwabnoH HaCTPOEK PeryiMpoBaHnsa CKOPOCTH
KaHasna 13 npaBuaa Knaccudurkaumm tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npoguns qos tail-drop

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum npoduna qos tail-drop:
console# configure
console (config) # qgos tail-drop profile profile id
console (config-tdprofile) #

v

3HaueHUsa IMMUTOB, 6IM3KMX K MAKCMMAJIbHbIM, MOXXHO UCMNOJ1Ib30BaTb, TO/IbKO €C/IU pacluupeHne
nammuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOA4HbIX o4Yepeanx.
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Tabnunua 318 — KomaHabl pexkuma KoHpurypaumnm npoduns qos tail-drop

no port-limit

limit: (0..5902)/88

MES5324:
limit: (0..7640)/108

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymoa4aHuro
port-limit /imit MES23/33/35xx: 3afaTb pa3mep NaKeTHOro pasaensieMoro nysaa Ana nopra.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

queue queue_id [limit
limit] [without-sharing |
with-sharing]

no queue queue_id

MES23/33/35xx:
limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

MN3MeHWUTb NapameTpbl ouepeam:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToOB B OYepeay;

- without-sharing — 3anpetutb goctyn Kk o6wemy nyny;
- with-sharing — paspewwTb gocTyn K 0bwemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

lpumep Hacmpoliku tail-drop profile u Ha3HayeHue e2o Ha nopm

CospgaHue tail-drop profile:

console (config) # gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

HasHauyeHwue tail-drop profile Ha nopT:

console (config) # interface
console (config-tdprofile) #

Gigabit Ethernet 1/0/1
gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, 2pynnsi nopmos

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm uHtepoderica Ethernet, rpynnel nopros:

console (config-if) #

Tabnnuya 319 — KomaHgb! pexkuma KoHpurypauum nHtepdelica Ethernet, rpynnel noptos

KomaHda

3Ha4yeHue/3HayeHue
o yMon4YaHuo

Aeiicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumsonos

HasHauntb MHTepdeicy cTpatermto KnaccupuKkaumm Tpaduka.

- deny-any — ot6pocuTb TpaduK, He nonagatowmii noa aencrene
NOANTUKM;

- permit-any — pa3peLlmnTb NpoxXoXaeHue Tpaduka, He
nonajaroLero noj AencTBme NONUTUKM.

Ypanutb cTpateruio knaccuduraumm tpaduka c nHtepdeiica.

traffic-shape
committed_rate
[committed_burst]

committed_rate:
(64..1000000) kbUT/C;

committed_burst:
(4096..16762902) 6aiiT

YCTaHOBWUTL OrpaHnYeHme CKOPOCTU ANA ucxoaawero Tpaduka
yepes MHTepdeiic.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3mep caeprKMBatoLLEero nopora
(orpaHuuyeHue ckopocTu) B HanTax.
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no traffic-shape

CHATb OrpaHMYeHne CKOPOCTH UcxoasLLero Tpaduka Yepes
UHTepdeiic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(36..1000000) kbUT/C;
committed_burst:
(4096..16769020) 6aiit

YCTaHOBUTb OrpaHUYeHne CKOpoCTU TpadurKa Yepes uHTepdeic
L8 ucxoasallen ovepegm.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KbuT/c;

- committed_burst — pa3mep caeprKMBatoLero nopora
(orpaHuueHue ckopocTu) B HanTax.

CHATb OrpaHMYeHne ckopocTu TpaduKa Yepes uHTepodelic ana
ncxoasuLen oyepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNOYEHO

BKAtounTbL 6a30BbI MeXaHW3M (oS AN UHTepdelica.

- €c0S — NopT AosepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HayeHunto DSCP B IPv4/IPv6-nakeTtax;
- cos-dscp — nopT AoBepsAeT 060MM ypOBHAM, oaHako DSCP
umeet npuopuTteT Hag 802.1p.

BbIKMOUMTb 6a30BbIM MexaHM3M oS g5 UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..10000000)
KbuT/C;
burst: (3000..19173960)
6anT/128 KbanT

YCTaHOBUTb OrpaHMYeHre CKOPOCTU AR BXoaswero TpaduKa.

CHATb OrpaHMYEHNe CKOPOCTH BXOAALLEro TpaduKa.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:(125..

19531250)pps

burst_pps:(1..
19531250)packet

YCTaHOBWUTb OrpaHUYEHNE CKOPOCTM ANA BXOAALLEero TpaduKa B
pps.

CHATb OrpaHUYeHne CKOPOCTU BXoAsLLero TpaduKa.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHOoBUTL 3HaYyeHne CoS no ymonyaHutio gns nopta (CoS,
NPYMEHsIeMbII 15 BCEro HETErMPOBAHHOIO TpaduKa,
npoxoaAalero yepes nHtepdeiic).

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Vian

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KoOHoUrypaumnm nutepdemnca VLAN:

console (config-if) #

Tabnunua 320 — HacTpoliika QoS

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qoOs Cos egress cos

NO (Os Cos egress

cos: (0..7)/0

YCcTaHOBWTbL 3HaYeHMe napameTpa nonsa npuoputeta 802.1p gna
MCXOAALLEro TErMPOBAHHOIO Tpaduka, popmupyemoro
LeHTPaNbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

KomaHOwbI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 321 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show qos

MokasaTb pexunm QOS, HaCTPOeHHbIN Ha ycTpolicTBe. B 6azoBom
pexXunme NokasblBaeT «40BEepPeHHbIN» pexnm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBOsIa

MoKasaTb CNUCKK KpUTepueB Knaccudukaumm Tpadmka.
/| [eiicTByeT TONbKO ANnA pexuma qos advanced.
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show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumsona

MokasaTb npaBuaa Knaccudurkaumm Tpadmka.
/| [DeiictByeT TONbKO ANA pexuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumsona

MoKa3aTb HAaCTPOWKM CpegHeit CKOPOCTU U OrpaHUYeHns
nosIocbl NPONyCcKaHWA A8 NpaBua Knaccupukaumm tpaduka.
/  Deiicteyet TonbKoO ANA pexuma qos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb QoS-napameTpbl ana nHTepdelica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdeiicos Ethernet gl;

- te_port — Homep uHTepoencos Ethernet XG1-XG24;

- fo_port — Homep uHTepodeincos Ethernet XLG1-XLG4;

- group — HOMep rpynrbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeaeit MHTepdeiica;

- queueing — anroputm 06paboTkm ouepeaeli (WRR unm EF),
Bec ana WRR-ouepegeit, knaccol 0b6cnykunsaHua gna oyepesen
n npunoputet gna EF;

- policers — ckoHOUryprpoBaHHble cTpaTernu Knaccubukalmm
TpaduKa gns uHTepdelica;

- shapers — orpaHuyeHune ckopocTK Ans ucxogallero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MNMokasaTb MHOPMaLMIO O 3aMeEHE MOoJIeN B NAKeTax,
mcnonb3yembix QOS.

- dscp-queue — Tabauua coorsetcTemA DSCP 1 ouepesels;

- dscp-dp — Tabanua cootsetcTBuna meTok DSCP 1 npuopuTteTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabnunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop

MpocmoTpeTb napametpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MpocmoTpeTs tail-drop MHGOPMaLMIO MO KOHKPETHOMY MOPTY
(Bcem noptam).

show qos tail-drop unit
unit_id

unit_id: (1..8)

MNpocmoTpeTs tail-drop MHGOpMmaLMio MO KOHKPETHOMY
YCTPOWCTBY B CTEKE.

show ip tx-priority

MpocmoTpeTb MHPOPMaLMIO O MapKnpoBKe TpaduKa,
bOpMUPYEMOTO LLEeHTPasIbHBIM NPOLLECCOPOM.

[pumep 8b1M10HEHUS KOMAHO

= Brkawountb pexkum QoS advanced. Pacnpeaenntb Tpaduk no ovyepeasam, naketbl ¢ DSCP 12 B nepsyto
oyepeab, naketbl ¢ DSCP 16 Bo BTOpYt0. Bocbmasa ovepeab — npuoputeTHada. Co3gaTb cTpaTerunto
Knaccudmraumnm Tpadmka no cnucky ACL, paspelsarowwemy nepegady TCP-naketos ¢ DSCP 12 1 16 u
OrpaHNUYMNBAIOLLYIO CKOPOCTb — cpeaHAa ckopocTb 1000 K6uTt/c, nopor orpaHuyeHma 200000 6aitr.
Mcnonb3oBaTb AaHHYHO cTpaTernio Ha uHTepdelicax Ethernet 14 u 16.

console#
console# configure
console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# qgos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit
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console (config) # interface tengigabitethernet 1,/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input

console (config-if) # exit

console (confiqg) #

5.34.2 Cmamucmuka QoS

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexunma rnobanbHoOM KOHOUrypaumm:

console (confiqg) #

Tabnnua 322 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumBonos;
no ymonyanumio QoS-
CTaTUCTUKA OTK/OYEHA

BKkAtounTb QOS-CTAaTUCTUKY NO OrPaHUYEHMI0 NONOC
nNponycKaHus.

OTKNOUMTb QOS-CTAaTUCTUKY NO OFPAHMUYEHMIO NOOC
nNponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHMe Mo YMONYAHUIO:
set 1: Bce NnpuopuTEThI, BCE
oyepeam, BbICOKUI
npuopuTeT cbpoca.
set 2: Bce MpMOPUTETHI, BCE
oyepeam, HU3KUM
npuopwutet cbpoca.

BKAtounTb QOS -CTaTUCTUKY A/1A BbIXOAHbIX o4yepesent.
- set — onpepenset Habop cYETYMKOB;

- queue — onpegenaeT UCXOAALLYIO ovepesb;

- dp — onpepaenset npuopuTeT cbpoca.

OTKNtoUMTL QOS-CTaTUCTUKY O/15 BbIXOAHbIX OYepesen.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, 2pynnsi nopmos

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm untepoderica Ethernet, rpynnel noptos:

console (config-if) #

Tabnunua 323 — KomaHabl pexkuma KoHpurypauum uHtepdelica Ethernet.

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHoa

BkntoumTb cbop QOS-cTaTUCTUKM Ha UHTepdelice.

- policy-map_name — cTpaTerusa KnaccuduKkaumm Tpadpuka;
- class_map_name — cnucok Kputepues KnaccuduKaumm
TpaduKa.

OTKAOUUTL c6op QOS-CTAaTUCTUKM Ha MHTepdeiice.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJI0B;
Mo ymonyaHuto cbop
QOoS-CTaTUCTUKM
OTK/ItOYEeH

no qos statistics policer
policy_map_name
class_map_name
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 324 — KomaHab! pexkuma EXEC

3HaveHue/ 3HayeHue .

KomaHoa / Aelicmeue
no ymon4aHuro

clear qos statistics — OumncTnTb cTaTUCTUKY QOS.

show qos statistics — MokasaTb cTaTMCcTUKyY QOS.

5.35 KoHdurypauma npoToKo10B MapLupyTU3aumm

5.35.1 KoHjpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyeckan mapLipyTmsauma — BUA MapLLpyTU3aLmMn, Npu KOTOPOM MapLLIpyTbl YKa3blBAtOTCA B ABHOM
BUAE NMPU KOHPUTYpaLUM MapLLUpyTU3aTopa. Bca mapwpytusauma npy 3ToM NpoucxoauT 6e3 yyacTusa Kakux-
b0 NPOTOKONOB MApPLLPYTMU3ALMMN.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnunua 325 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/ 3HayeHue Neiicmeue
o yMOMYAHUIO
ip route prefix {mask | pre- Co3faTb CTaTMYECKOe MPaBMA0 MapLIPyTU3aLUK.
fix_length} {gateway [met- - prefix — ceTb HazHa4yeHua (Hanpumep, 172.7.0.0);
ric distance] |name name] - mask — macka cetu (B popmaTe feCATUYHOMN CUCTEMDI
| reject-route} ncuncneHus);
- prefix_length — npedurKc macku ceTm (KONMYecTBo eanHUL, B
macke);
prefix_length: (0..32); - gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;
distance (1..255)/1 - distance — Bec maplupyTa;
-name — UMA MapLIpyTa;
- reject-route — 3anpeLLaeT MapLUPYTU3ALMIO K CETU Ha3HaYeHus
Yyepes BCe LU/HO3bI.
no ip route prefix {mask | Y4anuTb NpaBuao 13 TabamLbl CTaTUYECKON MapLIPYyTM3aLUK.
prefix_length} {gateway |
reject-route}

KomaHObI pexcuma KoHgpuaypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config-vrf) #
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Tabnunua 326 — KomaHabl pexkuma KoHdurypaumm vrf

KomaHoa

3HayeHue/ 3HayeHue
o ymon4YaHuro

Aelicmeue

ip route prefix {mask | pre-
fix_length} {gateway [met-
ric distance] | name name]}

prefix_length: (0..32);
distance (1..255)/1

no ip route prefix {mask |
prefix_length} {gateway}

Co3aaTb cTaTMYecKoe NpaBuI0 MapLLPyTM3aLMu.

- prefix — ceTb HazHa4yeHun (Hanpumep, 172.7.0.0);

- mask — macka ceTu (B popmaTe feCATUYHOM CUCTEMDbI
NCYUCNEHMA);

- prefix_length — npeduKc macku cetn (KOAMYeCTBO eanHuUL, B
macke);

- gateway — W03 418 JOCTYNA K CETU Ha3HAYeHus;

- distance — Bec mapLpyTa;

-name — UMA MapLipyTa.

YAanutb Npasuio 13 TabamLbl CTaTUYECKOW MapLUPYTU3aLLUK.

ip default-gateway
{gateway}

—/wno3 no

no ip default-gateway
{gateway}

YMOIYAHUIO He 3a4aH

3afaTb ANA KOMMYTaTOpPa aApec Wako3a No ymonyaHuio yepes vrf.

Ypanutb Ha3HaYeHHbIN ajpec Wwnk3sa no ymoa4aHuto.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 327 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
vrf [vrf-name] | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKasaTb TabnLy MapLIpyTM3aLLMK, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUTEpUAM.

- connected — MoAKOYEHHbI MapLIPYT, TO €CTb MapLIPYT, B3ATbIN
C HENOCPeACTBEHHO MOAK/UYEHHOTO M QYHKLMOHUPYHOLLEro
NHTEpodelica;

- static — cTaTuyeckuit mapLpyT, NPONUCaHHbIN B Tabanue
MapLupyTU3aumm;

- vrf — o061acTb BMPTYanbHOM MapLIpyTU3aL M1, B KOTOPOM
HaXxo4MTCA MapLUpPYT.

[lpumep 8bINOAHEHUA

KOMaHObI

= [loKasaTb TabanLy MapwpyTU3aLmm:

console# show ip route

Codes:

S 10.9.1.0/24
S 10.9.1.0/24
S 172.1.1.1/32

Maximum Parallel Paths: 2
C - connected,
C 10.0.1.0/24 is directly connected, Vlan 1

S - static

[5/2] via 10.0.1.2,
[5/3] via 10.0.2.2,
[5/3] via 10.0.3.1,

(4 after reset)

17:19:18, Vlan 12
Backup Not Active
19:51:18, Vlan 12
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Tabnmua 328 — OnucaHue pesyabTaTa BbIMOAHEHUA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT NPOUCXOKAEHME MApPLLPYTA:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytoLLero nHtTepdeica),
S — Static (cTaTueckuit mapLIpyT, NPONUCaHHbIN B TabauLe maplpyTUsaumum).
10.9.1.0/24 Appec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATMBHAA AMcTaHuuMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOPYy, YEM YUC/IO Bblille, TEM MEHbLUe A0BEPUE K UCTOYHMUKY), BTOpOe
Yncno — MeTpUKa MapLipyTa.
via 10.0.1.2 Onpegenset IP-agpec cregylolero MapluipyTM3aTopa, Yepes KOTopbl MNpoxoauT
o MapLIpyT 40 CeTu.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBEHMA MapLlpyTa (4acbl, MMHYTbI, CEKYHAbI)
Vian 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapPLIPYT 4O CETH.

5.35.2 Hacmpoliika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHM NPOTOKO/, KOTOPbIN NO3BOAAET
MapLpyTM3aTopam AUHAMMUYECKM OOHOBAATb MaplpyTHYO MHPOpPMaLMIO, MoaydYas ee OT COCeAHMUX
MapLpyTM3aTOpPOB. 3TO OYEeHb NPOCTON NPOTOKO/, OCHOBAHHbIN Ha NPUMEHEHUM AUCTAaHLMOHHOIO BEKTOPA
MapLwpyTmsaumn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoTokon, RIP nepuvoauyeckn nocblnaet obHoBAeHMSA
MeXay coceaamu, CTpos, TakMm o06pa3om, TOMONOIMIO CeTU. B KaKaom OO6HOBNEHWWM nepepaeTcs
nHbopmauua O AMUCTaHUMKM [0 BCeX CeTel Ha CoCcefHWM MaplipyTusatop. KommyTtatop noaaeprkvsaeT
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkume rnobasbHOM KoHUrypaumm:
console (config) #

Tabnnua 329 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue »
KomaHoa / Aelicmeue
o ymon4aHuro
router rip Boitu B pexknm kKoHdurypauum npotokona RIP.
no router rip Yaanute rnobanbHyto KoHdurypauuto npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnunua 330 — KomaHabl pexkuma KoHpurypauum npotokona RIP

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmesue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWTb 3Ha4YEHME METPUKM, C KOTOPOW ByayT
aHOHCMPOBATLCA MapLIPYTbl, NONyYEHHbIE APYIrMMU
NPOTOKONaMMK MapLpyTU3auun. bes napameTpa yctaHaBiMBaeT
3HaYeHue No YMONYaHUIo.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YcTaHoBUTb IP-agpec nHTepdeiica, KoTopsbiit byaeT y4acTBOBaTb
B NpoLecce MapLupyTU3aLmun.

no network A.B.C.D MHTepdeiica Ypanutb IP-agpec uHTepderica, KoTopblit byaeT y4acTBoBaTb B
npovuecce MapLpyTM3aLmu.
redistribute {static | con- Paspewntb aHoHCcMpoBaHWe mapLupyTos Yepes RIP.
nected } [metric transpar- - 6e3 NapameTpoB — 03Ha4aeT, YTo HByAeT UCNO/b30BaATHCA
ent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauvaeT, 4To 6yAeT NCNONb30BaATLCSA
- MEeTpPMKa U3 TabnLbl MapLIpyTU3aL MK,
no redistribute {static | 3anpeTnTb aHOHCMPOBAHUE CTaTUYECKUX MapLupyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLLaeT UCNONb30BaTb METPUKY U3
parent] TabAnupbl mapLupyTU3aLum.
redistribute ospf [id] [met- Paspewntb aHoHcuMpoBaHue OSPF mapwpyTos Yepes RIP.
ric metric | match type | - id — npeHTuduKaTop npouecca OSPF;
route-map id: (1-65536) - type — npon3BoAUTb aHOHCMPOBAHME TONbKO A1 YKa3aHHbIX
route_map_name] metric: (1..15, Tnos OSPF mapwpyTos;

no redistribute ospf [id]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name: (1..32)

- route-map_name — NpPou3BOANTb aHOHCUPOBAHWNE
MapLUpPYTOB Nocse Ux GUAbTPaLLMM Yepes YKasaHHyLo route-
map;

3anpeTntb aHoHcMpoBaHUe mapwpytos OSPF yepes RIP. B

[metric metric | match type cumBona C/nlyyae yKa3aHWA NapameTpa BO3BpaLLAeT ero 3Ha4yeHue no
| route-map YMONYaHMIo.
route_map_name]
redistribute bgp metric Pa3pewuntb aHoHcMpoBaHUe BGP mappyTtos Yyepes RIP.
[metric | transparent] - metric — 3HaYeHVe MeTPUKU AN UMMOPTUPYEMBIX
MapLIpyTOB;
metric: (1..15, - metric transparent — o3HauaeT, 4To 6yAET NCNONBL30BaATLCA

no redistribute bgp metric
[metric | transparent]

transparent)/1

MEeTpMKa U3 TabnLbl MapLLpyTU3aL UK.

3anpeTntb aHOHCMpOBaHUe mapLupyTtos BGP uepes RIP. B
Cnyyae yKa3aHWA NapameTpa BO3BpaLLAeT ero 3Ha4yeHue no
YMON4YaHMI0.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewntb aHoHcMpoBaHue IS-IS mappyTos yepes RIP.
- level — ycTaHOBWTb, U3 KaKoro ypoBHs IS-IS byayT
QHOHCMPOBATHLCA MApPLUPYThI;

- match — npon3BOANTbL AHOHCUPOBAHME TONbKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos.

3anpeTnTb aHOHCMpPOBaHWe mapLpyTos IS-IS yepes RIP. B
CNyyae yKasaHua napameTpa BO3BpaLLLAET ero 3HayeHue no
YMONYAHMIO.

shutdown

no shutdown

—/BKNtOYEHO

BbIKNOUMTL Npouecc mapLupyTusauum no npotokony RIP.

BKAtounTb Npouecc mapLipyTtusaumm no npotokony RIP.

passive-interface

no passive-interface

—/BKtOYEHO

OTKNOUUTL 0BHOBNEHMA MapLIPYTU3aALUK.

BKAIOUUTL O6HOBNEHWA MapLLPYTU3aLUK.

default-information origi-
nate

no default-information
originate

—/MapupyT He
reHepupyercs

leHeprpoBaTb MapLLPYT MO YMOYAHUIO

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 331 — KomaHab! pexkuma KoHdpurypaumm nntepdelica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BKAOYEHO

BbIkOUMTb Npouecc mapLpytusauunm no npotokony RIP Ha
AaHHOM MHTepdeiice.

BkatounTb NnpoLecc mapipytmsaumm no npotokony RIP Ha gaHHOM
UHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

no yMO/YaHuIo
oTnpaBKa 06HOBNEHMIA
BK/IIOYEHA

BbIKNHOUYMTL OTNPABKY 06HOBAEHWUI HA UHTEpdElice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMELLLEHME K METPUKE.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonuyanutio
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY AN1A MapLUpyTa NO YMOJYAHUIO
TpaHcaupyemoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo YMONYAHUIO
ayTeHTUdMKaumA
OTK/II0YEeHa.

BKatounTb ayTeHTUdMKaumto B RIP n onpeaenser ee tun:
- text — ayTeHTUMKALMA OTKPLITbIM TEKCTOM;
- md5 — ayteHTUdunKauumn MD5.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
C“MBO/I0B

Onpenenntb Habop KNtOYEN, KOTOPbIN MOXKET UCNONb30BaTbCA
4NA ayTeHTUdUKaLmuu.

YCTaHOBUTb 3HAYeHMe Nno YMO/THaHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpenennTb KNOY A5 ayTEHTUGUKALUM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTaHoBWTb cTaHAapTHbIN IP ACL Ana dunbTpaLmnm aHoHCMpyeMbIxX
MapLLpPYTOB.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 332 — KomaHgb! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHbopmaymio o RIP-mapwpyTusaumm:
- database — nHpopmaumna o HacTpolikax RIP;

- statistics — cTtaTucTuyeckue gaHHble;

- peers — MHbOPMALMA yHaCTHUKA CETU.
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[Tpumepbl UCNoAb308GHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTU-

dukaumio MD5 yepes Habop Kntoden mykeys:

console#
console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMWYECKOM MapLIpyTM3aLUumM, OCHOBaHHbIN Ha TEXHO-
JIOrMK OTC/IeXKMBaHMA COCTOAHUA KaHana (link-state technology) 1 ucnonbayowmii Ana HaxoXKAeHUs KpaTyan-
wero Nyt anroputm Lerkctpbl. MpoTtokon OSPF npeactasnset coboi NPOTOKON BHYTpPeHHero wntosa (IGP).
MpoTtokon OSPF pacnpoctpaHaeT MHGOPMaUMIO O AOCTYMHbIX MapLIPyTaxX MeXAy MapLlpyTM3aTOpaMmn OL4HOM

aBTOHOMHOWM CUCTEMDbI.

YCTpoicTBO NoAAepKMBaET OAHOBPEMEHHYIO PabOTy HECKONIbKMX HE3aBUCUMbIX 3K3EMMNSAPOB NpoLec-
coB OSPF. HacTtpoiika napameTpoB 3k3emnnapa OSPF npousBoauTca NyTem yKasaHuA uaeHTUdMKaTopa K-

3emnnsapa (process_id).

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 333 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

router ospf [process_id]
[vrf vrf_name]

no router ospf [process_id]
[vrf vrf_name]

process_id: (1..65535)/1
vrf_name: (1..32)
cumBona

BkaounTtb MmappyTtmusaumio no npotokony OSPF.
3apaTtb naeHTMdUKaTOp Npouecca.

BbIKNOUMTE MapLUpyTM3aumio no npotokony OSPF.

ipv6 router ospf [pro-

BkntoumTb mapwpyTtursaumio no npotokony OSPFv3.

cess_id] . 3afaTb MaeHTUdMKaTOp Npouecca.

" process_id: (1..65535)/1
no ipv6 router ospf [pro- BbIKNtOUNTb MapLupyTM3aumio no npotokony OSPFv3.
cess_id]

ipv6 distance ospf {in-
ter-as | intra-as} distance

distance: (1..255)

no ipvé6 distance ospf {in-
ter-as | intra-as}

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana maplpytos OSPF,
OSPFv3.

- inter-as — agna BHEWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW CUCTEMBI.

BepHyTb 3HaYeHWA N0 YMONYAHUIO.

KomaHObl pexcuma npoyecca OSPF

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#
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Tabnunua 334 — KomaHabl pexkuma KoHpurypaumum npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CMMBOJI0B

PaspewunTb aHoOHCcUMpoBaHWe connected-mapLpyTos:

- metric-type type-1 — umnoptupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKoM Kak OSPF
external 2;

- subnets — no3BonfeT UMNOPTUPOBATL NOACETH.

- metric — 3HaYeHUe METPUKMU A1A UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLLEN
dUNbTPOBAaTL M BHOCUTb M3MEHEHWA B MMNOPTUPYEMblE
MapLLpyTbl;

- name-acl — wuma craHgaptHoro IP ACL, nossosstoLLero
dUNbTPOBATL UMMOPTMPYEMbIE MAPLLPYThI.

3anpeTuTb aHOHCMpOoBaHWe connected-mapwpyTos. B cayuae
YKa3aHus napameTpa BEPHYTb ero 3Ha4eHMe Mo YMOYaHMIO.

redistribute static [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)

PaspewunTb aHOHCUMpPOBaHME CTAaTUYECKUX MapLLPYTOB:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — no3BonseT UMNOPTUMPOBATb NOACETYH;

- metric — 3Ha4YeHne MEeTPUKN 417 MMMNOPTUPYEMbIX MapLU-
pyToOB;

- name-policy — vMA NOAUTUKM WMMNOPTA, MO3BOAAOLLEN

CMMBONOB; dUNbTPOBATL M BHOCUTb M3MEHEHWA B WMMMNOPTUPYemble
name_acl: (1..32) .
MapLpyTbl;
Mmoo - name-acl — wumsa ctaHgapTtHoro IP ACL, nossosstoLLero
dUNbTPOBATb UMMOPTMPYEMbIE MAPLLPYThI.
no redistribute static [met- 3anpeTuTb aHOHCMPOBAHME CTAaTUYECKMX MapLIPYTOB. B ciyyae
ric metric] [metric-type YKa3aHuA napameTpa BEPHYTb ero 3HayeHmne no yMosi4aHuio.
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [subnets]
redistribute ospf id MmnopTtuposatb MapwpyTbl U3 npouecca OSPF B npouecc
[nssa-only] [metric metric] OSPF:
[metric-type {type-1 | type- - nssa-only — ycTaHaB/iMBaeT 3HayeHuMe nssa-only ansa Bcex
2}] [route-map name] MMNOPTUPYEMbIX MapLLPYTOB;
[match {internal | external- - metric-type type-1 — umnopTmpyeT c nomeTKon Kak OSPF
1 | external-2}] [subnets] external 1;
- metric-type type-2 umnopTtupyeT c nomeTkol Kak OSPF
external 2;
id: (1..65535); - match internal — umnopTupyeT mapwpyTbl B Npesenax area;

metric: (1..65535);
name: (0..32) cumBona.

- match external-1 — nmnoptupyet mapwpyTbl TMNa OSPF
external 1;

- match external-2 — umnopTtupyet maplpyTbl Tuna OSPF
external 2;

- subnets — no3BonseT MMNOPTUPOBATb NOACETYH;

- name — NPUMeEHAET YKa3aHHYI NOUTUKY MMMOPTA,
no3BonatoLyo GUALTPOBATb U BHOCUTb USMEHEHMUA B
MMNOPTUPYEMbIE MApPLLPYTbI;

- metric — ycTaHaBAMBAET 3HAYEeHWe METPUKM oA
MMNOPTUPYEMbBIX MAPLLPYTOB.
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no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

3anpeTnTb MMNOPT MapLpyToB 13 npouecca OSPF B npouecc
OSPF. B cnyyae yKa3aHWA napameTpa BepHyTb ero 3Ha4eHue no
YMOAYaHUIO.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CMMBO/IOB

PaspelwunTb aHOHCMpPOBaHWE MapLUPYTOB, NOYYEHHbIX NO
npotokony RIP:

- metric-type type-1 — umnoptupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKol Kak OSPF
external 2;

- subnets — no3BonfeT UMNOPTUPOBATL NOACETH;

- metric — 3HaYeHWe METPUKM ONA UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM WMMNOPTA, MO3BOJIANOLLEN
dUNbTPOBaTb M BHOCUTb M3MEHEHWA B MMNOPTUPYEMblE
MapLLpyTbl;

- name-acl — vms ctaHgapTtHoro IP ACL, no3sonstowero
dUNbTPOBATL UMMOPTMPYEMbIE MAPLLPYTbI.

3anpeTuTb aHOHCMpPOBaHWE MapLLPYTOB, MOAYYEHHbIX NO
npotokony RIP. B cnyyae yKasaHuAa napameTpa BEpHYTb ero
3HaYeHMe NO YMOIHaHUIO.

redistribute isis [/level]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535)

PaspewunTb aHOHCUMpPOBaHWE MapLUPYTOB, NOYYEHHbIX NO
npotokony IS-IS:

- metric-type type-1 — umnopTt c nomeTkol OSPF external 1;
- metric-type type-2 — umnopt c nomeTkol OSPF external 2;
- subnets — no3BonseT UMNOPTUMPOBATb NOACETYH;

- level — yposeHb IS-IS, n3s Kotoporo 6yayT aHOHCMPOBATLCA
MapLpyThbl;

- match — npou3BOAMTb aHOHCMPOBaHWE TONIbKO ANA YKa-
3aHHbIX TUNOB IP-IS mapwpyToB;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — WMA NOAUTUKM MMMOPTA, NO3BOAAIOLLEN
dUNbTPOBAaTL M BHOCUTb M3MEHEHWA B MMMNOPTUPYEMble
MapLpyTbl.

bes napameTpoB 3anpeTnTb aHOHCMPOBaHWE MAPLLPYTOB,
Noay4yeHHbIX Mo NpoToKoy IS-IS. B cnyyae ykasaHua
napameTpa BepHYTb ero 3HayeHne No YMONYaHUIO.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBOJI0B

Pa3pelwmnTb aHOHCMpPOBaHWE MAPLLPYTOB, MOYYEHHbIX MO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — no3BonseT MMNOPTUPOBATL NOACETY;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbBIX MaplLu-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLWLEN
dnUNbTPOBaTb M BHOCUTb U3MEHEHWA B MMMNOPTUPYEMble
MapLLpyTbl;

- name-acl — vms ctaHgapTtHoro IP ACL, no3sonstowero
dUNbTPOBATL UMMOPTUPYEMbIE MAPLLPYThI.
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no redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, MOAYYEHHbIX MO
npotokony BGP. B cnyyae ykasaHWA napameTpa BEpHYTb ero
3HaYeHMe No YMOIHaHUIO.

compatible rfc1583

no compatible rfc1583

—/enabled

BkntoumTb coBmecTumocTb ¢ RFC 1583 (Tonbko ans IPv4).

BbIKAtouMTL coBmecTmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: naeHTnduKatop
MapLipyT13aTopa B
dopmarte IPv4-agpeca

YCTaHOBUTb UAEHTUOUKATOP MapLIPYTU3ATOPa, KOTOPLIN
YHWKanbHO naeHTUdMLMpPYeT MapLipyTM3aTop B npeaenax
0/HOM aBTOHOMHOM CUCTEMbI.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BkAtounTh (0TKAOUKTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(anna IPv4).

Ypnanuto IP-agpec nHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb meTpuKy OSPF-mappyTa.

OTKNIOUUTD PYHKLMIO.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: naeHTndukatop
MapLupyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBWUTb A1 YKa3aHHOW 30HbI TMN stub. 30Ha —
COBOKYMHOCTb CETEN M MapLLpPyTU3aTOPOB, MMEIOLLUX OLMH U
TOT e naeHTudumKaTop.

- no-summary — He oTnpasAATb MHGOPMaLUIO O
CYMMMWPOBAHHbIX BHELUHUX MApLLpPYTaX.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: naeHTndukatop
MapLipyTU3aTopa B
dopmarte IPvi-agpeca;
interval: uenoe
NONIOXKUTENBHOE YNC/IO;

YCTaHOBUTb AN5 YKa3aHHOM 30HbI TMN NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLMIO O
CYMMMPOBAHHbIX BHELHWUX MapLupyTax BHYTPb NSSA-30HbI;

- interval — onpepenseT NPOMEXYTOK BpeMeHM (B CeKyHAaXx), B
TeYeHWe KOTopOoro TPaHCAATOP ByAeT BbINOAHATL CBOU
dYHKUMM Nocne TOro, Kak 06HapYXKUT, YTO TPAHCAATOPOM CTan
APYrol rpaHUYHbIV MapLpyTM3aTop.

- translator-role — onpegenset, Kakum obpasom Ha
MapuwpyTusaTope byaet GyHKLUMOHMPOBATD PEXUM
TpaHcnaTopa (TpaHcnaumm Type-7 LSA B Type-5 LSA):

- always — B npuHyANTENBHOM NOCTOAHHOM PEXKUME;

- candidate — B pexxmMme yyactus B Bbibopax TpaHcAATOpa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: ngeHtuopukaTtop
MaplupyTu3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) cekyHa;
word: (1..256) cumsonos

Co3paTb BUPTYaNbHOE COeANHEHNE MEXAY OCHOBHOMN U
APYrMMU yaaneHHbIMW 061acTAMM, KOTOPbIE UMEIOT MeXaY
HUMK obnacTu.

- hello-interval — ykasatb hello-uHtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHbLIMM
nepefadyamu;

- transmit-delay — ykasaTtb BpemA 3aepKKu;

- dead-interval — yKkasaTb dead-uHtepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKALMA C WMbpPOBaHUEM;

- word — naposb gna ayTeHTUdUKaL MK,

Y[anuTb BUPTyanbHOE CoefMHeHMe.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: uaeHTndukatop
MaplupyTusaTopa B
dopmarte IPv4-agpeca;
cost: uenoe
NONOXKUTENbHOE YNCO

YCTaHOBUTb 3HaYE€HME CTOMMOCTN CYMMAPHOTO MapLUpyTa,
ncnonb3yemoro ans stub- u NSSA-3o0H (ans IPv4).

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BbIK/IOYEHO

BKkntounTb ayTeHTUdMKaALMIO ANA BCeX MHTepdeNncoB AaHHOM
30HbI (gnna IPv4):
- message-digest — c wudposaHnem MD5.

OTKNIOUNTb ayTEHTUOUKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co34aTb CyMMapHbI MapLLIPYT Ha rpaHuue 30HbI (ans IPv4).
- advertise — aHOHCMPOBaTb CO34aHHbIM MAPLLPYT;
- not-advertise — He aHOHCMPOBaTb CO3AAHHbIN MapLLPYT.

Y4anuTb CyMMapHbI MapLUpyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: naeHTnduKatop
MapLipyT13aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumBoNna

YcTaHoBUTb GUABTP Ha MApLLIPYTbI, aHOHCUPYEMbIE B
YKa3aHHY0 30HY U3 apyrux 30H (ana IPv4).

Yaanute GUAbTP Ha MapLIPYTbl, aHOHCUMPYEMbIE B YKAa3aHHYHO
30HY U3 ApYyrux 30H (gna IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)
cMmBona

YCTaHOBUTb GUNLTP Ha MaPLLIPYTbI, aHOHCUPYEMbIE U3
yKa3aHHOW 30HbI B Apyrue 30HbI (ans IPv4).

Yaanute GuabTP Ha MapLIPyTbl, aHOHCUPYEMble U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

area A.B.C.D shutdown

no area A.B.C.D shutdown

A.B.C.D: naeHTndukatop
MaplupyTU3aTopa B
dopmare IPv4-appeca;
—/BKAOYEHO

OTkAtoumTb Npouecc OSPF gnAa 30HbI.

Bkatountb npouecc OSPF ana 30HbI.

shutdown

no shutdown

—/BKNIOYEHO

OTkntoumTb Npouecc OSPF.

Bkatountb npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/IOYEHO

BKAOUNTE CyMMUPOBaHWE MapLLPYTOB ipv4, KoTopble Bbiin
nony4yeHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmunpoBaTb, HO He aHOHCUPOBATb.

OTK/IIOUYUTD CYMMapM3aLLMI0 MapLLPYTOB.

summary-prefix ipvé6 [not-
advertise]

summary-prefix ipvé6 [not-
advertise]

—/BbIK/IOYEHO

BKHOYMTL CYyMMMPOBAHME MApLIPYTOB ipv6, KoTopble Obian
nony4veHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmmnpoBaTb, HO He aHOHCMPOBaTb.

OTKAOYMTb CYyMMapM3aL Mo MapLLPYTOB.

timers spf delay delay

delay: (0..600000)/5000

YCTaHOBWUTL BEIMUYNHY 3a4€PXKKU, NPOU3BOAMMON Nepes,
oyepeaHbIM NocnenoBaTelbHbIM pacyeTom SPF.

no timers spf delay me YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
timers Isa throttle min_in- 3agatb BpemeHHble napameTpbl LSA-TpOTTAMHIa. TPOTTAUHI
terval hold_interval max_in- [EeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPbIX ABNAETCS
terval JIOKaNbHOE YCTPOMCTBO.
- min_interval — MWHUMAanNbHbIN BPEMEHHOW UHTEPBAN MeXAY
min_interval: OBYMA NOCNeL0BaTENbHO OTMNPABAAOLWMMUCA OANHAKOBbLIMM
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — wHTepBan, onpeaenatoLlmin TeKyLee Bpemsa
(0..60000)/0 mc; 3ageprKKu. C Kaxaow HoBOWM nocnenoBatenbHom LSA atoT
max_interval: WHTEPBA/ YMHOXAETCA Ha [1Ba, NOKa He AOCTUIHET 3HA4YeHUn

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbI BpEMEHHOM MHTepBan
MeXay ABYMsA N0oCnef0BaTe/IbHO OTNPABAAOWMMUCA
oAMHaKoBbIMM LSA.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMAJIbHBIV BPEMEHHOM MHTEPBA, C KOTOPbIM
MapuwpyTunsatop obpabatbiBaeT npuHMMaemble LSA.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnnua 335 — KomaHab! pexkuma KoHdpurypaumm nntepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip ospf shutdown

BbIKNtoUMTb MapLupyTM3saymio no npotokony OSPF Ha
nHTepdelice.

- —/BKAIOYEHO
no ip ospf shutdown BkaounTb MmappyTtmsaumio no npotokony OSPF Ha
uHTepdelice.
ip ospf network {broadcast BbibpaTb TMN ceTH:
| point-to-point} - broadcast — wupoKoBeLaTebHaA CeTb C MHOXECTBEHHbIM
—/broadcast O0CTYNoM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOJIOB;
no yMo/YaHuio
ayTeHTUdUKaLMA
OTK/tOYEHa

BKkntounTb ayTeHTUdMKaumio B OSPF 1 onpeaensnet ee Tun. bes
yKa3aHua napameTpoB HyaeT Ucnosb3oBaTbCA ayTeHTUdUKaLMA
C MOMOLLBIO NapoIA, 334aHHOMO OTKPbITbIM TEKCTOM.

- keychain — BkntoyaeT ucnonbzosaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pexxnmom message-digest.

- key_chain — nma Habopa KAyel, Co34aHHOIo KOMaHaoM
keychain;

- null — He ncnonb3oBaTb ayTeHTUPUKALMIO;

- message-digest — ayTeHTUdUKauma MD5 c ucnonb3oBaHue
Habopa Katouell.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumBonos

Ha3HauuTb naponb ana ayteHTUdUKaLMK cocesen, AOCTYMNHbIX
Yyepes Tekywnin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
obpasom, byaeT BHeApEH B 3aro/I0BOK KaXK40ro yXO4ALLEro B
3Ty ceTb NakeTa OSPF B KauecTBe K/Ato4a ayTeHTUDUKALMM.

YpanuTb naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOSHUA KaHaa, KOTOPas ABNAETCA
YC/IOBHbIM MOKa3saTesiem "CToMMOCTU" NepecbiKK AaHHbIX MO
KaHasny.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CEeKyHA;
minimal — 1cek

YCTaHOBWUTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOporo coces, byeT cYUTaTbCA HEAKTUBHbBIM. ITOT UHTEPBAN
[0/MKeH 6bITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHtepsanam otnpasku hello-naketos.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf hello-interval inter-
val

interval: (1..65535)/10

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUM
KOTOPOro mapLupyTusaTop oTnpasnseT cnegytowmin hello-naket

CeKyHA ¢ nHTepdeiica.

no ip ospf hello-interval YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

ip ospf mtu-ignore OTKAOUMTL NpoBepkn MTU.

no ip ospf mtu-ignore —/enabled YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

ip ospf passive-interface 3anpetutb IP-uHTEpdeicy 0bMeHNBATLCSA MPOTOKObHbIMM

COO0bLLEHMAMM C cOCeaAMM Yepes yKasaHHbI pUsnyeckni
—/disabled nHTepdeiic.

no ip ospf passive-inter- PaspewunTb IP-uHTepdeicy o6MmeHMBaTbCA NPOTOKO/IbHBIMU
face coobLLeHnAMM C coceasamu.

passive-interface —/disabled BbIK/IIOYMTb OTNPABKY MPOTOKO/IbHbIX COOBLLEHUI Ana BCex

OSPF-uHTepdeicos.
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no passive-interface

BK/OYMUTB OTNPaBKY NPOTOKO/bHbIX CO0bLLeHNI ans Bcex OSPF-
NHTepdelicos.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBUTL MPUOPUTET MaPLLPYTU3aTOPa, KOTOPLIN
ncnonbsyetca ans sbibopa DR 1 BDR.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5
CeKyHA,

YCTaHOBWUTb MHTEPBA BPEMEHW B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MapLLpyTU3aToOp NOBTOPHO OTNPABUT NAKeT, Ha
KOTOPbII He NOAYYUA NOATBEPKAEHNA O NONYYEHUN
(Hanpumep, Database Description nau Link State Request
nakertbl).

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YCTaHOBWUTb NPUMEPHOE Bpems B CEKYHAAX, Heobxoanmoe gaa
nepesayn NakeTa COCTOAHMA KaHana.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepapetica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 336 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKAKOYEHO

BbIKAHOUMTL MapLupyTU3aumio no npotokony OSPFv3 Ha
nHTepdelice.

BKAouMTb MmappyTtrsaumio no npotokony OSPFv3 Ha
nHTepdelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLupyTU3aTopa B
dopmarte IPv4-agpeca

BkatounTb (oTKAOUMTL) OSPF npouecc ans onpeaeneHHom
30Hbl.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTORHUA KaHana, KoTopas ABAAETCA
YC/I0BHbIM MOKa3atenem "cToMmocTn'" nepecbiNkn AaHHbIX NO
KaHasny.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535)
CEKYHA,

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUMU
KoToporo cocef, 6yfieT cuMTaTbCA HEAKTUBHBIM. ITOT UHTEPBaA
[0/XKeH 6bITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

ipv6 ospf hello-interval in-
terval

interval: (1..65535)/10

YCTaHOBWUTbL MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro MapLipyTM3aTop oTnpasnaseT cneayowmii hello-naker

no ipv6 ospf mtu-ignore

CeKyHA, C MHTep¢el7|ca.
no ipv6 ospf hello-interval YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.
ipv6 ospf mtu-ignore . OTKNtouMTbL NpoBepky MTU.
—/disabled

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apgatb IPv6-agpec cocena.

Ypanute IPv6-agpec cocepa.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YCTaHOBWUTbL NPUOPUTET MApLLpPYTM3aTopa, KOTOPbIU
ncnosb3yertcs gns sbibopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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ipv6 ospf retransmit-inter-
val interval

interval: (1..65535)/5
CeKyHA,

no ipv6 ospf retransmit-in-
terval

YCTaHOBUTb MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLLpyTU3aTop NOBTOPHO OTNPABUT NakeT, Ha
KOTOPbII HE MOAYYMA NOATBEPKAEHUA O NONYYEHUN
(Hanpumep, Database Description naket nau Link State Request
nakertbl).

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 ospf transmit-delay
delay
no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YCTaHOBUTL MPUMEPHOE Bpems B CeKyHAax, Heobxoammoe s
nepeaayn NakeTa COCTOAHUA KaHana.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnuua 337 — KomaHapl pexkmma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

show {ip | ipv6} ospf [pro-
cess_id | vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMMBO/IA

OTo6pa3unTb KoHdurypaumto OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMMBOIA

OTob6pa3unTb nHdpopmaumo 06 OSPF-cocegsax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-apgpec cocepa
vrf_name: (1..32)
cuMMBO/IA

OTob6pa3unTb nHdpopmaumo 06 OSPF-cocese ¢ yKasaHHbIM
aapecom.

show {ip | ipv6} ospf [pro-
cess_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBOIA

OTo6pa3uTb KoHdUrypaumto Bcex OSPF-uHTepdelicos.

show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel_id |
A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
A.B.C.D: IP-appec;
vrf_name: (1..32)
cMmBOIa

OT06pa3unTb KoHUrypaLmuio KoHKpeTHoro OSPF-uHTepdelica.

show {ip | ipv6} ospf [pro-
cess_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary
[vrf vrf_name]]

process_id: (1..65535);
vrf_name: (1..32)
cMMBONIA

OTo6pa3unTb cocTosiHme 6asbl AaHHbIX NpoToKona OSPF.

show {ip | ipv6} ospf vir-
tuallinks [process_id] | [vrf
vrf_name]

process_id: (1..65535);
vrf_name: (1..32)
cumBona

OT06pa3unTb NapameTpbl U TEKYLLEe COCTOAHUE BUPTYaabHbIX
JIMHKOB.

clear ip ospf [process id |
vrf vrf_name process}

process_id: (1..65535);
vrf_name: (1..32)
cumBona

Pa30pBaTb cocenctsa M yaAannUTb COOTBETCTBYHOLWME MapLUPYTbI.
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[Mpumepbl 8bINOAHEHUA KOMAHO

e [okasaTb OSPF-cocenen ana onpeaeneHHoro VRF (vrfl):
console# show ip ospf neighbor vrf vrfl
e [epesanyctutb OSPF-npouecc gns onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoToKon rpaHMYHOrO LWAt03a) ABAAETCA NPOTOKOOM MapLLpyTU3a-
LMK Mexay aBTOHOMHbIMKW cuctemamu (AS). OcHoBHOM pyHKUMen BGP-cuctembl anaetca obmeH nHbopma-
LUMen o 4OCTYNHOCTM CeTel ¢ Apyrumm cuctemamm BGP. UHPopmaLma o AOCTYNHOCTU CeTEM BKAOYAET CIUCOK
aBTOHOMHbIX cucTeM (AS), yepes KoTopble NPoXoauT 3Ta MHGOopMaLMA.

BGP siBnsieTcs NPOTOKO/IOM NPUKIAAHOTO YPOBHSA M GYHKLMOHUPYET NOBEPX NPOTOKOJ1a TPAHCMOPTHOIO
yposHA TCP (nopT 179). Nocne ycTaHOBKM coeauHeHMA nepeaaérca nHdopmaumsa obo Bcex mapLipyTax, npea-
Ha3Ha4YeHHbIX ANA 3KcnopTa. B ganbHelwem nepenaérca Tonbko nHGopmaumnsa 06 usmeHeHuax B Tabamuax
MapLipyTU3aLMK.

! NoapepxKa npoTokona BGP npepocrasnaeTca No IMLEH3UN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobasbHOMN KoHUrypaumm:
console (config) #

Tabnnua 338 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
router bgp [as_plain_id_| BK/IOUMTbL MapLLpyTU3aLMio No npoToKony BGP.
as_dot _id] 3apaTb aeHTUdMKaTop AS 1 NepenTn B pexnm eé
KOHPUryprpoBaHUs
as_plain_id: - as_plain_id — naeHtTMdunKaTop aBTOHOMHOM CUCTEMBI,
(1..4294967295)/1 MCNONb3yEeMbI MapLIPYTU3ATOPOM MNPU YCTAaHOBAEHUMN
as_dot_id: coceficTBa M 0bMeHe MapLUpPYTHON MHPOopMaLmein.
(1.0..65535.65535) - as_dot_id — ngeHtTndurKaTop aBTOHOMHOM cuCTEMbI B 32-
6uTHOM dopmare.
no router bgp OcTaHoBWTb BGP-mapLupyT1saTtop, yAanauTb BClo KOHUIrypaumio
[as_plain_id_| as_dot_id] npoTokona BGP.

KomaHObI pexcuma KoHgu2ypayuu AS

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauum AS:

console (router-bgp) #
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Tabnumua 339 — KomaHabl pexmuma KoHpurypaumm AS

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apaTtb naeHTuduKaTop BGP-maplupyTtunsatopa.

Ypanutb naeHtndukatop BGP-mapwpyTtusaTopa.

bgp asnotation dot

3apelicTBoBaTh cucTemy 0603HaYeHne Homepos AS B popmaTe

—/asplain asdot.
no bgp asnotation YCTaHOBWTb 3HAYEHME MO YMONYAHUIO
bgp client-to-client reflec- /BKnioueHo BK/1OUMTb NEPECHIIKY MapLLIPYTOB, Noy4eHHbIX oT reflector-

tion

KnAneHTa, apyrum BGP-cocegam.

no bgp client-to-client re-
flection

BbIK/NOUMTL NEPECHIIKY MapLIPYTOB, Noay4YeHHbIX oT reflector-
KnveHTa, apyrum BGP-coceaam.

bgp cluster-id ip_add

3apaTb aeHTUdUKaTop Knactepa BGP-maplupyTusaTopa.
B cnyuae, ecnu uaeHTMdUKaTop KNacrepa He
V HacTpoeH, B KauecTBe naeHtudukatopa byaer
MCNoNb30BaTbCA rNobanbHbI uaeHTUdPUKaTop BGP-
mapLupyTMsaropa.

no bgp cluster-id

Ypanutb naeHtMdukatop Knactepa BGP-mapwpytmsaTtopa

bgp transport path-mtu-
discovery

BKkatounTb npoueaypy Path MTU Discovery ans
aBTOmaTuyeckoro onpegenexHma Maximum Segment Size npu
ycTtaHoBneHun TCP-coeguHeHna mexay coceaamu.
BknroueHue Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasnx.

no bgp transport path-
mtu-discovery

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYUTL NPOTOKON BGP, He yaanaa ero
KOHPUrypaumtio.
970 peitcTBue BEeYET 3a co60M pa3pbiB BCEX ceccuii ¢
V BGP-cocegammu 1 o4UCTKY Tabnnubl MapLupyTM3aumm
nportokona BGP.

BKkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apaTb IPv4- unu IPv6-aapec gna BGP-cocena nav nepeitu B
peXunm KoOHOUIyprpoBaHMA CyLLECTBYIOLLErO coceaa.
-ip_add — IPv4- unu IPv6-agpec.
Bo3MmOXKHO ycTaHOB/NIEHUE coCeAcTBa B TOM Yucne U
V yepes IPv6 Link-local agpeca.

Yaanutb KoHdurypauuto gna BGP-cocesa ¢ ykasaHHbIM IPv4-
nnu IPvb-agpecom.

peer-group name

no peer-group name

name: (0..32) cumBona

Co3spatb Peer-rpynny
- name — MmsA rpynnbl

Ypanutb co3gaHHyto Peer-rpynny.

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKazatb Tun IPv4 Address Family u nepesogmT KommyTaTop B
peXkmMm KoHdpurypaumm cootsetcTeytowein Address Family.

BbIKkntounTb cooTBeTcTBYOLY0 Address-Family.

address-family ipv6
unicast

no address-family ipv6
unicast

YKaszatb T1n IPv6 Address Family unicast u nepesectu
KOMMYTaTOp B PEKUM KOHOUIypaLMm COOTBETCTBYIOLLEN
Address-Family.

BbIKntounTb cooTBeTCTBYOLWYO Address-Family.

Ecnu cocepcrso yctaHoBNEHO Ha IPv4-appecax, To npu oTnpaBke maplupytos IPv6 Takomy coceay

V B KauecTBe next-hop 6yaert yctaHoBAEH UCKYCCTBEHHbIN IPv6-agpec, ocHOBaHHbIN Ha IPv4-appece.
Y10o6bl 3TO MU3MEHUTb, HE0B6X0AMMO UCNOIb30BaTb route-map, B KOTOPOI YKa3aTb HeobxoaMMbI
IPv6 next-hop. Mpumep AaHHOIA HACTPOMKKU NpUBEAEH HUXKe.
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[Mpumep co30aHuUA route-map U npusa3Ku ee K BGP-cocedy 0414 UsmeHeHUs Ucxo0auwux mapuwpymoas
IPv6

console (config) #ipv6 route-map test 10 permit
console (config-route-map) #set ipvé next-hop 2030::1
console (config-route-map) #exit

console (config) #router bgp 65500

console (router-bgp) #neighbor 10.0.0.2

console (router-bgp-nbr) #faddress-family ipv6 unicast
console (router-bgp-nbr-af) #route-map test out

B pe3ysibTaTe BbINONHEHMA KOMaHAbI Npu oTnpaBke IPv6-mapwpyTtos coceay 10.0.0.2 3HayeHuWe nona
next-hop 6yaet 2030::1.

KomaHObI pexcuma KoHgpuaypayuu Address-Family

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm Address-Family:

console (router-bgp-af) #

Tabnunua 340 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ipv4_add [mask
mask]

no network ipv4_add
[mask mask]

3apaTb noaceTb, KOTOpPaA aHOHcUpyeTcAa BGP-cocegam.
- ipv4-add — IPv4-agpec noaceTw.
- mask — macka noaceTu.
Ecnn macka He yKasaHa, N0 ymon4yaHuIo OHa 3ajaeTca
V K/1acCoOBbIM METOA,0M afpecauun.

YaanuTb aHOHC AaHHOW NOACEeTU.

network ipv6_add

no network ipv6_add

ipv6_add: X:X:X:X::X/(0-
128)

3agatb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.
- ipv6-add — IPv6-agpec noaceTw.

Y4anuTb aHOHC AaHHOM NoaceTy.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (0..32) cumBona

PaspelnTb aHOHCMPOBaHME connected-mapLupyTosB.

- metric — 3HayeHune aTpnbyTa MED, KOTOpOE byAeT NPUCBOEHO
MMMOPTUPOBAHHBIM MapLLIPyTaMm.

- name — Ha3BaHwue access-list, KoTopblii ByaeT NpuMeHeH K
MapLpyTam.

3al'|peTl/ITb AHOHCMpOBaHMe connected-ma pLwpyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-4294967295);
name: (0..32) cumBona

MmnopTtuposaTtb maplpyTbl RIP B BGP.
- metric — 3Ha4yeHue aTpnbyta MED, KOoTOpOe byaeT NpUCBOEHO
MMNOPTUPOBAHHBIM MapLLpPyTaMm.
- name — Ha3BaHWe CNMCKa access-list, KoTopbin byaeT
NPUMEHEH K MapLupyTam.

’ HepoctynHo gna address-family ipv6 unicast.

3anpeTnTb MMMNOPT MapLLPYTOB 13 npoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-4294967295);
name: (0..32) cumBona

PaspelwnTb aHOHCMpPOBaHWE CTaTUYECKMUX MAPLLPYTOB.

- metric — 3Ha4yeHue aTpnbyTa MED, KOoTOpOoe ByaeT NnpucBOeHO
MMNOPTUPOBAHHBIM MapLLpPyTaMm.

- name — Ha3BaHwue access-list, koTopbIi ByaeT npumeHeH K
MapLpyTam.

3al'lpeTl/ITb AHOHCMpPOBaHME CTaTUYECKUX MapLUPYTOB.
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redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2); name:
(1..32) cumsonos;
mtype: (type-1, type-2);
name: (0..32) cumBona

no redistribute ospf

MmnopTtuposaTtb maplpytbl OSPF B BGP.
- id — naeHTndmkaTop npouecca OSPF.
- metric — 3Ha4yeHue aTpubyta MED, KoTOpoe byaeT NpUCBOEHO
MMMNOPTUPOBAHHBIM MapLLpPyTaM.
- type — Tvn OSPF-mapLipyToB, aHOHCcMpyembix B BGP.
- name — Ha3BaHWe CNUCcKa access-list, KoTopblii byaeT
NPUMEeHEH K MapLupyTam.
- mtype — TMn meTpukun Ex1 nam Ex2.
V B cnyuyae c address-family ipv6 unicast

noapasymesaetca OSPF3.
3anpeTuTb MMNOPT MapLIpPyTOB 13 NpoTokoaa OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name] level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMMBO/IA

no redistribute isis

MmnopTuposaTtb mapwpyTsl 13 IS-I1S B BGP.

- level — ycTaHOBUTb, M3 KaKoro ypoBHA IS-IS byayT

QHOHCUPOBATLCA MAPLUPYThI;

- match — npoun3BoAWTb AaHOHCUPOBAHME TONbKO ANA

YKa3aHHbIX TUNOB IS-IS mapwpyTos;

- metric — 3Ha4YeHWe MeTPMKU ANA UMNOPTUPYEMbIX

MapLUpyTOB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopblii bygeT

MCMOAb30BaH ANa GUAbTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
' HepoctynHo pna address-family ipv6 unicast.

3anpeTnTb UMNOPT MapLIPYTOB U3 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdpurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnua 341 — KomaHab! pexnuma KoHpurypaumm BGP-coceaa

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BK/IIOYNTb OTPaHMYEHNE KOIMYECTBA NPUHUMAEMBIX
mapLupyToBs ot BGP-cocepa.

- value — MaKcMManbHOE KOIMYECTBO NPUHUMAEMbIX
MapLUpPYyTOB.

- percent — NPOLLEHT OT MaKCMMasIbHOTO KOMYecTBa
MapLLpYyTOB, MO JOCTUMKEHUM KOTOPOTO OTNPAaBAAETCA
npeaynpexaeHue.

- second — BpeMeHHOI NPOMEKYTOK (B CeKyHAax), no
MCTEYEHMIO KOTOPOro NPOUCXOANT MepenoaKIloUeHne, ecam
ceccus bbina pasopBaHa U3-3a NPEBbILLEHUA KOIMYECTBA
MapLLpPyTOB.

- type — Ha3HayaeT AelCTBUE BbINMONHAEMOE NPY AOCTUNKEHUN
MaKCMMa/IbHOrO 3HaYeHMsA — PaspblB ceccum <restart> nan
oTnpaBKa NpeaynpexaeHusa <warning-only>.

BbIKNHOUNTL OrpaHMYeHne KoNMYecTBa NPUHNMaEeMbIX
mapuwpyTos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHa;
with-sec: (0-65535)/30
CeKyHA,

3afaTb BpeMeHHble UHTepBabl.

- adv-sec — MUHUMaNbHbIA MHTEPBAN MEXKAY OTNPABKOM
UPDATE coobuieHni1 04HOro U TOro e MapLupyTa.

- With-sec — MMHUMaNbHbIN UHTEPBAN MEXAY
QHOHCMPOBAHMEM MapLLpPyTa U ero nocieayoLmnm ae-
AHOHCUPOBAHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6biTb 60NbLIE NN paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpbIe A0/KHbI 6bITb aHOHCMPOBAHbI
coceaHum BGP-mapuwpyTtusatopam, pacnpeaenatorca no
HecKkonbknm UPDATE-coobuweHnam. Mexay oTnpaBKoM 3TUX
UPDATE-coobueHu1I BbIAEPKMBAETCA CNyYaliHbI BPEMEHHOW
WHTEPBa/ TakKMM 06pa3om, YTobbl obLiee Bpema mexay
06HOB/IEHMEM MapLLPYTOB B I0KaNbHOM Tabavue BGP n
oTtnpasKow nocnegHero UPDATE-coobLieHUs He NpeBbILano
advertisement-interval unum as-origination-interval B cnyyae
OTNPaBKM JIOKabHbIX (MapLpyTbl U3 IOKanbHOW AS)
MapuwpyToB B eBGP-coeamHeHnn. Takum o0b6pasom, Kaxaplil U3
MapLpPyTOB MOXKET UMETb CIY4aNHYIO BENNYMHY 3a4ePKKU
QHOHCUPOBaHMA.

- TouHoCTb paboTbl Taimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucut ot
MaKCMMaNbHOTrO 3HaYeHUA 06Oro U3 ITUX TPEX TaliMepoB,
HacTpoeHHbIX Ha BGP-mapLlupyTnsatope (yunTbiBatoTcs
Talimepsbl, HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3HaueHus
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MapLLPYTOB,
CKOHOUIYpMPOBaHHbIX HA YCTPOWCTBE, AUCKPETU3NPYIOTCA
MHTepBanom B 1/255 oT HanboblIEero HaCTPOEHHOTO
3HaYeHuA. YBeMyeHne MakCUManbHOro 3HayeHus byaet
NPUBOAUTD K YBEIMYEHMIO HYAaCTOTbl AUCKPETM3aLMn TalMepoB
W, COOTBETCTBEHHO, K MOHWUKEHWIO TOYHOCTU X PaboTbl.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3afaTb BpeMeHHOM UHTepBan mexay otnpaskon UPDATE
COO0DbLEHMIT OAHOTO W TOTO }Ke MapLIPyTa, UCMOb3YeTca AN
AHOHCA IOKaNbHbIX (MApLWpPYTbl M3 NOKanbHOM AS) MapLIpyToB
eBGP cocegam.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CEKYHA,

3aaTb BPEMEHHOMN MHTEPBAJ, MO UCTEYEHMIO KOTOPOTO
BO30OHOB/IAETCA NOMbITKA co3AaTh BGP-ceccuio ¢ coceaom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

next-hop-self

no next-hop-self

— /BbIK/OYEHO

BkntounTtb nogmeHy 3HaveHua atpmbyta NEXT_HOP Ha
NIOKaNbHbIN aApec mapLpyTusaTtopa.

OTKAtounTL NnogmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3apaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOWM HAXoamMTCA
BGP-cocea. YcTaHOBNAEHME cOCeACTBA HEBO3MOXKHO, NOKA
cocefly He HasHayeH Homep AS.
370 AeicTBUE BIEYET PaspbiB CECCUM C COCEA,0M U
V OUMCTKY BCEX NPUHATbIX OT HEro MapLIPYTOB.

YaanuTtb naeHTMdunKaTop cocegHet aBTOHOMHOM CUCTEMBI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 ceryHa;
keepalive: (0-21845)/30
CeKyHA,

3apaTb BpemeHHble MHTepBabl.
- holdtime — ecnu B TeyeHue 3TOro BpemeHu He byaeT
npuHaTo keepalive-coobuieHune, To coeanHeHUe ¢ cocefom
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobLIeHMA.
3HaueHus holdtime u keepalive onxHbI 6bITb IM60
V o6a paBHbI Hy/0, 1M60 06a 60bLUe HyNA.
holdtime gonxeH 6biTb 60nbLIE UK paBeH
keepalive.
- Ecnm 6bin BbI6paH Talimep hold, KoTopbii HacTpoeH
Ha NOKa/IbHOM MapLUpyTU3aTope, TO UCNONb3yeTcA
NIoKanbHOoe 3HavyeHue Talimepa keepalive;
- Ecnm 6bin Bbi6paH Talimep hold, KoTopblit HacTpoeH
Ha coceAHeM MapLLpyTU3aTope 1 3HaueHue
JIOKa/IbHO HAaCcTpOeHHOro Talimepa keepalive
meHbLe yem 1/3 sbibpaHHoOro Taiimepa hold, To
MCcnonb3yeTcs /IoKa/lbHOe 3HaueHue Talimepa
keepalive;
- Ecnm 6bin BbI6paH Talimep hold, KoTopbii HacTpoeH
Ha coceAHeM MapLUpyTU3aTope M 3HaYeHue
NIOKaNbHO HacTpoeHHoro Talimepa keepalive 6onbwe
yem 1/3 sbibpaHHOro Taiimepa hold, To
MUCNOAb3YETCA Lesioe YUCN0, KOTOPOoe MeHbLUe YeM
1/3 sbibpaHHoro Talimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOM MHTEPBAN YAEPHKAHUA COCeAa B COCTOSHUN
Idle nocne Toro, Kak oH 6bls1 COPOLLEH B 3TO COCTOAHME. 3@ 3TOT
WHTEpPBa BCE MOMbITKM NepeycTaHOBUTb COeAUHEHME C
cocesom BYLyT OTKAOHEHbI.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 cekyHg,

3afaTb BpeMEHHOM UHTepBan Mexay ycTaHoBKoi TCP-
coeguHeHns n otTnpasKoi nepsoro OPEN-coobuweHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

AZMUHUCTPATUBHO BbIKAOYUTL ceccutio ¢ BGP-cocegom m
OYUCTUTb NPUHATbIE OT HEro MapLUPYTbI, HE yAANAA ero
KOHdUrypaumm.

AZMUHUCTPATUBHO BKAOYNTL ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauntb HTepdeic, KOTopbln byaeT MCNONb30BaH B
KauecTBe UCXOAALLEro NPU COEAMHEHUN C COCEA0M.

OTMEeHUTb PYYHYHO HACTPOIKY McxoaaLlero MHTepdeiica,
BK/ILOYAET aBTOMATUYECKUiM BbIbop UHTepdelica.

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAETCA €CAN UCNOAb3YeTCs mesh-
Tonosorua. MNpu Nnoay4yeHnn OT TaKoro KaneHTa BGP-
MapLIPYTOB OHWU He ByAyT NepecbiNaTbCa APYIUM KNANEHTAM.
BGP-mapupyTtusatop asasetca route-reflector'om,
V ecnu xoTa 6bl 0AMH ero coces CKOHGUrypUpPoOBaH Kak
route-reflector knueHr.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

soft-reconfiguration in-
bound

—/disabled

CoxpaHuTb MOJly4eHHble OT coceaa MapLUPYTbl B OTAE/bHOW
obnactv namatu. Meto No3BoAAET NPUMEHWUTL BXOAALLYIO
nonnTuKy "route-map in" ans cocesa 6e3 cbpoca cocencrsa u

V 3anpoca MapLIpyTOB.
Mo ymonuyaHuio paboraetr mexaHusm Route Refresh.
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no soft-reconfiguration in-
bound

OTK/OUYNTb MEXaHM3M COXPAaHEHUA MapLLIPYTOB.

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbIlt ByaeT npumeHeH
K aHOHCUMPYEMbIM UK MPUHUMAEMbBIM MapLUPYTaM.

OtBasathb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — umsa Peer-rpynnbl, KoTopasa byaeT npumeHeHa K

cocegy.
V Hactpoiiku Ha Peer-rpynne umetot 6onee Bbico-
KWUIA NPUOPUTET, YeM HACTPOIKMU Ha cCamoMm coceae.

Yoanute cocefia U3 rpynnbi

address-family ipv4 {
unicast | multicast }

Ykasatb Tmn IPv4 Address Family u nepesecTn KommyTaTop B
pexum KoHdurypauum cooteetcTBytowelt address family

—/unicast ona atoro BGP-coceaa.
no address-family ipv4 { BbIkMOUNTb cooTBeTCTBYOLWYO |IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- BkntoumTb npouenypy Path MTU Discovery ana BGP-coceaa.
ery ’ He noapeprkusaerca Ha IPv6-cocepctse.
—/disabled H

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIKOYEHO

BkatounTb npoTtokon BFD Ha cocepe.
' He noapep:xusaetca Ha IPv6-coceacTBe.

Bbikntountb npotokon BFD Ha cocepe.

password word

no password

word: (1..128) cumBoNOB;
Mo YMONYAHUIO ayTEeHTU-
duKauma oTKAOYEHA

BKAtounTb ayTeHTUOMKaumto Bcex TCP-cermeHToB, MPUHATbLIX
oT BGP-cocega. 3a4aTh Koy ayTeHTUdUKALMM B TEKCTOBOM
BUAe.

[aHHas HacTpoWKa UrHOPUPYeTCA, ecnn gaa ayTeHTUdUKa-
uMu ykasaHa key-chain.

- word — K/to4Y B TEKCTOBOM BUAe.

YCcTaHOBUTbL 3HaYeHue no YMOANYaHULO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTEeHTU-
duKauma oTKNOYEHA

BKkntounTb ayTeHTUdMKauuto Bcex TCP-cermeHTOB, MPUHATDLIX
oT BGP-cocena. 3agaeT Katoy ayTeHTUdGMKaumm B 3awmndpo-
BaHHOM BuAe (Hanpumep, Napob B 3aWMbPOBAHHOM BUAE,
CKOMWPOBAHHbIN C APYroro ycTponcTsa).

[laHHas HacTpoWKa UrHopupyeTca, ecnm gna ayteHTuduKa-
LMK yKasaHa key-chain.

- encryptedword — Knto4 B TEKCTOBOM BUZeE.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo YMONYAHUIO ayTEHTU-
duKauma oTKNOYEHA

3aaTb MMA CBA3KM KNkoYel, KoTopan byaeT MCno/ib30BaThCA
ona ayteHTMduKaumm Bcex TCP-CermeHTOB, MPUHATbIX OT
BGP-coceaa.

- word — VMs CBA3KM KAKoYen.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObi pexcuma KoHguzypayuu Address Family BGP-coceda

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHpurypaumnm Address Family BGP-cocega:

console (router-bgp-nbr-af) #
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HELTEX

Tabnuua 342 — KomaHabl pexmma KoHpurypaummn Address Family BGP-coceaa

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKOUYNTL OrpaHMYeHme KOANYeCcTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — MaKcMmanbHOE KONMYECTBO NPUHUMAEMbIX
MapLIpyTOB.

- percent — NPOUEHT OT MAaKCMMANbHOIO KOIMYECTBA
MapLUPYyTOB, NO AOCTUKEHUM KOTOPOro OTNpaBAseTca
npegynpexaeHue.

- second — BpeMeHHOM NPOMEKYTOK (B CEKYHAAX), NO
NCTEYEHUNIO KOTOPOTro NPOUCXOAMUT NepenoaKkAtoYeHNEe, ecu
ceccun bblna pasopBaHa M3-3a NPEBbILEHMA KOAUYECTBA
MapLIpyTOB.

- type — Ha3HavaeT AeicTBME BbIMOAHAEMOE NPU LOCTUMKEHUN
MaKCMMaNbHOro 3HAaYEHUA — Pa3pbiB ceccum <restart> nau
OTNpaBKa NpeaynpexaeHuns <warning-only>.

BbIK/IIOYMTL OrpaHNYeHMEe KONMYeCTBa MPUHUMAEMbIX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKYH[,

3aaaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHUMa bHbIM MHTEPBAT MEXAY OTNPaBKOW

UPDATE coobLeHnit o4HOTo U TOro e MapLupyTa.

- with-sec — MMHUMaNbHbIN MHTEPBAN MeXAY aHOHCUMPOBAHUEM

MapLupyTa 1 ero noc/eayowmnm ae-aHOHCMPOBaHUEM.
- advertisement-interval goneH 6biTb 60nbLUE MM

V paseH withdraw-interval.

- MapLupyTbl, KOTOpble A0NXHbI 6bITb AHOHCUPOBAHDI
cocegHMm BGP-maplipyTtusaTopam, pacnpeaensiorca
no Heckosnbkum UPDATE-coobweHnam. Mexay
otnpaBKoi 3Tux UPDATE-coob6uieHnii Bbigep»KuBaeTca
CNy4yalHblii BpeMeHHO UHTepBan Takum obpasom,
yTo6bI O6LLEE BpemA mexay obHoBNeHuem
MapLUPYTOB B JIOKanbHOM Tabauue BGP u otnpasKoi
nocnegHero UPDATE-coobLweHuA He npeBbIwano
advertisement-interval unu as-origination-interval 8
c/lyyae OTNPaABKU IOKaNbHbIX (MapLupyTbl U3
NoKanbHoii AS) mapwpytos B eBGP-coeguHeHUU.
Takum o06pasom, Kaxkabliid U3 MapLUIPYTOB MOXKeT
MMEeTb CyYailiHyI0 BeINUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.
- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucur ot
MaKCMMaNIbHOTO 3HauYeHUs N60oro U3 ATUX TPEX
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuuTbiBatoTCA Talimepbl, HAaCTPOEHHble anA Bcex BGP-
cocegeii). Bce 3HaueHuA TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
AUCKPeTU3NPYIOTCA UHTepBanom B 1/255 ot
Hanb0nbLIero HACTPOEHHOro 3Ha4YeHuUsA. YBennyeHue
MaKCMMaNbHOro 3HaueHuA byaer npuBogUTb K
YBE/IMYEHUIO YacTOTbl AUCKPETU3ALMM TaUMEPOB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU MX paboTbl.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3apaTb BpEMEHHOM MHTepBan mexay otnpaskoit UPDATE
COOBLLEHWNI OAHOTO M TOTO e MapLpyTa, MCNO/b3yeTcA ANA
QHOHCA /IOKaNbHbIX (MapLIPYTbl U3 IOKaNbHOM AS) MapLIpyToB
eBGP coceagam.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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route-map name {in |
out}

name: (0..32) cumBona

no route-map name {in |
out}

- name — nma NOAUTUKM route-map, KoTopas 6yaeT npume-
HeHa K coceay B gaHHow Address Family. Mo3sonseT puabTpo-
BaTb U BHOCUTb M3MEHEHMWA B aHOHCUpyemble U NpUHUMAe-
Mble MapLLpyTbl.

YpanuTb NOAUTUKK ¢ aaHHol Address Family.

next-hop-self

BKAtOUNTL NOAMEHY 3HaueHun aTpubyTta NEXT_HOP Ha

no route-reflector-client

—/BK/OUEHO NIOKaNbHbIM agpec mapLupytTusatopa.
no next-hop-self OTKNOUNUTL NoaMeHy aTpnbyTa NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocepa Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTca ecnu ncnonblyerca mesh-
Tononorua. MNpu nony4yeHnn oT Takoro KaneHtTa BGP-mapipytos
—/disabled OHW He byayT NepecbiNaTbCa APYrMM KANEHTAM.

BGP-mapwpyTtusartop asasertca route-reflector'om,
ecnm xota 6bl 04UH ero coces, CKOHGUIYPUPOBaH KaK
route-reflector KnueHr.

Y

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypayuu Peer-epynn

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnunua 343 — KomaHabl pexkuma KoHdurypaumm Peer-rpynn

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);

(restart, warning-only)

no maximum-prefix

second: (30-86400); type:

BKtOUNTL OrpaHMyYeHMe KOANYEeCTBa NPUHMMAEMbIX MAPLLPYTOB
ot BGP-cocepa.

- value — maKkcMmanbHOe KONNYEeCTBO NPUHUMAEMbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMANIbHOTO KOIMYeCTBa
MapLUPYyTOB, NO AOCTUNKEHUM KOTOPOrO OTNpPaBAsAeTcA
npegynpexaeHue.

- second — BpeMeHHOM NPOMEXKYTOK (B CekyHAax), no
NCTEYEHMNIO KOTOPOro NPOUCXOAMUT NePenoaKAUeHNe, ecnu
ceccuna bblna pasopBaHa M3-3a NPEeBbILLEHMA KOAUYECTBA
MapLIpyTOB.

- type — HasHavaeT AelcTBUE BbINOHAEMOE NPU SOCTUKEHUN
MaKCMMaNbHOro 3HaYeHUA — pa3pbiB ceccun <restart> nnu
oTnpaBKa npeaynpexaeHuns <warning-only>.

BbIKNOYNTL OrpaHUYeHME KONNYECTBA NPUHUMAEMbIX
mapLupyTos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CEKYHA,

3apaTb BpemeHHble MHTepBasbl.

- adv-sec — MMHUMa bHbIW MHTEPBAJT MEXKAY OTNPABKOM
UPDATE coobLeHnit o4HOro 1 TOro e MapLupyTa.

- With-sec — MUHUMANbHbIN UHTEPBAN MEXKAY
QHOHCUPOBaHWEM MapLLPYTa U ero NocaeayoLwmm ae-
aHOHCUPOBaHMEM.

- advertisement-interval goneH 6biTb 60nbLIE AN

V paseH withdraw-interval.

- MapupyTbl, KOTOpble A0/MXHbI 6bITb AHOHCUPOBAHbI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no Heckonbkum UPDATE-coobweHnam. Mexay
oTtnpaBKkoi 3Tux UPDATE-coobLieHnii Bbigep)KuBaeTca
c/lyyaiiHblii BpeMeHHOWU MHTepBaa TaKum obpasom,
4yTO06bI 06 EE Bpema mexay 06HoBNeHuem
MapLUPYTOB B JIOKa/ibHOM Tabauue BGP u oTnpaBKoi
nocneaHero UPDATE-coobuieHus He npeBbiwano
advertisement-interval unu as-origination-interval 8
c/lyyae OTNPaBKMU IOKaNbHbIX (MapLIpyTbl U3
NoKanbHoii AS) mapwpytos B eBGP-coeguHeHUU.
Takum 06pasom, Kaxablii U3 MapLUPYTOB MOKeET
MMEeTb CNyYaiiHyI0 BeIMUUHY 3a4EPXKKU
AHOHCUPOBAHMUA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucur ot
MAKCMMaNbHOro 3Ha4eHua ntoboro U3 aITUX TPEx
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuntbiBatoTca Talimepbl, HACTPOeHHble ana Bcex BGP-
cocegeit). Bce 3HaueHus TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
AUCKPETU3MPYIOTCA UHTepBanom B 1/255 ot
Haub6o/bLIero HaCTPOEHHOro 3HaYeHuUA. YBenmueHue
MaKCMMaNbHOro 3HaueHuA 6yaet npuBogUTb K
YBEJIMYEHUIO YaCTOTbl AUCKPETU3ALMM TaliMepoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKYHA,

3azaTb BpeMeHHOM MHTepBan mexay otnpaskoi UPDATE
Co0bLEeHN 04HOMO U TOTO e MapLLpyTa, UCNONb3yeTca Ans
QHOHCa NIOKaNbHbIX (MApLpPYTbl U3 I0KaNbHOM AS) MapLupyToB
eBGP cocepam.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apaTb BpeMeHHOVI WUHTEepBan, No UCTEYEHUIO KOTOPOTo
BO306HOBNAETCA NONbITKa co3aatb BGP-ceccuto ¢ cocepom.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHWIO.

next-hop-self

no next-hop-self

—/BbIK/IOYEHO

BkntounTb nogmeHy 3HaueHusa atpmbyta NEXT_HOP Ha
JIOKa/IbHbIN ajpec mapLipyTusaTopa.

OTKAtOYUTL NogMeHy aTpmbyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3afaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTca
BGP-cocea. YcTaHOBAEHME cOCeacTBa HEBO3IMOXKHO, MOKa
coceay He HazHavyeH Homep AS.

3710 AeiicTBUE BNIEYET paspbiB CECCUM C COCEL,0M U
V OUYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

YaanuTb naeHTMdMKaTop coceagHein aBTOHOMHOM CUCTEMDbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 ceryHa;
keepalive: (0-21845)/30
CEeKYHA

3apaTb BpemMeHHble MHTepBasbl.
- holdtime — ecnu B Te4eHWe 3TOTO BPEMEHU He ByAeT NPUHATO
keepalive-coobuieHne, To coeguHeHe C coceaom
cbpacbiBaeTca.
- keepalive — nHTepBan mexay otnpasKoi keepalive-
CO0b6LLEeHNIA.
3HaueHus holdtime u keepalive A0MKHbI 6bIT NIM60
V 06a paBHbl Hy1O, IM60 06a 60nblue HynA.
holdtime gonxeH 6biTb 60nblue Unu paseH keepalive.
- Ecnu 6bin BbiGpaH Talimep hold, koTopblit HacTpoeH
Ha I0OKaIbHOM MapLLPYyTU3aToOpe, TO UCNOb3yeTcA
NIOKa/ibHOe 3HayeHue Talimepa keepalive;
- Ecnu 6bin BblGpaH Talimep hold, koTopblit HacTpoeH
Ha coceiHeM MapLUpPyTM3aTope U 3HAYEHMUe JIOKA/IbHO
HacTpoeHHoro Talimepa keepalive meHbwe yem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbsyerca
NOKa/ibHOe 3HayeHue Talimepa keepalive;
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHUE JIOKA/IbHO
HacTpoeHHoro Taiimepa keepalive 6onbwe yem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonb3syerca yenoe
4YUCNO0, KOTOPOE MeHblue Yem 1/3 BbiGpaHHOro
Taiimepa hold.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3apaTb BpEMEHHOM MHTEepBaN yAepaHuMsA cocesa B COCTOAHUM
Idle nocne Toro, KaKk oH 6bin cOpoLIEH B 3TO COCTOAHME. 3a 3TOT
WMHTEPBas BCE MOMbITKA NepPeycTaHOBUTbL COeanHeHme C
coce,om 6yayT OTKNOHEHbI.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3apaTb BpEMEHHOM MHTepBan Mexay yctaHoBKoi TCP-
coeanHeHuns n otnpasKkol nepsoro OPEN-coobLeHus.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYUTL ceccum co scemu BGP-
cocefaMun, BXOAALLMMU B cocTas Peer-rpynnbl, 1 ounwaet
NPUHATbIE OT HUX MApPLLPYTbI, HEe YAANAA UX KOHOUTYpaumu.

B KoHbUrypauuio Kaxaoro cocesia, BXOAALLEro B peer-rpynny, 8
KOHTeKCT (router-bgp-nbr) nobasnserca komaHaa shutdown.

AOMUHUCTPATUBHO BKAKOUYUTbL ceccum co scemun BGP-cocepamm,
BXOAALWMMM B COCTaB Peer-rpynnbl. Yaanaetr KOMaHay
shutdown 13 KoHGUrypaunm Kaxaoro cocesia, BXOAALLErO B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTb MHTEpdeic, KoTopbIn byaeT UCNONb30BaH B
KayecTBe MCXOAALLEro NPU COeAMHEHMM C COCEA0M.

FortygigabitEthernet
YE's fo_port(1..8/0/1..4);
fo_port Port-Channel group 11 48):
Loopback /oopback Vlan group: (1..48);
vian_id ] loopback: (1-64);
= vlan-id: (1-4094) > >
no update-source OTMEHWTb PYYHYIO HAacTPOIKY ncxoasallero uHTepoerica,
BK/IKOYaeT aBTOMATMYeCKuii BbiIbop nHTepdelica
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTcsa ecnun nucnonblyercs mesh-
Tononorua. Npu Nofy4eHnn oT Takoro KaveHTa BGP-mapLupytos
—/disabled OHW He byayT NepecbiNaTbCa APYrMM KANEHTAM.

no route-reflector-client

BGP-mapuwpyTtusaTtop asaserca route-reflector-om,
V ecnu xota 6bl 0aMH ero cocep, CKOHGUIYpMpPOBaH Kak
KnuneHt route-reflector.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

CoxpaHuTb NoydYeHHbIe OT coceaa MapLUpyTbl B OTAE/IbHOW
061acTi namaTH. MeToa No3BoAAET NPUMEHUTL BXOAALLYHO
noanTUKY "route-map in" ana cocega 6e3 cbpoca cocencTsa u
3amnpoca MapLIpyTos.

V Mo ymonuaHuio pabotaet mexaHnsm Route Refresh.

OTKAIOYNUTb MEXaHU3M COXPaHEHNA MapLUPyTOB

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbili byaeT NpUMeHeH K
QHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTaM.

OrtsazaTb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IIOYEHO

Bkatountb npoTokon BFD Ha Peer-rpynne.
, | He nopaepxusaetca Ha IPv6-coceacTse.

BbikntounTb NnpoTtokon BFD Ha Peer-rpynne.

password word

no password

word: (1..128) cumBoNOB;
Mo YMOYAHMIO ayTEeHTU-
duKauma oTKAOYEHA

BKAtounTb ayTeHTUdUKaLmMio Bcex TCP-cermeHTOB, NPUHATBIX
oT BGP-cocepga. 3aaaTh K4 ayTEHTUOMKALUUU B TEKCTOBOM
BUaE.

[aHHaa HacTpoWKa urHopupyeTca, ecan AnA ayTeHTUduKa-
LM yKasaHa key-chain.

[aHHasa HacTpoiiKa UrHopUpyeTcA oA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, A8 KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOMKM ayTeHTUbUKaL M.

- word — KNto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
MO YMONHAHUIO ayTEHTK-
dvKauma oTkNoYeHa

BKAtounTb ayTeHTUdUKaumMio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocepa. 3agaeT kaou ayTeHTUdMKALMK B 3aIMpo-
BaHHOM BUAe (Hanpvmep, Naposb B 3aWndpPOBAHHOM BUAE,
CKOMUPOBAHHBIN C ApYroro ycTponcTBa).

[aHHaa HacTpoWKa uUrHopupyeTca, ecan Ans ayTeHTUdmKa-
LMK yKasaHa key-chain.

[aHHasa HacTpoiiKa UrHopUpyeTcA ANA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, ONA KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOWKM ayTeHTUdUKaL M.

- encryptedword — Knto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
MO YMOIYAHUIO ayTEHTU-
duKauma oTKNOYEHA

3afaTtb MMA CBA3KM KAtoyel, KoTopas byaeT MCnonb30BaThCs
ansa ayteHtudumKaumm Bcex TCP-CermeHTOB, MPUHATLIX OT
BGP-coceaa.

[aHHasa HacTpoiiKa UrHOpUpPYeTCA ANA BXOAALMX B HACTPaK-
Baemyto rpynny nupoB, AAS KOTOPbIX MPUCYTCTBYHOT CO6-
CTBEHHbIE HAaCTPOMKM ayTeHTUdMKAL UM,

- word — “MmsA CBA3KU KNo4el.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHWIO.

KomaHObl pexcuma privileged EXEC

Bce KOmaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnuua 344 — KomaHapl pexkmma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MepeycTtaHoBUTb coeanHeHna ¢ BGP-cocegamm, oumiLana npu-
HATbIE OT HUX MapLUPYTbI.

- ip-address — agpec cocegHero BGP-cnukepa, ¢ KoTopbim By-
OeT nepeycTaHOB/EHa ceccus.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip-add — npeduKc noaceT HasHayeHus, No KoTopomy byaeT
oTobpaykeHa noapobHan nHGoOpMaLMA O MapLpyTax 4o Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip-add — agpec cocegHero BGP-cnvkepa, no Kotopomy 6y-
OeT oTUNbTpoBaHa MHPOPMaLUS.

- detail — oT06pas3nTb NOgPO6HYIO MHPOPMaLMIO.

- advertised-routes — o0T06pasnTb TabauLy MapLIPyTOB,
aHOHCMPOBAHHbIX coceay.
- received-routes — 0T06pasuUTb TabavLy NPUHUMAEMbIX

MapLIPYTOB 10 NPUMEHEHUA K HUM BXOAALLEN NONUTUKN.
OT1obpa3unTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMU.

- name — 0T06pa3nTb HACTPOMKM FPyNMbl C UMEHEM hame.
OTob6pa3unTb cocTosawmx B Peer-rpynne coceaen.

show ip bgp peer-group
name

show ip bgp peer-group
name neighbors

5.35.5 Hacmpolika npomokKona IS-1S

IS-IS (intermediate system to intermediate system) — npoToKoOA ANHAMMUYECKON MapLIpyTU3aLMK, OC-
HOBaHHbIN Ha TEXHOJIOTMWN OTC/IEKMUBAHUA COCTOAHUA KaHana (link-state technology) n ncnonbsytowmin ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelkctpbl. MpoToKon IS-IS npeactasnaeT coboi NpoTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMaLUMIO O AOCTYMNHbIX MapLUPYTax MeXAay MapLu-
pyTM3aTOpamMu O4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkume rnobanbHON KoHGUTypaLmm:
console (config) #

Tabnnua 345 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

KomaHda

3anycTuTb IS-IS mappytnsatop. BxoamT B perkum KoHdurypa-
unun npotokona IS-IS.

OctaHoBUTb IS-IS maplpyTtnsatop. Yganaetr KoHoburypauuio
npoTokona IS-1S.

router isis
—/ISIS-mapwpyTnsatop
OTK/ItOYeH

no router isis

KomaHObI pexcuma KoHgu2ypauuu npomokona IS-1S

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxnme KOHUrypaumm npotokona IS-IS:

console (router-isis) #
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Tabnnua 346 — KomaHabl pexkuma KoHpurypauum npotokona IS-1S

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

address-family ipv4
unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/level-1-2

3apaTtb KoY ayTeHTUdMKaLMKM B BuAe TekcTa. Mcnonbsy-
etca gns ayteHTudmkaumm LSP, CSNP, PSNP PDU. [aHHas
HaCTPOMKa UrHOPUPYETCA ecn 1A ayTeHTUDMKaALUK YKa-
3aHa key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, pnsa KOTOpOro nNpPUMEHWUTCA
HaCTpoMKa.

Y4anuTb KoY ayTeHTUOUKaLUK.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CUMBO/IOB;
level: (level-1, level-2)/level-1-2

3afaeT KoY ayTeHTUGUKauun B 3awmdpoBaHHOM BuAE
(Hanpumep, naponb B 3aWMPPOBAHHOM  BUAE,
CKOMWPOBAHHbIN C Apyroro ycTponcTea). Ucnonbayetcsa ans
ayTteHTUdMKaumm LSP, CSNP, PSNP PDU. [laHHasA HacTpoliKa
UTHOPUPYETCA ecn ANA ayTeHTMdUKauMM yKasaHa key-
chain.

- encryptedword — Kntou B 3aliMppPOBaHHOM BUAE;

- level — ypoBeHb IS-IS, AnAa KoToporo npUMMeHUTCA
HacTpoWKa.

YAanuTb KNtoY ayTeHTUdUKaumm.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/level-1-2

3apaTb MMA CBA3KM KAtoyeW, KoTopas OyaeTr Mcnonb3o-
BaTbCA ANA ayTeHTUPUKaumm LSP, CSNP, PSNP PDU.

- word — UMs CBA3KM KAKOYen;

- level — ypoBeHb IS-IS, gna KoToporo npumeHUTCA
HacTpoWKa.

OTKAKOYaeT PeMM MCMO/b30BaHMA CBA3KM Kilouel ans
ayTeHTUdUKaLmMu.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonyanuio
ayTeHTU MKALMA OTKNIOYEHA.

BkntounTb ayTeHTUdMKaumIo B IS-IS u onpepensaeT ee Tmn:
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;

- md5 — ayteHTUdMKauma MD5;

- level — ypoBeHb IS-IS, pgnsa KOTOpOro nNpuUMeHUTCs
HacTpoWKa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

hostname dynamic

Bkaountb noaaepXkKy AuHaMU4eCKmnx hostname.

no is-type

—/BKAKOYEHO
. BbIK/IOUNTL NOAAEPHKKY AMHamMYeckunx hostname.
no hostname dynamic
. 3agatb TMN mapLpyTusaTtopa B IS-IS gomeHe:
is-type {level-1 | level-2- If ol-1 ep 3py o e"p A a 5
- level-1 — Bce B3aumopgeiicTansa ¢ TMMW MapLLpyTU3a-
only |level-1-2} A Apy pupy
TOpaMu NPOUCXOAAT Ha 1 ypoBHe;
- level-2-only — Bce B3aMmoaeincTaus ¢ Apyrumm mapLupy-
—/level-1-2 TM3aTOPaMU NPOUCXOAAT Ha 2 YPOBHeE;

- level-1-2 — ycTpoiicTBO NoaaepK1BaeT B3aMMOLENCTBUA
oboux ypoBHeM.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6aitt

YCTaHOBUTb MaKCMMasIbHO BO3MOXHbI pasmep OTnpasaa-
embix LSP 1 SNP. 3HaueHue Isp buffer size He gonkHo npe-
BbIWATb 3HauYeHue pdu buffer size.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MWUNIUCEKYHA,;
level: (level-1, level-2)/level-1-2

3a4aTb MMHUMANbHBIN MHTEPBaA B MC, MeXay reHepa-
Lumein oaHoM 1 Tol ke LSP.

- second — 3Ha4YeHWe UHTepBasa B MUNINCEKYHAAX, NO
ncTeyeHnn Kotoporo LSP morkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb 419 KOTOPOTrO NPUMEHUM AaHHbIN UH-
TepBan. Eciv He yKasbiBaTb, MHTEPBAN NMPUMEHUTCA K
0601M YPOBHAM.

YCTaHOBWUTb 3HAYeHUE NOo YMOIHaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 cekyHa,;

3a4aTb MaKCMMabHbIM MHTEPBas B CEKYHOAX, MeXay re-
Hepauuen LSP.

- second — 3Ha4YeHWe UHTepPBana B CEKYHAAX, MO UcTeye-
HUM KoToporo LSP 6yaeT 3aHOBO creHepMpoBaHo.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

max-Isp-lifetime second

second: (350-65535)/1200
CeKyHa;

3aaatb Bpems ¥u3sHu LSP.

3HauyeHue J0/1KHO bbITb X0TA 6b1 Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3Ha4YeHWe B CEKYHAAX.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3a4aTb MCMO/Ib3yeMbIlA CTUIb METPUKM.

- Narrow — NoAAep»u1BaTh TONIbKO CTaHAAPTHYO (Y3Kyto)
METPUKY.

-wide — noffepXunBaTbh TONbKO PACLUMPEHHYIO METPUKY.
- both — nopaepxunBatb 06a CTUNA METPUKM.

- level — ypoBeHb, AN1A KOTOPOro NPUMEHUM YKa3aHHbIM
CTU/Ib METPUKK. ECIN He yKa3biBaTb, METPUKA
NPUMEHMUTCA K 060MM YPOBHAM.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

net XX XXXX.XXXX. XX

no net

YcTaHoBWTb Tak HasbiBaemblit NET (Network Entity Title)
afipec — YHWKabHbIN MAEHTUPUKATOP MapLLpyTM3aTopa B
npeaenax IS-IS gpomeHa. Mpu 3anncmu NET mcnonbsyetca
LecTHaALaTepMYHan CMCTEMA CUNCIEHMA.

Y4anutb MaeHTMOMKaTOp MapLupyT1saTopa.

shutdown

no shutdown

—/BKNOYEHO

OTKkAtouMTbL Npouecc ISIS.

Bkatountb npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YCTaHaBAMBAET MHTEPBAN MeXAy ABYMA Noc/iefoBaTeslb-
HbIMM NepecyeTamu anropmTma SPF B MUAAUCEKYHAAX.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YCTaHOBWTb, CKOIbKO pa3 anroputm SPF moskeT 6biTb npe-
pBaH obHoBNeHMem LSDB.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaeT Konnyectso o6HoBAeHUI LSDB, npu KoTopbIx anro-
puT™ SPF ocTaHaBAMBaeTCA U NepesanyckaeTcs

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spf threshold updates-
start number

number: (1-
4294967295)/4294967295

YCcTaHOBUTbL KOMYecTBo 06HOBeHN LSDB, Heobxogumoe
ANA Hemep/ieHHOro 3anycka anroputma SPF (spf interval
maximum-wait Npu SToM UrHopupyetcs).
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no spf threshold up-
dates-start

no max-Isp-lifetime

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af)#

Tabnunua 347 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb umnopT connected-mapwpyTos:

- level — ypoBeHb IS-IS, B KOTOpbIN 6yAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTAM TUN
METPUKM;

- metric — 3Ha4YeHNEe METPUKUN A1 UMMNOPTUPYEMbIX
MapLpyToB;

- name — nmaA ctaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNo/ib30BaH Ana GUAbTPaLUM UMNOPTUPYEMbBIX MapLLpPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetutb MMnNopT connected-mapwpyTos B IS-IS. B ciyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHUe No YMOHaHMIO.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Pa3spelwmnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA
nepepacnpeseneHue mapLipyTos;

- type — YCTaHOBUTb MMNOPTUPYEMbIM MAPLIPYTaM TUM
MEeTPUKY;

- metric — 3HaYeHWe METPUKM ANA UMNOPTUPYEMBIX
MapLUpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbiii byaet
MCNoNb30BaH ANs GUABTPALLUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuab
METPUKM, BCE 3HAYEHMA MeTPUKK Bosblie 63 ByayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMMNOPT CTaTUYECKNX MapLLpyToB B IS-IS. B cayyae
YKa3aHuA napameTpa BEPHYTb ero 3Ha4eHne No yMOSYaHMIO.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewunts umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIpyTam TUN
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNoab30BaH Ana GUALTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuab
METPUKU, BCE 3HAYEHMA METPUKKM bonblue 63 byayT yKasaHbl B
TLV Kak 63.

3anpetutb MnopT mapupytos u3 RIP B IS-IS. B cayyae
YKa3aHuA napameTpa BEPHYTb ero 3HaYeHne No yMOHYaHMIo.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI 6yAEeT BbINOAHATLCA
nepepacnpeseneHue MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, koTopebiii byaet
MCNoab30BaH Ana GUAbTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIN (narrow) ctunb
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTuTb UMNopT mapwpyTtos n3 BGP B IS-IS. B chyyae
yKa3aHuA napameTpa BEpHYTb ero 3HaYyeHue No YMOIYaHUIO.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, external);
match:(internal, external-
1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewuntb umnopt mapwpyTtos n3 OSPF B IS-IS.

- id — naeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTaM TUN
METPUKY;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe MEeTPUKUN AN UMMNOPTUPYEMBbIX
MapLUpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCNoab30BaH Ana GUAbTPaALMU MMNOPTUPYEMbIX MapLUPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIN (narrow) ctunb
METPUKU, BCe 3HAYEHMA MEeTPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTtb MNOPT MapLpyTos n3 OSPF B IS-IS. B cnyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHne No YMOSYaHMIo.

KomaHObI pexcuma KoHguaypayuu uHmepdaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnunua 348 — KomaHabl pexkuma KoHpurypaumum nntepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKAKOUYMTb NPOTOKON MaplpyTmusaunm IS-IS Ha Tekywem nHTep-
delice.

BbIKAHOUYUTL MPOTOKON MapLLpyTU3aumm IS-1S Ha TeKywem nHtep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-
2)/level-1-2

3apatb Knod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3ytoTea
ons ayteHTdumkaumm HELLO PDU. [aHHaA HacTpoiKa UrHopwm-
pyeTca ecam Ana ayTeHTMdMKauum ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHsb IS-1S

Y4anuTb KoY ayTeHTUOUKaLUK.

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3a4aTb KoY ayTeHTUDUKALUM B 3alLMPPOBaHHOM BUAE
(Hanpumep, Nnaponb B 3aWMbpPOBaHHOM BUAE, CKONMPOBAHHbBIN C
OpYroro ycTpoicTea). Mcnonbsytotcs gns ayTeHTudumkaumm HELLO
PDU. laHHas HacTpoWKa UTHOPUPYETCA eCv A5 ayTEHTUPUKALUN
yKasaH key-chain.

- encryptedword — kntou B 3alIMPPOBAHHOM BUAE.

Y4anuTb KoY ayTeHTUOUKaLUK.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtovel, KoTopas byaeT Mcnosib3oBaTbeA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KWU KNIOYEN.

OTKNIOUYNTD PEXUM UCNOMb30BAHUA CBA3KM KloUYel NS ayTeH-
TMdMKaymu.

isis authentication mode

level: (level-1, level-

BkntounTb ayteHTUdMKaumo B HELLO PDU Ha Tekywiem UHTep-
deiice n onpeaenseT ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
- — YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/II0YEHa.
s YKasaTb, COCEACTBA KaKOro ypoBHA MOXHO GpOpmMMpoBaTb Ha
isis circuit-type {level-1 | '3‘) . yp bopmup
aHHOM MHTepdeiice.
level-2-only |level-1-2 A
v } —/level-1-2

no isis circuit-type

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YCTaHOBUTb METPUKY A1A AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
JapTHbIA (Narrow) CTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onbwe 63 6yayT ykasaHbl B TLV KaK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeEHATbCA MeT-
puKa.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

isis passive-interface

—/NaccuBHbIN pexum

Mepesectn nHTepdelic B MACCUBHbLIN pexuMM. B aTom pexume
WHTepdelc He oTNpaBaseT U He npuHumaet HELLO PDU.

.. L OTK/tOYEH YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHOBUTL TMN MHTepdelica point-to-point.
isis network point-to-point pd P P
—/broadcast YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHOBUTL pexkum paboTbl nagauHra hello-coobuweHnin.

- disable — oTKNOUNTL NagAWHT BO Bcex coobueHumsax hello;

- enable — BKAOUUTL NagAnHT BO Bcex coobuieHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOB/NEHMA COCEACTBa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

. . _buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHoBuTb pasmep hello PDU. 3HaueHue pdu-buff-size gonkHo
6bITb 60/1blLe 3HAUeHus Isp-buff-size.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnmua 349 — KomaHabl pexmuma KoHpurypaummn nHtepodeiica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BK/IlOUMTL MPOTOKOAN MappyTm3aumm IS-IS Ha Tekywem nHTep-
delice.

BbIKAKOUYUTL NPOTOKON MapLUpyTU3aumm IS-1S Ha TeKywem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasaTb, coceficTBa KaKOro YpOBHA MOXHO $opmMMpoBaThb Ha
naHHOM nHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YCTaHOBWUTb METPUKY A1A AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKKU. Ecnn rnobanbHO BKAKOYEH CTaH-
OapTHbIA (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKK
6onblue 63 byayT ykasaHbl B TLV Kak 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeHATbCA MeT-
puKa.

YCcTaHOBUTbL 3HaYeHue no YMOANYaHULO.

isis passive-interface .
—/NaccuBHbIN pexum

OTKNKOYEH

no isis passive-interface

MepeBecTn MHTepdeNCc B MAcCUMBHbIN pexnum. B aTom pexume
WHTepdelic He oTNpaBaseT U He NnpuHUmaeT HELLO PDU.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMEET BUA,:

console#
Tabanua 350 — KomaHgb! pexkuma privileged EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue

no ymon4aHuro

show isis database [/evel]
level: (level-1, level-2)

OT06pa3unTb 6a3y AaHHbIX TONOAOrMM NpoToKona IS-IS.

- level — yka3biBaeT ypoBeHb NpoToKkona IS-IS, 6a3y AaHHbIX KO-
TOoporo HeobxoaMMo 0TobpPa3nTb.

show isis hostname

OTO06pa3unTbL U3BECTHbIE cOOTBETCTBUA System/D n Hostname.
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show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTo6pas3uTb MHPopmaLmio 06 MHTepdeicax, y4acTBYOLWMX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pas3unTb MHGOPMALMIO O coceasnX.

- detail — ncnonb3oBaHue gaHHOro NnapameTpa no3sonsAeT
0TO6Pa3nTb AeTasbHYH MHPOPMALMIO O CoCeasaX.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabAMLy MapLIpyTU3aLmUm
IS-IS.

5.35.6 Hacmpolika Route-Map

MpumeHeHWe route-map NO3BOAAET USMEHSATb aTPUOYTbl Y aHOHCUPYEMBbIX U MPUHUMAEMbIX MAPLLPYTOB

BGP.

KomaHObI pexcuma 2no0banbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnuua 351 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Co3gatb 3anucb route-map.
MNepeBOANT KOMAHAHYHO CTPOKY B PEXUM KOHOUTYPUPOBaHUS
route-map.
- hame — Ha3BaHue route-map.
- section_id — Homep 3anucu B 31O route-map.
- permit — npumeHuUTb set KOmaHZbl K MapLipyTam,
- deny — oT6pOCUTb MapLLpPyTbI.
V MakcumanbHoe Konuyecrtso route-map = 32
(BKNtOYanA ceKuumn ogHoro route-map).

Ypanutb route-map
- section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHOb! pexcuma KOH@puU2ypayuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXume KoHduUrypaLumm cekumm route-map:

console (config-route-map) #
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Tabnunua 352 — KomaHabl pexuma KoOHPUrypauum cekuum route-map

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3afaTb HOMep caeayloLleit cekumu route-map, Kotopas byaet
NpYMeHeHa K MmapLupyTam, Nocie NpUMeHEeHUs TEKyLLe.
- and — yKasblBaeT, 4To match ycTaHOBKM B 3TOWM route-map
LOMKHbI 6bITb Nornyeckn obveamHeHol (AND) ¢ match
yCTaHOBKam# B route-map, 0603Ha4YeHHbIX NapaMeTpom
section_id.

Co3spgaHue Leno4vekK route-map (6e3 napamertpa and)

V BO3MOXHO, €C/11 TUN route-map BbICTaB/IeH B permit.

/! Ecnmn npu co3paHuM Lenouku npumeHsaeTca napamerp
and, To Bce set yCTaHOBKM A0/3KHbI HAXOAUTLCA B
nocneaHen CeKUUMN 3TOM L,eNOoYKU.

C6pOCUTb YyCTAaHOBKY.

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list n agpeca mapwpyTa.

- address — cootBetcTBue prefix-list n ip agpeca mapwpyTa.

- next-hop — cooTsetcTeue prefix-list u next-hop ip agpeca

MapuwpyTa.

- route-source — cooTBeTcTBue prefix-list u ip agpeca

MCTOYHMKA MapLipyTa.
Y106blI He OT6pacbiBaIMCb OCTa/NbHbIE MapLUPYTbl, He

V yKasaHHble B prefix-list, Heo6xoamMmo co3gatb nycToi

route-map u npuBA3aTb €ro K TeKywemy uepes
continue.

Cbpocutb COOTBETCTBUE.

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpnbytom local-preference.

C6pocuTb cooTBETCTBUE.

match metric value

no match metric

value: (1.. 4294967295).

3a4aTb COOTBETCTBUE MapLLpyTa C aTpMbyTOoM metric.

CbpocuTb COOTBETCTBUE.

match origin [ igp |egp |
incomplete ]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTPMBYTOM origin.

- igp — MapLpyT 6bIN NONYYEH U3 NPOTOKO/IA BHYTPEHHEN
MapuwpyTu3aumm (Hanpumep, KomaHgon network)

- egp — MapLwpyT 6bIa BblydeH No npoTokony EGP.

- incomplete — mapLpyT 6bln Bbly4eH KAKMM-TO MHBIM 06pa3om
(Hanpumep KomaHgoit redistribute).

C6pocuTb cooTBETCTBUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6asutb K MapwpyTty aTpmnbyt AS_PATHLIMIT.

Hynesoe 3HayeHne orpaHMYnMBaeT aHOHCUPOBaHME IOKA/IbHO
CreHepMpoBaHHbIX MapLUPYTOB, TONbKO Mexay iBGP cocepaamum
(He 6yayT BUAHbI ana eBGP).

3HayeHue 6onbwe 0 03HayaeT, yto ecnm AS_PATH aTpubyT
nmeert 6osbwe AS-HomepoB, Yem 3HavyeHne AS_PATHLIMIT, To
HY»KHO ero oTbpocuTb Npu Bbixoae B €eBGP.

C6pocuTb path-limit.

set as-path prepend
as_number

as_number: (1-

[ob6asuTtb K atpnbyTy AS-Path BBeaeHHble AS-Homepa.

4294967295)
no set as-path prepend Cbpocutb gobasneHue K AS-Path.
set as-path prepend local- [ob6asuTb K atpnbyTy AS-Path value Homepos Local AS (Ha
as value Bbixoa eBGP cocepny).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

Cbpocutb gobaBneHune K AS-Path.

set as-path remove
as_number

as_number: (0..127)
cumBona

Ypanute n3 atpnbyta AS-Path ykasaHHyto AS.
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no set as-path remove

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLipyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHoBWTL 3HayeHue atpubyTa local-preference.

CbpocuTb ycTaHoBKY aTpunbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTL 3HaYeHue aTpubyTa metric.

C6pocuTb ycTaHOBKY aTpnbyTa metric.

set next-hop-peer

no set next-hop-peer

—/atpnbyT He
yCTaHoB/IEH

YcTaHOBUTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

C6pocuTb yCTaHOBKY aTpubyTa.

set origin [ igp |egp | in-
complete ]

no set origin

YcTaHOBUTL 3HaYeHue aTpubyTa origin.

- igp — MapwpyT 6611 NOMYYEH U3 NPOTOKONA BHYTPEHHEN
MapLupyTU3auum (Hanpumep, KomaHaoun network)

- egp — MapLupyT 6bIN BblydeH No NpoTokoay EGP.

- incomplete — mapLpyT 6bin Bbly4eH KaKMM-TO UHbIM 06pasom
(Hanpumep komaHaol redistribute).

C6pocuTb ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpubyTa weight.

C6pocuTb ycTaHOBKY aTpnbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnunua 353 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTpeTb MHGOPMALMIO O CO34aHHbIX route-map.
- hame — vums route-map.

KomaHObI pexcuma KoHguaypauuu uHmepapelicos Ethernet, VLAN, uHmepdgbelica epynnbl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 354 — KomaHgb! pexxuma koHdurypaumm nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl NnopToB

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aelicmeue

ip policy route-map name MpumeHWTb route-map ¢ UMeHem name Ana 334aHHOro

name: (0..32) cumBona nHTepoerica.

no ip policy route-map Ypanutb route-map ¢ uHTepdelica.
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5.35.7 Hacmpoiika Prefix-List

Prefix-nnctbl no3sonaAtoT puabTpoBaTb NPUHUMAEMbIE U AHOHCUPYEMbIE MapLLIPYTbl MPOTOKO/I0B AMU-
HAaMMYECKON MapLLpyTU3aLLUH.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN106anbHON KOHPUrypaLmm:
console (confiqg) #

Tabnnua 355 — KomaHab! pexrma rnobanbHomn KoHduUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
ip prefix-list list-name [seq Coszparb Prefix-list.
seq_value] [description - permit — paspelatouiee aercTBMe 414 MapLlpyTa
text] {deny | permit} - deny — 3anpeuiatouiee aeincreme gna maplipyTta
ip_address [mask] [ge list-name: (1..32); - list-name — vma cospaasaemoro prefix-nucra
ge_value] [le le_value] seq_value: (1.. - seq_value — HOMep 3anuUCK B CNUCKe NpedrKcoB
4294967294); - text — onucaHue cnucka npeduKcos
text: (0..80) cumsona; - ge_value — cooTBETCTBUE AMHE NPedUKCa, PaBHOI UK
ge_value: (1..32); 60oAbLUel, YeM HaCTPOEHHasA AAMHA NpedUKca
le_value: (1..32) - le_value — cooTeeTcTBMe A/IMHEe NpedUKca, KOTOpas paBHa
WM MEHbLUE HAaCTPOEHHOM A/MHbI NpeduKca.
Ecnu He HaWOCb HM OAHOrO COOTBETCTBMA, TO byaeT
V npMMeHeHa HesABHaA NOAUTUKA No ymonuaHuio deny
any.
no ip prefix-list list-name [ Ypanutb co3paHHblii Prefix-List.
seq seq_value]

KomaHObl pexcuma privileged EXEC

Bce KoMaHAbl JOCTYNHbI 418 NPUBUNETMPOBAHHOIO NOJ/b30BaTENS.
Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabanua 356 — KomaHgb! pexkuma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMmon4aHuro

KomaHoa

MNpocmoTpeTb nHGopmaumio o co3gaHHbix prefix-list.
- name — vma prefix-list.

show ip prefix-list [name]

name: (0..32) cumBona

5.35.8 Hacmpolika ceasKu Kknwoyeli

CBa3Kka K/loyell nosonseT co3gaTb Habop naponei (Kntouyei) ¢ nocneaylowein BO3MOMHOCTbIO
HACTPOMKM BpeMEHU AeNCTBUA KaxKa0ro naponsa. Co3gaHHble Napo/iv MOryT MCNOAb30BaTbCA NPOoToKoaamu RIP,
OSPF, IS-IS ana ayteHTUdUKaLMM.
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KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauyuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasbHon KoHduUrypaumm:

console (config) #

Tabnunua 357 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

key chain word word: (1.32)

cumsona/—

no key chain word

Co3paTb CBA3KY K/toYel ¢ umeHem word U BXOAMUT B PEXUM KOH-
durypauum cBaskm Kaouen.

Y[anuTb CBA3KY KAouel ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu ces3Ku Karyel

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKnme KOHPUIrypaLmm CBA3KK KAtoYen:

console (config-keychain) #

Tabanuya 358 — KomaHab! pexkmuma KOHPUrypauum cBAsku Katoven

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMoa4aHuio
key key_id Co3patb KoY ¢ ngeHTMdMKaTopom key id 1 BXOAWUT B pPeXKMM KOH-
key_id: (1..255)/— burypaumm knrova.
no key key _id Ypanutb Katod ¢ ngeHtuoukatopom key _id.

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHdUrypaLmmn Katoua:

console (config-keychain-key) #

JaHHbIA peXXnum LOCTYNeH M3 pPerKMma KOHPUrypauum cBA3KKU Katouen n npegHasHavyeH gns 3afaHua

CaMoOro Knto4a 1 ero napameTpos.

Tabnnua 359 — KomaHabl pexruma KoHPUrypauum Kawoua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key-string word word: (1..16) 3a4aTb 3HaYEHMeE KNtoYa.
no key-string cumBonos/— YpanuTb 3HaYeHue Kaya.
encrypted key-string 3a4aTb 3HAaYEHMe K/toYa B 3alIMPPOBAHHOM BUAE.
encryptedword - encryptedword — 3awmndpoBaHHbIi Napoab (Hanpumep, Napob
encryptedword/— B 3aWndPOBAHHOM BUAE, CKONUPOBAHHbBIN C APYroro
YCTPOICTBA).
no encrypted key-string YpanuTe 3HaYeHue Katoua.
accept-lifetime time_to_start 3azaTb BPEMsA KM3HM K/t0Ya, B TEYEHME KOTOPOTO Koy byaeT
{time_to_stop | duration | OEUCTBUTENEH ANA CBEPKU C KOYOM B MPUHUMAEMbIX
infinite} coobuleHusAX.
- time_to_start — Bpems 1 faTta Hayana AelCTBUA Kawoya.
—/Bcerpa
felicTenTeneH 3agaeTcn B dopmate hh:mm:ss month day year 5
- time_to_stop — Bpema 1 gaTa npekpaLLeHua 4encTBus Katova.
3apaetca B popmate hh:mm:ss month day year
- duration — 3afaeT NPOAO/IKUTENbHOCTb AENCTBMA KoY B
CeKyHAax
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no accept-lifetime

- infinite — ycTaHaBnMBaeT 6eCKOHEYHOe Bpema AeWCTBUA KatoYa

YaanuTb Bpemsa XXU3HU KAtoya

send-lifetime time_to_start
{time_to_stop | duration |
infinite}

no send-lifetime

—/Bceraa
nencTeuTeneH

3a4aTb BPEMSA XKM3HU KNKOYa, B TeYUEHME KOTOPOTO K/toY byaeT
OEUCTBUTENEH AN OTNPABKM COOBLLEHWN.

- time_to_start — Bpemsa 1 gaTta Hayana AelCTBUA KaKoYa.
3agaetca B dopmate hh:mm:ss month day year.

- time_to_stop — Bpema 1 faTa NpekpaLLeHua 4encTBuA Katova.
3apaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPoOAOKUTENBHOCTD AEUCTBUA KNKOYA B
CeKyHaax.

- infinite — ycTaHaBnA“BaeT 6eCKOHEYHOe BpeMa AeNCTBUA Katova.

YaanuTb BpemMaA XKU3HU KNtoya.

/ Ecnv B KaKOW-TO MOMEHT BpeMeHM Cpa3y HeCKO/IbKO Katouei byayT aBaaTbca AenctButeNb-
HbIMM, TO GAKTUUYECKU UCNOJIb30BaATLCA BYAET K/AIOY C HAMMEHbLUUM MAEeHTUPUKATOPOM.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeeT BUA,:

console#

Tabnmua 360 — KomaHapl pexkmma privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
o ymMmoa4aHuro
show key chain word word: (1..32) OT06pa3nTb MHPOPMaLMIO O CBA3KE KtoYel C umeHem word.
cumsona/—

[pumepbl 8bIN0AHEHUS KOMAHO

Co3patb CBA3KY KNtouen ¢ umeHem namel n nomecTuTb B Heé ABa Knto4a. Ha Kkntoye key 2 HaCTpoOUTb
BPEMEHHOI‘;I MHTEpBaa, B TEHYEHNE KOTOPOIro 3TOT KZKOY MOXKET 6bITb MCNONb30BaH ANnAa CBepPKU C KA4om B

NPUHATbIX NaKeTax.

console (config) # key chain namel

console (config-keychain) # key I

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key)# exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?2

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwp6bmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBLO6UxZyWVPzbgZ/6fI0OF3h3NBowYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]
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5.35.9 banaHcuposka Hazpy3Kku Equal-Cost Multi-Path (ECMP)

banaHcmpoBKa Harpy3km ECMP nossonseTt nepegasBaTb NakeTbl OAHOMY MNOYyYaTeN0 MO HECKOJIbKMM
CAYYLWMM MapLupyTam». [aHHbIM GYHKUMOHANA NpeaHa3HayvYeH 414 pacnpeaesieHna Harpyskm 1 onTMMmnsaumm
nponyckHom cnocobHocTn cetn. ECMP morKeT paboTaTb KaK CO CTaTUYECKMMM MapLLPYTamM, TaK U C MPOTOKO-
NlaMu AnHamu4yeckor mapuwpyTtusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2no0banbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 361 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymMon4aHuto
ip maximum-paths maxi- 3a4aTb MaKCMMaibHOE KOIMYECTBO NyTel, KoTopble MOryT 6bITb
mum_paths yCTaHoB/eHbl B FIB anA Kaxkaoro mapupyTa.

maximum_paths:

(1..64)/1 Hacrpoiika BCTynuT B CMJy TO/IbKO NOCNE COXPaHeHUs

KOHdUrypauum n nepesarpysku ycTpoiicrsa.
no ip maximum-paths YCTaHOBUTb 3HAYE€HME N0 YMOJIYaHUIO.

5.35.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHayeH ana pesepBMpOBaHMA MapLLPYTM3aTOPOB, BbIMO/HAKOLLMX PO/b LWAO3A
no ymosiyaHuto. 3To gocturaetca nytém obbegmHeHus IP-uHTepdeincoB rpynnbl MapLUpyTU3aTopoB B OAUH
BMPTYa/bHbIN, KOTOPbIN OyAeT MCNOAb30BaTbCA KaK LW/O3 MO YMOJYaHUIO A1 KOMMNbOTEPOB B ceTU. Ha
KaHa/bHOM ypOBHe pesepBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

Tonbko oAMH U3 GM3UYECKUX MapLUPYTU3aTOPOB MOMKET BbINONHATb MapLUIpyTU3aLmio TpaduMKa Ha
BUpTyanbHOM IP-uHTepdeice (VRRP master), octasnbHble mMapllpyTUsaTopbl B rpynne npegHasHavyeHbl ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcTeumn ¢ RFC 5798. Ecam Terywmin
master CTaHOBWUTCA HeZOCTYMHbIM — BblbOp master'a nosTopseTcA. HauBbiCWKA NPUOPUTET UMeeT
MapLLpyTU3aTop € cobcTBEHHBIM IP-aapecom, cOBMagaloWmMM ¢ BUPTYasbHbIM. B cayvae gocTynHOCTU OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 362 — KomaHgb! pexxuma KoHdurypaumm nntepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopTos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

vrrp vrid description text 06aBWTb ONMcaHMe uenm uam ucnonb3osaHma ana VRRP
P P vrid: (1..255); A 4 A

: __ text: (1..160 cMMBONOE). MapLIpyTU3aTopa € MAEHTUPUKATOPOM vrid.
no vrrp vrid description Ypanutb onncaHmne VRRP-mapipyTtumsartopa.

vrrp vrid ip ip_address vrid: (1..255) Onpeaenutsb IP-agpec VRRP-mapLipytnsaTtopa.
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no vrrp vrid ip [ip_address]

Ypanute IP-agpec VRRP ¢ mapwpyTtusartopa. Ecam B Kayectse
napameTtpa He yKasaH IP-agpec, To yganartca sce IP-agpeca
BMPTYasIbHOTO MapLIpyTU3aTopa, BCAEACTBME Yero yaanuTca U cam
BMPTYabHbI MapLUpyT13aTop vrid Ha AaHHOM YCTPOUCTBE.

vrrp vrid preempt

BKAOUUTL pexkum, Npu Kotopom backup-mappytusatop c 6onee
BbICOKMM npuoputeTom ByaeT NbiTaTbCA NepexsaTnTb Ha ceba
posb master y TekyLero master-mapLpytusartopa c 6onee

vrid: (1..255); HU3KMM NPUOPUTETOM.
Mo ymonuyanutio MapLpyTusatop, KoTopbii ABaseTca Bragenbuem IP-
BK/IIOYEHO V aApeca maplupyTusaTopa, 6yaeT nepexsartbiBaTb Ha
ceba ponb master He3aBUCMMO OT HAaCTPOEK AaHHOMN
KOMaHpAbl.
no vrrp vrid preempt YCTaHOBUTb 3HAYEeHME N0 YMOHAHUIO.
vrrp vrid priority priority vrid: (1..255); HasHauntb npuoputet VRRP-mapLipytusaTopa.

no vrrp vrid priority

priority: (1..254);
Mo ymonyanuio: 255 ana
Bnagensua IP-agpeca, 100
ONA OCTaNbHbIX

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

vrrp vrid shutdown vrid: (1..255); Bbikntountb VRRP-npoToKon Ha AaHHOM MHTepdeiice.

no vrrp vrid shutdown Mo ymonyaHuto: Bkntountb VRRP-npoToKoN Ha AaHHOM nHTepdeiice.
BbIKOYEH

vrrp vrid source-ip ip_ad- Onpegenntb peanbHbii VRRP-aapec, KoTopsbili bygeT

dress vrid: (1..255); Mcnosib3oBaTbCA B KavecTtse IP-agpeca otnpasuTens gns VRRP-

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

coobuieHnn.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyaHuio: 1 cek

Onpenenvtb UHTEPBAN MeXAy aHOHCamMM master-
mapLupyTusatopa. Ecam nHtepsan 3agaH B MUAIMCEKYHAAX, TO
NPOUCXOANT OKPYreHne BHU3 A0 b6anKanwen cekyHabl ana VRRP
Version 2 1 4o 6AMKaNLWmMX COTbIX AoNen cekyHabl (10
munnmcekyHa) ana VRRP Version 3.

YCTaHOBUTb 3HaYeHMEe N0 YMOIHAHMUIO.

vrrp vrid version {2 | 3 |
283}

no vrrp vrid version

Onpegenntb nogaepxmsaemyto sepcmio VRRP-npoTokona.

- 2 — nopaepxueaetca VRRPv2, onpeaenerHbiii 8 RFC3768.
Monyyaemble VRRPv3 coobuieHuns otbpacbiBatoTea
mapuwpyTtusatopom. OTnpasaatoTca Tonbko VRRPV2 aHOHCbI.

- 3 — nopaepkmeaetca VRRPv3, onpepeneHHbivi B RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHmna otbpacbiBatoTca mapLupyTusaTopom. OTnpasaatoTca
Tonbko VRRPV3 aHOHCHI.

- 2&3 — noaaepxkusaetca VRRPv3, onpeaeneHHblt B RFC5798 ¢
obpaTHOI coBmecTumocTbto ¢ VRRPV2. NMonyyaemble VRRPV2
coobuieHmnsa obpabaTtbiBatoTca maplupyTnusatopom. OTnpasasatoTca
VRRPv2 1 VRRPV3 aHOHCbI.

MNoaaepkusaetca Tonbko VRRP Bepcuu 3. Pexkumsbl 2 1 2&3 byayT
noAAep:KMBaTbeca B byaylumx sepcuax MO.

YCTaHOBKA 3HA4YeHUA no YMONYaHUIO.

KomaHOwbi pexcuma privileged EXEC

Bce KomaHAapl AOCTynHbl 4NA NPUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexkunma privileged EXEC:

console#
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Tabnunua 363 — KomaHabl pexxuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHUuto

show vrrp [all | brief | in- MpocMOoTPEeTb KpaTKyo MU AeTanbHY0 MHGOPMaUUIo gns BCEX
terface {gigabitethernet gi_port: (1..8/0/1..48); | v 04HOro HaCTPOEHHOrO BMPTYyasibHOro mapLipyTtmusatopa VRRP.
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - all — npocmoTp nHbOPMaLLMKM O BCEX BUPTYasIbHbIX
net te_port | fortygiga- fo_port: (1..8/0/1..4); MapLUpyTU3aTopax, BK/OYasA OTKIHOYEHHbIE;
bitethernet fo_port | port- group: (1..48); - brief — npocmoTp KpaTKoli MHGOPMaLMKM O BCEX BUPTYabHbIX
channel group | vlan vlan_id: (1..4094) MapLIpyTU3aTopax.
vlan_id}]

[pumepbl 861NM0AHEHUA KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3sosatb 3TOT agpec B Ka4ecTBe agpeca BMpTyasb-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTtokon Ha nHtepoeice VLAN.

console (config-vlan)# interface wvlan 10
console (config-if)# ip address 10.10.10.1/24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosseT bbICTpo 06HAPYKUTb HEUCMNPABHOCTU IMHKOB. BFD MorKeT paboTaTb Kak co CTa-
TUYECKMMM MApLUPYTaMM, TaK M C MPOTOKOAAMMU ANHaMUYeCcKoM mapupyTmusaumm RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosaHa paboTa ToAbKO € NpoTokonom BGP.

KomaHObI pexcuma 2no0banbHol KOHpu2ypauuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnuua 364 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHda

Aelicmesue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]

multiplier mult_num
[multiplier mult_num] int: (150..1000)/150

min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-coceaa.

- int — MUMHUManNbHLIN MHTEPBAN Nepeaaymn ana obHapyKeHun
ownbKu;

- min — MUHMMaNbHBIN MHTEPBaN NPUEMa ANa obHapyKeHUA
OLIMBKM.

- mult_num — Konn4yecTBo NOTEPAHHbIX NAKETOB A0 pPa3pbliBa
ceccum.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHWIO.

KomaHObI pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ/1b30BAaTENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 365 — KomaHgb! pexxuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTpeTb MHbOpMaLmo 06 akTUBHbIX BFD-coceasx.

5.35.12 TMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKo/ TYHHeNMpPOBaHMA ceTeBblX NakeToB. Ero ocHoBHoe
Ha3HayeHMe — MHKaNcynauna NakeToB ceTeBOro ypoBHA ceteBon mogenu OSI B IP-nakeTbl. GRE moxet
ncnonb3oBatbca Ana opraHmsaumm VPN Ha 3-m yposHe mogenn OSI. B kommyTtatopax MES peannsoBaHbl
CcTaTnyeckune Heynpasnsemble GRE-TYHHeNN, TO eCTb TYHHENIN CO34at0TCA BPYUHYHO NyTeM KOHPUIyprupoBaHMA
Ha JIOKaNIbHOM M yAaneHHOM Yy3nax. [lapameTpbl TYHHeNns ANA KaKAOW M3 CTOPOH AOJXKHbl ObiTb
B3aMMOCOI/1TAaCOBaHHbIMM WM NEPEHOCUMbIE AaHHble He ByayT AeKancyMpPoBaTbCA NAPTHEPOM.

v

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Mpotokon GRE nopgpep:xkusaerca Ha moaenax cepmm MES33xx, MES35xx n MES5324.

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 366 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

interface Tunnel tunnel_id tunnel_id: (1..16)

Co3paTtb UHTepdenc TYHHens.
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KomaHObI pexcuma KoHguaypayuu uHmepdgelica myHHens

Bua 3anpoca KOMaHAHON CTPOKM B pexume KOHPUrypaumnm nHtepderica TyHHens:

console (config-tunnel) #

Tabanua 367 — KomaHabl pexkuma KoHpurypaumm nHtepderica TyHHenA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

tunnel mode gre ip

no tunnel mode gre ip

— /BbIKOYEHO

3apatb TMN TyHHena GRE c ucnonb3osaHuem IPv4.

Y8anuTb TYyHHeNb.

tunnel source {ipv4_address
| gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| port-channel group | tun-
nel tunnel_id | vlan vian_id}

no tunnel source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

HasHauuTtb IP-agpec nnmn nHtepdeiic, Kotopbit byaet
MCMNONb30BaTbCA B KaYecTBe agpeca oTnpaBuTena BHelwHero IP-
3aronoska GRE-TyHHenA.

Ypanutb IP-agpec otnpasutens.

tunnel destination {_URL_ |
ipv4_address}

no tunnel destination

HasHauuTtb IP-agpec nonyyatens (KoOHUa TyHHens).

Ypanutb IP-agpec nonyyatens.

ip address ipv4_address

YctaHoBUTb IP-agpec nHTepdeiica TyHHena. C ucnonb3oBaHnem
3TOro aApeca KOMMYTaTOp AOCTyrneH Yyepes TyHHenb. MoxeT
MCMNONb30BaTbCA B KAaYeCTBe LWAK03a Ha YAa/leHHOM yCTpoicTBe

NpU MapLIpyTU3aLMK B TYHHENb.

no ip address Ypanutb IP-agpec uHtepderica TyHHens.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 368 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

show ip tunnel [tunnel-id] tunnel_id: (1..16) OT106pasnTb MHPOPMaLMIO TYHHENS.

show ip interface tunnel
tunnel_id

tunnel_id: (1..16) OT06pasnTb MHPopMmauuio 06 IP-uHTepderice TyHHens.

show interfaces tunnel tunnel-id tunnel_id: (1..16) OT106pasnTb MHPOpMaLmio MHTepdeica TyHHens.

[pumep HacCMpPoUlKUu MyHHenA

Co3gaHuMe TyHHenA UM  HacTpOMKa CTATMYECKOrOo MapupyTta JAasa CeTH, HaxogallencAa Ha
NPOTMBOMNONOXHOM CTOPOHE TYHHENA:
. B KayecTBe JIOKaNbHOro agpeca Ana TyHHena ucnonosyetca IP-agpec 192.168.1.1;
. B KaQ4yecTBe yAaNeHHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
. IP-afpec TYHHens Ha fIoKanbHoM cTopoHe 172.16.0.1/30;
. CeTb Ha NPOTUBOMOJ/IOXKHOW CTOpoHe TyHHensa 10.10.1.0/24.
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console (config)# vlan database

console (config-vlan)# vlan 301

console (config-vlan)# exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if) # switchport trunk allowed vlan add 301
console (config-if)# exit

console (config) # interface wvlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if) # exit

console (config) # interface Tunnel 1

console (config-tunnel) # Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel) # ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

/7 Ha BCTPEYHOM yCTpOﬁCTBe HEOGXOAMMO BbINOJ/IHUTb B3aMMOCOIrnacoBaHHble HaCTpOVIKM.

5.35.13 KoHdwurypauma suptyanbHou obnactu mapupyTtusauum (VRF)

VRF (Virtual Routing and Forwarding) — 3To TexHonOrva, KOTopaAa MO3BOMAET HECKOJIbKUM

3K3emMnaspam TabaumLbl MapLLIPyTU3aLMM COCYLLLECTBOBATb B O4HOM MapLIpyTU3aTope O4AHOBPEMEHHO.
Cnucok noaaepaHHbix B VRF dyHKLMIA gocTyneH B Tabanue 372.

Tabanua 369 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HaveHue/3Ha4eHue "
KomaHoa / Aeiicmeue
no yMoan4YaHuto
ip vrf [vrf-name] vrf-name: (1..32) Co3zaHune BMPTyanbHOM 061acTy MmapLipyTU3aLumu.
no ip vrf [vrf-name] cMmBONa YpaneHve BupTyanbHOM 061aCTM MapLupyTU3aLmm.
Tabnunua 370 — KomaHab! pexkuma KoHpurypaumm nHtepoeliica
3HayeHue/3Ha4eHue »
KomaHoa / Aeiicmeue
o yMOAYAHUIO
ip vrf [vrf-name] MpwuBAaska nHTepdeiica K 061acTM BUPTYasIbHOM MapLLIPYTU3aL M.
Mocne BBOAA KOMaHZAbI BCe CO34aHHbIe B AanbHelwem IP-agpeca
vrf-name: (1..32)
6yayT accoummpoBaTtbea ¢ vrf, K KoTopomy 6bln NpMBA3aH
cMmBOIa o
nHTepoeic.
no ip vrf OTBA3KA UHTepdelica oT 061acT BUPTYANbHON MapLIpyTU3aLLUM.

Tabnunua 371 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
Mo yMOoYaHUIo

KomaHoa Aelicmeue

BbiBog, MHPOPMALMK O CO3AaHHBIX BUPTYanbHbIX 061acTaX
MapLpyT1saumm u o6 L3-uHtepdericax, Kotopble B HUX
HaxoaATcs.

show ip vrf [all | vrf-name] vrf-name: (1..32)

cumBoOaa
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Tabnunua 372 — PyHKUMK, NoaaepKaHHbIe AnA paboTtbl B VRF

DyHKYUuUu Hasuzayus
KomaHgbl ynpasneHua 5.5 KomaHzbl ynpaBaeHus cucTemom
cmucTemon
CraTnyeckasa mapLlpyTmsauma 5.35 KoHdurypaumsa npoToKo0B MapLLpyTU3aLLmMm
DHCP-Relay 5.29.1 ®dyHKummn DHCP Relay gns IPv4
OSFP 5.35.3 HacTpowka npotokona OSPF, OSPFv3
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxoaa B MeHto Startup HeobxogMMo NpepBaTb 3arpy3Ky HaxkaTvem Knasulumn <Esc> unu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Noc/e NOoABAEHMS COOBLLEeHUA aBTO3arpysku (N0 OKOHYAHMM BbIMOJHEHWA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.
’ ' Ecam B TeueHue 15 ceKyHA (3HauyeHMe NO yMOYaHUIO) He BbIGPAH HU OAUH U3 MYHKTOB
N MEHI0, TO 3arpy3sKa yCTPOMCTBa NPOAO/MKUTCA. Bpema 0XXMAaHUA MOXKHO YBENIMUYUTD C NO-

MOLW b0 KOMaHA KOHCO/IU.

Tabnumua 356 — OnuncaHue meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca Aaa yAaseHuAa KOHOUrypaumm ycTpoucTsa.
<1> BocctaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBOJCKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNoNb3yeTca 4/ YCTaHOBKU/yAaieHMa Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHve Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHaa npoueaypa Mcnonb3yeTca ANA BOCCTAHOBAEHMUA YTpayeHHOro napons,
OHa No3BONAET NOAKNKYUTLCA K yCTpOVICTBy 6es napona.

Password Recovery [na BOCCTaHOBNEHMA NAPONA HAXKATb KAABULLY <2>, NPW NOC/eAYIOWEM NOAKNIO-
<3> Procedure YEeHWUU K YCTPOMCTBY Naponb byaeT NpoOUrHopMpoBaH.
BocctaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonb3yetcs Ana Bbibopa akTMeBHoro ¢aitna cucremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpyKeHHbI dain cuctemHoro MO aKTUBHbIM, TO
YCTPOWCTBO BbINONHWUT 3arpy3Ky C UCMOJ/Ib30BaHMEM TeKyLLLero akTuBHOro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTee

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOoAa U3 MEHIO W 3arpy3KKM YCTPOMCTBA HaxkMuTe Knasulwy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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.‘

6.2 O6HOBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gomkeH 6biTb 3anyLieH U HaCTPOeH Ha KOMNbloTepe, C KoToporo byger 3a-
rpy>Katbca nporpammHoe obecneueHue. CepBep A0KEH UMETb paspeLleHne Ha YTeHue
daiinos HauanbHoOro 3arpysumka u/wam cucremHoro NO. KomnbloTep ¢ 3anyL,eHHbIM
TFTP-cepBepom ponKeH 6biTb A0CTYNEH ANA KOMMYTaTOpa (MOXKHO NPOKOHTPOIMPOBATD,
BbINOJIHUB Ha KOMMmyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

' ‘ O6HoBNEHME nporpammHOro obecneyeHna MOXKET OCYLLECTBAATLCA TONbKO NPUBUAEIU-
-

KOTO
cne,
no.

.‘

POBAHHbIM NOJib30BaTe/1IeM.

6.2.1 O6HosnEHUE cucmeMHO20 NPo2PAMMHO20 obecnevyeHus
3arpyska yCTpPOWMCTBa ocyllecTBaseTcs M3 daiia CMCTEMHOro nporpammHoro obecneyerus (M0O),

pbii XpaHuTca Bo Gnaw-namaty. Mpu o6HOBNEHUM HOBbIM ¢ain cuctemHoro MO coxpaHseTca B
WanbHO BblaeNeHHOM 06nacTn namATK. Mpu 3arpysKe yCTPOMCTBO 3aMyCKaeT aKTUBHbIN $alin CUCTEMHOTO

Ecan Homep yCTPOMCTBA He 3a4aH, aHHaA KOMaHAa NPUMEHAETCA K BegyLlemy ycTpoun-
cTay.

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOIO NporpaMmHoro obecneyeHus, paboTatowero Ha

ycTpoiicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

lpouedypa obHosneHUa 10

CKonnpoBaTb HOBbIN ¢ain nporpammHoro obecrnedyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-

MHTM.¢OpMaTKOMaHAHZ

boot system tftp://tftp_ip_address/[directory/|filename

[pumep 8bIN0AHEHUS KOMAHObI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros
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26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpaMmmHoro obecneyeHns CTaHeT aKTUBHOM Noc/e nepesarpyskum KommyTatopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpamMmmMHOro obecrneyeHus N UX akTUBHOCTU BBeAUTE KOMaHAy
show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y'.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMUX aepeBbes (MSTP)

MpoTokon MSTP no3BonAeT CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB ana otgenbHblx rpynn VLAN Ha
KOMMYTATOPax JIOKa/IbHOM CETH, YTO NO3BOAAET HaNaHCUMPOBATb HArpy3Ky. 11 NPOCTOTbl PACCMOTPUM C/y4ai
C Tpema KoMmmyTaTopamm, 06beAMHEHHBbIMW B KOJIbLEBYH TOMOOTMUIO.

Myctb vlan 10, 20, 30 o6beaunHsaoTCA B nepBom 3ksemnnape MSTP, vilan 40, 50, 60 06beanHAOTCS BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpamuM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepesaBanca TpaH3UTOM 4epes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpHEBbIM A/1A BHyTpeHHero ceasytowero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaeTca cay»kebHaa nHdopmauma. KommyTtaTopbl 06BbeAUHAIOTCA B KOJbLO,
ncnosib3ys noptol tel u te2. Huke npuBeaeHa cxema, M306parkatoLlas JIOrmMYecKyto TOMoI0r1to ceTu.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3707 NOPT NepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansA akzemnnapa 1

3JT0T NOPT NnepeckinaeT Tpaduk
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk Ana akzemnnapa 2

KOoMMmyTaTop 2

PucyHok A.1 — HacTpoika NpoToKo/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Korga oayH M3 KOMMYTaTOpOB BbIXOAMT U3 CTpoA, IM60 0bpbiBaeTcA KaHan, MHOMECTBO AepeBbeB
MSTP nepectpanBaeTca, 4TO NO3BOAAET MUHUMU3NPOBATL NOCAEACTBUA aBapun. Huxe npmseaeH npouecc
KOHUrypaumm KommyTtaTopos. 18 6os1ee BbICTPOM HACTPOMKM CO34aeTCs 06NN KOHOUIYPALMOHHDIN LWab-
JIOH, KOTOPbIN 3arpyxaeTca Ha TFTP-cepBep M NCNOb3yeTcs BNOCNeACTBUM AN1A HACTPOMKM BCEX KOMMYTATO-
pos. Co3gaHue wabnoHa N KoHPUrypauma nepBoro KOMmMyTaTopa:

console# configure

console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox

.~ o o  ~ ~ ~ ~ —~

372 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

console# copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing

HobasnerHue SVLAN

MprBeAEeHHbIN 34ecb NPUMEP KOHOUIYpauum KOMMYTaTopa AEMOHCTPUPYET Kak A06aBnAaTb MeTKy

SVLAN 20 Ko Bcemy BxoaaleMy TpaduKy 3a nckntoveHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 4OBOJIbHO YaCTO BO3HUKAIOT 3a4a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-
Mep, 419 KOMMYTaTOPOB YPOBHS A0OCTYNa CYLLEeCcTBYeT TUNOBaA KOHPUTypaLma, HO NONb30BaTE/IbCKUIN TPadUK,
VOIP 1 Tpaduk ansa ynpasneHusa TpebyeTca nepenasaTb B pasHbix VLAN Ha pasnnyHbIX HanpasaeHusx). B atom
cnyyae 6110 6bl yA06HO BOCNob30BaTheA PyHKUMel noameHbl CVLAN gna 3ameHbl TMNM3MpPOBaHHbIX VLAN
Ha VLAN gna tpebyemoro HanpasnieHua. Huxe npuBeaeHa KOHOUIypauua KOMMYTaTopa, B KOTOPOM OCy-
wecrensetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 1 202. O6paTHaA NoAMEHa 40/1XKHA OCYLLECTBAATLCA

Ha 3TOM e nHTepdelice:

console# show running-config

vlan database

vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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Hacrpoitka multicast-TV VLAN

dyHKUMA «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-
¢unKa ogHy VLAN B ceT onepaTtopa M AOCTaBAATb 3TOT TPAadUK NONb30BATENAM AAXKe B TOM C/y4ae, eC/IM OHU
He asnatoTcA YyneHamm aton VLAN. C nomouwbio ¢yHKUmMKM «Multicast-TV VLAN» mMoKeT ObiTb COKpalleHa
Harpyska Ha ceTb omepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOroaApPeCHbIX AaHHbIX, Hanpumep, npu

npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHusa GyHKUMKM NpeanofaraeT, YTo NopTbl Nosib30BaTeNnen paboTatoT B peXXnume «access»
nnun «customer» U npuHagnexKat K ntobok VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenu nmerot
BO3MOHOCTb TOJ/IbKO MOJly4aTb MHOroaApecHbl TpaduKk n3 multicast-tv VLAN n He moryT nepezaBaTb AaH-
Hble B 3Toi VLAN. Kpome Toro, B KOMmyTaTope A0/KeH ObiTb HAacTpoeH NopT-UcTouyHMK multicast-tpaduKa,

KOTOPbIN A0/IXKEH bbITb y4acTHMKOM multicast-tv VLAN.

1.

Mpumep HacTpoiiKK gNa nopta B pexkume paboTbl access

Bkntountb d)VII'IpraLI,VII-O MHOroagapecHbIX AaHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nosb3osateneli (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID

1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

HactpouTb NopThbl NO/b30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if) #

(

(

console (config-if) #
console (config-if
console (config-if
console (config-if

HactpouTb uplink-nopT, paspewwns nepeaady MHoroagpecHoro Tpaduka, TpadmKa nonb3osatenen n

ynpaBsneHue:

console (config)# interface tel/0/1

)
) #
) #
) #

switchport mode access
switchport access vlan 100

switchport access multicast-tv vlan 1000
bridge multicast unregistered filtering

exit

console (config-if)# switchport mode trunk

(
(

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
(

console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, 406aBUTb NPUBA3KY rPyNn:

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

console (config) #

ip
ip
ip
ip
ip
ip
ip

ip

igmp
igmp
igmp
igmp
igmp
igmp
igmp

igmp

snooping
snooping
snooping
snooping
snooping
snooping
snooping

snooping

vlian
vlian
vlan
vlan
vlian
vlian

vlan

1000

1000 querier
100

101

102

103

124
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6.

HacTtpoutb MHTepdeic ynpasneHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTpoOiKK AnsA NopTa B pexume customer

l£|,aHHbIl\;1 TN NOAKNHYEHNA MOXKET 6bITb UCNONb30BaH Aana Toro, yTO6bI NOMEYATb N0JIb30BaTENbCKME

IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbiMU BHELWHUMK meTKamu (SVLAN).

1.

BKkaoumnTb d)manpau,mo MHOroaapecHbIX AaHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nons3sosatenein (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

HactpouTb nopT nosb3oBartens:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
( ) #

console (config-if exit

HactpouTb uplink-nopT, paspewins nepeaadyy MHoOroagpecHoro Tpadpuka, Tpaduka noabsosartenei u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpoutb IGMP snooping rno6anbHo 1 Ha MHTepdencax, 406aBUTb NPaBMIA MAapPKUPOBKM NO/b30Ba-
Tenbckux IGMP-report-os:

console (config

( ip igmp snooping
console (config

(

(

#
# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

)
)
)
)

HacTtpoutb nHTepdeic ynpasneHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D120 | W G

&) (1) (8) (9

RJ-45 DB-9

PucyHok B.1 — MogKntoyeHne KOHcoNbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHuA EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOMEHUE T. OMNCAHUE NMPOLLECCOB KOMMYTATOPA

Tabnuua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ans IP-multicast

3SWF MNepeaaya NakeToB mexXay YPOBHEM 2 1 CETEBbIM YPOBHEM

35wWQ MporpammHan 06paboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHune n obpaboTtka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpaB/iieHne nepe3arpy3Koil yCTPOUCTB B CTEKE

BFD Peanunsauua npotokona BFD

BOXM [ononHutencHble AelCTBUA B CTEKe (MOSlyYeHUe CBeAEeHUI O CTeKe, MHAMKauus, obmeH coobuie-
HUAMMK, cmeHa Unit ID)

BOXS O6paboTka KOMaHZ COCTOAHMA CTeKa: AobasneHne Master/Slave, usyuyeHue Tononoruu, obHose-
Hue Bepcuu MO BeAOMOro ycTpoiicTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE In-
termediate Agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6aBneHue, yaaneHue 3anucei), 3epKkaamnpo-
BaHue, KoHourypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHU3aUUM BeAyLLErO U BEAOMOrO YCTPOMCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonuposaHue KoHdUrypaLMoHHbIX palinos

CEAU Ounctka oyepeam cobbitnit Address Update

CFM Peanunsauusa Ethernet CFM

CNLD 3arpyska/Bbirpy3ka KOHGUrypauum

COPY YnpasneHue KonvposaHuem daiinos

CPUM MoHuTOopuHr 3arpysku CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexunsaHue COCTOAHUA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c paiisoBoi cucTtemoit

DFST PacnpeaeneHHan daitnosas cuctema (DFS). Mcnonb3ayetcs B paboTe cTeka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosnyyeHue nHbopmaLmn ¢ yaaneHHbix oHMToB (Bepcus MO, uptime, ycta-
HOBKa aKTMBHOro obpasa MO)

DNSC KnueHnt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTka cobbITHiIM OT yAaNeHHbIX OHUTOB 06 M3MEHEHWUWN COCTOAHUA BEHTUAATO-

DSPT pPOB, UCTOYHMKOB MUTaHMA, TepmoaaTymkos, SFP-TpaHcuBepos. MonyyeHre coobuieHnit oT yaa-
JIEHHbIX oHUTOB 06 nx Bepcuu NO, cepnintHom Homepe, MD5 cymme NO

DSYN Stack application

DTSA Stack application

ECHO MNpotokon ECHO

EPOE PoE (B3aumogelicTeme c Nonb3oBaTenem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiWeHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4yecKas HacTpouka napameTpos SERDES

EVAU O6paboTka cobbiTnin Address Update, HUKHWI ypOBEHb, Nepeaaya Bbille
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EVFB Onpoc coctoaHna SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHWUS NOPTA, HUXKHUIA YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTKa cobbITU NPUEMa NakeTa U3 KommyTtaTopa B CPU, HUKHWI ypoBEHb, Nepeaaya Naketa
Ha ypoBeHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHMA OTNPaBKK NakeTa 3 CPU B KOMmyTaTOp, HUXKHUI YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2

FFTT YnpasneHue Tabanuen maplipytmsanmm u MapLipyTM3auma Naketos

FHSF IPv6 First Hop Security (O6paboTka TalimepoB)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peanunsauua web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHune n 06paboTKa KOMaHZA HAaCTPOIMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmopencTeme c KOHTPONEPOM)

HLTX OTtnpaska naketos U3 CPU B KommyTaTtop

HOST OcHoBHoW host-noToK, xonocton xon,

HSCS Stack Config — HacTpoiKa dyHKUMIF KOMMYTaTOpa Ha YAa/IEHHOM OHUTE

HSES Stack Events — ob6paboTka cobbitnit link changed, address update ¢ yaaneHHbIX OHUTOB Ha Ma-
cTepe

HSEU O6paboTka cobbITUiN CTEKA

ICMP Peanunsauyma npotokona ICMP

I0TG YnpasaeHue TepMuUHaNamu BBOAA-BbIBOAA

I0OTM YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IOUR YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IP6C Cyétymnku IPv4 n IPve

IP6L Mpuém n otnpaska IPv6-nakeTos

IPEM MapuwpyTtunsaumsa IPv4 n IPv6

IP6R Mpuém n otnpaska IPv6-nakeTos

IPAT YnpasneHue 6330l gaHHbIx IP-agpecos

IPG_ O6paboTKa nepexBaYeHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHada 3agada ansa ARP, RIP, OSPF

IPMT Ynpasnenue IP multicast mapwpytmsaumeir u IGMP Proxy

IT60

IT61
3agaum gns paboTbl C NpepbIBaHUAMM

IT64

IT99

V11 3agava ana paboTbl ¢ BUPTyanbHbIMK NPepbiBaHUAMU

L2HU MNMepeaaya nakeToB Ha ypoBeHb 3

L2PS O6paboTKa CoBbITMIN CMEHbI COCTOAHMA/HACTPOEK MHTepdECoB 1 Nepedada coobLLeHN 3aperu-
CTPUPOBAHHbIM CNyKbam

L2UT Ytunusauma noptos (show interfaces utilization)

LACP MeHepxep LAG n LACP

LBDR Peannsauusa ¢yHKummn Loopback Detection

LBDT OTtnpaBka nakeToB Loopback Detection

LTMR O6wan 3aga4a gns BCeX TaliMepoB

MACT O6paboTka cobbiTna 06 okoHYaHuK gelicteus B FDB (aging MAC-agpecos)

MEMV MOHUTOPUHT YyTUIM3ALLMKN ONEPATUBHOM NAMATU

MLDP Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Reliable Datagram Protocol, stack transport

MROR Pe3epBupoBaHmne KoHoUrypaumoHHoro daiiia B SHeproHe3aBUCUMOMN NamaTh

MSCm MeHepep Ana paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepepaya cobbITUI B CTEKE NONb30BaTEbCKMM 3a4a4am

MSSS MpocnywwunsaHue IP-cokeToB
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MUXT OTcnexkuBaHMe U3MEHEHUN CTPYKTYPbI CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTpoiika orpaHnyYeHmMsa CKOpPOCTM NepexsaTa NakeToB Ha CPU, BefeHWe CTaTUCTUKKM MO Nepexsa-
YeHHbIM NaKkeTam

NSFP OTcnexxnsaHue cobbiTUi, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuogunyeckana reHepauma curHana ana onpoca Tabauuy, MAC, VLAN, nopTtos, My/ibTUKacTa,
MapLIpyTU3aLmm, NpuopmTn3aLmm

NTST JobaBneHne n yaaneHne tOHUTOB B CTEKE, COPOC COCTOAHMUA IOHUTA B COCTOSIHME NO YMOJIHAHUIO,
Ha CeTeBOM ypOBHe

NVCT BcnomoratenbHasa 3agada gna VCT. 3anycKk Tecta v OTCAEXMBaHME U3MEHEHUA COCTOAHUA NOPTa.

OBSR 3apayva 4N1A OTCNEXKMBAHUA U yBEAOMIEHUA 06 n3MeHeHUaX cneundruyeckmx NnapaMeTpoB MHTep-
delicos, Heobxoanmsbix gns LLDP, CDP u apyrux npoToKo10B

PLCR O6paboTka cobbITUN CMEHbI COCTOAHUSA NOPTOB YCTPOWMCTB CTEKA

PLCT O6paboTka cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsauyma ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepBep

RCDS Knunent Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poautenbckuii Tack gnsa Bcex 3agad

RPTS Routing protocol

SCLC OTtcnexxkunsaHue coctoaHma OOB-nopTa

SCPT ABTOO6HOB/IEHWE M aBTOKOHUrypauma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU Mony4eHune cobbiTnii Address Update, HUXKHUI ypoBeHb

SELC MonyyeHne cobbITUI O CMEHe COCTOAHMA NOPTa, HUKHUI YPOBEHb

SERT OTcnexuBaHue cobbiTMIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX Mony4yeHne cobbITUIN NPpUEMa NakeTa U3 KommyTaTtopa B CPU, HUXKHMIA ypOBEHDb

SETX MonyyeHne cobbITUIN OKOHYAHWUA OTNPaBKM NakeTa n3 CPU B KOMMYTaTOP, HUXKHWUIN YPOBEHb

SFMG sFlow Manager — 06paboTKka cobbiTuit u3meHeHus IP-aapeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD basa gaHHbIx SNA

SNAE O6paboTka cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B M3Y

SNMP Peanunsauma npotokona SNMP

SNPR SNMP Proxy

SNTP Peanunsauma npotokona SNTP

SOCK YnpasneHue paboToit COKeToB

SQIN HacTpoiika Selective QinQ

SS2M Slave To Master — nepegaya coobuieHnit c Be4oMOro ycTpoicTsa (slave) Ha Begyuiee (master)

SSHP Cepsep SSH — HacTpoiika, 06paboTka KomaHA, Taimep

SSHU Cepsep SSH — npoToKon

SSLP Peannsauma SSL

SSTC JNlornposaHue cobbiTit 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccna yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN
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STSD CLI-ceccua yepes VLAN

STSE CLI-ceccna yepes VLAN

STSF CLI-ceccna yepes VLAN

STUT MOHUTOPUHF yTUAM3aUMK Gaew-NamaTu

SW2M O6paboTtka cobbiTnin Address Update ot FDB, 6/10KkMpoBKa NnopTa Npu BOSHUKHOBEHMM OLWIMBOK Ha
nopTy

SYLG BbiBOA, co0bLeHNi B syslog

TBI_ Tabaunua BpemeHHbIX NpomekyTkos ana ACL

TCPP Peannsauua npotokona TCP

TFTP Peanunsauua npotokona TFTP

TMNG YnpasaeHue npnopmuteTamm 3agay

TNSL Knuent TELNET

TNSR Cepsep TELNET

TRCE Peanunsauyma traceroute

TRIG 3anyck gencreua B FDB (aging MAC-agpecos)

TRMT YnpaBneHue oHUTaMM B CTEKE C NOALEPHKKON TPAH3aKLU MM

TRNS File Transfer — KonupoBaHue ¢aiinoB mexKay oHUTamu cteka (M0)

UDPR UDP Relay

UNQt O6paboTka nNnathopmo3aBUCUMBbIX COBbITUIA

URGN O6paboTKa KPUTUUYECKUX COBLITUIA (HanpuMep, Nnepesarpysku)

UTST Moacucrema OHUT-TECTOB

VPCB VPC (paboTta c MAC-Tabnunuen)

VPCM VPC (ocHoBHOI npouecc)

VRRP Peanunsauyma npotokona VRRP

WBAM Web-based Autentification

WBSO B3saumogencTene ¢ web-KAnMeHTamm, HUXKHUIN YPOBEHDb

WBSR YnpasneHue n Tanmepbl web-cepsepa

WNTT Noppepxxka NAT ana WBA

XMOD Peannsauua npotokosa X-modem
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HELTEX

TEXHUYECKAA NOALEPXKKA

[na  nonydyeHMs TeXHUYECKOM KOHCynbTauuMM NO  BOMPOCAM  3Kcnjayataumm obopyaoBaHua
000 «MpeanpuaTtne «3IJITEKC» Bbl MoXKeTe 06paTnTbCcs B CepBUCHbIN LEHTP KOMNAHNK:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM cavite KOMMNAHMM Bbl MOMKETE HAWTM TEXHMYECKYHD AOKYMEHTALMIO M NPOrpaMmmHoOe
obecneuenune ana npoaykumm 000 «Mpeanpustne «/ITEKC», 06paTtnTbea K 6ase 3HaHWUN, OCTaBUTb UHTEPaAK-
TMBHYHO 3aABKY UM MPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBMCHOIO LEeHTPa Ha TeEXHUYEecKoMm dopyme:

OduumanbHbIn catT KomnaHuu: https://eltex-co.ru/

TexHunueckuii popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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