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PykoBogacTBo no akcnayatauum WEP-3ax

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU C BbICOKMMU KPUTEPUSMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-3ax — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTyNa K pas/finyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30nacHoii aKkcnlyaTauum yCTpoicTBa,
pekoMeHAaLuy No YCTaHOBKE 1 HACTPOIAKE.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartenieil K BbICOKOCKOPOCTHOM 6e30nacHo
6ecnpoBoHOl ceTn paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-3ax.

OCHOBHbIM MpejHa3Ha4YeHneM yCTpoNCTB ABMSETCA co3faHne 6ecrnpoBOAHON ceTu nepesayn AaHHbIx L2-
YPOBHS Ha CTblKe C NpoBoAHON ceTblo. WEP-3ax nogkntoyaeTcs K NpOBOAHON CETU C MOMOLLbIO
100/1000/2500M Ethernet-uHtepdelica 1 ¢ NOMOLLbIO CBOUX pamonHTepdeincos co3gaeT 6ecnpoBoLHON
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpolicTBa cofiepxar ABa pafvmonHTepdeiica Ana opraHmsaumum AByx (hU3nyeckmx 6ecnpoBOaHbIX CETEN.

WEP-3ax nogaepxmsatoT cOBpeMeHHbIe TpeboBaHWs K Ka4eCTBY CEPBUCOB ¥ MO3BOMAIOT NepefasaTb
Hanbonee BaxHbIN Tpaduk B 60n1ee NPUOPUTETHLIX OYepPeasix Mo CPaBHEHMUIO C 06bIYHbIM. ObecneveHune
npuopuTU3aLMM NPOUCXOANT Ha OCHOBE TexHonoruii QoS: CoS (cneunanbHble MeTku B none VLAN-naketa) u
ToS (meTkn B none IP-naketa).

Mopaepxka wennuHra Tpaduka Ha kaxgom VAP no3sonsieT B NOIHOM Mepe ynpasisiTb Ka4eCTBOM CEPBMNCOB
N OrpaHUYeHnsAMY Kak [/19 BCceX abOHEeHTOB, Tak U A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B ochuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
rOCTUHWLBI 1 ApYroe). Bo3MOXHOCTb CO3A4aHNs BUPTYaslbHbIX TOUYEK AOCTYNA C pas/IMYHbIMK TUNamu
wncpposaHusa nossonset yctaHasnneatb WEP-3ax B opraHusaumsx, rae Tpebyerca pasrpaHuyeHue npas
focTyna mexay 06bl4HbIMUY N0/1b30BaTeNIAMN U BblAeNEeHHbIMY rpynnamMu nonb3osartenei.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 100/1000/2500BASE-T (RJ-45) ¢ nogaepxkoii PoE+;
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac/ax;

* Moppepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

+ Arperauusi aaHHbIx, Bkntoyast A-MPDU (Tx/Rx) n A-MSDU (Rx);
+ MproputeTbl U NaHNPOBaHNE NnakeToB Ha ocHose WMM,;
* Moanepxka 6ecnpoBogHbIx MocToB (WDS);

+ [nHamuueckuii BbiI6op yacToTbl (DFS);

+ MNopaepxka ckpbiToro SSID;

+ 32 BUpTYyasibHble TOYKM OOCTYNa,;

+ O6HapyXeHne CTOPOHHMX TOYEK AOCTYNa;

+ CnekTpoaHanm3arop;

+ ABTOBbIOOp KaHana;

+ BSS coloring.

Cemesble (hyHKYUU:

+ ABTOMAaTMYeCKOoe corsiacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiioveHnsa Mexay pexnmamm
MDI n MDI-X;

* MNopaepxxka VLAN;

* MNopaepxka NTP;

* MNopaepxka GRE;

* DHCP-knuneHrT.
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®dyHkyuu QoS:

+ OrpaHuyeHne NponyckKHOM cnocobHocTn Ansa Kaxaoro SSID;
+ OrpaHuyeHne cKopocTn ANnd knaneHta Ha kaxgom SSID;
* Mopgaepxka npunoputnsauumn no CoS n DSCP.

be3onacHocmb:

* LleHTpanunsoBaHHas aBTopm3aums yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
+ WndpposaHne aaHHbix WPA/WPA2/WPA3;
* Moppaepxka Captive Portal;

- Moppaepxka WIDS/WIPS 1.

[ Q1 Mopaepxka dyHkumoHana WIDS/WIPS npepoctaBnseTcs no AMuUeH3nn.

Ha pucyHke 1 npuBefeHa cxema npuMeHeHust o6opyaosaHms WEP-3ax.

’gﬁ APM /

- oneparopa e LWnto3

1

Cepeep

DHCP, RADIUS

PucyHok 1 — ®yHKUnoHasibHasa cxema ncnonb3osaHus WEP-3ax
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuumneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUEeMHUKa

Be3onacHocTb

1

RJ-45

100/1000/2500 M6uT/c, aBTOONpEAENEHNE
BASE-T

802.11a/b/g/n/ac/ax

2400-2483.5 MI'y, 5150-5350 MT'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11b/g/n/ax: 1-13 (2402-2482 MI'L)

802.11a/n/ac/ax:

—36-64 (5170-5330 MI'L)
—100-144 (5490-5730 MI'y,
—149-165 (5735-5835 MI'y,

2.4 1Ty, 802.11ax: 574 MéuTt/c
5ITu, 802.11ax: 1201 Méut/c

4

r

41Ty 22,5 pbm
My : 24 pbm
4
r
4
r

IMu: o -92 abm
ly: 8o -93 obm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wmndpoBaHme gaHHbIXx WPA/WPA2/WPA3

nogaepxka Captive Portal

noaaepxka WIDS/WIPS '

PagnouHTtepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHune
YpaneHHoe ynpasneHue
OrpaHunyeHne goctyna
O6wue napameTpbl

Flash-namsatb

web-uHtepdelic, Telnet, SSH, CLI, NETCONF, SoftWLC

Mo naposio

256 MB NAND Flash



RAM

MutaHne

MoTpebnsemast MOLLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAs BNXHOCTb Npu
Temneparype 25 °C

la6apwuTtbl (JuameTp x BbicoTa)
Macca

Cpok cnyx6bl

PykoBogacTBo no akcnayatauum WEP-3ax

16 DDR4 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 13 BT

oT +5 go +40 °C

0o 80 %

230 x 56 Mmm
0,56 kr

He meHee 15 net

1 Moppepxka dyHkunoHana WIDS/WIPS npegocTasniseTca no nuueH3sunu.



PykoBO/ACTBO No akcnayatauyum WEP-3ax

24 Juarpamma HanpaBneHHOCTU BCTPOEHHbIX aHTEeHH

Ha PUCYHKaX HMKE npeactaBneHbl gnarpaMmmbl HanpaBneHHOCTU BCTPOEHHbIX aHTEHH yCTpOVICTBa.

© [uarpammbl HaNpasBNEHHOCTY NNaT PEBU3NIA 2V1 1 2v2 OT/INYAOTCA.

WEP-3ax 2v1
’d—o
AvanasoH 2.4 Ty,
XY-Plane H+V +X (0)
W 2400 Mil:
I 2450 MH:
W 2500 Mie

|

cmk \ ! § : 2
g
B |

20)

Avnana3oH 5Ty,

0 470 150 100 2P

10



PyKOBOACTBO M0 aKcnyarauum WEP-3ax

WEP-3ax 2v2

AvanasoH 2.4 Ty

Anana3oH 5 'y

11




PykoBogacTBo no akcnayatauum WEP-3ax

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-3ax BbINO/IHEHO B N1aCTUKOBOM KOpMyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA BUA NaHenn yCcTpoiicTBa NpMBEAEH HA PUCYHKE 2.

2{5GE (Po) =
4 246
[~}
FO 56

==
.
- —

I
Vi

2 3 4

PucyHok 2 — BHelHWiA Bua, ocHoBHO naHenn WEP-3ax

Ha ocHoBHoOW naHenun ycTpoiictea WEP-3ax pacnonoxeHbl crefyouime CBETOBbIE MHAMKATOPbI, pasbembl 1
opraHbl ynpasnexust (Taénuua 2).

Tabnuua 2 — OnvcaHve NHANKATOPOB, MOPTOB M OPraHoOB yrNpaB/eHns

AnemMeHT naHenu

OnucaHune
1 LAN CseToBasi MHAMKaumsi cocTosHusA nopTa 2.5GE (PoE)
2 2.5GE (PoE) Mopt 2.5GE ans noakntoyeHus Ethernet-kabens n nogaun nutaHus PoE+
3 F KHonka cbpoca k 3aBOACKMM HacTpolikam
4

Wi-Fi VHAvKaTopbl akTUBHOCTM COOTBETCTBYOLWMX Moaynein Wi-Fi

12



PykoBogacTBo no akcnayatauum WEP-3ax

2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatropos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

NHpnkatop CocTosiHMe nHgmkaropa CocTosiHMe yCcTpoiCcTBa
Wi-Fi 3e/1eHbII, TOPUT NOCTOSAHHO ceTb Wi-Fi-akTnBHa
3€eNeHbli, Muraet npoLecc nepeaayn gaHHbIX N0 6eCnpoBOAHO
cetn
LAN ropuT 3eneHsbiii ceetoamog (100 Mbps)/ YCTaHOB/IEHO COeUHEHNE C NOAK/THOUYEHHbIM
ropuT opaHxeBblit ceeToamos (1000, 2500 Mbps) CeTeBbIM YCTPOCTBOM
MUraeT 3e/1eHbIi CBETOANOL, npoLecc NakeTHoN nepefayn gaHHbix no LAN-
nHTepdeicy
Power 3€e/1eHbII, TOPUT NOCTOSAHHO BKJ/THOUYEHO MUTaHMe YCTPOICTBA, HOpMasibHas
(Ha BepxHeli pa6oTa
naxHenu
ycTpoiicTBa) OpaHXeBblii, FOPUT NOCTOSHHO YCTPOIACTBO 3arpyXeHo, HO He nosy4eH |IP-

afpec no DHCP

KpacHblii, FTOPUT NOCTOSIHHO 3arpyska ycTpoiictea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[nsa cépoca ycTpoicTBa K 3aBOACKMM HACTPOikaM He06X0AMMO B 3arpy>K€HHOM COCTOSAHUM HaKaTb U
yaepXnBaTtb KHOMNKY «F», noka nHamkatop Power He HauHeT muratb. MNponsoligeT asTomarmyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, To y ycTpolicTBa 6yaeT 3aBoackoin IP-agpec — 192.168.1.70, macka noacetu —
255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ becnpoBogHada Touka goctyna WEP-3ax;

+ KomniekT Kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MNamaATka 0 JOKyMeHTauuw,

+ Macnoprt.

13



PykoBogacTBo no akcnayatauum WEP-3ax

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOW N BK/IOYEHMEM YCTPOICTBA HEOOXOAUMO NPOBEPUTL YCTPOMNCTBO HA HaInYme
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hannuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.

3. Ecnu ycTpoicTBO Haxoamnoch A/iMTeNbHOE BPEMS NPY HU3KON Temnepartype, nepes Ha4anom paboThbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwu pa3meLleHnmn yCcTpoiicTea ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnuBaiTe YCTPOWCTBO B LIEeHTpe 6eCnpoBOAHOM CeTy,

* MuHUMU3MpYiiTe yncnio nperpag (CTeHbl, NOTONKK, MeGENb 1 APpYroe) Mexy TOUKol AocTyna v
Apyrummn 6ecnpoBOAHbIMI CETEBLIMU YCTPONCTBaMY;

+ He ycTaHaBnvBaiiTe yCTpOCTBO B6NM3U (Mopsiaka 2 M) a1eKTPUYECKMX, PaiIMoyCTPOCTB;

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 Ty, 5 I'Ty, B paguyce peictens 6ecnposogHoin cetn Wi-Fi;

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTeIbHO YMeHbLUUTL paanyc genctens cetn Wi-Fi.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/I/INYecKnii Kapkac Bbl3blBaeT MHOIO/ly4eBOe pacnpocTpaHeHne curHana u 3aryxaHue npu
NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUnoTosKa.

5. Tpu pa3meLleHnn HECKObKUX TOYEK, panycC COTbl O/MKEH NepeceKkaTbCs C COCefHeil COTOW Ha ypOBHe
-65 + -70 pbm. [lonyckaeTcs yMeHbLUeHMe YPOBHA curHana ao -75 Abm Ha rpaHuuax coT, ecn He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

PykoBogacTBo no akcnayatauum WEP-3ax

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme

nomeLLeHuns. MpnbnuanTesnbHbIN paguyc oxeata yBepeHHOoro npuema Toukm goctyna WEP-3ax npu MmoHTaxe

Ha NoToJIKe B TUNOBbIX OPUCHbIX NomeleHnax: 2.4 'y, — 40-50 m, 5Ty, — 20-30 M. Mpy NosIHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — o 100 m; 51y, — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HauyeHuna 3atyxaHus

Martepuan
24T1Ty

OprcTekno -0,3
Kupnnu -4,5
Crekso -0,5
'mncokapToH -0,5
acn -1,6
daHepa -1,9
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8
LLinako6n0ok -7

MeTannnueckas peLueTka -21

(Auelika 13x6 MM, MeTasi1 2 MM)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

N3meHeHne ypoBHA curHana, gb

51Ty
-0,9
-14,6
-1,7
-0,8
-1,9
-1,8

-13,2

-13

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS

YCTaHOBUTb HeMNepeKkpbiBarolWneCA KaHa lbl.

KaHanbi

2.402 Ty

2.483 Ty,

PucyHok 3 — O6liast avarpamma nepekpbITys YacTOTHbIX KaHanoB B 2.4 Ty,
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PykoBO/ACTBO No akcnayatauyum WEP-3ax

Mpumep cxeMbl pacnpeeneHns kKaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 [Ty npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.

PucyHok 4 — Cxema pacrnpefesnieHms KaHasioB Mexay cocefiHMMM TouKkamMu A0oCTyna B guanasoHe 2.4 'y, npu
LWMpUHe kaHauia B 20 MI'y,

AHa/I0rM4YHO PEKOMEHAYETCS COXPaHATb AaHHbIA MEXaHW3M pacnpeaeneHns KaHasioB Npy pacnoioXeHnm
TOYEK MEXAY 3TaXamu, PUCYHOK 5.

R

- &
&0,

A
S 1 X Ay
PucyHok 5 - Cxema pacnpeneneHna KaHasioB mexay cocegHMMM ToHKamMmn AoCTyna, pacnosioXXeHHbIMU MeXay

STaKamMmun

Mpwn ncnonb3oBaHUn WMPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [T, HET HenepekpbIBaloLWLMXCA KaHaoB. B
Takmx c/lyyasix CTouT BblbMpaTb MakCMMasibHO OTAA/IEHHbIE APYT OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
EEEChannel # 189 3308y S28-Z2SI8SSIF 23558
| I I

ZGMHZIHIU\IUV\/V'@ VVVVVVVVVVVY SVVV VY
somiz oV VN LV VY VY
B{JMHz:J \/ \ ' \ \ \ J

160 MHz [ A |
Examples of [T [
non-contiguous
VHT80+80 MHz 0\ [T

setup
R S,

PucyHok 6 — KaHanbl, ncnonb3yemble B gnanasoHe 5 Iy npu wnpuHe kaHana 20, 40, 80 MI'y,
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PykoBogacTBo no akcnayatauum WEP-3ax

4 YcTaHOBKa yCTpoOMcTBa

YCTPOIACTBO MOXET GbITb YCTAHOB/IEHO Ha N/IOCKOI NOBEPXHOCTM (CTEHA, MOTO/I0K) NpU COBMAEHNN
VHCTPYKLMI NO TEXHMKE 6€30MacHOCTU U pEKOMEHAALWIA, NPUBEAEHHbIX BbILLE.
B KOMN/IEKT NOCTaBKM YCTPOCTBA BXOAMT KPEMNeX A/1sl yCTaHOBKM YCTPOICTBA Ha MI0CKY0 NMOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTMKOBOrO KPOHLUTEiHA NPUBEAEH HA pUCYHKe 7.

MNacTUKOBLIA KPOHLITEAH

WEP-3ax

PucyHok 7 — KpenneHne KpoHLTeliHa Ha CTeHe

+ Mpu ycTaHOBKE KPOHLUTEHA HY)HO NPOMNYCTUTbL NPOBOAA B COOTBETCTBYHOLLVE Na3bl HAa
KPOHLUTEeHe (pPUCYHOK 7).

+ COBMeCTUTE OTBEPCTUS A5 BUHTOB Ha KPOHLUTEHE C TaKUMM Xe OTBEPCTUSIMUA Ha MOBEPXHOCTU.
C NOMOLLbI0 OTBEPTKM NMPUKPENNTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YCTaHOBUTE YCTPOICTBO.

* Mopknioumnte Kabenu K COOTBETCTBYIOLLMM pasbemMaM YCTPOICTBa, OnvcaHne pasbemMoB
npvBefeHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,
+ COBMECTUTE YCTPOICTBO C KPOHLUTEHOM W 3aVKCMPYIiTE NOMOXKEHWE, MOTSHYB €70 BHU3.

17



PykoBogacTBo no akcnayatauum WEP-3ax

4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHayeTcsi pasMellieHne YCTPOCTBA CO BHYTPEHHEN CTOPOHbI (DasIbLLMOTOSKA, TaK Kak
MeTa/IINYECKMIA KapKac BbI3bIBAET MHOTO/Ty4E€BOE PaCcNpOCTPAHEHNE CUTHAA U 3aTyxaHue npu
MPOXOXAEHUN Yepes3 pPeLLeTKy Kapkaca (dasibLUnoTosKa.

1 — MeTanMyecknii KPOHLWTENH; 2 — NaHeslb APMCTPOHT; 3 — NAACTUKOBbIV KPOHLWITENH; 4 — BUHTbI; 5 —
YCTPOICTBO.

PucyHok 8 — MoHTax yCTpolicTBa Ha hasibLINOTOMOK

1. 3akpenute MeTasl/IMYeckuii U NNacTUKOBBIA KPOHLLTENHbI HA NOTOsIKE (PUCYHOK 8).
+ CoeauHUTe NNACTUKOBBIN KPOHLWTENH (3) Ha hasibLUNOTO/KE C MeTa/IIMYeCKUM KpoHLWTeliHOM (1)
B CriefytoLLeM Nopsigke: MeTalIMYeCckuii KpOHLWTENH -> naHeb APMCTPOHT -> N1aCTUKOBBIIA
KPOHLUTEH.
* B nmaHenun ApMCTPOHI NpopeXbTe 0TBEPCTUE Pa3MEPOM C OTBEPCTUE METa/IINYECKOro
KpoHLTeliHa. Yepe3 gaHHoe oTBepCTME 3aBOAATCS NPoBoAa.
+ CoBMecTUTE OTBEPCTUSI HA META/IINYECKOM KPOHLUTEHE, MaHenn APMCTPOHT 1 N1aCTUKOBOM
KpoHLTelHe. [laiee COBMeCTUTE OTBEPCTUS A/18 BUHTOB Ha M/1aCTUKOBOM KPOHLUTENHE C TakuMu
X€ OTBEPCTUSIMM Ha META/I/IMYECKOM KpOoHLITeHe. C NOMOLLbI0 OTBEPTKU COeAnHUTE
KPOHLUTEVHbI BUHTAMW.
2. YcTaHoBUTE YCTPOICTBO.
+ Mopgkntounte Kabenm K COOTBETCTBYHLLMM pa3beMam yCTpoicTBa. OnncaHne pasbemMoB
npuBeaeHo B pasgesne KOHCTPYKTUBHOE UCTOMHEeHNE.,
+ CoBMecCTUTe YCTPOICTBO C N/IACTUKOBbIM KPOHLUTENHOM U 3adDUKCMPYIATE NOTOXEHWE,
noBopaymBast yCTPOCTBO MO YaCOBOI CTpesike.

4.3 TopsiioK CHATUA YCTPOMCTBA C KPOHLUTEHA
[ns cHATWA yCTpOoICTBA C KPOHLUTEHA:

1. MOTsIHUTE YCTPOACTBO BBEPX (PUCYHOK 7).
2. CHuMUTE YCTPOICTBO.
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PykoBogacTBo no akcnayatauum WEP-3ax

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v nNaposs:

WEP-3ax

3. BBeauTe MMs Nonb3oBarens B CTPOKe «/10rvH» 1 Naposib B CTPOKE «[Maposib».

© 3aBopckue ycTaHOBKU: NOMMH: admin, naposnb: password.

4. HaxxmuTe KHOMKy «BoinTn». B OkHE Gpay3epa OTKPOETCS MEHIO MOHUTOPUHIa COCTOSIHMSA YCTPOMCTBA.

eELTEX

MoHuTOpUHE Radio VAP WDsS

WEP-3ax

CeTeBble HaCTpOWKU BHeluHne cepBuChI Cucrema -~ (BbIXOA)

Wi-Fi KnueHTbl

Cratuctuka no Tpaduky

CkaHupoBaHve acupa

CnekTpoaHanusatop

KypHan cobblTuii

CeTeBas nHgpopmauus

WHdopmaums o
paavonHTepdeiicax

NHdopmaums o6 ycTpoiictee >

Wagenve

AnnapaTHas Bepcust
Baeopckoit MAC-agpec
CepuiiHblii Homep
Bepcus MO

PesepsHas Bepcus MO
Bepcus sarpyaunka
CucTeMHoe BpeMmsi
Bpewms pabotbl
Barpyaka LMY

3aHATOo NamaT1

WEP-3ax
2v1
CC:9D:A2:C7:A2:E0

WP42001664

15.09.2023 06:55:21
00:11:48
0.18%

313 M6aiit / 1006 MBanT (31%)
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PykoBogacTBo no akcnayatauum WEP-3ax

5. Mpun HEOGXOAMMOCTN MOXHO NEPEK/THUNTL A3bIK 0TOGpakeHMs nHdopMauun. Ans WEP-3ax A0CTymMHbI
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

ELTEX  WEP-3ax

MoHUTOpUH Radio VAP WDS CeTeBble HacTpoOWKU BHeluHWe cepBUCH Cuctema ru - (BbIXOA)

Wi-Fi knueHTb! Wanenve WEP-3ax

AnnapaTHas Bepcus 2v1
Cratuctuka no Tpaduky

3asopckoit MAC-agpec CC:9D:A2:C7:A2:E0
CkaHvpoBaHue sacupa
CepuiiHbIi Homep WP42001664

CnekTpoaHanusaTop Bepcus MO

XKypHan cobbiTnia PesepsHras sepcua MO

Bepcua sarpysunka
Cetesas uHcdopmaumns P 24

CuicTemHoe Bpems 15.09.2023 06:55:21
WHbopmauwms o
panvouHTepdericax Bpewms pabotbl 00:11:48
- Barpyska LMY 0.18%
NHdopmauus o6 yeTpoiicTee >

BaHsATo namsaTn 313 M6aiit / 1006 M6aitT (31%)

5.2 MNpuMeHeHne KoHUrypauum n oTMeHa 3MeHeHWi

1. TlpMMeHeHue KOHurypauum

Mpn HaXKaTUK KHOMKMN 3anyckaeTcsi NpoLecc coxpaHeHunst KoHdurypauum Bo flash-namsatb

YCTPOMCTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTynalT B cuy 6e3 nepesarpysku
yCTpOlicTBa.

B web-uHTepdpeiice Toukn AocTyna peannsoBaHa BulyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUSA npoliecca
MPVYMEHEHMSI HacTpoek, Tabnuua 5.

Ta6nuua 5 — BuayasibHas MHAMKALMS TEKYLLETO COCTOSHMSA NpoLecca NPMMeHeHUst HaCTPOEK

BHeluHNi1 BUg, OnucaHue COCTOSAHUA

Mocne HaxkaTus Ha KHOMKY «[TPUMEHUTB» MPOUCXOAUT MPOLLECC MPUMEHEHUS U

3anvcy HacTpoek B NaMsiThb YCTPOWcTBa. O6 3TOM MHOPMUPYET 3HAUOK Ll B
Ha3BaHMM BK/IAAKN U Ha KHOMKe «MPUMEHUTb.
O6 ycneLIHOM COXpaHEeHUN U MPUMEHEHUN HACTPOEK MHIDOPMUPYET 3HAYOK

B Ha3BaHUW BKIAAKN.
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PykoBogacTBo no akcnayatauum WEP-3ax

2. OTMeHa N3MeHeHN

© OtmMeHa n3MeHeHW NPOV3BOANTCS TOMBKO [0 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE HA CTPaHULIE NapaMeTpbl OyayT 06HOBMEHbI HA TEKYLLME 3HAUYEHUS,
3anvcaHHble B NaMsTU yCTpoiicTBa. Nlocne HaxaTtus Ha KHOMKY «[puMeHWTbL» BO3BPAT K NpeablayLinm
HacTpolikam 6yaeT HEBO3MOXEH.

. ¥ OTmeHa
KHOMKa OTMeHbI U3MeHeHW nMeeT BUf;

5.3 OcHoBHbIe a1eMeHTbI web-nHTepdelica

Ha pucyHKe HUXe NpeacTaBneHbl 3N1EMEHTbI HaBurauum web-uHtepdeiica.

(TEX

MoHnuTopuHr Radio VAP WDS CeTeBble HacTpoku BHeluHue cepBuch! Cuctema -~ (Bbix0A

WEP-3ax

Wi-Fi KnueHTbl Wapenve WEP-3ax
AnnapatHas Bepcus 2v1
Craructuka no Tpacuky

3asopckoit MAC-agpec CC:9D:A2:C7:A2:E0
CkaHupoBaHve achupa
CepuiiHbliA Homep WP42001664

CnekTpoaHanuaatop

XKypHan cobbiTiii

CeTteBas nHgopmaumna

Bepcus MO
PesepsHas Bepcusa MO

Bepcusi 3arpyaumka

CucTtemHoe Bpems 15.09.2023 06:55:21
WMHdopmaLms o

papviouHTepdeiicax Bpemsa pabotbl 00:11:48

» Barpyaka LMY 0.18%
WHdbopmaums o6 ycTpoiicTee >

BaHsaTo namsaTn 313 MGaiiT / 1006 Mbaut (31%)

© 00O "Mpednpusmue "Snmekc", 2019 — 2023 Bepcus I10: (Bepcusi WEB. )

OKHO No/b30BaTENbCKOTO HTEpdielica pasaeneHo Ha NATb 06/1acTeil:

1. BKnagku MeHio — A1 rpynnmMpoBKM NoAMEHI0 no kateropusam: MoHuTopuHdr, Radio, VAP, WDS,
CeTeBble HacTpoWku, BHewHue cepBucol, Cuctema.

2. Bbl6op A3blka MHTEpdeica n kHonka (Bbixoa), NpeAaHasHauyeHHas AN1a 3aBepLLEHUsI ceaHca paboTbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagkv nogmeHo — ona ynpasneHns nosiem HacTpoek.

Mone HacTpoekK yCTpoincTBa — A1 NPOCMOTPA AaHHbIX Y KOHGIUTYypauun.

NHhopmaumoHHoe none, otobpaxatowee Bepcum MO 1 web-nHTepdelica, ycTaHOBNEHHbIX Ha

YCTpOICTBE.

oW
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PykoBogacTBo no akcnayatauum WEP-3ax

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

WELTEX  WEP-3ax

MoHuTopUH A NDS  C ACTpOiiKM  Brewnue ice icTenm - (sexon)

Link Quality RSSl,  SNR,
Common ABm  AB

TXBW, RXBW,
RxRate My Mry

Bpemna
paGorsi

Wi-Fi KnneHTe > Link Link

Ne Wws xocta IP-agpec  MAC-agpec Wntepdeiic  Capacity  Quality TxRate

Cratwervia no Tpaciney 1 testonHP-ProBook.450- 00:03:27

G2

192.168.0.35 38:b1:db:25:65:63 wlan0-vapl 100% 100% 100% -22/-34 63/55 MCST722 MCS7 72.2 20 20

Cranvposarue aupa

192.168.0.36 100% 100% 100% -55/-57 35/38 HE NSS2-MCS11 2xLTF

Gl 0.8us 1200.9

HE NSS2-MCS11 4xLTF 80 80
Gl 3.2us 1020 8

~ 2 HUAWEI_P40_Pro- 00:02:48

81afe9c34a

a24d:0a:0a:ab:6d  wiani-vap0d
CrexTpoaranmsatop

Kypran coBermiii
CeteBan AH[bC pMauus

ViHciopMaLms o
pagnonHTepdeiicax

Mepeparo | npursTo Bcero, BaitT
MepenaHo / NpUHATO BCETD, NAKETOB 6 185 044 / 351
MepenaHo / NPUHATO AaHHbIX, GalT

Mepesaro / MpuATO Aarreix, nakeTos 6 185 042/ 348

14613482 474/

14613 482 408 /

59484

59137

Mepeaario ¢ ownbramm, naceTos
nOBTDPbI nepenaym 3a FIOQHSIJHVM nepuoa, NakeTos
ObLee yncno NOBTOPOB Nepeaaqu, NakeToB

CropocTs nepepaun / npuewa, Koutic

1255
0
0

669893 /1

Moaynsims Mepeaano naxetos MpuksiTo nakeTos

Wrcpopmauys o6 ycTporicTee
OFDM6 0 0% 4 1%
OFDM24 0 0% 22 6%

HE-NSS1-MCS8 128 0% 0 0%

HE-NSS1-MCS9 64 0% 13 4%
HE-NSS1-MCS10 6 0% 0 0%
HE-NSS1-MCS11 59357 1% 2 1%
HE-NSS2-MCS3 0 0% 2 1%

HE-NSS2-MCS4 816 0% 10 3%

HE-NSS2-MCS5 5373 0% 130 37%
HE-NSS2-MCS6 153680 2% 30 9%
HE-NSS2-MCS7 34125 1% 37 1%

HE-NSS2-MCS8 818154 13% 29 8%

HE-NSS2-MCS9 811928 13% 38 1%

* Ne — HomMep NOAK/THYEHHOIO YCTPOMCTBA B CMUCKE;

* VIMsi Xocma — ceTeBoe UMS YCTPOWCTBa;

+ IP-adpec — IP-agpec nogkNH4YEeHHOro YCTPOUCTBA,

+ MAC-adpec — MAC-agpec nogk/oYeHHOro yCTPONCTBa;

* ViHmepdpelic — HTepdeiic Bzaumogerictensg WEP-3ax ¢ nogknio4eHHbIM YCTPONCTBOM;

+ Link Capacity — napameTp, KOTOPbIin 0ToO6paxaeT 3h(heKTMBHOCTb MCNOIb30BaHMA TOUKOW AocTyna
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kakaoin
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hMLUMeHTOB. MakcumarbHoe 3HaueHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefarnTcs 40 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noAZepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHue — 2% (B ciyyae, Koraa nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans kaneHTa ¢ noaaepxkoii TexHonorum MIMO). 3HaueHne napameTpa
paccunTbiBaeTcA 3a nocsiegHue 10 cekyHn;

* Link Quality — napameTp, KOTOPbIi OTO6PaXAET COCTOSTHNE /IHKA A0 KNIMEHTA, pacCumMTaHHbIA Ha
OCHOBaHMKN KO/IMYecTBa PeTpaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KIMEHTY. MakcMasibHoe 3HadyeHve —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NOMNbITKA), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakKeT A0 KNMEeHTa He 6blN YCNeLIHOo oTrnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality Common — napameTp, KOTOPbIi 0TOBPaxXaeT COCTOSHME /INHKA A0 KNNEHTA, paccumTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHe
- 100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOI NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccumTbiBaeTcsl 3a Bce
BPEMS NOAK/TOHYEHUS KNTNEHTE,;

* RSSI - ypoBeHb NpuHUMaemoro curHana, abwm;

* SNR - oTHoOwWweHne curHan/wym, ab;

+ TxRate — kaHa/IbHasA CKOPOCTb nepegayun, MéuT/c;

* RxRate — kaHasIbHasA cKOpOCTb nNpuema, Mout/c;
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PykoBogacTBo no akcnayatauum WEP-3ax

Tx BW — nonoca nponyckaHus Ha nepegadye, MIy;
Rx BW — nonoca nponyckaHusa Ha npueme, My,
Bpems pabomsi — Bpems coeguHeHns ¢ Wi-Fi knueHTom.

[ns BbiBoZA 60/1€€ pa3BepHyTOil MHGopMaL My Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KOIMYEeCTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KONIMYeCTBO NepefaHHbIX/NPUHATBLIX Ha NOAK/THYEHHOE
YCTPOWCTBO NAKeTOB;

lNepedaHo/npuHsamMo 0aHHbIx, 6alim — KONNYECTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IHOYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATBIX Ha NOAKHOYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, Nnakemos — KONMYeCTBO NakeToB, NepeaHHbIX C OLWMOKaMu Ha NOAK/IIOYEHHOe
YCTPOWCTBO;

lMosmopsb! nepedayu 3a rnocsaedHull Nepuoos, nakemos — KOsIM4ecTBO NOBTOPOB Nepesayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KOsIM4ecTBO NOBTOPOB Nepesayn Ha NoAKNH0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyanibHas CKOPOCTb nepefayn Tpadinka B HaCTOALLNIA
MOMEHT BPEMEHW.
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PykoBogacTBo no akcnnyatauum WEP-3ax

5.4.2 ToameHio «CtaTncTnka no Tpadonky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcsa rpaddukm CKOpocTu npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BKJ/THOYEHWSA TOYKU AOCTyna.

S\ELTEX ~ WEP-3ax

MOHHTOPUHI Radio VAP WDS CeTeBble HACTPOWKK BHelwHWe cepBuChl Cucrema - (Bbixog)

WLANO Tx/Rx mbps

Wi-Fi knneHTw
Rx: 0 mbps (max: 0 mbps)
@ Tx:31.4 mbps (max: 32 mbps)
CratucTuka no Tpadmey > mbgg
—r——— N — e A e e
CraHuposaHue shupa 28

- 25
CnekTpoananuzatop
21
HypHan coObITHA
18

CeTeBan MHEHOPMALMA
CeTeBan MHEOpMAaLK 14

MHthopMaUns o 11
papuouHTepdencax
.
MH(bopMaLnA of YeTporcTee 1
] LN
13:22:24 13:22:44 13:23:04 13:23:24 13:23:44 13:24:04 13:24:24 13:24:44 13:25:04 13:25:24 t,s

WLAN1 Tx/Rx mbps

Rx: 0 mbps (max: Omg
b ® Tx 623 3 mbps (max: 699.6 mbps)
mbps

750
622 ’—\/\—r\/_/\\m P ~——
544 (—Mﬁj

L I o e I o o B B o
13:22:24 13:22:44 13:23:04 13:23:24 13:23:44 13:24:04 13:24:24 13:24:44 13:25:04 13:25:24 &5

Mpadmkn WLANO n WLANT Tx/Rx noka3biBaloT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, (WLANO) 1 Radio 5 'y, (WLANT) nHTepdeiicbl Touku gocTyna 3a nocnegHue 3 MuHyTbl. Mpaduk
aBTOMaTUYeCKN 0BHOBNSAETCH Kaxkable 2 CEKYHAbI.

LAN Tx/Rx mbps
R 624.6 mbps (max: §26.5% mbps)

@ T 0.2 mbps (max: 0.2 mbps)
"85 |

557
4387
418
348
278
209

139

70

L o o R

10:31:14 10:31:34 10:31:54 10:32:14 10:32:34 10:32:54 10:33:14 10:33:34 10:33:54 10:3414  ts

24



PykoBogacTBo no akcnayatauum WEP-3ax

Mpadmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpadgmka vyepes Ethernet-nHtepdpeiic
TOUKM AOCTyna 3a nocnegHue 3 MUHYTbI. padink aBTOMaTMyeckn 06GHOBNAETCH Kaxable 2 CeKkyHabl.

MNepenaHo v
WHTepdeic Bcero nakeToB Bcero 6aiT OTSpoleHO NAKETOE OWHEKN
LAN 136732 127833191 0 0
WLANO 10803772 1582403395 0 1703
WLAN1 85266546 19314705267 0 5057
wlan0-vap0 10222823 711937730 0 16
wlan0-vap1 580952 870466265 0 1687
wlan1-vap0 710503 1511677557 0 2687
wlan1-vap1 7556043 17803027710 0 2370

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgelic — nmsa nHTepgelica,;

+ Bcezo nakemos — KONMYEeCTBO YCMELIHO OTMpaB/ieHHbIX NaKeToB;

* Bcezo 6alim — KOniM4ecTBO YCneLHO OTrnpaB/ieHHbIX 6aliT;

* Om6poweHo nakemos — KONIMYEeCTBO NaKeToB, OTOPOLLEHHbIX NPV OTNPAaBKE;
* OWUubKU — KOIMYEeCTBO OLUMOOK.

MpuHATO v
WHTepdeic Becero nakeToB Bcero Gadr OTGpOoWEeHO NAKETOB Ownbkn
LAN 34845083 37799619840 2376 0
WLAND 3635 544999 19 0
WLANT 110558 141915530 12 0
wlan0-vap0 1167 222681 14 0
wianO-vap1 2468 322318 5 0
wlan1-vap0 109594 141828008 12 0
wlan1-vap1 964 87522 0 0

OnucaHune Tabnuupl «[IPUHIMO»:

* ViIHmepdpelic — nma nHtepdelica;

+ Bcez2o nakemos — KONNYEeCTBO YCMNELIHO NPUHATBLIX NaKeTOB;

* Bceeo 6alim — KONMYeCcTBO YCNEeLHO NPUHATbIX 6aliT;

* Om6pOWEHO Nakemos — KOSIMYeCcTBO NaKeToB, OTOPOLLEHHbIX NPY NOSTYYEHWY;
* OWU6KU — KONNYeCTBO OLLNOBOK.
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5.4.3 TMoameHo «CkaHMpoBaHue adompar

PykoBogacTBo no akcnayatauum WEP-3ax

B nogMeHto «CKaHMpoBaHue 3¢hpmupa» OCYLLECTB/ISETCS CKAaHUPOBAaHME OKPYXAtOLWEro paamoacmpa ¢ Lesbto
06HapyXXeHNs COCeaHMX TOUeK AoCTyna.

]

eLTex

MoHuToprHr Radio VAP

Wi-FI knueHThl

CratucTuka no Tpadmky

CkaHupoBaHue acupa >

CnekTpoaHanu3aatop

HypHan cobbitui

CeTesan wHdropMayma

WHudropmayua o
pagvonHTepdeicax

Wudopmayua ob ycTpoiicTee

WEP-3ax

WDS CeTeBble HACTPOMKK

MocnegHee ckanuposakue Obino 19.06.2023 13:38:38

24Ty 50Ty

Owanazon
2.41Ty
2.4TTy
2.4TTy
2.4TTy
2.4TTy
241y
2.41Ty
24Ty
2.41Ty

24Ty

SSID

BHewHue cepBurcel

Cucrema

Pexum
GesonacHocTH

Open
Open
Open
Open
Open
Open
Open
WPAZ_1X
WPAZ

Open

MAC-anpec
E0:D9:E3:49:D5:00
00:E1:4C:86:70:06
68:13:E2:1B8:68:40
65:13.E2:1B:6B:41
E0:D9:E34A:BAFO
68:13:E2:20:A3:02
E8:28:C1:G1:1D:90
E0:D9:E3:4A:BAF1
EO:D9E34ABAF2

E8:28:C1.ECDE:21

Kanan/
WwnpuHa

1120
11/20
1/20
1/20
1/20
1120
11720
1/20
1120

11/20

u- (BbIXOO)

RSSI, pEm

-15

-17

-21

-22

-27

-27

-27

-28

-28

-29

s 3anycka npoLiecca CKaHMPOBaHWA aghupa HaXMMTE Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst

npoLecca Ha CTpaHuLe NOSBUTCS CMMCOK 06HaPYXEHHbIX B paavoadmpe Touek AocTyna U MHpopMaLms 0 HUX:

lNocnedHee ckaHupoBaHue 6bI/10... — fata ¥ BPeEMsi NOCNIe4HEr0 CKaHUPOBAaHWS;
Juanas3oH — ykasbiBaeTcs guanasoH 2.4 'y, nnm 5 Iy, B KOTOPOM Oblna 06HapyXeHa Touka foCcTyna;
SSID — SSID o6Hapy)XeHHOWM ToYKK A0CTYNa;
Pexxum 6e3ornacHocmu — pexumm 6e30nacHOCT 0GHaPY)XXEHHO TOUYKM JOCTYNa,;
MAC-adpec — MAC-agpec 06Hapy>XeHHOM TOYKM A0CTYNa;

KaHan/lLlupuHa — pagnokaHan, Ha KOTOPOM paGoTaeT 06HapyXeHHas ToUKa JoCTyna;
RSS! — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHUMAET CUTHA/T 0BHAPYXEHHOI TOUKM A0CTYNa, ABM.

Bo BpeMsi OCYLLECTB/IEHUS CKAHNPOBaHUs adipa paanovHTepdeiic ycTpoiicTea 6yAeT OTK/OUEH, YTO
npvBEeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BpEMSI CKaHUPOBaHNSI.
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PykoBogacTBo no akcnayatauum WEP-3ax

5.4.4 TlogmeHo «CnekTpoaHanusaTop»

B noameHo «CneKkTpoaHasiM3aTop» OCYLLECTBSETCS 3amnyCcK ¥ MOHUTOPUHT paboTbl CNeKTpoaHansaropa.

Ha ycTpotictBax WEP-3ax ecTb BO3MOXHOCTb 3anycka cnekrpoaHasm3aropa Ha pagmonHtepdeicax Radio 2.4

Iy n Radio 5Ty,

3anyck cnekrpoaHasmsaropa Ha nouHTepdencax

© nNpu 3anycke cnekTpoaHanusaropa paavonHTepdeiic (Radio 2.4 Iy v Radio 5 I'Mw) 6yaert

nepesBefieH B PeX1UM CKaHMPOBaHWS, UTO npueeaeT K oTknoveHuto Bcex Wi-Fi KnneHToB, NogKNI0YEeHHbIX

K JaHHOMY pajuonHTepdeiicy.

ELTEX  WEP-3ax

MOHWTOPUHT Radio VAP WDS CeTeBble HAaCTPOWKU BHelUHKWe cepauchl Cucrema - (BbIXoa)

Wi-Fi KeHTbI CkaH1poBaHVe 3aiiMeT He Gonee 26 cekyHa.

CraTucThKa no Tpauky
MocnegHee ckaHupoBaHKe Gbino 19.06.2023 13:47:21
CkaHvpoBaHwWe atbupa
Cnucok kaHanos: 16 11
CnekTpoaHanusarop >
24TTy 5y

HKypHan coBbITuiA
KaHan 3arpyeHHocTb

Ceresan upopuau |4 100% ]
ViHcpopHaLs 0 6 99% (e
pagnouHTepdencax
11 9% (N

WMucbopmaums o6 ycTpoiicTee

[na 3anycka paboTbl cnekTpoaHan3aropa HaxMmnTe Ha KHOMKY «CkaHMpoBaTtb». B MH(hopMaLoHHOM OKHe,
pacnosioKeHHOM cripaBa OT KHOMKKW, 0TOGpaXaeTcsl BpeMs B CeKyHAax, npoLlejllee ¢ Havyasia 3anycka
CKaHMpoBaHus. Bpems paboTbl cnekTpoaHanm3aTopa Ha Radio 2.4 Ty, 3aHMMaeT He 6onee 26 cekyHa, Ha
Radio 5 'y, — He 6onee 34 cekyHA,.

« lMNocnedHee ckaHuposaHue 6bi/10... — faTa U BPpeMsl NOC/IeIHEr0 CKaHNPOBAHNS;

+ Cnucok kaHa/108 — CNNCOK KaHas10B, Ha KOTOPbIX BYAEeT NPOU3BeAEeHO CKaHVPOBaHWE,

* KaHas — HoMep KaHasia, Ha KOTOPOM NPOV3BOANIOCH CKAHNPOBAHWE;

* 3agpy)xeHHOCMb — UHIOPMAaLMS O 3arpy>XEeHHOCTM paanoKaHasna, BbIpaXkeHHas B MPOLEHTax.

© CnektpoaHanusartop paboTaeT TO/IbKO Ha Tex KaHasax, KOTopble OTpaxKeHbl B napameTpe «Cnmcok
KaHanoB». Hanpumep, ecnu B cnucke kaHanoB Ha Radio 2.4 Ty, yka3aHbl kaHanbl ‘1 6 11', To aHanu3
crnekTpa 6yaeT npousBeaeH ToMbKO Ania KaHanoB 1, 6 1 11. UTobbl 06aBUTL/yAannTb KaHasbl U3
[aHHOrO Cnycka, neperanTe B COOTBETCTBYIOLLYIO JaHHOMY pagnonHTepdelicy BKIaaKy Ha cTpaHuue
«Radio» n BHecuTe n3mMeHeHus B napameTpe «OrpaHnymTb CNUCOK KaHas10B».
[nsa Toro 4To6bI 6611 NPON3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanonHTepdeiic, nepenante B COOTBETCTBYHOLLYIO aHHOMY paanonHTepdiency BKknaaky Ha
cTpaHuue «Radio» n cHuMmuTe dhnar HanpoTuB NapameTpa «OrpaHNyYnTb CNUCOK KaHanoBy. Nocne
nosly4yeHuns pesynbraTtoB paboThbl CnekTpoaHasim3aropa yctaHoBuTe hiiar HanpoTus
napameTpa «OrpaHn4mTb CNUCOK KaHa10B» 06PaTHO.
C 6onee noapobHoIi MHCpopMaumeli 0 HacTpolike paguonHTepdelica Yepes web-nHTepdeinc
MOXHO 03HaKOMUTbLCS B pasgene Mewo «Radio».
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5.4.5 MoameHto «)KypHas cobbITHiA »

PykoBogacTBo no akcnayatauum WEP-3ax

B nogmeHto «XKypHan co6bITuiA» npeactas/ieH CMcoK COObITUIA, NPOUCXOAALLMX HA YCTPONCTBE B peasibHOM

BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

=TEX

MoHuTOpWHT Radio VAP

Wi-Fi knuenTbI
CTaTtucTuKa No Tpaguky
CraHupoBaHm1e achupa
CnekTpoaHanusarop
KypHan cobbiThi >
CeTeBan UHopMaUma

WHdopmaums o
paguonHTepdencax

WHcpopmauma of yeTporcTee

WEP-3ax

WDS CeTeBble HaCTPOAKK

£ OGHOBUTL

Data 1 BpemA
Jan 1 03:00:33
Jan 1 03:00:30

Jan 1 03:00:30

-
M O4UCTUTL

Tun
daemon.info
daemon.info

syslog.info

BHeluHne cepBUCHI C

Mpouecc
networkd[957]
networkd[957]

syslogd

ncrema -~ (BbIXOA)

CoobweHue
DHCP-client: Interface br0 obtained lease on 10.24.80.93
Networkd started

started: BusyBox v1.30.1

+ [ama u spemsi — fata u Bpewms, Koraa cobbiTvie 6bIN10 CreHEPUPOBAHO;
« Tun - KaTeropvsi 1 ypoBeHb BAXHOCTU COObITUS;
« [poyecc - Ms NpoLecca, CreHepUPOBaBLLENO COOBLLEHNE;

+ CoobuwjeHue — onucaHme cobbITUS.

Ta6nuua 6 — OnuncaHne KaTeropuii Ba&XHOCTU COBbITHIA

YpoBeHb

Trn BaXXHOCTW COOGLLEeHuI

0 UpesBblyaiiHble (emergency)

1 CurHanbl Tpesoru (alert)

N o o a0 howN

Own6ouHble (error)

Kputnueckue (critical)

MpeaynpexaeHns (warning)

YBegomneHnus (notice)

OtnapgouHble (debug)

MHdopmauuoHHble (informational)

OonucaHuve

B cucteme npov3zolusnia Kputmueckas owmneka,
cucTema MOXET paboTaTb HenpaBu/ibHO

Heo6xoaMmMo HeMea/leHHOe BMELLaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputuieckasi omoka

B cucteme npomsoLuna owwmnbka

MpenynpexaeHve, HeaBapuintHOe coobLLeHne
YBefoM/IeHVe CUCTEMbI, HeaBapuitHoe CoobLLeHne
NHhopmaLmoHHbIe coobLeHNs CUCTEMBI
OTnafoyHble COO6LLEHNS NPefoCTaBNAoT

nonb30oBaTesto MHpopMaL o 4515 KOPPEKTHO
HACTPOWKN CUCTEMbI

L5 nonyyYyeHnst HOBbIX COOOLLEHUIA B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbL».

Mpy HEOGXOAUMOCTI BCE CTapble COOBLLEHUS U3 XYPHaIa MOXHO YAa/IUTb, HaXKaB Ha KHOMKY «OUMCTUTb».
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PykoBogacTBo no akcnayatauum WEP-3ax

5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

-
“ILTEX  WEP-3ax
MOHHTOPHHT Radio VAP WDS CeTeBble HACTPOMKK BHeLIHWE CEPBUCHI Cucrema - BbIXOL,
Wi-Fi KNnHeHTBI CTaTyG WAN
CTaTucTuka no Tpagmky WHTepdpeiic bro
CraHHupoBakHe 3upa Mporoxon bHCR
IP-agpec 10248093
CnekTpoaHanusarop
MprHATO 14.1 MOanT (14 760 680 DanT)
KypHan cobbiTHid
f Mepenado 4.5 MBailT (4 685 408 GaiT)
Cetesas UHOpMALIA > Ethernet
Mrpopmauua o CocTommme nopta  Up
pannouHTepeicax
CKOPOCTh 1000
WHdopmauwma of ycTpoiicTee vnnese ull
ny
ARP ~
Ne IP-agpec MAC-agpec
0] 10.24.80.67 18.31.BF.0D.E8.66
1 10.24.80.1 EO0:D9'E3:EBE1:40
MapLupyTbl v
Ne ViHTeptgeic HasHadeHue Wnwos Macka dnarn
o bro 0.00.0 10.24.80.1 0.00.0 uG
1 bro 10.24.80.0 0.0.00 2565.255.255.0 u

Cratyc WAN:

* ViIHmepdpelic — nms nHTEpgoeinca;

+ [pomokos — NpPOTOKO/, UCNOMb3yeMblin AN aoctyna k cetn WAN;
+ IP-adpec — IP-agpec yCTpoicTBa BO BHELLUHEN CETY;

+ [NpuHsMOo — KONMYecTBo NPUHATLIX HA WAN 6aiiT;

+ lNepedaHo — kKonn4yecTBO nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

« CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NoakntoyYeHnst no nopty Ethernet;
« dynnekc — pexum nepegayn gaHHbIx:

* Full - nonHbIii gynnekc;

+ Half — nonyaynnekc.

ARP:
B ARP-Tabnuue cogepxntca nopmanms o cootrsetctamm IP- 1 MAC-agpecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCcTponcTBa;
+ MAC-adpec - MAC-aapec ycTpoiicTea.

MapLupyThbl:

* ViIHmepdpelic — nma nHtepdeliica;
* HasHayeHue — IP-agpec xocTa uiv NoAceTy Ha3HayeHus, 40 KOTOPbIX YCTaHOB/IEH MapLUpyT,;
+ Lmo3 - IP-agpec Wwro3a, Yepes KOTOPbIn OCYLLECTB/ISETCH BbIXOA Ha agpecara;
* Macka — macka nogcetu,
* Qslacu — onpefeneHHble XapakTepucTuky AaHHoro mapuwpyTa. CywecTByHT cnegyroLme 3Ha4eHuns
donaros:
+ U - ykasbIBaeT, 4TO MapLUpyT co34aH U ABNSETCA NMPOXOAUMbIM;
* H - yka3blBaeT Ha MapLUpyT K onpeAeneHHOM y31y;
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PykoBogacTBo no akcnayatauum WEP-3ax

G — yKasblBaeT, YTO MapLipyT NponeraeT yepes BHELLHWIA W3, CeTeBo nHTepdelic cnctemsl
npeaocTaBAseT MapLUpyTbl B CETU C NPsiMbIM NOAK/IOYEHNEM. BCe npoune mapLupyTbl IpoxogaTt
yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KOOME MapLupyTOB B CETU C
NpsIMbIM NOAK/TIOYEHNEM,

R - yka3bIBaeT, 4TO MapLUpyT, CKopee BCero, 6b11 co3aaH AMHaMUYECKAM MPOTOKO/IOM
MapLupyTM3aumm, paboTaloLymM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBa€eT, YTO MapLUpyT 6bi1 f06aBNEH B pe3ynbraTe NoyyYeHnst CooOLEHNS
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHns ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuly MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHne Ansa nocneayowmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary;

M — yka3bIBa€eT, YTO MapLLPYT NOABEPrcA N3MEHEHUIO, BEPOSITHO, B pe3ysibTate paboThbl
AVHaMMYEeCKOro NpoToKO/a MapLupyTmnsanmm Ha NoKasibHOM cuctemMe 1 NpMMEHeHUs napameTpa
mod;

A — yKka3biBaeT Ha 6ychepun3oBaHHbIii MapLLpPyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;
C — yKa3bIBa€eT, YTO MCTOYHMKOM MapLupyTa siBNseTca 6ychep mapipytusaumm 84pa,;

L — yka3bIBa€eT, 4TO MYHKTOM Ha3Ha4YeHUs MapLupyTa SABNSETCA OANH U3 aApecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe MapLupyTusaumu;

B — ykasblBaeT, UTO KOHEYHbIM MYHKTOM MapLUpyTa SABASETCS LWMPOKOBeLWaTe bHbIM agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe mapLupyTm3auuu;

| — yka3bIBa€eT, UTO MapLLPYT CBsi3aH ¢ KonbLeBbiM (loopback) nHtepdeiicom ¢ Luenbo NHON,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — ykasbIBa€eT, YTO AelTarpaMmbl, HanpasasieMble N0 3TOMY apecy, byayT oTBepraTbes
CUCTEMOM.
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PykoBogacTBo no akcnayarauun WEP-3

5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-3ax.

WELTEX  WEP-3ax

MoHuTopHHr Radio VAP WDS CeTesbie HACTPOHKK BHelwHue cepBuce Cucrema - (Bbixon)

Wi-Fi knvenTs Radio 2.4 Tu
CTatucTvka no Tpademry Craryc BrnioqeHo

ra'nd;
CraHwpoearne achupa Pesans IEEE 802 11big/n/ax
Kaxan 6
CnexTpoaHanusatop
LLinpuHa kaxana, My 20

ypHan cofbITHRA

MoluHoCTe Nepenayn, oBm 16.0
CeTesan MHOpPMaLKMA Radio 5 Ty
VrdpopmaLma o Cratyc  BrmioueHo
paguouHTepdeicax »
Pexmm IEEE 802.11a/n/ac/ax
WHbopmaumna ob yecTpoicTee
Kanan 458

LLinpuHa kaxana, My 80

MolHocTe nepenaqn, obm 18.73

PagunovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOUYEHO.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «Cratyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /1M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTsa 6bl ogHa akTueHast VAP, Radio 6yaet
HaxoamuTbCA B cTartyce «Bk/ioyeHo», nHaye — «BbIK/IoYeHOo».

B 3aBucmMmMocTu ot cTaryca Radio Ans MoHUTOpMHra AocTynHa cnegyowas nHpopmaums:
Bblknto4yeHo:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;
BkntouyeHo:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — Homep 6ecnpoBOAHOr0 KaHasa, Ha KOTOPOM paboTaeT pagMonHTEPAIENAC;

* LupuHa kaHasz1a — LMpUHa NoJsIoCkl YacToT KaHasla, Ha KOTopoM paboTaeT paguovnHTepdeiic, My,
* MowHocmb nepedayu — pakTnyeckas ussiydaemas MOLWHOCTb nepesaryuvka, obm.

ax
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PykoBogacTBo no akcnayatauum WEP-3ax

5.4.8 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTepnctnkm WEP-3ax.

-LTEX  WEP-3ax

MoHNTOPUHE Radio VAP WDS CeTeBble HAaCTPOWKN BHelwHWe cepBuchbl Cuctema -~ (BbIXOA)

Wi-Fi knueHTb! Vanenve WEP-3ax
AnnapaTHas Bepcust 2v1
CratucTuka no Tpaduky

Basopckort MAC-agpec CC:9D:A2:C7:A2:EQ
CkaHupoBaHve acupa
CepuiiHblii Homep WP42001664

CnekTpoaHanusatop Bepcus MO

>KypHan cobbituii PesepsHas Bepcus MO

Bepcus sarpyauuka
CeTeBas nHdopmauus P 24

CuctemHoe Bpemsa 15.09.2023 06:55:21
NHbopmauus o
papvouHTepdeiicax Bpemsa pa6otbl 00:11:48
N Barpyaka LMY 0.18%
VHdopmauma o6 ycTpoiicTse >
3aHATO NaMsATn 313 Mb6aiit / 1006 M6aiiT (31%)

* M130e/iue — HauMeHoBaHWe MoAev YCTPOCTBa,

+ AnnapammHasi sBepcusi — Bepcus annaparHoro obecneyeHns yCTponcTea,;

+ 3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdoeiica yCTpOoCTBa, yCTaHOBNEHHbI 3aBOAOM-
N3roToBUTENEM,

+ CepuliHbili HOMep — CepUiiHbIi HOMEpP YCTPOICTBA, YCTaHOB/EHHbIN 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcusa NporpamMmMHOro obecnevyeHmst yCTponcTsa,;

* PesepsHas sepcus 10O — npegblaylias yctaHoBsieHHas Bepcus MN0;

* Bepcusi 3a2py3quka — Bepcus nporpammMHoOro obecrneyeHns 3arpy3ymka yCTpomncTea;

+ CucmeMHoe BpeMsi — TekyLume BpeMs 1 [aTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabomsbi — Bpems paboTbl C MOMEHTa Noc/eHEero BKIKYEHUSA v nepesarpyskn yCTPOUCTBa;

+ 3aepyska LIy — cpeaHnii NpoLUEHT 3arpy3kun npoLeccopa 3a nocnegHue 5 CekyHa,

+ 3aHsImo namsimu — NPOLEHT MCMONb30BaHWA (PU3MYECKOM NaMATN YyCTPOCTBA.
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PykoBogacTBo no akcnayatauum WEP-3ax

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

-
=L TEX WEP-3ax
MOHUTOPMHT Radio VAP WDS CeTeBkie HACTPOWKK BHeLHWe CepBHUChl Cuctema - (Beix0m)
Radio 2.4 Ty > OﬁLLLI/Ie
Radio 5Ty Pexum IEEE 802.11bfg/nfax ~
[ononuutensHo ABTOMaTUHECKUIA BbIBOP
kasana
OrpaH1ynTe CNIMCOK
KaHarnos
WupuHa kanana, My 20 ~
IMouwHocTe curHana, Abm 16 v
[ononHutensHo v

* Pexxum — pexum paboTbl MHTepelica cornacHo ctaHgapTam:
+ |IEEE 802.11ax;
+ |EEE 802.11b/g/n;
+ |EEE 802.11b/g/n/ax.

* ABmomamuyeckul B8bI60p KaHasia — NPy YCTaHOB/IEHHOM doiare Touka 6yaeT aBToMaTuyeckn
BblOMpaTb HAMMeHee 3arpyXXeHHbli pagnokaHan ans pabotbl Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaETCA AOCTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepegayn faHHbIx;

+ O2paHuyumsb CrucoK KaHasio8 — Npv ycTaHOBNEHHOM donare Touka focTyna 6yaeTt Ucnonb30Barb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /15 paboTbl B aBTOMarnyeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHaU10B» HE YCTaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa focTyna 6yaet BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KaHa/10B aHHOTro
AnanasoHa 4YacTtoT. KaHasbl gnanasoHa 2.4 'u; 1-13;

* llupuHa kaHasa, My — wmnprHa NonoCkl YacToT KaHaa, Ha KOTOpoM paboTaeT Touka gocTtyna. MoxeT
npuHmumatb 3HadeHne 20 nnm 40 Mry;

* OCHOBHOU KaHa/1 — napameTp MOXeT ObITb N3MEHEH TOJIbKO MPW NPOMYCKHON CNOCOBHOCTU CTaTUYeCKn
3aflaHHOoro KkaHana pasHoin 40 MI'y. KaHan 40 MMy, MOXHO cuMTaTb COCTOSALLIMM U3 ABYX KaHasoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW obnacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1aMu. MepBUYHbIA KaHa UCNOJb3YETCH KIIMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

« Upper — nepBrYHbIM KaHasiom 6yaet BepxHuii kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — NnepB1YHbIM KaHas10M ByaeT HKHNUiA kaHan 20 My, B nonoce 40 Mlu,

* MowHocmb cuz2Hana, 0bm — perynuposka MOLLHOCTY curHasia nepegartyvka Wi-Fi B gbM. MpuHumaeT

3HayeHne oT 6 40 16 abm.
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© B cnyuae, ecn B cnivcke «OrpaHNunTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA [15 Bbi6opa KaHaul, To

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

yMonyaHuio — «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu namenntb napametp «lnpunHa kaHana» Ha 40 My, n He yoannTh «cepble» KaHaslbl U3 CNNCKa, TO
npu HaxkaTnm Ha KHONKY «puMeHnTb» B Bpay3epe nosaBuTcs owmnbka — «BBefeHHble JaHHble
cofepxart owmnokn. iameHeHnsa He Gblv NpUMeHeHbI». COOTBETCTBEHHO, KOHUTypaL st TOUKM
[0CTyna nsmMeHeHa He 6ygeTt. 3TO NPOMUCXOA4MT NO NPUYMHE TOro, YTO KaHaslbl, BblAE/IEHHbIE CEPbIM
LBeToM, B cnucke «OrpaHnMynTb CNMCOK KaHaM0B» HE NOAXOAAT nod onpeaeneHne «OCHOBHOWM KaHas» =
Lower.

B pasgene «[0N0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/THUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

JononHUTENLHO v

OBSS Coexistence

<]

KOpOTKMIA 3aLLMTHLIA MHTEPBAN

a8

STBC O

Mepwrod oTNPaskn Chy#eGHbIX 100
COOBLEHWA, MC

Mopor parmeHTaLumn 2346

Mopor RTS 2347

Arperaums

KopoTkaa npeamoyna

TexHonorua Airtime Faimess

Pewumel padotel DHCP snooping replace v
Onuua 82 gopmat CID custom v

OnumMa 82 yHUKaNbHbIR CID Custom CID
OnuuA 82 gopmat RID custom v

OnuMa 82 yHUKANbHLIA RID Custom RID
®opmat MAC-agpeca AABB:CC:DD:EE:FF v
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OBSS Coexistence — peXxvym aBTOMaTMYeCKOro YMeHbLUEHUS LUMPUHBI KaHasa npu 3arpyXeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh/1are Pexxnm BKITHOYEH;
Kopomkul 3awyumHbIli uHmMepBsas — NOAAEPXKKA YKOPOYEHHOTO0 3aLlMTHOrO MHTepBasia. Touka gocTtyna
nepefaeT AaHHble, ncnonb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNIMEHTaMMU,
KOTOpble Takke NoAAepXMBaOT KOPOTKUIA 3aLLMTHBIA NHTepBaUT,
STBC - meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HanNpaB/ieHHbIV Ha NOBbILLEHVE
HaZeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
Mepuod omnpasku c/yxebHbix coobweHuUl — nepnog, nocblskn Beacon-gppelimoB. dpelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor parmeHTaunn ppeiima, B 6aintax. MNpuHUMaeT 3HadeHns 256—-2346,
no ymosnyaHuio — 2346;
MMopoe RTS — ykasbIBaeT YnNC/0 GaiiT, Yepes KOTopoe nocbliaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NpuHnmaeT 3HadeHns 0-65535, no ymonuaHuio — 2347,
Aepezayusi — BknoveHve nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — ncnonb3oBaHue KOPOTKOW npeamoby/ibl NakeTa;
TexHonozausi Airtime Fairness — oyHKUMSt 3chmpHON pagnogocTynHoCTu. Mpu ycTaHOB/IEHHOM chnare
hyHKUMA aKTVBHA — 3(PUPHOE BpPeEMSA paBHOMEPHO pacnpenenserca Mexay nosb3osaTesiamy;
Pexxum pabombsi DHCP snooping — BbI6Gop nonnuTtnkm o6padotkm DHCP onuun 82. loCTynHble 3HaYeHNs
Ana Bolbopa:

* ignore — obpaboTka onuuun 82 oTk/IoYeHa. 3Ha4YeHe Mo yMOTYaHuIo;

* remove — TOYKa [OCTyna yganseT 3HayeHve onuun 82;

* replace — Touka JocTyna NoACTaBNAET UK 3amMeHseT 3HadeHne onuun 82. Mpu BbiGope AaHHOTo

3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HayeHuns napametpa CID, MOXeT NpuH1UMaTh 3HaYEeHUS:
+ APMAC-SSID - 3ameHa 3HavyeHus napameTpa CID Ha <MAC-agpec Touku gocTtyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID - 3ameHa 3HayeHus napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/THOYEH K/TUEHT;
* custom — 3amMeHa 3Ha4yeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — Nnpon3Bo/ibHAsA CTpoka 40 52 CMMBO/I0B, KOTopas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHua napameTpa RID, MOXeT npuHumarths cregyoiime
3HaYeHus:

*+ ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNIMEHTCKOro yCTPOCTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC - n3meHaTb cogepxmmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHaTb cogepxmmoe RID Ha JOMeH, B KOTOPOM Haxo4uUTCH ToUKa
[oCTyna;

* custom — n3meHATb cogepxkmmoe RID Ha 3HaueHwne, ykazaHHoe B napamMeTpe «Onuus
82 yHuKasbHbI RID;

* Onyus 82 yHuka/bHbIlU RID — npon3BonbHasi CTpoka Ao 63 cMMBO/I0B, KoTopas byaet
nepepasarbcA B RID. Ecnn 3HaueHne napameTpa He 3aZaHo, Touka byaet nsmeHATs RID Ha
3HayeHune no ymonyaxuto — ClientMAC;

+ opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KoTopblil nepefaetcs
8 CID n RID:

+ AA:BB:CC:DD:EE:FF — B KayecTBe pasgenutens BbiCTynaeT 3HaK ABOETOUNS. 3HaueHne
Mo YMOJIHaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTyMnaeT 3Hak Tupe.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

"I TEX  WEP-3ax

MoHWTOPUHT Radio VAP wDS CeTeBble HACTPOMKK BHeLWHWE CepBUCHI Cuctema - (BbIXOAQ)

Radio 2.4 Ty O6wwwme

Radio 51Ty » Peskum IEEE 802 11a/n/ac/ax A

[ononHuTenbHo ABToMaTH4eckuii Boibop
KaHana

OrpaHHynTL CrIMCOK
KaHanos

Lnpuxa kanana, MMy 20 v

MolyHocTs curHana, ABM 19 ~

[oNONHUTENBHO v

* Pexum — pexum paboTbl MHTepheica cornacHo ctaHgapTam:
+ |IEEE 802.11ax
+ IEEE 802.11a/n/ac
+ IEEE 802.11a/n/ac/ax

* ABmomamuyeckul B8bI60p KaHasia — NPy YCTaHOB/IEHHOM (hiare Touka 6yaeT aBToMaTuyeckn
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpeliica. Mpu cHAaTom chnare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepefayn faHHbIX;

+ O2paHuyuUmb CrucoK KaHas108 — Npv yCTaHOBNEHHOM donare Tovka focTyna 6yaeT Ucnonb30Barb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnynTb CNUCOK KAaHaU10B» HE YCTaHOB/EH UM B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaet BbloupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AmnanasoHa yacToT. KaHasnbl agnanasoHa 5 'uy: 36-64, 132—-144, 149-165;

* lupuHa kaHasna, My — WwmnprHa Nos0Ckl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka 4oCTyna,
npuH1UMaeT 3HaveHus 20, 40 n 80 My,

+ OCHOBHOU KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPONYCKHON CNOCOBHOCTN CTaTUYeCKM
3a/laHHOro kaHana pasHoi 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM 13 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YacTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHa MCNOMb3YeTCs KNNeHTaMu, KOTopble NOAAEPXKMBAIOT TOSbKO
nosnocy nponyckaHnsa kaHana 20 My,

« Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My
* Lower — NnepBUYHbIM KaHa/loM 6yaeT HKHUIA kaHan 20 MMy B nonoce 40 MIu.

* MowHocmb cu2Hana, 0bm — perynupoBka MOLHOCTY curHasia nepegatuvka Wi-Fi B gbM. MpuHumaeT

3HadeHne ot 10 go 19 abm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6xoANMO yCTaHOBUTL napameTp «LUnprHa kaHana» pasBHbii 40 MU, Mpu M3MeEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymon4yaHmio — «Lower»,
+ KaHanbl 40 1 48 B cnncke «OrpaHNYmMTb CMUCOK KaHa/I0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPV HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosaBuTcs owmnbka — «BBefeHHble AaHHble
cofepxart oWwnokn. MiameHeHus He 6b1n NpUMeHeHbI». COOTBETCTBEHHO, KOHPUTypaLms TOUYKK
AocTyna nsmMmeHeHa He 6yeT. 3TO NPOUCXOLUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHbIE CEePbIM
LBeToM, B cnucke «OrpaHnynTb CNMCOK KaHaI0B» He NOAXOAAT nog onpeaeneHne «OCHOBHOWM KaHas » =
Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AONO/THUTE bHbLIX NapamMeTpoB paanovHTepdelica
YyCTpPOWCTBA.

HdononHuTensHo v
0OBSS Coexistence
Moaaepxka DFS Belkno4eHo v
KopOTKMIA 3aLMTHEIA MHTEpBaN
STBC

Mepuod oTnpaskk cnyxedHbIX 100
CcooOLWEHWA, MC

Mopor dparmeHTaumum 2346
Mopor RTS 2347
Arperauyms

KopoTkas npeamGyna

TexHnonorua Airtime Fairness

Pexumbl paboTsl DHCP snooping replace v
Onuua 82 copmar CID custom v

Onuma 82 yHuKkanbHeli CID Custom CID
Onuua 82 copmar RID custom v

Onuma 82 yHUKanbH.I RID Custom RID
®opwat MAC-agpeca AABB:CC:DD:EE:FF v
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OBSS Coexistence — pexum aBTOMaTUYeCKOro YMeHbLUEHUS LUMPUHBI KaHasa npu 3arpyXeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh/1are Pexxnm BKITHOYEH;
lNodoepxxka DFS — mexaHu3m AMHaMU4YecKoro Bblbopa 4yactoTbl. TpebyeT oT 6eCnpOBOAHbLIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNo/Ib30BaHNA KaHas10B, COBNaaroLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:
* BbIK/IlOYEHO — MeXaHWn3M BbIk/toveH. DFS-kaHasnbl He [OCTYMHbI 415 BbI6OPa;
* BK/Il0O4EHO — MeXaHU3M BKJ/THOYEH;
* [IpuHyoumesibHO — MexaHu3M Bblk/odeH. DFS-kaHasibl 4OCTyNHbI ANns Bbibopa.
Kopomkul 3awyumHbIli uHmMepBsasl — NOAAEPXKKA YKOPOYEHHOTIO0 3aLlMTHOro MHTepBasia. Touka gocTtyna
nepefaeT AaHHble, ncnonb3ys 400 He 3awmTHBI HTepBas (BMecTo 800 HC) NpU OBLLEHNMN C KNIMEHTaMMU,
KOTOpble Takke NoAAepPXMBaOT KOPOTKUIA 3aLLMTHBIN NHTepBaUT,
STBC - meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HanpaB/ieHHbIV Ha NOBbILLEHVE
HaeXHOCTM nepegayn AaHHbiX. MNpun ycTaHOBNEHHOM dhiare yCTPOMNCTBO nepefaer O4UH NOTOK AaHHbIX
yepes HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPONCTBO He NepefaeT OAVH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbix coobweHuUl — nepnog, nocblkn Beacon-gpelimoB. dpelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuio — 100 mc;
lMopoe ¢hpaemeHmayuu — nopor parmeHTaunn ppeiima, B 6aintax. NpuHMMaeT 3HadeHns 256—-2346,
no ymosnyaHuio — 2346;
MMopoe RTS — ykasbIBaeT UnNC/0 GaiiT, Uepes KOTopoe nocbliaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli cetu. MNpuHnmaeT 3HadeHns 0—65535, no ymonuaHuio — 2347,
Aepezayusi — BknoveHve nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — ncnosb3oBaHve KOPOTKOW npeamoby/ibl NakeTa;
TexHonozausi Airtime Fairness — oyHKUMSt 3chmpHON pagnogocTynHoCTu. Mpu ycTaHOB/IEHHOM chnare
hyHKUMA aKTVBHaA — 3(PUPHOE BpPeMSA paBHOMEPHO pacrnpenenserca Mexay nosb3oBaresiamy;
Pexxum pabombsi DHCP snooping — BbI6op nonmTtukmi o6padotkm DHCP onuun 82. loCTynHbIe 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuumn 82 oTk/IYeHa. 3Ha4YeHe Mo YMO/TYaHWIo;
* remove — ToYKa [OCTyna yganset 3HayeHve onuun 82;
* replace — Touka JocTyna NoACTaBNAET Ux 3amMmeHseT 3HadeHue onuun 82. Mpu Bbibope AaHHOTo
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT NpuH1UMaTh 3HaYeHUS:
+ APMAC-SSID - 3ameHa 3HavyeHus napameTpa CID Ha <MAC-agpec Touku gocTtyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID - 3ameHa 3HayeHus napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/THOYEH K/TUEHT;
* custom — 3aMeHa 3Ha4yeHus napametpa CID Ha 3HayeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — Nnpon3Bo/ibHasA CTpoka 40 52 CMMBOJI0B, KoTopas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHua napameTpa RID, MOXeT npuHumarths cnegyoiime
3HaYeHus:

*+ ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNIMEHTCKOro yCTPOCTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC - n3meHaTb cogepxmmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM Haxo4uTCS ToUKa
[ocCTyna;

+ custom — n3meHATbL cogepxmmoe RID Ha 3HayeHwue, ykazaHHoe B napameTpe «Onuusa
82 yHuKasbHbI RID;
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* Onyus 82 yHuka/bHbIl RID — npon3BonbHasi CTpoka A0 63 cMMBO/10B, KoTopas byaet
nepepasarbcA B RID. Ecnn 3HauyeHne napameTpa He 3aZaHo, Touka byaet nsmeHATs RID Ha
3HayeHune no ymonyaxuto — ClientMAC;

+ opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:

* AA:BB:CC:DD:EE:FF — B KayecTBe pasgenutens BbiCTynaeT 3HaK ABOETOUNS. 3HaUeHne
Nno yMO/IYaHWIo;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTyMnaeT 3Hak Tupe.

5.5.3 MoameHto «JonoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX

MoHUTORHHT Radio VAP

Radio 2.4 Ty

Radio 5 Ty

WEP-3ax

wDS CeTesble HACTPOKKM

[lononHuTensHo

MmoBaneHan uzonauua

BrewHwne cepeuchl Cucrema

[m]

u- (BbIX0A)

OMOMHUTENBHO >
A + [puUMeHUTL R Otmena

* [106as1bHas u3o/15a4yusi — NPN yCTaHOBNEHHOM dofiare BK/l0YaeTCs U30/1Auns Tpadinka mexay
knveHTamu pasHbix VAP 1 pasHbIX paavonHTepencos.

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5MTu,.

Mo ymMonuaHuio Ha CTpaHuULLEe OTPaXKaloTCs TOMbKO NepBble YeTbipe VAP kaxaoro paavovHtepdeiica. Ansa Toro
4TO6bI YBMAETb NOJHbIV CMMCOK A0CTYMHbLIX VAP He06X0AMMO HaxaTb Ha KHOMKY «[oKasaTk Bce». UTo6bI
BEPHYTb 0TO6paxeHue konuyectsa VAP B cnvcke B UICXOAHOE COCTOSIHWE, HAXXMUTE Ha KHOMKY «CBEPHYTb».

=L TEX  WEP-3ax

VIOHHTODHHT Radio VAP WDS CeTeBbIE HAaCTPOHKH BHeLHWE CepBHChI Ccuctema

CymmapHo > 24Ty 5y
24Ty Pexmm
Pexum TpaHcnuposBatb Band VLAN General Wsonauuna
51Tu VAP  BkniouyeHo Gesonachoct VLAN ID SsID SsID Steer Trunk  Mode General VLANID  aGoHeHTOB
VAP0 BeikmiodeHo 1000 WEP-3ax_Portal
VAP WPAWPAZ 2 WEP-3ax_Personal

VAPZ BhiknioueHo Virtual Access Point 2 (2.4GH

VAP3 BhiknioueHo Virtual Access Point 3 (2.4GH

MokasaTk Bee

+ VAPQ..15 — nopagKoBblii HOMep BUPTYasibHOM TOYKM AOCTYNa,;

* Bk/1o4eHOo — npu yCTaHOBNEHHOM ch/iare BMpTyasibHas ToUKa AOCTyna BKNHYEHa, MHavye — BbIK/TOYEHS,;

* Pexum 6e3onacHocmu — TUN WNPOBaHNA AaHHbIX, UCNOb3yeMblil Ha BUPTYyaslbHOW TOUYKe A0CTYNa;

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumatbca MeTka npu nepepadve tpadvka Wi-Fi kiveHTam,
NOAKNOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY, HETErMpoBaHHOMY
Tpaduky oT KneHToB 6yaeT npucBanBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexxume VLAN Trunk);

+ SSID — nms BUpTyasibHOW 6ecnpoBOAHON ceTy;

+ TpaHcnuposams SSID — npw ycTaHOBNEHHOM donare BK/lOYEHO BellaHne B acpup SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM hriare akTMBHO NPYOPUTETHOE MOAK/IOYEHNE KneHTa K 5 Ty,
cetu. Ans paboTbl YyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagnouHTepdelice, v
aKTMBMpOoBaTb Ha HUX napameTp «Pexum Band Steer»;

+ VLAN Trunk — npun ycTaHOBNEHHOM (hriare aboHeHTY nepefaeTcs TerMpoBaHHbI Tpaduk;

*+ General Mode — npv ycTaHOBNEHHOM (priare paspeLuaeTcs nepefaya HeTerMpoBaHHOro Tpaduka
COBMECTHO C TErMpOBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID - ¢ ykazaHHoro VLAN ID 6yget cHumaTbca meTka n Tpadmk atoro VLAN 6yaeT nepefaH
KnneHTy 6e3 Tera. Npun npoxoxaeHun Tpadouka B 06paTHy0 CTOPOHY, HETETMPOBaAHHOMY TpaduKy OT
KnneHToB 6yaeT npucBamBaTbcsl MeTka General VLAN ID;

* U3onsyus aboHeEHMOoB — NPV YCTaHOBIEHHOM ch/iare BK/IIOYEeHa N30/1Aumsa Tpadinuka Mexay KnneHtamuy B
npegenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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eLTEX WEP-3ax

MoHUTOPUHT Radio VAP WDS CeTeBble HAaCTPONKK

CymmapHo VAPO VAP1

24TTu> VAP9 VAP10

50Ty OB6LLMe HaCcTPONKK

BkroyeHo

VLAN ID

SSID
TpaHcnuposatb SSID
Pexwum Band Steer
VLAN Trunk

General Mode

General VLAN ID

W3onsuus aboHeHToB
Monaepxka 802.11k/v

Mpuoputet
Pexum Minimal Signal

MuHUManbHbINA
ypoBeHb curHana, Abm

TMopor ypoBHs curHana
npyu poymuHre, 4BEM

WHTepsan Minimal
Signal, ¢

Pexxum 6esonacHocTu
MFP

Know WPA

Mopnepxka 802.11r

BpyuHyto

BHeluHne cepBuchl Cuctema ru

(BbIXOA)

VAP2 VAP3 VAP4 VAPS VAPG6 VAP7 VAP8

VAP11 VAP12 VAP13 VAP14 VAP15
1000

Virtual Access Point 0 (2.4GF

a

(<]

<]

<]

a

DSCP

-100

-100

10

WPA2

OTKnoYeHo

O6ume HaCcTpPOIiKK

BksiroyeHo — npuv ycTaHOB/IEHHOM doiare BUpTyasibHasA Tovka AOCTyna BK/IHOYEHA, MHaYe — BbIK/TIOYEHa;
VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT cHuMatbcs MeTka npu nepegade tpadmka Wi-Fi knnenTam,

MOAK/THUYEHHbIM K faHHoi VAP. Mpu NpoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY, HETETMMPOBaHHOMY

Tpadvky OT KMEeHTOB BYAET NpUCBanBaThCs

BbIK/TKOHEHO;

meTka VLAN ID (npu oTkntoueHHoM pexxume VLAN Trunk);

SSID - vims BUpTyanbHOW 6ecnpoBOAHOI ceTw,
TpaHcnuposams SSID — npu ycTaHOBNEHHOM donare BK/IoYeHo BelwaHme B achmp SSID, nHave —

Pexum Band Steer — npu ycTaHOB/IEHHOM gp/iare akTMBHO NPUOPUTETHOE NOAK/IOUEHNEe KnneHTa K 5 Iy

ceTn. Ana paboTbl PYHKLMM HYXHO co3aaTb VAP ¢ oavHakoBbiM SSID Ha KaxaoM paanovHTepdelice, v
aKTMBUPOBATb Ha HUX napameTp «Pexum Band Steer»;

VLAN Trunk — npu ycTaHOBNIEHHOM donare aboHEHTY nepefaeTcsl TErMpoBaHHbIN Tpaduk;
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*+ General Mode — npv ycTaHOBNEHHOM (priare paspeluaeTcs nepefada HeTerMpoBaHHOro Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

+ General VLAN ID - ¢ ykazaHHoro VLAN ID 6yaet cHumaTbca MeTka n Tpadmk atoro VLAN npoliget Ha
KnveHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3on1syus aboHEHMOB — NPV YCTaHOBNIEHHOM doiare BK/I0YeHa N30NAuns Tpadmka Mexay KMeHTamun B
npegenax ogHoi VAP;

* Moddepxka 802.11k/v — BkIOUMTL Nogaepxky ctaHgapToB 802.11k/v Ha BUPTyasibHOM TOUKe AOCTYNa;

* [Mpuopumem — BbIGOP cnocoba npuopuTnsaunn. Onpeaenser nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B paguonHtepderic byaet pacnpegenatbes no ovepeasm WMM:

+ DSCP - 6ypet aHanunsnpoBatbcsa npuoputeT 13 nona DSCP 3aronoeka IP-nakeTa;

+ 802.1p - 6ymeT aHanm3vpoBaTbcs npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npn yctaHOB/IEHHOM conare yHKUMA OTKoYeHUS KneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. 15 paboTbl (PyHKLMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMmasIbHbIU YPOBEHb CU2HA/Ia — YPOBEHb CUTHaNa B ABM, HUXe KOTOPOro NpoucxoauT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cusHasia npu poyMuHae — ypPoBEHb YyBCTBUTENIbHOCTU POYMUHTa B ABM, HXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH ObITb HWXE, YeM MUHUMa/IbHBIU YPOBEHb cU2Ha/1a: eCni MUuHUMa lbHbIU
YpoBeHb cu2Hasia paseH -75 gbm, To [Topo2 yposHSA cugHasia rpu poymMuHae LO/HKEH ObITb paBeH,
Hanpuwmep, -70 abwm;

* WiHmepsas Minimal Signal — nepvog, BpemeHu, N0 UCTEeYEHUN KOTOPOro NPUHMMaeTcs pelleHne 06
OTK/THOUEHUMN KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Pexum 6e3onacHocmu — pexunmM 6e30nacHOCTM focTyna K 6ecnpoBOAHON CeTu:

* BbIK/IIO4EHO — He UCMO/b30BaTh WKU(pPOBaHUe 1A nepefayn AaHHbIX. Touka AOCTynHa ANns
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — crnocobb! lWwndpoBaHus, npu Bbibope 04HOMo U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:

+ Koy WPA — kniou/naposnb, He06XoAMMbIA AN NOAK/IHYEHNS K BUPTYa/lbHOWN TOUKe
foctyna. [/ivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA3-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-
Enterprise — pexum wingpoBaHns kaHasa 6ecrnpoBoAHOl CBA3N, NPY KOTOPOM K/TMEHT
aBTOpu3yeTcsa Ha ueHTpannsoBaHHOM RADIUS-cepBepe. /19 HaCTPOKN AAaHHOTO pexvmMa
6e3onacHocTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa.

MFP Brnio4eHo ~
KNy WPRA | eeeceane @
Moaaepxka 802.11r
BpyuHyto
FT-over-DS O
Koy mMoGunsHoro aoctyna RO root
Kriow MoGuneHoro goctyna R1
VneHTUPHMKATOR MOGMNBHOTO JOMEHA 0

BcTpeyHelii MAC-agpec

Ne  MAC-agpec YaaneHHbI KN4 MOGMNEHOro gocTyna RO YaaneKHbIA KNy MoGMNEHOre gocTyna R1 RRB knto4 RO RRB knto4 R1

* MFP - 3awuta management-kaapoB (40CTynHO npu pexume 6e3onacHocTn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise. MNpu Bbibope apyrux
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pexvmoB 6e3onacHocTn MFP nepesoanTtcs B coctosiHe OTK/TIOUEHO, NPy Bbibope pexnma
6e3onacHocT WPA3 MFP nepeBoguTcsi B COCTOsIHME BktoueHo):

Omk/iro4eHo — 3almTa management-kagpoB OTK/I0YEHa;

OnyuoHa/ibHo — 3almMTa paboTaeT, ecnu KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

Bk/o4eHo — 3awmTa BKIOUYEHa, KNneHTsl, He nogaepxusatowme MFP, NogkIiounMTLCA HEe MOTYT.

+ 802.17r — doyHKUMOHa BbICTPOro pOyMUHra, paboTaeT TO/IbKO C KITIMeHTaMU, KOTopble NoAAepXnBatoT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3mMoXeH Tonbko mexay VAP ¢ pexumamu 6e3onacHocTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

lModdepxxka 802.11r — BKNOUNTL NoaaepxkKy ctaHgapTa 802.11r Ha BUPTyasibHOI TOUKE AOCTYNa;
BpyuyHyto — nNpu yCTaHOB/IEHHOM ch/iare NosABNSAETCA BO3MOXHOCTb PYUYHOM HACTPONKM NapameTpoB
POYMUHTa;
FT-over-DS — BkntoyeHune pexuma «Over the DSy,
Koy mobusibHo20 docmyna RO — yHVKanbHbIV KN4 aNsa gaHHol VAP, Hanpumep, cepuiiHblii
Homep;
Kntoy mobusibHozo docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETb B BbIBOAE KOMaH/bI
ifconfig);
MoeHmugbukamop MobusibHO20 dOMEHA — HOMEP TPYNMbl, B paMKax KOTOPOIi MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
BcmpeyHbili MAC-adpec:
* MAC-adpec — MAC-agpec VAP-nHTepcpeiica BCTPEUHOI TOUKN AocTyna. MakcumasibHoe
KO/M4ecTBo — 256;
* YOasieHHbIU K/1o4 MO6U/IbHO20 docmyna RO — yHUKasIbHbINA K104, AO/HKEH coBNaaaTh €
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHon T/,
* YOasieHHbIU K14 MobusibHo20 docmyna R1 — MAC-agpec VAP Ha BcTpeyHon T/,
* RRB ko4 RO — cnyyaiiHblin knod. He gomkeH cosnagatb ¢ «RRB ko4 R1», HO 0653aTenibHO
fomkeH coBnagath ¢ «<RRB kntoy R1» BcTpeuHold TA,. AnvHa kitova — 16 CMMBO/IOB;
* RRB ko4 R1 — cnyyaiiHblin kntod. He gomkeH cosnagatb ¢ «RRB kitoy RO», HO 06513aTenbHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knoya — 16 CMMBO/IOB.

LomeH root
IP-appec ana ayTeHTudhrkaLmmn 192.168.1.20
MopT Ans ayTeHTUMKaLK 1812
Knod ana ayTeHTuchukaLmyn | seeses @
BKNHOMUTE aKKayHTUHT

cnonb3oBatk Apyrve HacTPovKA Ans

Meproguyeckas OTNPaBKa akkayHTUHIA

WHTepBan oTnpaBKkM akkayHTUHIS 30

IP-appec AnA Mopt ana Knwou ana IP-anpec anA MopT anA Krou ons
Ne ayTeHTWdhmKaumm ayTeHTUgMKaLmK ayTeHTUMKaLmn aKKayHTWHra aKKayHTHHra aKKayHTWHra
+ [JobasWTh

RADIUS-Cepeep

aKKayHTWHra

IP-agpec Ans akkayHTUHra 192.168.1.20
MopT ANs akkayHTWHra 1813
Koy AnA akkayHTUHra | eeseee 5

HononnureneHen RADIUS
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RADIUS-Cepsep

JloMeH — [oOMeH nosnb30Bartesns;
IP-adpec dn1s1 aymenmuchukayuu — agpec RADIUS-cepBepa;
lMopm ons aymenmudpukayuu — nopt RADIUS-cepBepa, KOTOpbIA UCMNONb3yeTca AN ayTeHTUumkaumm n
asTopusauuu;
Knrou 0519 aymenmucpukayuu — knoy ans RADIUS-cepsepa, ncnosnb3yemMoro A ayteHTudmkaummn n
asTopusauuu;
Bk/iroyums akkayHmMuHe — Nnpu yCTaHOB/IEHHOM doniare 6yayT oTnpasisaTbCA coobLeHusa «Accounting»
Ha RADIUS-cepsep;
Vicnonb3osamb opyaue HacmpoUKu 0/151 akkayHmuHaa:

+ IP-adpec 0515 akkayHmuHeza — agpec RADIUS-cepBepa, UCnosibayemMoro 4159 akkayHTUHra;

* [Mopm 05151 akkayHmMuHa2a — NopT, KOTOPbIA ByAeT UCNosb30BaH A1 cbopa akkayHTUHra Ha

RADIUS-cepBepe;

+ Knrou 05151 akkayHmuHza — naponb ana RADIUS-cepBepa, MCMNo/ib3yeMoro Ansa akkayHTUHra.
lNepuoduyeckas omnpaska akkayHmuHaa — BKIHUYNTb NePUOANYECKYo OTNPaBky COOOLLEHWI
«Accounting» Ha RADIUS-cepBep:

* VIHmepBas omrnpasku akkayHmuHaa — VHTepBas1 OTrpaBkun coobuieHmnin «Accounting» Ha RADIUS-

CepBep B CeKyHOax.
JonosHumerbHbIl RADIUS — npun BKIOYEHUM NOABNAETCA Tabnvua, Kyaa MoOXHO 406aBUTb pe3epBHble
RADIUS-cepBepsl. Mpu HegocTynHocTn ocHoBHOro RADIUS-cepeepa 3anpockl 6yayT OTNpaBnATbcs Ha
pe3epBHble RADIUS-cepBepbl, ykasaHHble B Tabnvue. MapameTpbl B Tabnnue COOTBETCTBYIOT
napamMeTpam, OrnMcaHHbIM Bbile. Bcero MoxeT 6bITb fo6aBneHo Ao 4 gonosiHuTenbHbix RADIUS-
CepBepos.
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ACL

Pexim RADIUS v
Mpasuno allow v

I'IopTan bHaA aBTOpU3aL A

Bknounth

HassaHue BupTyansHoro noprana default
Afpec Onsg nepeHanpasneHya http://192.168.0.1:8080/eltex_portal/

RADIUS-CepBep

BKIMIOUNTE aKKayHTUHT

[OomeH root
IP-agpec Ansa akkayHTUHra 192.168.1.20
[MopT ANns akkayHTUHra 1813
Kntou ans akkayHTHra @

Mepuoanyeckas oTnpaBka akkayHTUHra

MHTepBan oTnpaBKn akKkayHTUHra 30

OrpaH1yYeHnst CKOpoCTU

Bkmounts

VAP Limit Down g o KBUT/C
VAP Limit Up O o K6uT/C
STA Limit Down O o K6uT/C
STA Limit Up g o KBuT/c

CL

AyTteHTnukaums knneHtos no MAC-agpecy.

* Pexum:
* BbIK/1HOYEHO — HE NCNOo/b30BaTb ayTeHTudmkaumo knneHtos no MAC-agpecy;
* RADIUS — ncnonb3oBatb ayTeHTUdmKauuio kaneHtos no MAC-agpecy ¢ nomolbio RADIUS-
cepsepa.
* [pasuno:
« allow — ans Tekyuiero SSID BbIGpaHHbIi CNMCOK ByaeT ABNSTbCS 6enbiM (YCTpoiicTBam 13 cnncka
paspeLleH gocrtyn);
+ deny — ana Tekyulero SSID BbIGpaHHbI CNUCOK ByAeT ABNATbLCS YepHbIM (YCTPOiCTBaM 13 cnncka
3anpeLueH AocTyn).
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I'IopTaanaﬂ aBTopusauui

Mpun pexnmax 6e3onacHocTu: BeiknoueHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP gocTynHa
HacTpoika nopTasibHON aBTopM3aLuu.

Bksroyums — Npu yCTaHOB/IEHHOM chniare aBTopr3aums nosb3oBaresieit B CeTv 6yaeT NPon3BoANTLCS
NnocpeACcTBOM BUPTYaslbHOro nopTana;

HassaHue supmyasibHo20 rnopmasia — UMsi BUPTyaslbHOTO NopTasia, Ha KOTopblii ByAeT nepeHanpaBieH
nosib3oBaTeslb NPV NOAKIHOUYEHNN K CETY;

« Adpec 0719 nepeHarpas/ieHusi — agpec BHELUHEro BUPTyasibHOro nopTtasna, Ha KoTopblii byaet

nepeHarpas/ieH nosib3oBaresib nNpu NOAKNKNYEHNN K CETU.

RADIUS-CepBep

Bkstodums akkayHmuHe — nNpy ycTaHOBNEHHOM hnare 6yayT oTnpasisaTbea coobeHns «Accounting»
Ha RADIUS-cepsep;

* [lomeH — poMeH nonb3oBaTens,

IP-adpec o151 akkayHmuHza — agpec RADIUS-cepBepa, NCMob3yeMoro Ansa akkayHTUHra;
[opm 0515 akkayHmMuH2a — NopT, KOTOPbI ByAeT NCNoNb3oBaH A1 cbopa akkayHTuHra Ha RADIUS-
cepsepe;
Kntoy 07151 akkayHmuHaa — naponb ana RADIUS-cepBepa, MCnosib3yeMoro ansa akkayHTUHra,;
lNepuoduveckas omnpaska akkayHmuHaa — BKIIHOUNTb NePUOLNYECKyHo OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepBep:

* MIHmepsa/ omrnpasku akkayHmuHaa — UHTepBaUl 0TnpaBky coobLueHnin «<Accounting» Ha RADIUS-

CepBep B CeKyHOax.

OrpaHunyeHve cKkopocTu

Bk/mo4umb — aKTMBMPOBAaTh Nosie HacTPOoek;

VAP Limit Down — orpaHmyeHne NponyCcKHOM CNOCOGHOCTN B HanNpaBfeHNN OT TOUKM AOoCTyna Ao
K/IMEHTOB (B CYMME), NOAK/THUYEHHbIX K faHHoli VAP, K6nT/c;

VAP Limit Up — orpaHu4eHne NponyckHOi CNOCOGHOCTY B HanpaB/ieHnN OT KNUEHTOB (B cyMmMme),
NOAK/MOYEHHbIX K gaHHon VAP, oo Toukn goctyna, Kut/c;

STA Limit Down — orpaHu4eHune nponyckHoi cnoco6HOCTU B HaNpaB/ieHUM OT TOYKM AoCTyna Ao
KTMEHTOB (KaXXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kbut/c;

STA Limit Up — orpaHuyeHne nponyckHoi cnoco6HOCTM B HanpaB/IeHUN OT KIMEHTOB (KaXAoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, no Toukn goctyna, K6ut/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHna B cuny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoaHbIX MOCTOB Mexay WEP-3ax.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LWwnpuHa kaHana. auto-channel gomkeH 6bI1Tb Bbik/ItOYeH, a napametp DFS HaxoguTbesa B pexvme

«BbIK/TOYEH» NN «MTPUHYONTENTBHO».

Bonee nogpo6Hyt0 MHAOPMAaLMIO O HACTPOiKe paguorHTepderica Yepes KOMaHAHYH CTPOKY MOXHO

y3HaTb B pa3gene Hactpovikn Radio.

coBnagatb.

BMPTYasbHbIX Toduek goctyna Wi-Fi (VAP).

© Npu koHdurypuposaHun WDS-coeauHenns Ha Radio 2.4/Radio 5 I'Ty, Heo6xoanmo, uTo6bl Ha Radio
2.4/Radio 5 'y, 6611 BKAoUeH VAPO. Pexxinmbl windgposaHus Ha VAPO n WDS-uHTepcpeiicax fomxHbl

NHdopMaLymio 0 HacTpoiike BUPTyasibHbIX TOYEK AOCTYNa MOXHO y3HaTb B pasaene HacTpoiika

5.7.1 MoameHo «WDS»

B noameHto «WDS» Bo Bknagkax «2.4 I'u» n «5 I'u» BblonpaeTca pagnonHtTepdelic ycTpoicTea, Ha KOTOPOM

Heo6XxoaMMOo NOCTPOUTL BGECMPOBOAHON MOCT.

L TE WEP-3ax

MotuTopMHr Radio VAP WDS CeTesble HACTPORKK BreuHWe cepsucsl Cucrema

wDs > 24Ty 50Ty
WDS UHTepdheiicel

WHTepdpeiic MAC-agpec

wian0-wds0 CC:9D:A2:C2:96:C5
[ wian0-wds1
O wian0-wds2
O wian0-wds3
O wian0-wds4
[ wian0-wds5

O wian0-wds6

O wian0-wds7

PeXuM 6830NacHOCTH

WPA2 v

BhIKlIOYEHD v

BoiknioyeHo v

BbIKNIDYEHD

BRIKNIOHEHD v

BEIKIOYEHD v

BoiknioyeHo v

BbIKNIDYEHD

ssID

Virtual Access Paint 0

Knioy WPA

* ViIHmepgpelic — BbI6OP 1 BKNOUeHne WDS-uHTepdpeiica, Ha KOTOpoM ByAeT NOCTPOeH 6ecnpoBOAHON

MOCT;

+ MAC-adpec — MAC-aapec paanonHtepdelica BCTPEYHOrO YCTPOICTBA, 0 KOTOPOro HacTpanBaeTcs
6ecnpoBoAHoii MocT. MAC-aapec pagnonHTepdeiica MOXHO NOCMOTPETb B web-nHTepdeiice
BCTPEYHOro YCTPOMCTBA BO BKNagke «MoHUTOPUHM/«/IHthopmaumns o paavonHTepdeincaxy. Ans
HacTpoliku WDS Ha Radio 2.4 ', HyxHO yka3biBaTb MAC-aapec Radio 2.4 T, BCTPEUYHOro yCTpoicTBa.
Hactpoiika WDS-uHTepdeiica Ha Radio 5 'L, BbINONHAETCA aHa/10rMyYHbIM 06pa3om —
ykasbiBaeTcss MAC-aapec Radio 5 'L, BCTPEYHOro yCTPONCTBa;

* Pexxum 6e3onacHocmu — pPexnm 6e30MacHOCTX AocTyna K 6ecnpoBOAHON CETH:

* BbIK/Il04UMb — HE UCMOMb30BaTh WNdpoBaHne AN nepefayn gaHHbIX;
+ WPA2 — cnocob wndpoBaHus, Npy BbIGOpe KOTOPOro 6yaAeT AOCTYMNHbI CreayoLLIne HaCTPOKN:

+ SSID — nma Wi-Fi ceTu;
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* Koy WPA — kntoy/naposb, HE06X0AMMbIN 4715 NOAKIYEHMS K BCTPEYHOW TOUKe AocTyna.

[JnvHa kntoya coctaBnsieT oT 8 10 63 CMMBOJIOB.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8 MeHo «CeTeBble HACTPOMNKN»

5.8.1 MoameHo «CnucTemMHas KoHduUrypaums»

CuctemHasn KoHdurypauus >

L TEX  WEP-3ax

Mowutopur ~ Radio VAP~ WDS  CeTeBble HacTpoiikv  BHewvie cepsucsl  Cvictema

Uws xocta WEP-3ax

Doctyn leorpacbuyeckuit fomeH root

VLAN ynpasneHus Forwarding

VLAN ID
Mpotokon Static
Cratnyeckui IP 192.168.1.10
Ceteas macka 255.255.255.0
Linios
MepBuyHbIN DNS

BropuuHbiii DNS

ruv  (Bbixoa)

Vimsi xocma — ceTeBoe UMS YCTPOINCTBAa, 3aZaeTca cTpoka 1—-63 CMMBOJIOB: NaTUHCKME 3arnaBHble U
CTPOUHble BYKBbI, L1PbI, 3HAK Aedurc «-» (Aenc He MOXET ObiTb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);
[eoepagpuyeckuli OOMEH — [OMEH y3Nna AepeBa YyCTPONCTB cuctembl ynpaenervms EMS, B koTopom

pacnonaraeTca Touka focTyna;
VLAN ynpasneHus:.

* BebikmoyeHo — VLAN ynpaBneHns He ncnonb3yeTcs;

* Terminating — pexwum, npu kotopoM VLAN ynpaeneHus TepMUHUPYETCA Ha TOUKE JOCTYNa; B 3TOM
C/y4yae y K/IMeHTOB, MOAK/MIOYEHHbIX Yepes3 paanonHTepgeinc, HeT gocTtyna Ao gaHHol VLAN;
*+ Forwarding — pexum, npu kotopoM VLAN ynpaBneHust nepefaetcs Takke B pagnovHTepgeiic
(npv cooTBeTcTBYHOLLEN HAacTpoiike VAP).
VLAN ID - vpeHtudmkatop VLAN, ncnonb3yemsblii s AocTyna K yCTPOMCTBY, MPUHMMAET 3HaYeHns 1-

4094,

lpomokosn - Bbl60p MNPOTOKO/1a, N0 KOTOPOMY 6y,qu OCyLLEeCTBNATLCA NOAKK04YEHME MO Ethernet-

MHTepdelicy yCTpoiCcTBa K CETV NpeAoCTaB/eHus ycayr npoeaiiaepa:

* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJTHaHWIO N gpyrve napameTpbl, Heobxoanmble s pabdoTbl B ceTw, OyayT nonyyeHsl ot DHCP-

cepBepa aBTOMaTUYeCKy;

+ Static — pexxum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NHTEepdenc Ha3HavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHnsa CTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CETM NpoBangepa;

+ Cemesasi Macka — Macka BHELLUHel NoaceTy;

* LL03 — agpec, Ha KOTopbIii OTNpaBAsIeTCA NakeT, eC/n A/151 HETO He HaliAeH MapLpyT B

Tabnuue mapupyTnsaumu;
* lepsuyHbIli DNS, Bmopu4Hbili DNS - IP-agpeca DNS-cepBepoB. Ecnv agpeca DNS-cepBepoB He
HasHavalTCcsa aBTomMartmyecky no npotokony DHCP, 3aaaiite nx Bpy4Hyto.
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,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8.2 ToameHto «JocTyn»

B nogmeHto «4ocTyn» Npon3BoOAUTCA HaCcTpOiiKa JoCTyna K yCTPOMCTBY nocpeacTtsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

= TEX WEP-3ax

MoHuTopuHr  Radio VAP WDS  CeTeBble HACTPOHKM BHElHWe cepauckl  CucTema - (BbIX0A)
CHCTEMHARA KOHDUTypaUma WEB
NocTyn » HTTP-nopt 80

WEB-HTTPS

HTTPS-nopt 443
Telnet
SSH
NETCONF
SNMP (]

Mapont Ha YyTeHWe public

Mapons Ha 3anuce private

Adpec AN\ npUemMa
Tpanos vi

Anpec Ana npuema
Tpanos vZ

Anpec Ana npuéma
coobweHnn Inform

CucTemMHoe MMA WEP-3ax
yCTpoRcTEa
KoHTaKTHas Contact
MH(OPMALMA
NpoOM3BOAMTENS
IMecTononoxeHune Russia
yCTpoiicTea
Mapone B Tpanax trap

+ [lna BKIKOYEHWA [OCTyNa K yCTPOCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe donar
HanpoTuB «web». B NOABMBLLEMCSI OKHE €CTb BO3MOXHOCTb NoMeHATb HTTP-nopT (no ymonyaHuto 80).
[nanasoH 4onycTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535
BKJ/TIOUNTESBHO;

+ [ina BKOYEHNA [OCTyNa K yCTpoCTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
ymMonyaHumio 443). lnanasoH AonyCTUMbIX 3HAYEHUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMO/IYaHUIO, C
1025 no 65535 BKIOUNTENBHO;

© noprbl ans npotokonos HTTP 1 HTTPS He f0/mKHbI UMETb O[HAKOBOE 3HAYEHME.
« [nsa BkNroveHus aocTyna K ycTpoiicTBy yepes Telnet yctaHoBuTe donar HanpoTtus «Telnet,

« [1ns1 BKNHOYEHNS A0CTyNa K ycTponcTBy uepe3 SSH yctaHoBuTe donar Hanpotme «SSHy;
+ [lns BkNtoueHns pgoctyna k yctponcTtey yepe3d NETCONF yctaHoBuTe dpnar Hanpotme «NETCONF».
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[na n3meHeHusa Hactpoek SNMP-areHTa ToukM fOCTyna, He06X04MMO BbICTaBUTh doar Hanpotue «SNMP» n
Haxatb Ha ccbl/iky «SNMP», OTKpOETCA Cnncok napameTpoB AOCTYMHbIX /19 PpeAakTUPOBaHUS:

Maposib Ha YmeHue — Naposib Ha YTeHre napameTpoB (06LLENPUHSATLIN: public);

Maposib Ha 3anuck — Naposib Ha 3anucb napameTpoB (06LLENPUHSATIN: private);

Aodpec 0515 npuéma mpanos v1 — IP-agpec unm gOMeHHoe NMS NpuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nav OMeHHOe UMs npmemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuti Inform — IP-agpec nim gOMEHHOE MMs NPUEMHKKa coobueHuii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS yCTPONCTBA,;

KonmakmmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas MHhopMaumsa NpovM3BoanTeNs yCTpoCTBa;
MecmonosnoxeHue ycmpolicmsa — VHhopMauusi 0 MECTONOSIOXEHUN YCTPONCTBE,

Maposib 8 mpanax — Nnaposb, Coaepxalymniica B Tpanax (no ymonyasuto: trap).

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1

MogmeHto «lMopTanbHas asTopusauusa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS! U HAacTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOJK/THOUYEHHbIX K CEPBUCY.

MOHUTOPUHF Radio VAP WDS CeTteBble HacTPOWKM BHeluHWe cepBuchl Cucrtema ru - (BbIXOA)
MNopTanbHas aBTopuaaLus > Brntounts
Anpec cepeuca APB ws://192.168.1.1:8090/apb/broadca:

LTEX  WEP-3ax

Bksiroyums — npu ycTaHOB/IEHHOM pnare Touka 6yaeT nogkntodaTses K cepsucy APB, agpec koToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poOyMyHra K/IMeHToB;

Adpec cepsuca APB — aapec cepsuca APB ansa noanepXxkn poymumHra B pexmnme noptasibHom
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

ELTEX  WEP-3ax

MoHuTopuHr Radio VAP WDS CerTeBble HACTPOWNKU BHeluHve cepBuchl Cucrema ru - (BbIXOA)

O6HoeneHye MO ycTpoiicTsa > AxTuBHast Bepcus M0

AkmyanbHasi eepcusi 10 docmynHa no adpecy: http://eltex-co.ru/support/downloads/

KoHdurypaums
Mepesarpyska
®aiin o6HoeneHus MO Bbibepute dhann \ daiin He BbIbpaH

Maponb

XKypHan

[arta n Bpemsi

« AKmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro o6ecrneyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ PesepsHasi sepcusi 10 — Bepcuss NPorpaMmmMHOro obecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOWCTBE, Ha
KOTOPYH MOXHO NepeknounTbes 6e3 3arpysku taiina MNo;
+ Coesnamb akmusHOU — KHOMKa, N03BO/IAOWas caenarb pe3epBHyo Bepcuto MO akTUBHOM, ANs
3TOro nNoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBNEHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c canta http.//eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMKY «BblbepuTe dann» B none dadn obHosneHust MO v ykaxuTe nyTb K dhaiiny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOBEHNST HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM crtatyce 6yAeT ykasaHo Ha CTpaHuLIe), Noc/e Yero
YCTPOMCTBO aBTOMATUUYECKM Nepesarpy3nTcs.

ax

© He otkniovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE ero nepesarpysky B npolecce o6HosneHus MO.
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5.10.2 MogmeHto «KoHburypaymns»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

eLTEX  WEP-3ax

MoHuTopuHr Radio VAP WDS CeTeBble HaCTPOWKK BHelLHve cepBuChl Cuctema - (BbIXOA)

O6Hosnerue MO ycTpoiicTBa MonyunTs apxvs * CkadaTb
KOHdUrypaumm ¢
KoHdburypauns > ycTpovictea
Mepesarpyska 3arpysutb apxvs Bbibepute dhann \ daiin He BbIOpaH
KOHcbUrypaumm Ha
Maponb YCTPOWCTBO
Hypran CHpoc Ha 3asoackue CoxpaHnTb NapameTpel 10CTyNa

HacTpouKu
[ata n Bpems

[NonyyeHne KoHUrypaumm

UT06bl COXpaHUTb TEKYLLYIO KOH(IUTYpaLMIO YCTPOCTBA Ha TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdIMIYpaLmn

[ns 3arpy3ky cOXpaHeHHOro Ha JIoKaJ/lbHOM KOMMbloTepe dainna KoHUrypauum Ncnonb3yeTcs NyHKT
3aegpy3umsb apxus KoHhuaypayuu Ha ycmpolicmso. Ans 06HOBNEHMA KOHpUIypaumm yCTPoCcTBa HaXXMnTe
KHOMKY «BblGepuTe thaiin», ykaxknute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb dhaiin».
3arpyxeHHas KOH(UrypaLumusa npuMeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTporcTsa.

C6poc ycTpoiicTBa Ha 3aBOICKME HACTPOIKA

UT06bI cenaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnempoBaH dhnar «CoxpaHuTb NapameTpbl A0CTyNay, T 6yAyT COXpaHeHb! Te napaMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpolicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web)

5.10.3 lMoameHio «lepesarpyska»

s nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpyskar. [Mpolecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

eELTEX  WEP-3ax

MoHUTOPUHT Radio VAP WDS CeTeBble HaCTPOMK BHeluHne cepBuchl Cuctema ru v (BbIX0M)

O6Hoenexwue MO ycTpoincTea Mepesarpyska ycTpoiicTea < MNepesarpyska

KoHdurypaums

Mepesarpyska >

Maponb

XKypHan

[ata n Bpems
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5.10.4 TogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnapons BBeAMTE HOBbIV Naposb CHavana B nose «laponby, 3aTemM NOBTOPUTE HOBbIA Naposb B
none «roareepxaeHve Napons» N HaXXMUTE KHOMKY «IMpUMeHUTb» 19 COXPaHEHUA HaCTPOEK.

celTEX  WEP-3ax

MoHuTOpUHF Radio VAP WDS CeTeBble HaCTPOWKK BHeluHne cepBuchbl Cucrema -~ (BbIxOA)

O6HosneHve MO ycTpoiicTea Mapone @
KoHdpumrypauums MoaTeepxaeHue napons @
Mepesarpy3aka

Maponb >

XKypHan

[ara n Bpems

5.10.5 MogmeHo ©OKypHas»

MoameHo «KypHas» npeaHasHayeHo A1 HACTPOiiKK BbIBOAA Pa3HOro poaa OT/1a[l04HbIX CO0bLLLEHWTA
CUCTEMbI B LIENSIX O6HAPYXXEeHWsI NPUYNH Npobem B paboTe yCTpoicTBa.

ELTEX  WEP-3ax

MoHuTopuHr Radio VAP WDS CerTeBble HaCTPOMKK BHeluHWe cepsuchl Cucrema - (BbIXOA)

O6HoeneHue MO ycTpoiicTea Pexum Cepsep 1 chaiin v
KoHdurypaums Anpec Syslog-cepsepa syslog.server
Mepesarpy3ska MopT Syslog-cepsepa 514

Maponb Pasmep darina, kb 1000

+ Pexum — pexum paboTbl Syslog-areHTa:
« JlokasibHbIl ghalin — nHhopMaLms XypHana CoXpaHsieTcs B /IOKa/lbHOM dpaiine v AocTynHa B web-
NHTepelice ycTpoincTBa Ha BKaake «MOHUTOPUHT/XKypHasn coObIThii»;
+ Cepsep u ¢halinn — HhopMauus XXypHasia oTnpaBs/sieTcs Ha yaaneHHsblii Syslog-cepsep n
COXpaHSIeTCS B /IOKa/IbHOM (haine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — nopT Ansa BxoAsaLmx coobuieHnii Syslog-cepsepa (no ymonyanuto 514,
[lonycTUMble 3HadeHust 1-65535);
* Pasmep ¢palina, Kb — makcuMasnbHblii pasmep aina xypHana (qonyctumble 3HauyeHmst 1-1000 kB).

XKypHan >

[ata n Bpemsi
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5.10.6 MogmeHto «[ata n Bpems»

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro

eELTEX  WEP-3ax

MoHuTOpUHT Radio VAP WDS CeTeBble HacTpOWiku BHellHve cepBuChI Cucrema -~ (BbIXOM)

O6Hosnenue MO ycTpoiicTea Pexum @ BpyyHyto O NTP cepsep

KoHdurypauys [ata n Bpems ycTpoicTsa 20.06.2023 07:22:20 ¢ Pegaxtuposatb

Yacosol nosic Mocksa, Poccusa v
Mepesarpyska

BkntoumnTh nepexos Ha

Flaponb neTtHee BpemMA

XypHan Mepexon Ha neTHee Bpems (He ebibpaHo) (He ebibpaHo) (He eblbpaHo) B - 1 -

[NlaTa v Bpems > Mepexon Ha 3uMHee Bpemst (He ebibpaHo) (He ebibpaHo) (He eblbpaHo) B -- I -

Casur BpeMeHn (MUH.) 60

- [ama u spemsi ycmpolicmasa — aata v BpeMsi Ha YCTPOIACTBE B AaHHbIi MOMEHT. Ecin TpebyeTcs
KOPPEKLUS, HXKMUTE KHOMKY «PelakTpoBaThy;
- [ama, spems — 3aaaiiTe TekyLlyto AaTy ¥ BPEMS U/IM HAXMUTE KHOMKY «Tekyllas aata v Bpemsi»
ANt yCTaHOBKM BpemeHu MK Ha ycTpoiicTBo;
+ Yacosoli nosic — No3Bo/ISeT yCTAHOBUTb YaCcOBOWi NOSIC B COOTBETCTBUM C 6/IMXKAIALLIMM FTOPOAOM B BallEM
pEermoHe 13 3alaHHOrO CMCKa;
* Bk/to4ums nepexod Ha iemHee BpeMsi — Npu YCTaHOBMIEHHOM ch/iare Nepexof Ha NeTHee/3MMHee
Bpemsi 6y1eT BbINO/HSATLCS aBTOMATUUYECKM B 3aiaHHbIi Nepuog, BpeMeHMU:
+ [Mepexod Ha 1emHee BpeMsi — AieHb 1 BPeMs, Kora 6yaeT BbINO/IHATLCA Nepexo Ha NneTHee
BpeMS;
+ [Mepexod Ha 3uMHee BpeMsi — AeHb 1 BPEMS, KOraa OyAeT BbINOMHATLCS NEPEXO], Ha 3UMHee
BpeMS;
+ Cdsue BpemMeHU (MUH.) — Nepuog, BpEMEHN B MUHYTaX, Ha KOTOPbIV BbINOSHSAETCS CABUT BPEMEHM.
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5.10.6.2 NTP-cepsep
el TEX  WEP-3ax

MoHuTopuHr Radio VAP WDS CeTeBble HaCTPONKK BHelwHune cepBucel Cucrema v (BbIXOZ)

OBHosneHue MO ycTpoicTea Pexum O BpyyHylo @ NTP cepsep
Komdwrypauys JaTa v Bpema ycTpoiicTea 20.06.2023 07:21:50

Yacosoit noac Mocksa, Poccus v
Mepesarpyska

NTP cepsep pool.ntp.org -
Maponb

BKniouuTh Nepexoq Ha NneTHee

MypHan Bpems

Nata v Bpeus > Mepexon Ha NneTHee Bpemsa (He ebIbpaHo) (He 8bibpaHo) (He ebibpaHo) B - 1 -

Mepexon Ha 3uMHee Bpems (He ebIbpaHo) (He 8bibpaHo) (He ebibpaHo) B - 1 -
CaBur BpeMeHu (MWH.) 60
Appeca gononHutenbHbix NTP-cepBepoB
1 time.google.com x

2 time.cloudflare.com x

+ [ama u spemsi ycmpolicmsa — faTta n Bpems Ha YCTPOICTBE B AaHHbIVi MOMEHT;

* NTP-cepsep - |P-agpec/noMeHHOe NMSA OCHOBHOTO CepBepa CUHXPOHM3aL MM BpeMeHU. Bo3MoxHO
3a/aTb agpec wiv BblbpaTb U3 CyLLEeCTBYOLLEro CNNCKa;

* Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBOI MOSIC B COOTBETCTBMM C 6/IMXKANLLUMM rOPOAOM B BalleM
pervoHe n3 3alaHHoro CrmcKa;

+ Aodpeca donosiHumesibHbix NTP-cepsepos — B criyyae, Korga OCHOBHOWM CepBeEpP CUXPOHM3aLMM BPEMEHU
HefOoCTyNeH, yCTPOCTBO ByaeT 06pallaTbCs K AONOMHUTEbHLIM CEPBEPAM CUHXPOHM3ALNN BPEMEHN.
[na Toro uto6bl 406aBUTL afpec B CMUCOK, HOKMUTE KHOMKY «[06aBUTb» U B NOSABUBLUEMCS NOJe
BBeauTe IP-agpec nnv goMeHHoe nms cepsepa. Utobbl yaamTb agpec U3 CNmncka, B COOTBETCTBYHOLLEN

CTPOKE HaXXMUTE KHOIMKY .

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHNS HACTPOEK B AHEProHEe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpuMeHnTb». /151 OTMEHbI NU3MEHEHWI HAXXMUTE KHOMKY «OTMEeHa».
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLumm yCTpOIACTBa, HaXKMITe codeTaHue knasuil (B aHrnuiickoin packnagke) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.

6.1 TMoakoyeHne K yCTponCcTBy

Mo ymon4yaxuto yctpoiictBo WEP-3ax HacTpoeHo Ha nonyyeHue agpeca no DHCP. Ecnn aToro He npor3oLwno,
NOAK/TYUNTLCA K YCTPOMCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-3ax: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoaxntYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-adpec ycmpolicmsa>, nanee BBeAuTe Naposib

telnet <IP-adpec ycmpolicmsa>, BBeTe /TOTMH 1 Napo/ib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# bro

WEP-3ax(config):/interface/brO# common

WEP-3ax(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X - IP-agpec WEP-3ax)
WEP-3ax(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X - macka nogcetn)
WEP-3ax(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X - IP-agpec dns-cepsepa Nol)
WEP-3ax(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X - IP-agpec dns-cepsepa No2)
WEP-3ax(config):/interface/br0/common# protocol static-ip (13vieHeHne pexvmva paboTel ¢ DHCP Ha Static-
IP)

WEP-3ax(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WEP-3ax(config):/interface/br0/commont# exit

WEP-3ax(config):/interface/br0# exit

WEP-3ax(config):/interface# exit

WEP-3ax(config):/# route

WEP-3ax(config):/route# add default (r1e default - HazBaHve mapLupyTa)

WEP-3ax(config):/route# default

WEP-3ax(config):/route/default# destination X.X.X.X (rae X.X.X.X - I[P-agpec cetv uiv y3/s1a HazHaueHus, A5
aedhontHoro mapupyta - 0.0.0.0)

WEP-3ax(config):/route/default# netmask X.X.X.X (rge X.X.X.X - macka cetu HazHauyeHus, 018 fedonTHOro
mMapLpyTa - 0.0.0.0)

WEP-3ax(config):/route/default# gateway X.X.X.X (rae X.X.X.X - IP-agpec wnto3a)
WEP-3ax(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# bro

WEP-3ax(config):/interface/br0# common
WEP-3ax(config):/interface/br0/common# protocol dhcp
WEP-3ax(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)
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6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WEP-3ax(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WEP-3ax(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X - cTatmyeckuin IP-agpec, Y.Y.Y.Y - Macka noacetu, Z.Z.Z.Z - Lu/i03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WEP-3ax(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X - VLAN 1D,
MCNOMb3yeMblii NS AOCTYNA K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpOKu

WEP-3ax(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X - VLAN ID, ncrons3yemsIin /15 0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X - cTaTnuyeckuii IP-agpec; Y.Y.Y.Y - macka noaceTu; Z.Z.Z.Z - L/03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WEP-3ax(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X - VLAN ID,
MCNOMb3yeMbIi AN AOCTYNA K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckme HaCTPOKK

WEP-3ax(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X - VLAN ID, ncrnons3yemsIin 4715 40CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HAUeHUsT: 1-4094; X.X.X.X - cTaTuyeckuii IP-agpec; Y.Y.Y.Y - Mmacka noaceTu; Z.Z.Z.Z - L/03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WEP-3ax(root):/# save (CoxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHabl Ans HacTPonkK pexuma 6es3onacHocTn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPAS3-Enterprise mode WPA3_1X
WPA2/WPAS3-Enterprise mode WPA2_WPA3_1X

Hwxe npeactasneHbl npuMepbl HACTPoLikn VAP ¢ pa3nnyHbiMu pexmumamun 6esonacHocTy ans Radio 51Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 lumndpoBaHus

CospgaHue VAP 6e3 wncpoBaHusa

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYasIbHON TOUKM A0CTYNA)
WEP-3ax(config):/interface/wlanl-vap0/commont# exit

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-3ax_open' (13veHeHve nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HaCTpoek pexvima 6e3onacHocTy
Ha VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode off (pexvmv Lwndgposarus off - 6e3 naposin)
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# save (coxpaHeHne HacTpoek)
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6.3.2 HacTtpoiika VAP ¢ pexnmom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYasIbHON TOYKM A0CTYNA)
WEP-3ax(config):/interface/wlanl-vap0/common# exit

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-3ax_Wpa2' (13veHeHne nvenu SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HACTpoek pexvima 6e3onacHocTy
Ha VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mode WPA2_WPA3 (pexxum LndposaHmns — WPA2/
WPA3)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# key-wpa password123 (rge password123 - k/to4/
naposib, He06X0AUMbIN 418 NOAKIYEHUS K BUPTYaUIbHOM TOUKe AocTyna. AanHa Kioda fomKHa
COCTaB/IATb OT 8 0 63 CUMBOJI0B)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# save (coxpaHeHne HacTpoek)
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHue VAP ¢ pexumom 6e3onacHocTtu WPA3-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHON TOUKM A0CTYNA)
WEP-3ax(config):/interface/wlanl-vap0/common# exit

WEP-3ax(config):/interface/wlan1-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-3ax_enterprise' (13veHeHne nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HaCTpoek pexvima 6e3onacHocTy
Ha VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode WPA2_WPA3_1X (pexvmv wnupoBaHns -
WPA2/WPA3-Enterprise)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# radius

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# domain root (rze root - JoMeH rnosL30BarTens)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rae X.X.X.X - IP-agpec RADIUS-
cepsepa)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-port X (rae X - nopt RADIUS-cepBepa, KOTopbIii
ncnosnb3yeTcs ANns ayTeHTudmkaumm 1 astopusaumn. No ymonyaHuio: 1812)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r/e secret - naposns a1s RADIUS-
cepBepa, UCnonb3yeMoro 418 aytTeHTugrkanmm n asTopmsasmm)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBkM COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X - IP-agpec RADIUS-
cepsepa, UCNosib3yeMoro AJ/19 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-password secret (r7e secret - napons a71s RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne neprnonyeckon
oTnpaBkM coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyanuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# save (coxpaHeHve HacTpoek)
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true
WEP-3ax(config):/interface/wlanl-vap0/common# exit

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# vlan-id X (rge X - VLAN-ID Ha VAP)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HACTpoek pexvima 6e3onacHocTy
Ha VAP)
WEP-3ax(config
WEP-3ax(config

( :/interface/wlanl-vap0/vap/ap-security# mode off (pexxum LungpoaHms off - 6e3 napons)

( :/interface/wlanl-vap0/vap/ap-security# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'Portal_WEP-3ax' (n3veHeHve nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# captive-portal
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# scenarios
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# scenario-redirect
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptasia. Mo ymonyaHuio: default)
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# enabled true
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# exit
( )
( )

)
)
)
)
)
)

WEP-3ax(config):/interface/wlanl-vap0/vap# radius

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# domain root (rze root - JoMeH rnosL30BarTens)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBKM COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X - |[P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-password secret (r7e secret - napons a71s RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne neprnoamnyeckon
oTnpaBkM coobLeHnii «Accounting» Ha RADIUS-cepsep. No ymonyanuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# save (coxpaHeHne HacTpoek)
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6.3.5 HacTtpoiika VAP ¢ MAC-aBTopu3sauueii yepe3 RADIUS

KomaHpb! ansa HacTpoiiku MAC-aBTOpu3ayumu yepes RADIUS-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# acl

WEP-3ax(config):/interface/wlanl-vap0/vap/acl# mode radius (BL100p pexvva asTopusaunm Yepes RADIUS-
cepsep. Mo ymonyaHuio: off)

WEP-3ax(config):/interface/wlan1-vap0/vap/acl# policy allow (allow: gocTyn paspelueH /s Tex, koro
on06pwn RADIUS-cepBep; deny: 4OCTYN 3anpeLueH Ans Tex, koro ogo6pwa RADIUS-cepsep. 0 yMon4aHuio:
allow)
WEP-3ax(config
WEP-3ax(config
WEP-3ax(config
WEP-3ax(config
cepsepa)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-port X (rae X - nopt RADIUS-cepBepa, KOoTopbIii
ncnosnb3yeTcs ANns ayTeHTudmkaumm 1 astopusaumn. No ymonyaHuio: 1812)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r7e secret - naposnb a5 RADIUS-
cepsepa, UCnob3yeMoro 418 ayTeHTugurkalmm n asTopmsasmm)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBkM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X - IP-agpec RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-password secret (r7e secret - napons a71s RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne Neprnonyeckon
oTnpaBKkM coobLeHnii «Accounting» Ha RADIUS-cepBep. Mo ymonyanuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# save (coxpaHeHve HacTpoek)

interface/wlanl-vap0/vap/acl# exit

interface/wlanl-vap0/vap# radius

interface/wlanl-vap0/vap/radius# domain root (e root - JoOMeH Nnonb30BaTesns)
interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rae X.X.X.X - IP-agpec RADIUS-

—_ = = =
S~ T~ T~
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6.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

KomaHabl Ans HAaCcTpoOiikn AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vapO# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# radius (HacTpoika ocHoBHOro RADIUS-cepsepa)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# backup (HacTporika gonosnHuTensHoro RADIUS-cepsepa)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup# add < omeHHOe ums/IP-agpec
pononHutenbHoro RADIUS-cepBepa B KOHpUrypauumn> (cosaaHne pasaena KoHurypawmm
AononHutTensHoro RADIUS-cepBepa. MakcmasibHoe KO/IM4YecTBo: 4)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup# X.X.X.X (rge X.X.X.X - nomeHHoe nvis/IP-agpec
aonosniHutenibHoro RADIUS-cepBepa B KOHurypaumn)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rae X.X.X.X - IP-
agpec RADIUS-cepBepa)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-port X (rge X - nopt RADIUS-
cepBepa, KOTOPbI UCMNONb3yeTcsa ANA ayTeHTUgMKaumMm n asTopmsaumm. Mo ymonyaHumio: 1812)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-password secret (r7e secret -
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Ansi ayTeHTudmnkaumm n aBTopusawm)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X - IP-
aapec RADIUS-cepBepa, MCNob3yeMoro A1 akkayHTUHra)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-port X (rge X - nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-password secret (r7e secret - naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro A5 akkayHTUHra)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# vlan-id X (rge X - Homep VLAN-ID Ha VAP)

BkntoueHue VLAN trunk Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# vlan-trunk true (BxntoueHvie VLAN Trunk Ha VAP. [ns
oTKNtoveHns seeaute false)

BknroueHune General VLAN Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# general-vlan-mode true (Bx/itoueHve General VLAN Ha SSID. [ins
OTK/Io4YeHNs BBeauTe false)
WEP-3ax(config):/interface/wlanl-vap0/vap# general-vlan-id X (rge X — Homep General VLAN)
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Bbi6op cnoco6a npuoputmnsaumu

WEP-3ax(config):/interface/wlan1-vap0/vap# priority-by-dscp false (aHasi13 nprioputeta ns nosia CoS (Class
of Service) TerMpoBaHHbIX NakeToB. 3Ha4YeHMe No yMon4aHuio: true. B aTom cnyyae aHanmampyetcs
npuopuTtet U3 nona DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mfp required (Bk/1104MTL 3aLLUUTY management-
KaapoB (opeliMoB). required — TpebyeTcsa noaaepxka MFP OT KIMEHTA, KNTMEeHTbl 6e3 MFP He cmoryT
NOAK/TUNTBLCSA. capable — coBMecTMMO ¢ MFP, knneHTbl 6e3 nogaepxkn MFP MoryT nogknountees. s
OTK/I04YeHNs BBeauTe off)

BknroyeHue cKkpbiToro SSID

WEP-3ax(config):/interface/wlanl-vap0/vap# hidden true (sktoueHne ckpbiToro SSID. [ns OTKIH0YEeHNS
BeeauTe false)

BkntoueHue pexuma Band Steer

WEP-3ax(config):/interface/wlanl-vap0/vap# band-steer-mode true (Bx/t0ueHve pexnma Band Steer. [1ns
OTK/IoYeHNs BBeaunTe false)

BknioyeHue nsonaymm KnmeHTos Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# station-isolation true (Bx/1t0ueHNe n3o0NALMY Tpadmka Mexay
KNnueHTamu B npegenax ogHoi VAP. s oTkntoveHust eeaute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-3ax(config):/interface/wlan1-vap0/vap# check-signal-enable true (Bk/1104eHNe NCNOIL30BaHNSA
doyHKuMoHana Minimal Signal. 18 oTkntoveHus seeguTe false)
WEP-3ax(config):/interface/wlan1-vap0/vap# min-signal -X (rze X - noporoeoe 3HaydyeHune RSSI, npu
[OCTVXXEHMN KOTOPOro Touka byaeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WEP-3ax(config):/interface/wlan1-vap0/vap# check-signal-timeout X (rze X - nepvog BpemeHu B cekyHaax,
MO MCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNM KITMEHTCKOro 060pyaoBaHns OT
BUPTYaslbHOW CeTn)

WEP-3ax(config):/interface/wlan1-vap0/vap# roaming-signal -X (re X - noporosoe 3HaveHve RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYH TOUKY
pocrtyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
HWXe, 4eM min-signal: ecnmn min-signal = -75 gbM, TO roaming-signal Ao/mkeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HacTpoiika welinepa B HanpaBAEHWUW OT K/IMEHTOB (KaXX/0r0 B OTAEbHOCTU), NOAKAKYEHHbIX K AaHHOW
VAP, 10 TOYKM A0CTYNa

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-sta-rx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-rx# value X (rze X - makcumvasibHas CKOpoCTb
B Kbut/c)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-rx# mode kbps (Bx/1toueHne wenepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-rxi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

HaCTQOVIKa Luei/’lnepa B HanpaB/1eHUN OT TOYKM AO0CTyNna A0 KﬂVIeHTOBiKQMQ,OI'O B OTAE/ILHOCTU),
NO0AKNHYEHHbIX K g,aHHOVI VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-sta-tx
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-tx# value X (r4e X - makcumasibHas CKOpoCcThb
B Kbut/c)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-tx# mode kbps (Bk/1toueHne wennepa. /15
oTK/Io4YeHns seeauTe off)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-txi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika wwerinepa B HanpaBAeHUW OT K/IVMEHTOB (B CYMME), MOAKAKYEHHbIX K AaHHON VAP, A0 TOYKK
AocCTyna

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-vap-rx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# value X (e X - MakcumvasibHas CKOpoCTb
B Kbut/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHne wennepa. 15
oTK/Io4YeHns BeeauTe off)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-rxi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

HaCTQOVIKa u_lei/’lnepa B HanpaB/1eHUN OT TOYKM A0CTyNna A0 K/IMEHTOB (B CYMME), NOAK/THOYEHHbIX K AaHHOW
VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# shaper-per-vap-tx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-vap-tx# value X (rze X - MakcumasibHast CKOpoCThb
B Kbut/c)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-tx# mode kbps (Bk/1t0ueHve weinepa. s
oTK/Io4YeHns BeeauTe off)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-txi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)
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PykoBogacTBo no akcnayatauum WEP-3ax

HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumammn 6e3onacHocTn WPA2 Personal n WPA2
Enterprise.

C vHCTpyKLuMeit no HacTpoiike VAP ¢ pasnimyHbiMy pexriMamy 6e30nacHOCTU MOXHO O3HAKOMUTLCA B pasgene
HacTtpolika VAP ¢ pexumom 6e3onacHocT WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# enabled false
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# r0-key-holder-id 12345 (yH/Ka /IbHbIV KITHOY 4715
[AHHO VAP, HanpumMep CepuiiHbIi HOMep)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEeperica BCTPeUYHOM ToUkn goctyna - TA2. MakcumasibHOe KOSIM4ecTBO: 256)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa IbHbIN
KN4 BCTPeYHow VAP Toukn aoctyna TA2 - r0-key-holder-id)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled true (Bk/1t0ueHe paboThl TOUKM AOCTYMA MO
NPOTOKO/Yy 802.11r)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled false
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# ri-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIV KITHOY 415
[aHHOro VAP, Hanpumep, cepuiiHblii HoMep)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mobility-domain 100 (foveH fo/mpkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NMHTepelica BCTPEYHOM Toukn goctyna - TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHyKa/IbHbIN
KN4 BCTpeYHom VAP Toukn agoctyna TA1 - r0-key-holder-id)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled true (Bx/1t0ueHne paboTel TOUKK fOCTYMNA N0
npoTokosny 802.11r)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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PykoBogacTBo no akcnayatauum WEP-3ax

HacTtpoiika 802.11r uepe3 AirTune

© [aHHbIi hyHKUMOHAN NoAAepXaH C BEPCUM NPOrpaMmMHoro obecrneueHmns: Toukm gqoctyna WEP-3ax ¢
Bepcum 1.6.0, cepsuca Airtune — 1.4.0.

[na asTomatmnyeckoi HacTpoiku 802.11r uepes cepsuc AirTune Ha ToUke AOCTyna HeEO6X0ANMO BKNHOUNUTb
dyHKumoHan 802.11r n B3aumogeincTeme ¢ AirTune, 4715 3TOro NPON3BECTU CrieayoLLne HaCTPONKN:

HacTtpolika 802.11r uepes AirTune

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bx/1t0ueHne paboTkl TOUKK [OCTYMA MO
npoTokosy 802.11r)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# exit

WEP-3ax(config):/interface/wlan1-vapO# exit

WEP-3ax(config):/interface# exit

WEP-3ax(config):/# airtune

WEP-3ax(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 - IP-agpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-3ax(config):/airtune# enabled true (Bk/1l04eHVE B3aMOAENCTBUSA C CepPBUCOM AirTune)
WEP-3ax(config):/airtune# save (CoxpaHeHve HacTpoek)

Py Al A Ay

HacTpolika cepsuca AirTune onucaHa B AoKyMeHTauumn koHTponnepa SoftWLC.
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PykoBogacTBo no akcnayatauum WEP-3ax

HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIE). ECiM Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To, Npy NOAKYEHUN
K/IMeHTa, ToUKa 4OCTyna nepegaeT eMy CNUCOK «APYXXECTBEHHbIX» TOUEK AOCTYNa, Ha KOTOpble K/TMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Ncnonb3oBaHue 802.11k N0O3BOMISIET COKPATUTL BPEMS], KOTOPOE K/IMEHT 3aTpaynmBaeT Ha NOWCK ApYroli cetu
NPpU POYMUHTE, TaK KaK K/IMEHTY HEe HY)KHO NMPOV3BOANTL CKAHMPOBAHNE KaHas10B, HA KOTOPbIX HET LieNeBbIX
TOYeK A0CTyna AOCTYMHbIX A1 NEPEK/TYEHMS.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpoiikm 802.11k Ha Touke fOCTyna — cocTaB/IEHNE CMNCKA «APYXXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled false
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# mac
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (/e
E8:28:C1:FC:D6:90 - MAC-aZpec «APY>XeCTBEHHO» TOYKM AocTyna. MakcumasnibHOe KO/IM4YecTBO: 256)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 -
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (e
E8:28:C1:FC:D6:70 - MAC-aZipec «APY>XeCTBEHHO» TOYKM A0CTYyna)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 -
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/1t0ueHne paboThl TOUKY
[0CTyna no NnpoTokosy 802.11Kk)

WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# save (coxpaHeHve HacTpoekK)
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PykoBogacTBo no akcnayatauum WEP-3ax

Hactpoiika 802.11k uepes AirTune

© [aHHbIi hyHKUMOHAN NoAAepXaH C BEPCUM NPOrpaMmMHoro obecrneueHmns: Toukm gqoctyna WEP-3ax ¢
Bepcum 1.6.0, cepsuca Airtune — 1.4.0.

[nsa aBTomatumyeckoli HacTpoiikm 802.11k yepes cepsuc AirTune Ha Touke AOCTyna HeE0BX0AUMO BKIOUNTb
dyHkumoHan 802.11k Ha SSID n B3anmogelicteue ¢ AirTune, An1s 3TOro NPOBECTU CrieAyowme HaCTPOKN:

HacTpoliika 802.11k yuepes AirTune

WEP-3ax(config):/interface/wlanl-vapl/vap/w80211kv-config# enabled true (Bk/1t0ueHVE NOALEPKKN
npoTokona 802.11k Ha BUPTYyasibHOW TOYKe AOCTYyna)
WEP-3ax(config):/interface/wlanl-vapl/vap/w80211kv-config# exit
WEP-3ax(config):/interface/wlanl-vapl/vap# exit

WEP-3ax(config):/interface/wlanl-vapl# exit

WEP-3ax(config):/interface# exit

WEP-3ax(config):/# airtune

WEP-3ax(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (e 192.168.1.20 - IP-agpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-3ax(config):/airtune# enabled true (Bk/1l0HeHVIE B3aMOAENCTBUSA C CepPBMUCOM AirTune)
WEP-3ax(config):/airtune# save (coxpaHeHve HacTpoek)

Py Al A Ay

HacTpolika cepsuca AirTune onucaHa B AoKyMeHTauumn koHTponnepa SoftWLC.
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PykoBogacTBo no akcnayatauum WEP-3ax

HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM3oBaH MexXay NoobIMu ceTsiMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npoLuecce CBoei
paboTbl YCTPOICTBO OTNPABASET cneuymasbHbili nakeT (BSS Transition) no komaHae agMuHucTpatopa/
KOHTpOsI/1Iepa B CTOPOHY K/IMeHTa C pekoMeHaumen 06 ocyLecTBNeHUN KNMeHTOM poymuHra. lMocnepyet nin
K/IMEHTCKOE YCTPOICTBO COBETY TOUKM AOCTYNa U HET, rapaHTMpOBaTh HEBO3MOXHO, Tak Kak B KOHEYHOM
CYeTe peLLeHne 0 NepeksIiyYeH Ha APYTYIO TOUKY AOCTyna NPUHUMAET KIMeHTCKas CTopoHa. B coBOKynHOCTU
co ctaHgaptom 802.11k, B co0bLLEHNN C peKOMeHAaLMeNn 0 NepekNiYeHNN KINEHTY Takke nepegaeTcs
CMUCOK PEKOMEHAYEMbIX A1 POYMUHIa TOYEK AOCTyna C yKkasaHneMm, Ha KakoMm KaHaule paboTaeTt Kaxaas
Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEHT aHaIM3npyeT achmp 1 NPUHUMaET
pelleHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNA, 3arpy)XEHHOCTU KaHasia, KOHpUrypawmm BCTPEUYHON TOUKN
goctyna.

HacTpovika 802.11v

[JlaHHbI BAA, pOyMUHIa [OCTYNEH TOMbKO 4SS TEX KIMEHTCKUX YCTPOWCTB, KOTOpble nogaepxusatoT 802.11v.

HacTtpolika 802.11v

wl -i wlanl-vap4 wnm_bsstrans_req 7 150 84:ab:1a:c6:db:17 0 0 (OTrpaBka coobLLEeHNsA C pekoMmeHaaumen
0 pPOymMUHre KfimeHTy ¢ MAC-agpecom 84:ab:1a:c6:db:17, nogkntoyeHHoMY K wlanl-vap4. Ecnn B TeueHune 15
CeKyH/Z, nocsie OTnpaBkM A4aHHOTO COOOLLEHNS KITMEHT HEe NepeieT Ha APYryro TOUKY AOCTyna, AaHHas
TOYKa NPUHYANTENBHO OTK/THYUT KNIMEHTCKOE YCTPOMCTBO OT 6eCnpOBOAHON CETH)

wl -i wlanl wnm_bsstrans_req 3 150 84:ab:1a:c6:db:17 5 0 (OTrpaBka coobLleHns ¢ pekomeHaalmen o
poymuHre knneHTty ¢ MAC-agpecom 84:ab:la:c6:db:17, nogkioveHHOMY K wlanl-vap0. OTnpaBka
COo00OLWEeHNsT 6€3 NPUHYAUTENBHONO OTK/IKOUYEHUS KIIMEHTCKOIO YCTPOMCTBA OT 6eCnpOBOAHOM CeTH)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnosb3yeTca aBToMaTuyeckunin Bblbop paboyero kaHasa. Ytobbl yCTaHOBUTbL KaHaU
BPYYHYIO UM CMEHUTb MOLLHOCTb, UCNO/b3YiTe Cneayowme KoMaHabl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan0

WEP-3ax(config):/interface/wlan0# wlan

WEP-3ax(config):/interface/wlan0/wlan# radio

WEP-3ax(config):/interface/wlan0/wlan/radio# channel X (rge X - HOMep cTatnyeckoro kadasa, Ha KOTOPoOM
6yaeT pabotarb TOUKa)

WEP-3ax(config):/interface/wlan0/wlan/radio# auto-channel false (Buik/i0ueHne yHKLOHaNa
aBTOMaTUYeCKOoro Bblbopa kaHana. [nsa BkKNYeHns BBeanTe true)
WEP-3ax(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1l04eHME NCNOIL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-3ax(config):/interface/wlan0/wlan/radio# bandwidth X (rge X - wvpuHa kaHana)
WEP-3ax(config):/interface/wlan0/wlan/radio# tx-power X (rie X - ypoBeHb MOLHOCTL B ABM. [NapameTtp
MOXET MPUHUMaTh 3HadyeHune: ansa Radio 2.4 'y, (wlan0): 6-16 gbm, ansa Radio 5 Ty (wlanl): 10-19 abm)
WEP-3ax(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
[na Radio 2.4 [Ty ans Bbi6opa AOCTYMHbI ClieAyLne KaHasbl:
* npu WwupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 Mlu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5, 6,7, 8,9, 10, 11, 1

[na Radio 5 Ty ans Bbibopa AOCTYNHbI caeaytouime KaHabl:
* npu wupuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Mpu wupuHe kaHana 40 MIu;
« ecnn «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnun «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wupuHe kadana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144,149, 153,157, 161.

2,13.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

MN3meHeHue pexuma paboTbl pagmonHTepenica

WEP-3ax(config):/interface/wlan0/wlan/radio# work-mode X (rae X - pexumv paboTsl pagvonHTepdeinca
cornacHo ctaHgapty IEEE 802.11. Bo3aMoxXHble 3HaueHus: and Radio 2.4 Ty, (wlan0): bgn, bgnax, ax, 4nA
Radio 5Ty (wlanl): anac, anacax, ax)

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/loB

WEP-3ax(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t0ueHNEe NCNOML30BaHUA
OorpaHnYeHHOro crnycka kaHanos B pabote aBTOBbIOOPa KaHas10B. 115 BbikNtoveHns BeeauTe false)
WEP-3ax(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rge 1 6 11 - KaHas1bl AyanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIii paanonHTepPdec)

N3mMeHeHUe OCHOBHOrIO KaHas1a

WEP-3ax(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MoxeT npuHuvaTs
3HauyeHue: lower, upper. Mo ymonyanuio: lower)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WEP-3ax(config):/interface/wlan0/wlan/radio# sgi true (Bk/1104EeHME NCMNOMIL30BaHNA YKOPOYEHHOTO
3alUMTHOrO MHTepBasia A4n1s nepegayn AaHHbIX — 400 HC, BMeCTO 800 He. [1ns oTkntoueHust BBeguTe false)

BkntoueHune STBC

WEP-3ax(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVIe MeTOAa NPOCTPAHCTBEHHO-BPEMEHHOIO
6104HOro0 KoaMpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHWE HAAEXHOCTM Nepeaayn gaHHbIX. Ans
oTK/Io4YeHus BBeauTe false)

BknroueHue arperauumn

WEP-3ax(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperaymm Ha Radio -
nogaep>xxkn AMPDU/AMSDU. na oTkntodeHns seeauTe false)

BK/1lOUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMoy/ibl

WEP-3ax(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/il0ueHe NCNOL30BaHNSA KOPOTKOM
npeam6ysibl naketa. [Ana otkaoyeHnsa seeuTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WEP-3ax(config):/interface/wlan0/wlan/radio# wmm true (Bk/itoueHne noggepxkn WMM (Wi-Fi Multimedia).
[ns otknoyeHns seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlanl)

WEP-3ax(config):/interface/wlanl/wlan/radio# dfs X (rae X - pexum paboTsl mexaHu3ma DFS. MoxeT
npuHUMaTb 3HauyeHus: forced - MexaHU3M BbIkHOYeH, DFS-kaHasibl JOCTYNHbI 4715 Bbibopa; auto -
MexaHu3M Bk/IoyeH; disabled - MexaHV3M BbIK/lOUEeH, DFS-kaHasbl He AOCTYMHbI 4719 BblOopa)

BknroyeHue pexuma aBTOMaTUYEeCKOW CMEHbI LMPUHBbI KaHa1a

WEP-3ax(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0HEHNE pPEXMMa aBTOMATUYECKON CMEHbI
LWUMPWHBI KaHana ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM paanoadupe. 15 oTknoveHns seegute false)

HacTpolika BSS coloring

WEP-3ax(config):/interface/wlanl/wlan/radio/bss-coloring# enable true (Bk/1t0ueHve paboTsl MexaHn3ma BSS
Coloring. Ana otktoueHnsa seeguTe false. o ymonyaHuio: true)
WEP-3ax(config):/interface/wlanl/wlan/radio/bss-coloring# bss-color X (rae X - Homep LBeTa. YcTaHOBIeHHOe
3HaueHue BSS Color 6yaeT aHOHCMPOBAaTLCS BO BCEX NakeTax beacon n probe OT TOUKM AOCTYNa, €C/IM OHa
paboTaeT c noaaepXkKor ctaHgapTa 802.11ax. MNapameTp MOXET NpUHUMaTh 3Ha4YeHus: 1-63. Mo
ymosn4yaHuio: 0 (aBToBbIGOP))
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6.5 Hactporika DHCP onuwnn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan0 (HacTpoiika 6yaeT npomssoanTbCsa ans Radio 2.4 'y, Eciv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5T, - BBeanTe wlanl)

WEP-3ax(config):/interface/wlan0# common

WEP-3ax(config):/interface/wlan0/common# dhcp-snooping
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
- 3aMeHa cogepxumoro CID Ha 3HauyeHune, ykazaHHoe B napametpe dhcp-option-82-custom-CID. [MapameTp
MOXeT nNpuHuMaThb 3HayeHnsa: APMAC-SSID - 3ameHa cogepxumoro CID Ha <MAC-agpec ToUYKM JocTyna>-
<nma SSID>. SSID - 3ameHa cofepxxnmoro CID Ha nms SSID, K KOTOpPOMY MOAKNHYEH KNUEHT. o
ymosnyaHuo: APMAC-SSID)

WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (i€ custom
- 3aMeHa cogepxmmoro RID Ha 3HaueHue, ykazaHHoe B napametpe dhcp-option-82-custom-RID. MapaveTtp
MOXET NPUHNUMaTb 3HaudeHns: ClientMAC - 3ameHa cogepxumoro RID Ha MAC-afipec K/TIMEHTCKOIO
ycTpoiicTBa. APMAC - 3ameHa cogepxmnmoro RID Ha MAC-agpec Toukn goctyna. APdomain - 3ameHa
coaep>xumoro RID Ha OMEH, B KOTOPOM HaxoAmMTcst Touka goctyna. o ymonyaHuto: ClientMAC)
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-

CID longstring (longstring - 3Ha4eHne oT 1 40 52 CMMBOJIOB, KOTOpOoe 6yaeT nepegasatbes B CID. Ecnn
3HauyeHune napametpa dhcp-option-82-custom-CID He 3a4aH0, ToUka 6yaeT nsmeHsATb CID Ha 3HaueHue Mo
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring
(longstring - 3HauyeHne OT 1 10 63 CUMBOJ10B, KOTOpPOe ByAeT nepefasartbcs B RID. ECNn 3HaveHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATh RID Ha 3HaveHue rno
ymonyaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-160p
pasgenntensi oktetoB MAC-afpeca, KoTopblii nepegaetcs B RID v CID. radius - B KauecTBe pa3genurens
BbICTynaet 3Hak Tupe: AA-BB-CC-DD-EE-FF; default - B kauecTBe pasgenvrtens BbICTyNaeT 3HaK ABOETOUUS:
AA:BB:CC:DD:EE:FF)
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6.6 Hactpoliika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LWMpKUHa KaHana. auto-channel gomkeH 6bITb BbikOYEH, @ napameTp DFS HaxoauTbes B pexume
«BbIK/TOYEH» NN «NPUHYAUTENBHOY.
Bonee nogpo6Hyo MHhopmaLmio 0 HACTPOiKe paanonHTepdeinca Yyepes KOMaHAHY CTPOKY MOXHO
y3HaTb B pasgene Hactpoiiku Radio.

© Npu koHdurypuposaHun WDS-coeauHenns Ha Radio 2.4/Radio 5 I'Ty, Heo6xoanmo, uTo6bl Ha Radio
2.4/Radio 5 'y, 6611 BKAoUeH VAPO. Pexxknmbl wndgposaHusa Ha VAPO n WDS-uHTepcpeiicax gomxHbl
coBnagarb.
NHhbopmaumio o HacTpoiike BUPTYasibHbIX TOYEK AOCTYNa MOXHO y3HaTb B pasgene Hactpolika
BMPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlanl-wds0 (BL160p WDS-nHTepcheiica. BoamoxHble 3HaueHns A5 Radio 2.4
IMMu;: wlan0-wds0 - wlan0-wds7, anis Radio 5 ' wlan1-wds0 - wlan1-wds7)
WEP-3ax(config):/interface/wlan1-wds0# wds

WEP-3ax(config):/interface/wlan1l-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec Radio-nHTepcpeica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOYKE A0CTyna KoMaHay
monitoring radio-interface)

WEP-3ax(config):/interface/wlan1-wds0/wds# ssid WDS (115 SSID /19 noctpoeHus wugpposaHHoro WDS)
WEP-3ax(config):/interface/wlan1-wds0/wds# security-mode WPA2 (pexxvm LLndopoBaHns. Bo3aMoxHble
3HayeHuns: WPA2, off — 6e3 napons)

WEP-3ax(config):/interface/wlan1-wds0/wds# key-wpa password (\WPA-knto4. [I1MHa cocTas/iseT oT 8 [0 63
CVMBO/OB)

WEP-3ax(config):/interface/wlan1l-wds0/wds# exit

WEP-3ax(config):/interface/wlan1-wds0# common

WEP-3ax(config):/interface/wlan1-wds0/common# enabled true (Bx/itoueHne WDS. [1719 OTK/IIOUEHUS BBEAUTE
false)

WEP-3ax(config):/interface/wlan1l-wds0/common# save (COxpaHeHne HacTpoek)

HaCTpOVIKa BCTpe‘-IHOI7| TOYKM AocTyna BbINOJ/IHAETCA aHaUT0TN4YHO.
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6.7 CuUCTeMHble HaCTPOMKK

6.7.1 OG6HoBneHune MO ycTpoicTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-3ax(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue cpaiina NO> (npumep:
firmware upload tftp 192.168.1.100 WEP-3ax-1.10.0_build_105.tar.gz)
WEP-3ax(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-3ax(root):/# firmware upload http <URL gnsa ckaunBaHua daiina NMNO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-3ax-1.10.0_build_105.tar.gz)
WEP-3ax(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-3ax(root):/# firmware switch

6.7.2 YnpasneHue KoHdurypaumein ycTporictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-3ax(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-3ax(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-3ax(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.100)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-3ax(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.100 config.json)
WEP-3ax(root):/# manage-config apply (npryimeHeHne KoHurypawumm Ha To4Ky A0CTyna)

78



PykoBogacTBo no akcnnyatauum WEP-3ax

6.7.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-3ax(root):/# reboot

6.7.4 HacTpoiika gaTbl 1 BpEMEHU

KoMaHAbl ANs HACTPOIiKM CUXPOHU3aL MU BpeMeHU ¢ cepBepomMm NTP

WEP-3ax(root):/# configure

WEP-3ax(config):/# date-time

WEP-3ax(config):/date-time# mode ntp (Bk/t0ueHNe pexnma paboTsl ¢ NTP)
WEP-3ax(config):/date-time# ntp

WEP-3ax(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ykazaHvie 0CHOBHOro agpeca NTP-
cepsepa)

WEP-3ax(config):/date-time/ntp# alt-servers (ycTaHOBKa 40MNONHUTENBHLIX NTP-cepBepoB)
WEP-3ax(config):/date-time/ntp/alt-servers# add <JomeHHOe umsi/IP-agpec NTP-cepBepa B
KOHdpurypauumn> (CosgaHne pasaena KoHgurypaumm aononHntTesnbHoro NTP-cepepa. MakcumanbHoe
Ko/myecTBo: 8. ANs yaaneHusa ncnonb3ynte komaHay del)

WEP-3ax(config):/date-time/ntp/alt-servers# exit

WEP-3ax(config):/date-time/ntp# exit

WEP-3ax(config):/date-time# common

WEP-3ax(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa yacosoro
nosica)

WEP-3ax(config):/date-time/common# save (coxpaHeHVe HacTpoek)

6.7.5 [ononHuTtenbHble HACTPONKN CUCTEMBI

BkntoueHue rno6asibHOW n3onauum

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# global-station-isolation true (Bx/1t0ueHVIE T106a1LHON N30AALMA TpatuKka
MEXy KnneHTamu pasHbix VAP 1 pasHbIX pagnonHTepdencos. s oTknoueHns: BBeauTe false)
WEP-3ax(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHne UMeHN yCcTpoiicTBa

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# hostname WEP-3ax_roomz2 (re WEP-3ax_room2 - HOBOE MMS YCTPONCTBA.
MapameTp MOXET cogepxaTb OT 1 [0 63 CUMBOJIOB: JIATUHCKME 3ar/iaBHble N CTPOYHbIEe OYKBbI, LLMMpbI,
3HaK gednc «-» (educ He MOXET ObITb NOCNe4HUM CUMBOIOM B UMeHN). Mo ymonyaHuto: WEP-3ax)
WEP-3ax(config):/system# save (COxpaHeHne HacTpoek)
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N3meHeHue reorpacmuueckoro gomeHa

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# ap-location ap.test.root (i€ ap.test.root - JOMeEH y3na gepesa yCTPonCTB
cMCTeMbI ynpasneHus EMS, B KOTOPOM pacnonaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WEP-3ax(config):/system# save (COxpaHeHne HacTpoek)

N3meHeHue napond

WEP-3ax(root):/# configure

WEP-3ax(config):/# authentication

WEP-3ax(config):/authentication# admin-password newpassword (r/1e newpassword - HOBbI Naposib /15
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WEP-3ax(config):/authentication# save (coxpaHeHVe HacTpoek)

N3meHeHune Radius NAS-ID

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system # nas-id Lenina_1.Novovsibirsk.root (e Lenina_1.Novovsibirsk.root —
naeHTudukarop gaHHol T, MNapameTp npeaHa3HayveH ansa naeHtTudmkaumm yctpoiictea Ha RADIUS-
cepBepe B criyyae, ecnm RADIUS oxuaaeT 3HauyeHue, oTinmuyHoe ot MAC-aapeca. Mo ymonyaHuto: MAC-

appec T/)
WEP-3ax(config):/system # save (COxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-3ax(root):/# configure

WEP-3ax(config):/# lldp

WEP-3ax(config):/lldp# enabled true (Bi/itoueHne yHkUmoHana LLDP. [1ns Beik/oueHns BeeguTe false. o
yMosi4YaHuto: true)

WEP-3ax(config):/lldp# tx-interval 60 (13veHeHne nepnoga otnpaskn LLDP-coobLueHnii. [1o ymonyanumto:
30)

WEP-3ax(config):/lldp# system-name WEP-3ax_reserv (rae WEP-3ax_reserv — HOBOe 1M ycTpolicTea. o
ymosnyaHuo: WEP-3ax)

WEP-3ax(config):/lldp# save (coxpaHeHne HacTpoek)
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6.8 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
NOAK/MOYEHHBIX K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WEP-3ax(root):/# configure

WEP-3ax(config):/# captive-portal

WEP-3ax(config):/captive-portal# apbd

WEP-3ax(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-3ax(config):/captive-portal/apbd# enabled true (Bk/1t0ueHve cepsuca APB. /19 OTK/IHOHEHNSA BBEAUTE
false)

WEP-3ax(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)

6.9 Hactpolika ytnnutel tcpdump

Ytunuta tcpdump npegHasHadeHa afa aHanmsa v nepexearta ceTeBoro Tpagvka. C noMoLLblo YTUINTLI eCTb

BO3MOXHOCTb nepexBaTbiBaTb TpaUK C pa3/iniHbIX MHTEPKECOB TOUKM AOCTYNA A1 Aa/ibHeliLlero aHanmnsa.

ECTb BO3MOXHOCTb M3MEHSITb MapameTpbl 3anvcu (orpaHMyeHmnst No BpEMEHMU, Mo pasMepy dhaiina), a Takke
OTNpaBNATb rOTOBbIN hainn no npotokony TFTP Ha cepsep.

6.9.1 KomaHgabl ons paboTbl ¢ yTunmTon tcpdump

© [ns cHatua gamna ¢ Ethernet-untepdieiica Touku AocTyna cneayeT ucrnonb3yiite untepdelic eth.
NS CHATVA Aamna ¢ pagno-uHTepdelicos:
radiotap0 — nHTepdeiic cooTBeTCTBYET AnanasoHy 2.4 I'Tu (wlan0);
radiotap1 — nHTepdeiic cooTBeTCTBYET AnanasoHy 5 I'ru (wlan1).

HacTtpoiika ytunutbl tcpdump

WEP-3ax(root):/# configure

WEP-3ax(config):/# tcpdump

WEP-3ax(config):/tcpdump# interface radiotap0 (ykazaHune nHrepderica, Hanpumep, radiotap0)
WEP-3ax(config):/tcpdump# time-limit 600 (orpaHvyeHvie cHATUA Aamna Nno BpeMeHn B CeKyHAax,
Hanpumep, 600c=10MuH)

WEP-3ax(config):/tcpdump# file-size-limit 10 (orpaHnyeHne cHATMA gamvna no pasmepy garina s MB)
WEP-3ax(config):/tcpdump# mac-filter e0:d9:e3:4e:60:al (chu/isTpaums no MAC-agpecy. Napamverp He
06s13aTe/IbHbIN)

WEP-3ax(config):/tcpdump# tftp-server-ip: 192.168.1.1 (aspec TFTP-cepBepa, Ha KOTOPbIN NiaHupyeTcs
BbIrpy3ka oaina)

WEP-3ax(config):/tcpdump# tftp-file-name: AP1_dump.pcap (1visi, C KOTOPbLIM haiil ByAEeT BbIrPyXeH Ha
cepsep)

WEP-3ax(config):/tcpdump# save (CoxpaHeHne HacTpoek)
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Pa6oTta ¢ ytunuton tcpdump

WEP-3ax(config):/tcpdump## exit

WEP-3ax(config):/# monitoring tcpdump-start (kovaHa Brk0veH s 3anvucn B haiin)

WEP-3ax(config):/# monitoring tcpdump-status (npocmMoTp TekyLEero cocToaHns padboTsbl YTUINTEI)
WEP-3ax(config):/# monitoring tcpdump-stop (octaHoska 3anucu B thaiin)

WEP-3ax(config):/# monitoring tcpdump-tftp-send (kovaHa oTnpasky haiina Ha cepsep Mo NPoToKosy
TFTP)

6.10 HacTtpolika IGMP

B pasgene igmp-config MmoxHO HacTpoutb cneaytowme napameTpsbl: enabled, query-interval, query-
count, query-resp-interval. Mo ymonuaHuio: enabled true.

KomaHabl ANA HACTPOIiKM napameTpoB IGMP

WEP-3ax(root):/# configure

WEP-3ax(config):/# igmp-config

WEP-3ax(config):/igmp-config# enabled true (Bk1t0OUEeHNE BO3MOXHOCTY MPOXOXAEHNSA MY/NTUKACTOBOIO
Tpadmka. A8 oTkaodeHnsa seeaute false)

WEP-3ax(config):/igmp-config# query-interval X (rae X - nitepsan otnpaeky coobuienns IGMP General
Query B cekyHaax. BoaMoXxHble 3HauyeHus1: oT 30 40 18000 cekyH/. 3Ha4YeHe No yMoNYaHuio: 125)
WEP-3ax(config):/igmp-config# query-count X (rae X - 3HaueHne oxmnaaemoro Konm4yecTBo NakeTos,
NoTepPsIHHbIX Ha KaHasie (nose QRV B IGMP 3anpoce). Bo3MoXHble 3Ha4eHus: oT 1 A0 7. 3HaYeHne no
yMo/i4YaHuto: 7)

WEP-3ax(config):/igmp-config# query-resp-interval X (rae X - makcrmvasnibHoe Bpems oTeeTa Ha IGMP-
3anpoc. BoaMoXHble 3Ha4yeHUs: 0T 50 40 200 AeCSTbIX CeKyHAbl. 3HaYeHMEe No yMon4aHuio: 100)
WEP-3ax(config):/igmp-config# save (coxpaHeHne HacTpoek)
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6.11 MOHUTOPUHT

6.11.1 Wi-Fi knneHTtbl

WEP-3ax(root):/# monitoring associated-clients

index

hw-addr
authenticated
associated
authorized
ip-addr
hostname
identity
domain

rssi-1

rssi-2

rssi-3

rssi-4

noise-1
noise-2
noise-3
noise-4

snr-1

snr-2

snr-3

snr—4

tx-rate
rx-rate
actual-tx-rate
actual-rx-rate
tx-fails
tx-retry-count
rx-retry-count
tx-bw

rx—bw
tx-period-retry
link-capacity
link-quality

link-quality-common

uptime
interface
ssid
using-802.11r
using-802.11k
using-802.11v
wireless-mode
name

Total Packets:
TX success:
Total Bytes:
Data Packets:

0

yes

yes

yes
192.168.40.248
Pixel-6
ivanov.ivan

-64
-66
0

0
-94
-95
0

0
30
29
0

0

100%

100%

100%
00:13:46
wlanl-vap2
Eltex-Test
yes

no

no

ax

Transmitted

100
20608509
50803

ac:c4:13:1c:aa:aa

wlanl-vap2:sta-0

enterprise.service.root

HE NSS2-MCS11 2xLTF GI 0.8us 286.8
HE NSS2-MCS9 2xLTF GI 0.8us 229.4

Received

PykoBogacTBo no akcnayatauum WEP-3ax
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Data Bytes: | 20608377 | 490906 |
Mgmt Packets: | 4 | 5 |
Mgmt Bytes: | 132 | 459 |
Dropped Packets: | © | 772 |
Dropped Bytes: | © | 18495 |
Lost Packets: | 1 | |
Rate Transmitted Received

ofdmé | © | 0% 829 | 35%
he-nssl-mcsoO | © | 0% 1| 0%
he-nssl-mcs8 | © | 0% 7| 0%
he-nssl-mcsll | © | 0% 2| 0%
he-nss2-mcsoO | © | 0% 1| 0%
he-nss2-mcsl | © | 0% 1| 0%
he-nss2-mcs2 | © | 0% 4 | 0%
he-nss2-mcs3 | © | 0% 12 | 0%
he-nss2-mcs4 | © | 0% 161 | 6%
he-nss2-mcs5 | © | 0% 92 | 3%
he-nss2-mcs6 | 19 | 0% 182 | 7%
he-nss2-mcs7 | 165 | 1% 196 | 8%
he-nss2-mcs8 | 228 | 2% 213 | 9%
he-nss2-mcs9 | 553 | 4% 227 | 9%
he-nss2-mcs10 | 92 | 0% 254 | 10%
he-nss2-mcsl1l | 10335 | 90% 176 | 7%

6.11.2 WHcopmaLmsa 06 ycTpoincTee

WEP-3ax(root):/# monitoring information

system-time: 09:19:58 22.03.2022
uptime: 13 d 00:51:28
software-version: 1.10.0 build 105
uboot-version: 1.10.0 build 105
secondary-software-version: 1.10.0 build 99
boot-version: 1.4.1 build 6
memory-usage: 36

memory-free: 638

memory-used: 368

memory-total: 1006

cpu: 0.18

is-default-config: false
board-type: WEP-3ax

hw-platform: WEP-3ax

factory-mac: CC:9D:A2:xX:XX:XX
factory-serial-number: WP42001953
hw-revision: 2v2

tunnel-ip: 10.24.201.148
last-reboot-reason: firmware update
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6.11.3 CeteBas UHpopmaums

WEP-3ax(root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:ixX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.253
DNS-2: 172.16.7.40
rx-bytes: 82542744
rx-packets: 1119782
tx-bytes: 2281191
tx-packets: 8853

WEP-3ax(root):/# monitoring ethernet

link: up

speed: 1000

duplex: enabled
rx-bytes: 82842279
rx-packets: 1124216
tx-bytes: 2283061
tx-packets: 8875

WEP-3ax(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WEP-3ax(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-3ax(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

etho e0:d9:e3:eb:66:80 gil/0/10 120
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6.11.4 BbecnpoBofHble MHTEPENChI

WEP-3ax(root):/# monitoring radio

wlan0:

name: wlan@
CC:9D:A2 XX XX XX

hwaddr:
status:

on

channel: 1
bandwidth: 20
frequency: 2412

power :

16.0

mode: bgnax

wlanl:

name: wlanl
CC:9D:A2 XX XX XX

hwaddr:
status:

on

channel: 36
bandwidth: 20
frequency: 5180

power:
mode:

19.0

anacax

6.11.5 >XypHan cobbITuiA

WEP-3ax(root):/# monitoring events

Feb 25 05:00:
Feb 25 05:00:

Feb 25 05:00:
lease on 192.

Feb 25 05:14:

Feb 25 05:57:
on 192.168.1.

Feb 25 06:22:
successfully.

19 WEP-3ax

20 WEP-3ax

26 WEP-3ax
168.1.15.

59 WEP-3ax

22 WEP-3ax
15.

55 WEP-3ax

syslog.info syslogd: started: BusyBox v1.30.1
daemon.info networkd[907]: Networkd started

daemon.info networkd[907]: DHCP-client: Interface br® obtained

auth.info login[1738]: root login on 'pts/0'

daemon.info networkd[907]: DHCP-client: Interface br® renew lease

daemon.info configd[651]: The AP startup configuration was updated

[na yaaneHus Bcex COO6LLEHNI U3 XypHana cobbITuii BBeguTe koMaHay monitoring clear-events.
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6.11.6 CkaHunpoBaHue achupa

PykoBogacTBo no akcnayatauum WEP-3ax

© Bo Bpems OCYLLECTB/IEHNSI CKAHMPOBAHWS 3dmpa paaronHTEPdIeiic YCTpoicTBa BY/AET OTK/IHOUEH, YTO
npvBeAET K HEBO3MOXHOCTM nepegayn aaHHbix Ao Wi-Fi KMeHToB BO Bpems CKaHWpPOBaHKS.

WEP-3ax(root):/# monitoring scan-wifi

SSID |Mode |Security|MAC
HOT_SSID |off |e8:
EltexWiFi |off |e8:
Eltex-Local |wpa/wpa2|e8:

I

I

I

I
test_wpa |
EltexWiFi2.4G |
Nikitenko_2.4 |
Eltex-Local |
BRAS-Guest |
Eltex-Guest |
Eltex-Local |
WEP-2L_open |
EltexWiFi5G |
lwep3ax_test5 |
test_1 |

6.11.7 CnekTtpoaHanmnsatop

Ha ycTpolictBax WEP-3ax ecTb BO3MOXHOCTb 3anycka cnekTpoaHanmM3aropa Ha pagvonHtepdeicax wlan0
(2.4 TTw) nwlan1 (5 MTw). Huxe npeacTaBneHbl KOMaH/bl N0 3anycky 1 MOHUTOPUHIY Pa6oTbl

cnekTpoaHasimsaropa.

|wpa/wpa2|a8:
|wpa/wpa2|e2:
|off |aa:
|wpa/wpa2|e8:
|off |e8:
|off |e8:
|wpa/wpa2|e8:
|off |e8:
| wpa2 |e2:
|off |e8:
|off |a8:

28:
28:
28:

f9

do:

f9

28:
28:
28:
28:
28:
do:
28:

f9

cl:
cl:
cl:
14b:
e3:
14b:
cl:
cl:
cl:
cl:
cl:
e3:
cl:
14b:

fc:
fc:
b0o:
98:
2d:
da:
da:
da:
da:
da:
9f:
fc:
17:

04

_____ |________ | e
:cf:
d2:
deé:
22:
36:
. f3
cf:
cf:
cf:
cf:
cf:
6b:
74:
02:

2
cO
40
a3
bd

01
06
07
08
09
8c
30
33

|Channel|RSSI, dBm|Bandwidth, MHz

|-40
|-63
|-30
|-46
|-62
|-65
|-56
|-66
|-68
|-68
|-68
|-76
|-81
|-71

|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|80
|80
|20

© nNpu 3anycke cnektpoaHanusaropa paavonHtepdeiic (wlan0 nnm wlan1) 6yaet nepesefieH B Pexium
CKaHMPOBaHWs1, YTO NPUBEAET K OTK/THoUeHMo Bcex Wi-Fi KNMEHTOB, NOAKMOUYEHHbIX K A@HHOMY

paanonHTepdeicy.

© CnektpoaHanusartop Ha paguonHTepdeiice paboTaeT TOMbKO Ha TeX KaHasax, KOTopble yKasaHbl B
napametpe limit-channels B HacTpolikax gaHHoro Radio. Hanpumep, ecnu B limit-channels Ha wlanQ
yKasaHbl kaHanbl '1 6 11', To aHann3 cnekTpa 6yaeT Npon3BeaAeH ToNbKO AN kKaHanos 1,6 1 11.

[ns Toro 4To6bI 6GbIST NPOM3BEAEH aHA/IM3 BCEX KaHa/I0B Anana3oHa, Ha KOTOPOM paboTaeT
pagnovHTepdelic, 1aMmeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax
pagnounHtepcpeiica Ha false. Mocne nonyyeHns pesynstaTtoB paboTbl CNEKTPOaHaIN3aTopa, BEpHUTE

3HaueHue use-limit-channels 06paTHO K NCXOAHOMY 3HAUYEHWIO true.

C 6onee noapo6Hoii MHhopmaLeli 0 HacTpoiike pagnonHTepdelica yepe3 CLI MOXHO 03HAaKOMUTLCS

B pasgene Hactpoiikn Radio.
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3anyck cneKkTpoaHasimsatopa Ha paguouHtepdeiice wlan0

WEP-3ax(root):/# monitoring spectrum-wlan0

Interface: wlan® last scanned channel: 11
Channel| CCA
1] 70%
6] 0%
11| 38%

3anyck cnekTpoaHasinsaTopa Ha paguouHtepdeiice wlanl

WEP-3ax(root):/# monitoring spectrum-wlanl

Interface: wlanl last scanned channel: 48
Channel| CCA
36| 8%
40| 7%
44| 9%
48| 6%

MOHUTOPUHT pa6oThbl CNeKTpoaHanusaropa

WEP-3ax(root):/# monitoring spectrum-status

wlano:

State - Idle

Last run time - Thu Jul 1 16:31:46 2021
Channel| CCA

1| 70%
6] 0%
11| 38%

wlanl:

State - Idle

Last run time - Thu Jul 1 16:32:53 2021
Channel| CCA

36| 8%
40| 7%
44| 9%
48| 6%
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa

Bepcna 1.9

Bepcua 1.8

Bepcua 1.7

Bepcua 1.6

Bepcusa 1.5

Bepcua 1.4

Bepcua 1.3

Jarta Bbinycka

06.10.2023

07.07.2023

14.02.2023

09.12.2022

15.08.2022

25.03.2022

03.11.2021

PykoBogacTBo no akcnayatauum WEP-3ax

CopgepxaHue naMmeHeHuii

CuHxpoHusauus ¢ sepcuein MO 1.10.0
KoppeKTupoBKa:

+ 54

+ 5.6

+ 64

6.7

6.1

JononHnTtenbHble HacTpoliki Radio
[ononHUTENbHbIE HACTPOIKN CUCTEMBI
0 HacTpolika IGMP

g MoameHto «VAP»
5
CuHxpoHusauus ¢ sepcuein MO 1.9.0
[o6aBneHo:
+ 5.7 MeHio «<WDS»
+ 6.7 HacTtpoiika WDS

KoppekTnpoBska:

+ 2.2 XapakTepucTuka ycTpoincTea
* 6.8 CncTeMHble HACTPOWKK

CuHxpoHusaums ¢ Bepcuein MO 1.8.1
KoppeKTupoBKa:
+ 5.6.2 NogmeHo «<VAP»
CuHxpoHusauus ¢ Bepcuein MO 1.8.0
Job6aBneHo:
+ 6.3.5 Hactpoiika VAP ¢ MAC-aBTOpM3auuei
yepe3 RADIUS
+ 6.3.6 Hactpoiika gononHutensHoro RADIUS-
cepsepa Ha VAP
+ 6.9 HacTpoiika IGMP
CwuHxpoHusauus ¢ Bepcueli MO 1.7.0
Jo6asneHo:
* 6.6 HacTtpoliika DHCP onuun 82
* 6.9 Hactpoiika ytuamtel TCPDUMP
KoppekTupoBska:
+ 5.5 MeHto «Radio»
CuHxpoHusaums ¢ sepcueit MO 1.6.0
Jo6asneHo:
+ 2.4 lnarpamma Hanpae/eHHOCTN BCTPOEHHbIX
aHTEHH

KoppeKTupoBKa:

+ 5.4.4 NogmeHo «CnekTpoaHaimsaTop»
+ 6.3.5 [lononHuTenbHble HacTpoiikn VAP

CwuHxpoHusauus ¢ Bepcueli MO 1.5.0

MopmeHto «MHdopmaLms 06 ycTpoincTee»
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Bepcus gokymeHTa

Bepcusa 1.2

Bepcua 1.1
Bepcua 1.0

Bepcyisi nporpammMHoro o6ecneyeHus 1.

Jarta Bbinycka

31.07.2021

26.03.2021
30.06.2020
10.0

PykoBogacTBo no akcnayatauum WEP-3ax

CopepxaHne UameHeHuMn
CuHxpoHusauus ¢ Bepcuein MO 1.4.0

Job6aBneHo:

+ 5.4.4 TopgmeHto «CnekTpoaHanmnsarop»
+ 6.2.1 HacTpoliika ceTeBbIx NapamMeTpoB C
nomMoLlplo yTunntel set-management-vlan-mode
* 6.5.5 [lononHUTENbHbIE HACTPOIKN CUCTEMBI
+ 6.7.7 CnektpoaHanmsaTop
KoppekTnpoBka:

6.3.5 [lononHutenbHble HacTpoiikn VAP
+ 6.

7.5 XXypHau cobbITuii
CuHxpoHusaums ¢ Bepcueii MO 1.3.0

MepBas ny6nukauus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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