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PykoBogacTBo no akcnayatauum WEP-12ac

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMMU C BbICOKUMUN KPUTEPUSAMN K KA4eCTBY npefocTasneHms ycnyr. Yctpoinctso WEP-12ac iBNieTca TOUKO
poctyna Wi-Fi Enterprise knacca. OcHoBHOe npegHasHadyeHne WEP-12ac: yctaHoBKa BHYTpU 34aHWl B
KayecTBe TOYKM A0CTyNna K pasiMyHbIM pecypcam ¢ co3aHnem 6ecLlOBHON 6ecnpoBOAHON CeTn 13
HECKO/IbKUX MAEHTUYHBIX Touek gocTyna ("POyMUHT"), eCin TEPPUTOPUS MOKPbLITUS AOCTATOUYHO BE/MKa.

B HacToslLLeM pyKOBOACTBE MO 3KCM/yaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepPUCTUKUN, KOHCTPYKTUBHOE UCMOJTHEHME, NOPSIA0K YCTAHOBKM, NpaBuia 6e30nacHoi akcnayarawmm
YCTPOICTBA 1 peKOMEHAALMN NO YCTaHOBKE.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

O TMpeaynpexaeHys MHPOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
YCTPOICTBY U YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEepPe AaHHbIX.




PykoBogacTBo no akcnayatauum WEP-12ac

2 OnucaHne nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHO, 6e30MacHOoiA
6ecnpoBoAHO ceTn paspaboTaHa 6ecnpoBoHas Touka goctyna WEP-12ac (nanee «ycTpoiicTBO»).

OcHoBHbIM npegHasHavyeHnem WEP-12ac siBnsieTcsa co3gaHve 6ecnpoBOfHON ceTy nepefayn AaHHbIX L2-
YPOBHS Ha CTblKe C NpoBoAHOM ceTbtlo. WEP-12ac nogkntoyaeTcs K MPOBOAHON CETU C MOMOLLbIO
10/100/1000M Ethernet-nHTepdpeiica 1 ¢ NOMOLLBI0 CBOMX paanonHTEPEcoB co3aeT 6ecrnpoBOLHON
BbICOKOCKOPOCTHOW A0CTYN 418 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

WEP-12ac cogepxut 2 pagnovHTepdelica ans opraHmsaummn 2 dmsmnyecknx 6ecnpoBoiHbIX CETE.

WEP-12ac nogaepxvBaeT coBpeMeHHble TpeboBaHWs K Ka4eCTBY CEPBUCOB M MO3BOJISIET NepeaaBaTb
Hanbonee BaxHbIN Tpaduk B 60n1ee NPUOPUTETHLIX OYepeasix Mo CPaBHEHUIO C 06bIYHbIM. ObecneveHune
NpUopUTM3aLMN NPOMCXOANT HA OCHOBE OCHOBHbIX TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN
naketa) n ToS (meTku B nose IP naketa). Ho, Kpome cTaHAapTHbIX NPakTuK Nnpuoputusaumn, WEP-12ac
Nno3BONSAET 3a/aBaTb TPeb6oBaHNA K Ka4ecTBy nepegayn Tpadumka npaktmyecku no no6oMy nosto nakera,
HaunHas ot MAC, 3akaHunaa TCP/UDP-noptom. Ta e rméKoCTb CoXpaHaeTcs npu npuMmeHeHnn npasun ACL
1 WwerinuHra Tpadrka, YTo NO3BOJISET B NOJIHON Mepe ynpasnsaTh AOCTYNOM, KA4eCTBOM CEPBUCOB U
orpaHnYeHnsaMU, Kak a5 BceX abOHEHTOB, Tak U /19 KaKA0ro B YaCTHOCTW.

YCTPOWCTBO OPUEHTUPOBAHO Ha O(PUChI C 6O/IbLLMM KO/IMYECTBOM N0/Ib30BaTE/NEN N BbICOKUM TPadKoM
(ochbuc, rocyupexaeHusi, KOHhepeHL-3asibl, NabopaTopum, roCTUHWLBI U Apyroe). Bo3aMOXHOCTb co3aaHus
BUPTYasibHbIX TOYEK AOCTYNa C pa3IMyHbIMKU TUNamun WngposaHusa no3sosiseTt yctaHasnsate WEP-12ac B
opraHusauusix, rae Tpebyertca pasrpaHuyeHne npas 4ocTyna Mexay 06blYHbIMK Nob30BaTeNsiMm n
BblAE€/IEHHbIMU TpynnamMu nosib3oBaresie.

2.2 XapaKkTepucTuKa yCTponicTBa
ViHmepabelichbi:

+ 2 noprta Ethernet 10/100/1000BASE-T (RJ-45), 1 ©3 nopToB € noaaepxkoii POE+;
* Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

« Wi-Fi 5Ty IEEE 802.11a/n/ac;

+ Console RJ-45.

DyHKYUU:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

« arperayusi aaHHbIx, Bkntovass A-MPDU (/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpbitoro SSID;

+ 32 BUpTYyasibHble TOYKM OOCTYNa,;

+ 0BGHapyXeHne CTOPOHHUX TOYEK A0CTYNa;

+ nopgaepxka Work Group Bridge;

* nogaepxka WDS;

* nopaepxka MESH,;

* nogaepxka APSD.

Cemesble (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, AYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;
* nogaepxka VLAN;



PykoBogacTBo no akcnayatauum WEP-12ac

noaaepxka ayteHtudukaumm 802.1X;
nognepxka 802.11r;

DHCP-knueHT;

nogaepxka IPvo6;

nognepxka LLDP;

nopaepxka ACL,;

nopaepxka SNMP;

nogaepxka GRE.

Paboma 8 pexume knacmepa:

opraHu3auusi knactepa eMKoCTbH 0 64 TOYeK AOCTyna;

aBTOMaTMYecKasi CUHXPOHMU3aLUMs KOH(Urypauuii Todek focTyna B KnacTepe;
aBTOMaTnyeckoe 06HoBeHre MO Touek AOCTyna B KlacTepe;

Single Management IP — eauHbIil agpec Ana ynpasfieHUst TO4Kamm JocTyna B KnacTepe;
aBTOMAaTMYeCcKoe pacnpesesieHne YacToTHbIX KAaHa/I0B MEXAY ToYKamu AOCTyna;
aBTOMAaTMYECKOE pacnpesesneHre ypoBHs 13/lydaemoii MOLLHOCTU MexXy Toukamu goctyna.

®dyHkyuu QoS:

NPUOPUTET U NJ1IaHNPOBaHUE NakeToB Ha OCHOBE npoduei;
orpaHuyeHve NponyckHOM cnocobHocTy ans kaxgoro SSID;
n3meHeHve napametpos WMM ans kaxgoro pagmo nHtepdeiica.

Ee3onacHocms:

E-mail nHdhopmmpoBaHre 0 CUCTEMHbIX COObITUSX;

LleHTpasm3oBaHHas aBTopu3aums yepe3 RADIUS-cepeep (WPA Enterprise);
WPA/WPAZ2;

nogaepxka Captive Portal;

noazepxka Internet Protocol Security (IPSec);

Mopaepxka WIDS/WIPS.

Ha pucyHke 1 npuBefeHa cxema npvmeHeHunsa obopyanosaHus WEP-12ac.

-

MKE/HoyToy K

Oua -bamd T HE A CETyY B
MaaHweT BD2.11lac Wi-F (, WEP-128¢
r

.

CmapTtdoH
[ — .

Wi-Fi kamepa KommyTaTop PoyTep

ToWHE ADCTYNE
WEP-128¢

12V 12y

PucyHok 1 — ®yHKUMOHanbHasa cxema ncnonb3oaHna WEP-12ac
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnuua 1 — TexHmyeckme napameTpbl yCTPoOCTBa

MapameTpbl WAN -uHTepcpeiica Ethernet

KonnuecTtso nopTtoB
DNeKTPUYECKnin pasbem
CkopocTb nepegayun, Méut/c

Moaaepxka cTaHAapToB

2

RJ-45

10/100/1000, aBTOONPEAENEHNE
BASE-T

MapameTpbl 6ecnpoBoAHOro nHTepdeiica

CraHgapTbl
YacToTHbIn agnanasoH, MIy,
Moaynaumns

Paboune kaHanbl

CKopocCTb nepegayun gaHHbIx, M6UT/C

MakcumasibHaa MOLLHOCTb nepegaTunka

KoahhnLMEHT yCMNeHnst BCTPOEHHbIX
aHTEHH

L-|yBCTBI/ITEI'II::HOCTI:, npueMHunkKa

Be3onacHocTb

[ByXAnana3oHHbIE aHTEHHbI

Mogaepxka 3x3 MIMO

802.11a/b/g/n/ac
2412-2472 MI'y; 5150-5350 My, 5470-5850 MTy
BPSK, QPSK, 16QAM, 64QAM, 256QAM

*+ 802.11b/g/n: 1-13 (2412-2472 MI'w)
+ 802.11a/ac: 36-64 (5170-5330 ML)
*+ 100-144 (5490-5730 MI'w)
*+ 149-165 (5735-5835 ML)

6,9,12,18, 24, 36, 48, 54, MCS0-MCS23, MCS0-9 NSS1, MCS0-9
NSS2, MCS0-9 NSS3

+ 802.11n:
* 00 216,7 M6ut/c (kaHan 20 MIy),
* no 450 M6ut/c (kaHan 40 Mru)

802.11ac:

+ £0 1300 M6unT/c (80 M)

* 24T1Ty: po 19 gbm?
* 57Ty po 19 gbm?

'Onpepgensetca perynatopamm Transmit Power Limit n Transmit
Power Control

2.4T7Tu: ~5pbu
S5ITu; ~5 abun

2.4T7Tu: po-98 nbm

51Tu; po-94 pbm

LieHTpasnin3oBaHHas aBTopusaumst yepes RADIUS-cepsep (WPA
Enterprise);

64/128/152-6utHoe WEP-uncposaHue gaHHbix, WPA/WPA2;
Mopaepxka Captive Portal;

E-mail nHdhopMmpoBaHme 0 CUCTEMHbIX COObITUSX
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YnpaBneHue

YnaneHHoe ynpasneHve Web-uHtepdgeiic, Telnet, SNMP, SSH, cuctema ynpasnexve
EMS. O6HoBneHmne MO 1 KOHGUTyprMpoBaHue nocpeacTsomM
DHCP Autoprovisioning

OrpaHuyeHue goctyna no naposnto, no IP-agpecy

O6wue napameTpbl

NAND 128 MB NAND Flash
RAM 256 MB RAM DDR3
MutaHne agantep nutaHua 12B DC, 2 A

PoE+ 48 B/54 B (IEEE 802.3at-2009)

MoTpebnsemas MOLHOCTb He 6onee 14 BT
Pabouwnii guanasoH Temneparyp oT +5 fo +40°C
OTHOCUTENbHAasA BNaXXHOCTb Npu 0o 80%
Temneparype 25°C

Fa6apuTbl 224x235%x42 mm

Macca He 6onee 0,3 kr

10
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2.4 [Ouarpamma Hanpae/fieHHOCTN BCTPOEHHbIX aHTEHH

OnanasoH 241y

105 Y i 105 75
JE! 60 120 &0
15 I 135 5
150 30 150 kil
185 15 185 15
048 0 !
2508
5 5 185 £
208
20 210
150 e
1008
225
a5
546
240 s
25 25
2
105 Y i 105 5
120 60 1 60
135 48 135 4
1850 il 150 n
165 5 185 18
0 0
0 0 0
2548 -z
135 5 135 5
2008 2088
210 20
158 e 1648 2w
1048
s 108 25
15 5
5B 58
210 -~ 240 0
5 25
255 285 nY

2.5 KOHCTPYKTMBHOE UCMOSHEHME

YcTtpoiicteo WEP-12ac BbINO/IHEHO B N/1aCTUKOBOM

kopnyce.
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2.5.1 OcHoBHas naHenb ycTpoicTBa
BHewHwin Bug naHenu yctporictea WEP-12ac npuBefeH Ha puUcyHke 2.

|
[ 1 |
l 5GHz — i IS ¢ T | | J
M - | | "/(‘_\\. :l" i Ll 1] _ | | _____’_/
-, | | 240m o) LA f [ g | e
\ | WiFi = bl | speeal —"__Ispeed “F" | /
\ \ ] 12v| =& Contole link  GE1(PoE) ,  GE2 Link | | { /
. k 1 . -
1 2 3 4 5

PucyHok 2 — BHelHwWiA B, ocHoBHoM naHenn WEP-12ac

Ha ocHoBHoI1 naHenun yctpoiictBa WEP-12ac pacnonoxeHbl cnegyLine CBETOBbIE MHANKATOPbI, Pa3beMbl U
opraHbl ynpasneHus, Tabnuua 2.
Tabnmya 2 — OnucaHve NHAMKaTOPOB, MOPTOB M OPraHoOB yrnpaBieHUs

dnemMeHT naHenu OnucaHwue

1 Wi-Fi NHAMKATOPbI aKTMBHOCTK cooTBeTCTBYOLWNX Wi-Fi moaynei

2 12V pasbeM MoAK/IHYEHUA NUTaHNA

3 Console pasbem 4119 NOAK/IUYEHNS KOHCO/bHOTO kKabens (pasbem RJ-45)

4 LAN 2 nopta 10/100/1000BASE-T (pasbem RJ-45). MopT GE1 anst noakntoueHnst nuTaHus
no PoE+

5 F OYHKUMOHasIbHas KHOMKa
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2.6 CpetoBas nHgukauus

TekylLee CoCTosiHMe yCcTpoicTBa oTobpaxaetcs npu nomowm nHamkatopos Wi-Fi, LAN, Power —
pacnosioXeHHbIX Ha nepeaHeli naHenu. MNepeyeHb COCTOSIHUIA UHAMKATOPOB NpuBeAeH B Tabnvue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

NHpgukaTop CocTosiHMe nHaukaropa CocTosiHue ycTpoiicTBa
Wi-Fi 3€/1eHbIii, FOPUT NOCTOSIHHO cetb Wi-Fi akTnBHa
3e/1eHblin, muraet npovuecc nepegayn gaHHbIX no
6ecnpoBoAHON ceTn
LAN ropuT 3eneHsblit ceetoamog (10, 100 M6uT/c)/ roput  YCTaHOBNIEHO COEAVHEHNME C
opaHxeBblin ceeToamog (1000 M6ut/c) NOAKNIOYEHHbIM CETEBLIM
YCTPOICTBOM
MUraeT 3e/1eHblii CBETOAMOL, npouecc NakeTHON nepegayn

AaHHbIX no LAN-uHtepdelicy

Power 3e/1eHbll, FOpUT NOCTOSAHHO BK/IIOYEHO NTaHKe YCTPOICTBAa,
HopMasibHasa paboTa

OpaHXeBbliA, FOPUT NOCTOSAHHO YCTPOWCTBO 3arpy>eHo, HO He
nonydveH IP-agpec no DHCP

KpacHbIiA, rOPUT NOCTOSIHHO 3arpyska ycrpolicTea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[ns cbpoca ycTpoiicTBa K 3aBOACKMM HaAcTpolikam HEOGX0AMMO B 3arpy>XEHHOM COCTOSIHUM HaXaTb U
yaepXmBaTb KHOMKY «F», noka nHamkatop «Power» He HauHeT muraTtb. MNpon3oiiaeT aBTomaTnyeckas
nepesarpyska ycTpoiicTsa. [pu 3aBoACKMX ycTaHOBKax byaet 3anylueH DHCP-knveHT. B cnyyae ecnv agpec
He 6yaeT nonyyeH no DHCP, To y ycTpolictBa 6yaet — 192.168.1.70, macka nogcetn — 255.255.255.0; User
Name/Password ans goctyna yepes web-nHtepdeiic: admin/password.

2.8 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ BecnpoBogHasa Touka goctyna WEP-12ac;

* KomniekT Kkpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MNamaATka 0 JOKyMeHTauuw,

+ Macnoprt.

13
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3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKM M NOPAAOK BK/ItOYeHUs ycTporictea WEP-12ac.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

He ycTtaHaB/vBaiiTe yCTPOICTBO PSAOM C UCTOUHMKaMM Tenaa v B NOMELLEHUSAX C TemnepaTypoin Huxe 5°C
unv Bbiwe 40°C.

He ncnonb3ayiite yCTPONCTBO B NOMELLEHUSAX C BbICOKOIN BNaXHOCTbLIO. He noggsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NblSIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbIBaiiTe kopnyc ycTpoiicTBa. BHYTpM yCTPOIACTBA HET 3/1IEMEHTOB, NPEAHA3HAYEHHbIX /15
06CNyX1BaHNsA No/Ib30BaTENIEM.

© Bo usbexaHue neperpesa KOMMNOHEHTOB YCTPOWCTBA U HAPYLLEHUA ero paboThkl 3anpeLlaeTcs
3aKpbiBaTb BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeaMeTaMu 1 pasmMeLLatb npegmMeTbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumu rno ycTaHOBKe
PekomeHAyemMoe ycTaHaB/IMBAEMOE NOSIOKEHWE: TOPU3OHTA/TbHOE, Ha MOTOSIKE.

Mepepn yCTaHOBKOW 1 BK/OUYEHEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha HA/IUME BUAVMbIX
MeXaHNUYeCcKX NMOBPeXAeHNid. B cnyyae Hannums noBpexaeHuii cnefyeT NpekpaTuTb YCTaHOBKY YCTPOICTBA,
COCTaBWTb COOTBETCTBYIOLLMIA aKT 11 06PaTUTLCS K NOCTABLLMKY.

Ecnu ycTpoicTBO Haxoaunoch ANUTeNbHOE BPeMsi Npy HU3KOW TemnepaType, nepes HadanoM paboThl
cnepyeT BblAepXaTb ero B TeUeHne AByX 4acoB Npu KOMHATHOI Temnepatype. Mocne AnmTensHoro
npe6blBaHKs YCTPONCTBA B YC/IOBUSIX NMOBbILLEHHOV BNAXHOCTU Nepes BK/UYEHVEM BbiAepXaTb B
HOPMaJIbHbIX YCMOBUSIX He MeHee 12 yacos.

Mpu pasmeLleHnmn yCTpoiicTBa AN o6ecneyeHuns 3o0Hbl NokpbiTusa cett Wi-Fi ¢ Hannyuwmmm
XapakTepucTUKaMmn yunTbiBainTe cneaytolme npasmna:

1. YcTaHaBnuealite YyCTPONCTBO B LIEHTPe 6eCnpoBOAHON CETH;

MuHUMK3MPYIiTE yncno nperpag (CTeHbl, NOToNKKU, Mebenb u apyroe) mexay WEP-12ac v apyrumm

6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaMU;

He ycTaHaBnmBaliTe ycTpolicTBO B6/1M3uM (Nopaaka 2 M) 3NEKTPUYECKNX, PAAN0 YCTPOICTB;

He pekomeHayeTca ucnonb3oBaTb pagmotesiedoHbl U apyroe o6opyaosaHue, paboTatollee Ha YactoTe

2.4T1Tu, 5TTu, B pagnyce genctensa 6ecnposogHoli cetn Wi-Fi;

5. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIIMYECKUX KOHCTPYKLMI, KUPNUYHBIX/GETOHHbIX CTEH, a Takke
€MKOCTU C BOZOM 1 3epKasia MOryT 3HaunTesIbHO yMeHbwnTb paauyc gerictensa Wi-Fi cetn. He
pekoMeHAyeTCA pasMeLleHne Co BHYTPEHHEN CTOPOHbI (DasibLUNOTO/IKa, TakK Kak MeTasl/InYyeckunin kapkac
BbI3blBAET MHOI0/ly4eBO€e pacrnpocTpaHeHe curHasia u 3atyxaHve npu npoxoXxaeHun yepes peLueTky
Kapkaca hanbLUnoTosKa.

A w

Mpu pa3meLLeHN HECKONBbKNX TOYEK, pagnyc COTbl AO/HKEH NepecekaTbCs C COCEAHEN COTON Ha YpoBHe -65 +
-70 obMm. [lonyckaeTca yMeHbLUEHWE YPOBHS curHana fo -75 gbm Ha rpaHuuax coT, eCnun He npegnonaraercs
ncnonb3oaHne VolP, NOTOKOBOro BMAEOBELLAHNS U APYrOro YyBCTBUTE/IbHOIO K NOTEPSIM Tpadinka B
6ecnpoBOAHON CeTu.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBata. 151 60/1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-12ac npu MoHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeleHnsax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — go 100m, 5 MMy, — go 60m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HauyeHuna 3atyxaHus

Matepuan N3meHeHue ypoBHSA curHana, gb
2.41I1Ty, 5Ty
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crtekno -0,5 -1,7
fmncokapToH -0,5 -0,8
acn 1,6 -1,9
daHepa -1,9 -1,8
LLUTykaTypka ¢ MeTanIN4YeCcKom CETKOM -14,8 -13,2
LLlnako6nok -7 -11
MeTas. pewieTtka (auelika 13*6mm, meTann -21 -13

2MMm)

3.4 BbI6b0Op KaHa10B COCEACTBYHOLNX TOYEK

Bo nsbexaHve mexkaHasibHO MHTepdepeHLmn MexXay COCeACTBYOLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
YCTaHOBUTb HENEPEKpbIBAOLLMECS KaHasIbl.

KaHansi

2.402 Ty, |<7 22 Mru,;»( 2.483 My,

PucyHok 3 — O6Liasn guarpamma nepekpbITUst YacTOTHbIX KaHasoB B 2.4 Ty,
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Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBefeH Ha pucyHke 4.

PucyHok 4 — Cxema pacnpegeneHuns kaHa0B Mexay CoceHMMM Toukamun A0CTyna B AvanasoHe 2.4 Ty, npu
lMpuHe kaHana B 20 MIy,

AHaOINM4YHO PEKOMEHIyeTCs COXPaHATh AaHHbIli MeEXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUEK MEXAY STaXaMu, PUCYHOK 5.

PucyHok 5 — Cxema pacnpegeneHvsi KaHasioB Mexay COCeAHUMMU TouKami A0CTYNa, PacnoNOXEHHbIMU MeXaY
aTaxkamu

Mpwn ncnonb3oBaHUK WKMPKHBI KaHasa 40 MMy, B gnanasoHe 2.4 [Ty, HET HenepeKkpbIBaloLWMXCA KaHasoB. B
Takux criyyasx CTOUT BbIGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5736 5835
MHz MHz MHz Radar MHz MHz MHz
' 1 ! } Ic: M~ — LI.‘J‘

| = WO LD O o

1 — = g

] | oD O NOOoOSTOoON OO |
[EEEChamnel# (82 TR igas SSECCSI88S8EF |
I I |

! !

A aaaasaaaaaaaaaaaalaaaaa
o
—

40 MHz E,‘ \/ \/ \/ ‘u: . !
80 MHz [ \/ I \ v \
160 vz A A |
Examples of [ A
g [ ,
setup :
i | SEESE)

PucyHok 6 — KaHanbl, cnonb3yemble B agnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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3.5 YcTaHoBKa ycTponcTea

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA N/I0CKOI NOBEPXHOCTYM (CTeHa, NOTO/0K), cobntogas MHCTPYKLMK NO
TEXHUKe 6e30MacHOCTM 1 peKkoOMeHAaLUNK, NPYBEAEHHbIE BbILLE.

B KOMNIEKT NOCTaBKM YCTPONCTBA BXOAMT KPENEX AJ151 YCTAHOBKM YCTPOCTBA Ha N/IOCKYH MOBEPXHOCTb.

3.5.1 TlopAagok KpenaeHns Ha CTeHy

1. 3akpenuTe NNacTUKOBbIN KpOHLUTeVIH (BXO,EI,I/IT B KOMMAEKT I'IOCTaBKl/I) Ha CTEeHe:

KPOHLLUTEMNH

B

nasbl ans
npoknagku kabenemn

A - 3aulenka; B — nasbl A5 Npoknaaku kaéenei
PucyHok 7 — KpenneHue KpoHLITeliHa Ha CTeHe

a. KpoHLUTelH ycTaHaBNMBaeTcsl TakuM 06pa3om, YTo6bl 3alliesika Gbliia cBepxy (Bbipe3 BHU3Y),
PUCYHOK 7.

b. Mpwu ycTaHOBKE KPOHLUTEHA HY)HO NPONYCTUTL NMPOBO/A B COOTBETCTBYHOLLME Na3bl HA
KPOHLLTENHE, PUCYHOK 7.

c. CoBmecTuUTE YeTblpe 0TBEepCTUA 419 BUHTOB Ha KpOHUJTeVIHe C TaKnMu xe OTBEepPCTUAMU Ha
noBepxHoCcTU. C NOMOLLIbIO OTBEPTKM NpUKpennTe KpOHLIJTGVIH BMHTAMW K MOBEPXHOCTW.

2. YCTaHOBUTE YCTPOICTBO.

YCTPONCTBO

KPOHLUTENH

Buo c3adu Buo cnepedu

PucyHok 8 — YcTtaHoBKa yCcTpoiicTBa
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a. MoakntounTe kabesns K COOTBETCTBYHOLMM pasbeMam yCTPOICTBa, OncaHne pasbeMoB NPUMBEAEHO
B pasaene KOHCTPYKTUBHOE UCTIOMHEHNE.,

b. YcTaHOBWTE OTBEPCTUA Ha KOpMyce YCTPONCTBA Ha HanpaBAAoLLME KPOHLWITEHA, U CMECTUTE
YCTPOWCTBO BHM3 [0 (oMKCAL MM 3aLLE/KN, HAXOASLLENCS CBEPXY.

3.5.2 TlopAagok kpenseHns Ha oasibLUINOTONOoK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHER CTOPOHbI (hasibLUMNOTO/IKA, TaK Kak MeTas/Iuyeckuii
Kapkac BbI3blBAET MHOr0/ly4eBOE PacrnpoCcTpaHeHne curHana v 3atyxaHue npv NPoxXoxaeHuu yepes
peLLeTKy KapKaca asibLUnoTosIKa.

1 — MeTa/I/INYEeCKN KPOHLUTENH; 2 — NaHelb apMCTPOHT; 3 — NNACTUKOBbIA KPOHLUTENH; 4 — YCTPOWCTBO.
PrcyHok 9 — MoHTax ycTpoiicTea Ha (pasibLUNOTONOK

1. 3akpenute MeTa/I/IM4EeCKUiA N NACTUKOBbIV KPOHLUTEVHbI HA NOTOJ/IKE, PUCYHOK 9. M1acTUKOBBIN
KpoHLITElH (3) coeguHaeTcs Ha habLUNOTOsIKe ¢ MeTasiindeckum (1) B cneaytoLlem nopsiake:
MeTa/I/INYeCKNIA KPOHLUTENVH -> NaHeslb apMCTPOHT -> N1ACTUKOBbIA KPOHLUTENH.

2. B naHenu apMCTPOHTI NpopexesTe 0TBepCTHE, pasMepoM C OTBEPCTUE METaUT/IMYECKOTO KPOHLUTEHA.
Uepes faHHOe 0TBepCTUE 3aBOAATCH NPOBOAA.

3. CoBMecTUTe OTBEPCTUA HA METa/I/IMYECKOM KPOHLUTENHE, NaHen apMCTPOHT 1 M/1aCTUKOBOM
KpOHLUTeliHe. [Janee COBMECTUTE YeTbIpe OTBEPCTUSA A1 BUHTOB Ha N1acTUKOBOM KPOHLUTEHE C
TakMMU e OTBEPCTUAMU Ha METa/I/IMYECKOM KpOoHLUTeliHe. C NOMOLLbI0 OTBEPTKM coeanHuTe
KPOHLUTEVHbI BUHTAMM.

4. YcTaHOBMWTE YCTPOMCTBO.

a. MopgxnounTe Kabensi K COOTBETCTBYOLWMM pasbeMam YCTPOICTBA, ONMCaHNE pa3beMOB NpUBEAEHO
B pasgene KoHCTPYKTVBHOE UCMO/THEHNE.,

b. YcTaHOBMTE OTBEPCTUS HA KOpPMyCe YCTPOCTBA Ha HaNpaBAslOLWME KPOHLUTEHA, U CMecTuTe
YCTPOWCTBO A0 (hrKCaLummn 3aLLesikn.

3.5.3 Tlopsaaok CHATUSA YCTPOICTBA C KPOHLITENHA
[N CHATMA yCTPONCTBA C KPOHLUTENHA:

1. HaxmuTe Ha 3allesnky, pUCyHoK 7.
2. CmecTuTe YCTPOMCTBO B CTOPOHY 3aLLefKu.
3. CHuMMUTE YCTPOMCTBO.
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4 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAK/YNTLCA K YCTPOMCTBY No MHTepdielicy GE uepes web-6pay3ep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewHoOM 06HapyXXeHUW YCTPOoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocom MMeHN

nonb30BaTens 1 Napons.
DHELTEX

User Name

Password

| Logon |

3. Begute nmsa nonb3oBarens B cTpoke «User Name» 1 naponb B cTpoke «Password».
© 3asopckue ycraHosku: User Name — admin, Password — password.

4. HaxmuTte KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavaslbHas cTpaHuua web-nHtepdeiica
ycTpoicTBa.
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4.2 OcCHOBHble an1eMeHTbl web-nHTepdeica

Ha pucyHke HUXe npeacTaB/ieHbl 31eMEHTbI HaBurauum web-uHtepdeiica.

D ELTEX

Eltex Enterprise Wireless Access Point Loq OFf

-

© 2013-2017 Eltex Ltd Powered By Eltex Ltd

OKHO NMO/b30BaTENIbCKOTO UHTEpdIeica MOXHO YC/TOBHO pa3fae/nTb Ha 3 YacTu:

1. Pasgenbl MEHIO HACTpOeK YCTpoNCTBa.
2. OCHOBHOE OKHO HacTpOeK BblIGpaHHOro pasaena.
3. CnpaBoyHasa nHopmauus no BelopaHHOMY pasgeny MeHHo.
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4.3 MeHto «Basic Settings»

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb
nopta Console.

D Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.128

MAC Address: AB:F9:4B8:B0:3F:80
Firmware Wersion: {Terywana sepcuHA N0y
Uptime: 0 days, 2 hours, 20 minutes
CPU Usage: 16.10%

Memory Usaga: 125MB/248MB (50%)

" Refresh |

D Device Information

Product Identifier: WLAN-EAP
Hardware Version: 2v7

Serial Mumber : WPO1000408
Device Name: Eltex-AP

Device Description: WEP-12AC

Review Description of this Access Point — B gaHHOM pa3gene npuBoagnTca nHopMaLmsa o0 CETEBbIX
HacTpolikax ycTporictea n Bepcum MO.

+ IP Address — IP-agpec ycTpoiicTBa;

* MAC Address — MAC-agpec ycTpoicTBa;

+ Firmware Version — Bepcusi NpOrpamMmMHOro obecnevyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpefHuil NpouUeHT 3arpy3ku npoueccopa 3a nocnegHvie 10 cekyHz,
+ Memory Usage — NnpoLeHT UCnosib30BaHMsA OU3NYeCKoin NnaMaT yCTpONCTBa.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTpOICTBeE.

* Product Identifier — nageHTUMKaTOp YCTPOICTBA;

* Hardware Version — Bepcus annapaTtHOro obecneyeHus;
« Serial Number — cepuiiHbIli HOMep yCTPONCTBa;

+ Device Name — cuctemMHoe Umsi yCTPONCTBa;

+ Device Description — onucaHue ycTpoicTaa.
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b Provide Network Settings ...

These settings apply to this access point.

New Password

Confirm new password

b Serial Settings ...

Baud Rate 115200

D System Settings ...
System Name WEP-12AC
System Contact admin@example.com

System Location Default

Click "Update” to save the new sattings.

Update |

Provide Network Settings — B gaHHOM pa3aene BbINOMHAETCS CMeHa napons ans aoctyna k web/CLI-
KOHpurypartopy ycTpoiicTaa.

* New Password — HOBbIIi Naporb;
+ Confirm new password — noaTBepXAeHne HoOBOro Naporssi.

Serial Settings — HacTpolikn nHtepdeiica Console.

+ Baud Rate — ckopoCTb Nnepefayn AaHHbIX No MHTepdeiicy Console, 6uT/c. Mo ymonyaHuio napameTtp
paeeH 115200. MoxeT npuHMmaTh 3HaveHna: 9600; 19200; 38400; 57600; 115200.

System Settings — B pasgene MOXHO U3MEHUTb CUCTEMHbIE HACTPOWKN YCTPOMCTBA.

+ System Name — cucTeMHOe UMS YCTPONCTBa,;
+ System Contact — KOHTaKTHaa MHpopmauma AN CBA3M ¢ agMUHUCTPATOPOM,;
+ System Location — nHcopmaymsa o om3an4eckoM MeCTONoNOXEHUN YCTPOCTBA.

[na BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCHMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».
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4.4 MeHo «Status»

B MeHI0 «Status» oTpaxaeTcsi Tekylee COCTOSIH/E CUCTEMbI, MPUBOAMTCS UH(DOPMALLMA O COCTOSHUN
NHTEPENCOB YCTPOMCTBA, PErMCTPUPYEMbIX HA YCTPOUCTBE COOLITUSAX, NOAKTHOYEHHBIX KITMEHTAX,
PaZMOOKPYXXEHNN 1 paAMOCTaTUCTUKE YCTPONCTBA.

4.4.1 MopmeHto «Interfaces»

B noameHto «Interfaces» npegcrasneHa nHopmaumsa 0 TEKYLLEM COCTOSIHUM NPOBOAHbIX NMHTEPGENCOB U
HacTpolikax 6ecnpoBOAHON CETU.

[ns 6bICTPOro nepexofa B MEHKO HACTPOEK NPOBOAHOroO nHtepdeica «Wired Settings» nnn 6ecnpoBogHOro
nHtepdoeica «Wireless Settings» HaxmuTe Ha ccbinky «Edit» B cooTBETCTBYHOLLEM pa3gene.

View settings for network interfaces

Click "Refresh™ button to refresh the page.

Refrash
Wired Settings {_Edit }
Internal Interface
MAC Address ABIFI:4B:B0:29:40
VLAN ID 1
IP Address 100.110.0.242

Subnet Mask 255.255.254.0
IPvi Address i

IPvE Address Status

IPvE Autoconfigured Global Addresses

IPvE Link Local Address

IPvG-DNS-1

IPvE-DNS-2 il

DNS-1 100.110.1.253
DNS-2 172.16.0.100
Default Gateway 100.110.0.1

Show interfaces table

Wireless Settings (_Edit )

AeroScout™ Engine Communications Status down

Radio One

Status on

MALC Address ABIF9:4B:B0:29:40
Maode IEEE 802.11b/g/n
Channel 11 {2462 MHz)
Cperational Bandwidth, MHz 20

Transmit Power Output, dBm 16.00

Show interfaces table

Radie Two

Status on

MAC Address AB:F9:4B:B0:29:30
Mode IEEE B02.11a/n/ac
Channel 56 (5280 MHz)
Operational Bandwidth, MHz 20

Transmit Power Output, dBm 19.25

Show interfaces table

Wired Settings — npuBogutcsa nHgopmaums 0 TekyLem COCTOAHMM NPOBOAHONO NHTepdoenca:

* MAC Address — MAC-agpec Ethernet-uHtepdeiica ycTpolicTsa;
* VLAN ID - Homep VLAN ans ynpasneHus yCTPOCTBOM,;

* IP Address — IP-agpec ynpaBneHus yCTpOncTBa;

+ Subnet Mask — macka IPv4-ceTu ynpaBsneHus;

* IPv6 Address — IPv6-agpec ynpas/fieHus yCTPOWCTBa;

23



PykoBogacTBo no akcnayatauum WEP-12ac

IPv6 Autoconfigured Global Addresses — cnncok CKOHhUryprpoBaHHbIX aBTomaTuyeckn IPvé-agpecos;
IPv6 Link Local Address — aBTOMarnyecky CKOHOUIryprpoBaHHbIin okauibHbIA IPv6-agpec;

IPv6-DNS-1 — agpec nepsoro DNS-cepeepa B IPv6-ceTy;

IPv6-DNS-2 — appec BToporo DNS-cepsepa B IPv6-ceTy;

DNS-1 — agpec nepsoro DNS-cepsepa B IPv4-ceTu;

DNS-2 — agpec BTtoporo DNS-cepsepa B IPv4-ceTy;

Default Gateway — wno3 no ymonyaxuto B IPv4-cetn.

Wireless Settings — npmBoanTCca MHbopMaLmMsi 0 TEKYLLEM COCTOSIHUM 6eCNPOBOAHbIX MHTEPXECOB:

AeroScout™ Engine Communications Status — cTaTyc nogaepXku npotokona AeroScout;

Radio One Status — cocTosiHMe paboTbl NEPBOro pagnonHTepdeiica;

Radio Two Status — cocTosiHue paboTbl BTOPOro paanovHTepdelica;

MAC Address — MAC-aapec paanonHTepgeica;

Mode — pexum paboThbl pagnonHTepdieiica cornacHo ctaHaaptam IEEE 802.11;

Channel — Homep 6ecnpoBOAHOrO KaHana, Ha KOTOPOM paboTaeT paanouHTepdeic;

Operational bandwidth — wnpnHa NOM0OCHLI YacTOT KaHaNa, Ha KOTOPOM paboTaeT paguonHTepderic, MIry;
Transmit Power Output — thakTnueckas nssiyyaemas MOLHOCTb nepegaruvka, 46m.

Wireless Settings [_Edit }
AeroScout™ Engine Communications Status down

Radio One

Status On

MAC Address AB:F3:4B:B0:29:40
Mode IEEE 802.11b/a/n
Channel 11 (2462 MHz)
Operational Bandwidth, MHz 20

Transmit Power Qutput, dBm 16.00

Hide interfaces table

Interface Status MAC Address VLAN ID Name (SSID)

wlanl:vapl up AB:F9:4B:B0:29:40 Eltex VAP
wlanD:vapl down AB:F9:4B:B0:29:41
wlanl:vap2 down AS:F9:4B:B0:29:42
wlanl:vap3 down AB:F9:4B:B0:29:43
wlanlD:vapd down AB:F9:4B:B0:29:44
wlanl:vapS down AB:F9:4B:B0:29:45
wlanl:vapd down AB:F9:4B:B0:29:45
wlanl:vap? down AB:F9:4B:B0:29:47
wlanl:vap8 down AB:F9:4B:B0:29:45
wlanD:vap® down AB:F9:4B:B0:29:49
wlanl:vapl0 down AS:F9:4B:B0:29:4A
wlanD:vapll down AB:F9:4B:B0:29:4B
wlanD:vapl? down AB:F9:4B:B0:29:4C
wlanl:vapl3 down AB:F9:4B:B0:29:4D
wlanl:vapl4 down AB:F9:4B:B0:29:4E
wlanl:vapl5 down AB:F9:4B:B0:29:4F

wlanlwdsd  down

Virtual Access Point 1
Wirtwal Access Point 2
Wirtwal Access Point 3
Wirtual Access Point 4
Virtwal Access Point 5
Wirtwal Access Point
Virtual Access Point 7
Virtual Access Point B
Virtual Access Point 8
Wirtual Access Point 10
Wirtual Access Point 11
Wirtual Access Point 12
Virtual Access Point 13

Virtual Access Point 14

e T e e e e I T e e e

Virtual Access Point 15

wlanlwdsl  down - -
wlanlwds2  down - -

wlandwds3  down - -

Radio Two

Status On

MAC Address AB:F9:4B:B0:29:50
Mode IEEE 802.11a/n/ac
Channel 56 (5280 MHz)
Operational Bandwidth, MHz 20

Transmit Power Output, dBm 19.25

Show interfaces table
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Mpu HaxaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTaHOBMWTCA AOCTYMHON Tabnmua MHTepdIENCcoB, coaepxallas cneayroLLlyo nHhopmaumtio:

* Interface — Ha3BaHWe MHTepeiica TOUKN AOCTYNa;
+ Status - cTaTyc uHTepgeiica;
* MAC Address — MAC-agpec nHrepdeiica;

* VLAN ID - npgeHtudpmkatop VLAN, ncnonb3yemslin Ha uHTepdeiice;
+ Name (SSID) — nmsi 6ecnpoBofHOI CeTu.

[lnsa Toro, 4To6bI CKPbITb TabNULy HaxkmuTe Ha ccbinky «Hide interfaces table».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.4.2 TMopgmeHto «Events»

B nogmeHto «Events» MOXHO MPOCMOTPETL CMNCOK COOLITUI, MPOUCXOAALMNX C YCTPONCTBOM, & TakxKe
HacCTpouTb NepeHanpaseHne cobbITU Ha CTOPOoHHNIA SYSLOG-cepBep.

View events generated by this access point

Options Relay Options

Persistence Enabled (®) Disabled| FE12Y Log Enabled '*/ Disabled

Relay Host | (30060000 X0 XXKS NN XK KRR XN XXKN KO HKOK T XXKKS
i w elay Hos
Severity z Y Hostname max 253 Characters)

Depth /512 |(Range: 1 -512) | Relay Port 514 (Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings. Click "Update™ to save the new settings.
Update Update

Events

Click “Refresh™ button to refresh the page.
Refresh
Time Settings (NTP) Type Service Drescription
Apr 20 2021 08:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 08:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)
Apr 20 2021 0B:28:00 info  hostapd[21316] STA f2:2b:5a:02:68:5e asscciated with BSSID eB8:28:c1:c1:27:60
Apr 20 2021 08:28:00 info hestapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID e8:28:c1:c1:27:60 SS5ID Eltex VAP
Apr 20 2021 08:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.
Clear All

Options — B pa3gene BbINO/HAETCH HACTPOKa NapamMeTpoB XypHasia COO6LLEHWIA: YpOBEHb BXXHOCTU U
KO/INYECTBO COOOLLEHMIA, COXpaHSAEeMbIX B 3HEProHE3aBUCUMO NamATH YCTPOICTBa.

* Persistence — BbI6op cnoco6a coxpaHeHWst UHPOPMaLMOHHbIX COOOLLEHWIA:
+ Enabled — npu yctaHOBKe faHHOro doiara cobbITns XypHasna 6yayT COXpaHATLCS B
9HEeproHe3aBNCUMON NaMATY;
+ Disabled — npu yctaHoBKe faHHOro dpnara cobbiTns 6yayT COXpaHATLCA B 3HEPro3aBnCcUMOi
namsATn. CoobLleHns1 B 9HEPro3aBMCcUMOl NnaMsATh 6yayT yaaneHbl Npy nepesarpyske CUCTEMbI.
+ Severity — ypOBEeHb BaXXHOCTW COOBLLEHMS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPrOHE3aBUCUMON NaMATK.
OnvcaHve CcyLLecTBYOLWNX YPOBHE BaXKHOCTN NPUBEAEHO B TabNMLE HUXE.

Tabnuua 5 — OnucaHve Kateropuii BaXKHOCTU COObITWIA

YpoBeHb Tun BaXXHOCTU COOGLLEHMI OnucaHue

0 UpesBblvaiiHble (emergency) B cucTeme npousoLlsia Kputuyeckas owmoka,
cucTeMa MOXET paboTaTb HeMpPaBU/IbHO.

1 CurHans! Tpesoru (alert) Heo6xoayMo Hemea/ieHHoe BMeLlaTe/lbCTBO B
cuctemy.
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YpoBeHb Tun BaXHOCTN COOGLLEHNIH OnucaHue

2 Kputuueckue (critical) B cucteme npomsoLuna Kputuyeckas ownoka.

3 Oww6ouHble (error) B cucteme npomsoLuna owwnbka.

4 MpenynpexaeHus (warning) MpeaynpexaeHve, HeaBapuiiHoe coobLLeHue.

5 YBefomneHus (notice) YBeJoM/IeH/e CUCTEMbI, HeaBapUHOE COOBLLEHME.
6 NHchopmaumoHHble (informational)  MHopMauVoHHbIE COOBLLEHMS CUCTEMBI.

7 OTtnapouHble (debug) OTnafoyHble cOO6LLEHNS MPeOCTaBAAI0T

nonb30BaTesto MHpopMaLWio AN1st KOPPEKTHOM
HaCTPOWNKN CUCTEMBI.

+ Depth — makcrmasibHOe KO/IMYeCTBO COOBLLEHNIA, KOTOPOE MOXET OblTb COXPaHEHO B 3HEPro3aBnCUMON
namaTu. Mpu NpeBbILWeHN 4aHHOIo nopora NPouCcXoauT nepesanncb COOOLLEHNS, KOTOPOEe XPaHUTCS B
cucTeme Josiblie BCex, HOBbIM. MapameTp npuHMMaeT 3HadeHus B gnanasoHe ot 1 go 512. Mo
ymonyaHuo - 512.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOVKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWI
yCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HNE/BbIK/THOYEHME OTNPAaBKN MH(POPMAaLMOHHbIX COOBLLIEHNI YCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEH];
+ Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpaska OTK/loHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli nepeHanpasisaoTcsa coobueHnsa. MoxXeT 6bITb 3aaaH IPv4-
agpec, IPvb-agpec nan goMeHHoe NMA yaasieHHOro CepBepa;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbIi NepeHanpaBNsATCS COO6LLEHUS. MTPUHUMAET 3HAYEHMUS
B AgnanasoHe oT 1 go 65535. Mo ymonyaHuio — 514.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

Events — B JaHHOM pa3aesie MOXHO MPOCMOTPETb CNCOK MH(DOPMAaLMOHHbLIX COOBLLEHUI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNeaYHOLLYI0 MHCDOPMALMIO:

+ Time Setting (NTP) — BpeMsi, Koraa coobITe 6bl/10 CreHEPUPOBAHO;
+ Type — ypOBeHb BaXXHOCTU COObITUSA, Tabnumua 5;

+ Service — UM npouecca, creHepupoBaBLLEro COO6LLEHNE;

+ Description — onncaHue cobbITuS.

[lna o6HOBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kKHonKy «Refresh».

[ns ypaneHus Bcex coobLeHuii HaxkmuTe kHomky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

PykoBogacTBo no akcnayatauum WEP-12ac

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa

BKMOYEHNA TOYKK AOCTYNa.

Click "Refrash™ button to refresh the pags.
Fiefrash

1G000kbps-
14400kbps+
12500kbps-
11200kbps-
2500kbps
2000kbps-
G400kbps-
4200kbps
3200kbps-
1600kbps—

View transmit and receive statistics for this access point

LAM Tx/Rx

Okbps: T T T T T T T

15000kbps
12500kbps<
12000kbps-
10500kbps-
2000kbps+
TE00kbps-
5000kbps+
4500kbps-|
2000kbps+
1500kbps+

Okbps= T T 1 T T T 1

WWLAM Tax/Rx

OnucaHue rpadgukoB «Transmit/Receive»:

Mpacmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepeaaHHoro/nony4yeHHoro Tpaduka yepes Ethernet-nHrepdelic
TOYKM gocTyna 3a nocnegHme 10 MuHyT. Mpadnk aBTomaTmyeckn o6HoBAsieTca kaxable 30 CekyHa,
Mpadmk WLAN Tx/Rx — noka3biBaeT CKOPOCTb nepefaHHoro/nosyyeHHoro Tpadmka yepes Radio-uHrepdpeiicel
TOYKM gocTyna 3a nocnegHme 10 MuHyT. Mpadnk aBTomaTmyeckn o6HoBAsieTca kaxable 30 cekyHa,
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Transmit

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 8715267 1529876381 0 0 0
izatap0 0 0 0 0 0
wlanO:vapd 5163390 4117748340 0 o] 0
wland:vapl 0O 0] 1] 1] 0
wlanD:vap2 29704 11964655 0 0 0
wlan0:vap3 196384 58061993 2050 3094107 0
wlanD:vap4 0O 0 a 0 0
wlanD:vaps 0O 0 0 0 ]
wlan0:vaps 11045 9274028 0 0 0
wlanD:vap? 0O 0 0 0 0
wlanD:vapgd 0O 0 i} 0 0
wland:vape 0 0] 1] 1] 0
wlanD:vapl0 0 0 a 0 0
wlanD:vapil 0 0 0 0 0
wlanD:vaplZ 0 0 a 0 0
wlanD:vapl3 0 0 0 0 ]
wlanD:vapid4 0 0 i} 0 0
wlanD:vapls 0 0 0 0 0
wlani:vapd 0O 0 i} 0 0
wlanl:vapl 313121 415719017 0 0 0
wlanl:vap2 7473043 10448367916 576124 869642147 0
wlanl:vap3 1563879 745541384 a 0 0

lecdam a0 o o Pl

OnucaHue Tabnuubl «Transmity:

* Interface — nms nHTepheiica;

+ Total packets — KONMYeCTBO yCMNELIHO OTNPaB/IEHHbIX MAaKeTOB;

+ Total bytes — KONMYECTBO YCMNELIHO OTNPaBEHHbIX 6anT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX MPU OTNPAaBKE;
+ Total Drop Bytes — KonM4yecTBO 6aiT, 0OTOPOLLEHHbIX NMPU OTNPABKE;

* Errors — KONM4ecTBO OLUNOOK.

Receive

Interface Total packets Total bytes Total drop packets Total drop bytes Errors
LAN 2214503 598855069 15 a a
isatap0 0 o o o 0
wlan0:vap0 i} o o o 1}
wlan0:vapl 68 11374 o o 0
wlanl:vap2 473513 103039130 0 a a
wlan0:vap3 3250 1123650 o o 0
wlan0:vap4 3 405 o o 1}
wlan0:vap5 0 o o o 0
wlan0:vap6 i} o o o 1}
wlan0:vap? 0 o o o 0
wlan0:vap8 i} o o o 1}
wlan0:vap9 0 o o o 0
wlan0:vapl0 0 o o o 1}
wlan0:vapll 0 o o o 0
wlan0:vapl2 0 o o o 1}
wlan0:vapl3 0 o o o 0
wlan0:vapld 0 o o o 0
wlan0:vapl5 0 o o o 0
wlani:vap0 i} o o o 0
wlani:vapl 534881 89651055 0 a a
wlani:vap2 0 o o 0 0

Onucanune Tabnuubl «Receive:

* Interface — nms nHTepdelica;

+ Total packets — KOIMYECTBO YCNELUHO NPUHATBLIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELUHO NPUHATbIX GaiT;

« Total Drop Packets — konM4ecTBO NaKeTOB, OTOPOLLEHHbIX NPV NOSTyYeHNN;
+ Total Drop Bytes — konM4ecTBO 6aiiT, OTOPOLLEHHbIX NPV NOMYyYEeHUY;

« Errors — KonM4ecTBO OLUMOOK.

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXXMUTE KHOMKY «Refreshy.
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4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHto «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paéore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlanD:vap0
wlanD:vapl
wlanD:vap2
wlan0:vap3
wlan0:vapd
wlanD:vap5
wlan0:vapé
wlan0:vap7
wlan0:vap8
wlan0:vaps
wlan0:vapl0
wlan0:vapll
wlan0:wapi2
wlan0:vapl3
wlan0:vapi4
wlan0:vapls
wlani:vap0
wlanlivapl 149602 0 0 0 115795
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlani:vaps
wlanl:vapé
wlani:vap7?
wlanl:vap8
wlani:vap9
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapi4

wlanl:vapls

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.

* Mcast-Data-Frames — konnyecTBo multicast-kagpoB, N0NyYEeHHbIX TOYKON AOCTYNa;
* Mcast-Data-Fwd — konnuecTBo multicast-kagpoB, NPUHATLIX KIMeHTamu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNPaBAEHHbIX Ha BCe NOPThI;
* Mcast-Data-Sentup — KonM4ecTBO OTnpaBneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonnyecTBO 0T6poLIeHHbIX multicast-kagpos.
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1GMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vap6
wlan0:vap?
wlan0:vap8
wlan0:vapg
wlan0:vapl10
wlan0:vaplil
wlan0:vapl2
wlanl:vapl3
wlan0:vapid
wlan0:vapls
wlani:vap0
wlanl:ivapl 9 g o 0 143697
wlani:vap2
wlanl:vap3
wlani:vapd
wlanl:vap5s
wlani:vap6
wlanti:vap?
wlanl:vap8
wlani:vapg
wlanl:vapl0
wlani:vapii
wlanl:vapl2
wlaniivapl3
wlanl:vapl4

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanune Tabnmubl «IGMP Statictics»:

* Interface — ms nHTepdelica;

*+ Igmp-Frames — konnyecTBo IGMP-KagpoB, Nosy4eHHbIX TOYKON AOCTYNa;

* Igmp-Frames-Fwd — konuyectso IGMP-kaapoB, NpUHATBLIX KNNeHTamu,;

+ Igmp-Frames-Sentup — konnyecTtBo IGMP-kagpoBs, 0TnpaBneHHbIX Ha BCe NOPThI;

+ Mfdb-Cache-Hits — konn4ecTBO NaKeTOB, OTNPAaB/IEHHbIX HA M3BECTHbIV Multicast-agpec;

+ Mfdb-Cache-Misses — kKONM4eCTBO NaKeTOB, OTNPAaB/EHHbIX HA HEM3BECTHbIN multicast-agpec.

OnucaHmne Tabnmubl «Multicast-Group»:

* Interface — nms nHTepdelica;

+ Multicast-Group — IP-agpec multicast-rpynnsi;

+ Stations — MAC-agpec knivmeHTa multicast-rpynnbi

+ Packets — konM4eCcTBO NPUHATbLIX NAKETOB KMEHTOB multicast-rpynnebi.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refresh” button to refresh the page.
Refrash

Total Number of Associated Clisnts 6
S5ID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) f8:32:e4:23°03:66 152.168.40.181 android-cSbZeetcdacse0sf 00:00:14 -51 dBm 27 A& -28 dBm 41%% 4&8; Ti%g Yes
Eltex-Guest (wlanOvap1) S0.07.f3.68.de:32 00:00:00 -72 dBm 15 dB -28 dBm 100%% 465 Mot supported Yez

Eltex-Local (wlanivapt) 0Ocb3A"
Eltex-Local {wlanivapl) 0O0:eb:2d:
Eltex-Local {wlanivapi)

BRAS-

2 &

? -6% dBm 23 dB -32 dBm 54% Mot supported Yes

32.168.40.175 android-d3425%01ee713821 7 -71dBm 21 dB -32 dBm 52%

B
E

w

91% Yes

I
[X TR "R R 1
B
&

8
-

152.168.40.176 wae-ap ) -58 dBm 24 dB -32 dBm 735

w

45% Yes

Guest (wlanivap3) d 00:00:00 -72 dBm 19 dB -92 dBm L00%

o
r)
K]
&

Met supported Yes

SSID — nms 6ecnpoBOAHOIO MHTEpPIeca 1 MM BUPTYaUTbHON TOUKM AOCTYyNa Ha HTepdeiice, K KOTOPOii
noAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEHT cBsi3aH ¢ Radio 1 BupTyasnbHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kimeHT cBsidaH ¢ VAPO Ha Radio2;

Station — MAC-agpec KneHTa;

IP Address — IP-agpec KNneHTa;

Hostname — ceTeBoe 1MS YCTPOWCTBa,

Uptime — Npofo/MmKUTENBbHOCTb CECCUN K/TNEHTE;

RSSI — ypoBeHb NpuH1Maemoro curHana, abwm;

SNR — ypoBeHb OTHOLUEHUA CUrHan/wym, ob;

Noise — ypoBeHb Lwyma, fbm;

Link Quality — napameTp, KOTOpbIiA 0OTOBpaXkaeT COCTOSAHWE JIMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPAaB/EHHbIX KIMEHTY. MakcMMasibHoe 3HadyeHve —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfMH NakeT A0 KMEeHTa He 6blN YCNeLIHO OTrnpaB/eH);

Rate Quality — napameTp, KOTOpbIi OTOGpaXKaeT COCTOSAHME /IMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHMWN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPaBNEHHbIX K/TMEHTY, 419 MOAYNAUUN, KOTopas
MCNOMb3YeTcs B AaHHbIii MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl Ha
[aHHO MoAyNAUMU OTNPaBUIUCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHue — 0% (HY oguH NakeT Ha
[aHHO MoAyNAUMKN [0 KNNEHTa He Gbln YCNeWwHO OTNpaB/eH);

Link Capacity — napamMeTp, KOTOpbIin 0To6paxKaeT 3pPEKTMBHOCTb MCMNONb30BaHMSA TOUKONM AOCTyna
MOAyNAaLMn Ha nepegady. PaccumTbiBaeTcs UCX0O4S U3 KONMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noafepXX1MBaemMoro KfimeHToM). MuHuManbHoe 3HaueHune — 2% (B clyyae, Korga nakeTbl nepegaroTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/IHYEHHbIX 63
ncnono3osaHna AMPDU, napameTp He NoagepXXnBaeTcs,;

Status Authorized — cTatyc aBTopM3ayuun.

Mpu HaxaTun Ha MAC-agpec knMeHTa packpbiBaeTcsl noapo6Has MHhopmauyst o ero paboTe 1 cTaTUcTuka
nepefaHHoro/noslyYeHHoro Tpadirka no AaHHOMY KUEHTY.
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Click "Refresh”™ button to refresh the paga.

Total Number of Associated Clients €

SSID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) 83224235366 152.168.40.181 android-c3bZse6c4a68e03f 00:00:14 -51 dBm 37 dB -38 dBm 41%; 4650 1% Yes
. ofMAC: f8:32:24:2a:53: ion time: 0:00: *
Eltex-Guest (wlanOvapl) Jéllﬁjc 15 32:24:23:33:66 g:;;:ﬁgﬁ: fime E:r"lj_'Z 14 _] Mot supported Yec
Eltex-Local (wlanivapl) [OESID: Eltex-Local PS Mode: off Mot supported Yez
i . Mode: 802.11in Auth Mode: WEAZ o
Eltex-Local [wlantvapl) [hzog -51 dBm Encryption: AES-CCMP 915 Yes
Eltex-Local (wlanivap1l) gYLAM: 148 Listen Interval: 2 45% ez
[T actuzl rate: 17 R actual rate: 1
BRAS-Guest (wlanivap3) A Mot supported Yes
[T/ Packets: 471972674
Mx/Rx Drop Packets: 0/0
[T/ R Bytas: 3325428/261343
[Tx/Rx Dirop Bytes: 0/0
TP Rate: 55/6 Mbps

View list of currently associated client stations

Refresh

T/ Fax Statistics:

MCS Rx Pkis Tx Pkis Tx Succ Pkis Tx Retries Tx Period Retries

imbps 438 (2] 13 e.8%

Imbps 8 ] ] @.8%
Smbps5 8 ] [:] @, 8%
smbps 1488 162 112 48.,8%
mbps a @ a @.8%
1imbps 1836 6 2 @.8%
12mbps ] @ 8 8.8%
18mbps 8 ] ] . 8.8%
2ambps 8 ] a a.8% e.8%
smbps a a a8 @.8% @.8% w7

MAC - MAC-agpec K/neHTa;

AID — yHMKaNbHbIA nAEHTUAINKATOP NOAKIHOUHEHNS,

SSID — nms ceTu, K KOTOPOIA NOAK/THYEH K/NEHT,

Mode - ctaHgapT IEEE 802.11, B KOTOPOM paboTaeT K/INEHT;

RSSI — ypoBeHb curHana ot KnveHTta, abm;

VLAN — Homep VLAN BupTyanbHOW TOUKN AOCTYN3,;

Tx actual rate — Tekywasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTA, B KOUT/C;

Tx/Rx Packets — KOnnM4ecTBO NepegaHHbIX 1 NPUHATLIX NAKETOB OT K/IMEHTA;

Tx/Rx Drop Packets — konim4ecTBO OT6POLLIEHHbIX NaKeTOB B ABYX HanpaB/eHusix (Ha nepeaayy 1 npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — Konn4ecTBO NnepefaHHo 1 NpUHATON MHhopMaumn OT KnmeHTa (B 6aiTax);

Tx/Rx Drop Bytes — konmuecTBO OT6POLLIEHHO MHhOpMaLIMK B ABYX HanpaBneHusx (Ha nepegady v
npuem CoOTBETCTBEHHO, B 6aliTax);

Tx/Rx Rate — kaHanbHasi CKOPOCTb B AByX HanpasneHusx, 8 MouTt/c;

Connection time — NpoOAO/IXNTENIbHOCTb CECCUu;

Bandwidth — wmpuHa nonockl, B KOTOPO paboTaeT KNneHT, My,

PS Mode — pexum "cHa": off - KMMEHT aKTUBEH, ON - KNIMEHT HAXOAMTCA B "CRSLLEM" PEXNME,;

Auth Mode — Tnn 6e3onacHoCTy;

Encryption — Tun wngposaHns;

Listen Interval — konnuecTBo beacon frame cnycTst KOTOPbIE KIMEHT AO/MKEH NPOBEPUTL HANNUYNE ANs
Hero Tpadvka Tpaddpmka(e cnyyae cHa);

Rx actual rate — TekyLias CKOPOCTb Nepegayn AaHHbIX B CTOPOHY TOYKM AOCTYnNa, B KOUT/C;

OnucaHune Tabnuupl «Tx/Rx Statistics»:

MCS - moaynaums;

Rx Pkts — KOnM4ecTBO NPUHATBIX OT KAMEHTA NakeTOB Ha Kaxaoin Moaynsauuuy;

Tx Pkts — KONM4eCTBO NepefaHHbIX KNMEHTY NakeTOB Ha KaXKA0M MOAYALnK;

Tx Succ Pkts — KONM4eCTBO YCNELHO NepefaHHbIX KNMEHTY NakeTos.;

Tx Retries — npoueHT Ay6nMpoBaHHbIX MaKkeToB B CTOPOHY K/INEHTa;

Tx Period Retries — NpoLLeHT NOBTOPHO OTNpPaB/iEHHbIX NAakeToB 3a nocneaHuii nepuog (10 cekyHa).

[Nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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4.4.6 MopameHto «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeaaHHbIX U NOTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh” button to refresh the page.
Refresh

Status
MNetwork Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
MNetwork Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUYKM AOCTyna Ha uHTepdeiice, K
KOTOPOW noaxnyeH KnneHT. Hanpumep, 3annck wlanOvap2 o3Ha4aeT, YTo KIMEeHT cBsA3aH ¢ Radio 1
BUPTyasibHOM Toukoi aocTtyna VAP2; 3anuck wlan1 o3HauaerT, 4To knveHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KnnMeHTa;

« TS Identifier — TSPEC naeHTudpmkaTop notoka Tpadmka. MoxeTt npuHumarthb 3HadeHne ot 0 oo 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpeaHee BpeMs, KOTOpoe NOTOK Tpadimka 3aHMMaeT cpeay nepegayu;

+ Excess Usage Events — KOnM4eCcTBO BPEMEHM, KOTa KIMEHT MPEBbICMA CPEAHUIA CPOK Nnepeaayu;

+ VAP - HOMep BUPTYasibHOW TOUKM A0CTYNa;

* MAC Address — MAC-agpec ToYkM AOCTyna;

+ SSID — nmsa 6ecnpoBoOAHON CETY;

+ From Station — nHpopmaums 0 Tpaduke, KOTOPbIN NepeaaeTcsi 0T 6eCNPOBOAHONO K/IMEHTA K TOUKE
[0CTyna,;

+ To Station — nHchopmauus o Tpaduke, KOTOpbIA NepegaeTcs OT TOUKM AOCTYNa K K/TMEHTY:

+ Packets — kKonn4ecTBO NepeAaHHbIX NaKeToB;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[lna 06HOBNEHNUS HhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refreshy.

4.4.7 NMopameHo «Rogue AP Detection»

B nogmeHto «<Rogue AP Detection» oTo6paxaeTcsa nHdopMaLusi 060 Bcex 6ecrnpoBOAHbIX TOUKax A0CTyna,
KOTOpbIE YCTPOICTBO AETEKTUPYET BOKPYT Cebsi.

View Rogue AP Detection

Click "Refresh” button to refresh the page.
Refresh

AP Detection for Radio 1 * Enabled Disabled
AP Detection for Radio 2 ®) Enabled Disabled

Click "Update™ to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old
Dangerous AP List
Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [Bandwidth]

Channel Blocks Signal Beacons Last Beacon Rates

Grant | e8:28:ci:da:ch:B8 wlan0 100 AP  Virtual Access Point 7 Off  Off § 44 [20] a4 all 1 Tue Apr 20 09:06:34 2021 6,9,12,18,24,36,48,54

Grant | e8:28:ci:da:ch:B2 wlanl 100 AP 2ac-portal Off  Off 2.4 1 [20] 1-3 all 38 Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54
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[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BKNtoYeHMEe AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B dpoHe anst Radiol n Radio2.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Detected Rogue AP List — B pasgene npmsoanTcst MHpopmMmauumsi 060 Bcex 6eCnpoBOAHbIX TOUKax AOCTynNa,
KOTOpble YCTPOICTBO AETEKTUPYET BOKPYT CEOS.

KHonka «Delete Old» ncnonb3yetcs Ansa yaaneHus 3anuceii 0 HeakTUBHBIX YCTPOCTBAX B PaVOOKPYXEHNUN.

+ Action — ecnu To4ka AOCTYyna HaXo4UTCA B CMCKe 0O6HAPYXEHHbIX, TO HaaTne KHomku «Grant»
MepeHeceT ee B CNNCOK A0BepeHHbIX Tovek gocTyna «<Known AP List».
* MAC - MAC-agpec To4k/ JOCTyna;
* Radio - pagnounHTepdeiic, KoTopbiM 6bl1a 06HapY>XeHa CTOPOHHASA ToYKa AOCTYNa;
* Beacon Int. — nHTepBas1 NOCbINIKM Beacon-nakeTa TOYKOM [OCTYNa;
+ Type — TN 06HapPYXXEHHOro ycTpoiicTBa:
+ AP - Touka gocTtyna;
+ Ad hoc — geueHTpasiM3oBaHHOE K/TIMEHTCKOE YCTPONCTBO;
+ SSID - nvs 6ecnpoBOgHOl ceTu;
* Privacy — ctatyc paboTbl pexunma 6e30nacHOCT/ TOYKN JOCTyna:
+ On — pexum 6e30MacHOCTU BbIK/THOYEH;
+ Off — pexxum 6e30nacHOCTM BK/THOYEH;
* WPA - coctosHue wudposaHus WPA: Off - BbikntoueHo, On - BK/IOYEHO;
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 My,
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHBbIV KaHasT U LIMPWHA NOJIOCHI;
* Channel Blocks — anana3oH KaHas10B, KOTOPbIE 3aHUMAaET To4ka AOCTyna;
+ Signal — ypoBeHb curHasna, npuHMMaeMblIii OT TOUKM focTyna, ABM. MNpu HaBefeHWM ykasaTens Ha
rpadmyeckoe n3obpaxeHve curHana BCMJ/IbIBAKOT YMCNEHHbIE MOKa3aTen 3Toro CUrHana;
* Beacons — obuee ymcno Beacon-nakeTos, NPUHATBLIX OT TOYKU JOCTYNa C MOMEHTa ee 0OHapyXeHus;
*+ Last Beacon — parta 1 Bpems npuema nocnegHero Beacon-naketa ot TOYKM JOCTYNa;
* Rates — CN1COK KaHaslbHbIX CKOPOCTEW, NoAAepXBaeMbIX JaHHON TOUKOW JAocTyna.

Known AP List

Channal
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band o -

[Banawidth] Channel Blocks Signal Beacons Last Beacon Rates

Delete eB:28:cl:da:cb:86 wlan0 100 AP 2ac-portal Off 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

& Replace Merge
O630p Dain He BoiGpan Import

Known AP List — B Ta6nuue npMBoANTCS CMMCOK AOBEPEHHbIX TOUEK A0CTYyna.

UTo6bl yaanuTb TOUKYy AOCTyNa U3 AAaHHOrO CNM1cKa HaxXmnTe Ha KHonky «Deletex, nocne yganeHus n3 cnmucka
«Known AP List» Touka nonazieT B CNMCOK 0OHaPY>XEHHbIX TOYEK AO0CTYyNa.

Save Known AP List to a file - B gaHHOM pa3aene BbINoMHAETCS coxpaHeHne cnucka «kKnown AP List» B doaiin.
NS coxpaHeHust HKMUTE KHOMKY «Saver.,

Import Known AP List from a file — B faHHOM pasaene BbinonHsieTcs 3arpy3ka cnmcka «kKnown AP List» ns
Goaina.

* Replace — npy umnopTe cnuncka AoBEPEHHbIX TOUYeK A0CTyrna UMNOPTUPYEMbI CUCOK NOSTHOCTbIO
3aMeHUT TeKYLLMIA CMNCOK AOBEPEHHbIX TOUEK A0CTYNa;

+ Merge — npu nMnopTe Cnucka A0BEPEHHbIX TOYEK A0CTyna AOBEPEHHbIe TOUYKM AOCTyna 13
MUMMNOPTUPYEMOTO Cnncka 6yayT Ao6aBneHbl K TO4KaM A0CTYNa, HAXOASALWMMCS B UMNOPTUPYEMOM Crncke
B A@HHbIA MOMEHT BpPEMEHM.
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[na 3arpysku chaiina Haxmute KHonKy «O630p», yKakuTe dhaiin, KOTOpbI HY)XXHO 3arpy3uTb Y HKMUTE KHOMKY

«lmport».

4.4.8 MopameHo «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetcsa nHcpopmarmsa o Tspec ceccusx Ha

pagnovHTepdelicax.

View TSPEC Status and Statistics

Click "Refresh™ button to refresh the page.

Refrash

AP Status

Interface  Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 0 0 0

wlan0 Background down 0 0 0 0

wlan0 Voice down 0 0 0 0

wlan0 Video down 0 0 0 0

wlanl Best Effort down 0 0 0 0

wlanl Background down 0 0 0 0

wlanl Voice down 0 0 0 0

wlanl Video down 0 0 0 0

WAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

Onucanune Tabnuy, «AP Status» n «VAP Status»:

* Interface — nms nHTepdelica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);
+ Status — cocTosiHMe ceccuu,

+ Active TS — KONIM4ECTBO TEKYLUMX aKTUBHbIX NOTOKOB Tpadvka;

« TS Clients — KONMYECTBO K/IMEHTOB;

 Medium Time Admitted — cpegHee BpeMmsi, KOTOPOE MOTOK Tpadhuka 3aHMAET cpey nepeaaun;

* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOSA NOMOCbI B J@aHHON KaTeropuu.
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Radio
wlan0
wilan0
wlan0
wilan0
wlanl
wlanl
wlani

wlani

Transmit

Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vap6
wlan0:vap?
wlan0:vap8
wlanO:vaps 0
wlan0:vapl0 0
wlan0:vapll 0
wlanO:vapl2 0
wlan0:vapl3 0
wlanO:vapld 0
wlan0:vapl5 0
wlanl:vapd 0

wlanl:vapl 0O

Access Category Total Packets Total Bytes
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

o 2 2 o @ o a o
o 2 o o o o o

Video o

o o 1] o 0 o

o 2 o2 o o o e o

2 o o o 2@ 0 2@ 0 @ 0 8 o 8 o a o a o
o 0 Q2 o Q0 0 90 0 092 000000 0
2 o o o @ 0 &8 0 @ © @ o 2@ o 2 o o
0 0 Q0 0 © 0 2 0 O 0 o0 Qo0 o0 0
o 2o 2 o e 0 82 0 2 2 8 90 2 0 8 o o
o o0 0 0 8 0 8 o0 oo o0 80 00 0
[=J = T = T = = T T = Y = Y = T = Y = Y = T = = R = A = R =

Onucanne Tabnuy, «Transmit»:

Radio — nms pagmounHTepdeiica;

Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets — obLiee KOIM4ecTBO NakeToB AaHHOW KaTeropumn AoCTyna, OTNPaB/IeHHbIX
pagnonHTepdgencowm;

Total Bytes — o6LLlee KOnmMyecTso 6aiiT aHHON KaTeropmm goCTyna, OTNPaB/iEHHbIX pagnonHTepdgelicom;
Interface — HOMep BUPTYasIbHOM TOYKN AOCTYNa;

Total Voice Packets — obuiee KonmyecTBO nakeToB kateropumn Voice, oTnpaBneHHbIX ¢ AaHHon VAP;
Total Voice Bytes — o6Luee KonnmyecTBo 6aiiT kateropum Voice, 0TnpaB/ieHHbIX ¢ gaHHon VAP;

Total Video Packets — ob6lliee Konn4yecTBo naketoB kaTeropun Video, oTnpaBneHHbIX ¢ gaHHoW VAP;
Total Video Bytes — obuwiee konmyecTBo 6anTt kateropun Video, otTnpaBneHHbIX ¢ gaHHon VAP;

Total Best Effort Packets — obLiee KonM4ecTBO NakeToB kateropun Best Effort, oTnpaBneHHbIX ¢ gaHHO
VAP,

Total Best Effort Bytes — obLyee konnuecTtBo 6aiiT kateropum Best Effort, oTnpaBneHHbix ¢ gaHHon VAP;
Total Background Packets — ob6liiee KonM4ecTBO NakeToB kaTeropun Background, oTnpaBneHHbIx ¢
AaHHon VAP;

Total Background Bytes — obLyee konnuecTBo 6aiiT kateropum Background, oTnpaBneHHbIX ¢ faHHO
VAP.
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Receive
Radio

wlan0
wland
wlan0
wland
wlanl
wlanl
wlanl

wlani

wilan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5
wlan0:vapt
wlan0:vap/
wlan0:vapd

wlan0:vap9

A C v
Best Effort
Background

Voice

Video

Best Effort
Background

Voice

Video

Interface  Total Voice Packets

o 2 o 2 2 e o o o

=

wlanD:vapl0 0
wlan0:vapll 0
wlan0:vapl2 0
wlan0:vapl3 0
wlan0:vapld 0
wlan0:vapl5 0
wlanl:vapld 0

wlanl:vapl 0

Total Total Bytes

0 i}

0 o

0 i}

0 o

0 i}

o o

0 i}

0 i}

Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
0 i} L] 0 i} 1] o
0 i} [/} 0 [i] 1] 0
0 i} L] 0 i} 1] o
0 o o (1] o o o
0 i} [/} 0 i} 1] o
0 o o (1] o o o
0 i} [/} 0 i} 1] o
o o o 0 ] o o
0 i} [/} 0 i} 1] o
0 i} [/} 0 (i} 1] 0
0 i} [/} 0 i} 1] o
0 i} [/} 0 (i} 1] 0
o o o o o o o
0 i} [/} 0 [i] 1] [u]
0 o o o o o o
0 i} [/} 0 [i] 1] o]
o o a 0 o o o
0 i} [/} 0 [i] 1] 0

OnucaHune Tabnuy, «Receive»:

Radio — nms pagnovHTepdeiica;
Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);

Total Packets

- o6LLee KONMYecTBO NaKeToB AAaHHON KaTeropum AoCTyna, NPUHATBLIX

paavouHTepdeincom;

Total Bytes — o6LLee KO/M4yecTBO 6aiT aHHON KaTeropuv AOCTyna, NPUHATLIX paavonHTepencom;
Interface — HoOmMep BUPTyasibHOI TOYKM [OCTYNa;;

Total Voice Packets — o6Lee Ko/iM4ecTBO NakeToB kateropum Voice, NPUHATBLIX Ha faHHon VAP,
Total Voice Bytes — o6Luee KonmyecTso 6aiT kareropuu Voice, NPUHATLIX Ha AaHHOW VAP;

Total Video Packets — obLee konnyecTBo nakeTos kareropuu Video, NpuHATLIX Ha gaHHoN VAP;
Total Video Bytes — obwee konuyecTBo 6ant kareropuu Video, NpuHATbIX Ha AaHHOW VAP,

Total Best Effort Packets — obLiee KonnyecTBo nakeToB kateropuv Best Effort, npuHATbIX Ha gaHHO

VAP;

Total Best Effort Bytes — obLiee konnyectBo 6aiT kateropum Best Effort, npuHaTbix Ha gaHHol VAP;
Total Background Packets — o6LLee KonmyecTso naketos Kateropun Background, NpMHATBLIX HA flaHHOM

VAP;

Total Background Bytes — ob6Luee konnyecTBo 6ainT kateropmmn Background, npuHaTbix Ha gaHHou VAP.

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepefaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refrash

TSPEC Statistics Summary for Voice ACM
Total Voice TS Acceptad

Taotal Voice TS Rejected

TSPEC Statistics Summary for Video ACM
Total Video TS Acceptad

Total Video TS Rejected

TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted

Total Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Background TS Accapted

Tatal Background TS Rejected

« TSPEC Statistics Summary for Voice ACM - o6lLLee KonniectBo NpuHATbIX (Accepted) U OTKOHEHHbIX
(Rejected) notokoB Tpadovka kateropum Voice;

+ TSPEC Statistics Summary for Video ACM — obuiee konmuecTBo NpuHsTbix (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoe Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM — o6Liee KonnuyecTBo NpuHsATLIX (Accepted) un
OTKNOHeHHbIX (Rejected) noTokoB Tpadomka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liee KonnuyecTBo NpuHsATbIX (Accepted) un
OTKNOHeHHbIX (Rejected) noTokoB Tpachmka kateropmm Background.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radjo Statistics

Click "Refresh™ button te refresh the page.
Refresh

® Radio 1 Radio 2

WLAN Packets Received: 4293459 WLAN Bytes Received: 828073107
WLAN Packets Transmitted: 9720109 WLAN Bytes Transmitted: 7728537587
WLAN Packets Receive Dropped: 1847 WLAN Bytes Receive Dropped: 2696185
WLAN Packets Transmit Dropped: 55726 WLAN Bytes Transmit Dropped: 81298424
Fragments Received: 126939 Fragments Transmitted: 8854441
Multicast Frames Received: 48590 Multicast Frames Transmitted: 725984
Duplicate Frame Count: 112438  Failed Transmit Count: 114919
Transmit Retry Count: 88349 Multiple Retry Count: 29411

RTS Success Count: 6037615 RTS Failure Count: 301616
ACK Failure Count: 698557 FCS Error Count: 41080635
Transmitted Frame Count: 15158478 WEP Undecryptable Count: 1437

BbicTaBuTe onar y HaumeHoBaHusi pagnonHtepdeiica Radio 1 nnm Radio 2, no kotopomy Heo6xoamMmMo
BbIBECTY NOAPOGHYI0 MHGOPMAaLUIO:

WLAN Packets Received — 06LLee KONNMYECTBO NAKeTOB NOJTy4eHHbIX TOYKON AOCTyna Yepes AaHHbIN
paanonHTepdeiic;

WLAN Bytes Received — 06Llee KOIM4ecTBO GailT NO/TyHEHHbIX TOYKOW A0OCTyna Yyepe3 AaHHbli
paanonHTepdeiic;

WLAN Packets Transmitted — obLiee KONM4ecTBO NaKeToB NepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbli
paanonHTepdeiic;

WLAN Bytes Transmitted — obwiee KonM4ecTBO 6aiT nepegaHHbIX TOUKON AOCTyNa Yepes AaHHbIi
paanonHTepdeiic;

WLAN Packets Receive Dropped — Konn4ecTBo NakeToB, NO/IyYEHHbIX TOUYKOM A0CTyNa Yepes AaHHbIl
paanonHTepdieinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Receive Dropped — KONnM4ecTBO 6aiiT, NoNy4YeHHbIX TOYKOI AOCTYNa Yepes AaHHbIi
paanonHTepdeinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Packets Transmit Dropped — KonnM4yecTBO NaKeToB, NepefaHHbIX TOYKON AOCTyna Yepes AaHHbIN
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Transmit Dropped — Konu4ecTBo 6aiiT, nepefaHHbIX TOUKO AOCTYNa Yepes AaHHbI
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

Fragments Received — Konn4ecTBO NONyYeHHbIX hparMeHTOB NakeToB.;

Fragments Transmitted — konnuyecTBO NepefaHHbIX oparMeHTOB NaKeToB.;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepeaaHHbIX KaapoB My/bTUKACT;

Duplicate Frame Count — konnmuecTBO Ay6nMpyHLINX Kaapos;

Failed Transmit Count — KONM4Y4ECTBO He NepefaHHbIX NaKeToB 13-3a OLLNOKY;

Transmit Retry Count — KOIM4eCTBO NOBTOPHO OTMNPAaB/IEHHbIX MAaKETOB;

Multiple Retry Count — KONM4eCTBO NAKETOB NEpPeO0TNPaBAsSeMbIX HECKO/ILKO pas;

RTS Success Count — KONIMYECTBO NAKETOB NOATBEPXAEHNSA O TOTOBHOCTY NpUHUMaTh Tpadmk(CTS);
RTS Failure Count — KOnM4eCcTBO NAKETOB HA KOTOPbIE HE MPULLAN NOATBEPXKAEHMS O TOTOBHOCTU Ha
npuem(CTS);

ACK Failure Count — KONM4eCcTBO NAKETOB Ha KOTOPbIE HE MPULLAN NOATBEPXKAEHMS O YCNELLIHOM
npueme(ACK);
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* FCS Error Count — Konn4ecTBO KapOB He NMpoLueALwnx NpoBePKY KOHTPOIbHON CyMMbI;
+ Transmitted Frame Count — KO/IM4ECTBO YCMELHO NepeaaHHbIX Kaapos;
« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanock pacwmdgposatb (WEP).

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHNSIX, CreHEePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.

Refresh
Email Alert Status : up
MNumber of Email Sent : 249
Number of Email Failed 1

Time Since Last Email Sent : Tue Apr 20 10:53:42 2021

+ Email Alert Status — ctatyc pab0Tbl ONOBELLEHNSA N0 3/IEKTPOHHOM NnoyTe 0 paboTe ycTpoiicTsa:
+ Up — onoBeLLeHne BK/THYEHO;
+ Down — onoBeLleHne BbIK/THOYEHO.
Number of Email Sent — 06LLee Ko/IM4ecTBO COOBLLEHWIA, OTNPAB/IEHHbIX HA AaHHbIA MOMEHT;
Number of Email Failed — 06Lee Ko/iM4ecTBO COOBLLEHWIA, KOTOPbIE ObIIN NOTEPSIHDI, HA AaHHbI
MOMEHT;
+ Time Since Last Email Sent — pata n Bpemsl OTNpaBkun NOCAeAHEro COObLLEHMS.

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hostname WEP-12| (Range : 1 - 63 characters)
Internal Interface Settings
MAC Address AS:F9:4B:B5:D4:40
Management VLAN ID 143 |(Range: 1 - 4094, Default: 1)
Untagged VLAN Enabled ® Disabled
Untagged WLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type Static IP T
Static IF Address 192 |.[168 |. |40 . |20
Subnet Mask 255 |.|255 |.|255 |. |0
Default Gateway 192 |.[168 |.|40 |.|[1
CMNS Nameservers Dynamic Manual
172 |. |16 . |0 .1
172 |. |16 . |0 . |3

Click "Update” to save the new settings.
Update

+ Hostname — ceteBoe nms yctpolictBa. MoxeTt cogepxatb oT 1 40 63 CUMBOJ/IOB 1 COCTOSITb U3:
NaTVHCKMX 3arnaBHbIX 1 CTPOYHbIX BYKB, Lndp, 3HaKa aedmc «-» (0bpaTuTe BHUMaAHUE, YTO Aedmc He
MOXET 6bITb NOCNEAHNM CYMBOSIOM B CETEBOM VIMEHM YCTPOiCcTBA!);

* MAC Address — MAC-aapec Ethernet-nHtepdeliica ycTpoiicTBa;

+ Management VLAN ID — naeHtudonkatop VLAN, ncnosnb3yemsblii Ans goctyna K yCcTpoicTay. MpuHumaet
3HadeHus ot 1 no 4094. Mo ymonyaxuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM aobasnsietca VLAN-Ter ans
BXOASILLIErO HETEMMPOBAHHOIO Tpaduka N CHUMaeTCs ycTaHOBMEHHbIN VLAN-Ter ¢ ucxoasulero:

+ Enabled - BknounTb access-pexum LAN-nopToB;

* Disabled - BblkntounTb access-pexxum LAN-nopTos;

+ Untagged VLAN ID — naeHTudpmkatop VLAN, KOTOpbIil 6yAeT Ha3HauYeH HETerMpoBaHHOMY TpaduKy,
NnocTynarLleMy Ha YCTPOWCTBO, U CHAT C ucxoasulero Tpaduka. NpuHumMaeT 3HaveHms ot 1 go 4094. Mo
ymMos4aHuo — 1,

+ Connection Type — Bbl6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLwem nHtepdeice, no KOTOpoMy
6yaeT ocyulecTBnsaTbea nogkntoueHne WAN-nHTepdoeiica ycTpoiicTBa K CeTn NpeaocTaBieHns yenyr
nposaligepa:

+ DHCP - pexxum paboThl, npy KoTopoM IP-aapec, macka nogcetn, agpec DNS-cepsepa, Lt03 no
YMO/YaHuo 1 Apyrue napameTpbl, He06xoanmble A5 paboTkl B ceTw, 6yayT nonydeHsl ot DHCP-
cepBepa aBToMaTn4ecky;

+ Static IP — pexum paboTsbl, npn KOTopom IP-aapec n Bce HE06GX0AMMbIE CETEBbIE NapamMeTpbl Ha
WAN-uHTepdeiic HazHavaroTcsa ctatudecku. Mpu Bolbope Tuna «Static IP» ans pegaktnposaHus
CTaHyT AOCTYMHbI CneayroLme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CETU nNpoBaiiaepa;
+ Subnet Mask — macka BHellHeli noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6
Management IPvE
IPvE Connaction Type DHCPvE ¥
IFvE Admin Made Enabled '™ Disabled
IPvE Aubs Config Admin Mods Erabled ® Disakbled
Static [PvE Address
LN N LK l:.l'Jl.l.:l.l'.lx:Ll:.l-Jl.:i.l:.l'A.:A.\.l'.l:Jl.l.l'.l-:'
Static IPvE Address Prefix Length 1 (Range: 0 - 128, Default: Q)
Static IPvS Address Status
[PvE Autoconfigured Global Addresses
IPVE Link Local Address
Diefault IPvE Gabteway
INMEEIENEE MK E NI E I BN NN )
IPvE DNS Nameservers ® Erenamic Manua
[NEEN NN N EN NN EN I XN X ....'-;'-..,'\.:u
LA KA KN AE K AE KKK KN NE N !..I'A.:All'.l-:'
Click "Updata” to save e fnew
zattings.
Update

+ IPv6 Cinnection Type — BbI6Op MCMNO/Ib30BaHUSA cTaTtuyeckoro IPvé-aapeca yctpoiictsa (Static IPv6) nnm
AnHamuyeckoro (DHCPv6);
* IPv6 Admin Mode — gocTtyn K yCTpOICTBY N0 npoTokony IPv6:
« Enable — pocTyn paspeLlueH;
* Disable — pocTyn 3anpeLyeH,;
+ IPv6 Auto Config Admin Mode — pexxum aBToOKOHpurypuposaHus IPvé-agpeca:
+ Enable — ncnonb3syertcs;
* Disable — He ncnonb3yeTcs.

Mpwn ycTtaHoBKe Tuna «Static IPv6» B napametpe« IPv6 Cinnection Type» AnA pefakTMpoBaHUs CTaHOBATCA
OOCTYMHbLIMY CrieaytoLine napameTpbi:

« Static IPv6 Address — ctatuyeckuiin IPvb-agpec yctpoiicTBa. Touka AoCTyna MOXET UMETb CTaTUYeCKnii
IPv6-agpec, gaxke ecnv agpeca yxe 6bl1M HaCTPoeHbl aBToMaTnyeckn Yepes «Auto Config;
« Static IPv6 Address Prefix Length — npechukc ctatuueckoro IPvé-agpeca. MpuHumaeT 3HayveHune ot 0 go
128. Mo ymonyanuio — 0;
+ Static IPv6 Address Status — npocMoTp paboyero craryca ctatuyeckn CKOHUrypupoBaHHoro IPv6-
agpeca, NpUHUMAaeT 3HaYeHUs:
+ Operational — TekyLm1in OeliCTBYOLLMNIA;
+ Tentative — pe3epBHblIii.
* IPv6 Autoconfigured global Addresses — cnucok geicteytowmx IPv6-agpecoB Ha YCTPOCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, ycTaHoBNeHHbI Ha LAN-nHTepdheiice. [aHHblin agp
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa

ec

npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no

c IPv4-cetun. Mopaepxka faHHOro (oyHKLMoHa1a No3BO/SET YCTPOMCTBY YCTaHaB/IMBaTb CBA3b C yAa/leHHbIM
IPv6-xocTtamu.

n

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host satap (.00 00033k | Hostname max 253 characters, Default: isatap)
ISATAP Query Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP IPv6 Link Local Address
ISATAP IPvE Global Address

Click "Update”™ to save the new settings.
Updats

+ ISATAP Status — pexum paboTbl npotokona ISATAP:
* Enabled - pa3pelueHa pabota no npotokony ISATAP;
+ Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
« ISATAP Capable Host — IP-agpec nnn DNS-ums mapuipytusatopa ISATAP. 3HaueHne No yMONMYaHNto -
isatap;
+ ISATAP Query Interval — nutepBan BpemeHun mexay DNS-3anpocamu. MprHumaeT 3HaveHne ot 120 go
3600 cekyHg. Mo ymonuaHuio — 120 cekyHg,
« ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay CoobLeHns M1 onpoca MapLupyTularopa
ISATAP. MpuHumaet 3Ha4veHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-afpec yCTpPoOCTBa;
« ISATAP IPv6 Global Address — rnobanbHbliit IPv6-agpec ycTpoiicTBa.

[ns BCTyNnneHust B cuy HOBOW KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHomnky «Update».

4.5.4 TMopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbInonHATCA HAcTpoliku 6ecnposogHoii Wi-Fi ceTn. YcTpoiicTBo umeer 2

He3aBNCUMbIX (PU3NYECKMX paanonHTepdielica, Kaxaplil 3 KOTOpbIX pa6oTaeT B CBOEM PEXMME 1 AManasoHe.

Radio 1 pa6oTaeT B gnanasoHe 2.4 I'Tu, Radio 2 B gnanasoHe 5 .

B npeacTaBneHHOM pasfernie MeHo NPUBOAMTCS pasfernbHasi HacTpoKa Ans Kakaoro pagvovHTepdeiica.
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Country

Transmit Power Contro
TSPEC Violation Interva

Global Isolation

Radio Interface
MAC Address
Mode

Channel

Airtime Fairmess

Radio Interface 2

MAC Address

Modify wireless settings

(Sec, Rangs: 0 - 200, O Disables)

® On Off
AB:F9:4B:B0:43:60
IEEE 802.11b/g/n ¥
6 (2437 MHz) ¥

® On Off

® On Off
AB:F9:4B6:B0:43:70

Mode IEEE 802.11a/nfac ¥
Channel 43 (5240 MHz) ¥
Airtime Fairmess ® on aff
AsroScout™ Engine Protocol Support Dizabled ¥

Click "Update™ to save
Update

the new settings.

Country — Ha3BaHMWe CTpaHbl, B KOTOPOW paboTaeT Touka AocTyna. B 3aBUCMMOCTM OT yKasaHHOro
3HauyeHus ByayT NPMMEeHeHbl OrpaHMYeHunst K Nosioce YacToT M MOLHOCTU NepeaaTymka, KoTopble
[leCTBYIOT B flaHHOI cTpaHe. OT yCTaHOB/IEHHOM CTpaHbl 3aBMCUT CNINCOK AOCTYMHbIX YACTOTHbIX
KaHas10B, YTO B/IMSIET HA aBTOMATUYECKUIA BbIGOP KaHana B pexume Channel = Auto. Ecnv knneHTckoe
060pyA0BaHNe NNLEH3MPOBAHO A/18 UCNO/b30BaHUS B IPYTOM PErMoHe, BO3MOXHO, YCTaHOBUTb CBSI3b C
TOYKOW [OCTyNa B TAKOM C/lyvae He yaacTcs.

© BLIGOP HENPaBWU/ILHOTO PErMoHa MOXET NMPUBECTU K NPO6/1IeEMaM COBMECTUMOCTU C PasHbIMY
K/IMEHTCKMMU YCTPOCTBAMM.

Transmit Power Control — HacTpoiika pexuma orpaHuyeHnst napameTtpa Transmit Power Limit:
+ On — MakcumasibHoe 3HadeHne SMIM orpaHnyYnBaeTcs B COOTBETCTBUN C 3aKOHOA4ATE/IbCTBOM
P® u He npeBbiwaeT 100 MBT (16 ABEM 13nyyaemMoii nepeaaTynkom MOLHOCTY A/1s AvanasoHa
2.4TTu, 19 gBM usnyyaemMoii nepeaaT4nKom MOLHOCTY — ansa 5 ).
« Off — makcMManbHoe 3HavyeHne ANVIM orpaHnumBaeTcs OM3nNYeCcKMMM XapakTepucTmkamm
nepegarumka. Ansa ycrponcte WEP-12ac makcnmarnbHoe 3HadeHne MM ans o6oux ananasoHos
- 19 pbwm.
TSPEC Violation Interval — nHTepBan BpeMeHM B CEKYH/AX, 3a KOTOPbIA TOYKa AOCTYyNna A0/MKHa
COOOLLNTL Yepes XypHasn cobbITuin nnu nocpeactsom SNMP-trap 0 npucoeAnHEHHbIX KIMEHTAX,
KOTOpbIE HE NOAAEPXMBAIOT 0653aTeNbHbIe Npoueaypbl Aonycka. NMpuHumaeT 3HadeHne ot 0 go 900
cekyHa. Mo ymonyanuio - 300 cekyHp;
Global Isolation — npn ycTaHOBNEHHOM donare BK/OUeHa N30nsaunsa Tpadmka Mexay KnmeHTaMmm pasHbIiX
VAP 1 pasHbIX pagnonHTepeincos;
Radio Interface — cocTtosiHne pagnonHTepdeiica:
+ On - npu ycTaHOBNEHHOM dhriare paamonHTEPdIENC aKTUBEH,;
+ Off — npn ycTaHOBNEHHOM donare pagnonHTePdIEnC BbIK/THOYEH.
MAC Address — MAC-aapec pagnonHtepdeiica;
Mode - BbIGOp pexurmMa paboTbl 6eCNPOBOAHOI0 MHTEpPdIeica cornacHo ctaHaapTam IEEE 802.11;
Channel — Homep kaHana ans paboTbl 6ecnpoBoaHoi ceTu. Mpu BbiIbope 3HaYeHUsT «<auto»
aBTOMaTU4ecKun onpeaenseTcs kKaHas ¢ MeHbLUVM YPOBHEM NOMEX;
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+ Airtime Fairness — pyHKUMs 3OUPHON pagmMofoCTyMHOCTH:
+ On — nNpun ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHaA. DUpHOE BpEMSA paBHOMEPHO
pacnpegenseTca Mexay nosb3oBarensimu;
+ Off — oyHKUMA BbIK/OYEHA.
« AeroScout™ Engine Protocol Support — nogaepxka npotokona AeroScout™ Engine:
+ Disabled — npoTokon nogaepxmBaeTcs;
+ Enabled — npoTokon He NogaepXmBaeTcs.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb

HaxxmuTe kHonky «Update»

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoii Wi-Fi cetn ans kaxgoro

pagnovHTepdelica.

Modify radio settings

Radio | 1 ~

Status

*' On

Mode | IEEE 802.11bigin

Channel

Channel Update Pericd

Auto

Off

Off hid

w

Limit Channels

Channel| 1 [ 2 | 3 | 4 | 5|6 |7 | 8|9 |Al
Use

Channel Bandwidth 40 MHz ~

Primary Channel Lower ~

Transmit Power Limit

Advanced Settings

TSPEC Settings

10 (dBm, Range: 10 - 16)

Click “Update” to save the new settings.

Update

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nitepcpeiica. Radio 1 pabotaet B gnanasoHe 2.4 I'Ty, Radio 2
paboTtaeT B gnanasoHe 5 'y,
+ Status — coctosiHue koHdurypupyemoro Wi-Fi nitepdpelica:
* On — npu yctaHoBieHHoM tpnare Wi-Fi nHTepcheic BktoYeH,;
+ Off — npn yctaHoBneHHom chnare Wi-Fi uHTepheinc BbIKIOYEH;
* Mode - BbIGOp pexrma paboTbl 6ecnpoBOfHOr0 MHTepdpeica cornacHo ctaHgaptam IEEE 802.11.

+ Ona Radio 1, paboTtatowem B agnanasoHe 2.4 I'u;

* |EEE 802.11b/g — 4aCTOTHbIN anana3oH 2.4 I'Tu, MakcumasibHas CKopocTb nepegayun 54

MéuT/c;

+ |EEE 802.11b/g/n — 4acTOTHbIN Anana3oH 2.4 T, MakcMasibHas ckopocTb nepegayn 450

MéuT/c;
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* 2.4 Ghz IEEE 802.11n — 4acTOTHbIA Anana3oH 2.4 Ty, MakcMMasibHas CKOpoCTb nepesayu
450 M6uT/C. BO3MOXHO NOAK/OYEHNE K/TMEHTOB TO/IbKO C Noaaepxkoli ctaHaapTa IEEE
802.11n;
+ [nsa Radio 2, paboTtatowem B gnanasoHe 5 Ty
+ |EEE 802.77a — 4acTOTHbI gnanasoH 5 'y, MakcuMasibHas CKopocTb nepegayn 54 Mout/c;
« IEEE 802.11a/n/a ¢ — 4acTOTHbI gnanasoH 5 'Tu, makcumanbHas ckopocTb nepegadn 1300
MéuT/c;
« IEEE 802.11n/ac — 4acTOTHbIN gnana3oH 5 'y, MakcMManbHas ckopocTb nepegayun 1300
M6uT/c. BO3MOXHO NOAKNIOYEHME KIMEHTOB TOMBKO C NOAAEPXKKON cTaHaapTa IEEE
802.11n/ac;
Channel — BbIGOp pagvokaHana ansa pabotsl Wi-Fi nHTepdelica. MNpu Bbibope 3HaveHus «Auto»
aBTOMAaTMYECKMN ONpeaenseTcs 1 BbICTABSAETCS HaMeHee 3allyM/IEHHbI KaHas (C yYETOM 3a4aHHOT0
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;
Channel Update Period — nepunog BpeMeH), Yepes KOTOopbIi ByaeT NpoMCXoanTb aBTOBbIGOP
ONTUM&JIbHOTO KaHana;
Limit Channels — cnncok KaHas0B, U3 KOTOPbIX TOYKa AOCTYNa MOXeT BblibpaTb ONTUMasIbHbIV A/1A
paboTbl KaHaUu1 B pexnme «Autoy;
Channel Bandwidth — lwmprHa NONOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb M3MEHEH TONLKO Npw WnpuHe kaHana (Channel Bandwidth)
pasHoli 40 MI'y,. Kanan 40 MI'L, MOXHO cyMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyart B 4acTOTHOM obnactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamu. NMepBUYHbIA KaHas ucnonblyetcs kaeHTammn ctaHaapTa IEEE 802.11n, koTopble
NoA4ePXMBAOT TOMbKO MOJIOCY nponyckaHua kaHasia 20 MIy;
* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My
+ Lower — nepBMYHbIM KaHa/10M byaeT HMmxHWUIA KaHan 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — perynupoBka MOLHOCTK curHasia nepegatuvika Wi-Fi B gbm.
* [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpUHUMAaET 3HaYeHue:
+ B AnanasoHe 2.4 Iy (Radio 1) - ot 1 go 16, no ymonyanuio — 16;
+ B AgnanasoHe 5 'y, (Radio 2) - ot 1 go 19, no ymonuyaxuto — 19.
* [pwn oTkItO4eHHOM pexume Transmit Power Control napameTp NpUHMMaeT 3HaYeHUs:
+ B AnanasoHe 2.4 Iy (Radio 1) - ot 1 go 19, no ymonyanuio — 19;
+ B gnanasoHe 5 'y, (Radio 2) - ot 1 go 19, no ymonuyaxuto — 19.

KnueHtckme Wi-Fi ycTpolicTBa MOryT He NOAAEPXMBATb HEKOTOPbIE YACTOTHbIE KaHasbl. Ecnn HeT
MHpopMaLMK O KaHanax, NoAaepXKUBaemMbIX KIiMeHTaMuy, pekoMeHAyeTCca Ha3HadyaTb YacTOTHbIe
kaHanb! 1-11 ana gnanasoHa 2.4 'y n 36-48 gns gnanasoHa 5 My,

Mpwn ycTaHOBKE 4acTOTHOro kaHana n3 DFS-guanasoHa 52-144 skntoveHne nHtepdeica Wi-Fi
NPoOVCXoAnT Yepes T MUHYTY.
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UTo6bl NepeinTun Kk paclUMpeHHOMY CNMUCKY NapaMeTpOoB, HAXXMUTE KHOTMKY C N306paXeHneM CUMBOA «+»
HanpoTtuB «Advanced settings»:

OESE Cosxisiance L

DF5S Suppart ol e

Muicdoman Regquiasony baode Enabie

Short Guand imerval Suppanied Mo W

STEC Mode Sapa v

Protectian Aapa

Eanoon mereal 100 {M==c, Range: 20 - 2000)

+ OBSS Coexistence — pexum aBToMaTU4eCKO CMEHbI LUNPUHBI KaHana ¢ 40 MMy, Ha 20 MITy, npu

3arpy>eHHom paauoadupe:
* On - npu ycTaHOB/IEHHOM h/iare pexum BKJTHOUEH;
+ Off — npn ycTaHOBNEHHOM (hriare pexxMmM BbIK/HOUEH;

* DFS Support — mexaHu3M ArHaMUYecKoro Bblbopa 4yactoTbl. TpebyeT OT 6eCnpoBOAHbLIX YCTPOUCTB
CKaHvupoBaTb paavoadmp 1 nsberarb UCNO/Ib30BAHUS KaHaU10B, COBMNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 'L AvanasoHe. MNone 4OoCTyNHO 418 pefakTUpoBaHus
TONbKO B HacTpoiikax Radio 2, paboTatowiemM B guanasoHe yactot 5 Ty, MapameTp MOXET NpuHUMaTh
3HaYeHus:

+ On — npu yCTaHOB/IEHHOM ghf1are NoAAepXXKka MexaHu3ma BK/II0UYEHa,
+ Off — npn ycTaHOBNEHHOM (hriare noaAepXka MexaHu3ma BbIK/IOUeHa;

* Multidomain Regulatory Mode — pexum nepegayv yCTpOMCTBOM MHpOpMaLMn O BbICTaBIEHHOM
permoHe B CNyXxebHbIX coobLeHnax Beacon frame:

* Enable — pexum BKNHOYEH;
* Disable — pexum BbIK/OYEH,;

+ Short Guard Interval Supported — nogaepXka yKOpOYEHHOr0 3aLUTHOrO NHTEpBasia. YMeHbLUeHne
3alMTHOIO MHTepBaUs1a yBeImymBaeT NponyckHy CrnocO6HOCTL. Mone AOCTYNHO A1 pefakTUpoBaHus,
npv YCNOBWW, YTO BbIOPaHHLIV pexum paboTbl pagnovHTepderica BknovaeT B cebs ctaHgapTt IEEE
802.11n. NMapameTp MOXET NPUHUMATb 3HAYEHUS:

+ Yes — Touka focTtyna nepegaet gaHHble, ncnosb3ysa 400 HC 3alUTHBIA MHTEpBas Npu 06LLEeHNN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatoT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
+ No - Touka goctyna nepegaet faHHble, ncnonb3ysa 800 HC 3alMTHbIM MHTEpBaT;

+ STBC Mode — meTog, NpoCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBaHWS, HaMpaB/EHHbIN Ha
NOBbILIEHNE HAAEXHOCTU Nepejayun faHHbIX. [1onie 4oCTyNHO 418 pefakTMpoBaHus, Npy YC0BUK, YTO
BblGpaHHbI pexunm paboTbl pagnonHTepdelica BktovaeT B cebs ctaHgapt IEEE 802.11n. MapameTp
MOXET MPUHMMaTb 3Ha4YEeHNS:

+ Yes - Touka gocTyna nepegaeT OfuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;
+ No - Touka focTyna He nepefaer OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEeHH;

* Protection — pexum paboTbl NpeAoTBpaLLeHNss MEXCTaHUNOHHOW MHTepdepeHLnn:

* Auto — pexuMm BKJ/IHOYEH;
*+ Off — peXXvM BbIK/OYEH;

* Beacon Interval — nepuog NocbI/IKM Mas4KoBbIX PPeimMoB. ®peliMbl NepesaroTcs /19 06HapyXeHus

TOUKM JocTyna B achupe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuio — 100 mc;
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DTIM Peiad [= [ (range: 1.2

Fragmenssan Thoeshaid |?| (Riange: 2562340, Even Numbers)
ATS Threshaid |?| [Range: 0-07337)

Mapdmum Stafions |?| [Rangs: 0-200)

VLAN List |—| A Aemave Ssisctsd

[Fange: 14094, 30 wian-ids ma)

Fixed Mullicasi Raie Sapn b=

Frame-bursi Suppaori Ol % | [Boosis Downsiream Throughoud]

DTIM Period — nHTepBas BpeMeHW nepes OTNPaBKoi curHana 6ecnpoBogHOMY KMEHTY, Haxo4saLwWwemycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

Fragmentation Threshold — nopor coparmeHTaumm dperima B 6aintax. MapameTp NPMHUMAET 3HAYEHUS OT
256 o1 2346. No ymonyaHuio — 2346;

RTS Threshold - yka3blBaeT unicno 6aiiT, yepes KOTOpoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

Maximum Stations — MakCMasibHO AONYCTUMOE YMC/I0 NOAKNIYAEMbIX K pagMonHTepdIency KIMEeHTOB.
MapameTp npuHmMmaeTt 3HavyeHus oT 0 go 200. Mo ymonyaHuo — 200;

VLAN List — cnucok VLAN, paspeLueHHbIX /15 nepegayn B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOM CKOPOCTM Nepefayn MynsTUKacToBOro Tpadmka. Mpu
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

Frame-burst Support — pexm, No3BONALLMIA YBENNUYATL MPONYCKHY CMOCOB6HOCTL A/1S1 HUCXOASLLETO
MOTOKa;

DHCP Replication On
ARP Suppression an w
DHCP Snoaoping Mode
MCS23 (195 Mbps)
MC522 (175.5 Mbps)
MCS21 (156 Mbps)
MCS Rate Set MCS20 (117 Mbps)
MCS19 (78 Mbps)
MCS18 (58.5 Mbps) ~
Legacy Rate Sets
Rate (Mbps) 54|48 |36|24|18|12|11| 9 | & |5.5| 2 | 1
Supported VI I I I I L
Basic Oogooo o0 eE e e
o Rate Limit 50 {packets per second)
|_| Broadcast/Multicast Rate Limiting _
Rate Limit Burst | 75
VHT Features O
TSPEC Settings
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« DHCP Replication — pennukauns DHCP-nakeToB B CTOPOHY K/MeHTa npu «on» — unicast, npu «off» —
broadcast;
+ ARP Suppression — mexaHn3M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpasiieHvne noaMTukoin obpaboTtkun onuun 82:
* Ignore — Ha ToYKe [OCTyNa OTK/IYeHa 06paboTka onuun 82. 3HaYeHre No YMOMYaHWIo;
* Remove - Touka gocTyna yganset 3HadyeHue onuum 82;
* Replace - Touka gocTyna noAcTaBnseT Uan 3aMeHseT 3HaveHre onuumn 82. MNpu ycTaHOBKe
[aHHOTO 3HAYeHUsA CTaHOBATCA AOCTYMHbLIMU [/1A PeAaKTUPOBaHUA CneyroLme napameTpbl:
* DHCP Option 82 CID Format:
+ String — Touka goctyna meHset cogepxumoe Circuit-ID Ha 3HavyeHue, koTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID - Touka pgoctyna meHsieT cogepxumoe Circuit-ID Ha 3anuck Buga <MAC-
agpec Toukn goctyna>;<ums SSID, K KOTOPOMY MOAK/THOYEH KNINEHT>. 3HaYeHKe No
YMOTYaHUIO;
+ SSID - Touka goctyna meHset cogepxumoe Circuit-ID Ha nma SSID, k KoTopomy
MOAK/THOYEH K/INEHT.
* DHCP Option 82 CID String — 3Ha4yeHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepegaBatbecs
B Circuit-ID B cnyvae, ecnu B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTca TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKN «.», «-», «_»,

© Ecnu B napametpe «DHCP Option 82 CID Format» ycTaHOB/1IEHO 3HauYeHue «String»
npwu atom none «DHCP Option 82 CID String» octasiocb nycTbiM, TO TOYKa JoCTyna
o6ynet MmeHATb cogepxmmoe Circuit-ID Ha 3HavyeHue no ymonyaHuto: <kAPMAC-SSID».

* DHCP Option 82 RID Format:

+ String — TO4Ka JocTyna MeHsieT cogepxnmoe Remote-ID Ha 3HaveHune, koTopoe
HacTpaumBaeTca Bpy4Hyto B nosie «kDHCP Option 82 RID String»;

+ ClientMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOrO YCTPONCTBA. 3HAYEHME N0 YMOMYaHWIO;

+ APMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha cBoin MAC-agpec;

+ APdomain — Touka focTtyna MeHsieT cogepxxmmoe Remote-ID Ha umsa nocnegHero no
[epeBY AOMEHa, ykasaHHOro B napametpe AP-Location, nponucaHHoro B HacTpokax
YCTPOWCTBa;

+ DHCP Option 82 RID String — 3Ha4eHue oT 1 g0 63 CMMBOJ10B, KOTOpPOoe ByAeT nepefaBaTbCA
B Remote-ID B cnyyae, ecnu B napametpe «DHCP Option 82 RID Format» ykasaHo
«String». JonyckatoTCs TOMbKO NaTUHCKME BYKBbI N LINDPbI, 3HAKU «.», &=, «_».

© Ecnu B napametpe «DHCP Option 82 RID Format» ycTaHOB/IEHO 3HaYeHue «String» 1
npu atom none «DHCP Option 82 RID String» ocTtasnocb NycTbiM, TO TOYKa AocTyna
byneT MeHATb cogepxmmoe Remote-ID Ha 3HayeHne no ymonyaHuto: «ClientMAC».

* DHCP Option 82 MAC Format — napameTp onpegenset dpopmar Mak-agpecos, KOTopble
nepegatorcs B CID 1 RID. MOXeT npuHMMaTh 3HaYeHUS:
+ default - MAC-agpec nepegaetcsi B 06bIMHOM hopmare, TakoM Xe, Kak B Onuumu
"Client-Ethernet-Address" DHCP-naketa. B atom cnyvyae MAC-agpec, Kak npasuso,
NMeeT HWXHWUI perncTp 6ykB, a B kKayecTBe pasgenvTens BoicTynaer "', Hanpumep
"aa:bb:cc:dd:ee:ff". B nakeTte oH 6yaet nepegasatbcs B ASCIl-kogmpoBke. 3HaYeHne
N0 YMONYaHWIo;

* radius — MAC-agpec nepegaetcsa B RADIUS-chbopmarte. B aTom cnyyae Bce GyKBbl
nepeBoOAATCA B BEPXHUIA perncTp, B Ka4ecTBe pasgenutens soictynaet "-". MNpumep
"AA-BB-CC-DD-EE-FF". B nakeTe oH 6yaet nepegasatbcs B ASCII-kogmpoBke.

+ MCS Rate Set — BbI6Op NogfepX1BaeMbIX KaHa/IbHbIX CKOPOCTen 6ecnpoBOAHON Nepefayn faHHbIX,
onpegensembix cneundukaumamu ctaHgaprtos IEEE 802.11n/ac;
+ Legacy Rate Sets — nogaepxvBaembie 1 TPAHCINPYEMbIE TOYKON AOCTyna Habopbl KAHa/TbHbIX

cKopocTei;
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* Broadcast/Multicast Rate Limit — npyn ycTaHOBNEHHOM ¢onare BbIMOMHAETCA OrpaHMyeHme nepegaym
LUMPOKOBeLLATEeNTbHOI0/My/IbTUKACTOBOIO Tpadmka no 6ecnpoBogHoli cetu. MNpu yctaHoBKe donara ans
pefakTUpPOBaHUA CTAHOBATCA AOCTYMHbLIMU CriefytoLue noss:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. Mo ymonyanuto — 50 nak/c.;
* Rate Limit Burst — MakcMMasibHOE 3HaYeHue BCr/siecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/
C.

* VHT Features — pyHKUNS BK/IHOYEHWS/BbIKNIOYEHNA nogaepxkn VHT-ckopocTteit. dyHkuma VHT Bkaovaet

nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =

TSPEC Mode Off v

TSPEC Voice ACM Mode off v

TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)

TSPEC Fbt Voice ACM Limit o | (Percent, Range: 0 - 90)

TSPEC Video ACM Mode Off v

TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)

TSPEC Fbt Video ACM Limit o | (Percent, Range: 0 - 90)

TSPEC BE ACM Mode Off v

TSPEC BE ACM Limit o | (Percent, Range: 0 - 90)

TSPEC BK ACM Mode Off v

TSPEC BK ACM Limit o | (Percent, Range: 0 - 90)

TSPEC AP Inactivity Timeout | 30 | {Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout | 30 | (Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off W
Click "Update™ to save the new settings.

Update

[nsa nepexoga k HacTpoiike napameTpoB TSPEC, HaXMUTE KHOMKY C N306paeHnem CMMBO/IA «+» HanpoTuB
«TSPEC Settings»:

+ TSPEC Mode - 8bI60p pexuma pabomsl TSPEC. Mo ymonyaHnuto - off (Bbik/itoueH). MoXeT npyHuMmaThb
3HaYeHus:

+ On - Touka poctyna obpabarbiBaeT Tspec-3anpockl OT K/IMEHTOB. VICMONb3yinTe 3Ty HACTPOIKY,
€C/I1 TouKa focTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOMCTB, TaKMX Kak
ceptudmumpoBaHHble TeniedoHbl Wi-Fi.

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KNIMEHTOB. VIcNonb3yiiTe 3Ty HACTPOliKy, ecnv
Bbl HE XOTUTE UCMOo/b30BaTh Tspec 4719 Q0S-COBMECTUMbIX YCTPOWCTB.

* TSPEC Voice ACM Mode - pernameHTMpyeT 06s13aTesIbHbIi KOHTPOsIb gonycka (ACM) ansi kateropum
ronocosoro Tpadguka (Voice). Mo ymonuanuio - off. MoXeT npuHMMaTh 3HaYEHNS:

+ On — KIMeHTy TpebyeTcsa OTNPaBUTb 3arnpoc K TOUKe AOCTyrna nepes oTnpaBKoi Uav NosyYyeHnem
NnoToKa ronocosoro Tpaduka Voice.

+ Off — KNMMEHT MOXET OTNPaBASATbL U NOMyYaTb ro/10COBOI Tpaduk Voice, He Tpebyst 4onycKkaeMoi
Tspec; Touka goctyna urHopupyet 3anpockl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaet npegen oobema Voice Tpaduka. Napametp npyuHumaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuto - 20%.

+ TSPEC FBT Voice ACM Limit — onpepgensieT BepxHuii npesen obbema Voice Tpaduka Ans KMeHTOB B
POYMUHre Ha JaHHON TouYKe AOCTyna C NOMOLLbLIO 6bICTporo nepexoga BSS. MapameTp npuHumaet
3HayeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

+ TSPEC Video ACM Mode — pernaMmeHT1pyeT 06s13aTe/bHbIN KOHTPOb fonycka (ACM) ans kateropum
Video-Tpadmka. Mo ymonuanuto - off. MoxeT npuHMMaTh 3Ha4YeHus:
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+ On — KMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un NonyyYyeHnem
notoka Video-Tpadmka.
« Off — KNNEHT MOXET OTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpadumka. NMapametp npuHuMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuto - 15%.

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuil npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUVHIe Ha 3TOI Touke A0CTyna ¢ NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHbllii KOHTPO/b Aonycka Ans kateropun Best Effort
Tpadwmka. Mo ymonuaxmio - off. MoXeT npMHNMaTh 3HaYeHUs:

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCcTyna nepes oTnpasBKov Uin NonyyeHnem
noToka Tpadomka kareropum Best Effort.

+ Off — KNNEHT MOXEeT OTNPaBNATbL U NonyyaTb Tpaduk kateropun Best Effort, 6e3 HeobxoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMHIEe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHnumaeT 3HaveHus ot 0 o 90%. Mo ymonyanuio - 0%.

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCcKa ANs KaTeropum
Background-tpadomka. Mo ymonuanuto - off. MOXeT NpMHUMaTb 3HaYEHWS:

+ On — KMEeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTrnpasBKov Uin NonyyeHnem
noToka Tpadmka kateropun Background.

« Off — KNMMEHT MOXET OTNPaBNATL U NoyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapavetp
npuHnumaeT 3HaveHus ot 0 o 90%. Mo ymonyanuio - 0%.

* TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro, ByAyT yAANATLCA HEAKTUBHbIE K/INEHTDI
c Toukn goctyna (nposepsietca notok downlink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c. Mo
ymonuanuio - 30 c.

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUYEHNIO KOTOPOro, 6yAyT yAanATbCs HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoeepsieTcst notok uplink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c.
Mo ymonuaHuto - 30 c.

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4To6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatowmx B AKM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoiika naaHMpoBLuKa paboTel Tovek gocTyna. C NoMOLLbo
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepderica nm
BMPTYasibHOM TOYKM AOCTYMNa.

Scheduler Configuration

Global Scheduler Mode: ®) Enable Disable

Scheduler Operational Status
Status: up

Reason:| IsActive

Scheduler Profile | |(Rangei1-32 Add
chars)

Rule Configuration
Select Profile test “v Remove

Set Schedule Daily
L} Weekday
Weekend
On | Sunday hd
Start Time | 08 % | :| 00 ¥ End Time | 20 ™ |: | 00 ¥
Add Rule
Profile Name Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bkto4eHME/BbIKTHOYEHME NIAHNPOBLLMKA:
+ Enable — npu ycTaHOBNEHHOM donare naaHNUPOBLLVK BK/OYEH,;
* Disable — npn yctaHoBNeHHOM donare niaHNPOBLLUK BbIK/THOYEH;

Scheduler Operational Status — B pa3gene npmBoanTcs HpopMaLKMs 0 COCTOSAHUM Pa6OoTbl NNAHNPOBLLMKA:

« Status — cTatyc pa6oTbl N1aHMpoBLMKa. MNapameTp npuHUMaeT 3HadeHust Up (BkntoueH) nnm Down
(BbikntoueH). Mo ymonuaxuto - Down;
* Reason — gononHutenbHaa nHopmMaumsa 0 COCTOSAHUM paboTbl N1aHMPOBLLMKA:
+ IsActive — B paboyemM COCTOSIHUY;
+ ConfigDown — NNaHNPOBLLUWK BbIK/OUYEH, OTCYTCTBYIOT rN06asibHble HACTPOMKY;
+ TimeNotSet — NNaHMPOBLLUK BbIK/THOYEH, HA YCTPONCTBE HE YCTAHOBNEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnnaHMpPOBLLYK BbIK/THOYEH, YCTPONCTBO HAXOAUTCS B PEXUME YNpaBeHus;
+ Scheduler Profile — nms co3gaBaeMoro npoduns nnaHMpoBLmka. MoxeT cogepxaTb oT 1 go 32

CMMBOJIOB.
[nsa no6aeneHns npocmnsa B cuctemy ykaxute nms B none «Scheduler Profile» n Haxmute kHonky «Add».

Rule Configuration — B pa3gene BbINOMHAETCA HACTPOVKa NapamMeTpoB NPonasa NIaHMPOBLUMKA:

+ Select Profile — nms co3pgaHHOro paHee Npodouns, AN KOTOPOro 6yaeT BbINOHATLCA HACTpoOKa
napameTpos;
+ Set Schedule — neHb Hepenu paboTbl NNAHNPOBLLMKA. MapamMeTp MOXeT NPMHUMAaTb 3HAYeHE:
* Daily — exxeHEBHO;
+ Weekday — paboune gHu;
+ Weekend — BbIXoaHble OHY;
+ On — onpeaeneHHbIi AeHb Heaenu, BbiI6op OCyLLECTBAETCA 13 Bbinagatowero cnmucka. Moxet
npuHMMaTh 3HadeHmne: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday;
+ Start Time — Bpemsl BKNKOYEHMSA paanovHTepdeiica nnn VAP. 3agaeTcs B BUAe YacCbl:MUHYTHI;
+ End Time — BpeMs Bblk/toueHusa pagnonHtepderica nnm VAP. 3agaeTtcs B BUle YaCbl:MUHYThI.
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[N coxpaHeHus HOBOTO Npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsa yaaneHusi npaeuna BbIGEPUTE NPaBUIO B CMIUCKE N HAXXMUTE KHOMKY «Remove Rule».

[nA n3MeHeHns HacTpoeK npaswa BbibeprTe NpaBnio 1 HaxmuTe kHonky «Modify Rule».
[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/IHAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Cperational Status
1 ' up

2 b up

Radio | 1 w

VAP Scheduler Profile Operational Status
] test w up

1 e down
2 W down
3 w down
4 ~ down
3 b down
6 W down
7 ~ up

] ~ down
9 b down
10 g down
11 w down
12 ~ down
13 w down
14 v down

15 W down

Click "Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» HanpoTte Homepa Radio nin VAP, kK KOTOPOMY HEOBGXOAMMO NPUMEHUTH
CO3/laHHOE paHee NPaBW/I0 M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOW/IA M/IaHMPOBLLMKA.

3HaueHus B cTtonbue «Operational Status» HOCAT MHpOPMALMOHHBIN XapakTep U ykasblBatoT Ha CTaTyc, B
KoTopom Haxogutcs VAP nnn pagnonHTepdeinc Toukmn gocTyna: up - BKaodeH, down - BbIK/IHOYEH.

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHonky «Update».
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4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain;

RADIUS IP Address Type: 8 1pya () |pvg
RADIUS IP Address: 152.168.1.1

RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key:
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

ssssssss

Enable RADIUS Accounting

WPA Versions: (v wpa TKIP
Enable Pre-authentication
Use Global RADIUS Server Settings
RADIUS Domain:

WPAZ-AES

enterprise. service.root

RADIUS IP Address Type: (e |pyg IPvE

RADIUS IP Address: 172.16.0.134
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3.
RADIUS Key:

RADIUS Key-1:

RADIUS Key-2:
RADIUS Key-3:

~ Enable RADIUS Accounting
Active Server: RADIUS IP Address
Broadcast Key Refresh Rate |0

Session Key Refresh Rate 0

(Range:0-86400)

Radio 1~ (Range:30-86400, 0 Disables)

MAC Auth Type
Disabled ~ | [5)

WAP Enabled VLAN ID SSID Broadcast SSID ‘Station Isolation Band Steer 80211k DSCP Priority VLAN Trunk General Mode General VLAN D VLAN Priority Security

o o [148 Eltex-Local i i 1 [

WPA Enterprise

Global RADIUS Server Settings — B pasaene BbINo/HAKTCA r106asibHble HAaCTPOkK aBTopusaumm no RADIUS-
NPOTOKOAY:

* RADIUS Domain — foMeH nonb3oBaress;

* RADIUS IP Address Type — Bblibop npoTokona IPv4 nnn IPv6 ansa goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHoCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl byayT OTNPaBNATLCS HAa pe3epBHbIe cepBepa ykasaHHble B nonsx RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa 3anpocbkl 6yayT OTNpaBisaTbCA HA Pe3EPBHbIE;

* RADIUS Key — naponb as1s aBTopm3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 — naponu ansa asropusaumm Ha pesepBHbix RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM dhnare 6yayT OTNpaBAsATbCSA coobLieHnsa «Accounting»
Ha RADIUS-cepsep.

HacTpoiika BUPTya/ibHbIX TOYeK AocTyna:

* Radio — BbIGOp pagnonHTepdelica, Ha KOTOpom Heobxoaumo HacTpouTb VAP. Radio 1 - HacTpolika VAP
B AnanasoHe 2.4 'Tu, Radio 2 - HacTpolika VAP B gnanasoHe 5 'y

* VAP — NopsiAKoBbIi HOMEP BUPTYasIbHOWN TOYKM AOCTyna Ha paguonHTepdeiice;

+ Enabled — npv ycTaHOBNeHHOM hriare BUpTyasibHasA TOYKa AOCTyna BK/OYEHA, MHAYe — BbIK/IOYeHa:

* VLAN ID - Homep VLAN, ¢ KoToporo 6yaet cHuMarbcs MeTka npu nepegadve tpadmnka Wi-Fi knneHTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoMm pexume VLAN Trunk);

+ SSID - vmsi 6ecnpoBOAHOW CETK;

* Broadcast SSID — npu ycTaHOBNEHHOM chriare BK/KOYEHO BelaHne B agomp nmenn SSID, nHave —
BbIK/1HOYEHO;

+ Station Isolation — npn ycTaHOBNEHHOM chnare BKIKOYEHA N301AUMs Tpadinka Mexay KnMeHTamuy B
npeaenax ogHoi VAP;

*+ Band Steer — npun ycTaHOB/IEHHOM dh/iare akTMBHO NPUOPUTETHOE NOAK/OYEHNE KneHTa K 5 Ty ceTw.
[nsa paboTbl (hyHKUMOHaNa Heobxogumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavouHTepdpeice n akTMBMpoBaThb Ha HUX NapameTp «Band Steer,
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802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI KIMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MPY UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanimsnpoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbes npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN T runk — npv ycTaHOB/NIEHHOM (hriare 6eCnpoBOAHOMY KNMEHTY nepesaeTcs TerMpoBaHHbIi
Tpadvk;
General Mode — npu ycTaHOB/IEHHOM dhnare paspeluaercs nepegadya 6ecnpoBofHOMY KIMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (4OCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka, fanee Tpaduk atoro VLAN 6yaet
nepefaH kKnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY HA HETETMPOBaHHbIM
Tpadhmk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCsA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IyeHHoro K gaHHomy VAP, n nepefasaemble fanee B NPOBOAHYIO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTth WWU(POBaHUE A1A nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexvmMa AOCTYMNHbI
cnepyloLme HacTPOnKu:

WEA Versions: WPA-TKIP |1"'1 WPAZ-AES

o | |

Broadcast Key Refresh Rate |-:I | {Range:0-86400)
MFF v Mot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;
+ Key — WPA-kntou. nivHa Krtoda coctasnset ot 8 o 63 cMBOOB.
* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MpuHumaeT 3HadeHns ot 0 go 86400. Mo ymonyaHuio — 0.

* MFP - HacTpoiika pexvmMa 3almTbl KIIMEHTCKMX (DperiMOB:
* Not Required — He nCNOMb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3almTy NPy HAIMUYNY BO3MOXHOCTW,
* Required — ncnonb30Bath 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb

CCXA5.

* WPA Enterprise — pexum WngpoBaHusa kaHasia 6ecnpoBOAHON CBA3M, MPU KOTOPOM K/IUEHT
aBTOPU3yeTCA Ha LeHTpanusoBaHHOM RADIUS-cepsepe. [/15 HACTPOWKM AAaHHOTo pexmnma
6e3onacHocTy TpebyeTcs ykasaTtb napameTpbl RADIUS-cepBepa (BO3MOXHO 1cnosib3oBaHne 1o 4
RADIUS-cepBepoB 0AHOBPEMEHHO, HO C YKa3aHWEM OJHOI0 akTUBHOIO Ha AaHHbIA MOMEHT). Takxe
TpebyeTcs yka3arb JOMEH, BEPCUN MPOTOKO/IOB pexrmMa 6e30MacHOCTM U KUK 418 KaXK40ro
RADIUS-cepsepa. Mpu BbIGOpe faHHOTO pexvmMa 6yaeT A0CTYyNHa cneayoLwas HacTporka:
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WPA Versions: || wea-TKIP (v weaz-aes
Enable Pre-authentication

MFP v Not Required Capable

Use Global RADIUS Server Settings

RADIUS Domain: | |

RADIUS [P Address Type: (®) 1pygq IPVE

RADIUS IP Address: | 192.168.1.1

RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS Key:

RADIUS Key-1:

|
|
|
RADIUS IP Address-3: | |
|
|
|
|

|
RADIUS Key-2: |
|

RADIUS Key-3:

Enable RADIUS Accounting

Active Server: RADIUS IP Address W
Broadcast Key Refresh Rate | i] | [Range:0-86400)
Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;

Enable Pre-authentication — npu yctaHOBMEHHOM hnare ncnonb3yeTcs npoueaypa npeaBapuTesibHom
NPOBEPKM NOASIMHHOCTY A/18 6ecnpoBoHbIX knneHToB WPA?2. MpeaBaputensHas ayTeHTUdukaums
No3BONSAET MOOW/ILHOMY K/TMEHTY ayTEHTU(ULMPOBATLCA Ha APYroi, pacnosioXeHHOW N06/IM30CTH TOUKE
[0CTyna, ocTaBasiCb "MpMBSA3aHHbIM" K CBOEI NEePBUYHOI TOUKe AocTyna. B aTom criyyae cokpawjaetcs
BpeMs, B Te4eHre KOTOPOro CBA3b A1 KNIMEHTA, BbINO/THAOLLENO POYMUHT, HEe AOCTYMHA NPU OXUAaHUN
nposepkun nogsmHHocT RADIUS B npouecce nepeagpecauunuy;

MFP — HacTpoiika pexvmMa 3awmnTbl KNIMEHTCKMX (DPeriMOB:

* Not Required — He ncnoMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3aLmTy NPy HAIMUYUU BO3MOXHOCTW,

Use Global RADIUS Server Settings — npu yctaHoBke chnara 6yayT ncnonb3oBaTbcsa HacTpoiikm Global
RADIUS Server Settings, ykazaHHble B BEpXHel YacTu cTpaHuupbl. YTo6bl MCNO/Ib30BaTb OTAE/bHbIN
RADIUS-cepsep ans VAP, cHumute conaxok 1 seegute |IP-agpec, napons RADIUS-cepsepa v apyrve
[JaHHble B criefytowme nons:

* RADIUS Domain — nomeH nonb3oBatens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 unu IPv6 ana goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHOCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl dyayT OTNPaBNATLCA Ha pe3epBHble cepBepa ykasaHHble B nonsax RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3,

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa 3anpockl 6yayT OTNpaB/iaTbCA HAa pe3epBHbIE;

* RADIUS Key — naponb ans astopusauuy Ha ocHoBHoM RADIUS-cepsepe;

* RADIUS Key-1, 2, 3 — naponv ans astopusaunn Ha pesepsBHbix RADIUS-cepsepax;

+ Enable RADIUS Accounting — npu ycTaHOB/EHHOM dhniare 6yayT OTNpPaBAsATbCA COOOLLEHNA
«Accounting» Ha RADIUS-cepsep.

Active Server — BblbepuTe, K kakoMy 13 yetbipex RADIUS-cepBepoB fomkeH obpatutbea VAP gnisa
ayTeHTugukKaumm 6ecrnpoBOfHbIX KITMEHTOB.

Broadcast Key Refresh Rate — nHtepBas 06HOBNEHUS LLUMPOKOBELLATE/ILHOTO (FPYNMNOBOro) K/toua As
knneHtos aaHHoro VAP. MapameTp npuHumaeT 3HaveHus ot 0 go 86400 cekyHA. Mo ymonyanuio - 0.
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3HaueHuve 0 ykasblBaeT Ha TO, YTO LUMPOKOBeLaTesbHbIi Koy He 06HoBAsieTcs. LLnpokoBeLaTenbHbll
K/to4 He 06HOoBNsIETCS, Koraa Ha VAP BktoueH Fast Transition (IEEE 802.11r).

+ Session Key Refresh Rate — nHTepBas1 06HOB/IEHNS CECCUOHHBIX KKOUE ANst KaXKA0ro K/IMeHTa AaHHOoro
VAP. MapameTp npuHumaeT 3HavyeHus oT 30 go 86400 cekyHp. Mo ymonyanuio - 0. 3HaveHue 0
yKasblBaeT Ha TO, YTO CECCUOHHbIN KoY He 0OHOBNSETCS.

* MAC Auth Type — pexvum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBatb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOro
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.5.9 MopgmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika PyHKLMK oTKAoUYeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcsa ANna onTuMU3aLnum
6eCLUOBHOCTV POYMUHIa Ha CETW.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥
VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check signal timeout (Sec, Range: 1 - 300)
0 ' -75 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbMm, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHNE K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHume oT -100 go -1;
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+ Check signal timeout, s — nepnog BpeMeHN, N0 UCTEYEHNM KOTOPOrO MPUHUMAETCS peLleHne 06
OTK/IHOYEHMM KNTMEHTCKOro o6opyaoBaHus. MpuHnumaeT 3HaveHnst ot 1 go 300 cekyHA,. Mo ymonyaHuio -
10 cekyHA.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.10 NMoameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Modify Fast Bss Transition settings

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT over DS off ¥

Maobility Domain 0 (0 - 585535)

RO Key Holder (1 - 48 characters)
R1 Key Holder (3030 2200 1 30000 20 1300120 )
Reassociation Deadline (1000 (1000 - 4294957295)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOToOpom 6yaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM AOCTYNa, Ha KOTOPOii 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTnBaums yHKUMM OGbICTPOI Nepefaym 6a3oBoro Habopa cnyx6 ans
YCKOpeHMA npouecca ayTeHTMdurKauuy Ha Touke AocTyna:

* On — OyHKUMS BKIOYEHS;
+ Off — oyHKUMA BbIK/IOYEHA.

* FT over DS - Bk/IO4YEeHNe MexaHn3Ma obMeHa mexay 6a30BbiMU CTaHLUMAMN Yepes NPOBOAHYHO CETb.
KnneHT npu Heo6XxoAMMOCTIN COBEPLUNTL POYMUHT OTNPaB/seT Ha TeKyLLyo Touky goctyna FT Action
Request Frame ¢ He06XxoAMMbIMU aBTOPU3aLMOHHBLIMW AaHHbIMU. Tekyllaa Touka AocTyna
NHKanNcynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha LeNeByto TOUKY A0CTyna Yepes3 NpOBOAHYHO CETb.
LleneBas Touka focTyna noaTBepXaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYMPOBaHHbIM
coobLeHnem TekyLlein Touke goctyna FT Action Response Frame. TekyLias Touka gocTyna nepecbiiaer
3TO co0bLeHne KMeHTy. Mocne oKoHYaHWsA NpoLecca KMEHT OTCbI/IaeT Ha LieNieByr0 TOUKY AOCTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS pa6oTtaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KIMeHTa Ha LieneBoil Touke A40oCTyna NponucxXoauT € UCNO/Ib30BaHNEM CTaHLAPTHbIX
hpeiimoB ayTeHTUpMKaunm:

* On — OyHKUMS BKIOYEHS,
+ Off — oyHKUMA BbIK/OYEHA.

*+ Mobility Domain — HOMep rpynnbl, B paMkax KOTOpOi MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HadeHns ot 0 go 65535. Mo ymonyaHuio - 0;

* RO Key Holder — kntou PMK-R0. MoxeT cogepxatb oT 1 o 48 cumB0N0B. [JONONHUTENBbHO UCNOMb3yeTCs
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobuieHnn Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-agpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcumasibHOe paspeLleHHoe BpeMsi OxXungaHuns 3anpoca "Reassociation” ot
ctaHumn. MpuHnumaet 3HaveHusa ot 1000 go 4294967295 mc. Mo ymonyaHuio — 1000 mc.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Mocse ykasaHusi OCHOBHbIX NMapaMeTpoB HEO6XOAMMO HAaCTPOUTbL B3aMMOENCcTBUE C Toukamu A0CTYyna, Mexay
KOTOPbIMU BYAET OCYLECTBNATLCA POYMUHT, 3a4aB MAC-aapeca ToYeK A0CTyna U K/oun.

MAC Address RRB Key MAC Address R1 Key Holder RRB Key

NASID
{1 - 48 characters) {16 characters) (MAC Address) {16 characters)

Add Add

Remote RO Key Holder Data Remote R1 Key Holder Data

Remove Remove

Click "Update™ to save the new settings. Click "Update™ to save the new settings.

Update Update

* MAC Address — MAC-agpec TOYkM 40CTYyNa, y4acTByHOLLEl B POYMUHTE;

+ NAS ID - ngeHtudpmkatop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B dpopmaTte MAC-agpeca XX:XX:XX:XX:XX:XX;

* RRB Key - kntou ans wmdgposaHma RRM-coobLeHnii gsimHol 16 cuMBOOoB.

[ns po6asneHns 3anvucy B Tabnmuy Haxxmmute KHoMnky «Add».
[ns ypaneHua 3anncy n3 Tabnuubl BblAemTe CTPOKY Y HOKMUTE KHOMKY «Removey.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOEK B S3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».
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4.5.11 NMoameHto «Passpoint»

Passpoint — 310 thyHKUMSA, No3BONAKOLLAA NO/Ib30BaTENAM 6ecLloBHO nepexoauTs ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxusBaeT cnegyrowme TUnbl ayTeHTUOUKaLnN:

« EAP-TLS (naeHTudmKauma Ha OcHoBe cepTudmkara),

« EAP-SIM (naeHTUdmnkaumsi Ha ocHoBe aaHHbiXx GSM SIM-kapTbl),

« EAP-AKA (naeHTudukaumsi Ha ocHose gaHHbix UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBaTensi U Naposs, cepTudhukar ans cepeepa).

Modify Passpoint settings

Radio |1 W

VAP | PPVAPOD w

Passpoint Parameters :

802.11u Status Off

Internet Access Off v

ASRA Off w

Network Access Type Private Network b
Interworking HESSID 00:23:45:67:89:ab (130300200 1000000000 )
P2P IE Status Off

P2P Cross Status Off ~

IP Address Type Availability Information
IPv4 Mot Available e

IPvE Mot Available e

Bbibepute pagnonHTepdenc n BUpTyasibHyH0 TOUKY AOCTYNa, Ha KOTOpoi byaeT pabotaTtk Passpoint u
3anosiHMTe noss Huxke (N0 HeO06XoANMOCTHW).

* Radio — pagnonHTepdelic, Ha KOTOPOM HEOBXOAMMO aKkTMBMpPOBaTb PYHKUMIO Passpoint;
+ VAP - BupTyanbHas Touka goctyna (SSID), Ha koTopoii Heo6x0AMMO aKTUBUPOBaTb (PYHKLMIO Passpoint.

MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.11u Status — BKNIOUNTL/BbIKMOUNTE OYHKLUMIO Passpoint;
* Internet Access — BK/1HOUUTL/BbIKIOYUTL AOCTYN K IHTEpHETY;
+ ASRA (Additional Step Required for Access) — A06aBUTb/y6paTh AONO/HUTE/NbHbIN LIar aBTopM3aLun
npu NoAyYeHUn JOCTyna;
* Network Access Type — Tvn B3aMMOZENCTBUA C CETbIO AOCTyna:
* Private Network — yacTHas ceTb;
* Private Network with Guest Access — yacTHas CeTb C FOCTEBbIM AOCTYMNOM,;
* Chargable Public Network — Tapudmumpyemas ny6nmyHas ceTb,
*+ Free Public Network — 6ecnnatHas ny6numyHas cetb;
+ Emergency Services Only Network — ceTb o1 aBapuUitHbIX C/1yX6 1 c/lyX6 CKOpPO NOMOLLK;
* Personal Device Network — nuyHas ceTb YCTPOICTBa;
+ Test or Experimental — TecToBas CeTb;
+ Wildcard - B3aumopeiicTBue yepes Bayyepsbl (wildcard-ceptudpmkar);
* Interworking HESSID — MAC-agpec, eavHblil 418 BCeX ToYeK AoCTyna O4HOM CeTH.

WHdopmauus o Tune goctyna (IP Address Type Availability Information):

*+ IPv4 — HacTpolika gocTtyna ucnonb3ys npoTokon IPv4;
+ IPv6 — HacTpolika gocTyna ucnonb3ys NnpoTokosn IPvé.
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MNetwork Authentication Type List
Auth Type Redirect URL

Not Configured v | (URL)

Not Configured v | {URL)

Not Configured ~ | (URL)

Not Configured v | {URL)

Venue Group Unspecified W
Venue Type Unspecified »

Venue Name List

Venue Name Language Code

Not Configured
ENG w

Not Configured
ENG w

Tunbl ayteHTucukauum B cetn (Network Authentication Type List):

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauum:
+ Not Configured — Tn ayTeHTUMKALMM HE YCTAHOB/EH;
+ Acceptance of Term and Conditions — ayTeHTUdMKaLUS C NPUHATUEM NOJIb30BATENbCKOIO
cornawleHus;
* Online Enrollment — pernctpauns oHnaiH,;
« HTTP/HTTPS Redirection — nepeagpecaunsi no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ans seoga URL-agpeca, Ha KOTopbIli OyAeT BbiNO/HEHA Nepeagpecauus. JocTynHa
npu Tunax ayteHTudukauun: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection.

NHdopmauusa o mecte yctaHoBku (Venue Details):

+ Venue Group — kateropus Mecta yCTaHOBKM, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHO;
+ Assembly — mecTa 60/1bLIOr0 CKON/IeHUsI Ntoaeli (CTaanoHbl, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopTbl ¥ T.1N.).
* Business — 6aHKM, 0UChI, HAyUHblE LLEHTPbI U T.N.
* Educational — yuebHble LEeHTpbI;
* Factory and Industrial — npoMbILUNEHHbIE 34aHUS;
+ Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — koMMepyeckune (TOproBble) opraHM3auuy;
* Residential — Xunble KOMMNEKCHI;
+ Storage — xpaHunuwa/cknagsbi,
+ Utility and Miscellaneous — KOMMyHaslbHbI€ C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3smelyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKMW)
* Reserved — yacCTHble TeppUTOPUN.
+ Venue Type — TN MeCcTononoxeHus. JOCTynHble BapuaHTbl 3aBUCAT OT BbIGPaAHHO BbILLE KaTeropmm
pacnonoXeHus.

Cnucok mectononoxeHuit Touek goctyna (Venue Name List):

+ Venue Name — HaMeHOBaHWsi MecTa yCTaHOBKM TOUKU AOCTYNa;
+ Language Code — fA3blK.
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Roaming Consortium List
OUI Name

| Mot Configured |

| Mot Configured |

3GPP Cellular Network Information List
Country Code

| Mot Configured

| Mot Configurad

| Mot Configured |
| Mot Configured |
| Mot Configured |

| Mot Configured
Domain List

1 | Not Configured |

3 | Not Configured |

Is Beacon

No w

No w

Network Code
| Mot Configured

| Mot Configurad

| Mot Configured

|I'-.Iot Configured |
|I'-.Im Configured |

| Mot Configured

2| Mot Configured |

4| Mot Configured |

Cnucok opraHusaumii (Roaming Consortium List):

+ OUI Name — yHuKanbHbIii naeHtTudmnkatop opraHmsauum (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

NHdopmauusa o 3GPP cetsax cotoBoii cBA3u (3GPP Cellular Network Information List):

+ Country Code — kopf, CTpaHbl;
* Network Code — ko ceTu.

Cnucok gomeHoB (Domain List):

Bnvwmnte goMeHbI B CBO60,CI|Hb|e nong.

Realm Name Enceding

Not Configured RFC4252

Not Configured RFC4252 ¥
Not Configured RFC4252 ¥
Not Configured RFC4252 ¥
Not Configured RFC4252 ¥

Not Configured RFC4252 ¥

Realm List:

EAP and Auth Information

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

Not Configured

___Mu::-dif'y _
Modiy_
Modiy_
___Mu::-dif'y _
Modiy_

_Modify |

Reset
Reset
Reset
Reset
Reset

i Reset__

Cnucok o6nacrteii (Realm list):

* Realm Name — Ha3BaHue 06n1acTu;

+ Encoding - koguposka (RFC4282, UTF8);
+ EAP and Auth Information — nHdopmaums 0 NpoTOKose U ayTEHTUIMKALMN.
+ Modify — HacTpouTb TUM 1 NapameTpbl ayTeHTUUKaLuy;

* Reset — cO6pOCUTb HACTPOMKN.
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Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Passpoint Status Disabled ¥
Passpoint Capability Relegse 1 ¥
DGAF Disabled Status Disabled ¥
ANQP 4 frame Dizabled ¥
Gas Come Back Delay 0

Proxy ARP Status Disabled ¥

Operating Class Indicator

Operating Class 81

Ancnymous NAT Not Configured
L2 Traffic Inspection Enabled ¥
1CMPw4 Echo Enabled ¥

Operator Friendly Mame List
Dperator Name

Language Code

Not Configured ENG ¥

Not Configured ENG ¥
QoS Map ID or

MAI Home Realm Query List

Home Realm Encoding
Not Configured RFC4282 ¥
MNot Configured RFC4282 ¥

HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

Passpoint Status — BkntounTb (enable) / otkntounTs (disable) dyHkumo Passpoint;
Passpoint Capability — onpeaenvtb nogaepXmBaeT N1 yCTPONCTBO doyHKUMIO Passpoint;
DGAF Disabled Status — BkntounTh (enable) / Bbikntoumntb (disable) nepeagpecaumio HUCXoAALWMX
rpynnoBbIX afpecHbIX KaapoB (A41s MynbTMkacTa). Korga Touka foctyna nepegaet Kagpbl, cogepxatimye
anemeHT nHgukaumm HS2.0, B kotopom 3HadueHne DGAF Disable yctaHoBneHo paBHbiM disable,
MOGWIbHOE YCTPOMCTBO AO/MKHO OTOPOCUTL BCE NPUHATHLIE IOHMKACT IP-nakeTbl, KOTopble Gbln
paclmnpoBaHbl C NOMOLLBIO Ktoya rpynmbi;
ANQP 4 frame — BkntounTs (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiivamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT ot
HacTpoliku ANQP 4 frame;
Proxy ARP Status — akTuBupoBatb (enable) / neaktusuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

+ Operating Class 81 — paboTta B gnanasoHe 2.4 I'Tu;

+ Operating Class 115 — pabota B gnanasoHe 51T,

+ Operating Class 81&115 — ogHOBpeMeHHasi paboTa B gnana3oHax 2.4 n 51Tuy,.,
Anonymous NAI — yctaHoBUTb aHOHUMHbIN ID goctyna k cetn (NAI — Network Access Identifier);
L2 Traffic Inspection — BkntounThb (enable) / BbikntounThb (disable) koHTponb 1 dnnbrpayuto L2-Tpadomka
(mocTynHo AN Touek A0CTYNa, KOTOPble MMEKT BCTPOEHHYIO (PYHKLMIO KOHTPONA 1 huabTpaumm
Tpaduka);
ICMPv4 Echo — doyHkuus comnbtpaumn ans ICMPv4 Echo 3anpocos.

Oneparopbl, KOTOPbIM AOCTYNHO NoAkntoveHue Passpoint Ha AaHHoli Touke goctyna (Operator Friendly
Name List):

Operator Name — nms oneparopa;
Language Code — A3blIK;
QoS Map ID — ngeHTtudonkarop QoS Map.

Cnucok pomawHux o6nacrteit (NAl Home Realm Query List):

Home Realm — gomaluHasa o6nacTb;
Encoding — kogupoBka (RFC4282 nnun UTF8).
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Connection Capability List :
Protocol Port Status
Select hd Select b Select
Select ¥ Select v Select
Select hd Select b Select
Select v Select v Select v

Cnucok Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

* Protocol — npoToKO/, N0 KOTOPOMY BO3MOXHO MOAK/THOUEHME:
+ ICMP (0x1) — ICMP npoTokor;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) - UDP npotokon;
+ ESP (0x32) - npotokon ESP.
* Port — nopT, N0 KOTOPOMY BO3MOXHO MOAK/OUEHME;
+ Status — cTtaryc nogxkntveHus:
+ Closed — nogknYeHNe NO AaHHLIM NapamMeTpam 3aKpbITo;
+ Open — noakItyeHve Nno JaHHbIM napameTpam A0CTYMHO;
+ Unknown - cTaTyc nogknto4YeHnsi HEN3BECTEH.

05U Provider List:

0SU SSID : 0SU
Q50 Friendly Name 05U Desc Q50U Language Code OSU Server URI 05U NAI
#1 SP Red Test Onlyleng Free service for te https://osu-serve
1-1
1-2
1-3
#32 Mot Configured Mot Configured
2-1
2-2
2-3
#3 Mot Configured Mot Configured
3-1
3-2
3-3

05U Method
SOAP-XML

COMA-DM

OMA-DM

v

r

v

Q5U Icon
Select
Select
Select
u]
Select
Select
Select
o]
Select
Select

Select

Cnucok npoBaiigepoB, KOTOPbIM AOCTYNHA OHNaliH-perucTpayms (OSU Provider List):

* OSU SSID - npgeHTndpmkatop cetn onsa oHnaH-perncTpaumm;
* OSU Friendly Name — nms uHTepHeT nposaigepa;

+ OSU Desc — onucaHue cepeepa OHAalH-perncrpaumy;

+ OSU Language Code — kop, fi3blka OHMalH-perncrpaumy;

+ OSU Server URI — URL cepBepa oHNalH-perncrpaumy;

+ OSU NAI - ID pocTyna K ceTu on1s oHNnanH-perncTpaumy;

+ OSU Method — meToga oHNnaiH-perncTpaumy,;

+ OSU Icon — norotun nposangepa.
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Link Status

¥|:

Symmetric Link

WAN Metrics Information :

At Capacity Down Link Speed Up Link Speed

Down Link Load

Up Link Load Lmd

MHopmauus o metpuke WAN (WAN Metrics Information):

* Link Status — cOCTOSIHNE COeANHEHUS:

* Link up — coevHeHVE aKTUBHO;

+ Link Down — coegnHeHne HeaKkTUBHO;

* Link Test — coegmHeHne paboTaeT B TECTOBOM pPeXMME.
« Symmetric Link — coeguHeHne cummeTpuryHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric

Link);

+ At Capacity — nponyckHasi CnoCOGHOCTb;

+ Down Link speed — CKOPOCTb HUCXOAALLENO NOTOKA;
* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;

« Down Link Load — Harpy3ka Ha HMCXoAsLWMIA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLLMIA NOTOK,;

« Lmd - pnmTenbHoCTb n3MepeHus Harpysku (Load Measurement Duration).

[Nsi BCTYN/IeHUsI B CU/Ty HOBOI KOHQOUIypaLumy 1 3aHECEHNs] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh

HaxkMuTe KHonky «Update».

4.5.12 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasnenns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radic |1 Y

WAP Enabled WMF-Enable

0 ./
1

2 ./
3 "

10
11
1z
13
14

15

Click "Update”™ to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica;

+ VAP — HOMep BUPTYasibHOW TOUKM AOCTYNa;

+ Enabled — npu yctaHoBNEeHHOM chnare BUpTyasibHasA Touka AocTyna 6yaeT akTVBHa, MHauye — He akTUBHa,;

+ WMF-Enable — npu ycTaHoBneHHOM chnare 6yaeT akTuBHa yHKUMA nepeHanpaBneHns multicast-
NakeToB Ha BUPTYasIbHOIN TOUKe A0CTYNa, MHaye — He aKTMBHaA.

[Nsi BCTYN/IeHUsI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMSTh

HaxkmuTe KHonky «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MexXAy Toukamm AocTyna no 6ecrnpoBOAHON CeTu.

© WDS He MOXeT 6bITb HACTPOEH, EC/IN Ha Touke HacTpoeH WGB nnv BK/OHEH pexuM Knacrepa.

© [ns koppekTHOIt pa6oTbl WDS HE06X0AMMO, UTOGbI HA TOUKax A0CTyna 6bina yCTaHOBIEeHa
oAVHaKoBasi BEpCcus NporpaMMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off ~|

Spanning Tree Mode Enabled '® Disabled
Interface wianOwds0 Interface wlanDwds4
Radio [t v] Radio [1v]
local Address  |EB:28:CLiCLi27:60 | Local Address | EB:28:C1iCL27:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) w |
Interface wianOwds1 Interface wlanOwds5
Radio [1v] Radio [1v]
local Address | E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CL:a7:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | None (Plain-text) w | Encryption | Nene (Plain-text) v |
Interface wilanOwds2 Interface wilanDwds6
Radio 1~ Radio 1~
local Address  |EB:zBiCLiCLi27i60 | Local Address  |EB:2B:CLiCLi27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Cennection Status | down |
Encryptien | None (Plain-text) w | Encryption | None (Plain-text) w |
Interface wianOwds3 Interface wlanOwds?
Radio [EN! Radio [1v]
local Address | EB:28:CLiC1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) w | Encryption | Nene (Plain-text) v |
Click "Update™ to save the new settings.

| Update |

+ Tunneling — onuus AOCTyNHa TO/LKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnoyaeTcs K Master no paguovHTepdelicy;,
+ Spanning T ree M ode — pexum paboTbl npoTokona STP ana npefoTBpalleHus netenb B CETU:
*+ Enabled — npwv yctaHoBneHHOM hriare npotokon STP paspelueH 4515 NCNoNb30BaHuS.
PekomeHayeTcsa BKNHOUNTL Npu ncnonb3osaHum WDS;
* Disable — npu yctaHoBneHHoM chnare npotokon STP 3anpelueH;
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* Radio — Bbl6op pagnonHTepdeiica. Radio 1 - WDS 6yaet nocTpoeH B gnanasoHe 2.4 'y, Radio 2 - WDS
6yfeT NocTpoeH B gnanasoHe 5 My,

+ Local Address — npocmoTp MAC-agpeca TekyLlero pagnovHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas paboTta. MAC-agpec pagnonHtepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces;

+ Connection Status — cTaTyc COefiMHeHWs;

+ Signal — ypoBeHb cUrHasia, C KOTOpbIM TekyLliaa Touka A0CTyna BUAMT BCTPEUHYIO TOUYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

* None — He ucnonb3oBaTh WMGpPOBaAHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPOnKu:
+ SSID — nima Wi-Fi cetu;
+ Key — WPA-kntou. IniMHa kioya coctas/iseTt oT 8 40 63 CUMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeceHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5.14 NMopameHo «<MAC Authentication»

B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoAkIYaTbCcs K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global policy Allow only stations in list
®) Block all stations in list
Access List A
Radic (1 ¥
VAP S5ID ACL Policy Mode
0 Elex-Loca default ¥ | | Global *
1 |oo0111_TestLength default ¥ | | Global ¥
2 |BRAS-Guest default ¥ | | Global *
3 Eltex-Guest default ¥ | | Global ¥
4 |test_80211r_5g default ¥ | | Global ¥
5 1.11.4_802111r default ¥ | | Global ¥
& 1.11.4_802111r_26& default ¥ | | Global ¥
7 Wirtual Access Point 7 default ¥ | | Glcbal ¥
8 |virtual Access Point 8 default ¥ | | Global *
9 |virtual Access Point 2 default ¥ | | Global ¥
10 \irtual Access Point 10 default ¥ | | Global *
11 lvirtual Access Peint 11 default ¥ | | Global ¥
12 yirtual Access Point 12 default ¥ | | Global ¥
13 |virtual Access Point 13 default ¥ | | Global *
14 lvirtual Access Point 14 default ¥ | | Global ¥
15 |virtual Access Point 15 default ¥ | | Global *
Click "Update™ to save the new settings.
Update

* Global policy — BbI6Gop cnucka thunbtpauun MAC-agpecos npu ayTeHTUMKaLnK;
« Allow o nly s tations in list — npn yctaHoBneHHOM chnare 6yaeTt hopMmpoBaTtbCs 6esblili CNMCoK

MAC-agpecos;
* Block all stations in list — npu yctaHoBneHHOM donare 6yaeT qoOpMUPOBAaTLCS YEPHbIN CNCOK
MAC-agpecos.
Arcess List Create W
MNew acl name {1 - 32 characters}

Click "Update™ to save the new settings.
Update
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* Access List — BbIGOp cyLlecTBytoLMX cnnuckoB MAC-afpecoB uan co3faHne HOBOTO CnvcKa:
* Create - co3gaHne HOBOTO CrucKa:
* New acl name - BBeauTe UMsi HOBOro cnmcka MAC-afpecoB 1 HaxmuTe kHomnky «Update» ans
€10 CO3AaHusl.

Access List Test_List v

Delete Access List

Stations List E8:28:C1:DA:CB:80
E8:28:F1:DA:CB:B0D
AB:28:C1:DA:CB:80

Remowve

| || Add

+ default — ctaHgapTHbIA nycToli cnncok MAC-aapecoB. Mpu BbIGOpe AaHHOro cnucka nunmn niboro
[PYroro paHee co3gaHHOro 6yayT AOCTYMHbI 415 pefakTMpoBaHNs NOss:
+ Delete Access List — npu ycTaHoBKe dhiara u nocneayroLLem HaxaTum Ha kHornky «Update»,
BblOpaHHbIi Access List 6yaet yaaneH. Cnucok default ynanuTte Henb3s.
+ Stations List — cnncok MAC-aipecoB K/IMEHTOB, KOTOPbIM paspeLLeH/3arnpeLLeH gOoCTyn.

Ana pobasneHns MAC-agpeca B cnmcok ounstpauun, B napametpe «Access List» BbibepuTe Hy>XXHbI CMCOK
n Beeante MAC-aapec, KOTOpPbI HY)XXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-aapec nosButcs B
paspgene «Station List» .

[Ona ynanenna MAC-agpeca 13 cnvicka B pasgerne «Station List» BbibepuTe 3anncb U HAXXMUTE Ha KHOMKY
«Removen.

* Radio — BbIGOp paano nHTepdeiica TOUKM A0CTYNa;
+ VAP - HOMep BMPTYasibHOW TOUKM A0CTYNa;
+ SSID — umMsi BUPTYyasibHO TOUKKN AOCTYN3;
+ ACL - BbIGop cnncka MAC-aapecoB ans NnpuBsa3kn ero K BbibpaHHomy SSID;
*+ Policy Mode — HacTpoiika 6enbix/4epHblx cnmckoB MAC-agpecos:
+ Global — nns Tekyuiero SSID Bbl6paHHbI cnncok MAC-aapecoB 6yeT COOTBETCTBOBATb
rno6asbHOMY hnary;
+ Allow — ans Tekyulero SSID BbIGpaHHbIii CNNCOK ByaeT SABNATbLCA 6enbiM (YCTpoiicTBam M3 cnmcka
paspeLlleH JocTyn);
* Block — nns Tekyuero SSID BbIGpaHHbIi CIUCOK ByAeT SABNATbLCS YepHbIM (YCTPOCTBaM 13 cnncka
3anpeLueH AocTyn).

[na BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».
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B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K

TOYKEe AOCTyMna B 3aBUCUMOCTU OT yTuUnmnsaunn KaHana.

Load Balancing

Utilization for Mo Mew Assocations

Update

Click "Update” to save the new settings.

Modify load balancing settings

Enabled '® Disabled

(Percent, O disables)

+ Load Balancing — 6anaHc1MpoBKa Harpys3Kku:

* Enabled — 6anaHcMpoBKa Harpy3ku BKHOUYEHS,
* Disabled — 6anaHcnpoBKa Harpy3ku BbIK/llOUEHA.

- Utilization for No New Associations — ypoBeHb YyTUI13aLun Nosiocbl NPOMyCKaHUS TOYKM AOCTYNa, Npu
MPEBbILLIEHUM KOTOPOIA NPOVUCXOANUT 3anpPeT Ha NOAK/OYEHNE HOBbIX KIMEHTOB, 3aa4aeTcs B %. o

ymonuyanuio — 0.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNsI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh

HaxkmuTe KHonky «Update».

4.5.16 MoameHto «Authentication»

B nogmeHto «Authentication» npon3soanTca HacCTpoika TOUKM AOCTyNa B peXume KAneHTa no npoTokony
802.1X onsa npoxoxaeHUs npouenypbl ayTeHTUMKauumn Ha BbilecTosALweM 060pya0BaHUN.

Click "Refresh™ button to refresh the page.
Refrash

Modify 802.1X Supplicant Authentication settings

Supplicant Configuration ...

BOZ.1X Supplicant Enabled ® Disabled
EAP Method D5 ¥

Username

Fassword

Click #Update® to save the new settings.
Update

t 1 - 64 characters)

: 1 - 64 characters)

Certificate File Status ...

Certificate File Present no

Certificate Expiration Date Not Present

Certificate File Upload ...

Upload Method ® y11p TFTE
Filename

Upload

BufepuTs tealin | Paiin He enfpaH

Erowse to the location where your certificate file is stored and click the "Upload” button.
To upload from & TFTP server, click the TFTP radio button and enter the TFTP server information.

Supplicant Configuration — B pasgene BbINONHAETCA HACTPOika NapaMeTPOB ayTEHTU(IMNKALN:

+ 802.1X Supplicant — BKNOUNTL/BbIKNIOUNTL PAbOTY TOUKM AOCTYNa B PEXMME K/IMEHTa N0 NPOTOKOY

802.1X:
« Enabled — BKNOUNTD;
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+ Disabled — BbIKMOUNTD;
+ EAP Method — anroputm wndgpoBaHus Npu ayTeHTUdUKaLMM nonb3oBaTtens. Bo3mMoxHble 3Ha4YeHus:
MDS5, PEAP, TLS;
+ Username — ums nonb3oBatens. NapameTp MoOXeT cogepxarb oT 1 40 64 CMMBO/OB;
+ Password — naponb. MNapameTp MOXeT cogepxatb oT 1 40 64 CUMBO/IOB.

[ns BCTynneHus B cuy HOBOW KOHOMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

Certificate File Status — B pasgene MoxHo npocmMoTpeTb nHdopMauuio o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present - yka3blBa€eT, NpuUcyTCTBYeT /in cpaiin ceptudmkara HTTP SSL. Bo3amoxHble
3Ha4YyeHus: yes, no. Mo ymonyaHmio ceptudomkar OTCyTCTBYET - NO.

« Certificate Expiration Date - gata, yka3biBatolasi Ha TO, KOrga UCTeYEeT CPOK AeiicTBuaA thaina
ceptudomkata HTTP SSL. Ecnin ceptudomkaT oTCyTCTBYET 0TOOpaxkaeTcs coobuieHune - «Not Present».

Certificate File Upload - B pa3gene BbinosHsieTcs 3arpy3ska channa HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL cepTudnkara:
* HTTP - 3arpyska ceptucpmkara yepes HTTP. Mpu Bbi6ope aToro cnocoba HaxXMmTe KHOMKY
«BbibepuTe thaiin», ykaxute aiin, KoTopblii HY>XHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy)XHO 3anosiHUTb
cnegytoiime nons:
*+ Filename — nms haiina ceptucpmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.5.17 NopmeHo «Management ACL»

B noameHio «kManagement ACL» BbINOMHSAETCS HACTPOIKa CMMCKOB A0CTYyMNa ynpasneHus yCTPOCTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Maode Enabled ™ pDisabled

IF Address o R L R )
IF Address 2 [Esie e e s e |
IP Address [ O O )
IF Addre
IP Addre
IPvE Addre
IPvE Addre
IPvE Addre
IPvE Addre
IPvE Addre

[l i e e e ey |

un un u
Wb
e

(5]}

[Blatelbrtele "B o e o e e |

[ o N § SOOI IR | ORI RO RO SR
|:XXXX:XXXX:XXXX:XXXX:XXXXlXXXX:XXXX:XXXX:'
[ 300K 13O0 1 HOO0K FHICER EI00E E 000K | 3000 300K

I:XXXX:XXXX:XXXX:XXXXlXXXXlXXXX:XXXX:XXXX:I

mw owomomom
m ok WM

I:XXKXIXXKKIXXXKIXXXXIXXXXIXXXXIXXXXIXXXX)

Click "Update” to save the new settings.
Update

+ Management ACL Mode — ncnonb3oBaHune CNUCKOB AOCTyNa K ynpas/IeHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBfieHHOM chnare OyHKLMOHa BK/IIOYEH;
+ Disabled — npu yctaHoB/ieHHOM dhnare OyHKLMOHaT OTK/THOYEH,;
+ IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEIOT AOCTYN K yNpaB/ieHN0 YCTPONCTBOM;
* IPv6 Address 1...5 — cnucok xocToB IPv6, KOTopble MMET AOCTYN K yNpaBfeHno YyCTPOCTBOM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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B noameHto «OTT Settings» BbinonHsieTcst HacTpoiika napametpoB OTT(Over the Top) ans noctpoexus IPsec,

nn6o GRE-TyHHenel BHyTpu IPSec coemHeHNs OT TOYKM JOCTyna.

OTT Settings

Service Activator URL

IPsec Remote Gateway 172.16.0.1
IP=ec Operational Status

XAUTH User user
XAUTH Password passwaord
Advanced Settings =

(https://<oocoocxoocxo /. Domain names @ <Port=)

(oo xaoocood /. Domain name)

(Range: 4-16 chars)
(Range: 8-48 chars)

« Service Activator URL — agpec cepBuc-akTBaTopa, 3aaaetcs B goopmate https://<xXX.XXX.XXX.XXX /

Domain name>:<Port>

+ IPsec Remote Gateway — w03 ansa IPsec, 3agaetca B oopmare IP-agpeca niv 4OMEHHOTo MMeHWN.

+ IPsec Operation Status — yctaHoBuTe donaxok 4151 BK/YEHNA KOHQurypmupyemoro IPsec coegMHeHNS.

« XAUTH User — nms nonb3oBartens As1s pacliMpeHHon aBTopum3almm, He06XoAMMOo A/1s paboThl
mexaHn3ama mode config. MapameTp AomxeH cogepxatb oT 4 A0 16 CMMBO/IOB.

« XAUTH Password — naposnb nonb3oBaTens Ansa pacluMpeHHol aBTopusaumm, Heob6xoammo ans padoTbl
mexaHn3ama mode config. MapameTp gomkeH cogepxatb oT 8 A0 48 CMMBO/OB.

UT06bI NEpeiiTh K pacluMpeHHOMY CMMCKY NapamMeTpoB, HAXXMUTE KHOMKY C N306paXeHNeEM CUMBOAA «+»

HanpoTuB «Advanced Settings»:

|Psec MAT Keepalive

|Psec Password

IPsec Proposal
|Psec Authentication Algorithm

|Psec DH Group

|Psec Encryption Algorithm
IPsec Policy
|Psec DPD Delay

IPsec Chaild SA Lifetime
IPsec VPN

Force Establish Tunnel
GRE Over IPsec

Use GRE Mode

GRE Over IPsec Mgmt
GRE Over IPsec Data
GRE MTU Offset

GRE Ping Counter

Update

Click "Update™ to save the new settings.

Advanced Settings E]

IKE Proposal

|IKE Authentication Algorithm mds

IKE DH Group 1w

|KE Encryption Algorithm aes v

IKE Policy

Use ISAKMP Mode Config < on O of

IKE Lifetime [86400 | (Sec, Range: 180-86400)
Use NAT-T Wi

|180  |(Sec, Range: 1-300)

v Use XAUTH Password

mds

0 w

aes v

|180 | (Sec, Range: 5-600)
|3600 | (Sec, Range: 180-86400)

o

*' On Off

({Range: B-48 chars)

|192.1683.2

| (oot e ez 03e)

|192.168.33
|148 | (Range: 0-220)
|3 | (Range: 3-80)

| (2203020200 200002000
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IKE Proposal:

* IKE Authentication Algorithm — Bbl6op anropuTma xawmvposaHus IKE, npefHasHaveH ans npoBepku
LEe/IOCTHOCTU AaHHBbIX.

* IKE DH Group - Bbl6op anroputma Audcun-XennmaHa, UCNosib3yeTcs YTo6bl yCTaHOBUTL OOLLNIA CEKpET
B He3alUVLLEHHON CeTU.

* IKE Encryption Algorithm — Bbi6op anroputma WwudposaHus A1 1 asbl nogknoyveHus IPsec.

IKE Policy:

+ Use ISAKMP Mode Config — akTUBUPYEM PEXMM aBTOMATUYECKOro NOJTyYeHUs BUPTYaslbHOTO agpeca,
yAanEéHHOI noacetu, agpecos ansa nogHatusa GRE-TyHHenel ot ESR, K kOTOpoMy nogkntoyaemcs no
IPSec.

* IKE Lifetime — Bpems xu3Hu IKE (cpaza 1), fomkeH 6bITb MAEHTMYEH N0 06e cTopoHbI IKE/IPsec-
coeanHeHus. MapameTp npuHnumaeT 3HadeHna ot 180 go 86400 cekyHA. Mo ymonyaHuio - 86400 cekyHp,

* Use NAT-T - Heob6xo4MMO BKMOUUTL donar, ecnv Touka goctyna Haxoantces 3a NAT.

* IPsec NAT Keepalive - nepnogn4HoCTb OTnpaBku naketoB keepalive npu pa6ote yepe3 NAT, 4To6bI
NAT-TpaHCnAuMa coxpaHanach Ha BbILLECTOALMX poyTepax npu A/IMTENbHON He aKTUBHOCTH CO
CTOPOHbI KNueHTa. MNMapameTtp npuHumaet 3HadeHns ot 0 go 300 cekyHA,. Mo ymonuanuio - 180 cekyHa.

* IPsec Password - naponb gns IKE/ISPEC-coegnHeHus. MapameTp A0/MKEH cogepxaTb oT 8 oo 48
CVIMBOJ10B.

+ Use XAUTH Password - npu yctaHoBnieHHom donare ans IKE/ISPEC-coegnmHeHnst 6yaeT cnonb30BaTbCs
3aaHHbIli paHee XAUTH Password. Ecnv conar He ycTaHOBNEH ByaeT MCno/b30BaTbCs Naposib,
yKasaHHbIii B none IPsec Password. Mone goctynHo ecnu Use ISAKMP Mode Config BKNtOYEH.

IKE Gateway - pa3zgen v BCce ero napameTpbl AOCTYMNHbI 4715 peAakTUPOBaHWA Npy ycrioBMK, YTo napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

* IPsec Local Address - agpec KnvMeHTa, KOTOpbIil UCNo/b3yeT B kadecTBe IKE nokasnbHyo CETb C MaCKOW
nogceTn 255.255.255.255 (/32).

* IPsec Remote Network - yaganeHnHas IKE nogceTs.

*+ IPsec Remote Mask - macka yaaneHHon nogcetu IKE.

IPsec Proposal :

* IPsec Authentication Algorithm — BbI6Op asiropuTMa X3aLmpoBaHus IPsec, npegHasHayeH A/18 NpoBepKu
LEe/IOCTHOCTU AaHHBbIX.

* IPsec DH Group — BbI6op anroputma Anddm-XennmaHa, Mcnonb3yercs 4Tobbl YCTaHOBUTb 06LLMI
CeKpeT B He3all1LLEeHHO ceTu.

* IPsec Encryption Algorithm — BblGop anroputma wmdposaHnsa ans 1 dasbl nogkatoveHns IPsec.

IPsec Policy:

* IPsec DPD Delay — vHTepBaJs1 OTNpaBKu NakeToB 0OHapyXeHns paspbiBa coeanHeHus. [Npy oTcyTCTBUM C
NPOTUBONONOXHON CTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsg, Touka goctyna coutet VPN
passasimBLUMMCA 1 Npou3BeneTt nepesanyck IPsec VPN co cBoeit CTopoHbl. MapameTp npuHuMaet
3HadeHns ot 5 go 600 cekyHg. Mo ymonuaHuio - 180 cekyHA.

* IPsec Chaild SA Lifetime — Bpemsi xu3Hu IPsec VPN SA (cpasa 2), o/mKeH 6bITb 04UHAKOBbLIM C 06ENX
cTopoH TyHHens IKE/IPsec. JomxeH 6biTb Hke, yeMm IKE Lifetime. MapameTp npyHUMaeT 3HavyeHns oT
180 o 86400 cekyHa. Mo ymonuaHuto - 3600 cekyHA,

IPsec VPN:

* Force Establish Tunnel — BKIUUTb, 4TOObLI yCTaHOBUTL coeanHeHmne IPsec VPN HemeaneHHo. ViHaue,
VPN-coegmHeHune IPsec 6yaeT ycTaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BkntounTb nam otkniountb GRE yepes IPsec . Bo BK/1lOUEHHOM COCTOSAHUM A5
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:
* GRE Over IPsec Mgmt — IP-agpec GRE gns TyHHens ynpasneHus .
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* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMU .

* GRE MTU Offset — onpegensieT ymeHbluenne MTU gna GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHayeHo MTU ucxoas n3 pacyeta 1500 - GRE MTU Offset. MapameTp NpuHUMaeT 3HayeHus oT 0
0o 220.

* GRE Ping Counter — 4T06bI MPOBEPUTBL, YUTO TYHHENb GRE Bce elle xuB, oTnpasnsetcs ping Ha GRE
IP-management kaxaple 10 cekyHA. DTO 3HaYeHNe onpeensier, CKOMbKO NMakeToB NMUHra MOXeT
6bITb NOTEPSAHO, 40 TOrO, Kak ToUKa A40CTyna nepesanycTut coeguHeHune IPsec.

MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M Mexay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

© *MogmeHIo JOCTYMHO, ECNIM Ha TOUKe A0CTyna ycTaHosneHo MO ¢ nogaepxkoii Mesh (Hanpumep,
WEP-12ac-1.14.0.X-MESH.tar.gz n 60nee no3aHue Bepcum).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off W |
Spanning Tree Mode On v
Tunneling Off b

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up hd

Mesh 1D ‘Mesh ‘
Mesh Encryption Off W

Mesh Root Oon v

Mesh Root Address ‘ ABIF9:4B:B5:52:9 ‘

Mesh Interface Address ‘ AR:F9:4B:B5:52:9 ‘

Mesh General Settings — B jaHHOM pasfesne BbINO/HAETCA HAacTpolika o6wwux Mesh napameTpos.

* Autopeer Status — cTaTyc aBTOKOH(pMIyprMpoBaHusi Touek focTyna. [Jo/mKeH ObITb OTK/II0UYEH Ha
npoBogHoii Touke (Root) 1 BkNtOUEH Ha 6GeCNPOBOAHbIX.
+ Spanning Tree Mode — pexum pa6oTbl npotokona STP gns npegoTBpalleHus NneTenb B CETY;
* Tunneling — onumsa gocTynHa TobKO Npu ncnosb3oBaHun GRE:
+ Off — GRE He ucnonbayetcs, onums Tunneling BbIKNHOYEH3;
+ Master — Touka nogkntoyaeTcs B ceTb Yepes Ethernet-uHtepdeiic;
+ Slave — Touka nogxntouaeTcs kK Master-Touke no paguonHTepdeiicy.
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Mesh Interface Settings — B faHHOM pasfesne BbINO/HAETCA HACTPOlika NapameTpoB UHTepdeica ans
opraHusauun Mesh. Pazgen goctyneH Tonbko Ha Root-Touke, T.e. Npu HaxoXxaeHun napameTpa Autopeer
Status B 3HaueHun off.

* Radio - BbIGOp pagnovHTepdelica ans opraHmusauyun Mesh;

* Interface - nHTepdeiic, UCcNonb3yeMblil Ans opraHusauun Mesh;

+ Status — cocTosiHue koHdurypmpyemoro Mesh-nHtepdelica;

« Mesh ID — nms Mesh-cetu;

+ Mesh Encryption — ucnonb3osaHvie Mesh-ceTu ¢ wncpoBaHnem (on — BKIHOUUTb, Off — BbIKIOUNTD);
+ Mesh Root — HazHaunTb TOUKY A0CTyna KoHTposnnepom B Mesh cetn (gomkHa 6bITb TOuKol BBOAA/

NPOBOAHON);
* Root Address — MAC-agpec nHTepdeiica TOUYKM AOCTYNa, SIBMSOLLENCS KOHTPON1epoM (3anosHseTcs
aBTOMAaTUNYeCKM);

* Mesh Interface Address — MAC-agpec Mesh-nHtepdeiica KoHUIryprpyemoi To4kM [OCTyna;

Mesh Mac Authentication

Peer's list

ag:f9:4b:b5:52:8f ag:f9:4b:bB:3a:1f
ag:f9:4b:b5:4d:af
ag:f9:4b:bd:cd: 27
ag:f9:4b:b5:52:9f
ag:f9:4b:bP:26:1F
e@:d9:e3:73:06:ef
af:f9:4b:b7:8b:cf
ad:f9:4b:bd:cd:3f

| Delete From Access List || Delete From Block List Access Block

|&-- mad | Access Block

Click "Update” to save the new settings.

Update

Mesh Mac Authentication — B pa3aene BbINOMHAETCA Ao6GaBneHne/yaaneHne yyactHmkos Mesh-cetn.

+ Allowed - Toukam goctyna aob6asneHHbIM B cnncok «Allowed» paspelieH aoctyn B Mesh-cetb:
+ Delete From Access List — ynanuTb BblaeneHHblin MAC-agpec 13 cnucka paspeLUeHHbIX;

*+ Blocked — Toukam goctyna nob6aeneHHbIM B cnncok «Blocked» 3anpeuyen goctyn B Mesh-ceTb:
* Delete From Block List — ynanuTb BblaeneHHbln MAC-agpec 13 cnucka 3anpeLueHHbIX.

+ Access Request — cnncok Tovek AocTyna npucnasBLInX 3anpoc Ha noakntoyeHne B Mesh-ceTs:
*+ Access — f06aBneHNe TOUKM A0CTyna B «6esblii» CNNCOK (A0CTYN paspeLleH);
* Block — no6aBneHue TOUKM A0OCTYNa B «YepHbI» CICOK (A0CTYN 3anpeLleH).

[ns Toro, uTo6bl A06aBUTL TOUKY AocTyna B cnucok Allowed/ Blocked spy4Hyto, Heobxodumo ssecmu MAC-
adpec moyku 8 nosie «<Add mac» u Haxxamb COOMBEMCMBYHOUYIO KHOIMKY:

+ Access - [o6aBrieHme TOYKM AocTyna B «6enblii» CrmMcoK
* Block - no6aBneHme TO4KM A0CTyNa B «4epHbIii» CMINCOK.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCMMYH0 NaMsiTb
Haxkmute KHonky «Update».
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4.5.20 MopmeHto «Mesh Monitoring»*
B nogmeHto « Mesh Monitoring» oTo6paxaeTcsa ctaTucTvka 1 coctosiHue coevHeHuii B Mesh-cetn.

© *MogmeHIo JOCTYMHO, ECNIM Ha TOUKe A0CTyna ycTaHosneHo MO ¢ nogaepxkoii Mesh (Hanpumep,
WEP-12ac-1.14.0.X-MESH.tar.gz n 6onee no3gHue sepcun).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RS5] Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:fi4bb¥:cc:8f ESTAB  -46 01:19:58 268274 75360 83085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
ab:f9:4b:bl:5hdf  ESTAB  -48 0L:19:59 634302 161236 85244 (13.4%) 12904 (B.0%) 0 Kbits/sec 0 Kbits/sec
ab:f94bb4:53:7f  ESTAB  -44 14:13:42 622430 151387 B2455 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
ab:f9:4b:16:efbf WEP-12acrev.C(ROOCT) 192.168.56.116 1.14.0.88-mesh_test-741%06c-MESH 0
aB:f9:4b:b0:5f df WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:bd:53:7f WEP-12ac 152.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
afd:f9:4b:b7.cc:8f Z 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B pa3gene otobpaxaetcsa Tabnmua co CTaTUCTUKON COeAMHEHNIA C COCeAHUMM
TOoYKamu gocTyna.

Stats Update — npu HaxxaTum Ha KHONKY NpOM30AN4eT 0GHOB/EHME CTaTUCTUKN B TabNNLE;
Auto Update — aBToMaTyeckoe 06HOB/MEHNE TabnuLbl (4aHHbIE 06HOBAAIOTCS pa3 B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepdpeiica cocegHelt TOUK/M AOCTYN3,;

* Link State — cocTosiHMe COeQUHEHNS;

* RSSI - ypoBeHb CUrHasna OT cocefHen TOUKM A4OCTyna;

*+ Uptime — Npofo/MKUTENbHOCTb COEANHEHNS C TOUKOM [OCTYNa,;

+ Tx Total = KOIMYECTBO YCMEeLHO OTNPaB/IeHHbIX NAKETOB;

* Rx Total — kONMYeCTBO yCNELIHO NPUHSATLIX NAKETOB;

+ Tx Retry Count — KONN4eCTBO NOBTOPHO OTNPAaB/IEHHbIX NMAKETOB;

* Rx Retried Count — KONNYeCTBO MPUHSATLIX NAKeTOB, OTNPAaB/IEHHbIX NOBTOPHO;
+ Tx Actual Rate — TekyLlas CKOPOCTb Nepefayn gaHHbIX, B KOUT/C;

* Rx Actual Rate — TekyLLas CKOPOCTb NpvemMa faHHbIX, B KOUT/C.

Mesh Network — B pasaene otobpaxaetcsl Tabnuua ¢ nHcopmauyeli 06 ydactHukax Mesh-cetu.

© Oto6paxaeTcs TONbKO Ha YCTPOMCTBE, ABMAILLMMCS KOHTpO/IepoM Mesh-ceTu (Root AP).

Update Graph — npu HaxaTum Ha KHOMKY Npon30inaeT 06HOBNEHNE nHopMauun B Tabnuue u rpade;
Auto update — aBToMaTnyeckoe 06HOBNEHME TabnuLpl 1 rpada (AaHHble 06HOBASIIOTCA Kaxable 10 cekyHa);

* MAC Address — MAC-agpec Mesh-nHTtepcpeiica yyacTHuka cetu;
*+ Device Name — cuctemMHoe Umsi yCTPONCTBa,

+ IP Address — IP-agpec ycTpoiicTBa;

* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;

+ Last Update — Bpemsi nocnefHen CUHXPOHU3aLun ¢ yCTPONCTBOM.
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B pasgene MoOHMTOpUHIa pacnonaraeTcs rpad ¢ NoCTpoeHHol cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpad)a MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHMTb NPaBU/IbHOCTL PACMOIOXKEHMS TOUeK AocTyna
Mo TEPPUTOPUM MOKPLITUS U YKaXKET Ha NPO6/IEMHbIE MECTA, & TakKe NMOMOXET NPOoV3BOANTbL MOHUTOPUHT CETU
B peXVMe peasibHOro BpeMEHM.

Link status:

SIER
SN

/

WEP-12ac:rev.C(RODT)

WEP-12ac

4.6 MeHto «Services»

B MeHIo «Services» BbIMO/THAETCS HACTPOIiKa BCTPOEHHbIX CMYX6 TOUKM A0CTyna.

4.6.1 TogmeHto «Bonjour»

B nogmeHio «Bonjour» BbINOMHSETCA HACTPOliKa ycyru Bonjour, koTopasi No3BosisieT 6eCnpoBOAHbIM TOUKaM

[JOCTyna u nx cepBmcam 06HapyXxunBaTb ApYyr Apyra BHYTPU I0Ka/IbHOM CeTu, Ucnosb3ys 3anuncu B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enzbled '"® Disabled

Click "Update™ to save the new settings.
Update

Bonjour Status — coctosiHue ycnyru Bonjour:
« Enabled — npu ycTaHOBNEHHOM dhnare ycnyra akTuBHa;
+ Disabled — npun yctaHOBNEHHOM hnare ycnyra BblK/t0oHeHa.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.6.2 MoameHto «<Web Server»

B noameHio «Web Server» BbINONHATCA HACTPOIKM AOCTYyNa K ToUke AocTyna yepe3 web-uHtepdelic.

Configure Web Server Settings

HTTFS Server Status * Enahled Dizabled

HTTF Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timeout (minutes) 1440 (Range: 1 - 1440 minutes, Default; 3)

Click "Update™ to =ave the new =ettings.
Update

* HTTPS Server Status — coctosiHue cepsepa HTTPS:
+ Enabled — npun yctaHoBNeHHOM chnare nogkatodeHre K web-nHtepdelicy yctpoiictea 6ygert no
3awmeHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictsa He
[OCTYMHO no npotokony HTTPS;
* HTTP Server Status — cocTosHne cepsepa HTTP, aTOoT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHoBeHHOM dhnare nogkatdeHne K web-nHrepdelicy yctpoiictea byaet
paspeLueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictesa He
[0CTYNHO no npotokony HTTP;
* HTTP Port — Homep nopta ansa nepegayun HTTP-Tpacumka. NapameTtp npuHumaeT 3HadeHusa ot 1025 go
65535. Mo ymonuyaxuto - 80;
* HTTPS Port — Homep nopta ana nepegayn HTTPS-Tpadmka. MapameTp npuHnumaeT 3HavyeHns ot 1025
[0 65535, To ymonyaHuio - 443;
* Maximum Sessions — konnyecTtBo web-ceccuii, Bktouas HTTP n HTTPs, koTopble MOryT 6bITb
OAHOBPEMEHHO 3anyLleHHbl. MapameTp npuHUMaeT 3HadeHus ot 1 go 10 ceccuid. Mo ymonyaxuio - 5;
+ Session Timeout (minutes) — nepvo BpeMeHM, N0 NCTEYEHNM KOTOPOro CUCTEMA aBTOMAaTNYECKM
BbINO/THAT BbIXO4, U3 Web-nHTepdpeiica, ecnim nonb3oBaTeslb He Obl1 akTUBEH. MapameTp npuHUMaeT
3HayeHuns ot 1 o 1440 MuHyT. Mo ymonyaHmio - 60 MUHYT.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update™ to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Commaon Name: CHN=192.168.1.10

Generate HTTP SSL Certificate — B gaHHOM pa3gene npu Haxatum Ha kHonky «Update» BbinonHseTcs
reHepauus HoBoro HTTP SSL ceptuchmkata gns 6esonacHoro goctyna k web-cepsepy. [JaHHoe gelicteue
HY>XHO BbINO/IHWUTbL NpuK nony4veHun IP-agpeca, 4Tobbl MMs cepTudpmkata cosnagano c IP-agpecom ycTpoiicTaa.
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Mpwv co3naHun HOBOTO cepTudinkara byaeT 3anyLieH web-cepsep 6e3onacHoCTU. 3alueHHOe CoejuHeHe
He ByaeT (PyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npYMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL cepTtudimnkare:

« Certificate File Present — yka3blBa€eT, NpucyTCTByeT /in ceptudpmkar SSL HTTP;
« Certificate Expiration Date — faTa, O KOTOpOW cepTndnKaT AeACTBUTENEH;
* Certificate Issuer Common Name — ums ceptudomnkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To =zave the Certificate to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method ® HTTP TFTR

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTF server, click the TFTF radio button and enter the TFTF server information.

Upload Metheod ® HTTP TFTE
HTTF S5L Certificate File BrifepuTe dain | Main He soibpaH

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbiNoNHAeTCs coxpaHeHune Tekyuiero HTTP SSL
cepTudmkaTta, KOTopbIi B AasibHElLIEM MOXET 6bITb MCNOb30BaH Kak backup-haiin:

Download Method — meToa coxpaHeHua HTTP SSL ceptudmkara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
* TFTP - ceptudpmkar 6yaet coxpaHeH Ha TFTP-cepBepe, npy ykasaHun 3Toro cnocoba Hy>Ho
3anosiHUTbL cneayroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNoNb30BaTbCA AN
3arpysku goan.

Haxmute Ha kHonky «Download» ons coxpaHeHus canna HTTP SSL ceptudmnkarta.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3aene BbINONHAETCA 3arpy3ka caiina
HTTP SSL Certificate:

Upload Method — meTop 3arpy3ku thaiina HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykazaHun 3Toro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbIV HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - uepe3 TFTP-cepBep, Npu yKkazaHuy 3TOro cnocoba HyXHO 3anosiHUTb creayroLue nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3a4aeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTbCA AN
3arpysku goan.

HaxmunTte Ha kHonKy «Upload» ansa 3arpysku ¢paiina Ha yCcTpOCTBO.

79



PykoBogacTBo no akcnayatauum WEP-12ac

4.6.3 MNopgmMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

Set S5H Status

5SH Status * Enabled Disabled

Click "Update™ to save the new settings.
Update

SSH Status — cocTosiHue gocTyna K yCTpOWCTBY No npoTokosy SSH:

« Enabled — npu ycTaHOBNEHHOM chiiare fOCTYN pa3peLueH;
* Disabled — npu yctaHOoBNeHHOM dhare AOCTYnN 3anpeLyeH.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNsI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».

4.6.4 MopmeHto «Telnet»

B noameHto «Telnet» BbINOHAETCA HACTpOViKa AOCTyna K yCTPOMCTBY no npotokosny Telnet.
Telnet — npoTokon, NpefHa3HaYeHHbI ANs opraHu3auuy yrnpasneHus no cetu. No3sonseT yaaneHHo
NOAKMOUNTLCA K LLU/II03Y C KOMNbOTEPA A1 HACTPOMKM 1 yNpaBieHus.

Set Telnet Status

Telnet Status * Enabled Disabled

Click "Update” to save the new settings.

Update

Telnet Status — cocTosiHME AOCTyna K YCTPOCTBY No npoTokony Telnet:

* Enabled — npun yctaHoBNeHHOM dhnare AOCTYN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhnare AOCTYnN 3anpeLyeH.

[ns BCTynneHus B cuy HOBOM KOHUIypauum 1 3aHeCeHnss HaCTPOEK B S3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.6.5 MopgmeHo «QoS»

B nogmeHo «QoS» HacTpamBatoTca yHKLUMM obecneyeHns kayectBa o6cnyxueanus (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCA ANS KaXA0ro paavonHTepdeiica.

QoS ucnonbayetca Ansa obecnevyeHns MMHUMasIbHbIX 3aePXKeK B nepefaye faHHbIX Taknx CepBUCOB, Kak
nepepgaya rosioca no IP (VolP), BUaeo B pexmme peasibHOro BpeMeHU 1 ApYyrmx CEPBUCOB, YyBCTBUTE/bHbIX KO
BpeMeHM nepegayn AaHHbIX.
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Modify QoS queue parameters

Update

Click "Update” to =ave the new settings.

Radio (1 ¥
EDCA Template Custom v
CQueue AIFS cwMin cwMax Max. Burst
Data 0 ¥ | [= = -
(\Woice) L E ! L5
Data 1 = v - v
AP EDCA parameters (Videa) L 13 3.0
Data 2 r - r
(Best Effort) 3 15 o
Data 3 = - v r
(Background) © L5 1023 0
Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS cwMin cwMax THOP Limit
Data 0 v | |7 v 47
(Voice) 2 3 - -
Data 1 - r - r a
Station EDCA parameters (Video) 2 15 2
Data 2 v - =
(Best Effort) 3 15 o
Data 3 = - r r
(Background) U L5 1023 o
No Acknowledgement on '® off
APSD ® 0On off

Radio — pagnouHTepdeiic, Ans KOTOpPoro 6yayT BbINONHATLCA HACTPOIKK NnapameTpoB QoS;

« EDCA Template — wabnoH c npegonpeneneHHbiMn napameTpamu EDCA:
+ Default — HacTpOIiK1M NO YMOMYaHWIO;
+ Optimized for Voice — onTuMasibHble HACTPOWKK AN Nepeaayn ronoca;
+ Custom — nosnb3oBaTefibCkne HaCTPONKY;
* AP EDCA Parameters — Tabnmua HaCTpOeK napameTpoB TOUKM AocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNNEHTY):
Queue — npeponpefeneHHble ovepean AN pasIMYHoro poga Tpaduka:
Data 0 (Voice) — BbicOKONPUOPUTETHASA oYepe/ib, MUHUMabHbIE 3aepPXK1. B gaHHOI ouepean
aBTomMaTnyeckn obpabaTbiBatoTCs aHHble, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,

NOTOKOBOE BNAEO,

Data 1 (Video) — BbiCOKONpUopuUTETHASI 0UYepeb, MUHUMa/TbHbIE 3a/lepXKn. B AaHHOI ouepean
aBToMaTnyeckn obpabaTbiBatoTCs BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

Data 2 (best effort) — cpegHenpuopuTeTHasi ouepeapb, CPEAHsIS NPONyCkHasi COCOBHOCTL 1
3a4epxka. B gaHHyto ovepeb oTripasnseTcsa 60/bWMHCTBO TPaAULMOHHbIX IP-AaHHbIX;

Data 3 (Background) — H13KONpPUOPUTETHASA OYepe/ib, BbICOKasi NPOMyCckHasi CNOCOGHOCTb.
AIFS (Arbitration Inter-Frame Spacing) — onpeaensieT Bpemsi oxuaaHust kaapos (opeiimoB)
[laHHbIX, N3MepseTcs B cnoTax, npuHuMaet 3HadeHus (1-15);
cwMin — Ha4ya/ibHOe 3HayeHVe BpeMEHW OXUAaHUA nepes NoBTOPHON OTNPaBKoW Kaapa, 3afaeTcs
B MUIUCEKYHAAX, MPUHUMAET 3HadveHus 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HadeHne cwMin
He MOXEeT npeBbllaTb 3HaYeHne cwMax;
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+ cwMax — MakcMMasibHOe 3HaYeHVe BpeMeHn OXuaaHusa nepes noBTOPHOW OTNpaBKoW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* Max. Burst — napamMeTp UCMosib3yeTca TOMbKO A1 AaHHbIX, NepefaBaeMblX OT TOUKM AOCTyna A0
CTaHuuMK KMeHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas Ans oyepeneil B 6ecnpoBogHOM
ceTu, NpUHNUMaeT 3Ha4veHusa 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkuum WiFi Multimedia, koTopasi no3sonsiet
ONTMMU3NPOBAaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tpyHKUMA BKNOYEHS;

+ Disable — (hyHKUMA BbIK/IOYEHS,

« Station EDCA Parameters — Tabnvua HaCTpPOEK NapameTpoB CTaHuuM KneHTa (Tpadvk nepegaercsa ot
CTaHUMW KNIMeHTa A0 TOYKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

* TXOP Limit — napamMeTp MUCMNosib3yeTCA TOMIbKO AN AaHHbIX, NepefaBaeMbiX OT CTaHUMM KNneHTa
[0 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BpEMEHU, B MUIJINCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus,

+ APSD - npwu yctaHoBneHHoM donare «On» GyAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOpbI ABSETCA METOAOM ynpaBneHus nutaHus. JaHHbIi pexumM pekomeHayetcs, ecnv ans VolP-
TenewgoHOB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.6.6 lMoagmeHto «<Email Alert»

PykoBogacTBo no akcnayatauum WEP-12ac

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe

(Email).

Email Alert Configuration

Email Alert Global Configuration

Admin Mode : |up b
From Address z |a|:|[@mai|.ru
Log Duraticn H | 30

Urgent Message Sewverity | Alert hd
MNon Urgent Sewverity : | Warning hd

Email Alert Mail Server Configuration

Mail Server Address H EIORIEIT
Characters)

Mail Server Security : | TLSvl v

Mail Server Port H |465

Username H |a|:l@mai|.ru

Password H |uuumu-umuttum

Email Alert Message Configuration

To Address 1 H |admin@mai|.ru

To Address 2 H |

To Address 3 H |

|{Range: 1 - 255 characters)

|minute5 {Range: 30 - 1440, Default: 30)

| (oo Xxx.xxx/Hostname max 255

|{Range:
|{Range:

|{Range:

|{Range:
|{Range:

|{Range:

0 - 65535, Default:25)
1 - 64 characters)

1 - 64 characters)

0 - 255 characters)
0 - 255 characters)

0 - 255 characters)

Log message from AP
Email Subject H | 9 9

characters)

Update Test Mail

(Range: 1 - 255

B pasgene «Email Alert Global Configuration» 3agatotcs rno6ansHble HACTPOVKK AN PYHKLMN OTNPaBKK

Email-coobLueHnii.

« Admin Mode - cocTosiHue hyHKLMKM oTnpaBki Email-cooblueHunii Ha Touke gocTyna:

* Up — dhyHKUMA BKNIOYEHS;
+ Down — (oyHKLMS1 OTK/THOUEHa;

* From Address — nouToBbIii agpec oTnpaBuTens. 3agaeTcs CTpoka Ao 255 cMMBONoB.;

* Log Duration — nHTepBasibl BpEMEHW OTNPaBKM HEKPUTUYHBIX COOBLLEeHNIA. MapameTp npuHuMaeT
3Ha4veHus ot 30 go 1440. Mo ymonyaHuio — 30;

+ Urgent Message Severity — ypoBeHb BaXXHOCTU COOBLLEHWI, KOTOPbIe ByAyT OTrpaB/ieHbl HEMeA/1IeHHO;

* Non Urgent Severity — ypoBeHb BaXXHOCTW COOOLLEHWNIA, KOTOPbIEe ByAyT onpas/ieHbl B UHTepBasiax «Log

Duration».

B pasgene «Email Alert Mail Server Configuration» Bbino/HsieTCA HACTpoiika NapaMeTpoB NOYTOBOIO cepBepa

N KNneHTa.

+ Mail Server Address — agpec No4TOBOro cepBepa, 3agaetcs cTpoka Buaga XXX XXX XXX.XXX;
* Mail Server Security — npoTokon ayTeHTUhmkaumm Ha no4ToBom cepsepe: Open, TLSv1. Mo ymonyaHuio

— Open;

+ Mail Server Port — Homep nopTa No4YToBOro cepsepa. MNapameTp npuHMMaeT 3HadeHnsa ot 0 go 65535. Mo
yMO/1l4aHuo — 25;

+ Username — Ms NOYTOBOrO K/IMEHTa, 3aZlaeTcs CTpoka A0 64 CMMBOJIOB;

+ Password — naponb NOYTOBOrO K/IMEHTA, 3a4aEeTCA CTpoKa A0 64 CUMBOJIOB.

83



PykoBogacTBo no akcnayatauum WEP-12ac

B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOiKa NnapaMeTpoB aBapuUnHOro
COOO6LLEHNS:

+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.6.7 MNMopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode @ Epabled Disabled
TX Interval |30 (Range: 5 - 32768 sec, Default: 30 sec)
POE Priority | Unknown ¥

Click "Update™ to save the new settings.

Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;
* Disabled — npu yctaHoBneHHom chnare LLDP BbIknoYeH;
« TX Interval — uHTepBan nocbinkn LLDP-coobuieHnit. MapameTp NnpMHMMaeT 3HavyeHus oT 5 o 32768
cekyHa. Mo ymonyanuio — 30 cekyHp;
* POE Priority — npuoputeT, nepecbinaemsiin B none «Extended Power Information».

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».
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4.6.8 MogmeHo «SNMP»

PykoBogacTBo no akcnayatauum WEP-12ac

B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

Hostname, Address, or Subnet of Network Management System

IPv6 Hostname, Address, or Subnet of Network Management System

SNMP ® Epabled Disabled

Read-only Community Name (for Permitted SNMP Get Operations) public (Range: 1 - 256 characters)

Port number the SNMP agent will listen to 161 (Range: 1025 - 65535, Default: 181)
Allow SNMP set requests * Enzbled Disabled

Read-write Community Name (for Permitted SNMP Set Operations) private (Range: 1 - 256 characters)

Restrict the scurce of SNMP requests to only the designated hosts or subnets Enzbled ® Dizabled

(X)ZX): 0N N0

(0000000000 Hostname max 255 Characters)

0 WO E W00 W00 000e Hostname max 255 Characters)

Trap Destinations

Community Name
(Range: 1 - 256 characters)

Hostname or IP or IPvE Address

Enabled Host Type SNMP versian = . B e~ .
(30303, 30003000 3000 X008 X0 OO0 X000 00000000000 000y Hostname miax 255 Characters)

" IPv4 ¥ | | snmpV2 ¥ | |public 172.16.0.22

+ SNMP - BKntoyeHve/BbIKNIOYEHWE ynpaBneHus ycTpoinctsom no SNMP:
* Enabled — npu yctaHoBneHHom chnare SNMP akTvBeH,;
* Disabled — npu yctaHoBneHHom donare SNMP BbIKNHOYEH;

* Read-only community name — naponb ans read-only 3anpocos, 3agaetcs cTpoka ot 1 o 256 cMMBO/10B;

* Port number the SNMP agent will listen to — Homep nopta npuema/otnpasky SNMP-co06LLeHNIA.
MapameTp npuHMMaeTt 3HadeHus ot 1025 go 65535. Mo ymonuaHuio - 161,
+ Allow SNMP set requests — pa3peLwunTb/3anpeTuTb KOHUrypuposaHue yctpoiictea no SNMP:
*+ Enabled - pa3pelmnTb KOHUryprpoBaHue yctpoictea no SNMP:

* Read-write community name — naponb g1 read-write 3anpocoBs, 3agaeTcsa cTpoka oT 1 go

256 cMMBO/IOB;
+ Disabled — 3anpetutb KOH(UrypmpoBaHue yctporictea no SNMP;
* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP

3anpochkl TOMbKO C YKasaHHbIX agpecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnm nmsa xocrta.

Ecnu Bk1toyeHo, He06X0A4MMO 3ano/THUTL NapamMeTpbl:
+ Hostname, Address, or Subnet of Network Management System — ums, agpec nav nogcets |Pv4,
KOTOpoi pa3spelteHo npuHumars SNMP-3anpocei;
+ IPv6 hostname, address, or subnet of Network Management System — nmsi, agpec uin noaceTb
IPv6, 13 koTopoit pa3pelueHo npuHuMmaTs SNMP-3anpochi.

Trap Destinations - HacTpoiika otnpasku SNMP-TpanoB Ha yaasieHHblin cepsep:

* Enabled - BkntoyeHne oTnpasBku Tpanos;

* Host Type - ykaxuTe, ABNSETCA NN BKIIKOYEHHbIV y3en y3/10M IPv4 nnv y3nom IPv6.

* SNMP version - Bbi6op Bepcumn npoTtokosia SNMP;

+ Community Name — BBe1Te UMs COOOLLECTBa, 3aaeTcs CTpoka oT 1 A0 256 CMMBO/OB;

n3

+ Hostname or IP or IPv6 Address - BBegnte DNS-ums nnu IP-agpec cepsepa, Ha KOTOpbIi Touka gocTyna

oynet otnpasnate SNMP-Tpansl.

B nogpasaene « Debug Settings» BbINONHAETCA HACTPOIiKa OTNPaBKM OT1a404HbIX COOBLLEHNIA.
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Debug Settings

Debugging output tokens

Dump sent and received SNMP packets Enzbled ® Disabled

Logs to Don't log v

Logs to specified files Jfvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs priornty leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs priority range From | Emergency ¥ |[to | Emergency ¥ | (only for Syslog output)

Transport upr LJuprs ¥ Tce L TCPS

Click "Update™ to save the new settings.
Update

dotll_traps (Range: 0 - 256 characters, empty string for 'no debug’, 'ALL', or
‘traps,zend’ - any tokens without spaces)

Debugging Output Tokens — naeHTMdUKATOP rPynnbl OTNAA04YHbIX COOOLLEHWIA;
Dump S ent and R eceived SNMP P ackets — BbIBOA, B 1OI COAEPXNMOTr0 NPUHMMAEMbIX 1 NepeaaBaeMbIxX
SNMP-coo6LeHniz;
Logs to — ykaszaHue mecTa BblBOZa Jiora:
« Don't L og — He BbIBOAUTb /10T;
« Standart Error, Standart Output — BbIBOA, B KOHCO/b;
+ File - BbIBOA B (haiin;
+ Syslog — Syslog-BbiBOg;
Logs to Specified Files — yka3aHue chaitna ans BbiBoga Nnora;
Logs P riority L evel — BbI6G0Op YPOBHS BbIBOAVMbIX JIOTOB, YKa3bIBAETCS NPV BbIBOAE N10ra B KOHCO/b NN
Goaiin;
Logs P riority R ange — yka3aHune gmana3oHa ypoBHel f1oroB ans Syslog-BbiBoaa,;
Transport — TpaHCNOPTHbIA NPOTOKO/, UCNO/b3yeMbl Ansa nepegadm SNMP-coo6LLeHNIA.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaxkmuTe KHonky «Update».
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4.6.9 MopgmeHto «Time Settings (NTP)»

B nogmeHto «Time Settings (NTP)» BbINno/IHSIeTCSt HACTPOIiKa /T0Ka/IbHOr0 BPEMEHW YCTPOICTBA.

Modify how the access point discovers the time

System Time {24 HR) Thu Dec & 2018 12:55:24 +07
Set Systemn Time ® Using Network Time Protocol (NTP)
Manually
NTE Server IPva/IPvE Address/Name 172.16.01 [oocaootaonaooy’ senn 100000 X0

/Haostname max 253 Ch

(reox.30ex0000.0000] o000
/Hostname max 253 Cha

- - P ; X000 XHHA T XHHK
MTP Alternative Server IPvd/IPvSs Address/Mame

(oo a0e.000.xxx]
/Hostname max 253 Characters)
Time Zons Russian Fed. Zone & {Novosibirsk; Krasnoyarsk) v

- : ; D00 M
MTP Alternative Server 2 IPwd/IPvE Address/Mame

Adjust Time for Daylight Savings

Click "Update" to zave the new ssttings.
Update

+ System Time (24 HR) — Tekyllee CUCTEMHOE BPEMS;

+ Set System Time — BbI6Op criocoba yCTaHOBKN BPEMEHMU:
+ Using Network Time Protocol (NTP) — aBTomMaTnyeckast ycTaHoBKa ¢ nomoubio NTP-npoTtokona.
* Manually - py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTUYeckKas yctaHoBka ¢ nomolbto NTP-npoTtokona (BbibpaHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec nnun nms xocta NTP-cepsepa.
Ecnun He ykazatb cepBep — OyeT UCMo/b30BaTbCa UMs cepBepa nostydyeHHoro B onumn DHCP;

+ NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name - ykaxuTte IPv4-agpeca, IPv6-agpeca nnnm nMmeHa xoctos AononHuTensHbix NTP-cepsepos.
Ecnu He yka3aTb cepBep — 6yAeT UCnosb3oBaTbCA MMA cepBepa noslyvyeHHoro B onumv DHCP.

PyyHas ycTtaHoBKa BpeMeHm (BbiGpaHo Manually):

+ System Date — ycTaHOBKa Aarthl;
+ System Time (24 HR) — ycTaHOBKa BpeEMEHM cUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/I4aHuo yctaHoB/eHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOHAETCA aBTOMAaTUYECKUIA Nepexos
Ha netHee BpeMs (DST). Mpwu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA HA 3UMHEE BPEMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoja Ha JIETHEE BPeEMS;
« DST Offset (minutes) — ycTaHOBWTb pasHULly BO BPEMEHU (B MUHYTaXx).

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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47 MeHto «SNMPv3»

B meHto «SNMPv3» BbinonHseTcs HacTpoiika SNMP npotokona 3 Bepcun.

4.7.1 TMNopgmeHto «SNMPv3 Views»

PykoBogacTBo no akcnayatauum WEP-12ac

B noameHto «SNMPv3 Views» chopmunpyeTtcs onucaHune gepesa nnun nogaepesa OID, a Takke BKNKOYEHME NN

NCKMOUYEeHVe noaaepesa 3 o63opa.

SNMPv3 Views Configuration

View Name Tvpe D
{1 - 32 characters) yp {max 256 characters)
included v
SMMPv3 Views |yiew-all----included----.1----

view-none----excluded----, 1----

ru)
a1}

m

Click "Update” to save the new settings.
Update

{max 47 characters)

Mask

Add

+ View Name — nmsa gepeBa nnu noggepesa MIB, 3agaetca cTpoka Ao 32 cMMBO/O0B;

+ Type — BK/IHOUUTb UM UCKNHOUNTL nogaepeso MIB 13 o63opa:
* included — BKNOUUTE;
» excluded - vcknounTs;

+ OID - ctpoka OID, onucbiBaloLlas NnoaaepeBo, BKKOYAEMOE UM UCKNKOYaeMoe 13 0630pa, 3agaeTcs

CTpoKa f10 256 CMMBO/IOB;

« Mask — macka, 3a1aeTcs B hopmMate XX.XX.XX....(.) pasmepom He 6onee 47 CUMBOJIOB, UCMO/b3YETCS A1s
dhopMMpOBaHUa HeO6Xx0AMMOro nogaepesa B pamkax ykaszaHHoro OID;

* SNMPv3 Views — CN1UCOK CYLLIECTBYIOLLNX MpaBul.

[nsa no6aBneHns npaBuia HaXXMUTE KHOMNKY «Add».

[na ynaneHns npasuna B none «<SNMPv3Views» BblbepuTe 3anmcb U HOXXMUTE KHOMKY «Removey.

[na BCTyNneHns B cuUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBCHMMYH0 NamMsiTb

HaxkmuTe KHomnky «Update».
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4.7.2 MNoameHo «SNMPv3 Groups»

B nogmeHto «SNMPv3 Groups» BbINOMHAETCA (hopMMpoBaHme rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,
NPUMEHeHHbIMY K NpasBuiam 0630pa ilepeBbes 1 NoAAEPEBLEB.

SNMPv3 Groups Configuration.

Hame

i 1 Wi e e
(1 - 32 characters) Security Level Write Views Read Views
noAuthentication-noPrivacy T || wiew-all T || view-all T || Add

SNMPv3 GROUPS [Ro--authPriv--view-none--view-all
RW--guthPriv--view-all--view-all

Click "Update” to save the new settings.
Update

+ Name - vmsa rpynnbl, 3agaeTcsa CTpoka A0 32 CUMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM ANsi rpynnbi:

* noAuthentication-noPrivacy — He ncnonb3yetcs ayTeHTumkaumsa 1 WnugpoBaHne AaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, HoO He UCnosb3yeTcs WndpoBaHue
AaHHbIX. MNpn otnpaBke SNMP-coobuweHnii ansa ayteHTudmkayumn ncnonbdyetcss MDS kntod n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTUudunkaumsa 1 wmgposaHme gaHHblx. Mpu oTnpaBke
SNMP-coo6LeHnit gna ayTeHTMdnKaumm ncnonb3yetcsa MD5 kntoy/napons, 45 WidpoBaHns
AaHHbIX ncnonbayetcs DES knou/naporns;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4oCTynHOro 418 3anucu:

* view-all - rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6assl MIB;

* view-none — rpynne He pa3peLleHo co34aBarb, USMeHATb U yaanaTb 6a3sl MIB;
* Read Views — Bblbop fepeBa/nogaepea OID, 4OCTYNHOMO A4/19 YTEHUS:

+ view-all - rpynne paspeLueH NpocMoTp 1 YTeHne Bcex MIB chaiinos;

* view-none — rpynne He pa3peLueH NpocMoTp 1 uteHne MIB chaiinos;
+ SNMPv3 GROUPS — crnvcok cyLecTByoLWmMX rpynnm.

[ns po6asneHns rpynnbl HOXXMUTE KHONKY «Add».
Ansa yananenns rpynnbl B none «<SNMPv3 GROUPS» BbI6epuTe 3anuUcb U HXXMUTE KHOMKY «Remove».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.7.3 MoameHto «<SNMPv3 Users»

PykoBogacTBo no akcnayatauum WEP-12ac

B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name
{1 - 32 characters)

Authentication Key
(& - 32 characters)

Encryption Key

Group (8 - 32 characters)

Authentication type Encryption Type

RO ¥ || MD5 hd DES v Add

SMNMPv3 USERS

Click "Update™ to zave the new settings.
Update

Name — nma nonb3oBarens, 3afaeTcs cTpoka 40 32 CMMBOJIOB;
Group — rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
Authentication type — Tun ayTeHTudmkaumm ans ncnonb3osaHma SNMP-3anpocos:
+ MD5 — TpeboBaTtb NPoOBEPKY NOANNHHOCTM no anroputMmy MD5S ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib30oBartesisi He TpebyeTcs
ayTeHTUdmnKauus;
Authentication Key — kntou ayTeHTUdMKaLmm, 3a4aeTca CTpoka oT 8 4o 32 cMMmBONOB. Vicnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — T1n WnMdpoBaHnS:
+ DES - vcnonb3oBatb asiroput™ WwndgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWudpoBaHne He TpebyeTcs;
Encryption Key — ko4 lWingppoBaHns, 3agaeTca cTpoka oT 8 4o 32 cMMBOOB. VICNo/b3yeTcs, ecnuv B
none «Encryption Type» Bbi6paTtb 3Ha4YeHne «DES».

[nsi [o6aBNeHVs Nob30BaTENS HAXKMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» BbibepuTe 3anncb 1 HOXMUTE KHOMKY «Removey.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBCUMYIO NaMsTh

HaxkmuTe KHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi
IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
AR R R R R M R K )

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha koTOpbIi 6yayT OTnpas/ieHbl Tpansl. NMapameTp npuHMMaeT 3HayeHus ot 1 o
65535;

*+ Users — umsa nosb30Baresisi, KOTOPOMy O6yAyT OTnpaB/IeHbl Tpansbl.
[ns no6asneHnsa npasuia OTNPaBKM TpanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY
«Remove».

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBNCMMYHO NaMsiTb
HaxxmuTe KHonky «Update».

4.8 MeHo «Maintenance»

MeHto «Maintenance» npefHa3Ha4YeHo A1 06LLero ynpasneHns yCTPOCTBOM: BbIrpy3Ka, 3arpy3ka, ycTaHoBKa
KOHdhUrypaumm no ymonyaHuto, o6HosneHve MO, nepesarpy3ka yCTPOIACTBa, a Takke AN1s onepauuii oTnaaku:

CHUhdmHra Tpadimnka, NPOXoAsLLEro Yepes3 ToUKy AOCTyNa U Bbirpy3ka AMarHoCTu4eckom nHcopmanum no
YCTPOICTBY.

4.8.1 MopameHto «Configuration»

B noameHto «Configuration» npon3BoanTca 3arpy3ka 1 Bbirpy3ka KOHMrypauum ycTpoiicTBa, a Takke copoc
YCTPOICTBA K KOHUTypaLmi Mo YMO/YaHKI0 1 Nepesarpyska ycTpoicTaa.
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Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this AP.

Reset

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
To =ave the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Cownload Method @ {1re TFTE

Download

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTF server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® H1TPR TFTR

Configuration File Buifepute dain | Tain He sribpaH

Restore

To Restore the Factory Default Configuration — c6poc ycTpoiicTBa k 3aBOACKMM HacTpoiKam.

[ns cépoca KoHpurypaumm ycTporicTea K 3aBOACKMM HacTpolikaM HaxXMuTe KHOMKy «Reset». MNocne copoca
YCTPOMCTBO aBTOMaTN4Yeckn nepesarpy3ntcs. Becb npouecc 3anmMeT HECKONIbKO MUHYT.

© Co6poc k 3aBOACKMM HACTPOKaM NPUBEAET K YAANIEHUIO BCEi KOHJMIypaLy yCTPOMCTBa, B TOM Y1C/ie
n IP-agpeca ans gocrtyna K ycTpoicTtsy. [ocne BbINO/IHEHNA AAHHOWN onepawmn BO3MOXHa NoTeps
CBS131 C YCTPOICTBOM.

To Save the Current Configuration to a Backup File - Bbirpy3ka TekyLieii koHgourypauum B backup chaiin ¢
nocneayrowmm ckaymaHmem goainna Ha yaaneHHblii cepeep. Bbirpyska dpainna kKoHgurypaumm ¢ ycTpoiicTea
MOXET OCYLLECTB/IATLCA NocpeAcTsoM NpoTtokonos: HTTP n TFTP.

+ Bbirpyska uepe3 HTTP. YctaHosute conar «Download Method» B 3HaueHve «HTTP». HaxxmuTe KHOMKy
«Download», B ananorosom okHe BbibepuTe NyTb A1 cOXpaHeHus daina Ha MK;

+ Bbirpyska uepe3s TFTP. YcraHosute thnar «<Download Method» B 3HaueHune «TFTP». B none
«Configuration File» ykaxute nms cpaiina, B KoTopom ByaeT coxpaHeHa KoHpurypauus ycTpoinctea. Nms
hanina oba3arenbHO AOMKHO cogepxaTtb pacwmpenune .xml. B none «Server IP» ykaxuTte IP-agpec TFTP-
cepBsepa, Ha KoTopom ByaeT coxpaHeH backup-thaiin. Haxmute kHonky «Download» ans Havana
BbIFPY3Ku haiina.

To Restore the Configuration from a Previously Saved File - 3arpy3ka paHee coxpaHeHHoro gaiina
KOHpMrypaumm Ha Touky AocTyna. 3arpy3ka KoHurypaumm Ha yCTPOCTBO MOXET OCYLLECTBNSATLCS
nocpenctsom npotokonos: HTTP u TFTP.

© Tpw 3arpyske backup-thaiina KoHUrypaLmm B yCTPOCTBE NMPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 haiina, Bkntodass Management VLAN u IP. B cnyyae, ecnv 6yaeT 3arpyxeH dpain
KOHpurypaumm Apyroro yCTpoincTsa, To BCeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT MponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhaiin» n B AnanoroBom OkHe BblbepuTe NyTb K cOXxpaHeHHOMY haiiny backup Ha MK. HaxmuTe kHomnky
«Restore» ansa Havana 3arpysku haina KoHgurypauum B yCTPOMCTBO.
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+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeTt 3arpyXXeH Ha ycTpoincTBo. Vims dhalina obasaresibHO 4O/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku caina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

Startup Configuration
Source File Mame: Backup Configuration
Mirror Configuration
- ) .
Destination File Name: Startup Cenfiguration
®' Backup Configuration

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file - Bbirpy3ka TekyLei koHpurypaumm B
backup-thaiin B aHeproHesaB/c1Myo NamsaTb YCTPOICTBA M 3arpy3ka COXpPaHEHHON KoHdurypaumm m3
3HEepProHe3aBUCMMON NamMaTN YCTPOUCTBA.

+ Source File Name — ums chaiina uctouHvka koHgurypauum (Startup nnm Backup).
+ Destination File Name — umsa caiina, B KOTOpbIii 6yAeT 3anncaHa BblbpaHHas KoHUrypaums.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaxkmuTe KHonky «Update».

Rebooting the Access Point - nporpammHasn nepesarpyska ycTpoiicTsa.

[na nepesarpysku ycTpoicTBa HaXXMUTE Ha KHOMKY «Reboot»

4.8.2 MogmeHto «Upgrade»
B nogmeHto «Upgrade» BbINONHAETCSt 0GHOB/IEHME U CMeHa nporpammHoro obecneyexust (MO) ycTpolicTea.

B chusnyeckoii namaTi ycTpoiicTBa OAHOBPEMEHHO coaepxmTca asa obpasa MNO. Ecnv ogyH 13 06pa3oB
YCTPOIiCTBa BbILLEN U3 CTPOS, TO 3arpy3ka 6yaeT BbiNosHeHa ¢ gpyroro o6pasa MO. OgHOBPEMEHHO B
YCTPOIACTBE MOXET 6bITh aKTUBEH TO/IbKO OfMH 06pas.

Manage firmware

Model Eltex WEP-12AC
Firmware Version
Primary Image: (TekywaA BepcHa MO)
Secondary Image: {BepcHAaTllO pezepeHoro odpaza)

Switch

Upload Method @ HTTP TFTE

Mew Firmware Image Main He ecibpaH.
Upgrade

+ Model — mogenb ycTpoIicTBa;
* Firmware Version — Bepcus MO ycTpolicTea:
* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus MNo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcs B laHHbIi MOMEHT);
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+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbIV 06pa3 nepeinger B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTMBHOE. YCTPOMCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B KayecTBe akTMBHOro pesepsHoe MMO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecku NpoMCXo4unT nepesarpyska yCcTpoincTea 1 Touka AOCTyna 3arpyxaeTtcs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoMy 06pasy.

3arpyska paiina NO Ha yCcTPOCTBO MOXET nponsBoanTbes yepe3 HTTP unu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNOroBOM OkKHe BblbepuTe nyThb K doainy MO Ha MK. HaxmuTte kHonky «Upgrade» gns Havana
3arpysku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepes TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums painna Mo, koTopblli ByAeT 3arpy>eH B yCTPOMCTBO. NMA chaitna 0683aTeNbHO A0/TKHO
cofepxartb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin NMO. HaxmuTe kHonky «Upgrade» ona Havana 3arpysku daiina.

© B npouecce 06HoBNEHMA MO yCTPOIICTBA HE OTK/IIOUaliTe NUTaHne YCTPOICTBA, a TakKe He
06HOBNSANTE N HE MeHSITe TeKyLLyt web-cTpaHuuy ¢ nporpecc-6apom 0OHOB/IEHNUS.

4.8.3 TMopgmeHto «Packet Capture»

B nogmeHio «Packet Capture» peaninzoBaHa BO3MOXHOCTb (DOPMMPOBAHUSA 1 BbIFPY3KWN Aamna Tpadmka ¢
OHOro 13 NHTepdeicoB yCcTpoKicTBa B haiin ¢ dpopmatoM .pcap. Nocse Bbibopa napaMeTpoB 3anncu gamna
Tpaduka, cTapTa 3anvcu, OCTaHOBKW 3anncy 1 BbIrpy3ku aina, famn MOXHO npoaHasim3npoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refresh™ button to refresh the page.
Refrash

Packet Capture Status ...

Current Capture Status Mot startad

Packet Capture Time 00:00:00
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons L}

Promiscuous Capture L}

Client Filter Enable o

Client Filker MAC Address WLAN client MAC
10:2A:B3:C5:04:EB address filtering applies

only to radio interfacas,

Click "Update” to save the new settings.
Updats

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

Packet Capture Status - B pa3zzene BbINOMHAETCA NPOCMOTP MHpopMaLmy o cTaTyce 3anucu gamna Tpadgmka
1 BO3MOXHOCTb OCTaHOBKM MpoLiecca.

« Current Capture Status — TekyLLMii1 cTaTyc 3anucu gamna Tpadumka (3anuck 3anylieHa/ocTaHoBNEeHA);
+ Packet Capture Time — BpemMs 3anncu gamna Tpagiuka;
+ Packet Capture File Size — pa3amep 3annucaHHoro gamna tpaguka.

[na octaHOBKM 3anucu gamna Tpadomka Haxxmmute KHonky «Stop Capture».
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Packet Capture Configuration — B pa3saene BbINOMHAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpadumka:

+ Capture Beacons — ecnu yctaHoBneH thnar B nonoxeHune «Enabled» - 3anucbiBatb B gamn Beacon-
nakeTbl, eC/IM yCcTaHoB/eH hnar B nonoxeHue «Disabled» - He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» - 3anucbiBaTb B gamn Bce
NPUHUMaeMble pagnovHTEPdECOM NakeTbl, BKNOYAs NakeTbl, He NpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnv yctaHoBneH donar B famn 6yayT 3anncbiBaTbCsA TOMIbKO Te NakeTbl, KOTOpble
NPUXOAAT OT onpefesieHHOro nonb3osartens. MNpu BKAKYEHUN AaHHOW (DYHKLUN HEOOX0AUMO 3an0/THUTb
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec k1vMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUILTPOBLIBATLCA
B Aamn.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

Packet File Capture ...
Capturs Interface radic v
Capture Duration 3600 Saconds (range 10 to 2600}

Max Capture File Size 4024 KE (range 54 to 403€)

Click "Update" to save the new settings.
Update
Start File Capture

Remote Packet Capture ...

Remote Capture Port (2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new settings.
Update
Start Remote Capture

Packet Capture File Download ...

#| Use TFTP to Download the Capture File

TFTF Server Filenamea apcapture.pcap

Server [P 0.0.0.0

Download

Packet File Capture — B pa3aene BbINOMHAETCA HACTPOIiKa NapaMeTpPoB 3annucu gamna Tpadguka:

+ Capture Interface — nms nHTepdelica ycTpoiicTBa, C KOTOPOro 6yAeT NPOM3BOANTLCA 3anvCb AamMna
Tpadcuka (eth0 - GE1, wlanOvap1 — BupTyanbHas ceTb 1 Ha 6ecnpoBogHoM uHTepdelice 0);

+ Capture Duration — pnnTenbHOCTb 3anucu gamna. NMapameTtp npuHumMaet 3HavyeHnsa ot 10 go 3600
cekyHa. o ymonyanuio - 60 cekyHp;

« Max Capture File Size — makcMManbHbIii pa3mep gamna. MNapameTp npMHMMaeT 3HavyeHus ot 64 o 4096
KB. Mo ymonyaHuto - 1024 KB;

[na BCTyNneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBnCMMYHO NamsiTb
HaxkmuTe KHomnky «Update».

[nsa Hayana 3anucu gamna Tpaduka B dpaiin ¢ yCTaHOB/IEHHbIMI NapamMeTpaMy HaxXM1UTe Ha KHonky «Start File
Capturen».

Remote Packet Capture — B pa3zaene BbINONHAETCA yaaneHHast 3anicb gamna Tpaduka:

YctpoicTteo noaaepxusaet npotokon RPCAP, no3sonsiowmii npomM3soanTb 3anmcb gamna Tpadmka ¢
NHTepelica yCTpoNCTBa Ha yAa/IEHHON MallMHE B PEXUME OHAAlH.

* Remote Capture Port — HOMep NopTa, KOTOPbI CAYXAUT A1 NOAKNHYEHUS YAaIEHHOW MalUVHbI.
MapameTp npuHUMaeT 3HadvyeHus ot 1025 go 65530. Mo ymonyanuto - 2002.

[na BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrNCHMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTpOIACTBE HaXXMUTE Ha KHONKy «Start Remote Capture».
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Mocne ctapta RPCAP-cepBepa Ha yCTpoiCcTBe, HE0OXOAMMO Ha yAaNIEHHOM MaluMHe NOAKIHOUNTHLCS K TOUKE
foctyna. A yoaneHHoro nogkatodeHns ncnonb3osats RPCAP-npoTokon, ykasartb IP-agpec ycTpolictsa 1
NOpT, YCTaHOB/EHHbIV B Nosie Remote Capture Port. Hanprmep, 3T0 MOXHO BbINO/THUTb C MOMOLLbHO
nporpammbl Wireshark. 3atem, He06X04MMO NOMYUYUTb CNUCOK NHTEPENCOB A1 CHUGD(MHIA OT YCTPOINCTBA,
BblIOpaTb OAMH U3 HUX 1 3anyCTUTb CHATUE Aamna C yAasIeHHOro nHrepdeiica.

Packet Capture File Download — B pa3gene BbINosHAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gamnom tpaduika.
Bbirpyska gamna mMoxet nponssogutbes yepe3 HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BblibepuTe NyTb A5 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadgurka. Haxmure kHornky «Download»
ANS Havaua BbIrpy3kn gamna.

4.8.4 TMoameHto «Support Information»

B noameHto «Support Information» BbinoNHseTCSA BbIrpy3Kka TekyLlen nHgopmarmm oo

yCTpoiicTBe (KONMM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHGOPMAaLMA MOXET UCNO/b30BaTLCA /1 aHa/IM3a COCTOAHUA YCTPONCTBA, ANarHOCTUKY, BbISIBNIEHUSA
npo6nem.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

+ Download - BbIrpy3ka TekcToBoro goaina B RTF-chbopmate 13 ycTpoiictea no npotokony HTTP Ha
KoMnbloTep. MNocne HaxaTua AaHHOW KHOMKM NOSIBNSIETCS AUasioroBOe OKHO, B KOTOPOM TpebyeTcs
ykasaTb NyTb Ha JIOKa/IbHOM KOMMbIOTEpe A/19 CoXxpaHeHus hainna.

4.9 MeHto «Cluster»

B meHto «Cluster» onucbiBaeTcs paboTa 1 HacTpoiKa YyCTPOWCTB B pexXnMme kractepa. Pexvm knactepa
No3BO/ISIET HACTpamuBaTb B CETM BCEro OfHY TouKy AocTyna (MacTtep), oCcTaslbHble TOUYKM, MPU BK/TOYEHUMN B CETb,
6yayT HaxoauTb B CETU MacTepa 1 KONMpoBaTtb C HEr0 KOHurypauuio. B nocnegytowem npy BHECEHUN
N3MEHeHW B KOHDUTYpaLMO O4HON 13 TOYeK AOCTyna 3TN N3MEHEHMA NPUMEHSETCS A5 BCEX TOYEK,
Haxoasawmxcs B Knactepe.

© Pexum paboTbl B KnacTepe BK/IUYEH Ha YCTPOICTBE N0 YMO/HaHMIO.

© B knacTep MOXHO 06bEeAUHUTBL TOMLKO TOUYKM U3 OAHOM rpynmbl:
1rpynna WEP-12ac WOP-12ac

2 rpynna WEP-2ac WEP-2ac Smart  WOP-2ac WOP-2ac SFP  WOP-2ac GPON

© YcTpoiicTBo MOXET paboTaTh B KacTepe TosbKo ecnv oTkoueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© [ns pa6otsl B knactepe Management Ethernet-uHtepdoelic Bcex ToUek [0/MKEH HaXOAUTLCA BHYTPY
OflHOI ceTw.
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4.9.1 MoameHto «Access Points»

B noameHto «Access Points» BbINO/THSAETCS BK/IOUEHME/BLIK/TIOUEHNE pexmMa KnacTepa, MOHUTOPUHT
COCTOSIHWS pEXMMa U cocTaBa To4eK JO0CTyna B KnacTepe, KOH(MrypupoBaHme 6a30oBbiX NapaMeTpoB
Knactepa.

Manage access points in the cluster

Access Points... =

Clustered [

>

Clustering: | On hd 2
Access m
Points
Location MAC Address IP Address Cluster-Priarity Cluster-Controller
floor_2 EB8:28:C1:C1:27:60 192.168.0.135 255 yes

floor_1 AB:F9:4B:B7:8B:C0O 192.168.0.58 0O no

Click "Refresh” button to refresh the page.
Refresh

B nepBom 6/10Ke HACTPOVKM BbINOTHAETCA MPOCMOTP COCTOSAHUA PaboThl klacTepa 1 3anyck/octaHoBKa
paboTbl yCTPONCTBA B AHHOM pPEeXMME.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — xnacTep BbIK/IHOYEH;
+ On — KnacTep BK/IOYEH,;
+ SoftWLC — knacTep BbIK/IHOUEH, pexuM ans pabotsl ¢ SoftWLC.

B Tabnuue npuBoaMTCSt CNMCOK TOUEK A0CTYNa, HaxoAaLmMxcs B 0AHOM KnacTtepe. Vicxoas u3 nHdopmMaumm,
npeacTaBneHHol B Tabnuue, MOXHO y3HaTb:

* Location - onucaHme n3n4ecKoro MecTomnosI0KeHM TOUKM A4OCTyna. 3ano/HAETCS Ha KaKAo0M Touke
Aoctyna agmuHuctTpatopom B pasgene «Clustering Options»,

* MAC Address - MAC-agpec TOYKM AOCTYNa, HaXoAsLWencs B KnacTepe;

+ IP Address - IP-agpec TOYKM fOCTYyna, HaXoAsaLWencs B KacTepe;

+ Cluster-Priority - npyuopuTeT TOYKM AOCTyNa B kactepe. Touka AocTyna ¢ MakCMMasibHbIM 3Ha4YEeHNEM
[laHHOro napameTpa ctaHoBUTCA Master-Toukoit. MapameTp ycTaHaB/IMBaETCH Ha KaXAoW ToUuke gocTyna
agMuHucTpatopom B pasgene «Clustering Options». Ecnu napameTp He ycTaHoB/eH, Master-Toukoii B
Knactepe CTaHOBUTCSH TOYKa AOCTyna ¢ HaumeHbLlIMM 3HayeHnem MAC-agpeca;

+ Cluster-Controller - napameTp, yka3blBaloLLMi Kakas Touka [OCTyrna SABNSeTCH B AaHHOM KiacTepe
Master-Toukoii. MapameTp MOXET NPUHUMATL 3HAYEHWS: Yes - Touka ABnseTcs Master-To4Kol; no - Touka
He aBnsieTca Master-Toukon.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBNCMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.
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Clustering Options...

Enter the location of this AP

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: |training |
Clustering IP Version: 1Pvs 2 Ipva
Cluster-Priority: |255 | (Range: 0-255, Defauit: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 [ 4]

Click "Update” to save the new settings.

Update

Clustering Options — B paszesie BbINO/HAETCS HAacTpolika 6a30BbIX NapamMeTpoB Kactepa.

© NapameTpbl pasgena JOCTYMNHbI 418 PEAAKTUPOBAHUS NPV YC/IOBUW, YTO K/IACTEP Ha TOUKE BbIK/TOYEH,
T.e. napameTtp «Clustering» npuH1MaeT 3Ha4veHue Off.

* Location — onvucaHne 3nYeCcKOro pacrnosioXeHusa ToUkM goctyna. Vicnonb3yeTcsa o1a oTo6paxeHns B
Tabnuuax MOHUTOPUHIa And yaobcTea aHasiMsa n ynpaseHns CeTbIO;

* Cluster Name — ums knactepa. Touka gocTtyna 6yaeT NnoAkIYaTbCa TOIbKO K TOMY KiiacTepy, UMs
KOTOPOro NponuncaHo B AaHHOM napametpe. Mo ymonuaxuio - default;

* Clustering IP Version — ncnonb3yemas Bepcus npotokona IP ans obmeHa ynpasnstoLlein nHgopmavmei
MexXzay ycTpoicTBaMm Knacrepa,;

* Cluster-Priority — npyopuTeT TOukM B KnacTtepe. MapameTp npuHumaeT 3HavyeHns ot 0 go 255. Mo
ymondanuio - 0. Mogaepxmeaetcs TonbKo ans IPv4-ceTeli. MacTepoM B kKfiacTepe AABNSETCA Ta ToUKa, Y
KOTOpPOI NpuopuTeT Knactepa Bobiwe. Ecnv napameTp He ycTaHoB/eH, Master-Toukoli B knactepe
CTaHOBMTCA TOYKA AOCTyna ¢ HaMMeHbLlVM 3HavyeHnem MAC-agpeca.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Single IP Management — B pa3gene BbINO/HAETCS yCTaHOBKA A0MNOMHUTENBHOMO aApeca MacTepa B K/iacTepe.

B npouecce akcnnyatauuy Master-Touka kiactepa MOXET MEHSITLCS, YTO 0OYC/TOBMIEHO Pa3/IMYHbIMM
cuTyaumsimmn, Hanpumep, Master-Touka BblLLIa U3 CTPOSI MU B CETb Oblsia o6aBneHa HoOBas Touka AoCcTyna
60/51€ee BbICOKMM NPUOPUTETOM MK MeHblMM MAC-aapecom. 4ns Toro, 4To6bl MMEeTb BO3MOXHOCTb
noaxntoyeHns Kk Master-Touke He3aBMCUMO OT TOTO, Kakas MUMEHHO ToYKa SIBNSIETCA Ha AaHHbIA MOMEHT
MacTepom, Heobxoaumo HaszHaunTb «Cluster Management Address».

B cnyuae yctaHoBneHusi coegmHenns no «Cluster Management Address», nosib3oBaTtefib rapaHTUpOBaHHO
NOAK/IYaeTCA MMEHHO K TOMY YCTPOICTBY, KOTOpPOE ABMISIETCS MacTepoM B KnacTtepe. B cnyyae cMeHbl
mMacTepa B kKnactepe, «Cluster Management Address» Taike nepexoauT Ha HOBYHO TOUKY AOCTyna.

* Cluster Management Address — yHukanbHblli IPv4-agpec, no KoTopomy 6yaet aoctynHa Master-touka
knacTepa. [laHHbIl agpec fAO/MKEH HAX0AMTLCS B MOACETY KnacTepa v He coBnagarth ¢ IP-agpecom
[PYTrnX yCTPOCTB, HAXOASALLMXCS B CETW.
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Npu ycTaHOBKe faHHOro NapamMmeTpa Ha O,IJ,HOI7I TOYKe K/iacTepa, BCe OCTa/lbHble TOYKU, COCTOALLME B K/actepe,
Y3HaloT O ,D,aHHOVI HaCTpOVIKe aBToOMaTn4vecku.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Secure Join Clustering...

Secure Mode: Enabled '®' Disabled
Pass Phrase: | sssssens | (8 - 63 characters)
Reauthentication Timeout: | 300 | (Sec, Range: 300 - 86400)

Click "Update™ to save the new settings.

Update

Secure Join Clustering — B pa3saesne BbINO/HAETCA HACTpolika 6e30MacHOCTV COeAUHEHNS KacTepa.

© NapameTpbl pasgena JOCTYMNHbI 418 PEAAKTUPOBAHUS NPV YC/IOBUM, YTO K/IACTEP Ha TOUKE BbIK/TOYEH,
T.e. napameTtp «Clustering» npuH1MaeT 3Ha4yeHune Off.
HacTpoiikn nogaepxusatoTcsa TonbKo ans IPv4-ceTeil.

+ Secure Mode - BkntoueHne/oTkoueHne 6es3onacHocTu knactepa. Ecnv Enabled, To B knactep moryt
BCTaTb TO/IbKO T€ TOYKM AOCTYNa, y KOTOPbIX COBMagaeT naposib, yka3aHHblin B none «Pass Phrasey;

*+ Pass Phrase - naponb 6e3onacHocTy knactepa. Maponb fo/mkeH cogepxatb oT 8 40 63 CMMBOOB.
[onycTnmble CUMBO/IbI: MPOMUCHbIE Y CTPOUHbIE BYKBbI, LGPl U CleLmasibHble CUMBO/IbI, TaKMe Kak @
n#,

* Reauthentication Timeout - nepnog BpeMeHn Yepes KOTopblil 6yAeT NPONCXoAnTL NOBTOpHAs
ayTteHTudgukaums. MapameTp npuHuMaeT 3HavyeHmsa ot 300 go 86400 cekyHp. Mo ymonyanuto - 300
CeKyHA.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.9.2 TlogMeHo «Sessions»

B nogMeHto «Sessions» BbINOHAETCA MPOCMOTP NapaMeTPOoB CECCUI KIMEHTOB, NOAK/IOYEHHbIX K TOUKaM
[0CTYyNna, HaxogAwmmea B knactepe. Kaxapblii knneHT onpegensetca MAC-agpecom v TOYKON JocTyna, K
KOTOPOW OCYLLLECTB/IAETCSA ero TekyLlee nogktoveHume.

B Tabnuue MoxXeT 6bITb YKazaHo MakcuMmym 20 KNMeHTOB. NPOCMOTPETb BCEX KITMEHTOB, MNOAKMHOYEHHbIX K
[aHHOW TOYKe AoCcTyna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the celumn names.

Display | Al hd Go

AP Location User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
floor_1 F2:2B:5A:02:68:5E 156 27 500 454 u]
floor_1 14:36:C6:15:484:11 65 22 18 38 0

You may restrict the number of columns displayed by selecting a field other than “all™ in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location™, "User MAC" and the
selected field for each session, Click the "Go™ button to apply the new selection.
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© BbI MOXeTe OrpaHMunThL KOMIMYECTBO OTOBPaKaeMbIX CTONBLOB B Tab/nLe MOHUTOPUHTA, BbibepuTe B
none «Display» napameTp, oTAnYHbIl 0T «All», 1 HXXMUTE Ha KHOMKY «GO».
Mpwn BbIGOPE ONpeAeneHHOro napaMmeTpa B TabnnLe 415 Kaxaoro KnveHTa dyayT oTobpaxarbes
cTtonbupl: «AP Location», «User MAC», n ctonbel, ¢ BbIGpaHHbIM NapameTpom.

* AP Location — onucaHne gon3nyeckoro MecTonoIOXeHNA TOUKM AOCTYNa;

+ User MAC — MAC-agpec 6ecnpoBOAHOI0 yCTPOMCTBA K/INEHTA,

* Rate — cKOpOCTb NepeAayn AaHHbIX Mexay TOUKON AoCTyna 1 onpeaeneHHbIM kameHTom, Mbps;
+ Signal — ypoBeHb curHana, NpMHMMaeMblii OT TOYKU AOCTYNa;

* Rx Total — o6uiee KOnMyecTBo NakeToB, NO/TyYEHHbIX K/IMEHTOM B TEYEHME AAHHOWN ceccuu;

+ Tx Total — obuiee KONMYECTBO NAKETOB, NEPeAaHHbIX OT KNIMEHTA B TEUEHNE JaHHO ceccuu;

+ Error Rate — npouUEHT nNepeoTnpaBfeHHbIX NaKeToB.

4.9.3 lMoameHto «Radio Resource Management»

MogmeHto «Radio Resource Management» npeaHasHaueHo A/ ynpaeieHusi aBToMaTUyeckM BbiIGOPOM
KaHas10B TOUYeK AocTyna.

B pexume knacTepa Kaxaas Touka A0oCTyna ycTaHaB/IMBAeT HOMepa KaHasloB, Ha KOTOpbIX paboTatoT
6nM3Nexatlye ToUkM 10CTyna B 3TOM Xe KnacTepe, a Takke Npon3BOoAUT CNeKTpasibHbIi aHam3
3alllyM/IeHHOCTM (DOHA CTOPOHHMMM TOYKaMM 0CTyna. Yepes yCTaHOB/IEHHbIE MHTEPBA/IbI BPEMEHW TOUKM
A0CTyna Npov3BoAsT NepecyeT o6LLeli CNEKTPasIbHON CTPYKTYPbl CPe/ibl U BbIGUPAtOT KaHa Takum 06pasom,
4TO6bI OH ObI/T HAMEHEE 3aLlyM/IEHHbIM, & TOUKM [0CTYNa, 061acTV NOKPbITAS KOTOPbIX NepecekaroTcs,
HaxXoAWMNChb Ha Pa3HbIX KaHanax.

Automatically manage radio resource assignments

Channel Planner ...

)

>H

.
A

Clustered
Stop automatically re-assigning channels

2
Access

Current Channel Assignments

IP Address Radio Band Channel Status Locked Paoints
192.168.0.135 EB:28:C1:C1:27:70 B/G/N 1 up
192.168.0.135 EB:28:C1:C1:27:60 A/N/AC 40 up
192.168.0.58 AS8:F9:4B:B7.8B:D0 B/G/N 11 up
192.168.0.58 AS8:F9:4B:B7:8B:C0 A/N/AC 36 up
Refresh Apply

Ana Toro, 4TOObI 3anyCTtuTb NMpouecc CnekTpasibHOro aHasin3a cpegbl n Bbl60pa OoNnTMMaU/ibHOTO KaHas1a Ans

Kavk/10i TOUKM A0CTyNa B KnacTepe HaMuUTe Ha KHOMKY «Start». 119 0CTaHOBKM NPOLEcca HaKMUTE Ha KHOMKY
«Stop».

B Ta6nuue «Current Channel Assignments» nprBoAMTCS TEKYLLMIA CMMCOK TOYEK JOCTyNa B KnacTepe v nx
napameTpbl:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;
* Radio — MAC-agpec pagnovHTepdelica To4ku AocTyna B Kactepe;

* Band - Habop CTaHapTOB, NOAAEPXMBAEMbIX PaAMOMHTEPdIEICOM TOUKM AOCTYNa B KnacTepe Ha
NAHHbIA MOMEHT;

« Channel — 4yacTOTHbI KaHan B KNacTepe;
+ Status — cocTosiHMe paboTbl paanonHTepdeiica ToUkM A0CTyna B KnacTepe;
+ Locked — 6GnokmpoBKa cMeHbl kaHana. MNpu ycTtaHoBeHHOM dhnare, B MOMEHT Bbl6opa onTUMasibHOro

KaHa/ia BCeMy ToYKamu [0CTyNa, faHHbIi pagmonHTepdeinc 6yaeT Cnob30BaTh NPEXHWIA KaHas npu
nto6oM 1cxofie BbiGopa oNTYMasIbHOTO KaHasa.
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HaxmunTe kHonKy «Apply» Ans npuMeHeHUs 3MeHeHUIA.

HaxxmunTe kHonKy «Refresh» ans o6HoBneHns gaHHbix B Tabnuue «Current Channel Assignments».

Proposed Channel Assignments { 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB8:28:C1:C1:27:70 1
192.168.0.58 AS8:F9:4B:B7:8B:D0 11
192.168.0.135 EB8:28:C1:C1:27:60 40
192.168.0.58 AB:F9:4B:B7:8B:CO 36

Advanced

Change channels if interference is reduced by at least /5% v
Refresh when access point is added to the cluster | Enable ¥
Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B Ta6nuue « Proposed Channel Assignments » npuBogutcsi MHhopMaLMs 0 BO3MOXHbIX 3HAYEHMSX KaHana,
Ha KOTOPpbI NepenaeT pagnonHTepdielic ToUkn OCTyna B C/lydae 3anycka nepecyera onTyMasibHOCTM
BblOOpa kaHasa:

* IP Address — IP-agpec Touku gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepderica To4ku focTyna B Kactepe;

* Proposed Channel — Homep KaHasna, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn AocTyna B ciyvae
3anycka nepecyera onTMMasibHOCTU Bblbopa kaHana.

Advanced — B pa3gesne BbINOHAITCA paclUMPeHHbIe HACTPOMKU:

+ Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWUN YPOBHS
Wwyma Ansa NpUHATUSA peLLeHns Nepexoia Ha Apyroi kaHasl. Ecnv npy aHanuse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NPU NEPEXOAe Ha APYroi KaHan YPOBEHb LUyMa CHU3UTCS Ha BEIMUMHY, 60/bLLUYHO,
4yeMm yKa3aHo B JaHHOM napameTpe, TO Bbioop O6yaeT cAenaH B Nosb3y Nnepexofa Ha Apyrol KaHar.
[vana3oH HacCTPOViKuN BeNYMHbIL: OT 5% 80 75%;

+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLel cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasia 4151 Touek AoCTyna, eC/in K knactepy
npucoeauHaEeTCS HoBasi ToOUKa AOCTyna;

+ Determine if there is better set of channel settings every — nHTepBas1 BpEMEHU, YEPE3 KOTOPbINA
MPOVCXOANT NepecyeT 06LLEe CNEKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOTO KaHana a1s
TOYek AocTyna.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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Transmit Power Control ...

Start automatically re-assigning tx power

RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)

Advanced

Minimal Tx Power |10 | (Range: 6...30)
Active Scan Mode o
Debug Mode
Update
Monitoring Expand

TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Touku gocTyna, cocTosiLive B OJHOM KiacTepe, Yepes YCTaHOB/EHHbIE
VHTEPBasibl BPEMEHU NPOM3BOAAT CNEKTPa/IbHbIV aHa/M3 acpa 1 NPoM3BOAAT NepepacyeT MOLLHOCTe
BbICTaB/IEHHbIX HA TOYKaX [OCTyNa B KnacTepe TakM 06pa3oM, YTO6bl OKa3blBaTb KAk MOXHO MeHbLLe
BAVSHKSA Apyr Ha apyra. Mo ymonyaHuio onTumum3anyst NpoBoAMTCS NPU M3MEHEHKM COCTaBa Kractepa.

[nsi 3anycka npoLiecca aBToMNoACTPOVKM MOLLHOCTM [ KaX/10V TOUYKU AOCTyNa B KNacTepe HaXM1Te Ha
KHOMKy «Start». 1719 0CTaHOBKM NpoLecca HAXMUTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MapameTp NPUHMMAET 3HAaYEHNs OT
-100 go -30. Mo ymonyaHuio -65;

* RSSI Threshold 5 GHz — nopor ypoBHsi RSSI B ananasoHe 5 Ty, MapameTp npuHMMaeT 3HadeHms ot -100
00 -30. Mo ymonyaHuio -70;

* Interval — nHTepBan BpeMeHN Mexay uukiamu ontummnsauun. NMapameTtp npuHuMaet 3HadeHms ot 1800
£0 86400 cekyHg. o ymonuaHuto - 0, 4To 03HAYaeT, YTO ONTUMMU3aLMSA MOLLHOCTM NpoBoauTcs 1 pas,
3areM TO/IbKO NPV U3MEHEHMM COCTaBa KnacTepa;

Advanced - B pazgene BbINOMHATCSA PacLUVPEHHbIE HACTPOIKM:

* Minimal Tx Power — MMHUMa bHbIli BbIXOAHOM YPOBEHb MOLLHOCTM TOUKKM focTyna. MNapameTp
npuH1UMaeT 3HaveHus ot 6 go 30. Mo ymonyanuio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM chnare, MICNo/Ib3yeTCs aKTUBHbBIN PEXUM CKaHMPOBaHWS, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode - npu ycTaHOB/IEHHOM dh/iare BK/toHaeTCs OTrpaBKka 0TNaf0uHbIX COOOLEHMI B KOHCO/b
TOYeK gocTyna.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

B okHe «Monitoring», nocne oKoH4YaH1si ONTUMU3aLIMI aBTONOACTPOWKM MOLLHOCTYW, MOXHO Ha6Mo4aTh
pe3ynbTaThl CKAHNPOBaHMSI BCEX TOUEK A0CTYNa B K/lacTepe, ypoBeHb BNNSHUS TOUEK APYr Ha Apyra, a Tak Xe
M3MEHEHHYI0 BbIXOAHYH MOLLHOCTb TOUEK A0CTyna.
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4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
knacrtepe, n 6ecrnpoBOAHbIX CETEN, AeTeKTUPYEeMbIX 3TUMM YCTpoicTBaMu. [laHHas Tabnuua AeMOHCTPUpPYET,

Kakme 6ecnpoBOfHbIE CETU AETEKTUPYET KaXAas ToUKa AOCTYyna U Kakoi ypoBEHb CUrHaIa OHa OT HUX
NpYHUMAaET.

Ha ocHoBaHMM faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSHUE
NMOMEX Ha KaxKAyt TOUKY A0CTyna. 3TO NO3BOUT OLEHUTb NPaBUIbHOCTbL PACMOIOXKEHMSA TOYEK AOCTYyna no
TEPPUTOPUMN MOKPLITUA U YKaXKET Ha NPO6/IeMHble MECTa, B KOTOPbIX YPOBEHbL NOMEX MOXET NomMellaTb
KayeCTBEHHOMY MpefoCTaB/IEHUIO YCAYT.

View neighboring access points

Wireless Neighborhood...
Clustered

The Wireless Meighborhood table shows all access peints within range of any AP in the cluster. Cluster members who are also

"neighbors" are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and

numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2 -

the cluster member whose IP address is at the top of the column. Access
Points

Display Neighboring APs: In cluster Mot in cluster *) Both

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 EB:28:C1:C1:27:60
Neighbors (16) ( floor_1) ( floor_2)

Eltex VAP

WGB

Nikitenko_5 o

MTSRouter_5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-ed4c

test test Sa wvand 9

B BepxHeli cTpoke Tab/mubl 0ToGpakeHa NHpopMaLLMs No KaXA0My paguonHTepdeiicy Touek AoCcTyna,
HaxoasALWymxcs B knacTtepe. B kpaliHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmauus no
6ecnpoBOAHbIM CETSM, KOTOPbIE BUAHbLI YCTPOCTBaM B KnacTepe.

YpoBeHb CUrHasia oT Kaxkoi 6ecnpoBOHOI CETU yKa3aH B NPaBOM BEPXHEM Yy suelikn Tabnuubl.

Ta6numua chopMupoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxatoTcsi 6ecnpoBofHbIe CeTH, 06pa3oBaHHbIe
caMuM K/lacTepoMm, Jasiee UayT MMeHa CTOPOHHUX CETEil.

MapameTp «Display Neighboring APs» HacTpanBaeT oTob6paxeHne nHpopmaumm B Tabnuue:

* In cluster — npun yctaHoBNeHHOM hnare B Tabnvue 6yaet oTobpaxarbcs nHopmMauus TOMbKO 0 TeX
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaxX AOCTYNa, HAXOAALLMXCA B KNacTepe;

* Not in cluster — npn yctaHoBNeHHOM chriare B Tabnvue 6yaet oTobpaxarbcs nHopMauus TONIbKO 0O Tex
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaX A0CTYNa, He HaXOASAWMXCS B KnacTepe

* Both — npu yctaHoBneHHOM chniare B Tabnvue 6yaet oTobpaxaTbCcsa MHopMaLnsa 0 BCEX CETSIX.
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4.9.5 MopmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINO/THUTL 06HOBNEHME NporpaMmMHoro obecnedenus (MO)
Ha BCEX YCTPOWCTBax, BXOAALLMX B KnacTtep.

© NapameTpbl AAHHOTO NOAMEHIO AOCTYMHbI 4718 NPOCMOTPA U PejakTUpOBaHUA TONLKO Ha Master-Touke
Knactepa.

Mpun o6HOBMEHUN MO yCTPOICTB KNacTepa gainn NpoLLNBKN BYAET 3arpy>eH Ha Kaxoe yCTPOMCTBO 1
yCTaHOoB/IeH Ha no3uuumio «Primary Image». B npouecce 06HOBNEHNSI aBTOMATUYECKM BbINO/THAETCS
nepesarpyska yCTPOWCTB € 3arpy3koit MO, KoTopoe COOTBETCTBYET HOBOMY 06pa3sy. YCTaHOB/IEHHOE paHee Ha
ycTpolicTBax knactepa MO 6yaeT coxpaHeHo 1 nepemMelleHo Ha no3unumio «Secondary Image» (pe3epBHas
Bepcus MMO).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar
| 1
| 2

192.168.0.135 EB:28:C1:C1:27:60 [Texywan sepoua MO Mone

68.0.58 AB:F9:4B:B7:8B:C0 (Texywaa sepoua NO) Downloaded

Upload Method: ®) HTTP TFTP

Mew Firmware Image: 0630p... Pain He BnIBpaH.
Overall Upgrade Status: In progress
grade Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware uplead will be aborted. When the process is complete the access point will restart and resume normal operation.

* Members — NOpsiAKOBbIA HOMEP TOYKWN AO0CTYNa, HAaXoAsLERcs B KnacTepe;

+ IP Address — IP-agpec Touku AocTyna, Haxoosiwelics B Knacmepe;

* MAC Address — MAC-adpec mo4ku oocmyna, Haxoosiuelcsi 8 K1acmepe;

+ Device — TN TOYKKN AOCTYNa;

* Firmware Version — Tekywas sepcua MO To4kn gocTyna,;

+ Firmware-transfer-status — ctaryc npouecca 06HOBIEHUS NPOrpamMmMHOro obecneyeHmns Ha Touke
[ocTyna;

+ Firmware-transfer-progress-bar — ctaTtyc npouecca 3arpy3ku gaiisia nporpaMMHOro o6ecnevyeHnst Ha
TOYKy AOCTyna.

O6HoBneHue MO ycTpoiicTB. 3arpyska thaiina MO Ha yCTPONCTBO MOXET NPOM3BOANTLCA NOCPEACTBOM
HTTP vnn TFTP npoTokonos.

3arpyska uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOrOBOM OKHE BblbepuTe NyThb K doainy MO Ha MNMK. B kpaitHeM neBOM cToN6ue Tabnuubl
ycTaHoBUTE oiar HanpPoTMB TOYEK AOCTYNa, Ha KOTOPbIX HE06X0AMMO OOGHOBUTL NPOrpaMMHOe obecrneyeHune.
Haxmute kHonky «Start-Upgrade» ans Havana 3arpy3sku gaiina Ha ycTpoicTea.

3arpyska uepes TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKakuTe nms dpaina Mo, koTopbiii 6yAeT 3arpyXeH Ha ycTpoicTeo. Mmsa chalina 06s3atenibHO A0/HKHO
cogepxarb pacwupeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
Goaiin MNO. B kpaitHeM NeBOM CTON6LE TabNuLpl ycTaHOBUTE (har HaNnpoOTMB TOYEK A0CTYNA, Ha KOTOPbIX
Heo6xoaMMo 06HOBUTL NpPorpaMMHoe obecneveHne. Haxmute kHonky «Start-Upgrade» gns Havyana 3arpy3ku
Goaina.

HaxmunTe Ha KHOMKY «Stop» Ans npepbiBaHus npoLlecca 06HOBNEHNS YCTPOCTBA.
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B none «Overall Upgrade Status» oTobpaxaeTcs 0606LLEeHHbIV CTaTyc npouecca 06HOB/IEHUS MPOrpamMmMHOro

o6ecneyeHns Ha Toukax gocTyna.

© B npouecce 06HOBMEHNS MO YCTPOWCTB HE OTK/IIOYATE NUTaHNE YCTPOICTB, @ TakkKe He 06HOBANTE

N He MeHANTe TekyLLyt web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.

4.10 MeHto «Captive Portal»

B meHio «Captive portal» BbINoHSETCA HACTPOIKa nopTasa, Ha KOTOpbI NepeHanpaB/IsTCA KNUEHTbI 415

MPOXOXAEHUSI aBTOPU3aLMM NPY NOAKMOUYEHNN K CETU VIHTEPHET.

Taknm 06paszoM MOXHO, Hanpumep, nepesecTy Wi-Fi ceTb B OTKPbITbIA PEXMM, CHAB LUN(PpOBaHME, HO

OrpaHnumMB JOCTYN K CETEBbIM pecypcaMm. MNoak/oUeHne K ceTeBbIM pecypcam byaeT peannsoBaHo Yepes web-

aBTopU3aLMIo.

4.10.1 MopgmeHrto «Global Configuration»

B nogmeHto «Global Configuration» BbinonHseTcs HacTpoiika 06LLMX NapaMeTpoB NnopTasia 1 MOHUTOPUHT
TEKYLLIero Konm4yecTBa Co3aHHbIX 06bLEKTOB.

Global Configuration Settings

Captive Portal Mode ® Enabled Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 32

Click "Update" to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npun yctaHOB/EHHOM dhiare nopTan UCnosb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM chiare nopTtas He UCMNO/b3YyeTCs.

+ Authentication Timeout — nepnog BpeMeEHM B CEKYHAAX, B TEYEHME KOTOPOro KIMEHT MOXET BBECTU
aBTOPM3aLMOHHbIE AaHHbIE HA CTpaHuLe nopTasia 418 NonyvyeHus JocTyna K cetu. Ecnmn nHtepsan
NpeBbILIEH, HE06X0AMMO 06HOBUTL CTPaHNLY JIMH60 MOBTOPHO NOAKMOUNTLCS K ceTw. MapameTp
npuHumaeT 3HadveHus ot 60 go 600 cekyHA. Mo ymonyaHuio - 300 cekyHp,

* Roaming Service URL - agpec cepsuca APB gns nogaepxkm poymuHra B pexume hotspot. 3agaercs B

dhopmarte: "ws://host:port/path”

* Roaming No Action Timeout — Bpems, Yepe3 KOTopoe Touka A0oCTyna yaanuT yctapeBlune/HeakTUBHbIE
3anuncu o KiMeHTax B poymuHre. Napametp npuHumMaet 3HadeHus ot 0 go 86400 muHyT. Mo ymonyaHuio -

720 MUHYT,;
+ Instance Count — ko/iu4ecmaso 3K3eMnNApPoB NopTana, HAaCTPOEHHbIX Ha ToYKe AocTyna.

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEProHe3aBMCMMYH0 NaMsTb
HaxxmuTe KHornky «Update».

105



PykoBogacTBo no akcnayatauum WEP-12ac

4.10.2 MNopmeHto «Instance Configuration»

B noameHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.

Instance Configuration Settings

Captive Portal Instances |Create ¥

Captive Portal Instance Parameters

Instance Name (1 - 32 characters)

Click "Update” to save the new settings.
Update

[nsa cosgaHma HoBoro noptania B nosne «Captive Portal Instances» Heo6xoammo BbiGpaTh NyHKT «Create» 1 B
none «Instance Name» ykasatb MMs HOBOIo noptasia. Vima noptana MoxeT cogepxatb oT 1 o 32 cCMMBOJIOB.
[ns co3pgaHua noptana Haxatb kHonky «Update».

[nsa nepexoa k paboTte ¢ nopTasioMm Heob6xoauMo BbiGpaTh ero ums B nose «Captive Portal Instances»:

Instance Configuration Settings

Captve Fortal Instances | wlanObsovapd ¥

Captive Portal Instance Parameters

Instance 1D 1

Admin Mode * Enabled Disabled
Virtual Portal Name

Glabal Radius ® on off

Radiug Accounting on OFff

Raduis Domain

Radius IF Network 4 v

Radius IP

Radius Backup [P 1

Radius Backup IF 2
Radius Backup IF 3
Badius Key

Radius Backup Kev 1
Radius Backup Key 2

Radius Backup Key 3

External URL {0 - 256 characters)
Away Time &0 (0 - 1440 min, 60 = Default

Session Timeout ] (0 = 1440 min, 0 = Dafault)

Max Bandwidth Upstream u] (0- 1331200 Ebps, § = Defaulk)

Max Bandwidth Downstream i} {0 - 1331200 Kbps, 0 = Default)

User mability darman {0 - 256 characters)

Dealete Instance

Clek "Update” o save the new sethings.

Updabe

* Instance ID — Homep nopTana;
« Admin Mode - pexum paboTbl nopTana:
« Enable — BknoueH;
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+ Disabled — BbIKNtOYEH.
+ Verification —meTof NpoBepKN NOAIMHHOCTY NO/Ib30BaTESS:
+ Cportal — meTog, Npu KOTOPOM NPOBEPKY NOAJ/IMHHOCTU Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpu3aumy nonb3oBaresb A40/MKeH 6bITb NponucaH Ha Radius-cepsepe;
« Virtual Portal Name — nms BupTyanibHOro noptana;
*+ Global Radius — rno6anbHble HacTpoiikn aBTopm3auun no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH;
+ On — BKNtOYEH. BbI6op AaHHOro BapraHTa OTKPbIBAET BO3MOXHOCTb pefaKkTMpPOBaHUsA CriedyoLmx
nonei:
* Radius Accounting — Npv BK/IOYEHHOM hyHKUMM ByayT OTNPaBNSATbCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BK/IOYEH;
* Off — BbIK/IIOYEH.
* Raduis Domain — gomMeH nonb3oBarens;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
* Radius IP — agpec ocHoBHoro RADIUS-cepBsepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepsepa, 3anpockl 6yayT oTnpasnsaTbCcA Ha pe3epBHble RADIUS-cepsepa;
* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;
* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;
* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH Nonb3oBaTesb Npu
noaktyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHNe KOTOPOro AeiCTBUTeNIbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
TOYKe focTyna nocsie ero guccoumnaumun. Ecim B TedeHme 3T0ro BpeMeEHU K/IMEHT He npoingeT
ayTeHT1nKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHnumaeT 3HaveHus ot 0 go 1440
MUHYT. Mo ymonyaHuio — 60 MUHYT,;

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasia yepes
yKasaHHbIli NPOMEXyTOK BpeMeHW. MNapameTp npuHumMaet 3HadeHmns ot 0 go 1440 muHyT. Mo
ymondanuio 0 — TalimayT He NpYMeHsieTCs;

+ Max Bandwidth Upstream — makcmasibHasi CKOpOCTb nepegayun Tpadumka ot aboHeHTa. Mapamertp
npvHuMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxuio 0 — 6e3 orpaHnyeHuns;

* Max Bandwidth Downstream — makcuMasibHasi CKOPOCTb nepeaayun Tpadmka Kk aboHeHTy. MNapameTp
npvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxuio 0 — 6e3 orpaHnyeHuns;

* Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAaUTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».
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4.10.3 MopgmeHto «VAP Configuration»

B nogmeHto «VAP Configuration» BbinosiHsieTcs npussizka noptana k BuptyasibHbiM Wi-Fi cetam VAP.

VAP Configuration Settings

Radio | 1w

VAP Instance Name

0 wlanObssvapld
1 wlanObssvapl W
2 wlanObssvap2
3 wlanObssvap3
4 wlanObssvapd W
5 wlanObssvaps W
6 wlanObssvapt W
7 wlanObssvap? w
8 wlanObssvap8 W
9 wlanObssvap9 v
10 | wianObssvapl0 Vv
11 | wlanObssvapll v
12 | wlanObssvapl2 v
13 | wlanObssvapl3 v
14 | wlanObssvapl4 v

15 | wlanObssvapls v

Click "Update" to save the new settings.

Update

* Radio — Homep Wi-Fi nHTepdeiica, ans KOTOPOro Npovu3BOANTCS HACTPOKaA.
B Tabnuue ans Kaxaon BUPTyasibHOM CETM Ha3HaYaeTcs nopTasl no ero MMeHN.

[ns BCTyNnneHust B cuy HOBOI KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHonky «Update».

4.10.4 MopgmeHto «Authenticated Clients»

B nogmeHto «Authenticated Clients» oTo6paxaeTca CnnMcok KAMEHTOB, KOTOPbIE YCNELLHO MPOLLUAN
ayTeHTUmkaumo Ha noprane.

2ac

Authenticated Client List

Click "Refresh™ button to rafresh the pags.
Feefrash

Total Number of Authenticated Clients 2

MAC Address 1P Address User Name Protocol Made Verify Mode WAP ID Radio ID Captive Portal ID Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes
70:70:0d:93:c3120 79232566502 http cportlad 2 1 3 o 88376 = o o o o
74:df:bfiea:56:45 79139152546 http cportlad i 2 18 o o o o o o

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

« Total Number of Authenticated Clients — KONM4ecTBO YCNELLIHO aBTOPM30BaHHbIX KNIMEHTOB Ha AaHHbIl
MOMEHT BPEMEHM;
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MAC Address — MAC-agpec KMeHTa;

IP Address — IP-agpec KNneHTa;

User Name — nmsa nosb3oBaTtesis, C KOTOPbIM K/IMEHT NMPOLIEN ayTEHTU(INKALMIO HA NopTane;
Protocol Mode — npoTtokon, ucnonb3yemsiii gns coeguHeHns HTTP / HTTPS;
Verify Mode — meToq, aBTOopUsauun Ha nopTasne;

VAP ID - HOMep BUPTYasibHOW ceTy;

Radio ID — Homep paanonHTepgeiica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT;
Session Timeout — ocTaBLUeeCcs BPeMS XN3HU Ceccuu,

Away Timeout — ocTaBLUeeCcs BPeMS XN3HU 3anncn ayTeHTUdUKaLmMn KNNeHTa;
Rx Packets — KOnM4eCcTBO NPUHATLIX NAKETOB OT K/IMEHTA;

Tx Packets — koNnnM4ecTBO NepefaHHbIX KNIMEHTY NakeToB;

Rx Bytes — konmyecTBO nosyyeHHbIx 6ainT UAP oT nonb3oBatens,

Tx Bytes — konn4yecTBo nepegaHHbix 6ainT UAP nonb3oBartenem.

4.10.5 NMopameHio «Failed Authentication Clients»

B nogmeHio «Failed Authentication Clients» npvBefeH CnNMCOK K/IMEHTOB C OLIMOKOIM aBTOpM3aLMm Ha nopTase.

Failed Authentication Client List

Click "Refresh” butten to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

[lna 06HOBNEHNUS HhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refreshy.

411

MAC Address — MAC-aapec KN1eHTa;

IP Address — IP-agpec KNneHTa;

User Name — nmsi nosb30BaTens, C KOTOPbIM K/TIMEHT NPOLUEN ayTEHTUdIMKaLMIO Ha rnopTase;
Verify Mode — meTog, aBTopusauun Ha nopTasne;

VAP ID — Homep BUPTYasibHOW CETY;

Radio ID — Homep paanounHTepdeica;

Captive Portal ID — Homep nopTana, ¢ KOTOPbIM aCCOLMNPOBAH K/TUEHT;

Failure Time — Bpems, Koraa npousoLuna owmnoka.

MeHto «Client QoS»

MeHto «Client QoS» npeaHasHauyeHo Ans 60nee TOHKOM HacTpokn QoS KNMEHTCKUX NOTOKOB Tpadomka. Client
QoS no3BoNSIET HACTPOUTbL NPUOPUTUIALNIO OTAEMbHBIX NOTOKOB Tpadivka, OrpaHNynTb LUMPUHY NONOCHI ANS
KaXX[0ro K/imeHTa.

4.11.1 NoameHo «VAP QoS Parameters»

MogmeHio «VAP QoS Parameters» no3BonsieT r106asbHO BKHOYMTL UCMNOMb30BaHne Becex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee chopMMpPOBaHHbIE NpaBuIa NPUOPUTU3ALLUN
Tpaduvika.
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Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled '®' Disabled

VAP QoS Default Parameters

Radio |1 v

VAP | VAPOD W

Client QoS Mode ®/ Enabled Disabled

Bandwidth Limit Down |0 | (0 - 866700 Kbps)
Bandwidth Limit Up |0 | (0 - 866700 Kbps)
DiffServ Policy Down 4

DiffServ Palicy Up v

VAP Limit Down |0 [ (0 - 866700 Kbps)
VAP Limit Up o (0 - 866700 Kbps)

Click "Update" to save the new settings.

Update

* Client QoS Global Admin Mode — ncnonb3osaHue Client QoS Ha Bceli Touke focTyna rnobasibHo:
« Enable — BKMOUYUTS;
» Disabled — BbIKNtOUNTb;

* Radio — BbIGOp pagnonHTepgerica, Ha KOTopom ByaeT npon3soanTbCa HacTpolika Client QoS;

+ VAP — BbIGOp BUPTYyasIbHOW TOUKM AOCTYNa, HA KOTOPOW ByaeT npou3BoanTbes HacTpolika Client QoS;

+ Client QoS Mode — ncnonb3osaHue Client QoS Ha BbIGpaHHo VAP:

« Enable — BKMOUYUTS;
« Disabled — BbIKNtOUNTb;

* Bandwidth Limit Down — orpaHuyeHue LW1pWHbI NOSI0ChI MPOMYCKaHUA OT TOUKM AOCTyna K KakAoMy
KNMeHTy, Kbut/c. MapameTp npuHumaet 3HavyeHus ot 0 go 866700 k6ut/c. Ecnu HasHaveH O, To
orpaHuyeHvie nosiockl NPonyckaHus He nNpumeHsieTcs. Jlloboe HeHy/ieBoe 3HavYeHne oKpyrnseTcs 4o
BE/IMYVMHbI, KpaTHOM 64 K6UT/C;

+ Bandwidth Limit Up — orpaHuyeHve LMpUHbI NOSI0ChI MPOMYCKaHUS OT KaXKA0ro KMeHTa [0 TOUKU
foctyna, kéut/c. MNapameTp npuHumaeT 3HaveHns ot 0 go 866700 k6ut/c. Ecnu HasHadeH 0, To
orpaHuyeHvie nosiockl NPonyckaHns He nNpumeHsieTcs. Jlloboe HeHy/ieBoe 3HaYeHne oKpyrnseTcs 4o
BE/IMYVMHbI, KpaTHOM 64 K6UT/C;

« DiffServ Policy Down — umsi npocpuns Policy, KOTopbIil AO/MKEH ObITb MPUMEHEH K Tpadvky,
nepefasaeMoOMy B HanpasfieHUM OT TOUYKM JOCTYNa K K/IUEHTY;,

« DiffServ Policy Up — umsi npocpuns Policy, koTopbIin Ao/mKeH 6bITb MPUMEHEH K TpadvKy, nepesaBaemMomy
B Harnpas/IeHUM OT K/IMEHTA K TOYKe [OoCTyna.

+ VAP Limit Down — orpaHM4eHuWe LIMPWHBI NOSIOCHI MPOMNYCKaHUS OT TOYKM AOCTYyNa K KNneHTam (B cymme),
NOAKMOYEHHBIM K faHHoMy VAP, k6ut/c. MNapameTtp npuHumaeT 3HaveHus ot 0 o 866700 k6ut/c. Ecnu
HasHayeH 0, To orpaHu4yeHne He npumeHsieTcs. J1lo6oe HeHyleBOe 3HaYeHne OKpPYI/IAETCA A0 Be/IMYMHBI,
KpaTHoW 64 KouT/C;

+ VAP Limit Up — orpaH/yeHue LWNPWHbI NONOCLI MPOMYyCKaHUs OT KAIMEHTOB (B CyMMe) A0 TOUKM A0CTyna,
6uTt/c. MapameTtp npuHUmaeT 3HaveHns ot 0 go 866700 k6uT/c. Ecnmn HasHayeH 0, TO orpaHnuveHue He
npumMmeHsieTcs. Jlloboe HeHyeBoe 3HaYeHNe OKPYINAeTca 40 BENNYMHbI, KpaTHON 64 K6uTt/c.

[na BCTynneHns B cuy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHornky «Update».
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4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/IHAETCS HACTPoiKa knaccudrkaumm Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTel NakeToB ONnpeesieHHOro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT knacc 6yaeT UCnosb30BaH 419 onepawuvin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Class Map Name (1 - 31 characters)

Match Layer 3 Protocol IPyd ¥

Add Class Map

Class Map Configuration — B pa3gene BbINnosHAETCA co3gaHne npodnsisa knaccugukaumm Tpaduka.

+ Class Map Name — nmsa npoduns;

+ Match Layer 3 Protocol — npoTokors, No KoTopomy 6yaeT npoucxoantb knaccudgukaums (IPv4 nnm IPve6).
B 3aBMCMMOCTM OT BbiGOpa NpoTOKONa ByAET NPeAnoXeH pa3NnyHbIi Habop Nonen, No KOTopbiM ByaeT
BbIMOJTHATLCA Knaccudukaumna tpaduka.

[nsa co3gaHma HOBOrO knacca Tpadinka ykaxute B none «Class Map Name» nms knacca n HaXMuTe KHOMKY
«Add Class Map».

Match Criteria Configuration

Class Map Name Skype - ipvd T

Match Every

Protocol Select From List | ip r Match to Value (0 - 255)

Source IF Address (WX %) Source IF Mask (LK)

Decztination IF Address (¥.x.%. %) Destination IF Mask ()

Source Port Select From List r Match to Port (0 - 85535)

Destination Port Select From List v Match to Port |2440 (0 - B5535)

EtherType Select From List b Match to Value {0600 - FFFF)

Class Of Service (0-7

Source MAC Address Source MAC Mask (300 3 S 3 20 0K
Destination MAC Address Destination MAC Mask [ 30 2 D00 00 00 30 )
WLAN ID (0 - 4095)

Service Type

IF DSCP Select From List T Match to Value (0 - 83)
IP Precedence (0-7
IP TOS Bits (00 - FF) IP TOS Mask (00 - FF)

Delete Class Map

Click "Update” to save the new settings.

Update

Match Criteria Configuration — B pa3gesne BbINnosHAETCA HACTPOKa KputepreB A5 knacca Tpaduika.

+ Class Map Name — BbI60p Knacca Tpadinka, A4nst KOToporo 6yaeT NPoMCXoAnTb KOHPUTyprpoBaHme
NpM3HaKOB NPUHAAEXHOCTM K Knaccy,
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Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Nonei Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTens NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMoCTb 6MTOB B IP-agpece, Ha OCHOBaHWUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefix Len — pnuHa npedukca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmocTb 61uToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccmuumpyeTca naker,

Destination IPv6 Prefix Len — pnvuHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HauyeHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yeMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBaoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTeNns Nakera;

Destination MAC Address — 3HadyeHne MAC-agpeca nosnyyartensi nakeTa;

VLAN ID — 3HauyeHue nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3HaueHune nons Flow Label.

[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHazHa4yeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYCKaHUa s
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A5t NPUHATUSA peLLeHnst 0 Nponycke
[laHHOro Tpaduka nam o ero 6710KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3HavatoTCs paHee
co3gaHHble kKnaccugmkaropbl Tpadmka «Class Map». N kaxaoro knaccugukaropa ykasbliBatoTcs onepauuu,
KOTOpble Heob6x04MMO NPOU3BECTM C AAaHHbIM TUMNOM Tpadvka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Folicy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Folicy Map Name Skype ¥
Class Map Name Sloype T
Folice Simple Committed Rate (1 - 1000000 kbps) Committed Burst (1 - 204500000 bytes)
Send
Drop
Mark Class Of Service (0-7)
Mark IP Dscp Select From List | ef v
Marl IF Precedence (a-7)

Dizazzociate Class Map

Skype, Skype_ src
Member Classes

Delete Policy Map

Click "Update”™ to save the new settings.

Update

Policy Map Configuration — B pa3zaene BbINnonHseTcs co3gaHne HoBoro npodgunns Policy Map.
* Policy Map Name — nms npodguns Policy Map.

[na nobasneHusi HOBOro NpodhnsA BBeAMTe UM npodhuns B none «Police Map Name» 1 HaXXKMUTe Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbInonHAeTCA HacTpoiika knaccudmkatopos Tpadiuka.

* Policy Map Name — nvs npoduns «Policy Map», B KOTopom 6yAeT Npon3BoANTLCA AasibHelLas
HacTpoiika onepauuii 4n1a KnaccugukaTtopos Tpaduka;
+ Class Map Name — knaccudmkatop Tpaduka, paHee co3faHHblli B nogMmeHto «Class Map».

Onepauum, KOTopble HEO6XOAMMO NPOU3BECTM C AaHHLIM TUMOM TpadmKa:

Police Simple — ynpouwieHHasi HacTpoiiKa, NPy KOTOPOI 3a4at0TCs ABa NnapameTpa:
« Committed Rate — rapaHTMpOBaHHas CKOPOCTb Nnepegayv Ans AaHHOro Buaa Tpadnka;
« Committed Burst — orpaHnyeHne ckaykoB Tpadmka.
+ Send - npw ycTaHOBNEHHOM chnare BCce NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT nepesaHsbi,
ecnun kputepun Class Map BbINOMHAKOTCS;
+ Drop — npu ycTaHOBNEHHOM ¢hnare BCce NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT OTOPOLUEHDI,
ecnun kputepun Class Map BbINOMHAKOTCS;
« Mark Class Of Service — npu ycTaHOBNEHHOM dhniare Bce NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadmka
6yayT MapkMpoBaTbCs 3aZaHHbIM 3HavyeHnem CoS. MapameTp npuH1UMaeT 3HadveHve ot 0 go 7;
* Mark IP Dscp — npv ycTaHOBNEHHOM dhnare Bce nakeTbl COOTBETCTBYIOLLENO NOTOKa Tpadmka byayT
MapKMpoBaTbCs 3a4aHHbIM 3Ha4eHnem IP-DSCP. 3HaueHne MOXHO BblGpaTb M3 CNMCKa UK yKasarb;
* Mark IP Precedence — npv ycTaHOB/IEHHOM ¢onare Bce nakeTbl COOTBETCTBYIOLLENO NOTOKa Tpaduka
6yayT MapkMpoBaTbCs 3aZaHHbIM 3HadeHneMm IP Precedence. MapameTp npuHumMaeT 3HadeHue ot 0 go 7;
* Disassociate Class Map — yctaHoBuTe dhiiar n Haxxmmute kHonky «Update», 4Tob6bl yaa/iMTb NpUBSA3KY
paHHoro Class Map v Policy Map;
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* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnv knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

+ Delete Policy Map — yctaHoBuTe chnar 1 HaxxmuTe KHonky «Update», utobbl yaanutb Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpoCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOTO K ToUkKe A0oCTyna.

QOS Configuration Status for associated clients
Statien | a8:f3:4b:bZ2:02:36 ¥

Glebal QoS Mode down
Client QoS Mode Disabled
Bandwidth Limit Up lu]
Bandwidth Limit Down |0

ACL Type Up Mone
ACL Name Up
ACL Type Down Mone

ACL Name Down
CiffSery Paolicy Up
CiffSery Paolicy Down

Station — BbIGOP KNMEHTA, MOAKAHYEHHOIO K TOUKE A0CTYNa,;
Global QoS Mode — ucnonb3oaHue Client QoS Ha Bceli Touke AocTyna rnobasibHo:

* Up — BK/IOYEHO;

* Down — BbIK/TOUYEHO.
Client QoS Mode - ncnonb3oBaHue Client QoS Ha Bbl6paHHo VAP:

» Enable — BK/OUYEHO;

+ Disabled — BbIKNHO4EHO.
Bandwidth Limit Up — orpaHmyeHune WMpWHbI NOM0Chl Tpadmka OT KaXA0ro KAMeHTa Ao TOUKM A0CTyna,
ouT/c;
Bandwidth Limit Down — orpaHu4yeHue LWMPUHbI NON0CkI TpadinKa OT TOUKM A0CTYNA K KaXKA0OMY K/TUEHTY,
ouT/c;
ACL Type Up — T1n Tpadomka OT K/IMeHTa K ToYke [OCTyna, 418 KOTOporo 6yayT NpUMeEHATLCA npasuia
ACL;
ACL Name Up — nmsa npodpunsa ACL, KoTopbIii A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayuemy oT KNneHTa
K TOYKe [OoCTyna;
ACL Type Down — Tvn Tpaduka oT TO4KM JOCTYnNa K K/IMEHTY, /15 KOTOPOro 6yayT NPUMEHSITLCA nNpaBuna
ACL;
ACL Name Down — nms npocpunsa ACL, KOTOpbIii A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayLemy oT TOUKK
[0CTyNa K KNNEHTY;
DiffServ Policy Up — nmsi npodnns Policy, KOTopbIii AO/KEH ObiTb NPUMEHEH K TpadiuKy, naywiemy ot
KNMeHTa K Touke JoCTyna;
DiffServ Policy Down — umsi npocuns Policy, koTopblli 4O/MKEH 6bITb NPUMEHEH K TpaduKy, naywiemy ot
TOYKWN JOCTyNa K K/TIMEHTY.
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4.12 MeHto «Workgroup Bridge»

4.12.1 Mopgmerto «Workgroup Bridge»

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOgHOro
K/IMeHTa C UCMNOo/b30BaHMEM OHOI0 U3 6eCNpPOBOAHbLIX MHTEPAIEiCoB.

PykoBogacTBo no akcnayatauum WEP-12ac

© WGB He MOXeT 6bITb HACTPOEH, EC/IM Ha Touke HacTpoeH WDS vin BK/IIOUEH PeXxuM KnacTtepa.

© [na koppekTHoii pa6oTbl WGB Heo6xoauMo, UTo6bI Ha TouKax [0CTyna 6bl/ia ycTaHOB/eHa

OAnHaKoBas Bepcusa nporpamMmmHoro obecneyeHus.

Workgroup Bridge Mode ) up @ pown
Radio
WGEB ARP-Timeout 5

Upstream Interface

Modify AP Workgroup Bridge Settings

(1 - 1440 min, Default: 5)

(-39 - -1) dBm

VLAM ID 1

S5ID Upstream SSID

Roam Threshold -75

Secunty
Connection Status |Di5connected

Downstream Interface

Status Up Down
WVLAM ID 1
551D Downstream SSID

Broadcast S5ID
Security
MAC Auth Type

| Update | | refresh |

Click "Update” to save the new settings. Click "Refresh™ button to refresh the page.

+ Workgroup Bridge Mode — BkntoYeHMe/BbIKNIOYEHNE pPeXMMa KITMeHTa Ha HTepdieince:

* Up — doyHKUMOHAN BKHOYEH;
* Down — (pyHKLMOHaT BbIK/THOYEH.

* Radio - BbI6G0Op 6€CnpoBOAHOI0 UHTEpPhenca, Ha KOTOPOM BK/IHOYAETCA PeXuMm kiveHTa. Radio 1
paboTtaeT B guanasoHe 2.4 Ty, Radio 2 paboTaeT B gnanasoHe 5 I'Ty;
+ WGB ARP-Timeout — Bpems xu3Hu 3annucu B ARP-Tabnuue B pexvnme WGB. MNMapameTtp npuHumaet

3HayeHune ot 1 go 1440 MyHyT. M0 yMOMYaHUIO — 5 MUHYT.

Upstream Interface — HacTpoiika nHTepdeiica, KOTopbiin byaeT ABNATLCA 6eCnPOBOAHBIM KIMEHTOM U
NOAK/IYATLCA K CTOPOHHE TOUKe A0CTYNa;

* VLAN ID - Homep VLAN, ncnonb3yemblii Ha ToO4ke AOCTYna;

+ SSID — nMs TOYKM [OCTYNa, K KOTOPOW NPOUCXOAMNT MOAK/TIOYEHUE,;
* Roam Threshold — MMHUMaNbHbLIA YPOBEHb CUTHas1a OT TOUKM AOCTYNa, NPy KOTOPOM NPOUCXOAUT

noaknryeHme K To4ke,
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+ Security — pexvum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut

noaKnxyeHne:

* None — He ncnonb3oBaTb LIJI/Id)pOBaHI/Ie Onsa nepenayvyn gaHHbIX. Touka OTKpPbITa gssa goctyna

JTI0O0ro K/INEeHT];

+ WPA Personal — pexum NoaxItoyeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGope AaHHOTO pexuMa 4715 peakTMpoBaHua

6yayT AOCTYMHbI CneayrLme HacTPONKu:

v| &

WPA-TKIP (¥ WPA2-AES
MFP Not Required v

Security WPA Personal

WPA Versions:

Key: | |

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHocty (WPA-TKIP nunn WPA2-AES);

MFP — HacTpolika pexunma 3alinTbl KAMEHTCKUX (PPENMOB:
* Not Required — He ncnonb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3aLMTy NPU HANMYNI BO3MOXHOCTY;

* Required — ncnonb3oBaTb 3aWMTy 0683aTeNlbHO, BCE KNMEHTbI A0/MKHbI nogaepxueatb CCX5;
Key — knto4y/naposnb, HeO6X0AMMBIN A1 aBTOpPMU3aLMy Ha TOUKe A0oCTyna.
WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKE AOCTYMa C UCMNoMb30BaHWEM aBTopu3aunm u
ayTeHTudmkaumm Ha Bblwectoswem RADIUS-cepBepe. Mpu BbibOpe AaHHOIo pexumMa ans

pefakTypoBaHUsa 6yayT AOCTYNHbI CEAYHOLIME HACTPOKM:

Security WPA Enterprise v | &)
WPA Versions: WPA-TKIP ¥ WPAZ-AES
MFP Not Required v
EAP Method * peap tls

Username |

Password |

WPA Versions — Bepcusa ucnonb3yemoro nportokona 6esonacHoctn: WPA-TKIP, WPA2-AES;

MFP — HacTpoiika pexvmMa 3awmnTbl KIIMEHTCKUX (DPeriMOB:
* Not Required — He nCcNoMb30BaTh 3aLMUTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMK;

* Required — ncnonb3oBatb 3aWMTy 0683aTeNlbHO, BCE KNMEHTbI AO/MKHbI nogaepxusaTtb CCXS;

EAP Method — BbI6op npoTokona ayteHTudunkaumm (peap nnu tls);

Username — nms nosnb3oBaTens, ucnosb3yemoe npu astopusauumn Ha RADIUS-cepsepe;
Password — naponb nonb3oBartesns, UCnosib3yemsblii npun asTopusauun Ha RADIUS-cepBepe;

Connection Status — cTaTyc NOAK/OYEHUSA K TOUKe A0CTyna.

Downstream Interface - HacTpoiika nHTepdelica, BbICTynalLLEero B KauecTBe TOUYKM AOCTyna.

Status — Bk/IlOYeHUe/BbIKIOYEHNEe downstream-uHTepdeiica:
* Up — nHTepdheinc BKIOYEH,;
* Down — uHTepenc BbIK/OYEH.

VLAN ID - Homep VLAN, B KOTOpOM OyAeT nepefaBarbCsa CETEBOW TpadvK AN1s AaHHOW TOYKN AOCTYNa;

SSID — nms 6ecnpoBOAHOI ceTw;

Broadcast SSID — BK/1OUNTbL/BbIK/IOYNTL BellaHne 6ecnpoBOfHON CETU:

+ On — BelljaHne BK/THOYEHO;
+ Off — BewaHne BbIK/THOUYEHO.

Security — pexum 6e30nacHOCTM co3gaBaeMoli 6ecnpoBOAHON CETU:

+ None — He 1cnonb30BaTh WMPOBaHMe A5 nepegaqn AaHHbIX. ToUKa OTKpbITa Af1st 4ocTyna

JTI0O0r0 K/INEHT];
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* WPA Personal — pexum NoaxItoYeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTvpoBaHuIo AOCTYIMHbI
cnegytouime nyHKTbI:

Security WPA Personal v | =)

WPA Versions: WPA-TKIP (M weaz-AES
Key: | |

Broadcast Key Refresh Rate | o] | (Range:0-86400)

MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

+ WPA Versions — Bepcusi ucnosibayemoro npoTtokona 6esonacHoctv (WPA-TKIP nnn WPA2-AES);
Ecnwn Bbi6paH WPA-TKIP, To Ans HacTpoikn 6yayT AOCTYNHbI NOMSA:

* Key — knto4/naposb, He06Xo04UMbINV A1 aBTOpU3aLMmn Ha ToUuke AoCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/tova. MapameTtp
npuHuMaet 3HadeHmns ot 0 go 86400.

Ecnu BbibpaH WPA2-AES, To Ans HacTpoiikmn 6yayT AOCTYNHbI NOAS:

+ Key — knto4/naponb, Heo6XoAUMbIA AN aBTOpM3auun Ha ToUke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/itoya. MapameTtp
npuHuMaet 3HaveHmns ot 0 go 86400.
* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKNX hpeiiMoB:
* Not Required — He NCNOMb30BaTb 3aALMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMUYUU BO3MOXHOCTMK;
* Required — ncnonb30Barh 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCXA5.

MAC Auth Type — pexum ayTeHTUmKaumm nonb3osarenei ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTU(UKaLMIO nonb3osareneli no MAC-agpecy;

* RADIUS - ncnonb3oBaTb ayTeHTuhmkauunio nonb3oBartenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTUMKauuo nonb3osareneii no MAC-agpecy ¢ NOMOLLHO JTIOKa/TbHOIo
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM TOUKe AoCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
[na o6HOBNEHNs HOPMALIMKN HA CTPaHULE HaXKMUTe KHOMKY «Refresh».
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B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

Click "Refresh” button to refresh the page.
Refresh

View transmit and receive statistics for this access point

Interface Status VLAN ID Name (SSID)
wlan0Oupstrm Associated to AP a8:f2:4b:b7:8b:c0 1 Test_AP
wlan0dwstrm up 1 Test_Clients
Transmit

Interface Total packets Total bytes
wlan0Qupstrm 275 323895

wlan0dwstrm 0 0

Receive

Interface Total packets Total bytes
wlanQupstrm 351 36370

wlan0dwstrm 0 0

[nsi 06HOBNEHMS UHDOPMALN HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.

* Interface — nms nHTepdelica;
+ Status — cTtaTyc paboTbl MHTEPQIEICA;

* VLAN ID — Homep VLAN, HazHa4YeHHOro Ha MHTepgelic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CETU, CKOHPUTYPUPOBAHHOW ANst HTepdelica.

B pasgene «Transmit» BbINO/IHAETCA NPOCMOTP CTAaTUCTUKK MO NEpPeaaHHOMY TpadomKy.

B pasgene «Receive» BbINO/THAETCA NPOCMOTP CTATUCTUKK MO NPUHATOMY TpadomKy.

* Interface — nms nHTepdelica;

- Total packets — o6Liee KoNM4yecTBo NepeaaHHbIX/MPUHATbLIX NaKETOB;
« Total bytes — o6lLee KOIMYECTBO NepefaHHbIX/NPUHSATLIX GaiiT.
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5 YnpaBneHune yCTPOMCTBOM C NMOMOLLIbIO KOMaHAHON CTPOKK

B gaHHOM pasgene onucaHbl pas/iyHble crocobbl NOAKIYEHNS K MHTepdielicy komaHaHol cTpoku (CLI)
TOYKM AOCTYNa, a TakKe OCHOBHbIE KOMaH/bl yNpaB/ieHns yCTpoicTBoM nocpeactsom CLI.

15 NoAKYeHUs K TOUKe AOCTYNa UCMob3yeTcst TPy cnocoba:

+ Serial port: nocnegosartenbHbIin nopT nnn COM-nopT;
+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 NopakntoyeHune k CLI yepesz COM-nopt

[ns ncnonb30BaHUA 3TOrO TuNa NOAKIH0YEHUSA NePCOHa/TbHbIA KOMMNbIOTEP MO0 A0/MKEH UMETL BCTPOEHHbI
COM-nopt, NM60 [0/MKEH KOMMIeKToBaTbCs Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takxe
[O/MKHAa 6bITb YCTAHOB/IEHA TEPMUHa/IbHAA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka goctyna (nopt «Console») HaNpPsIMy0 COEANHSAETCSI C KOMMNBKTEPOM C NMOMOLLbH0 KOHCOIBHOTO Kabensi.
[nsa poctyna K KOMaHAol KOHCOMM YCTPOCTBA UCMOMb3YeTCs TEpMUHa/IbHAsA Nporpamma.

[na noakntoueHus K Touke goctyna yepe3 COM-nopt Bam noHaao06muTcst KOHCOMbHbIV kabenb RJ45-DB9 (He
BXOAWT B KOMMNJ/IEKT NOCTaBKN YCTPOICTBA).

Pacnaiika KOHcosibHOro kabena RJ45-DB9

Serial Port (RJ-45 Connector) Pin Adapter (DB-9) Pin

3 (TXD) 2 (RXD)

4 (Signaling Ground) 5 (Signaling Ground)
5 (Signaling Ground) 5 (Signaling Ground)
6 (RXD) 3 (TXD)

MpumMep UCNONMHEHUS NPUBEAEH HA CNEAYIOLLEM PUCYHKE:

123456 TE

RJ-45 DB-9

LWar 1. Mpwu nomoLum KoHconbHoro kabens coeanHute nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomnbtoTepa. [N paboTbl KOHCONLHOIO Kabensa moryT notTpebosarbecsa ApaiBepa B 3aBUCUMOCTM OT
onepauyoHHON CUCTEMbI KOMMbOTEpa.

LWar 2. 3anyctite TepMUHasIbHYIO NporpaMMy 1 co3garite HoBoe NoAk/deHve. B Bbinagarowem cnucke
«MogknoyaTbes Yepes» BblibepuTe HyxHbli COM-nopT. COM-nopT (HoMep nopTa) onpeaensietcs
AvcneTyepom ycTpoicTs, Hanpumep, COM4. 3apalite napameTpbl nopTa corsiacHo Tabnvue 6. Haxmute
KHonky OK.
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Tabnuua 6 — MapameTtpbl COM-nopTa

MapameTpbl 3HaueHue
CkopocTtb COM-nopta (Baud rate) 115200
BuTtbl gaHHbIx (Data bits) 8

YeTHocTb (Parity) HeT
CtonoBble 6UTbI (Stop bits) 1
Ynpasnexue notokom (Flow control) OTCYyTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante Bxog B CLI ycTpoiicTsa.
[aHHble ona Bxoga no yMonyaHuio:

+ User name: admin
+ Password: password

Mocne ycneliHoli aBTopusaLmmn Ha aKkpaHe byaeT oTobpaxartbes (MMs mouku docmyna)#,
Hanpumep, WEP-12ac# nnu Eltex WLAN AP# — 3T0 03Ha4aeT, YTO BK/IHOYEH PEXUM KOHpUIypmpoBaHus
HacTpoeK TOYKM AOoCTyna.

© Mo ymonuanuio ckopocTs COM-nopta Toukn goctyna pasHa 115200 6ut/c. C nomoLsio web-
nHTepdpeica B pasgene «Serial Settings» Bknagku «Status» MOXHO U3MEHUTbL CKOPOCTb Ha 9600,
19200, 38400 1 57600 6uT/C.
B nHTepelice CLI gns nameHeHnsi CKOPOCTN UCNOb3yeTcs KomaHaa: set serial baud-rate <RATE>
(Hanpumep, set serial baud-rate 115200). Nocne NPUMEHEHUSI AAHHON KOMaH/bl , HEO6X0AMMO
N3MEHUTb CKOPOCTb B HACTPOMKaXxX NOAK/IYEHNS TEPMUHA/IbHOW NporpaMmbl Bawero [MK.

5.2 MopgkntoyeHne no npotokony Telnet

MoakntoueHne no npotokony Telnet sBnsieTcst 601ee yHMBepcasibHbIM N0 CPaBHEHWUIO C NOAKIYEHNEM Yepes
COM-nopT. HepgocTatok Takoro NoAkNYeHus, No cpaBHEHUIo ¢ nogxsitodeHnem yepes COM-nopT, 3ak/ioyvaeTcs
B OTCYTCTBUM COOOLLEHNI NHULMaM3aLmmn Toukm goctyna. MogknioveHne K CLI MOXHO BbINO/THUTL Kak
HernocpeACcTBEHHO B MeCTe YCTaHOBKM YCTPOWCTBA, Tak 1 C yaaneHHoro paboyero mecta yepes IP-ceTb.

[nA nogknioveHns K Touke AoCTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH UMETb CETEBYHO KapTy.
JlononHutenbHo notpebyeTcsi ceTeBoii kabenb (Patching Cord RJ-45) Heo6xoaMmoit AnnHbI (He BXOAUT B
KOMMEKT NOCTaBKWN YCTPOICTBA).

[nsa noaknioveHuns no Telnet MoxHO ncnonb3oBaTh Takue nporpammsl, kak PuTTY, HyperTerminal, SecureCRT.

LWar 1. Moakntounte ceTeBoii kabenb oT PoE-nopTta nHxekTopa k Ethernet-nopty Toukn goctyna (ans
WEP-12ac ato nopT GE1 (PoE)), a ceTeBoii kabenb oT Data-nopTa MHXeKTopa - K CeTeBOWi KapTe KoMnbioTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTte IP-agpec y3na goctyna. Ha pucyHke 10 B KauecTse
npumepa ykasaH 192.168.10.10.

+ |IP-agpec To4kM gocTyna, No ymon4aHuio yctaHosneH — 192.168.1.10;
+ TlopT, No ymonyaHuio — 23;
* Tun coegnHeHmns — Telnet.

HaxmuTe KHOMKy «CoeAuHUTLCS».
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Hactpoikn PuTTY @
Paspensi:
= C.gch CcHoBHBIE HacTpolkK ceaHca PuTTY
""" AKyprian YikakuTe agpec, K KOTOpOoMY XOTUTE NOQKNKYATECA
----- KommenTapii
Wraa xocta (pma IP-appec) MopT
—|- TepmMiHan
- KnaswaTypa 192.168.10.10| 23
- YBEOOMNEHMA TN coeamMHEHUA:
- DcofieHHocTH @) Telnet S5H Raw Rlogin Serial Cyagterm
—|- CkHo
YnpaeneHwe ceaHcamMKn
- BHEwWHWA Brg
- PoH

+- MNoeensHue :
- Komposka Default Settings Jarpysuts
- Belnenerwe CoxpatiTs (d)

- LseToBan cxema

- [MnepcchIinkm Yoanute

o SHE4KI
= CoegHetne Hosar nanka
- [aHHble
- MNpokew
- Telnet
- Rlogin
+-55H

: 3aKpBIBATE OKHO NPW BbIXDAE:
""" Cygtem Boerna Hikoroa @ Tonsko Bpy4HyD

O lMNporparme [ CoemMHUTECA ] | B HoBoM okHE | | CmveHa |

PucyHok 10 - Telnet-nogxntoueHne B nporpamme PuTTY

LWar 3. Mpownsseaunte Bxog B CLI ycTpolicTea.
[aHHble ona Bxoga no yMon4aHuio:

* login: admin
+ password: password

Mocne ycnewHoli aBTopusalummn Ha aKpaHe byaeT oTobpaxkatbes (MMsi moyku docmyna)#, Hanpumep,
WEP-12ac# vnn Eltex WLAN AP# — 3T0 03Ha4aeT, YTO BK/THOUEH PEXUM KOHGUITYPUPOBaHNS HACTPOEK
TOYKM JocTyna.

5.3 TMopgkntoyeHne no npokony Secure Shell

MoakntoyeHune no npotokony Secure Shell (SSH) cxoxe No yHKUMOHaIbHOCTU C NOAK/OUYEHNEM MO NPOTOKONY
Telnet. B ot/inume ot Telnet, Secure Shell wndpyet Becb Tpaduk, BkIovas naponu. Takum o6pasom
o6ecneunBaeTcst BOSMOXHOCTb 6€30MacHOro y4asieHHOro NoAKAYEHNs NO Ny6/nYHbIM IP-ceTam.

[ns noaknoYeHns K y3y AocTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH UMETbL CETEBYIO KapTy. Ha koMnbloTepe
[OMKHA 6bITb ycTaHoB/IeHa nporpamma SSH-knneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
[lononHnTtenbHo notTpebyetcs ceTeBoil kabens (Patch Cord RJ-45) Heo6xoAyMoii AnvHbI (He BXOAUT B
KOMM/IEKT NOCTaBKU YCTPOICTBA).

LWar 1. MoakntounTe ceTeBoii kabenb oT PoE-nopTa nHxektopa K Ethernet-nopty Toukn goctyna (ans
WEP-12ac ato nopt GE1 (PoE)), a ceTeBoii kabenb oT Data-nopTa nHXeKTopa - K CETeBOW KapTe KoMMNbloTepa.

LWar 2. 3anyctute, Hanpumep, nporpammy PuTTY. Ykaxute IP-agpec y3na goctyna. Ha pucyHke 11 B kauecTse
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosiuaHumo yctaHoeneH — 192.168.1.10;
+ MMopT, no ymonyaHuio — 22;
* Tun coegnHeHus — SSH.
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Haxmute kHonkKy «COeAUHUTLCA».

B Hacrpoiikn PuTTY @

Pazpene:

[=J- CeaHc OcHoBHBIE HACTPOWMKKM ceaHca PuTTY
YianMTE anpec. K KoTOpoMY X0THTE NOAKNHYATECA

- Tepran Mran xocta (ann |P-appec) MopT
- KnasnaTypa 192 168.10.10) 22

- ¥EenoMneHMA Tun CcoeQMHEHWA:

. DcoBerHocT () Telnet @) SSH (VRaw () Rlogin ) Seral () Cygterm

(=) OxHo

- BHewHWA Bng

- PoH

- NoEepeHwe

- KomMpoBKa

- BelgeneHmwe Coxp

- LiseToBan cxema

- [nNepcceinKmn Yoanuts

- 3HEYKM

- CoemHEHME Hoean nanka

- [aHHBbIE

- [Npokcw

- Telnet
- Rlogin

- 55H

- Serial

- Cygterm

‘.'!"I'IpEElJ'IEHIr‘IE-' CeaHCaMK

Default Settings Zarpysnte

aHATE (d)

il

2aKpbIEaTh OKHO MPW BLIOAE:
() Beerna () Hukoroa (@ TonbKo BpY4HYD

[ CoemHUTECA ][ B HoBOM DKHE H CrmeHa

PucyHok 11 — 3anyck SSH-knvneHTa

LWar 3. MpowuseeaunTe Bxog B CLI Toukn gocTyna.
[JaHHble A5 BXofa No yMoI4aHuio:

* login: admin
+ password: password

Mocne ycnewHoli aBTopusaummn Ha aKkpaHe byaeT otobpaxartbes (MMsi mouyku docmyna)#,
Hanpumep, WEP-12ac# nnu Eltex WLAN AP# — 3T0 03Ha4aeT, YTO BK/IKOYEH PEXUM KOH(PUIypmpoBaHus
HaCTpPOEK TOYKN focTyna.
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5.4 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHconb ToukM focTyna npefocTas/iseT fOCTYN K UCMOMb30BaHNI0 TakuX 06 bEKTOB:

. get
. set
+ add
* remove

© Npu ncnonb3oBaHny koMaHg, set, add 1 remove U3MEHSIETCS TeKyLLAas KOHGMIypaLws TOUKM AOCTyna, a
He 3arpy3oyHas. [1ns coxpaHeHusi TekyLLein KOH(UrypaLmmn B 3arpy304HYH0 HY)XXHO MCNO/b30BaTb
KOMaHZy save-running.

5.4.1 lMpaBuna nonb30BaHWsi KOMaHAHOW CTPOKOWA

[ns ynpouweHns ncnonb3oBaHUs KOMaHAHO CTPOKN MHTepdieiic noaaepXmBaeT OyHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNA KOMaHA,. 3Ta PyHKLNUS aKTUBM3UPYETCS NPY HENOSTHO HABPaHHOW KOMaH/e U HaXaTun KnaBuLn
<Tab>.

[Apyras qoyHKLMS, NOMoratoLLas nonb30BaTbCs KOMaHAHOV CTPOKOI — KOHTEKCTHasi nofckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/yYnTb NOACKA3KY O C/eyHoLLuX 3NIeMEHTaxX KOMaH bl NyTeM [1BOHOIo
HaxkaTus Knasumin <Tab>.

Ansi yno6CcTBa 1CNosb30BaHMs KOMaHAHO CTPOKU peasi3oBaHa nogaepxka ropsumx knasuil. Cnmcok
ropsuMx KNnasuil NpeacTaB/eH B Tabnuue 7.

Tabnuua 7 — OnucaHne ropsumx Knasuil KoMaHgHon ctpoku CLI

CoueTaHue KfaBuLL DeiictBue B CLI
CTRL+a [MepemelLieHne Kypcopa B Hayasio CTPOKU
CTRL+e MepemelleHne Kypcopa B KOHEL, CTPOKMU
CTRL+b MepemelleHne Kypcopa BeBO

CTRL+f MNMepemeLlleHve Kypcopa Brnpaso

CTRL+c lMpepbiBaeT BbINO/IHEHNE KOMaHAbI
CTRL+h YpansietT oguH cumon cnesa (backspace)
CTRL+w YpansaeT cnoBo cnesa OT Kypcopa
CTRL+k Ypanset Bce nocsie Kypcopa

CTRL+u Ypanset Bce nepeg Kypcopom

CTRL+p lMokasblBaeT npenbIayLLyo KoMaHay
CTRL+n [Moka3biBa€eT crieaytoLlyto KoMaHay

CTRL+d Bbixoa u3 CLI (exit)
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5.4.2 YcnoBHble 0603Ha4YeHNss MHTepdencos
B naHHOM paszene onucaHo MMeHOBaHne UHTePdENCcoB, NCNOoIb3yeMoe NPu KOHUIYPUPOBaHM YCTPONCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
60nee noapobHo nHhopMaLumn 060 Bcex MHTepdheiicax ncnonb3yiite komaHay get interface all. B ta6nuvue 8
npuBeAEeHO onvcaHne nHTepdencos.

Tabnuua 8 — O603Ha4YeHUs nHTepelico

WHTepdelic
brtrunk
brtrunk-user
ethO

lo

isatap0

wlan0

wlan1
wlanOvapX
wlan1vapX
wlanObssvapX
wlan1bssvapX

wlanOwdsX

OnucaHwve

Bridge - Trunk

Bridge - Trunk

Ethernet

Loopback

ISATAP Tunnel

Wireless - Virtual Access Point 0

Wireless - Virtual Access Point 0 - Radio 2
Wireless - Virtual Access Point X
Wireless - Virtual Access Point X - Radio 2
Virtual Access Point X

Virtual Access Point X - Radio 2

Wireless Distribution System - Link X

5.5 CoxpaHeHue U3MeHeHuii B KoHdurypauum

B cucTeme cyLecTByeT HECKO/IbKO 3K3eMMNSIPOB KOHAMIypaLii:

- 3agodckasi KoHghuzypayusi. KoHdmrypaums BKIOUaeT HACTPOMKM N0 YMOYaHN0. BepHYTLCS K 3aBO/ICKOIA
KOHpUrypawLmm MoxHo koMaHaoii factory-reset unm npu noMoLm doyHKLUMOHALHO KHOMKK «F» Ha Kopnyce
yCTpoiicTBa. [N 3TOro yaepxmBaiite KHOMKY «F» , Moka He HauHeT MuraTb UHAMKaTop «Power;

- 3azpy304Hasi KoHpuaypayusi. B 3arpy30uHoii KOHGUIypaLum XpaHsTcs HaCcTPOIiKK, KoTopble ByayT
CMNoMb30BaHbl NPU CreaytolLeli 3arpy3ke ToukM AocTyna (Hanpyumep, nocse nepesarpyskiu). Ans coxpaHeHus
M3MEHEeHMWIA, BbINO/THEHHbIX B CLI, B 3arpy304Hyto KOHUrypaLmio Heo6XoAMMO BbINOMHUTL KOMaHy save-
running unu set config startup running — TekyLlasa KoHdUrypauus 6yaeT cKonvpoBaHa B 3arpy304HyHo;

- Tekywasi KoHghu2ypayusi. KoHUrypaums Toukv AoCTyna, KoTopasi NPUMEHEHA Ha [laHHbIi MOMEHT. Mpw
“cnonb3oBaHUK kKomaHz get, set, add, remove nponcxoanT NPOCMOTP U U3MEHEHWE 3HAYEHWIA TOMNBKO TeKyllei
KOHpurypaumun. Ecnv AaHHble U3MEHEHMSI He COXPaHEeHbI, TO Noc/ie nepesarpy3ki TOUKU A0CTyna OHn 6yayT

NnoTepsHbI.
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5.6 OnucaHune komaHpg CLI

5.6.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHUE> |detail
get named-class [<NMOAKNACC> |all| [<BHAYEHWE > ... | ums | detail]]

Mpumep
1. Mprmep ncnonb3oBaHMA KOMaHabl «get» B knacce 6e3 MMeHU ¢ OAHUM HABOPOM 3HAYEHWIA:
get log
Touka gocTyna MMeeT To/bKO oAMH Habop napameTpoB 415 log-haiino., AaHHast KOMaH4a BbIBOANUT
nHdopmaumio o napameTpax log-cpaiinos.
2. MNpumep 1cnosb30BaHNSA KOMaHAb! «get» B kfiacce 6€3 UMEeHN C MHOXECTBOM 3HAYEHWIA:

get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6e3 pa3bneHns Ha daii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mprmep 1cnonb3oBaHKs KOMaHbl «get» B K/lacce ¢ MMEHEM C MHOXECTBOM 3HAYEHMWIA:

get bss wlan1bssvap3

CyuiectByeT Habop 3Ha4YeHul knacca bss, koTopble HabupaloTca B AaHHON KoMaHae. JaHHas komaHaa
BbIBOAWT MH(popMaumio 0 Habope 6a30BbIX ycnyr, HasbiBaeMoM wlan1bssvap3.

4. MNMpumep UCNoNb30BaHNs KOMaH/Abl «get» B Kfiacce ¢ UMEHEM [/1s1 NMOJTyUYeHUs1 BCEX 3HAUEHUIA:

get interface all mac
get interface all
get radio all detail

125



PykoBogacTBo no akcnayatauum WEP-12ac

5.6.2 KomaHpa set
KomaHga set yctaHaBnuBaeT 3Ha4YeHUA Nosiei B kaccax.

CuHTakcuc

set unnamed-class [<MOAKNACC> <3HAUYEHWE> ...] <3HAYEHWE> ...
set named-class <MMOAK/IACC> | all |[<NOAKNACC> <3BHAYEHUE> ...] <BHAUEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdheiica n yctaHOBKM cTatuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.6.3 KomaHpb! add

KomaHaa add no6aBnsieT HOBbI NoAKnacc Uav rpynny noaknaccoB, CoAepXallnx onpeaeneHHbIin Habop
3HAYEHUI, 418 YNPOLLEHUS KOHGUTypauumn 06opyaoBaHms.

CuHTakcuc

add unique-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add group-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add anonymous-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTK Ha Radio-nHTepdelice:

add basic-rate wlan1 rate 1
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KomaHga remove yaansieT co3fiaHHble NoaKnacchbl.

CuHTakcuc

add unnamed-class [<3HAUYEHVE> .. ]
add named-class <MMOAK/IACC> | all [<3BHAYEHUE> .. ]

Mpumep

Mpumep yaaneHns HacTPoKy 6a30BOI KaHa/IbHOM CKOpoCcTK Ha Radio-uHTepdieiice:

remove basic-rate wlan1 rate 1

5.6.5 [donosnHuTtenbHble KOMaHAbl

NHTepdoelic KOMaHAHOW CTPOKM TOYKM AOCTYyNa Takke BK/IKYAeT credytowme KoMaHabl, Tabnuua 9.

Tabnmua 9 — JononHuTeNbHbIE KOMaHAbl

KomaHpga
config

copy

delete
dot1x-cert
factory-reset
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OnucaHwve

3arpyska/BbIrpy3ka KoHUrypaumm To4km goctyna
3arpyska/Bbirpy3ka/CoxpaHeHne KoHdMrypaumm To4km goctyna
Ypanexve hainnos KoHdurypawmm

Boirpyska DOT1X-cepTudpmkarta nogKNo4eHNs K ToUke Joctyna
MprMeHeHne 3aBOACKON KOHburypaumm n nepesarpyska
CwmeHa o6pasa MO: Tekywen Bepcun MO Ha asibTepHATUBHYHO
O6HOoB/IEHME NPOLUNBKK

dopmupoBaHve 1 Bbirpyska gamna Tpadmka c nHTepdeica
MNepesarpyska To4ku gocryna

CoxpaHeHue TekyLLen KoHJUrypawmmn B 3arpy304Hyto
OTo6paxeHue cnucka gaiisioB KoHUrypawmm

Bbirpyska WGB-cepTudukaTa nofx/ioueHnst K Touke gocTyna

127



PykoBogacTBo no akcnayatauum WEP-12ac

5.7 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WEP-12ac ¢ ncnonb3oBaHnem nHtepdelica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.7.1 HacTpoiika ceTeBbIX NapaMeTpoB

HacTtpoiika cTaTuyeckux ceTeBbIX NapaMeTPoB TOUKM AOCTYyNa

WEP-12ac# set management dhcp-status down (down - BbIk/1l0UMTb MO/TyYEHME CETEBbIX MAPAMETPOB MO
DHCP, ncnonb3oBaTb ceTeBble NapaMmeTpbl HACTPOEHHbIE CTATUYECKN. UpP - BK/THOUUTL NOSTyYEHNE CETEBLIX
napameTpoB no DHCP)

WEP-12ac# set management static-ip 192.168.1.15 (rae 192.168.1.15 - ctatuueckuii IP-agpec
yCTpoiicTBa)

WEP-12ac# set management static-mask 255.255.255.0 (rae 255.255.255.0 - macka nogceti)
WEP-12ac# set static-ip-route gateway 192.168.1.1 (rae 192.168.1.1 - IP-aapec Ww/to3a no yMoi4aHuio)

HacTtpoiika VLAN ans ynpaBfieHUsi TO4Koii goctyna

WEP-12ac# set management vlan-id 1510 (rgqe 1510 - Homep VLAN ans ynpaBneHusi TOUkoli octyna)

HacTtpoliika cTaTuyeckux ip-agpecos DNS

WEP-12ac# set host dns-via-dhcp down (down - ncnonbs3oBatbs DNS-cepBepa ycTaHOBMEHHbIE
cTaTU4ecku. up - ucnonb3osaTtb DNS-cepBepa, nonyyeHHble no DHCP)

WEP-12ac# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepsepa 1)
WEP-12ac# set host static-dns-2 192.168.1.253 (rge 192.168.1.253 - IP-agpec DNS-cepsepa 2)
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5.7.2 HacTtpolika 6ecnpoBoHbIX NHTepeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTpolika paguokaHana, WWMPUHbI NOMIOChbI U MOLHOCTY paguonHTepdeiica

HacTpoiika gna Radio 1 (2.4 I'Tu):

WEP-12ac# set radio wlanO status up (up - Bk/ltoueHve paguonHtepdeiica Radio 1, down - BktoueHne
pagnouHTepdeiica Radio 1)

WEP-12ac# set radio wlan0 mode bg-n (bg-n - yctaHOBKa pexvma paboTbl paguonHTepdeiica Radio 1.
[nsa Radio 1 goctynHbl criegyowme pexmnmbl paboTsl: bg - 802.11b/g, bg-n- 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

WEP-12ac# set radio wlan0 channel-policy static (static - Bbik/1t04eHNE hyHKUMOHAIA aBTOMATUYECKOTO
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMATMYECKOrO Bbi6opa paboyero kaHana)

WEP-12ac# set radio wlanO static-channel 6 (6 - Homep cTaTMyeckoro kaHana, Ha KoTopom 6yaeT
paboTaTtb To4Ka [0CcTyna)

WEP-12ac# set radio wlan0 n-bandwidth 20 (20 - wnpuHa kaHana. Ans Radio 1 gocTynHbl cneaytoLme
3HaAYEHUS WNPUHBLI KaHana: 20 - 20 MIy, 40 - 40 MIw)

WEP-12ac# set radio wlan0 tx-power-dbm 16 (16 - 3HaueHVie MOLLHOCTY NepeaaTunka Ana nHTepdeiica
Radio 1. locTynHble 3Ha4YeHns anst Radio 1: ot 1 go 16 abm)

Hactpovika ansa Radio 2 (5 'u):

WEP-12ac# set radio wlan1 status up (up - Bk/ltoueHve pagnonHtepdeiica Radio 2, down - BktoueHve
pagnovHTepdeiica Radio 2)

WEP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - yctaHoBKa pexvma paboTsl pagnonHTepdeiica Radio
2. Ansa Radio 2 gocTynHbl cneayowme pexumsl pabotol: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

WEP-12ac# set radio wlan1 channel-policy static (static - Bbik/1t04eHNE hyHKUMOHAIA aBTOMATUYECKOTO
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMATUYECKOrO Bbibopa paboyero kaHana)

WEP-12ac# set radio wlan1 static-channel 36 (36 - Homep cTaTyeckoro kaHana, Ha KoTopom Gyaet
paboTaTb To4Ka [0CcTyna)

WEP-12ac# set radio wlan1 n-bandwidth 80 (80 - wupuHa kaHana. [Ans Radio 2 gocTynHbl cneaytoLme
3HAYEHUS WNPUHBLI KaHana: 20 - 20 MI'u, 40 - 40 MIw, 80 - 80 M)

WEP-12ac# set radio wlan1 tx-power-dbm 19 (19 - 3HaueHVe MOLLHOCTY NepeaaTunka Ana nHTepdeiica
Radio 2. flocTynHble 3Ha4YeHns anst Radio 2: ot 1 go 19 obm)
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© Cnuckn BOCTYNHbIX KAHANIOB

Ana Radio 1 ana BbiGopa AOCTYNHbI cnegylowmne KaHanbi:
* Npwv WwupuHe KaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv wupuHe kaHana 40 MIru;
+ ecnm "n-primary-channel" = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnm "n-primary-channel" = upper: 5,6,7,8,9,10, 11,12, 13.

Ana Radio 2 ana BbiGopa AOCTYNHbI cnegylowmne KaHanbi:
* npu wnpuHe kadana 20 Mlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 Mlru;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

5.7.2.1 [fonosHumersibHble Hacmpoliku 6ecrpoBodHbIX UHMepgelicos

M3meHeHune pexuma pa6oTbl paguonHTepdeiica

Hactpoiika ana Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 mode bg-n (bg-n - ycTaHoBKa pexvma pa6oTbl paguonHtepdeiica Radio 1.
[ns Radio 1 gocTynHbl cnegytowme pexumsl pabotol: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

Hactpoliika ana Radio 2 (5 'u):

WEP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - yctaHoBKa pexuma paboTbl pagnonHtepdeiica Radio
2. Ansa Radio 2 gocTynHbl cneayolme pexumsl paboTsl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

HacTtpoiika orpaHM4YeHHOro CNucka KaHa/ioB

Hactpoiika gna Radio 1 (2.4 I'Tu):

WEP-12ac# set radio wlanO limit-channels "1 6 11' (1 6 11- Homepa kaHa/10B, KOTOpble ByayT
1CNonb30BaTbCs NPY aBTOBbIGOPE paboyero kaHasia Ha ToUKe A0CTyna)

Hactpovika ana Radio 2 (5 'u):

WEP-12ac# set radio wlan1 limit-channels '36 40 44 48' (36 40 44 48- Homepa KaHa/10B, KOTopble GyayT
1CNonb30BaTbCsA NPY aBTOBbIGOPE paboyero kaHasia Ha ToUKe A0CTyna)
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3meHeHUne OCHOBHOrO KaHana

Hactpoiika gna Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 n-primary-channel upper (MapameTp MOXeT NpUHUMATb 3HAUYEHWSI: Upper,
lower)

Hactpoliika ana Radio 2 (5 'u):

WEP-12ac# set radio wlan1 n-primary-channel upper (MapameTp MOXeT NpPYHNMaTb 3HAYEHUS: UPPEr,
lower)

MN3meHeHUue cnucka VLAN

HacTtpolika ans Radio 1 (2.4 Twy):

WEP-12ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcrMasibHOe BO3MOXHOE
konunyectso VLAN B cnucke: 20)

Hactpovika ana Radio 2 (5 'u):

WEP-12ac# set radio wlan1 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcrMasibHOe BO3MOXHOE
konunyectso VLAN B cnucke: 20)

BknroyeHne ncnosib3oBaHMA KOPOTKOro 3aluTHOro UHTepsasia

Hactpoiika gna Radio 1 (2.4 I'Tu):

WEP-12ac# set radio wlan0 short-guard-interval-supported yes (MapameTp MOXET NPUHUMATbL 3HAYEHWS:
yes, no)

Hactpovika ansa Radio 2 (5 'u):

WEP-12ac# set radio wlan1 short-guard-interval-supported yes (MapameTp MOXeET NPUHUMATL 3HAYEHWS:
yes, no)

BknroueHue STBC

Hactpoiika gnsa Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 stbc-mode auto (MapameTp MOXeT npMHMMAaThL 3Ha4YeHust: auto, on, off. Mo
yMo/iyaHmto: auto)

Hactpoviika ansa Radio 2 (5 'u):

WEP-12ac# set radio wlan1 stbc-mode auto (MapameTp MOXeT npMHMMaThL 3HadYeHus: auto, on, off. Mo
yMo/iyaHmto: auto)
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BknioueHune mexaHnsma DFS

Hactpoliika ana Radio 2 (5 'u):

WEP-12ac# set radio wlan1 dot11h on (MapameTp MOXeT npuHuMaTh 3HaueHus:: on, off. Mo ymonyaHuto:
on)

BknioueHne pexnva aBTOMATUUEeCKOIi CMEeHbI LWMNPUHDbI KaHa/1a

HacTtpolika ans Radio 1 (2.4 Twy):

WEP-12ac# set radio wlan0 coex-mode on ([apameTp MOXeT NpuH1MaTh 3Ha4YeHus: on, off. Mo
YMO/IYaHuI0: on)

Hactpoviika ana Radio 2 (5 'u):

WEP-12ac# set radio wlan1 coex-mode on (MapameTp MOXeT NpvH1MaThb 3HadeHus: on, off. Mo
YMO/IYaHuH0: on)

OrpaHuyeHne KONMyecTBa KNMEHTOB, OAHOBPEMEHHO NMOAK/TIOUEHHBIX K paguonHTepdelicy

Hactpoiika gna Radio 1 (2.4 I'Tu):

WEP-12ac# set radio wlan0 max-stations 150 (150 - orpaH/4eHue no KoNnM4ecTBy KIMEHTOB. MapameTp
MOXET NpUHMMaTh 3HadeHus: ot 0 go 200. Mo ymonyaHuto: 200)

Hactpovika ansa Radio 2 (5 'u):

WEP-12ac# set radio wlan1 max-stations 150 (150 - orpaHuyeHvie No KONMYecTBY KNNEHTOB. MapameTp
MOXET NpUHMMaTh 3HadyeHus: ot 0 go 200. Mo ymonyaHuto: 200)
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HacTpoiika nonMTukn o6padoTky onuum 82

© [1ns ogHOBpPEMEHHOI HACTPOIKM NOUTUKU 06PaBoKK onumu 82 Ha Beex paauonHTepdeicax
TOYkM goctyna nocrne cnosa radio BBegute all. Ecin Heo6xo4MMO NPon3BECTU HACTPOVKY A5
Kaxzoro paguovHtepdelica B otaensHocTy, BMecTo all BBeante nms pagnovHtepdelica: wlan0 —
Radio 2.4 I'Tu, wlan1 — Radio 5Ty,

WEP-12ac# set radio all dhcp-snooping replace (replace - Touka goctyna noactaBnsieT Uin 3amMeHsieT
3HayeHue onummn 82. MapaMeTp MOXET NPUHMMATbL 3HaYEeHUSA: ignore - 06paboTka onuun 82 OTK/IOYEHE;
remove - Touka A0CTyna yaansieT 3HadeHve onuum 82. Mo ymonyaHuio: ignore)

Ecnn Ha pagmonHTepdeiice HacTpoeHa nonntuka 06aboTtkm onuum 82 replace, To Ans
KOH(pMIrypupoBaHus CTaHOBATCA AOCTYMHbI Cneayowme napaMmeTpbl:

WEP-12ac# set radio all dhcp-option-82-CID-format string (string - MmeHsiTb cogepxumoe CID Ha
3HayeHue, ykasaHHoe B dhcp-option-82-string. NMapameTp MoxeT npuHumaTh 3Ha4eHnsi: APMAC-SSID -
MeHATb cogepxmmoe CID Ha <MAC-agpec Toukn goctyna>;<ums SSID>. SSID - meHATb cogepxxumoe CID
Ha nms SSID, K KOTOPOMY NOAK/IHOYEH KNNEHT. Mo ymonyaHutio: APMAC-SSID)

WEP-12ac# set radio all dhcp-option-82-string longstring (longstring - 3HaueHve oT 1 10 52 cMBO/OB,
KoTopoe 6yaeT nepepasatbces B CID. [lonyckatoTcs TObKO NaTMHCKUE BYKBbI Y LUAIPbI, 3HAKM «.», «-»,
«_». Ecnn 3HayeHune napametpa dhep-option-82-string He 3aaaHo, Touka 6yaeT meHATb CID Ha 3HavyeHue
no ymonyaHuio: <MAC-agpec Touku goctyna>;<ums SSID>)

WEP-12ac# set radio all dhcp-option-82-RID-format string2 (string2 - meHaTb coaepxummoe RID Ha
3Ha4yeHue, ykazaHHoe B dhcp-option-82-string2. MapameTp MOXeT npMHuMaTh 3Ha4eHust: ClientMAC -
MeHATb cogepxmmoe RID Ha MAC-agpec knneHTckoro yctpoiictea; APMAC - MeHATb cogepxumoe RID Ha
MAC-agpec Toukn goctyna; APdomain - MmeHsTb cogepxrmoe RID Ha nMsa nocnegHero no gepesy AOMeHa
13 napametpa "AP location". Mo ymonuyaxuto: ClientMAC)

WEP-12ac# set radio all dhcp-option-82-string2 longstring (longstring - 3HaueHve ot 1 go 63 cMBO/IOB,
KoTopoe 6yaeT nepepasatbea B RID. [lonyckalTca TO/IbKO TaTUHCKME BYKBbI U LUAIPbI, 3HAKN «.», «-», «_».
Ecnwn 3HaueHne napameTpa dhep-option-82-string2 He 3agaH0, Touka 6yaetr MeHATb RID Ha 3HayYeHne no
ymMonyaHuio: MAC-afpec K/IMEHTCKOrO YCTPOCTBA)

WEP-12ac# set radio all dhcp-option-82-MAC-format radius (radius - MAC-agpec nepegaetcsi B RADIUS-
dopmare; default - MAC-agpec nepegaetcsa B 06bI4HOM oopmate, TakoM Xe, kak B onuumm "Client-Ethernet-
Address" DHCP-nakerta)
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5.7.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.7.3.1 Hacmpolika VAP 6e3 wughposaHusi

Co3pgaHue VAP 6e3 wucpoBaHus

Hactpoiika VAPO Ha Radio 1 (2.4 I'Tu):

WEP-12ac# set bss wlanObssvap0 status up (up - BkntoueHve VAPO, down - BbikntoueHve VAPOQ)
WEP-12ac# set interface wlan0 ssid Test_open_vap0 (Test_open_vap0 - HazBaH1e 6eCrpoBOAHOI CeTM)
WEP-12ac# set interface wlan0 security plain-text (plain-text - pexvm wndpoBaHus - 6e3 napons)

Hactpoiika VAP1 Ha Radio 1 (2.4 I'Tu):

WEP-12ac# set bss wlanObssvap1 status up (up - BkntoueHve VAPO, down - BbikntoueHve VAPOQ)
WEP-12ac# set interface wlanOvap1 ssid Test_open_vap1 (Test_open_vap1 - Ha3BaH/1e 6ecnpoBOAHOA
ceTn)

WEP-12ac# set interface wlanOvap1 security plain-text (plain-text - pexum wmndpoBaHus - 6e3 napons)

Hactpovika VAPO Ha Radio 2 (5 'u):

WEP-12ac# set bss wlan1bssvap0 status up (up - BkntoueHve VAPO, down - BbikntoueHve VAPOQ)
WEP-12ac# set interface wlan1 ssid Test_open_vap0 (Test_open_vap0 - HazBaH1e 6eCrpoBOAHOI CeTM)
WEP-12ac# set interface wlan1 security plain-text (plain-text - pexvm wndpoBaHus - 6e3 napons)

Hactpovika VAP1 Ha Radio 2 (5 'u):

WEP-12ac# set bss wlan1bssvap1 status up (up - BkntoueHve VAPO, down - BbikntoueHve VAPOQ)
WEP-12ac# set interface wlan1vap1 ssid Test_open_vap1 (Test_open_vap1 - Ha3BaH/e 6ecnpoBOAHOA
ceTn)

WEP-12ac# set interface wlan1vap1 security plain-text (plain-text - pexwum wmndpoBaHus - 6e3 napons)
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5.7.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

Hactpoiika VAPO Ha Radio 1 (2.4 I'Tu):

WEP-12ac# set bss wlanObssvapO0 status up (up - BktoueHne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlan0 ssid Test_personal_vap0 (Test_personal_vap0 - Ha3BaH1e 6ecnpoBoAHOl
cetn)

WEP-12ac# set interface wlan0 security wpa-personal (wpa-personal - pexuvm WngpoBaHust)

WEP-12ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - napo/ib /15 NOAKNHUYEHUS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpoiika VAP1 Ha Radio 1 (2.4 I'Tu):

WEP-12ac# set bss wlanObssvap1 status up (up - BktoueHne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlanOvap1 ssid Test_personal_vap1 (Test_personal_vap1 - Ha3BaHve
6ecnpoBoaHOIA ceTu)

WEP-12ac# set interface wlanOvap1 security wpa-personal (wpa-personal - pexvm wngpoBaHus)
WEP-12ac# set interface wlanOvap1 wpa-personal-key 12345678 (123456789 - naposnb gnsi
NOAKMOUEHMST K 6eCNpPOBOAHOl ceTu. [LOMKeH cofepxaTb oT 8 0 64 CMBO/OB)

Hactpovika VAPO Ha Radio 2 (5 I'u):

WEP-12ac# set bss wlan1bssvapO0 status up (up - Bkitouerne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlan1 ssid Test_personal_vap0 (Test_personal_vap0 - Ha3BaH/1e 6ecnpoBoAHOl
CeTn)

WEP-12ac# set interface wlan1 security wpa-personal (wpa-personal - pexum LncpoBaHus )
WEP-12ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposb f/181 NOAK/THUYEHNS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpovika VAP1 Ha Radio 2 (5 I'u):

WEP-12ac# set bss wlan1bssvap1 status up (up - BktoueHne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlan1vap1 ssid Test_personal_vap1 (Test_personal_vap1 - Ha3BaHve
6ecnpoBoAHOIA ceTu)

WEP-12ac# set interface wlan1vap1 security wpa-personal (wpa-personal - pexvm wucpoBaHus )
WEP-12ac# set interface wlan1vap1 wpa-personal-key 12345678 (123456789 - naposnb gnsi
NOAKMOYEHUS K 6eCNPOBOAHOI ceTu. [JoOMmMKeH cogepxaTb oT 8 40 64 CMBO/OB)
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5.7.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospaHue VAP ¢ pexxuMmom 6e3onacHocTy WPA2-Enterprise

Hactpoiika VAPO Ha Radio 1 (2.4 I'Tu):

WEP-12ac# set bss wlanObssvapO0 status up (up - BktoueHne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlan0 ssid Test_enterprise_vap0 (Test_enterprise_vap0 - HaszBaHve
6ecnpoBoAHOIA ceTu)

WEP-12ac# set interface wlan0 security wpa-enterprise (wpa-enterprise - pexum LunMdgpoBaHus)
WEP-12ac# set bss wlanObssvap0 global-radius on (on - ncnonb3oBaHve rno6asbHbix HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpoiika VAP1 Ha Radio 1 (2.4 I'Tu):

WEP-12ac# set bss wlanObssvap1 status up (up - BktoueHne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlanOvap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - Ha3BaHue
6ecnpoBoaHOIA ceTu)

WEP-12ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - pexum Li1poBaHus)
WEP-12ac# set bss wlanObssvap1 global-radius on (on - ncnonb3oBaHve rno6asbHbix HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpovika VAPO Ha Radio 2 (5 I'u):

WEP-12ac# set bss wlan1bssvapO0 status up (up - Bktouerne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlan1 ssid Test_enterprise_vap0 (Test_enterprise_vap0 - HazBaHve
6ecnpoBoaHOIA ceTu)

WEP-12ac# set interface wlan1 security wpa-enterprise (wpa-enterprise- pexum LUNpoBaHns )
WEP-12ac# set bss wlan1bssvap0 global-radius on (on - ncnons3oBaHve rno6anbHbix HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HauYeHus: on, off. Mo ymonyaHuio: on)

Hactpovika VAP1 Ha Radio 2 (5 I'u):

WEP-12ac# set bss wlan1bssvap1 status up (up - Bkntouerne VAPO, down - BbikntoueHne VAPO)
WEP-12ac# set interface wlan1vap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - Ha3BaHue
6ecnpoBoAHOIA ceTu)

WEP-12ac# set interface wlan1vap1 security wpa-enterprise (wpa-enterprise - pexum Li1poBaHus )
WEP-12ac# set bss wlan1bssvap1 global-radius on (on - ncnons3oBaHve rno6anbHbix HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)
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5.7.3.3.1 Hacrtpoiika napametpoB Global RADIUS

HacTtpoiika napameTtpoB Global RADIUS

WEP-12ac# set bss wlanObssvapO0 global-radius on (on - cnonb3oBaHue rnob6asbHbIX HACTPoek RADIUS-cepBepa Ha
VAPO Radiol. MapameTp MOXET NpUHMMAaThb 3Ha4eHMs: on, off. o ymo4aHuio: on)

WEP-12ac# set global-radius-server radius-domain enterprise.service.root (enterprise.service.root - fomeH
nonb3oBaTens)

WEP-12ac# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-azpec ocHoBHOro RADIUS-cepBepa)
WEP-12ac# set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec pe3epBHOro
RADIUS-cepBepa-1)

WEP-12ac# set global-radius-server radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - [P-agpec pe3epBHOro
RADIUS-cepBepa-2)

WEP-12ac# set global-radius-server radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-agpec pe3epBHOro
RADIUS-cepBepa-3)

WEP-12ac# set global-radius-server radius-key eltex (eltex - ko4 /19 NogkIOYEHNS K OCHOBHOMY RADIUS-cepBepy)
WEP-12ac# set global-radius-server radius-backupone-key eltex1 (eltex1 - ko4 419 NOAK/IIOYEHNS K pe3epPBHOMY
RADIUS-cepBepy-1)

WEP-12ac# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - k71104 4NA NOAK/IOUEHUSA K pE3ePBHOMY
RADIUS-cepBepy-2)

WEP-12ac# set global-radius-server radius-backupthree-key eltex3 (eltex3 - k71104 418 NOAK/IOUEHUS K pe3epPBHOMY
RADIUS-cepBepy-3)

WEP-12ac# set global-radius-server radius-current primary (primary - ncrnosb3oBaHne 0CHOBHOro RADIUS-cepBepa.
MapameTp MOXET NpUHUMAaTL 3Ha4YeHus: primary, backuptwo, backupone, backupthree. Mo ymonyaHuto: primary)
WEP-12ac# set global-radius-server radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIli UICNO/Mb3YyeTcs AN
ayTeHTUhmkaumm n aBTopmsaumm. Mo ymonyaHumio: 1812)

WEP-12ac# set global-radius-server radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KoTopbli
NCMNOMb3YyeTcs 4718 yyYeTa akkayHTuHra nonb3osarteneii. Mo ymonyaHuto: 1813)

WEP-12ac# set global-radius-server radius-accounting on (on - Bk/1l04eHNe OTNPaBKU CO06LLEHM "Accounting” Ha
RADIUS-cepsep. Mo ymonyaHuio off)
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5.7.3.3.2 HacTtpoiika napameTtpoB RADIUS-cepsepa ans koHkpeTHoro VAP

[ns npumepa paccMoTpyM HacTpoliky napametpos RADIUS-cepeepa gnst VAPO Radiol (2.4 'Tw)

HacTtpoiika napametpoB RADIUS-cepBepa g5 VAPO Ha Radiol

WEP-12ac# set bss wlanObssvap0 global-radius off (off - ucnonb3oBaHue rno6asbHbix HacTpoek RADIUS-
cepBepa BbIK/OYeHO. MNMapameTp MOXeT NpMHMMAaTh 3HaueHust: on, off. Mo ymonuaHmio: on)

WEP-12ac# set bss wlanObssvap0 radius-domain enterprise.service.root (enterprise.service.root -
[IOMEH nosib3oBaresns)

WEP-12ac# set bss wlanObssvap0 radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec 0CHOBHOI0O
RADIUS-cepBepa)

WEP-12ac# set bss wlanObssvap0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec
pesepBHoro RADIUS-cepsepa-1)

WEP-12ac# set bss wlanObssvap0 radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-agpec
pesepBHoro RADIUS-cepBepa-2)

WEP-12ac# set bss wlanObssvap0 radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-agpec
pesepBHoro RADIUS-cepBepa-3)

WEP-12ac# set bss wlanObssvap0 radius-key eltex (eltex - kntou ans nogkNtoueHUs K

ocHoBHoMy RADIUS-cepBepy)

WEP-12ac# set bss wlanObssvap0 radius-backupone-key eltex1 (eltex1 - kntou Ans nogxntUYeHns K
pesepBHOoMYy RADIUS-cepsepy-1)

WEP-12ac# set bss wlanObssvap0 radius-backuptwo-key eltex2 (eltex2 - kntou gns nogkiroUYeHNs K
pesepBHOMYy RADIUS-cepBepy-2)

WEP-12ac# set bss wlanObssvap0 radius-backupthree-key eltex3 (eltex3 - kntou gns nogknoUYeHUs K
pesepBHOoMYy RADIUS-cepBepy-3)

WEP-12ac# set bss wlanObssvap0 radius-current primary (primary - ncnosnb3osaHue ocHoBHoro RADIUS-
cepsepa. MapameTp MOXeT NnpMHMMaTh 3HaveHus: primary, backuptwo, backupone, backupthree. Mo
yMo/lyaHmio: primary)

WEP-12ac# set bss wlanObssvap0 radius-port 1812 (1812 - nopt RADIUS-cepBepa, KOTopblii
ncnonb3yeTcs AN ayTeHTUgmKauum u asTopmsauuu. Mo ymonyanuio: 1812)

WEP-12ac# set bss wlanObssvap0 radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTopblii
“cnonb3yeTcs A/1s yyeTa akkayHTUHra nosb3oBateneil. Mo ymonyaxuto: 1813)

WEP-12ac# set bss wlanObssvap0 radius-accounting on (on - Bk/toueH1e oTnpaBkn CO0BLLEHNT
"Accounting" Ha RADIUS-cepBep. Mo ymonuanuto off)
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5.7.3.4 Hacmpolika VAP ¢ nopmasibHoli asmopu3ayuel
[na Toro, uTobbl HacTpouTb VAP ¢ nopTasibHON aBTopr3aumen, Heo6xoanmo:

1. Cospgatb VAP 6e3 wndpoBaHus (kak 3To caenatb nogpobHo onvcaHo B 6noke Hactpoiika VAP 6e3
WwncppoBaHus).

2. HacTpouTb nopTas Ha Touke AocTyna.

3. HazHauuTb nopTas Ha HaCTPOEHHbIN paHee VAP.

5.7.3.4.1 Hacrtpolika noptana

[na Hactpoiikn Captive Portal Ha VAPO Ha Radio 1 He06x0AMMO BHOCUTb U3MEHEHUSI B paHee CO34aHHbIl
WwabnoH noptana - cp-instance wlanObssvap0. Ecnv TpebyeTtcst HacTpouTb nopTan, Hanpumep, ana VAP12 Ha
Radio 2, To pegaktupoBaTtb He06XoAMMO LWabNoH nopTana nog umeHem - wlan1bssvap12.

B npumepe paccmoTpum HacTpoliky noptana ans VAPO Ha Radio 1.

Mpumep HacTpoiikn noptana wlanObssvap0

WEP-12ac# set captive-portal mode up (up - Bk/toueHne Captive Portal. MapameTp MOXeT npuHMMaTh
3HauyeHus: down, up. Mo ymonyaHumio: down)

WEP-12ac# set cp-instance wlanObssvapO0 global-radius off (off - BbikntoueHne ncnonb3oBaHuA
HacTpoek Global RADIUS gns gaHHoro noptasia. MapameTp MOXeT NpuHMMaTh 3HaueHust: off, on. Mo
ymonuaxmio: off)

WEP-12ac# set cp-instance wlanObssvapO radius-ip 192.168.1.100 (192.168.1.100 - IP-aapec
ocHoBHoro RADIUS-cepBepa)

WEP-12ac# set cp-instance wlanObssvapO radius-key eltex (eltex - kitou gns nogknoueHns K
ocHoBHoMy RADIUS-cepgepy)

WEP-12ac# set cp-instance wlanObssvapO0 radius-domain portal.service.root (enterprise.service.root -
[IOMEH Mosib3oBaTesns)

WEP-12ac# set cp-instance wlanObssvapO0 radius-accounting on (on - Bk/ltoueHve oTnpaBky COOBLLEHWIA
"Accounting" Ha RADIUS-cepBep. MapameTp MOXeT npuHMMaTh 3HaueHus: off, on. Mo ymonuaHuto on)
WEP-12ac# set cp-instance wlanObssvap0 external up (up - Bk/toueHve nepeHanpae/ieHus
Nonb30BaTeNsl Ha BHELLHWUIA BUPTYasibHbI nopTas. MapameTp MOXET npuHMMaTh 3HavyeHust: up, down. Mo
YMO/IYaHWIO up)

WEP-12ac# set cp-instance wlanObssvap0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BMPTYa/IbHOrO MopTasia, Ha KOTopblii ByAeT NnepeHanpas/ieH No/1b30BaTE b MPU NOAK/IOUYEHUN K
6ecnpoBoaHOIA ceTu)

WEP-12ac# set cp-instance wlanObssvap0 admin-mode up (up - Bk/ltoueHvne paboTbl BUPTYasIbHOMO
noptasna. MapameTp MOXeT NpMHUMaTh 3HauveHus: up, down. Mo ymonyaHuio down)

5.7.3.4.2 TMpussaska noptana k VAP

Mo ymonyaHuo noptasi ¢ umeHeM KoHkpeTHoro VAP npussasaH k gaHHoMmy VAP, HO MOXHO npuBA3arb nopran K
Heckonbknum VAP. Hke npeacTtas/ieH npumep npuBsAsku noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WEP-12ac# set cp-vap vap3 with radio wlan1 cp-instance-name wlanObssvapO0 (npvBsizka noptana c
nvmeHem wlanObssvap0 k VAP3 Ha Radio 2)

Takxe MOXHO NpuBsi3aTb NOPTa/T OAHOBPEMEHHO K ABYM OAHOMMEHHbIM VAP, pacnonoXeHHbIM Ha BCeX
pagunovHTepdelicax Touku gocTyna.
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WEP-12ac# set cp-vap vap1 cp-instance-name wlanObssvap0 (ogHoBpeMeHHas npvBsa3ka noprana c
nvmeHem wlanObssvap0 k VAP1 Ha Radio 1 u VAP1 Ha Radio 2)

5.7.3.5 [fononHumernsHbie Hacmpolku VAP

Ha3HaueHue VLAN ID Ha VAP

WEP-12ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, HasHaueHHbIi Ha VAPO Radio1)

WEP-12ac# set vap vapO0 vlan-id 15 (15 - Homep VLAN, HazHaueHHbI ogHoBpemeHHO Ha VAPQO Radiol n
Ha VAPO Radio2)

BkntoueHune Minimal Signal 1 Roaming Signal

WEP-12ac# set bss wlanObssvap0 min-signal-enable on (on - BkntoueHne yHkuMoHana minimal signal.
[N BblktoYeHNs BeeauTe - off. Mo ymonuaxuto: off)

WEP-12ac# set bss wlanObssvap0 min-signal -75 (-75 - noporoBoe 3HaueHune RSSI, npu goctmkeHum
KOTOPOro, Touka AoCTyna 6yaeT oTk/touaTh kameHTa ot VAP. MNapameTp npyvHUMaeT 3HaveHus ot -100 ao
-1 abm)

WEP-12ac# set bss wlanObssvap0 check-signal-timeout 10 (10 - nepvog BpeMeHu B cekyHaax, no
NCTEYEHUN KOTOPOTrO NMPUHMMAETCS peLleHne 06 OTKIIOUYEHUM KIMEHTCKOro 060pyA0BaHust ot
BMPTYasibHOl ceTu. Mo ymonyaxuio: 10)

WEP-12ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporoBoe 3HaueHue RSSI, npu
[OCTVXEHMM KOTOPOro, MPONCXOAUT NEPEK/THOYEHNE KITMEHTCKOrO 060pYA0BaHNSA HA APYryt TOUKY
fgoctyna. MNMapameTtp npMHMMaeT 3HadeHns ot =100 go -1 agbm)

MapameTp roaming-signal-limit fo/mkeH 6bITb HMXe, YeM min-signal: ecnn min-signal = -75 gbwm, To
roaming-signal-limit fonxeH 6bITb paBeH, Hanpumep, -70 ABM)

BkntoueHune VLAN Trunk Ha VAP

WEP-12ac# set bss wlanObssvap0 tagged-sta-mode on (on - BktoueHne VLAN Trunk Ha VAPO Radio 1.
[ns oTknoueHust BeeauTe - off)

[ns Toro, 4TO6bI TErMPOBaHHbIN Tpadmk NnepefaBasics B CTOPOHY K/IMEHTA HEOOXOAMMO Ha
paavouHtepcpeiice 0603HaunMTbL Homepa VLAN, KOTopble MOryT NPOXoAuTb Yepes pagnonHTepdelic.
Homepa VLAN HyxHO yka3aTtb B napametpe vlan-list.

Mpumep HacTpolikn vlan-list Ha Radio 1:

WEP-12ac# set radio wlan0 vlan-list "10;4033' (10 1 4033 - Homepa VLAN. MakcrMasibHoe BO3MOXHOe
konmuectBo VLAN B cnucke: 20)
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BknioueHue General VLAN Ha VAP

WEP-12ac# set bss wlanObssvap0 general-vlan-mode on (on - BkntoueHune General VLAN Ha VAPO Radio
1. Ans oTknoueHus seeaunTe - off)
WEP-12ac# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)

BknioyeHune ckpbiToro SSID

WEP-12ac# set bss wlanObssvapO0 ignore-broadcast-ssid on (on - Bk/toueHue ckpbitoro SSID Ha VAPO
Radio 1. Ans oTkntoueHns seeguTe - off)

BknroueHue Band Steer

WEP-12ac# set vap vap0 with radio wlan0 band-steer-mode up (up - Bk/toueHve Band Steer Ha VAPO
Radio1. insa oTkntoueHnst BBeauTe - down)

WEP-12ac# set vap vap0 band-steer-mode up (up - BkntoueHne Band Steer ogHoBpemeHHo Ha VAPO
Radio1 n Ha VAPOQ Radio2. s oTkitoueHns BBeamTe - down)

BknroyeHne nsonsaumm KimeHTos Ha VAP

WEP-12ac# set bss wlanObssvap0 station-isolation on (on - BkntoueHne nsonaumm knneHtos Ha VAPO
Radio 1. nsi oTkntoueHns BeeauTe - off)

HacTpovika VLAN Priority Ha VAP

WEP-12ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npuoputeT DSCP, koTopbIii 6yaeT
npucBamBaTbCs TpaduKy, Noly4eHHOMY OT KMeHTa, nogxatoueHHoro k VAPQ Radio 1. Mo ymonuanuto: 0)

WEP-12ac# set vap vapO0 vlan-prio 6 (6 - npuoputeT DSCP, koTopblit 6yaeT npucBaMBaTbCa TPaguKy,
nosly4eHHOMY OT K/IMeHTa, nogkntoueHHoro k VAPO Radio 1 nnm k VAPO Radio 2. Mo ymonyaHuto: 0)

HacTpoiika DSCP Priority Ha VAP

WEP-12ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHanu3 npuopuTeta 13 nosnst CoS (npotokon 802.1p)
TernposaHHbIX naketoB Ha VAPO Radiol1. Ana aHanm3a npuoputeta n3 nona DSCP 3aronoska IP-naketa
BBeauTe - 1)
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5.7.4 Hactpolika Cluster

HacTpoiika Cluster

WEP-12ac# set cluster cluster-name test (test - ma knactepa. Mo ymonuaxuto: default)

WEP-12ac# set cluster location floor-2 (floor-2 - hnsnueckoe mectononoxeHve Touku goctyna. Mo
yMO/14aHmio: not set - He 3a4aHO)

WEP-12ac# set cluster priority 255 (255 - npriopuTeT ToukM AocTyna B knactepe. Ecnm npuoputet y Bcex
TOYEK B K/lacTepe ofnHakKoBbIi, To Master-Touka BblibrpaeTcsa no npu3Haky MeHbluero MAC-agpeca.
MapameTp NnpMHMMaeT 3HadveHns: ot 0 go 255. Mo ymonyaxuio: 0)

WEP-12ac# set cluster clustered 1 (1 - BkntoueHue pexuma Cluster. Mapametp npuHumaeT 3HadyeHus: 0 -
Cluster BbikntoueH; softwlc - Cluster BbikntoueH, pexxkum ans paéotsl ¢ SoftWLC; 1 - Cluster BkntoueH. Mo
ymMosyaHuio: 1)

HacTtpoiika Single IP Management

WEP-12ac# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, no KoTopomy 6yaeT
focTynHa Master-Touka knactepa. Mo ymonuaxuto: 0.0.0.0)

HacTtpoiika napameTtpoB 6e3onacHocTu Cluster

WEP-12ac# set cluster cluster secure-mode 1 (1 - Bk/1toueHve 6e30MacHOCTM Knactepa - B knactep
CMOryT 806aBUTLCA TO/IBKO T€ TOYKM AOCTYNa, Y KOTOPbIX COBNagaeT naposib yKasaHHbI B napameTpe
pass-phrase. [1na Bbik/toueHus BeeauTe - 0. Mo ymonuyaxuto: 0)

WEP-12ac# set cluster pass-phrase 12345678 (12345678 - naposib 6e3onacHocTu knactepa. [Lo/mxeH
cofiepxatb oT 8 10 63 CMMBO/OB)

OGHOBNEHME NPOrPaMMHOro o6ecrneyeHusi TOUeK, BXOAALUX B KacTtep

WEP-12ac# set cluster-firmware-upgrade upgrade-method selective (selective - pexwm, npu koTopom
6yneT 06HOBNATLCS NPOrpaMMHOe obecnevyeHne ToMbKO BbIGPaHHOM TOUKM AocTyna. Ecnm Heo6xoammo
06HOBMTb BCE TOYKM A0OCTyna B kractepe BeeauTe - all)

WEP-12ac# set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-agpec
TOYKW, BXOASLLIEl B KnacTep, KOTOPYH HeobxoaMMo 06HOBUTL. Ecnn 6bin BbiGpaH upgrade-method = all,
IP-agpec Touek yKkasbiBaTb HE HY)XXHO)

WEP-12ac# set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<Umsa daiina
NOs>.tar.gz (nyTb Ao chaiina MO ToukM AoCTYyna, KOTopbIi nexuT Ha TFTP-cepeepe. Mpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WEP-12ac-1.22.X.X.tar.gz)

WEP-12ac# set cluster-firmware-upgrade upgrade start (start - 3anyck npotiecca 06HOBNEHNSA
NPOrpaMMHOro 06ecneyeHnsi Ha BblbpaHHbIX TOUKax AocTyna. 15 0CTaHOBKM Npouecca 06HOBIEHNS
BBeauTe - stop)
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5.7.5 Hactporika WDS
Mpumep HacTpolikn WDS Ha Radio 2 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagnovHTepdelic n VAP.

MNpepBapuTenbHas HacTpoiika

WEP-12ac# set cluster clustered 0 (0 - Bbik/itoueHne pexuma Cluster)

WEP-12ac# set bss wlan1 bssvap0 status up (up - BkntoueHne VAPO Ha Radio 2)

WEP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - ycTaHOBKa pexvma paboTbl pagnonHTepdeliica,
nocpeacTBOM KOTOPOrO YCTPOMCTBO OyAET NOAKAHATLCS K TOUKE AOCTyNa B peXume KNneHTta. Pexunm
paboThl JO/MHKEH COBMNaAATh C PEXMMOM paboThbl Ha TOUKe A0CTYyna)

WEP-12ac# set radio wlan1 channel-policy static (static - Bbik/toueHve yHKLUMOHaNa aBTOMaTUYecKoro
Bbl6Opa kaHana)

WEP-12ac# set radio wlan1 static-channel 144 (144 - Homep cTaTU4YeCcKoro kKaHasa, Ha KOTOpoOM pa6oTaeTt
TOYKa [0CTYNa, K KOTOPOWA ByAeT NoakNtoUYaTbCs JaHHOE YCTPOCTBO B PEXUME K/MEHTA)

WEP-12ac# set radio wlan1 n-bandwidth 20 (20 - wpuHa kaHana, Ha KOTOpoM paboTaeT Touka AOCTyna,
K KOTOPOWA GyfeT NoAKNoYaTLCA AaHHOE YCTPOCTBO B PEXUME K/TMEHTA)

WEP-12ac# set interface wlan1 ssid WDS (WDS - Ha3BaHune 6ecnpoBoaHoii cety Ha VAPO Radio 2)
WEP-12ac# set interface wlan1 security wpa-personal (wpa-personal - pexuvm LwngpoBaHust)
WEP-12ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - napo/ib 6ecrnpoBO/iHOl CETU.
[lomkeH coaepxaTb OT 8 10 64 CUMBOJ/IOB)

Bcero Ha Touke MoXHO HacTpoutb 8 WDS-coeanHeHuii. WDS-nHTepdelicbl Ha TOUKe UMEHYIOTCS CNeayoLmnm
o6paszom: wlanOwdsX, rge X - uncno ot 0 go 7.

Hwxe npeactasneHsl npumep HacTpoiku WDS 6e3 windpoBaHmsa 1 ¢ TUNOM WnpoBaHns wpa-personal Ha
nHtepcpeice wlanOwdso.

HacTpoiika WDS 6e3 wincpoBaHus

WEP-12ac# set interface wlanOwdsO radio wlan1 (wlan1 - BbiGop nHTepdeiica ycTpoiicTBa, KOTOpbIiA
6yaeT ncnonb3oBatbes 418 noctpoeHnss WDS. MapameTtp npvHuMaeT 3HaveHus: wlan0 (Radio 1-2.4 '),
wlan1 (Radio 2 - 5 'Tw))

WEP-12ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-agpec
paavouHTepdpeica Toukn AOCTynNa, C KOTOPOW NpegycmaTrpuBaeTca coBmecTHas paborta. MAC-agpec
pagvouHTepdpeiica ykasaH B BbIBOAe KOMaHabl get interface wlanX, rge X - Homep 6ecnpoBoAHOr0
nHTepgeiica: 0 - Radio 1 (2.4 I'wy); 1 - Radio 2 (5Tw))

WEP-12ac# set interface wlanOwdsO status up (up -BkntoueHne WDS Ha Touke goctyna. Ans

BbIK/toueHusi BBeguTe - down)
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HacTpoiika WDS ¢ wpa-personal

WEP-12ac# set interface wlanOwdsO0 radio wlan1 (wlan1 - BbIGop nHTepdoeiica yCcTpoiicTBa, KOTOPbIi
6yaeT ncnonb3oBathbes An1s noctpoeHnss WDS. MapameTtp npuHuMaeT 3HaueHust: wlan0 (Radio 1-2.4 '),
wlan1 (Radio 2 - 5 Tw))

WEP-12ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
paanonHTepdieica ToUkM A0CTyna, C KOTOPOW NpeaycMmaTpmBaeTcsa coBmecTHas pabota. MAC-agpec
pagnounHTepdpeiica ykasaH B BbIBOAE KOMaHAbl get interface wlanX, rae X - Homep 6ecnpoBoAHOr0
nuTepgoeiica: 0 - Radio 1 (2.4 I'Tw); 1 - Radio 2 (5Tw))

WEP-12ac# set interface wlanOwds0 wds-ssid WDS (WDS - nms SSID gn1s nocTpoeHust lumcpoBaHHOro
WDS)

WEP-12ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LUMcbpoBaHUST)

WEP-12ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 — WPA-kntou. JnHa
K/rouYa cocTaBnsieT oT 8 Ao 63 CMBO/IOB)

WEP-12ac# set interface wlanOwdsO status up (up -BkntoueHne WDS Ha Touke gocTyna. [Ans
BbIK/HOYEHUs1 BBeauTe - down)

5.7.6 Hactpoliika WGB
Mpumep HacTpolikn WGB Ha Radio 2 (5 'Tw).

Mepep HenocpeAcTBeEHHON HacTpolikoin WGB Ha Touke A0CTyna HeE0OX0AMMO: BbIK/IOUNTL Ha TOUKe AoCTyna
Cluster, HacTponTb pagnonHTepdeiic Toukn n VAP.

MpeaBapuTenbHaa HaCTpPoOiiKa

WEP-12ac# set cluster clustered 0 (0 - Bbik/toueHune pexuvima Cluster)

WEP-12ac# set bss wlan1bssvap0 status up (up - BkntoueHve VAPO Ha Radio2)

WEP-12ac# set radio wlan1 mode a-n-ac (a-n-ac - yctaHoBKa pexuma paboTbl pagnonHtepdeiica,
nocpeacTBOM KOTOPOro YCTPOMCTBO ByAeT NoAKIYaTLCS K TOUKE AOCTYNa B PeXUME KIMeHTa. Pexum
paboTbl 0/HKEH COBMNaAATh C PEXMMOM PaboThbl HA TOUKE A0CTYyNa)

WEP-12ac# set radio wlan1 channel-policy static (static - Bbik/1toueHNEe yHKLMOHANA aBTOMATUYECKOro
Bbl6GOpa kaHana)

WEP-12ac# set radio wlan1 static-channel 144 (144 - Homep cTaTMYeckoro kaHana, Ha KOTopoM pa6oTaeT
Touka A0CTYNa, K KOTOPOiA ByAeT NOAKNYATLCSA AaHHOe YCTPOCTBO B PEXUME K/TMEHTA)

WEP-12ac# set radio wlan1 n-bandwidth 20 (20 - wpvHa kaHana, Ha KoTopom pa6oTaeT Touka AoCTyna,
K KOTOPOIA GyfleT NOAKNOYATLCA AaHHOE YCTPOCTBO B PEXUME K/TMEHTA)

WEP-12ac# set interface wlan1 ssid WGB (WGB - HazBaHue 6ecnpoBogHoii cetn Ha VAPO Radio 2)
WEP-12ac# set interface wlan1 security wpa-personal (wpa-personal - pexvm wngpoBaHust)
WEP-12ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposib 6€CrnpoBOAHOI CETH.
[lonxeH coaepxatb oT 8 10 64 CUMBOJ/IOB)

Mocne npoBeAeHUst NpeABapuTesibHO HAaCTPOIKM Heo6xo0AMMO HacTpouTb napameTpsl "Upstream Interface” -
NHTepdeinc ANs NoAKIYEHMS K TOUKE AOCTYNa B peXxumMe KaveHTa. Huke paccMoTpeHbl pumepsbl
HacTpoliku "Upstream Interface" WGB ¢ paznnuHbiMn Tunamm wmndgpoBaHus.
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5.7.6.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wncpoBaHus

WEP-12ac# set wgbridge radio wlan1 (wlan1 - Bbi6op uHTepdeiica ycTpoiicTBa, KOTOpbI ByaeT
MCNOMb30BaTbCSA A/15 NOAK/YEHUS K TOUKe AocTyna. MapameTp nprHuMaeT 3HaveHust: wlan0 (Radio 1 -
2.4TTu), wlan1 (Radio 2-5T1Tw))

WEP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nmsi 6ecnpoBogHOIi ceTu, K KOTOPOI
HEobX0AMMO MOAK/UNTLCS YCTPONCTBOM B PEXMME K/INEHTA)

WEP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHne pexxuma WGB Ha Touke gocTtyna. Ans
BbIK/tOUeHMs1 BBeauTe - down)

WEP-12ac# set wg-bridge-upstrm security plain-text (plain-text - pexum wndpoBaHus. MapameTp
npuHMMaeT 3HauYeHus: wpa-personal, wpa-enterprise, plain-text)

WEP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MyH/MasbHbI YPOBEHb CUTHAIA OT TOYUKM
Z0CTyna, Npy KOTOPOM MPOUCXOAMUT NOAK/THOUEHME K TOUKE)

WEP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemslii Ha Touke goctyna. Mo
ymMosyaHuio: 1)

HacTpoiika WGB ¢ wpa-personal

WEP-12ac# set wgbridge radio wlan1 (wlan1 - Bbi6op uHTepdpelica ycTpoiicTBa, KOTopbIi GyaeTt
1CNONb30BaTbCSA A9 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HadeHust: wlan0 (Radio 1 -
2.4TTu), wlan1 (Radio 2-5T1Tw))

WEP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nmsi 6ecnpoBogHOIi ceTu, K KOTOpPOi
HeobXoAMMO MOAK/UNTLCA YCTPONCTBOM B PEXMME KNEHTA)

WEP-12ac# set wgbridge wgbridge-mode up (up -Bk/1toueHne pexxuma WGB Ha Touke goctyna. Ans
BbIK/toueHusi BBeguTe - down)

WEP-12ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - naponb, HE06X0AMMblIit ANs
aBTOpM3aLMM Ha Touke gocTyna.. [Jo/mKeH cogepxatb oT 8 4o 64 cMBO/IOB)

WEP-12ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexum wmndpoBaHus.
MapameTp NpMHMMaEeT 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WEP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MyHV/MasbHbI YPOBEHb CUTHAMA OT TOYUKM
ZocTyna, Npy KOTOPOM MPOUCXOAMNT NOAK/HOUYEHME K TOUKE)

WEP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemsblii Ha Touke gocTyna. Mo
ymMosyaHuio: 1)
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HacTpoiika WGB ¢ wpa-enterprise

WEP-12ac# set wgbridge radio wlan1 (wlan1 - Bbi6op uHTepdpeiica ycTpoiicTBa, KOTopbiil 6yaet
1CNOMb30BaTbCS A9 NOAK/UYEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HaveHus: wlan0 (Radio 1 -
2.4TTu), wlan1 (Radio 2-5T1Tw))

WEP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nmsi 6ecnpoBoaHoi1 ceTu, K KOTOpPOi
Heo6XoAMMO MOAK/MUNTLCS YCTPONCTBOM B PEXMME KNNEHTA)

WEP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHne pexxuma WGB Ha Touke gocTtyna. Ans
BbIK/lOYEHUs1 BBeauTe - down)

WEP-12ac# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - pexxum LNGPOBaHUS.
MapameTp NprMHMMAET 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WEP-12ac# set wg-bridge-upstrm eap-user client (client - msi nonb3oBarens, ncnonb3yemoe npu
aBTopu3auum Ha RADIUS-cepBepe)

WEP-12ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naposnb
no/sib30BaTesNs, UCNob3yeMmbiil Npu aBTopusaummn Ha RADIUS-cepsepe)

WEP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MyH/Ma bHbI YPOBEHb CUTHAMA OT TOUKM
[l0CTyna, NPy KOTOPOM MPOUCXOAMNT NOAK/THOUEHME K TOUKE)

WEP-12ac# set wg-bridge-upstrm eap-method peap (peap - BbIGOp NpoTokona ayTeHTMmKaL .
MapameTp NpYHUMAaET 3HauveHust: peap, tls)

WEP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblii Ha Touke gocTyna. Mo
yMos4aHuio: 1)

Mpn HEO6XOAMMOCTM MOXHO NPOU3BECTUN HACTPOIiKY MHTepdeiica "Downstream Interface", BbicTynatoLero B
KauyecTBe TOYKM A0CTyna As1s NOAKNHUYEHUS] KNIMEHTCKMUX YCTPOACTB.

5.7.6.2 Hacmpolka Downstream Interface

HacTpolika "Downstream Interface" ¢ wpa-personal

WEP-12ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - ums 6ecnpoBogHoii ceTu, K KOTopOii
Heo6XoAMMO MOAK/MUNTLCS YCTPONCTBOM B PeXMME KNNEHTA)

WEP-12ac# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- naposb A58 NOAK/IHOUYEHNS K
6ecrnpoBOAHOI CeTh)

WEP-12ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexum wncgpoBaHus. Ans
co3naHus SSID 6e3 pexuma wndpoBaHusa BeeanTe - plain-text. MapameTp NnpMHMMaeT 3HavyeHus:: wpa-
personal, plain-text)

WEP-12ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - BbikntoueHne pexuma ckpbitoro SSID.
NS BKNIOYEHVs1 pexuMa BBeanTe - on)

WEP-12ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B KoTOpoM GyAeT NepeaaBaTbCs CeTeBol
Tpaduk ANs AaHHOW Touku gocTtyna. Mo ymonyaHuio: 1)

WEP-12ac# set wg-bridge-dwstrm status up (up - BktoueHne Downstream Interface. Jnsi BbikntoueHust
BBeauTe - down)
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5.7.6.3 Hacmpotika WGB-ARP-Timeout

HacTtpoiika WGB-ARP-Timeout

WOP-2ac# set wgbridge wgb-arp-timeout 5 (5 - Bpems xu3Hu 3anvucu B ARP-Tabnmue pexmma WGB.
MapameTp npuvHMMaeT 3HadveHne oT 1 4o 1440 MUHYT. [0 yMONMYaHUIO - 5 MUHYT)

5.7.7 CunCTeMHble HACTPOIKK

5.7.7.1 O6HosneHue MO ycmpolicmsa

© He oTtknovaiiTe NUTaHMe yCTPOCTBA U HE BLIMNOMHANTE nepesarpysky ycTpolicTea B npoLecce
o6HoBieHusa MNo!

[nsa o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepBep thaiin npoLumBKx
WEP-12ac-1.22.X.X.tar.gz 1 BbINO/HATE KOMaHAY:

O6HoBneHne MO Toukn goctyna no tftp

WEP-12ac# firmware-upgrade tftp://<IP-agpec tftp-cepBepa>/<HasBaHue dpaiina MO> (Mpumep:
firmware-upgrade tftp://192.168.1.100/WEP-12ac-1.22.X.X.tar.gz

[ns o6HoBneHus MO no npotokony HTTP 3arpy3uTte Ha HTTP-cepsep thaiin npoLLmBkn
WEP-12ac-1.22.X.X.tar.gz 1 BbINO/IHUTE KOMaHAb!:

OGHoBeHne MO Touku goctyna no tftp

WEP-12ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopt]/<Ha3BaHue
darina NMO> (Mpumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/
WEP-12ac-1.22.X.X.tar.gz)

WEP-12ac# set firmware-upgrade start yes (komaHga ans Hayana o6HoseHus MO)

MepeknoueHne Ha pe3epBHYI Bepcuto MO Touku gocTyna

WEP-12ac# firmware-switch
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5.7.7.2 YnpasneHue KoHguaypayueli ycmpolicmsa

C6poc KoHhurypauum ycTpoiictea B fepO/ITHOE COCTOsIHME

WEP-12ac# factory-reset

CkauaTb KOH(PUIypaLMOHHbIii haiin ycTpoiicTBa Ha tftp cepeep

WEP-12ac# config download tftp://<IP-agpec tftp-cepBepa>/<HasBaHue chaiina>.xml (Mpumep: config
download tftp://192.168.1.100/WEP-12ac.xml)

3arpys3uTtb KOH(UrypayumMoHHbIlii thaiin Ha yCTpoiACTBO c tftp cepBepa

WEP-12ac# config upload tftp://<IP-agpec tftp-cepsepa>/<Ha3BaHue aiina>.xml (NMpumep: config
upload tftp://192.168.1.100/WEP-12ac.xml)

5.7.7.3 [lMepe3azpy3ka ycmpolicmsa

KomaHAa Ans nepesarpysku ycTpoiicTea

WEP-12ac# reboot

5.7.7.4 Hacmpouka dambl u BpemMeHu

KomaHgbl ans HaCTpOﬁKI/I CUXpOoHU3aLuuun BpemeHun c cepsepom NTP

WEP-12ac# set ntp status up (up - Bk1toueHne cuHxpoHusaummn spemenu ¢ NTP-cepeepom. MapameTp
npYHUMaET 3HaueHusi: down, up. Mo yMon4aHmio: up)

WEP-12ac# set ntp server 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHoro NTP-cepBepa)
WEP-12ac# set ntp alternative-server ntp1.stratum2.ru (ntp1.stratum2.ru - JOMeHHOE UMSA PE3EPBHOIO
NTP-cepeepa-1)

WEP-12ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-aapec pe3epsHoro NTP-
cepsepa-2)

WEP-12ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone
6 (Novosibirsk; Krasnoyarsk) - yctaHoBka TaiiM-30Hbl. 10 ymonyaHuto: 'Russia (Moscow)')
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5.7.7.5 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika oTnpaBku SNMP-TpanoB

WEP-12ac# set snmp source-status up (up - Bk/toueHve npuHaTus SNMP-3anpocoB TOMbKO € yKasaHHbIX
B MapameTpe snmp source agpecos. MapameTp NpuHUMAaET 3HaueHus: down, up. Mo ymonyanuio: down)
WEP-12ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-agpec X0CTa, OT KOTOPOro pa3peLleHo
npuHumatb SNMP-3anpoch!)

WEP-12ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpoiika oTnpasku SNMP-TpanoB Bepcun snmpV2, Ha XocT ipv4 c ip-agpecoM 192.168.1.100, ans
rpynnsi public)

5.7.8 HacTtpoiika cepsuca APB

KomaHgb! AN HacTpoiiku cepBuca APB

WEP-12ac# set captive-portal mode up (up - akTMBMpoBaTh noakItoUeHne k cepsucy APB. MapameTp
npuHMmaeT 3HadeHus: up, down. Mo ymonyaHuio: up)

WEP-12ac# set captive-portal roaming-service-url ws://<Appec cepuca APB>:8090/apb/broadcast
(Mpumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WEP-12ac# get captive-portal apb-operation-status (komaHaa ans BbiBoga ctatyca cepsuca APB:
connected, not_connected nnu not_running)
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5.7.9 MOHUTOPUHT

5.7.9.1 Wi-Fi knueHmsbli

WEP-12ac# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels

wlanlvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165
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using-802.11r
using-802.11k

mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

No

No
802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.7.9.2 WHepopmayusi 06 ycmpolcmse

WEP-12ac# get system detail

Property Value

username admin

model Eltex WEP-12ac

version 1.22.X.X

altversion 1.22.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.22.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds off

force-allow-eth off

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac

e8:28:cl:cl:27:60

base-mac-status on
serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact
system-location

admineexample.com
Default

band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes
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5.7.9.3 Cemesasi uHhopmayusi

WEP-12ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WEP-12ac# get ip-route

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254

WEP-12ac# get ntp detail

Property Value
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status

server
alternative-server
alternative-server2
dhcp_server
dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs

up

100.110.1.
100.110.0.
O.ru.pool.
100.110.1.

253

22
ntp.org
252
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5.7.9.4 bBbecrnposooHble uHMepgelichbl

WEP-12ac# get radio wlan0 detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 16 11
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 88
num-stations 0
wds-status down
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fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode

vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu down
olpc-cal-period 300
olpc-channel no

WEP-12ac# get radio wlan1 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power—-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
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short-guard-interval-supported
stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util

num-stations

wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations

dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features

rsdb-mode

frame-burst
spectrum-analyser-start
spectrum-analyser-status
spectrum-analyser-results
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

no
auto
auto
ignore

on

on
off
on
off
50
75
on

down
auto
auto
200

up

on
off

off

Not ready
Not ready

up
up
300
yes
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5.7.9.5 WDS

WEP-12ac# get interface wlanOwdsO0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

ssid

bss

security

wep-key-ascii no

[ol ool ol oMol oloMolololMololololoMoMoMoMoMNO]
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wep-key-length 104
wep-default-key
wep-key-mapping-length
vlan-interface

vlan-id

radio wlan®

remote-mac A8:F9:4B:B7:8B:C0O
remote-rssi -16

wep-key

operational-status up
wds-link-uptime 00:00:46

wds-ssid wDS
wds-security-policy wpa-personal
wds-wpa-psk-key 12345678
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5.7.9.6 WGB

WEP-12ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WEP-12ac# get wg-bridge-upstrm detail

Property Value

ssid AP-ss1id
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WEP-12ac# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
ignore-broadcast-ssid of f
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open-system-authentication
shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

on
off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd
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5.7.9.7 Cluster

WEP-12ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WEP-12ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WEP-12ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WEP-12ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.18.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WEP-12ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.22.X.X

cluster-controller yes

WEP-12ac# get cluster-fw-member detail

Property Value
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upgrade

upgrade-url tftp://192.168.1.7/WEP-12ac-1.22.X.X.tar.gz
upgrade-method selective

upgrade-status Completed

upgrade-members 192.168.0.58

WEP-12ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:C0O Success
192.168.0.135 E8:28:C1:C1:27:60 None
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5.7.9.8 XKypHan cobbimuli

WEP-12ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.7.9.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WEP-12ac# get detected-ap

privacy

channel

PykoBogacTBo no akcnayatauum WEP-12ac

signal

On
off
off
off
On
off

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free

-61
-61
-45
-56
-61
-53
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5.7.9.10 CnexkmpoaHasiuzamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCSA B MPOLIEHTAX.

© nMocne 3anycka ckaHMPOBAHUSA [/151 NOJTyHEHUS PE3y/ILTATOB HEO6XOAVMO MOAOXK/AATb HECKO/IbKO
MUHYT. Ha BpemMsi CKaHMpOBaHWUSA y NOAK/MHOYEHHbIX KIMEHTOB ByaeT Habnogartbca npepbiBaHne
paboTbl CEPBUCOB.

WEP-12ac# set radio all spectrum-analyser-start yes (3anyck cnektpoaHannsartopa Ha Bcex
paavouHTepdeicax ogHOBpeMeHHO. 18 3anycka cnekTpoaHamM3arTopa Ha KOHKPETHOM
pagnounHTepdelice BmecTo all BBeanTe HasBaHWe MHTepdeiica: wlan0 - Radio1, wlan1 - Radio2)

WEP-12ac# get radio all spectrum-analyser-results (BbiBog, pe3y/nibTata paboThl CNekTpoaHann3aTopa)

Property Value
name wlano
spectrum-analyser-results
1: 92 | Kk ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok
6: 84 | Hkxkokokokkkkkokokokokkx
11: 88 | Kk ok ko ok ok ok ok ok ok ok ok ok ok ok ok

Optimal 20MHz channel: 11

Property Value
name wlanl
spectrum-analyser-results

36: 52 | kokok ok kkkkkkk

40: 52 | kkkkkkkkkkx

44; 15 | *xx%

48: 13 | *xx

52: 9 | *x

56: 4 | *

60: 5 | *x

64: 10 | *xx

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80
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6 MpunoxeHne. CNUCOK OCHOBHbIX K/TACCOB U NOAKNACCOB KOMaH/

Knacc

debug

OTnapoyHble
KOMaHAbI

system

HacTpoiikn
CUCTEMBI

Mopgknacc

level

timestamp

klevel

password

model

version

platform

encrypted-
password

PyHKUNA

YpoBeHb
OTNnafo4YHo’
MHdopmaLmmn

[Jo6aBnTb METKY
BPEMEHM K
OTNafouHol
MHdopmaLmu

YpoBeHb
OoTNnafouYHoM’
NHpopmMaLmmn agpa

Maponb goctyna K
Mo/ib30BaTe/IbCKOM
y web-uHtepdelicy
n CLI

Mopgenb
yCTpoicTBa

Bepcua No

AnnapaTtHas
nnardopma

3awmnpoBaHHbIii
naposib

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

set

get

get

get

get, set

get debug level

set debug level
<value>

get debug
timestamp

set debug
timestamp
<value>

get debug
klevel

set debug
klevel <value>

set system
password
<value>

get system
model

get system
version

get system
platform

get system
encrypted-
password

set system
encrypted-
password
<value>

Mpumepsbl

WEP-12ac# get
debug level

0

WEP-12ac# get
debug timestamp

WEP-12ac# set
debug klevel 1

WEP-12ac# get
debug klevel

1

WEP-12ac# set
system password
password

WEP-12ac# get
system model

Eltex WEP-12ac

WEP-12ac# get
system version

1.14.0.89

WEP-12ac# get
system platform

bcm953012er

WEP-12ac# set
system
encrypted-
password
"$15G6G6G6G6SDh
39pxWgjp3nBRrBP
BL701"

WEP-12ac#

WEP-12ac# get
system
encrypted-
password$1$G6G6
G6G6SDh39pxWqjp
3nBRrBPBL701
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uptime

system-
time

time-zone

enable-dst

summer-—
time

dst-start

PyHKUNA

Bpems paboTbl
cUCTEeMbI C
MOMEHTAa 3arpy3ku

TekyLLee Bpems
CUCTEMBI

YacoBoii nosic

BkounTb
nepexop Ha
JNleTHee BpemA

Bpemsa nepexoga
Ha neTHee Bpems

Bo3MOXHble
KoMaHAbl

get

get

get, set

get, set

get, set

get, set
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CuHTakcuc

get system
uptime

get system
system-time

get system
time-zone

set system
time-zone
<value>

get system
enable-dst

set system
enable-dst
<value>

get system
summer-time

set system
summer-time
<value>

get system dst-
start

set system dst-
start <value>

Mpumepsbl

WEP-12ac# get
system uptime

6 days, 17
hours, 25
minutes

WEP-12ac# get
system system-
time

Thu May 31 2018
06:59:46 MST

WEP-12ac# set
system time-
zone "Russia
(Moscow) "

WEP-12ac# get
system time-
zone

Russia (Moscow)

WEP-12ac#

WEP-12ac# set
system enable-
dst on

WEP-12ac# get
system enable-
dst

on

WEP-12ac# set
system summer-
time enabled

WEP-12ac# get
system summer-
time

enabled

WEP-12ac# set
system dst-
start
"March.Second.S
unday/02:00"

WEP-12ac# get
system dst-
start

March.Second.Su
nday/02:00
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dst-end

dst-offset

reboot

country

country-
mode

full-
isolation

nmode-
supported

PyHKUNA

Bpemsa nepexoga
Ha 3MMHee BpeMms

get, set

Mepesarpysntb set
TOYKY [JocTyna

CtpaHa

Bo3MOXHbIe
3HayeHus: on, off.

MonHas usonauus. get, set

Bo3moxHbIe
3Ha4YeHuns: on —
JOYHKUNA aKTUBHA,
off — chyHKkuMA
HeakTMBHa.

Mopaepxka get
craHpapta IEEE
802.11n.

Bo3moOXxHbIe

3HaueHuns: Y —
nogaepxusaet, N

- He

noanepxueaer.

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set
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CuHTakcuc

get system dst-
end

set system dst-
end <value>

get system dst-
offset

set system dst-
offset <value>

set system
reboot

get system
country

set system
country <value>

get system
country-mode

set system
country-mode
<value>

get system
full-isolation

set system
full-isolation
<value>

get system
nmode-supported

Mpumepsbl

WEP-12ac# set
system dst-
start
"November.First
.Sunday/02:00"

WEP-12ac# get
system dst-end

November.First.
Sunday/02:00

WEP-12ac# set
system dst-
offset 60

WEP-12ac# get
system dst-
offset

60

WEP-12ac# set
system reboot

WEP-12ac# set
system country
RU

WEP-12ac# get
system country
RU

WEP-12ac# set
system country-
mode off

WEP-12ac# get
system country-
mode

off

WEP-12ac# set
system full-
isolation off

WEP-12ac# get
system full-
isolation

off

WEP-12ac# get
system nmode-
supported

Y
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Knacc

Mopgknacc

forty-mhz-
supported

base-mac

serial-
number

country-
code-is-
configurab
le

system-
name

system-
contact

PyHKUNA

Mognepxka
nonochl
nponyckaHus
LmpuHon 40 MI'y, B
5 My gnanasoHe.

CepwiiHblili HOMep
n3genus

HacTpoiika koga
CTpaHbl.
Bo3moxHbIe
3HaYeHuns: on —
JOYHKUNA aKTUBHA,
off — chyHKuMA
HeakTVBHa.

Nma cuctemsl

KoHTaKTbl
CUCTEMBI

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

get, set
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CuHTakcuc

get system
forty-mhz-
supported

get system
base-mac

set system
base-mac
<value>

get system
base-mac

set system
base-mac
<value>

get system
country-code-
is—-configurable

set system
country-code-
is—-configurable
<value>

get system
system—-name

set system
system—-name
<value>

get system
system-contact

set system
system-contact
<value>

Mpumepsbl

WEP-12ac# set
system base-mac
"a8:f9:4b:b0:21
:60"

WEP-12ac# get
system base-mac
a8:f9:4b:b0:21:
60

WEP-12ac# set
system serial-
number
WP01000167

WEP-12ac# get
system serial-
number
WP01000167

WEP-12ac# set
system country-
code-is-
configurable on

WEP-12ac# get
system country-
code-is-
configurable

on

WEP-12ac# set
system system-
name "WEP-12ac"

WEP-12ac# get
system system-
name

WEP-12ac
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Knacc

host
HacTpoiikn xocTa

Mopgknacc

system-
location

id

dns-1

dns-2

domain

static-
dns-1

static-
dns-2

static-
domain

PyHKUNA

MecTononoxexnne
CUCTEMBbI

ID xocTa

IP-agpec DNS-
cepsepa (1)

IP-agpec DNS-
cepeepa (2)

Vima gomeHa

DNS-cepsep (1),
KOTOpbIV Byaet
NCNONb30BaH, eC/n
agpec He Nony4yeH
no DHCP

DNS-cepsep (2),
KOTOpbIV ByaeT
MCMob30BaH, ecnu
afpec He Nosy4yeH
no DHCP

Vima gomeHa,
ncnosb3yemMoro,
€C/11 He MoNy4YeHo
nMAa JOMeHa no
DHCP

Bo3MOXHble
KoMaHAbl

get, set

get, set

get

get

get

get, set

get, set

get, set
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CuHTakcuc

get system
system-location

set system
system-location
<value>

get host id

set host 1id
<value>

get host dns-1

get host dns-2

get host domain

get host
static-dns-1

set host
static-dns-1
<value>

get host
static-dns-2

set host
static-dns-2
<value>

get host
static-domain

set host
static-domain
<value>

Mpumepsbl

WEP-12ac# get
system system-
location
Default

WEP-12ac# set
host 1id
"WEP-12ac"

WEP-12ac# get
host -id
WEP-12ac

WEP-12ac# get
host dns-1
172.16.0.250

WEP-12ac# get
host dns-2
172.16.0.100

WEP-12ac# get
host domain
eltex.loc

WEP-12ac# get
host static-
dns-1

WEP-12ac# get
host static-
dns-1

WEP-12ac# set
host static-
domain
"example.com"
WEP-12ac# get
host static-
domain
example.com
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Knacc

config

HacTpoiikn

KOHoUrypauum

interface

HacTpoiikn
ceTeBoro
nHTEepdeinca

Mopgknacc

dns-via-
dhcp

startup

version

backup-
file-
format

type

status

PyHKUNA

MonyyaTb
napameTtpbl DNS-

cepsepa no DHCP.

Bo3MOXHble
3HaYeHus: up —
nosiy4arb no
DHCP, down -
1Ccnonb3oBaTb
cTarunyeckune
napameTpbl.

HacTpoiika Bo
BpEMS 3arpysku

Bepcusa dhaitna
KOHpurypaumm

dopwmar paina
KOHoUrypaumu.
Bo3moxHble
3HauyeHus: plain —
He3alwngpoBaHHbI
i, encrypted —
3alUMPOBaHHbIA.

Twun ceTeBoro
nHTepdelica

CocTosiHMe
nHTEepderica

Bo3MOXHble
KoMaHAbl

get, set

set

get

get, set

add, get

add, get, set
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CuHTakcuc

get host dns-
via-dhcp

set host dns-
via-dhcp
<value>

set config
startup <value>

get config
version

get config
backup-file-
format

set config
backup-file-
format <value>

add interface
<interface_name
> type <value>

get 1interface
<interface_name
> type

add interface
<interface_name
> status
<value>

get interface
<interface_name
> status

set interface
<interface_name
> status
<value>

Mpumepsbl

WEP-12ac# set
host dns-via-
dhcp up
WEP-12ac# get
host dns-via-
dhcp

up

WEP-12ac# get
config version
1.02

WEP-12ac# set
config backup-
file-format
plain

WEP-12ac# get
config backup-
file-format
plain

WEP-12ac# add
interface
wlanlvapl type
service-set

WEP-12ac# get
interface
wlanlvapl type
service-set

WEP-12ac# add
interface
wlanlvapl
status up

WEP-12ac# set
interface
wlanlvapl
status up

WEP-12ac# get
interface
wlanlvapl
status

up
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PyHKUNA

descriptio OnucaHue

n

ip

mask

static-1ip

nHTepdelica

IP-agpec
nHTepdenca

Macka cetun

Crartnyeckuin IP-
ajipec,
NCNO/b3yeMbIA,
korga DHCP-
cepBep He
aKTUBEH

Bo3MOXHble
KoMaHAbl

get, set

add, get

add, get, set

add, get, set
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CuHTakcuc

get interface
<interface_name
> description

set interface
<interface_name
> description
<value>

add interface
<interface_name
> ip <value>

get interface
<interface_name
> Hip

add interface
<interface_name
> mask <value>

get interface
<interface_name
> mask

set interface
<interface_name
> mask <value>

add interface
<interface_name
> static-1ip

get interface
<interface_name
> static-1ip

set interface
<interface_name
> static-1ip
<value>

Mpumepsbl

WEP-12ac# get
interface
wlanlvapl
description
"Wireless -
Virtual Access
Point 1 - Radio
2"

WEP-12ac# get
interface
wlanlvapl
description
Wireless -
Virtual Access
Point 1 - Radio
2

WEP-12ac# get
interface
wlanlvapl 1ip

WEP-12ac# get
interface
wlanlvapl mask

WEP-12ac# get
interface
wlanlvapl
static-1ip
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static-
mask

rx-bytes

rx-packets

rx—errors

rx-drop

rx-fifo

rx-frame

rx-
compressed

Bo3MOXHble
KoMaHAbl

PyHKUNA

Macka ceTn,
ncrnosb3yemas,
korga DHCP-
cepsep He
aKTUBEH

add, get, set

KonunyectBo
NoSTyYeHHbIX
paliToB

get

KonnyectBo
NoSTyYEHHbIX
nakeToB

get

KonnyectBo
NoTyYeHHbIX
MakeToB C
oLunmbkKamm

get

Konuyectso
MOyYEHHbIX
nakeToB, KOTOpble
OblI OTOPOLLEHDI

get

KonunyectBo
MakeTos,
nostly4eHHoe npu
nepenosiHeHnn

6yhepa

get

Konnyectso
NakeToB,
NOYYEHHBIX C
oLmbkon Kagpa

get

KonnyectBo
NosTy4YeHHbIX
CXXaTbIX NakeToB

get
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CuHTakcuc

add interface
<interface_name
> static-mask

get interface
<interface_name
> static-mask

set interface
<interface_name
> static-mask
<value>

get interface
<interface_name
> rx-bytes

get interface
<interface_name
> rx-packets

get interface
<interface_name
> rx-errors

get 1interface
<interface_name
> rx-drop

get 1interface
<interface_name
> rx-fifo

get interface
<interface_name
> rx-frame

get interface
<interface_name
> rx-compressed

Mpumepsbl

WEP-12ac# get
interface
wlanlvapl
static-mask

WEP-12ac#
interface
wlanlvapl
bytes

(0]

get

rX-=

WEP-12ac#
interface
wlanlvapl
packets

0]

get

rx—

WEP-12ac#
interface
wlanlvapl
errors

0]

get

rX-=

WEP-12ac#
interface
wlanlvapl
fifo

(0]

get

rxX-—

WEP-12ac#
interface
wlanlvapl
frame

0]

get

rxX—

WEP-12ac#
interface
wlanlvapl rx-
compressed

(0]

get
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Knacc

Mopgknacc

rx-—
multicast

tx-bytes

tx-packets

tx-errors

tx-fifo

tx-colls

tx-carrier

tTx-
compressed

tx-drop-
bytes

rx-drop-
bytes

PyHKUNA

KonnuectBo
NOMYyY€eHHbIX
naketoB multicast

KonunyectBo
OTNpPaB/IeHHbIX
oanT

KonnyectBo
OTnpaB/IeHHbIX
nakeToB

KonnyectBo
OTNpaB/IEHHbIX
NMakeToB C
oLunmbKamm

KonunyectBo
NakeTos,
OTNpPaB/IEHHbIX NPU
nepenosiHeHNN

6yhepa

KonnuyectBo
OoTnpasBNeHHbIX
MakeToB C
KONMN3UAMMN

KonunyectBo
OTNpPaB/IEHHbIX
NakeToB C
omoKamm
HecyLen

KonnyectBo
OoTnpasBNeHHbIX
CXXaTbIX NakeToB

Konnyectso
OTOPOLUEHHbIX TX-
6ainT

Konnyectso
OTOPOLUEHHBIX RX-
6anT

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

get

get
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CuHTakcuc

get interface
<interface_name
> rx-multicast

get interface
<interface_name
> tx-bytes

get interface
<interface_name
> tx-packets

get interface
<interface_name
> tx-errors

get 1interface
<interface_name
> tx-fifo

get interface
<interface_name
> tx-colls

get interface
<interface_name
> tx-carrier

get interface
<interface_name
> tx-compressed

get 1interface
<interface_name
> tx-drop-bytes

get interface
<interface_name
> rx-drop-bytes

Mpumepsbl

WEP-12ac# get
interface
wlanlvapl rx-
multicast

0]

WEP-12ac# get
interface
wlanlvapl tx-
bytes

(0]

WEP-12ac# get
interface
wlanlvapl tx-
packets

0]

WEP-12ac# get
interface
wlanlvapl tx-
errors

0]

WEP-12ac# get
interface
wlanlvapl tx-
fifo

0]

WEP-12ac# get
interface
wlanlvapl tx-
colls

WEP-12ac# get
interface
wlanlvapl tx-
carrier

WEP-12ac# get
interface
wlanlvapl tx-
compressed

WEP-12ac# get
interface
wlanlvapl tx-
drop-bytes

WEP-12ac# get
interface
wlanlvapl rx-
drop-bytes
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Mopgknacc

tx-drop-
packets

rx-drop-
packets

stp

fd

hello

priority

PyHKUNA

Konnyectso
OTOPOLUEHHBIX TX-
nakeToB

KonunyectBo
OTOPOLUEHHBIX RX-
NnakeToB

Spanning Tree
Protocol

3agepxka
OTnpaBKu

NuTepsan hello

MpuopuTeT MocTa

Bo3MOXHble
KoMaHAbl

get

get

add, get, set

add, get, set

add, get, set

add, get, set
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CuHTakcuc

get interface
<interface_name
> tx-drop-
packets

get interface
<interface_name
> rx-drop-
packets

add interface
<interface_name
> stp <value>

get interface
<interface_name
> stp

set interface
<interface_name
> stp <value>

add interface
<interface_name
> fd <value>

get interface
<interface_name
> fd

set interface
<interface_name
> fd <value>

add interface
<interface_name
> hello <value>

get 1interface
<interface_name
> hello

set interface
<interface_name
> hello <value>

add interface
<interface_name
> priority
<value>

get interface
<interface_name
> priority

set interface
<interface_name
> priority
<value>

Mpumepsbl

WEP-12ac# get
interface

wlanlvapl tx-
drop-packets

WEP-12ac# get
interface

wlanlvapl rx-
drop-packets
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Knacc Mopgknacc

port-
isolation

ssid

bss

security

PyHKUNA

M3onauns
6ecnpoBoAHbIX
NnopToB ApYr OT

apyra

Nwma cetun

BSS, k koTopomy
NPUHAANEXNT
nHTEepdenc

Pexunm
©e3onacHocTu

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add 1interface
<interface_name
> port-
isolation
<value>

get interface
<interface_name
> port-
isolation

set interface
<interface_name
> port-
isolation
<value>

add interface
<interface_name
> ssid <value>

get interface
<interface_name
> ssid

set interface
<interface_name
> ssid <value>

add interface
<interface_name
> bss <value>

get interface
<interface_name
> bss

set interface
<interface_name
> bss <value>

add interface
<interface_name
> security
<value>

get interface
<interface_name
> security

set interface
<interface_name
> security
<value>

Mpumepsbl

WEP-12ac# get
interface
wlan@vapl ssid
___wepl2_15-1065

WEP-12ac# get
interface

wlanlvapl bss
wlanlbssvapl

WEP-12ac# get
interface
wlanlvapl
security
plain-text
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Knacc Mopgknacc

wpa-
personal-
key

wep-key-
ascii

wep-key-
length

wep-
default-
key

PyHKUNA

MepcoHasIbHbIi
knoy WPA
(coBmecTHoe
CNOMIb30BaHNE)

dopmat WEP-
K/woya: ascii nam
hex.

Bo3MOXHble
KoMaHAbl

add, set

add, get, set

OnnHa WEP-kntoua  add, get, set

WEP-kntoy,
Ncnonb3yemblii
ONnsA nepegaun

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add 1interface
<interface_name
> wpa-personal-
key <value>

get interface
<interface_name
> wpa-personal-
key

set interface
<interface_name
> wpa-personal-
key <value>

add interface
<interface_name
> wep-key-ascii
<value>

get interface
<interface_name
> wep-key-ascii

set interface
<interface_name
> wep-key-ascii
<value>

add interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

add interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

Mpumepsbl

WEP-12ac# get
interface
wlanlvapl wep-
key-ascii

no

WEP-12ac# get
interface
wlanlvapl wep-
key-length

104

WEP-12ac# get
interface
wlanlvapl wep-
default-key

1
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Knacc Mopgknacc PyHKUNA
wep-key-1  WEP-kntou (1)
wep-key-2  WEP-knto4 (2)
wep-key-3  WEP-kntou (3)
wep-key-4  WEP-knto4 (4)

Bo3MOXHble
KoMaHAbl

add, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc Mpumepsbl

add 1interface
<interface_name
> wep-key-1
<value>

get interface
<interface_name
> wep-key-1

set interface
<interface_name
> wep-key-1
<value>

add interface
<interface_name
> wep-key-2
<value>

get interface
<interface_name
> wep-key-2

set interface
<interface_name
> wep-key-2
<value>

add interface
<interface_name
> wep-key-3
<value>

get interface
<interface_name
> wep-key-3

set interface
<interface_name
> wep-key-3
<value>

add interface
<interface_name
> wep-key-4
<value>

get interface
<interface_name
> wep-key-4

set interface
<interface_name
> wep-key-4
<value>
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Knacc

Mopgknacc

wep-key-

mapping-
length

multicast-
received-
frame-
count

vlan-id

radio

remote-mac

PyHKUNA

KonunyectBo
NoSTyYEHHbIX
kagpos multicast

ID, ncnonb3yemslii
B Terax

PaanounHTepdeic
ana WDS

MAC-agpec
KOHEUHOW TOUKMN
coeanHeHns WDS

Bo3MOXHble
KoMaHAbl

get

get

add, get

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get interface
<interface_name
> wep-key-
mapping-length

get interface
<interface_name
> multicast-
received-frame-
count

add interface
<interface_name
> vlan-id
<value>

get interface
<interface_name
> vlan-id

add interface
<interface_name
> radio <value>

get interface
<interface_name
> radio

set interface
<interface_name
> radio <value>

add 1interface
<interface_name
> remote-mac
<value>

get 1interface
<interface_name
> remote-mac

set interface
<interface_name
> remote-mac
<value>

Mpumepsbl

WEP-12ac# get
interface
wlanlvapl wep-
key-mapping-
length

400

WEP-12ac# get
interface
wlanlvapl
multicast-
received-frame-
count

WEP-12ac# get
interface
wlanlvapl vlan-
id

WEP-12ac# get
interface
wlanlvapl radio

WEP-12ac# get
interface
wlanlvapl
remote-mac
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Knacc Mopgknacc

wep-key

wds-ssid

wds-
security-
policy

wds-wpa-
psk-key

PyHKUNA BO3MOXHble
KOMaH/bl
WEP-kntou ans add, get, set

coegmHeHna WDS

SSID WDS- add, get, set
coeMHeHns
Monutuka add, get, set

6e3onacHocTy Ans
WDS-coeguHeHus

WPA PSK-kitou
ana WDS
coefnHeHNs

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add 1interface
<interface_name
> wep-key
<value>

get interface
<interface_name
> wep-key

set interface
<interface_name
> wep-key
<value>

add interface
<interface_name
> wds-ssid
<value>

get interface
<interface_name
> wds-ssid

set interface
<interface_name
> wds-ssid
<value>

add interface
<interface_name
> wds-security-
policy <value>

get interface
<interface_name
> wds-security-
policy

set interface
<interface_name
> wds-security-
policy <value>

add interface
<interface_name
> wds-wpa-psk-
key <value>

get interface
<interface_name
> wds-wpa-psk-
key

set interface
<interface_name
> wds-wpa-psk-
key <value>

Mpumepsbl

WEP-12ac# get
interface
wlanlvapl wep-
key

WEP-12ac# get
interface
wlanlvapl wds-
ssid

WEP-12ac# get
interface
wlanlvapl wds-
security-policy

WEP-12ac# get
interface
wlanlvapl wds-
wpa-psk-key
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Knacc

Mopgknacc

interface

static-1ip

static-
mask

ip

mask

mac

dhcp-
status

PyHKUNA

NHTepdeiic
ynpasneHus

Crartunyeckuin IP-
ajpec
nHTepdenca
ynpasfeHus

Crartnyeckasd
Macka
nHTEepdelica
ynpaB/ieHus

IP-agpec
nHTepdenca
ynpasneHus

Macka IP-agpeca
nHTepdelica
ynpasneHuns

MAC-agpec
nHTepdenca
ynpasneHuns

BkntoueH nn DHCP
Ha nHTepdelice
yrnpaB/ieHus

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get

get

get

get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get management
interface

get management
static-1ip

set management
static-1ip
<value>

get management
static-mask

set management
static-mask
<value>

get management

ip

get management
mask

get management
mac

get management
dhcp-status

Mpumepsbl

WEP-12ac# get
management
interface
brtrunk

WEP-12ac# set
management
static-1ip
"192.168.1.10"

WEP-12ac# get
management
static-1ip

192.168.1.10

WEP-12ac# set
management
static-mask
"255.255.255.0"

WEP-12ac# get
management
static-mask
255.255.255.0

WEP-12ac# get
management -ip
192.168.15.105

WEP-12ac# get
management mask
255.255.255.0

WEP-12ac# get
management mac
A8:F9:4B:B0:21:
60

WEP-12ac# get
management
dhcp-status

up
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Knacc

vap

HacTpoiika
BMPTYa/IbHbIX
Touek AocTyna

Mopgknacc

radio

status

vlan-id

global-
radius

descriptio
n

gos-mode

PyHKUNA

PagnounHTepdeic
BUPTYaslbHOMN
TOYKM gocTyna

Cratyc

VLAN ID

Mcnonb3oBaHue
rnodasbHbIX
HacTpoek RADIUS

OnuncaHne
BUPTYasibHOW
TOYKM JocTyna

Pexunm

aMVHUCTPUPOBAH

nda QoS

Bo3MOXHble
KoMaHAbl

get, set

get, set

add, get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get vap <vap>
radio

set vap <vap>
radio <value>

get vap <vap>
status

set vap <vap>
status <value>

add vap
vlan-id

<vap>
<value>

get vap
vlan-id

<vap>

set vap
vlan-id

<vap>
<value>

get vap <vap>
global radius

set vap <vap>
global radius
<value>

get vap <vap>
description

set vap <vap>
description
<value>

get vap <vap>
qos-mode

set vap <vap>
qos-mode
<value>

Mpumepsbl

WEP-12ac# get
vap vapl radio
radio

WEP-12ac# get
vap vapl status
status

WEP-12ac# get
vap vapl vlan-
id

WEP-12ac# get
vap vapl
description
description

Virtual Access

Point 1

Virtual Access
Point 1 - Radio
2

WEP-12ac# get
vap vapl qos-
mode

qos-mode
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Knacc

Mopgknacc

def-bwmax-
up

def-bwmax-
down

def-
acltype-up

def-
acltype-
down

def-acl-up

def-acl-
down

def-
policy-up

PyHKUNA

MakcumasnbHas
NponyckKHas
CNOCOBHOCTbL B
HanpasieHun
upstream no
YMOTHaHWIO
(0-4294967295)

MakcumasibHas
nponyckHas
CNOCOGBHOCTL B
Hanpas/ieHnn
downstream no
YyMO/HaHUI0
(0-4294967295)

Tun ACL gns
NCXOAALLNX
CcoeAMHEeHNIA No
YMO/TYaHUo
(none/ipv4,
Currently
Unsupported:ipv6/
mac)

Tun ACL gns
BXOAALLMX
COeNHEHNIA N0
ymonyaHuio (none/
ipv4, Currently
Unsupported:ipv6/
mac)

ACL ans
NCXOLALLMX
COeNHEHNIA NO
YMO4aHNIO

ACL ans
BXOASLLINX
COeHEHNIA NO
YMO/TYaHUI0

Default Policy
Up

PykoBogacTBo no akcnayatauum WEP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

get, set

get, set

get, set

get, set

get vap <vap>
def-bwmax-up

set vap <vap>
def-bwmax-up
<value>

get vap <vap>
def-bwmax-down

set vap <vap>
def-bwmax-down
<value>

get vap <vap>
def-acltype-up

set vap <vap>
def-acltype-up
<value>

get vap <vap>
def-acltype-
down

set vap <vap>
def-acltype-
down <value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up
<value>

get vap <vap>
def-acl-down

set vap <vap>
def-acl-down
<value>

get vap <vap>
def-policy-up

set vap <vap>
def-policy-up
<value>

Mpumepsbl

WEP-12ac# get
vap vapl def-
bwmax-up

def-bwmax-up

WEP-12ac# get
vap vapl def-
bwmax-down

def-bwmax-down

WEP-12ac# get
vap vapl def-
acltype-up
def-acltype-up
none

none

184



Knacc

global-radius-
server

rno6asibHble
HaCTPOWKM
RADUIS cepsepa

Mopgknacc

def-
policy-
down

radius-
accounting

radius-ip

radius—ip-
network

radius-key

PyHKUNA

Default Policy
Down

AKTMBauma
RADIUS
Accounting

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Knioy
NOAK/TYEHMSA K
RADIUS-cepBepy

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get vap <vap>
def-policy-down

set vap <vap>
def-policy-down
<value>

get global-
radius-server
radius-
accounting

set global-
radius-server
radius-
accounting
<value>

get global-
radius-server
radius-ip

set global-
radius-server
radius-ip
<value>

get global-
radius-server
radius-ip-
network

set global-
radius-server
radius-ip-
network <value>

get global-
radius-server
radius-key

set global-
radius-server
radius-key
<value>

Mpumepsbl

WEP-12ac# set

global-radius-
server radius-
accounting off

WEP-12ac# get
global-radius-
server radius-
accounting

off

WEP-12ac# set
global-radius-
server radius-
ip
"192.168.1.1"
WEP-12ac# get
global-radius-
server radius-
ip

192.168.1.1

WEP-12ac# set
global-radius-
server radius-
ip-network 1ipv4

WEP-12ac# get
global-radius-
server radius-
ip-network
ipv4
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Knacc Mopgknacc
radius-
nas-—-
identifier
descriptio
n

dot11 status

Moppepxka

ctaHgaptos |IEEE

802.11

radio status

HacTpoiikn

paavounHtepdei

COB

descriptio
n

mac

static-mac

PyHKUNA BO3MOXHble
KOMaH/bl

OnumoHasbHbI get, set

naeHTndoukaTop

NAS pna RADIUS

KnneHTta

Onucanune get, set

Craryc get, set

Cratyc get, set

OnwucaHune get

MAC-agpec get

pagnovHTepdelica

(HauanbHbIIA)

Cratnueckuniit MAC- get
appec
paanovHTepdelica
(HavasbHBbIN)

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get global-
radius-server
radius-nas-
identifier

set global-
radius-server
radius—-nas-
identifier
<value>

get global-
radius—-server
description

set global-
radius-server
description
<value>

get dotll
status

set dotll
status <value>

get radio
<radio_interfac
e_name> status

set radio
<radio_interfac
e_name> status
<value>

get radio
<radio_interfac
e_name>
description

get radio
<radio_interfac
e_name> mac

get radio
<radio_dinterfac
e_name> static-
mac

Mpumepsbl

WEP-12ac# set
global-radius-
server
description
"Global radius
server
settings"

WEP-12ac# get
global-radius-
server
description
Global radius
server settings

WEP-12ac# set
dotll status up

WEP-12ac# get
dotll status

up

WEP-12ac# set
radio wlano
status up

WEP-12ac# get
radio wlano
status

up

WEP-12ac# get
radio wlan@
description
IEEE 802.11g

WEP-12ac# get
radio wlanl mac
A8:F9:4B:B0:21:
70

WEP-12ac# get
radio wlan0
static-mac
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Knacc

Mopgknacc

max-bss

channel-
policy

mode

dotllh

dotlld

block-time

PyHKUNA

MakcumasibHoe
Konundectso BSS/
MAC-agpecos

MonuTrka BbiGopa
KaHana

Pexxum
6ecnpoBoAHOro
nHTEepdelica

Mopaepxka
craHgapta IEEE
802.11h

Mopaepxka
ctaHpapta IEEE
802.11d

Bpewms, B TeueHnu
KOTOPOro KaHan
oypet
3a610KMpoBaH
nocne
0BHapyXeHus
radar om

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> max-bss

get radio
<radio_dinterfac
e_name>
channel-policy

set radio
<radio_dinterfac
e_name>
channel-policy
<value>

get radio
<radio_dinterfac
e_name> mode

set radio
<radio_dinterfac
e_name> mode
<value>

get radio
<radio_interfac
e_name> dotllh

set radio
<radio_interfac
e_name> dotllh
<value>

get radio
<radio_dinterfac
e_name> dotlld

set radio
<radio_dinterfac
e_name> dotlld
<value>

get radio
<radio_interfac
e_name> block-
time

set radio
<radio_interfac
e_name> block-
time <value>

Mpumepsbl

WEP-12ac# set
radio wlan0
max-bss 16

WEP-12ac# get
radio wlan@
max-bss

16

WEP-12ac# set
radio wlan@
channel-policy
best

WEP-12ac# get
radio wlan@
channel-policy
best

WEP-12ac# set
radio wlanl
mode "a-n-ac"

WEP-12ac# get
radio wlanl
mode

a-n-ac

WEP-12ac# set
radio wlano
dotllh off

WEP-12ac# get
radio wlano
dotllh

off

WEP-12ac# set
radio wlan0
dotlld off

WEP-12ac# get
radio wlan@
dotlild

off

WEP-12ac# set
radio wlanl
block-time 31

WEP-12ac# get
radio wlanl
block-time

31
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Knacc

Mopgknacc

quiet-
duration

quiet-
period

tx-
mitigation

static-
channel

channel

PyHKUNA

OnuntenbHoCTb
quiet-nHTepsana B
TU

Beacon-nHtepsan
MexAay
perynspHbIMun
quiet-
MHTepBas1amu

CHuxaTb
MOLLHOCTb
nepegauv ons
cTaHuui
(Transmit Power
mitigation for
stations)

KaHan, KoTopblit
6ynet
1CMosib30BaTbCs
npu cTatnyeckom
MONNTUKE KaHas/10B
(channel policy)

cnonb3yewmblit
KaHan

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> quiet-
duration

set radio
<radio_interfac
e_name> quiet-
duration
<value>

get radio
<radio_interfac
e_name> quiet-
period

set radio
<radio_interfac
e_name> quiet-
period <value>

get radio
<radio_interfac
e_name> tx-
mitigation

set radio
<radio_interfac
e_name> tx-
mitigation
<value>

get radio
<radio_interfac
e_name> static-
channel

set radio
<radio_interfac
e_name> static-
channel <value>

get radio
<radio_interfac
e_name> channel

Mpumepsbl

WEP-12ac# set
radio wlan®
quiet-duration
0

WEP-12ac# get
radio wlan@
quiet-duration
0]

WEP-12ac# set
radio wlanl
quiet-period 0

WEP-12ac# get
radio wlanl
quiet-period
0]

WEP-12ac# set
radio wlan0® tx-
mitigation 3

WEP-12ac# get
radio wlan® tx-
mitigation

3

WEP-12ac# set
radio wlan0
static-channel
1

WEP-12ac# get
radio wlan0
static-channel
1

WEP-12ac# get
radio wlano
channel

11
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Knacc Mopgknacc

tx-power-
dbm

tx-power-
dbm-max

tx-power-
output

tpc

atf

ampdu_atf_
us

PyHKUNA Bo3MOXHble
KoMaHAbl

MoLLHOCTb get, set

nepegayu

MakcumasibHas get

MOLLHOCTb

nepegayu

MocnepHAan get

yCTaHOB/IEHHas

MOLLIHOCTb

$Last est. power
rom wl_curpower)

IEEE 802.11Th TPC  get, set
Airtime Fairness get, set
ampdu_atf_us get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> tx-
power-dbm

set radio
<radio_interfac
e_name> tx-
power-dbm
<value>

get radio
<radio_dinterfac
e_name> tx-
power-dbm-max

get radio
<radio_interfac
e_name> tx-
power-output

get radio
<radio_interfac
e_name> tpc

set radio
<radio_interfac
e_name> tpc
<value>

get radio
<radio_dinterfac
e_name> atf

set radio
<radio_dinterfac
e_name> atf
<value>

get radio
<radio_interfac
e_name>
ampdu_atf_us

set radio
<radio_interfac
e_name>
ampdu_atf_us
<value>

Mpumepsbl

WEP-12ac# set
radio wlan® tx-
power-dbm 5

WEP-12ac# get
radio wlan@ tx-
power-dbm

5

WEP-12ac# get
radio wlan@ tx-
power-dbm-max
19

WEP-12ac# get
radio wlan@ tx-
power-output
5.00

WEP-12ac# set
radio wlan® tpc
off

WEP-12ac# get
radio wlan® tpc
off

WEP-12ac# set
radio wlanl atf
on

WEP-12ac# get
radio wlanl atf
on

WEP-12ac# set
radio wlanl
ampdu_atf_us
4000

WEP-12ac# get
radio wlanl
ampdu_atf_us
4000
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Knacc Mopgknacc

ampdu_atf_

min_us

tx-chain

antenna

tTX-rx-
status

beacon-
interval

PyHKUNA

ampdu_atf_min_us get, set

KoHdourypauns get, set
aHTEHHbI

Mcnonb3oBaTb get, set
aHTEeHHY

Crartyc npuemaun  get, set
nepegayv Ha
pagunovHTepderice
Beacon-nHtepBan  get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name>
ampdu_atf_min_u
S

set radio
<radio_interfac
e_name>
ampdu_atf_min_u
s <value>

get radio
<radio_dinterfac
e_name> tx-
chain

set radio
<radio_dinterfac
e_name> tx-
chain <value>

get radio
<radio_dinterfac
e_name> antenna

set radio
<radio_dinterfac
e_name> antenna
<value>

get radio
<radio_interfac
e_name> tx-rx-
status

set radio
<radio_interfac
e_name> tx-rx-
status <value>

get radio
<radio_interfac
e_name> beacon-
interval

set radio
<radio_dinterfac
e_name> beacon-
interval
<value>

Mpumepsbl

WEP-12ac# set
radio wlanl
ampdu_atf_min_u
s 1000

WEP-12ac# get
radio wlanl
ampdu_atf_min_u
s

1000

WEP-12ac# set
radio wlanl tx-
chain 7

WEP-12ac# get
radio wlanl tx-
chain

-

WEP-12ac# set
radio wlan0® tx-
rx-status up

WEP-12ac# get
radio wlan0® tx-
rx-status

up

WEP-12ac# set
radio wlan@
beacon-interval
100

WEP-12ac# get
radio wlan@
beacon-interval
100
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Knacc Mopgknacc

rts-
threshold

fragmentat
jon-
threshold

load-
balance-
no-
associatio
n-
utilizatio
n

ap-
detection

PyHKUNA

MWHNUMabHBIN
pasmep nakeTta,
Npn KOTOPOM
oynet
NCNosb30BaH
Request-To-Send

MUWHUMabHBbI
pasmep nakeTa,
npn KOTOPOM
oypet
NCcnonb3oBaHa
hparmeHTaums

Bo3MOXHble
KoMaHAbl

get, set

get, set

Utilization required get, set

to prevent new
associations

BkitoueHune
JeTeKTopa TovekK
Joctyna

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> rts-
threshold

set radio
<radio_interfac
e_name> rts-
threshold
<value>

get radio
<radio_dinterfac
e_name>
fragmentation-
threshold

set radio
<radio_dinterfac
e_name>
fragmentation-
threshold
<value>

get radio
<radio_dinterfac
e_name> load-
balance-no-
association-
utilization

set radio
<radio_dinterfac
e_name> load-
balance-no-
association-
utilization
<value>

get radio
<radio_interfac
e_name> ap-
detection

set radio
<radio_interfac
e_name> ap-
detection
<value>

Mpumepsbl

WEP-12ac# set
radio wlan®
rts-threshold
2347

WEP-12ac# get
radio wlan@
rts-threshold
2347

WEP-12ac# set
radio wlan@

fragmentation-
threshold 2346

WEP-12ac# get
radio wlan@
fragmentation-
threshold

2346

WEP-12ac# set
radio wlan®
load-balance-
no-association-
utilization 0

WEP-12ac# get
radio wlan@
load-balance-
no-association-
utilization

0

WEP-12ac# set
radio wlan@ ap-
detection on

WEP-12ac# get
radio wlan® ap-
detection

on
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Knacc Mopgknacc

sentry-
mode

dedicated-
spectrum-
mode

channel-
hopping

passive-
scan—-mode

scan-
leave-time

PyHKUNA BO3MOXHble
KoMaHAbl

BkntoueHune get, set

pexuma sentry

BkntoyeHne get, set

pexuma Dedicated

Spectrum

MNepekntoyeHne get, set

KaHa/0B

CkaHvpoBaHue B get, set

OlHOIA Nonoce nnn
B 06eu1x nonocax B
pexume sentry

VHTepBanbl mexagy get, set
CKaHVpOBaHUAMM

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> sentry-
mode

set radio
<radio_interfac
e_name> sentry-
mode <value>

get radio
<radio_dinterfac
e_name>
dedicated-
spectrum-mode

set radio
<radio_dinterfac
e_name>
dedicated-
spectrum-mode
<value>

get radio
<radio_interfac
e_name>
channel-hopping

set radio
<radio_interfac
e_name>
channel-hopping
<value>

get radio
<radio_interfac
e_name>
passive-scan-
mode

set radio
<radio_interfac
e_name>
passive-scan-
mode <value>

get radio
<radio_interfac
e_name> scan-
leave-time

set radio
<radio_dinterfac
e_name> scan-
leave-time
<value>

Mpumepsbl

WEP-12ac# set
radio wlan®
sentry-mode off

WEP-12ac# get
radio wlan@
sentry-mode
off

WEP-12ac# set
radio wlan®
channel-hopping
on

WEP-12ac# get
radio wlano
channel-hopping
on

WEP-12ac# get
radio wlan@
passive-scan-
mode

WEP-12ac# get
radio wlan@
scan-leave-time
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Knacc Mopgknacc

scan-
duration

Timit-
channel-
selection

data-
snooping

n-
bandwidth

n-primary-
channel

PyHKUNA

AnunTenbHoCcTb
CKaH/MpoBaHuA
pagnoyacToT B
KaHane, B MC

OrpaHuyeHune
kaHanos 802.11a

AKTMBMpOBAaTb
snhooping

lMponyckHas
CNOCOBHOCTb
kaHanoB 802.11n
(20/40)

PacnonoxeHue
OCHOBHOIO KaHana
802.11n (lower/

upper)

Bo3MOXHble
KoMaHAbl

get, set

get, set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> scan-
duration

set radio
<radio_interfac
e_name> scan-
duration
<value>

get radio
<radio_dinterfac
e_name> Llimit-
channel-
selection

set radio
<radio_dinterfac
e_name> limit-
channel-
selection
<value>

get radio
<radio_interfac
e_name> data-
snooping

set radio
<radio_interfac
e_name> data-
snooping
<value>

get radio
<radio_interfac
e_name> n-
bandwidth

set radio
<radio_interfac
e_name> n-
bandwidth
<value>

get radio
<radio_interfac
e_name> n-
primary-channel

set radio
<radio_interfac
e_name> n-
primary-channel
<value>

Mpumepsbl

WEP-12ac# get
radio wlan®
scan-duration

WEP-12ac# get
radio wlan@
limit-channel-
selection

WEP-12ac# set
radio wlan®
data-snooping
off

WEP-12ac# get
radio wlano
data-snooping
off

WEP-12ac# set
radio wlan® n-
bandwidth 20

WEP-12ac# get
radio wlan® n-
bandwidth

20

WEP-12ac# set
radio wlan®@ n-
primary-channel
lower

WEP-12ac# get
radio wlan@ n-
primary-channel
lower

193



Knacc Mopgknacc

protection

frequency

wme

wme-noack

wme-apsd

rate-
Timit-
enable

PyHKUNA BO3MOXHble
KOMaH/bl
Pexum 3awmthbl get, set

ons 802.11gwm
802.11n (auto/off)

Vcnonb3lyemasd get
yacTtota B My

Bknounte WME get, set

Bkntounte WME
IINo
;Acknowledgement

get, set

Bknounte WME
APSD

get, set

BkounTtb
orpaHuyeHve
CKOpPOCTU
broadcast/
multicast Tpadmka

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name>
protection

set radio
<radio_interfac
e_name>
protection
<value>

get radio
<radio_dinterfac
e_name>
frequency

get radio
<radio_interfac
e_name> wme

set radio
<radio_dinterfac
e_name> wme
<value>

get radio
<radio_interfac
e_name> wme-
noack

set radio
<radio_interfac
e_name> wme-
noack <value>

get radio
<radio_interfac
e_name> wme-
apsd

set radio
<radio_interfac
e_name> wme-
apsd <value>

get radio
<radio_interfac
e_name> rate-
limit-enable

set radio
<radio_interfac
e_name> rate-
limit-enable
<value>

Mpumepsbl

WEP-12ac# set
radio wlan@
protection auto

WEP-12ac# get
radio wlan@
protection
auto

WEP-12ac# get
radio wlan@
frequency
2462

WEP-12ac# set
radio wlan® wme
on

WEP-12ac# get
radio wlan® wme
on

WEP-12ac# set
radio wlano
wme-noack off

WEP-12ac# get
radio wlano

wme-noack
off

WEP-12ac# set
radio wlano
wme-apsd on

WEP-12ac# get
radio wlan@
wme-apsd

on

WEP-12ac# set
radio wlan@
rate-limit-
enable off

WEP-12ac# get
radio wlano
rate-limit-
enable

off
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Knacc Mopgknacc

rate-limit

rate-
Timit-
burst

stp-block-
enable

wlan-util

fixed-
multicast-
rate

PyHKUNA

OrpaHuyeHue
CKOpPOCTU
broadcast/
multicast-Tpadnka
(nakeToB B

cekyHay)

get, set

3HaueHue burst
ans broadcast/
multicast-Tpadnka
(nakeTbl B

ceKyHay)

get, set

bnoknposartb Bce
STP-nakeTbl Ha
pagnovHTepdelice

get, set

Wcnonb3oBaHue get
6ecnpoBogHOl
LAN

durkcmpoBaHHas
CKOpPOCTb AN
Multicast-Tpadmka
AN NoA0cChbl

get, set

Bo3MOXHble
KoMaHAbl

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_dinterfac
e_name> rate-
Timit

set radio
<radio_interfac
e_name> rate-
Timit <value>

get radio
<radio_dinterfac
e_name> rate-
Timit-burst

set radio
<radio_dinterfac
e_name> rate-
Timit-burst
<value>

get radio
<radio_interfac
e_name> stp-
block-enable

set radio
<radio_dinterfac
e_name> stp-
block-enable
<value>

get radio
<radio_interfac
e_name> wlan-
util

get radio
<radio_interfac
e_name> fixed-
multicast-rate

set radio
<radio_dinterfac
e_name> fixed-
multicast-rate
<value>

Mpumepsbl

WEP-12ac# set
radio wlan0
rate-limit 50

WEP-12ac# get
radio wlan@
rate-limit

50

WEP-12ac# set
radio wlan@
rate-limit-
burst 75

WEP-12ac# get
radio wlano
rate-limit-
burst

75

WEP-12ac# set
radio wlan®
stp-block-
enable on

WEP-12ac# get
radio wlan@
stp-block-
enable

on

WEP-12ac# get
radio wlano
wlan-util

74

WEP-12ac# set
radio wlano
fixed-
multicast-rate
auto

WEP-12ac# get
radio wlan@
fixed-
multicast-rate
auto
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Knacc Mopgknacc
fixed-tx-
modulation
antenna-
diversity
antenna-
selection

bss status

ba3oBas 30Ha

06CcNyXnBaHuA

(BSS)

PyHKUNA BO3MOXHble
KOMaH/bl

®PurKcupoBaHHas get, set

MoAynAuna s

nonocol

PasHeceHwne get, set

aHTEeHH

Howmep get, set

NCNonb3yemoii

aHTEeHHbI

Crartyc add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get radio
<radio_interfac
e_name> fixed-
tx-modulation

set radio
<radio_interfac
e_name> fixed-
tx-modulation
<value>

get radio
<radio_dinterfac
e_name>
antenna-
diversity

set radio
<radio_dinterfac
e_name>
antenna-
diversity
<value>

get radio
<radio_interfac
e_name>
antenna-
selection

set radio
<radio_dinterfac
e_name>
antenna-
selection
<value>

add bss
<bss_id> status
<value>

get bss
<bss_id> status

set bss
<bss_id> status
<value>

Mpumepsbl

WEP-12ac# set
radio wlan®
fixed-tx-
modulation auto

WEP-12ac# get
radio wlan@
fixed-tx-
modulation
auto

WEP-12ac# set
bss
wlan@bssvapl
status up

WEP-12ac# get
bss
wlan@bssvapl
status

up
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Knacc Mopgknacc

descriptio
n

radio

beacon-
interface

mac

PyHKUNA

OnucaHue

PaanounHTepdeic
JaHHoro BSS

WHTepgeiic BSS,
NCNosib3yeMblii
Ans beacon

MAC-agpec

Bo3MOXHble
KoMaHAbl

get, set

add, get, set

add, get, set

add, get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get bss
<bss_id>
description

set bss
<bss_-id>
description
<value>

add bss
<bss_id> radio
<value>

get bss
<bss_id> radio

set bss
<bss_id> radio
<value>

add bss
<bss_-id>
beacon-
interface
<value>

get bss
<bss_-id>
beacon-
interface

set bss
<bss_-id>
beacon-
interface
<value>

add bss
<bss_id> mac
<value>

get bss
<bss_id> mac

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
description
Virtual Access
Point 1

WEP-12ac# get
bss
wlan@bssvapl
description
Virtual Access
Point 1

WEP-12ac# set
bss
wlan@bssvapl
radio wlano

WEP-12ac# get
bss
wlan@bssvapl
radio

wlan0

WEP-12ac# set
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WEP-12ac# get
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WEP-12ac# get
bss
wlan@bssvapl
mac

A8:F9:4B:B0:21:
61
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Knacc Mopgknacc

dtim-
period

max-—
stations

ignore-
broadcast-
ssid

station-
isolation

PyHKUNA

WHTepsan DTIM

MakcumasibHoe
4yMCno CTaHumi

He otnpasnartb
SSID B beacon u
UrHopupoBaTb
Npo6HbIe 3anpockl

V3onauusa ctaHumu

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_id> dtim-
period <value>

get bss
<bss_id> dtim-
period

set bss
<bss_id> dtim-
period <value>

add bss
<bss_id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_-id>
stations
<value>

max-—

add bss
<bss_-id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_-id>
stations
<value>

max-—

add bss
<bss_1id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_id>
stations
<value>

max-—

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WEP-12ac# get
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WEP-12ac# set
bss
wlan@bssvapl
station-
isolation off

WEP-12ac# get
bss
wlan@bssvapl
station-
isolation

off
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Knacc Mopgknacc

tagged-
sta-mode

mac-acl-
mode

mac-acl-
name

mac-acl-

auth-type

PyHKUNA

Bkntounts/
BbIK/IOUNTb
TernpoBaHve
Tpadmka oT/K STA

Cnncok MAC-
aZpecos

Nmsa cnncka MAC-
azipecos

Tun
ayTeHTudmnkaumum
MAC-agpecoB

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_id>
tagged-sta-mode
<value>

get bss
<bss_id>
tagged-sta-mode

set bss
<bss_id>
tagged-sta-mode
<value>

add bss
<bss_id>
acl-mode
<value>

mac-

get bss
<bss_id>
acl-mode

mac-

set bss
<bss_-id>
acl-mode
<value>

mac-

add bss
<bss_-id>
acl-name
<value>

mac-

get bss
<bss_id>
acl-name

mac-

set bss
<bss_-id>
acl-name
<value>

mac-

add bss
<bss_1id> mac-
acl-auth-type
<value>

get bss
<bss_1id> mac-
acl-auth-type

set bss
<bss_id> mac-
acl-auth-type
<value>

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
tagged-sta-mode
off

WEP-12ac# get
bss
wlan@bssvapl
tagged-sta-mode
off

WEP-12ac# set
bss
wlan@bssvapl
mac-acl-mode
deny-list

WEP-12ac# get
bss
wlan@bssvapl
mac-acl-mode
deny-list

WEP-12ac# set
bss
wlan@bssvapl
mac-acl-name
default

WEP-12ac# get
bss
wlan@bssvapl
mac-acl-name
default

WEP-12ac# set
bss

wlan@bssvapl
mac-acl-auth-
type disable

WEP-12ac# get
bss
wlan@bssvapl
mac-acl-auth-
type

disable
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Knacc Mopgknacc

radius-
accounting

radius-ip

radius-ip-
network

radius—key

PyHKUNA

ABTOpM3aLma Ha
RADIUS-cepBepe

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Knwou ansa ceasu c
RADIUS-cepsepom

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_-id>
radius-
accounting
<value>

get bss
<bss_id>
radius-
accounting

set bss
<bss_-id>
radius-
accounting
<value>

add bss
<bss_id>
radius-ip
<value>

get bss
<bss_-id>
radius-ip

set bss
<bss_-id>
radius-ip
<value>

add bss
<bss_-id>
radius-ip-
network <value>

get bss
<bss_id>
radius-ip-
network

set bss
<bss_-id>
radius-ip-
network <value>

add bss
<bss_id>
radius—key
<value>

get bss
<bss_id>
radius—key

set bss
<bss_1id>
radius—key
<value>

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
radius-
accounting on

WEP-12ac# get
bss
wlan@bssvapl
radius-
accounting

on

WEP-12ac# set
bss
wlan@bssvapl
radius-ip
"192.168.42.220

WEP-12ac# get
bss
wlan@bssvapl
radius-ip
192.168.42.220

WEP-12ac# set
bss
wlan@bssvapl
radius-ip-
network ipv4

WEP-12ac# get
bss
wlan@bssvapl
radius-ip-
network

ipv4
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Knacc Mopgknacc

radius-
port

radius-
accounting
-port

vlian-
tagged-
interface

PyHKUNA BO3MOXHble
KOMaHapl

MopT ans add, get, set

ayTeHTudonkaumm

Ha cepsepe

RADIUS

MopT ans add, get, set

aKKayHTMHra Ha

RADIUS-cepsepe

[Jo6aButb
AVHamuyeckne
VLAN Ha
nHTepdenc

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_-id>
radius-port
<value>

get bss
<bss_id>
radius-port

set bss
<bss_-id>
radius-port
<value>

add bss
<bss_id>
radius-
accounting-port
<value>

get bss
<bss_id>
radius-
accounting-port

set bss
<bss_-id>
radius-
accounting-port
<value>

add bss
<bss_id> vlan-
tagged-
interface
<value>

get bss
<bss_id> vlan-
tagged-
interface

set bss
<bss_id> vlan-
tagged-
interface
<value>

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
radius-port
1812port

WEP-12ac# get
bss
wlan@bssvapl
radius-port
1812port

WEP-12ac# set
bss
wlan@bssvapl
radius-
accounting-port
1813

WEP-12ac# get
bss
wlan@bssvapl
radius-
accounting-port
1813

WEP-12ac# set
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

WEP-12ac# get
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

201



Knacc

Mopgknacc

open-
system-
authentica
tion

shared-
key-
authentica
tion

wpa-
cipher-
tkip

PyHKUNA

Pa3pelwteHa nn
ayTeHTudgumkaumns
Open System

Pa3spelueHa nu
ayTeHTudmkaums
Shared key

Vicnonb3oBaHune
TKIP kak meToga

wndpposaHua WPA

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_id> open-
system-
authentication
<value>

get bss
<bss_id> open-
system-
authentication

set bss
<bss_id> open-
system-
authentication
<value>

add bss
<bss_id>
shared-key-
authentication
<value>

get bss
<bss_-id>
shared-key-
authentication

set bss
<bss_1id> open-
system-
authentication
<value>

add bss
<bss_id> wpa-
cipher-tkip
<value>

get bss
<bss_id> wpa-
cipher-tkip

set bss
<bss_id> wpa-
cipher-tkip
<value>

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
open-system-
authentication
on

WEP-12ac# get
bss
wlan@bssvapl
open-system-
authentication
on

WEP-12ac# set
bss
wlan@bssvapl
shared-key-
authentication
off

WEP-12ac# get
bss
wlan@bssvapl
shared-key-
authentication
off

WEP-12ac# set
bss
wlan@bssvapl
wpa-cipher-tkip
on

WEP-12ac# get
bss
wlan@bssvapl
wpa-cipher-tkip
on
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Knacc Mopgknacc

wpa-
cipher-
ccmp

wpa-
allowed

wpaz2-
allowed

rsn-
preauthent
ication

PyHKUNA

Vcnonb3oBaHue
CCMP kak metoga
wndpposaHua WPA

PaspewnTts WPA

Paspewwnts WPA2

Pa3pelnTb
npeasapuTesibHy

ayTeHTudmKauuo

RSN

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_id> wpa-
cipher-ccmp
<value>

get bss
<bss_id> wpa-
cipher-ccmp

set bss
<bss_id> wpa-
cipher-ccmp
<value>

add bss
<bss_id> wpa-
allowed <value>

get bss
<bss_id> wpa-
allowed

set bss
<bss_id> wpa-
allowed <value>

add bss
<bss_id> wpa2-
allowed <value>

get bss
<bss_id> wpa2-
allowed

set bss
<bss_id> wpa2-
allowed <value>

add bss
<bss_1id> rsn-
preauthenticati
on <value>

get bss
<bss_1id> rsn-
preauthenticati
on

set bss
<bss_1id> rsn-
preauthenticati
on <value>

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WEP-12ac# get
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WEP-12ac# set
bss
wlan@bssvapl
wpa-allowed on

WEP-12ac# get
bss
wlan@bssvapl
wpa-allowed
on

WEP-12ac# set
bss
wlan@bssvapl
wpa2-allowed on

WEP-12ac# get
bss
wlan@bssvapl
wpa2-allowed
on

WEP-12ac# set
bss
wlan@bssvapl
rsn-
preauthenticati
on off

WEP-12ac# get
bss
wlan@bssvapl
rsn-
preauthenticati
on

off
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Knacc Mopgknacc

broadcast-
key-
refresh-
rate

check-
signal-
timeout

wlan-util

fixed-
multicast-
rate

bridge-port

PyHKUNA Bo3MOXHble
KoMaHAbl

KomaHpga add, get, set

ycTaHaBnnsaet

WHTepBal, Yepes

KOTOpbIl

MPOVCXOANT CMEeHa
naponen gocrtyna
y nosnb3oBartenei
(broadcasting key)

Timeout check min add, get, set
signal (sec)

Vicnonb3oBaHue add, get, set
6ecnpoBoAHOIA

LAN

duKcnpoBaHHast add, get, set

CKOPOCTb NOJOCHI
ansa Multicast-
Tpaduka

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bss
<bss_id> rsn-
preauthenticati
on <value>

get bss
<bss_id> rsn-
preauthenticati
on

set bss
<bss_id> rsn-
preauthenticati
on <value>

add bss
<bss_id> check-
signal-timeout
<value>

get bss
<bss_id> check-
signal-timeout

set bss
<bss_id> check-
signal-timeout
<value>

add bss
<bss_id> wlan-
util <value>

get bss
<bss_id> wlan-
util

set bss
<bss_id> wlan-
util <value>

add bss
<bss_id> fixed-
multicast-rate
<value>

get bss
<bss_id> fixed-
multicast-rate

set bss
<bss_id> fixed-
multicast-rate
<value>

Mpumepsbl

WEP-12ac# set
bss
wlan@bssvapl
broadcast-key-
refresh-rate 0

WEP-12ac# get
bss
wlan@bssvapl
broadcast-key-
refresh-rate

0]

WEP-12ac# set
bss
wlan@bssvapl
check-signal-
timeout 10

WEP-12ac# get
bss
wlan@bssvapl
check-signal-
timeout

10

BBeauTe komaHay "get bridge-port" n nonyunte Bce AOCTyNHbIE AN NpocMoTpa

XapakTepuUCTUKN UHTepdoeiica MocTa UM UCMOMb3YiiTe KOMaHAbl, NpeacTaBeHHble

MopT mocTa HUXe.
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Knacc

Mopgknacc

interface

path-cost

priority

PyHKUNA

Bo3MOXHble
KoMaHAbl

WHTepcpeiic mocta add, get

CTtonmocTb
nHTEepderica

MpuopuTeT nopta

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add bridge-port
<all|brtrunk>
interface
<value>

get bridge-port
<all|brtrunk>
interface

add bridge-port
<all|brtrunk>
path-cost
<value>

get bridge-port
<all|brtrunk>
path-cost

set bridge-port
<all|brtrunk>
path-cost
<value>

add bridge-port
<all|brtrunk>
priority
<value>

get bridge-port
<all|brtrunk>
priority

set bridge-port
<all|brtrunk>
priority
<value>

Mpumepsbl

WEP-12ac# get
bridge-port
brtrunk
interface
interface
etho
wlanOwdsO
wlanOwdsl
wlanOwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan@
wlanOvapl
wlan@vap2
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Knacc

mac-acl

ONnemeHTbl
Tabnuubl MAC-

aflpecos

tx—-queue

Mepepava
napameTpoB
ouyepepnei

Mopgknacc PyHKUNA BO3MOXHble
KOMaH/bl
stp-state  CocTosHue get
CBA3ylOLLEero
Jepesa
mac PaspelumnTb/ add, get, set
3anpetuts MAC-
anpec

Beeante komaHay "get tx-queue
<interface_namelall>" n nonyunte Bce
[OCTYNHble ANs

NMpocMoTpa XapakTepucTUkM nHTepdeica mocta
NNV UCNONb3YTe KOMaHdbl, NpeACTaBNEHHbIE
HUXE.

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get bridge-port
<all|brtrunk>

stp-state

add mac-acl
<value>

get mac-acl

set mac-acl
<value>

get tx-queue

<interface_name

[all>

Mpumepsbl

WEP-12ac# get

bridge-port
brtrunk stp-
state
stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

WEP-12ac# get

tx-queue all

name queue aifs

cwmin cwmax
burst

wlan@ data®
7 1.5

wlan@ datal
15 3.0
wlan@ data2
15 63 0
wlan@ data3
15 1023 0
wlanl data®
7 1.5

wlanl datal
15 3.0
wlanl data2
15 63 0
wlanl data3
15 1023 0
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Knacc Mopgknacc

queue

aifs

cwmin

cwmax

PyHKUNA

Vimsa ouepeam

A[anTuBHbII
MEeXKapOoBblii
NHTepBan

MuHuMasibHOEe
3Ha4YeHne
KOHKYPEHTHOIO
OKHa

MakcnmasibHoe
3HavyeHune
KOHKYpPEHTHOro
OKHa

PykoBogacTBo no akcnayatauum WEP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get

get, set

get, set

get, set

get tx-queue
<interface_name
|all> queue

get tx-queue
<interface_name
[all> aifs

set tx-queue
<interface_name
[all> aifs
<value>

get tx-queue
<interface_name
[all> cwmin

set tx—-queue
<interface_name
[all> cwmin
<value>

get tx-queue
<interface_name
[all> cwmax

set tx-queue
<interface_name
[all> cwmax
<value>

Mpumepsbl

WEP-12ac# get
tx-queue all
queue

name queue
wlan® data®
wlan@ datal
wlan@ data2
wlan@ data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3

WEP-12ac# get
tx-queue wlan0
aifs
aifs

WEP-12ac# get
tx-queue wlan0
cwmin

cwmin

15
15

WEP-12ac# get
tx-queue wlan0
cwmax
cwmax

1023
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Knacc

wme—-queue

Mepepava
napamMeTpoB
ouepepaei
cTaHumsam

Mopgknacc PyHKUNA BO3MOXHble
KOMaH/bl
burst MakcumasnbHas get, set

[ANVHa ovepeaun

BBeguTe komaHAay "get wme-queue
<interface_namelall>" n nonyunte Bce
[OCTyNHbIE A/15 NpocMoTpa

XapaKTepuUCTMKN MHTepdielica MocTa Uam
NCMNONb3YNTE KOMaHAbI, NPEACTAB/IEHHbIE HUXE.

queue Vmsa ouepeam get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get tx-queue
<interface_name
[all> burst

set tx—-queue
<interface_name
[all> burst
<value>

get wme-queue
<interface_name
|all>

get wme-queue
<interface_name
|all> queue

Mpumepsbl

WEP-12ac# get
tx-queue wlan@
burst
burst

WEP-12ac# get
wme-queue all
name queue aifs
cwmin cwmax
txop-Tlimit

wlan® vo 2 3 7
47

wlan® vi 2 7 15
94

wlan® be 3 15
1023 0

wlan® bk 7 15
1023 0

wlanl vo 2 3 7
47

wlanl vi 2 7 15
94

wlanl be 3 15
1023 0

wlanl bk 7 15
1023 0

WEP-12ac# get
wme-queue all
queue

name queue
wlan® vo
wlan@ vi
wlan0 be
wlan0 bk
wlanl vo
wlanl vi
wlanl be
wlanl bk
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Knacc

static-ip-
route

Static IP route
entry

Mopgknacc

aifs

cwmin

cwmax

burst

txop-limit

destinatio
n

PyHKUNA

ADanTUBHbIA
MEXKaipOBbli
NHTepBan

MuHuMasibHOEe
3HaueHune
KOHKYPEHTHOIO
OKHa

MakcumasibHoe
3Ha4YeHne
KOHKYPEHTHOIO
OKHa

MakcumasibHas
OJIMHa ovepeamn

OrpaHunyeHune
BO3MOXHOCTM
nepegauu

Mpedovkc IP-

aapeca
Ha3HauYeHus

PykoBogacTBo no akcnayatauum WEP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get, set

get, set

get, set

get, set

get, set

get

get wme-queue
<interface_name
[all> aifs

get wme-queue
<interface_name
[all> aifs
<value>

get wme-queue
<interface_name
|[all> cwmin

get wme-queue
<interface_name
|[all> cwmin
<value>

get wme-queue
<interface_name
|all> cwmax

get wme-queue
<interface_name
|all> cwmax
<value>

get wme-queue
<interface_name
[all> txop-
Timit

set wme-queue
<interface_name
[all> txop-
Timit <value>

get static-ip-
route
destination

Mpumepsbl

WEP-12ac# get
wme-queue wlan@
aifs

aifs

2

2
3
7

WEP-12ac# get
wme-queue wlan@®
cwmin

cwmin

WEP-12ac# get
wme-queue wlan@
cwmax

cwmax

1023
1023

WEP-12ac# get
wme-queue wlan@
txop-limit
txop-limit

WEP-12ac# get
static-ip-route
destination
0.0.0.0
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Knacc

ip-route

IP route entry

log

HacTpoiika
NormpoBaHus

Mopgknacc

mask

gateway

table

destinatio

mask

gateway

table

depth

persistenc
e

severity

PyHKUNA

Macka nogcetu

IP-agpec
MapLipyTa

Howmep B Tabnuue
MapLipyTm3aumm

Mpedokc IP-

agpeca
Ha3HauYeHus

Macka nogcetu

IP-agpec
MapLupyTa

Homep B Tabnuue
MapLupyTm3aumm

Konunyectso
3anucei, kotopoe
MOXEeT ObITb
BHECEHO B XypHas

CoxpaHaTb
XypHan B
3HeproHesasncumy
10 NaMATb

YCTaHOBUTb
YPOBEHb BaXXHOCTU
COXPaHeHHoM
3anuncu

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get, set

get, set

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get static-ip-
route mask

get static-ip-
route gateway

get static-1ip-
route table

get ip-route
destination

get 1ip-route
mask

get ip-route
gateway

get ip-route
table

get log depth

set log depth
<value>

get log
persistence

set log
persistence
<value>

get log
severity

set log
severity
<value>

Mpumepsbl

WEP-12ac# get
static-ip-route
mask

0.0.0.0

WEP-12ac# get
static-ip-route
gateway
192.168.1.254

WEP-12ac# get
static-ip-route
table

254

WEP-12ac# get
ip-route
destination
0.0.0.0

WEP-12ac# get
ip-route mask

0.0.0.0

WEP-12ac# get
ip-route
gateway
192.168.15.1

WEP-12ac# get
ip-route table
254

WEP-12ac# set
log depth 512

WEP-12ac# get
log depth
512

WEP-12ac# set
log persistence
no

WEP-12ac# get
log persistence
no

WEP-12ac# set
log severity 7

WEP-12ac# get
log severity
-
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Knacc

log-entry

3anncb B
XypHane

Mopgknacc

remove

relay-
enabled

relay-host

relay-port

number

priority

PyHKUNA

Ypanutb BCe
3anuncu B XypHase

AKTMBMpPOBAaTb
nepegavy
CUCTEMHOIO
XypHana (syslog)

XOCT, Ha KOTOpbli
oynet
nepeaasaTbCs
CUCTEMHbIN
XypHan

MopT, Ha KOTOpbIiA
oynet
nepegaBarbCs
CUCTEMHBbIIA
XypHan

Homep 3anuncu

MpropuTeT 3anucu

Bo3MOXHble
KoMaHAbl

set

get, set

get, set

get, set

get

get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

set log remove

get log relay-
enabled

set log relay-
enabled <value>

get log relay-
host

set log relay-
host <value>

get log relay-
port

set log relay-
port <value>

get log-entry
number

get log-entry
priority

Mpumepsbl

WEP-12ac# set
log relay-
enabled 0

WEP-12ac# get
log relay-
enabled

0]

WEP-12ac# set
log relay-port
514

WEP-12ac# get
log relay-port
514

WEP-12ac# get
log-entry
number

number

WEP-12ac# get
log-entry
priority
priority

err

info

info

err

err

info
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Knacc

association

CBA3aHHble
cTaHuum

Mopgknacc

time

daemon

message

interface

station
authentica
ted

associated

rx—-packets

PyHKUNA

Bpewmsa 3anucu

daemon

Coob6uieHune

NHTepdelic
CTaHLMM CBSi3aH C
(Interface station
is associated with)

MAC-agpec
cTaHuuu

MpoigeHa nu
ayTeHTudmkaums

Associated

MonyueHo ot
cTaHumn (nakeTbl)

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get log-entry
time

get log-entry
daemon

get log-entry
message

get association
interface

get association
station

get association
authenticated

get association
associated

get association
rx-packets

Mpumepsbl

WEP-12ac# get
log-entry time
time

Oct 11 2018
00:00:19
Oct 11 2018
00:00:18
Oct 11 2018
00:00:16
Oct 11 2018
00:00:12

WEP-12ac# get
log-entry
daemon

daemon
dnsd[28523]
dman[1239]
dman[1239]
dnsd[28410]
dnsd[18233]

WEP-12ac# get
log-entry
message
Property Value

message
accepting UDP
packets on
0.0.0.0:4553
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Knacc

basic-rate

OCHOBHblE
CKOpOCTU

pagvounHtepdei

CcoB

Mopgknacc

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

rate

PyHKUNA

MepepaHo
cTaHumn (nakeTbl)

MonyyeHo ot
cTaHumu (6aiiT)

MNepegaHo
cTaHumn (6aiiT)

CkopocTtb
nepegauv

CKopocTb npruema

Listen-uHtepsan

Mony4YeHHbIN B
nocnegHem kagpe
RSSI

Konnyectso
OTOPOLUEHHbIX
6aliT npu
nepegayv ctaHuun

KonnyecTso
OTOPOLLUEHHbIX
6aliT npu npueme
OT CTaHLuMK

Konnyectso
OTOPOLUEHHbIX
nakeToB Npu
nepegayv ctaHuun

Konnuyectso
OTOPOLLUEHHbIX
nakeToB Npu
npueme ot
cTaHuun

CkopocTb 0.5
MBps

Bo3MOXHble

KOMaHbl

get

get

get

get

get

get

get

get

get

get

get

add, get,
remove

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get association
tx-packets

get association
rx-bytes

get association
tx-bytes

get association
tx-rate

get association
rx-rate

get association
listen-interval

get association
last-rssi

get association
tx-drop-bytes

get association
rx-drop-bytes

get association
tx-drop-packets

get association
rx-drop-packets

add basic-rate
<interface_-id|
all> rate
<value>

get basic-rate
<interface_-id|
all> rate

remove basic-
rate
<interface_1id|
all> rate
<value>

Mpumepsbl

WEP-12ac# get
basic-rate all
rate

name rate
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Knacc

supported-rate

Moanepxusaemsbl
e CKopocTu

pagnonHTepdei
coB

detected-ap

O6HapyxeHue
TOYeK gocTyna

Mopgknacc

rate

mac

radio

beacon-
interval

capability

type

privacy

ssid

wpa

phy-type

band

PyHKUNA

CkopocTtb 0.5
MBps

MAC-agpec

Vicnonb3yemsiii
pagmonHTepdenc

Beacon-nHtepsan
B KWO-
MUKPOCEKYHOaX
(kus) (1.024 mc)

Bo3moxxHocTn |IEEE
802.11

Tun (AP, Ad hoc, or
Other)

WEP or WPA
enabled

Nma cetu

be3onacHocCTb
nocpencrtsom WPA

OnpegenexHve PHY
pexvma

Nonoca yacTtoTt

Bo3MOXHble
KoMaHAbl

add, get,
remove

get

get

get

get

get

get

get

get

get

get

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add supported-
rate
<interface_id|
all> rate
<value>

get supported-
rate
<interface_id|
all> rate

remove
supported-rate
<interface_id|
all> rate
<value>

get detected-ap
mac

get detected-ap
radio

get detected-ap
beacon-interval

get detected-ap
capability

get detected-ap
type

get detected-ap
privacy

get detected-ap
ssid

get detected-ap
wpa

get detected-ap
phy-type

get detected-ap
band

Mpumepsbl

WEP-12ac# get
supported-rate
wlan@ rate
rate

54

48

36

24
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Knacc

portal

HacTpoiikn
Captive portal

Mopgknacc

channel

rate

signal

erp

beacons

last-
beacon

supported-
rates

security

hi-rate

noise

nmode

wired

wds

rssi

status

welcome-
screen

PyHKUNA

Kanan

CkopocTtb

MoLLUHOCTb
curHana

ERP

KonnyectBo
NOSyYEHHbIX
beacon

Bpemsa npuema
nocneaHero
beacon

Cnucok
noAfepXXvuBaemMbix
cKkopocTel

BesonacHocTb

MakcnmasibHO
BO3MOXHasi
nognepxveaemas
CKOpOCTb

YpoBeHb Lyma

Mopaepxka
802.11n

Touka goctyna
noaKNtoYeHa K
NPOBOAHOM CETU

Touka goctyna —
yacTb wds-cetn

RSSI Toukn
poctyna

AAMUHUCTPATVBHbI
 cTatyc

OTobpaxaeTcs nn
3KpaH Ans rocten

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get, set

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get detected-ap
channel

get detected-ap
rate

get detected-ap
signal

get detected-ap
erp

get detected-ap
beacons

get detected-ap
last-beacon

get detected-ap
supported-rates

get detected-ap
security

get detected-ap
hi-rate

get detected-ap
noise

get detected-ap
nmode

get detected-ap
wired

get detected-ap
wds

get detected-ap
rssi

get portal
status

get portal
welcome-screen

set portal
welcome-screen
<value>

Mpumepsbl
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Knacc

snmpv1l

Joctyn no
SNMPv1 1
SNMPv2

NnpoToKoNy

snmp-view

SNMP MIB view

Mopgknacc

welcome-
screen-—
text

status

type

oid

PyHKUNA

TeKCT, KOTOpbIi
6ynet
oTobpaXaTbCH B
OKHe NMpUBETCTBUSA

AMVUHUCTPATVBHBI
i cTatyc

Tun nogaepesa
OID (included nnu
excluded)

Mogaepeso OID
(cTpoka)

Bo3MOXHble
KoMaHAbl

get, set

get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get portal
welcome-screen-
text

set portal
welcome-screen-
text <value>

get snmpvl
status

set snmpvl
status <value>

add snmp-view
<view-all|view-
none|all> type
<value>

get snmp-view
<view-all|view-
none|all> type

set snmp-view
<view-all|view-
none|all> type
<value>

add snmp-view
<view-all|view-
none|all> oid
<value>

get snmp-view
<view-all|view-
none|all> oid

set snmp-view
<view-all|view-
none|all> oid
<value>

Mpumepsbl

WEP-12ac# get
snmp-view all
type

name type

view-all
included
view-none
excluded

WEP-12ac# get
snmp-view all
oid

name type
view-all
included
view-none
excluded
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Knacc

snmp-group

Mpynna
nosnb3osarenei
SNMP

Mopgknacc

mask

secur-
level

PyHKUNA

Macka OID -
CMNCOK OKTETOB B
hex-chopmarte,
pasfeneHHbIX
3HaKom "'
OcTaBbTe nycTyio
CTPOKY, ecnu
Macka He HyXxHa.

YpoBeHb
©e3onacHocTu
(noAuthNoPriv,
authNoPriv nnm
authPriv)

write-view SNMP umsa gna

read-view

AocCTyna K 3arnncum

SNMP ums ans

[0CTyna K YTEHUIO

(view name for
read access)

Bo3MOXHble

KOMaHbl

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add snmp-view
<view-all|view-
none|all> mask
<value>

get snmp-view
<view-all|view-
none|all> mask

set snmp-view
<view-all|view-
none|all> mask
<value>

add snmp-group
<RO|RW|all>
secur-Tlevel
<value>

get snmp-group
<RO|RW|all>
secur-level

set snmp-group
<RO|RW|all>
secur-level
<value>

add snmp-group
<RO|RW|all>
write-view
<value>

get snmp-group
<RO|RW|all>
write-view

set snmp-group
<RO|RW|all>
write-view
<value>

add snmp-group
<RO|RW|all>
read-view
<value>

get snmp-group
<RO|RW|all>
read-view

set snmp-group
<RO|RW|all>
read-view
<value>

Mpumepsbl

WEP-12ac# get
snmp-view all
mask

name mask
view-all
view-none

WEP-12ac# set
snmp-group RO
secur-level
authPriv

WEP-12ac# get
snmp-group RO
secur-Tlevel
authPriv

WEP-12ac# set
snmp-group RO
write-view
view-none

WEP-12ac# get
snmp-group RO
write-view
view-none

WEP-12ac# set
snmp-group RO
read-view view-
all

WEP-12ac# get
snmp-group RO
read-view
view-all
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Knacc Mopgknacc
snmp-user group
SNMPv3
nosb3oBaTenu
auth-type
auth-pass
priv-type
priv-pass
snmp-target host

SNMPv3-TapreTsl

ONA nony4vyeHus
SNMP traps

PyHKUNA

Vma SNMP-rpynnbl

lMpoTokon
ayTeHTudmnKaumum
(‘'md5' unm 'none’)

Maponb g4
ayTeHTUdmnKauum

YCTaHOBUTbL TUN
LWdpOBaHNS
(des' -
ncnosb3oBaTb TUN
wmndpposaHus DES,
'none' — He
ncnonb3oBaTb
LWnchpoBaHue)

Knroy
lndppoBaHus

IP-agpec, Ha
KOTOpbIA ByayT
OTnpas/iEHbI
Tpansl

Bo3MOXHble
KoMaHAbl

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc Mpumepsbl

add snmp-user
group <value>

get snmp-user
group

set snmp-user
group <value>

add snmp-user
auth-type
<value>

get snmp-user
auth-type

set snmp-user
auth-type
<value>

add snmp-user
auth-pass
<value>

get snmp-user
auth-pass

set snmp-user
auth-pass
<value>

add snmp-user
priv-type
<value>

get snmp-user
priv-type

set snmp-user
priv-type
<value>

add snmp-user
priv-pass
<value>

get snmp-user
priv-pass

set snmp-user
priv-pass
<value>

add snmp-target
host <value>

get snmp-target
host

set snmp-target
host <value>
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Knacc

serial

NocnepoBaTesibH
bliA
poctyn K CLI

telnet

JocTtyn K CLI
no nNpoToKony
Telnet

ftp-server

FTP-cepBep

Mopgknacc

port

user—name

status

baud-rate

status

status

PyHKUNA BO3MOXHble
KOMaH/bl
Homep noprta, Ha add, get, set

KOTOpbIA ByayT

oTnpaBATbLCA

SNMP-Tpansl

ms add, get, set
nosb3oBartens

SNMPv3

Craryc get, set
CkopocTtb get, set
nepegayvn gaHHbIx

(Serial baudrate)

Craryc get, set
Cratyc get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

add snmp-target

port <value>

get snmp-target

port

set snmp-target

port <value>

add snmp-target

user—-name
<value>

get snmp-target

user—name

set snmp-target

user—-name
<value>

get serial
status

set serial
status <value>

get serial
baud-rate

set serial
baud-rate
<value>

get telnet
status

set telnet
status <value>

get ftp-server
status

set ftp-server
status <value>

Mpumepsbl

WEP-12ac# set
serial status
up
WEP-12ac# get
serial status
up

WEP-12ac# set
serial baud-
rate 115200

WEP-12ac# get
serial baud-
rate

115200

WEP-12ac# set
telnet status
up
WEP-12ac# get
telnet status
up

WEP-12ac# set
ftp-server
status down

WEP-12ac# get
ftp-server
status

down
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Knacc

firmware-
upgrade

O6HoBneHue MO
TOUKM AocTyna
no http

untagged-vlan

HacTpolika
HeTerMpoBaHHbIX
VLAN

managed-ap

Ynpasndemas
TOYKa gocTyna

Mopgknacc

upgrade-
url

progress

validate

start

vlan-id

status

mode

PyHKUNA

http://<server
IP>[:<server port>]/
filename

OTobpaxeHne
cTaryca npovecca
o6HoBNeHuA MO

YctaHoBuTe 'yes'
ans
noATBEPXAEHNSA
danna

YctaHoBuTe 'yes'
ANst Hayana
o6HoBNeHusA MO

VLAN ID gnsa
NCNo/b30BaHNSA
HeTerMpoBaHHbIX
VLAN

Cratyc

Pexum

Bo3MOXHble
KoMaHAbl

get, set

get

set

set

get, set

get, set

get, set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get firmware-
upgrade
upgrade-url

set firmware-
upgrade
upgrade-url
<value>

get firmware-
upgrade
progress

set firmware-
upgrade
validate

set firmware-
upgrade start

get untagged-
vlan vlan-id

set untagged-
vlan vlan-id
<value>

get untagged-
vlan status

set untagged-
vlan status
<value>

get managed-ap
mode

set managed-ap
mode <value>

Mpumepsbl

WEP-12ac# get
firmware-
upgrade
upgrade-url

WEP-12ac# get
firmware-
upgrade
progress

WEP-12ac# set
untagged-vlan
vlan-id 1

WEP-12ac# get
untagged-vlan
vlan-id

1

WEP-12ac# set
untagged-vlan
status up

WEP-12ac# get
untagged-vlan
status

up

WEP-12ac# set
managed-ap mode
down

WEP-12ac# get
managed-ap mode
down
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Knacc

Mopgknacc

ap-state

switch-
address-1

switch-
address-2

switch-
address-3

switch-
address-4

pass-
phrase

PyHKUNA

CraTtyc TOo4Yku
Joctyna

IP-agpec
KommyTatopa 1

IP-anpec
KommyTtaropa 2

IP-agpec
KommyTatopa 3

IP-agpec
KommyTtaropa 4

Maponb
KoMmyTaropa

Bo3MOXHble
KoMaHAbl

get

get, set

get, set

get, set

get, set

set

PykoBogacTBo no akcnayatauum WEP-12ac

CuHTakcuc

get managed-ap
ap-state

get managed-ap
switch-
address-1

set managed-ap
switch-
address-1
<value>

get managed-ap
switch-
address-2

set managed-ap
switch-
address-2
<value>

get managed-ap
switch-
address-3

set managed-ap
switch-
address-3
<value>

get managed-ap
switch-
address-4

set managed-ap
switch-
address-4
<value>

set managed-ap
pass-phrase
<value>

Mpumepsbl

WEP-12ac# set
managed-ap ap-
state down
WEP-12ac# get
managed-ap ap-
state

down

WEP-12ac# get
managed-ap
switch-
address-1
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Knacc

Mopgknacc

dhcp-
switch-
address-1

dhcp-
switch-
address-2

dhcp-
switch-
address-3

dhcp-
switch-
address-4

managed-
mode-
watchdog

dhcp-ip-
base-port

cfg-1ip-
base-port

PyHKUNA

IP-agpec
KOMMyTaTopa
DHCP 1

IP-agpec
KomMMyTaTopa
DHCP 2

IP-anpec
KoMmyTaTtopa
DHCP 3

IP-agpec
KoMmyTaropa
DHCP 4

Bpewms, uepes
KoTopoe
CTOPOXXEBOWA
Tarimep
(watchdog)
nepesarpysuT
cucTemy npu

HeobxoanumocTh (B

MUHYyTax)
(0-1440)

DHCP Base IP

nopt

PykoBogacTBo no akcnayatauum WEP-12ac

Bo3moxHble CuHTaKcuc

KOMaHbl

get

get

get

get

get, set

get, set

HacTtpoutb Base IP  get, set

nopt (1-65000)

get managed-ap
dhcp-switch-
address-1

get managed-ap
dhcp-switch-
address-2

get managed-ap
dhcp-switch-
address-3

get managed-ap
dhcp-switch-
address-4

get managed-ap
managed-mode-
watchdog

set managed-ap
managed-mode-
watchdog
<value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-
port <value>

get managed-ap
cfg-ip-base-
port

set managed-ap
cfg-ip-base-
port <value>

Mpumepsbl

WEP-12ac# get
managed-ap
dhcp-switch-
address-1
104.116.116.112

58.47.47.49.57.
50.46.49.54.56.
46.49.54.46.49.
54.48.58.57.53.
57.53

WEP-12ac# get
managed-ap
dhcp-switch-
address-2

2

WEP-12ac# get
managed-ap
dhcp-switch-
address-3

WEP-12ac# get
managed-ap
dhcp-switch-
address-4

WEP-12ac# set
managed-ap
managed-mode-
watchdog 0

WEP-12ac# get
managed-ap
managed-mode-
watchdog

0]

WEP-12ac# get
managed-ap
dhcp-ip-base-
port

WEP-12ac# set
managed-ap cfg-
ip-base-port
57775

WEP-12ac# get
managed-ap cfg-
ip-base-port
57775
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Knacc

Mopgknacc

ip-base-
port

ip-tnl-
udp-port

ip-udp-
port

ip-ssl-
port

ip-capwap-
src-port

ip-capwap-
dst-port

PyHKUNA BO3MOXHble
KOMaH/bl

Base IP nopt get, set

Tunnel UDP IP get, set

nopt

UDP IP noprt get, set

Secure SSL IP nopT get, set

CAPWAP Src IP get, set
nopt
CAPWAP Dst IP get, set

nopt
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CuHTakcuc

get managed-ap
ip-base-port

set managed-ap
ip-base-port
<value>

get managed-ap
ip-tnl-udp-port

set managed-ap
ip-tnl-udp-port
<value>

get managed-ap
ip-udp-port

set managed-ap
ip-udp-port
<value>

get managed-ap
ip-ssl-port

set managed-ap
ip-ssl-port
<value>

get managed-ap
ip-capwap-src-
port

set managed-ap
ip-capwap-src-
port <value>

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-
port <value>

Mpumepsbl

WEP-12ac# set
managed-ap ip-
base-port 25459

WEP-12ac# get
managed-ap ip-
base-port
25459

WEP-12ac# set
managed-ap ip-
tnl-udp-port
25459

WEP-12ac# get
managed-ap ip-
tnl-udp-port
25459

WEP-12ac# set
managed-ap ip-
udp-port 25460

WEP-12ac# get
managed-ap ip-
udp-port

25460

WEP-12ac# set
managed-ap ip-
ssl-port 25461

WEP-12ac# get
managed-ap ip-
ssl-port

25461

WEP-12ac# set
managed-ap ip-
capwap-src-port
25462

WEP-12ac# get
managed-ap ip-
capwap-src-port
25462

WEP-12ac# set
managed-ap ip-
capwap-dst-port
25463

WEP-12ac# get
managed-ap ip-
capwap-dst-port
25463
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Knacc

dotlx-
supplicant

802.1X
CynnankaHT

mgmt-acl

Cnucok agpecos,
paspeLUeHHbIX
AN ynpaeneHus

Mopgknacc

status

user

password

mode

mgmt-
address-1

mgmt-
address-2

mgmt-
address-3

mgmt-—
address-4

PyHKUNA

Cratyc

802.1X
nosb3oBaresib-
CYNM/IMKaHT

802.1X naponb
nosb3oBartens

Pexunm

IP-agpec
ynpassnieHnsa 1

IP-agpec
ynpasneHus 2

IP-agpec
ynpasneHus 3

IP-agpec
ynpasneHus 4

Bo3MOXHble
KoMaHAbl

get, set

get, set

set

get, set

get, set

get, set

get, set

get, set
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CuHTakcuc

get dotlx-
supplicant
status

set dotlx-
supplicant
status <value>

get dotlx-
supplicant user

set dotlx-
supplicant user
<value>

set dotlx-
supplicant
password
<value>

get mgmt-acl
mode

set mgmt-acl
mode <value>

get mgmt-acl
mgmt-address-1

set mgmt-acl
mgmt-address-1
<value>

get mgmt-acl
mgmt-address-2

set mgmt-acl
mgmt-address-2
<value>

get mgmt-acl
mgmt-address-3

set mgmt-acl
mgmt-address-3
<value>

get mgmt-acl
mgmt-address-4

set mgmt-acl
mgmt-address-4
<value>

Mpumepsbl

WEP-12ac# set
dotlx-
supplicant
status down

WEP-12ac# get
dotlx-
supplicant
status

down

WEP-12ac# get
dotlx-
supplicant user

WEP-12ac# set
mgmt-acl mode
down

WEP-12ac# get
mgmt-acl mode
down

WEP-12ac# get
mgmt-acl mgmt-
address-1

WEP-12ac# get
mgmt-acl mgmt-
address-2

WEP-12ac# get
mgmt-acl mgmt-
address-3

WEP-12ac# get
mgmt-acl mgmt-
address-4
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Knacc Mopgknacc PyHKUNA Bo3smoxHble CHHTakcuc Mpumepsbl
KOMaH/bl
mgmt- IP-agpec get, set get mgmt-acl WEP-12ac# get
address-5  YnpaBfeHusi 5 mgmt-address-5 mgmt-acl mgmt-

set mgmt-acl address-5

mgmt-address-5
<value>
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Knacc

cluster

HacTpoiikn
knacTtepa

Mopgknacc

clustered

PyHKUNA

AKT1BMpPOBaTL/
OTKAUNTL Pexum
Knacrtepa ans
JaHHoro y3na

Bo3MOXHble
KoMaHAbl

get, set
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CuHTakcuc

get cluster
clustered

set cluster
clustered
<value>

Mpumepsbl

WEP-12ac# get
cluster
clustered

softwlc

WEP-12ac# set
cluster
clustered 0
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Mopgknacc

location

cluster-
name

ipversion

member-
count

clustering
-allowed

compat

operationa
1-mode

PyHKUNA

PacnonoxeHue
Knacrepa

msa knacTepa ans
NPUCOEANHEHMS K
HeMy

BbibepuTte BepCuto
IP npotokona: IPv4
nnu IPv6

Uncno ycTpoiicT
B Knacrepe

Pa3spelueH nn
pexum Knacrtepa
ONA faHHOro y3na

Mogenb
YCTPOWCTBA,
BXOASILLErO B
Knacrtep

Pexnm paboTbl

Bo3MOXHble
KoMaHAbl

get, set

get, set

add, get, set

get

get

get

get
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CuHTakcuc

get cluster
location

set cluster
location
<value>

get cluster
cluster-name

set cluster
cluster-name
<value>

add cluster
ipversion
<value>

get cluster
ipversion
set cluster
ipversion
<value>

get cluster
member-count

get cluster
clustering-
allowed

get cluster
compat

get cluster
operational-
mode

Mpumepsbl

WEP-12ac# set
cluster
location Moscow

WEP-12ac# get
cluster
location

Moscow

WEP-12ac# set
cluster
cluster-name
root

WEP-12ac# get
cluster
cluster-name

root

WEP-12ac# set
cluster
ipversion ipv4

WEP-12ac# get
cluster
ipversion

ipv4
WEP-12ac# get

cluster member-
count

2

WEP-12ac# get
cluster
clustering-
allowed

true

WEP-12ac# get
cluster compat

WEP-12ac

WEP-12ac# get
cluster
operational-
mode

1
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Knacc Mopgknacc

cluster-
ipaddr

priority

reauth-
timeout

secure-
mode

pass-set

secure-
mode-
status

PyHKUNA

IP-agpec get, set
YCTPOIiCTBa,
ynpas/iAoLLEero

Knactepom

Mpuoputet get, set

VHTepBan
BPEMEHM A0
NMOBTOPHOW
ayTeHTudmkaumm

get, set

Pexunm
©e3onacHoro
00beANHEHNS

get, set

3HayeHune get
napametpa 1, ecnu
naponb
CKOHGMrypmpoBaH

CocTosHne get
paboTbl

6e3onacHoro

pexvma

Bo3MOXHble
KoMaHAbl
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CuHTakcuc

get cluster
cluster-ipaddr

set cluster
cluster-ipaddr
<value>

get cluster
priority

set cluster
priority
<value>

get cluster
reauth-timeout

set cluster
reauth-timeout
<value>

get cluster
secure-mode
set cluster
secure-mode
<value>

get cluster
pass-set

get cluster
secure-mode-
status

Mpumepsbl

WEP-12ac# set
cluster
cluster-ipaddr
192.168.1.1

WEP-12ac# get
cluster
cluster-ipaddr

192.168.1.1

WEP-12ac# set
cluster
priority 1
WEP-12ac# get
cluster
priority

1

WEP-12ac# set
cluster reauth-
timeout 300

WEP-12ac# get
cluster reauth-
timeout

300

WEP-12ac# set
cluster secure-
mode 1

WEP-12ac# get
cluster secure-
mode

1

WEP-12ac# get
cluster pass-
set

WEP-12ac# get
cluster secure-
mode-status

Disabled
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Knacc Mopgknacc PyHKUNA Bo3smoxHble CHHTakcuc Mpumepsbl
KOMaHabl
cluster-member mac MAC-agpec get get cluster- WEP-12ac# get
CTPOWUCTBA, -
CocTosHme gxop member mac cluster-member
< aALero B mac
YCTPOWUCTB Knacrep
KnacTepa EO:D9:E3:50:06:
co
A8:F9:4B:B5:FB:
AO
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Knacc

Mopgknacc

ip

compat

location

uptime

is-

dominant

priority

firmware-
version

PyHKUNA

IP-agpec
YCTPOIiCTBa,
BXOASALLErO B
knacTep

Mogenb
YCTPOWCTBA,
BXOASALLEro B
Kknactep

PacnosnoxeHune
yCTpoiicTBa

Bpemsa ¢ momeHTa
BK/1II0YEHMSA
yCTpoicTBa

JomMunHupyoulee

YCTPOIACTBO

MpunoputeT

Bepcua Mo

Bo3MOXHble
KoMaHAbl

get

get

get

get

get

get

get
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CuHTakcuc

get cluster-
member ip

get cluster-
member compat

get cluster-
member location

get cluster-
member uptime

get cluster-
member -is-
dominant

get cluster-
member priority

get cluster-
member
firmware-
version

Mpumepsbl

WEP-12ac# get
cluster-member

ip
100.110.0.200
100.110.0.249

WEP-12ac# get
cluster-member
compat

WEP-12ac
WEP-12ac

WEP-12ac# get
cluster-member
location

Moscow

Moscow

WEP-12ac# get
cluster-member
uptime

2923
1260

WEP-12ac# get
cluster-member
is-dominant

true

false

WEP-12ac# get
cluster-member
priority

0
0

WEP-12ac# get
cluster-member
firmware-
version

1.21.0.244

1.20.0.163

230



Knacc

cluster-fw-
member

CTartyc 3arpysku

MO Ha
YCTPOWCTBO B
knactepe

cluster-
firmware-
upgrade

HacTpoiikn
knacTepa

Mopgknacc

cluster-
controller

mac

fw-—
download-
status

upgrade

upgrade-
url

PyHKUNA

KoHTponnep
knacrepa

IP-agpec
YCTPOWCTBA,
BXOASLLETO B
Knactep

MAC-agpec
YCTPOWCTBA,
BXOASALLETO B
Knactep

CocrtosiHne
3arpysku Mo

(Start/stop)
Hauartb/
OCTaHOBUTb
npoLecc 3arpysku

3anonHnTb url B
chopmare tftp://
<ip>/

<image_name>

Bo3MOXHble
KoMaHAbl

get

get

get

get

get, set

get, set
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CuHTakcuc

get cluster-
member cluster-
controller

get cluster-fw-
member -ip

get cluster-fw-
member mac

get cluster-fw-
member fw-
download-status

get cluster-
firmware-
upgrade upgrade

set cluster-
firmware-
upgrade upgrade
<value>

get cluster-
firmware-
upgrade
upgrade-url

set cluster-
firmware-
upgrade
upgrade-url
<value>

Mpumepsbl

WEP-12ac# get
cluster-member
cluster-
controller

no

yes

WEP-12ac# set
cluster-
firmware-
upgrade upgrade
Start

WEP-12ac# get
cluster-
firmware-
upgrade upgrade

WEP-12ac# set
cluster-
firmware-
upgrade
upgrade-url
tftp://
192.168.1.2/
Wep-12ac_1.21.0
.244 . tar.gz

WEP-12ac# get
cluster-
firmware-
upgrade
upgrade-url

tftp://
192.168.1.2/
Wep-12ac_1.21.0
.244 . tar.gz
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz

Knacc Mopgknacc

upgrade-
method

upgrade-
status

upgrade-
members

PyHKUNA BO3MOXHble
KOMaH/bl

all/selective/< (get, set

>, MeTof

o6HOBNEHUSA

TekyLnin ctatyc
06HOB/IEHUIA

get

Cnucok IP-
agpecos
YCTPOWCTB B
KnacTepe,
pasneneHHbIX
3ansaTon

get, set
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get cluster-
firmware-
upgrade
upgrade-method

set cluster-
firmware-
upgrade
upgrade-method
<value>

get cluster-
firmware-
upgrade
upgrade-status

get cluster-
firmware-
upgrade
upgrade-members

set cluster-
firmware-
upgrade
upgrade-members
<value>

Mpumepsbl

WEP-12ac# set
cluster-
firmware-
upgrade
upgrade-method
all

WEP-12ac# get
cluster-
firmware-
upgrade
upgrade-method

all

WEP-12ac# get
cluster-
firmware-
upgrade
upgrade-status

Not Initialized

WEP-12ac# set
cluster-
firmware-
upgrade
upgrade-members
192.168.1.1,192
.168.1.3

WEP-12ac# get
cluster-
firmware-
upgrade
upgrade-members

192.168.1.1,192
.168.1.3
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7 CnncoK nameHeHun

Bepcus foKymeHTa Jata Bbinycka CopepxaHue n3MeHeHwui

Bepcua 1.24 09.09.2022 CuHxpoHu3auma ¢ sepcueii MO 1.22.4
[o6aBneHo:
5.9.5.3 Hactpoiika WGB-ARP-Timeout
KoppekTunposka:
4.12 MeHto «Workgroup Bridge»
Bepcus 1.23 03.06.2022 CuHxpoHu3auus ¢ sepcuein MO 1.22.2
Bepcua 1.22 22.04.2022 CuHxpoHKu3aums ¢ Bepcueit MO 1.22.1
KoppekTunposka:
+ 4.5.5 NogmeHto «Radio»
+ 5.7.2.1 JononH1TeNbHbIE
HaCTpOVikn 6ecnpoBoAHbIX MHTephelicoB
+ 5.7.8 Hactpoiika cepsuca APB
Bepcua 1.21.1 03.12.2021 CuHxpoHu3auus ¢ sepcuein MO 1.21.1
Bepcua 1.21 30.09.2021 CuvHxpoHu3auus ¢ Bepcuein 1.21.0
Bepcusa 1.20 07.12.2020 CuHxpoHu3auus ¢ Bepcuein 1.20.0
Bepcna 1.19 09.04.2020 CuHxpoHKu3aumsa ¢ sepcueit MO 1.19.3
Bepcnsa 1.18 24.02.2020 CuHxpoHu3auus ¢ sepcueid MO 1.19.0
Bepcua 1.17 01.10.2019 CurHxpoHmu3auus ¢ sepcuein MO 1.18.1
Bepcna 1.16 05.06.2019 CuHxpoHu3aums ¢ sepcuer MO 1.17.0
Bepcna 1.15 12.02.2019 CwuHxpoHu3aums ¢ sepcueli MO 1.16.0
Bepcua 1.14 30.11.2018 CuvHxpoHu3auus ¢ sepcumein MO 1.15.0
Bepcusa 1.13 10.08.2018 CuHxpoHu3auus ¢ sepcuein MO 1.14.0
Bepcua 1.12 08.05.2018 CuHxpoHu3auma ¢ sepcueii MO 1.12.2
KoppekTunposka:
XapakTepucTuka ycTpoicTea
Bepcua 1.11 27.12.2017 CuHxpoHu3auus ¢ Bepcuein MO 1.11.4
Bepcusa 1.10 30.10.2017 CuHxpoHu3auus ¢ sepcumein MO 1.11.2
Bepcuna 1.9 01.07.2017 CuHxpoHu3aums ¢ sepcueli MO 1.10.0
Bepcus 1.8 06.02.2017 CuHxpoHu3auus ¢ sepcueid MO 1.9.0
Bepcusa 1.7 20.09.2016 CuHxpoHmu3auus ¢ sepcuein MO 1.8.0

233



Bepcna 1.6

Bepcusa 1.5
Bepcua 1.4
Bepcusa 1.3

Bepcusa 1.2
Bepcua 1.1

Bepcua 1.0

Bepcus nporpammHoro obecneyexus 1.22.4

19.07.2016

06.07.2016
16.05.2016
30.11.2015

13.10.2015
24.03.2015

29.08.2014

PykoBogacTBo no akcnayatauum WEP-12ac

CuHxpoHmu3auus ¢ sepcuein MO 1.7.0
KoppekTunposka:
TexHuyeckme napameTpbl yCTPOKCTBA

CuHxpoHu3auus ¢ sepcuein MO 1.6.5
CuHxpoHu3auus ¢ Bepcuein MO 1.6.4

KoppekTupoBka:
TexHuyeckne napaMeTpbl yCTPOCcTBa

CuHxpoHu3auus ¢ sepcueid MO 1.6.2

CuHxpoHmu3auus ¢ sepcumein MO 1.5.0
KoppekTunposka:
MpunoxeHue b. Pacnaiika pasbemoB

MepBas nyb6nukauns
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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