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PykoBozacTBO no akcnyataunm WEP-2L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-2L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTYNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-2L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WEP-2L nogkntoyaetcs k nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-2L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/SET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnusaTb WEP-2L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* noggepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka ACL;
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* nogaepxka NTP;

* nogaepxka Syslog;

* nogpepxka GRE;

+ nogpepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayn aboOHEeHTCKOro Tpadinka BHe TyHHeNe.

®dyHkyuu QoS:

* NpUOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4eHue NpPonyckHOW cNOoCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-2L.

0
”-"‘mg' (- —T—— \ _m— |
A (m
APM NK/Hoyt6yk
oneparopa
MES2124P ((( D
< » J
A PoE v, MnaHwer
Cepsep
DHCP, RADIUS

[\ L

AW AL.:

PucyHok 1 — ®yHKLMOHaIbHas cxema ucrnosib3oBaHmsa WEP-2L

2.3 TexHun4yeckme napameTpbl yCTpPOMCTBa

Ta6nuua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-uHTepdpeiica Ethernet

KonvnyecTtso nopTos 1
ONeKTPUYECKMNIA pasbem RJ-45
CkopocTtb nepegayn, Méut/c 10/100/1000, aBTOONpPELENEHNE

Mognepxka ctTaH4apTOB BASE-T



MapameTpbl GecnpoBOAHOro MHTepcenica
CraHgapTsl

YacToTHbI gnanasoH, My,

Mogaynauus

Paboune kaHasbl

CkopocTb nepegayn gaHHblx, Méut/c

MakcrMMasibHas MOLLHOCTb nepegarymka
KoathpuumneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

quCTBMTEﬂbHOCTb npnemMHnkKa

Be3onacHocTb

Mogaepxka 2x2 MIMO
YnpaBneHune

YaaneHHoe ynpasneHue

OrpaHuyeHue goctyna

O6Lwume napamMmeTpbl
Flash-namatb

RAM

MutaHne

MoTpebnsiemas MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAA BNAXHOCTb Npu
Temnepartype 25 °C

ra6apuTbl (quameTp X BbicoTa)
Macca

Cpok cnyx6bl

PykoBozacTBO no akcnyataunm WEP-2L

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y
BPSK, QPSK, 16QAM, 64QAM, 256QAM
802.11b/g/n: 1-13 (2402-2482 MI'L)
802.11a/n/ac:

+ 36-64 (5170-5330 MI'u)

+ 100-144 (5490-5730 Mru,;

+ 149-165 (5735-5835 MI'y,
802.11a: go 54 MéuT/c
802.11b: gpo 11 MéuT/C
802.11g: go 54 MéuTt/c

802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

2.4TTu: po 20 opbm

5TTu: go 20 pbm

2.4 Fru, ~5 nbu

5T

2.4TTu: po-94 pbm

51Tu: go-94 pbm

LieHTpasim3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2
nopnepxka Captive Portal

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF, cuctema
ynpaeneHust SoftWwLC

no naposto

32 MB NAND Flash

128 Mb RAM DDR3

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 10 BT

oT +5 go +40 °C

0o 80 %

200 x 40 mm
0,4 kr

He meHee 15 net



PykoBoacTso no akcnayatauum WEP-2L

2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npn nsmepeHnn

AZIMUTH (XY) ELEVATION (XZ)
B \
A€LT€X * : T Gerpor) ?:‘::*':LI

ﬁes (PoE)

m
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105 0 75 105 » 75
120 Y 60 120 60
135 45 135 45
150 30 150 30
165 15 165 15
X X
120 0 130 0
- -0 -15 -lo -5 o 3 E 03
195 345 195 345
pili) 330 210 330
n3 225
240 300 240 z 300
255 0 85 25 p 25
JOnanasoH 5Ty,
% o
105 75 105 75
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150 0 130 an
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X X
120 L] 180
=J0 =25 -3 -15 -10 -5 0 5 - = - o
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210 210
225 25
240 0
255 55
255 0



PykoBozacTBO no akcnyataunm WEP-2L

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-2L BbINONHEHO B N1aCTUKOBOM KoOpriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenu ycTpoictea WEP-2L npmBegeH Ha pUcyHke 2.

GE (POE]

,,,,,,,,

2 3 4

PucyHok 2 — BHeLwHWiA Bug, ocHOBHOM naHenn WEP-2L

Ha ocHoBHoli naHenun yctpoiictea WEP-2L pacnonoxeHbl cneaytouie CBETOBbIE UHANKATOPLI, pa3beMbl U
opraHbl ynpaenenus (Tabnuua 2).

Tabnuua 2 — OnncaHve VHAMKATOPOoB, NOPTOB 1 OPraHoB ynpas/ieHnA

AnemMeHT naHenun

1 LAN
2 GE (PoE)
3 F

4 WiFi

OnucaHue

CseToBasi MHAMKaUmMsi cocTosiHusA nopTa GE (PoE)
Mopt GE pgna nogknoveHma nutaHusa PoE
KHonka cbpoca K 3aBOACKUM HacTpoikam

VHavkaTopbl akTMBHOCTM cooTBeTcTBYyOLWMX Wi-Fi mogynei
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2.6 CpetoBas nHgukauus

PykoBozacTBO no akcnyataunm WEP-2L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

Nuaunkatop

Wi-Fi

LAN

Power

(Ha BepxHeli
naHesnm
ycTpoiicTBa)

CocTosiHne nHgmkaropa
3eneHblii, ropuT NOCTOSHHO

3eneHsblii, muraet

lopwuT 3eneHblii ceetoamog, (10, 100 Mbps)/ roput
opaHxeBblin ceeToamog (1000 Mbps)

MwuraeT 3eMeHblil CBETOAMO/,

3eneHbliA, ropuT NOCTOSHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoicTBa

Cetb Wi-Fi-akTuBHA

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpyeHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. MponsonaeT aBToMaTnyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBoackoit IP-agpec — 192.768.1.70, macka noacetn —

255.255.255.0.

2.8 KomnnekT nocTaBKu

B KoMMnekT noctaBkn BXOAAT:

+ obopygosaHue paguogoctyna WEP-2L;
* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);

* cepTudpmkart cCooTBETCTBUS,
* namsTka o JOoKyMeHTauuu;

* nacnopr.
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PykoBozacTBO no akcnyataunm WEP-2L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. YCTpOWCTBO pekoMeHAyeTcs yCTaHaB/IMBaTb Ha CTOME B TOPU3OHT&/TbHOM MOSIOKEHUN.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MeXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyxeHus NoBpexXaeHuin cregyeT npekpaTuTb YyCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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PykoBozacTBO no akcnyataunm WEP-2L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-2L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTan. pewetka (sueiika 13*6Mm, MeTasn -21 -13

2MMm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 3 — O6Lias gyarpamma nepekpbITs YacTOTHbIX KaHanoB B 2.4 T,
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PykoBOACTBO No akcniyatauum WEP-2L

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.

PucyHok 4 — CxeMa pacnpefesieHnsa KaHasioB Mexay CoceHVMN ToukaMu AoCcTyna B guanasoHe 2.4 Ty, npu
luMpuHe kaHana B 20 MIy,

AHaOINM4YHO PeKOMEeHyeTCs COXpaHATh AaHHbIli MeXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUeK Mexay aTaxamu (PUCYHOK 5).

{15
~ =
ED eSS

S 1 XA
PucyHok 5 — Cxema pacnpefeneHusi KaHa/loB Mexay COCeAHUMMN TOUKaMU AOCTYNa, PacrosIOKEHHbIMU MeXay

ATaKamMun

Mpwn ncnonb3oBaHUK WMPUHbLI KaHana 40 MMy, B gnanasoHe 2.4 Ty, HET HenepeKpbIBAKOLLMXCA KaHaoB. B
TaKux criyyasix CTOUT BblGMpaTb MakCYMasIbHO OTAA/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel# |8 S IFDBES D] S-SR RE R IT2228
| I I

ZUMHZIHZU\IUVVV‘J VVVVVVVVVVVY SV VY
sovmizof VN VY Y
B{JMHz:J \/ \ ' \/ \ !

=
]

\
160 Mhz [ A i
Examples of [T [
non-contiguous
VHTB0+80 MHz L\ [

setup
R EEEEE

PucyHok 6 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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PykoBozacTBO no akcnyataunm WEP-2L

4 YctaHoBka WEP-2L

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEiHA NOKa3aH Ha PUCYHKe 7.

CTeHa

NNacTUKOBbI KPOHLITENH

PucyHok 7 — KpenneHue KpoHLWTeNHa Ha CTeHe

* MNpw ycTaHOBKe KPOHLUTEHA NPONyCcTUTE NPOBOAA B COOTBETCTBYIOLLME Ma3bl HA KPOHLUTEHe
(pucyHoK 7).

+ CoBMecCTUTE TpU OTBEPCTMS AJ1s1 BUHTOB HA KPOHLUTEHE C TaKMMK e OTBEepPCTUSIMU Ha
MoBepPXHOCTH. C NMOMOLLbI0 OTBEPTKM MPUKPENUTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YcTaHoBWTE YCTPOICTBO. Cxema npmBefeHa Ha puCyHke 8.

KPOHLUTENH

YCTPOWCTBO

PucyHok 8 — YcTaHoBKa ycTpoiicTea (BUf cnepean)

* MopxnounTe Kabenun K COOTBETCTBYIOLLMM pasbeMam ycTpoicTea. OnvcaHve pa3bemMoB
npueeneHo B pasgene 2.4 KOHCTPYKTMBHOE UCTIOMHEHNE.,

+ COBMeCTUTE YCTPOMCTBO C KPOHLUTEMHOM 1 3athuKCupyiiTe NosioxeHne, noBopaymsasi No 4acoBoW
CTpeske.
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PykoBoacTso no akcnayatauum WEP-2L

4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUMNOTO/KA, TaK Kak MeTas/Iueckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNIMYECKNN KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — N1aCTUKOBbI KPOHLLTENH; 4 — YCTPOWCTBO.
PucyHok 9 — MoHTax ycTponcTea Ha hasibLUnoToM0K

1. 3akpenute MeTasl/IMYyeckuii U NNacTUKOBbIA KPOHLLTEHbI HA NOTOsKe (PUCYHOK 9).
« CoeauHUTe NNAaCTUKOBLIN KPOHLITENH (3) Ha thanbLunoTosike ¢ meTannuyeckum (1) B cneaytouiem
nopsigke: METaI/IMYECKNIA KPOHLLITENH -> NaHeNb APMCTPOHT -> N/IACTUKOBbIA KPOHLLITENH.
* B naHenun ApMCTPOHI NpopexesTe 0TBEPCTNE pa3MeEPOM C OTBEPCTUE METAI/INYECKOTO
KpOHLITeliHa. Yepes AaHHOe 0TBEpPCTME 3aBOAATCSA NpoBoAa.
+ CoBMeCTUTE OTBEPCTUSA HA META/IIMYECKOM KPOHLUTENHE, NnaHenn APMCTPOHT U M/1aCTUKOBOM
KpOHLUTeliHe. [lanee COBMECTUTE TPU OTBEPCTUS 4N151 BUHTOB Ha NIACTUKOBOM KPOHLUTENHE C
TaKMMK XXe OTBEPCTUAMMN HA MET/T/IMYECKOM KpOHLUTeliHe. C NOMOLLbH OTBEPTKM coeanHuTe
KPOHLUTEHbI BUHTaMW.
2. YcTaHoBUTE YCTPOWNCTBO.
+ MNogknounte Kabenun K COOTBETCTBYHLLMM pa3zbemam ycTpoicTea. OnucaHne pasbLeMoB
npuBeAeHo B pasaene 2.4 KOHCTPYKTUBHOE VCMOSHEHNE.,
+ COBMeCTUTE YCTPOICTBO C NNACTMKOBbLIM KPOHLLTEHOM 1 3addMKCUPYITE NO0XEHNE,
noBopaunBasi yCTPONCTBO MO YaCOBO CTPeEsIKe.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
N5 CHATUS YCTPOICTBA C KPOHLWTENHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 7).
2. CHMMMUTE YCTPOIACTBO.
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PykoBoacTso no akcnayatauum WEP-2L

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WEP-2L

3. BBeguTe umsa nonb3oBaresnis B CTPOKe «BBeAUTE NTOrMH» U NMaposib B CTPOKe «BBeAUTE Naposib».

© 3aBopckue ycTaHOBKM: NOTMH — admin, napons — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEH0 MOHUTOPWHIA COCTOSIHUS YCTPOICTBA.

vELTEX WEP-2L

MOHUTOPUHFE Radio VAP WDS CeteBble HaCcTpOViKK BHeLLHWe cepBuchl Cucrema ru~ (BbIXOA)

Wi-Fi KnueHTbI Wanenve WEP-2L
AnnapatHasa Bepcusa 2v2
WDS

3asogckon MAC-agpec E8:28:C1:F7:80:70
Cratuctuka no Tpaduky
CepuiiHbli Homep WP23002569

CkaHupoBaHue acupa Bepcus MO

XypHan cobbiTui PesepsHas sepcus MO

Bepcusa sarpys4nka
CeteBas uHcbopmaumns P Py

CvicTemMHoe Bpems 24.11.2021 13:03:34
WHdopmaums o
paauonHTepdeiicax Bpewms pabotbl 0 oH, 00:26:35

Z O6HoBWTbL
MHdbopmaums ob ycTpoiictee >

5. Mpn HEOBXOAMMOCTN MOXHO MEPEKUUTL SA3bIK 0TOBpakeHnsa nHdopmauuun. Ana WEP-2L goctynHa
pycckas n aHrnuinckasa Bepcus web-nHtepdeiica.
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PykoBoacTso no akcnayatauum WEP-2L

ELTEX  WEP-2L

MOHUTOPUHE Radio VAP WDS CeTeBble HaCcTPOViKM BHelUHWe cepBuchl Cucrema -~ (BbIXOA)

Wi-Fi knueHTsl Wapenve WEP-2L
AnnapaTHasa Bepcusa 2v2
WDS

3asogckon MAC-agpec E8:28:C1:F7:80:70
CratucTuka no Tpadmky
CepuiiHbIi HoMep WP23002569

CkaHupoBsaHue acupa Bepcua MO

AKypHan cobbiTun PesepsHasi Bepcus M0

Bepcua 3arpys4nka
CeTeBas UHchopmau s P Py

CvicTeMHoe Bpems 24,11.2021 13:03:34
WHcpopmaums o
paanouHTepencax Bpems paboTbl 0 aH, 00:26:35

< O6HoBUTbL
WMHdbopmaums ob ycTpoictee >

5.2 lMpuMeHeHne KoHurypauum n oTMeHa U3MeHeHui

1. TMpUMeHeHNe KOHUrypaLmm

Mpn HaXkaTUM KHOMKM 3anyckaeTcsa NpoLecc coxpaHeHust KoHdurypaumm Bo flash-namatb

YCTPOMCTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTynaloT B cuy 6e3 nepesarpysku
yCTpOIiCcTBa.

B web-nHTepdelice Touku fOCTyna peasm3oBaHa B13yasibHas MHAMKALMSA TEKYLLLEro COCTOSIHMS npoLecca
NpPYMeHeHnsi HacTpoek (Taénmua 7).

Tabnuua 7 — BusyasibHas MHAVKALMS TEKYLLLETo COCTOSIHMA NpoLiecca NPMMEHEHNS HACTPOEK

BHewHWiA BuA, OnucaHune cocTosiHWSA

Nocne HaxkaTusa Ha KHONKY «[MpUMEHUTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U

3anm1cu HacTpPoeK B NamMsTh YCTPoiicTBa. O6 3TOM UHIDOPMUPYET 3HAUOK il B
Ha3BaHVW BKMNAKN 1 Ha KHOMKE «[TPUMEHUTDb».
O6 yCreLwHOM COXPaHeHUN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAUOK
B Ha3BaHUV BKNAAKM.
2. OTMeHa U3MeHeHu
® OTmeHa

KHOMKa 0TMEHbI M3MEHEHWIT UMEET CrelyHoLLIWiA BUA;

© OTMeHa n3MeHeHW NPON3BOANTCS TOMBKO [0 HAaXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxaTum Ha
KHOMKY «[PUMEHNTBL» N3MEHEHHbIE Ha CTPaHULIE NapaMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAUYEHUS,
3anMcaHHble B NaMsiTU yCTpoiicTBa. locne HaxaTtus Ha KHOMKY «[puMeHUTbL» BO3BPAT K NpeablayLim
HacTpolikam 6yaeT HEBO3MOXEH.
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PykoBoacTso no akcnayatauum WEP-2L

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

=LTEX  WEP-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPONKK BHeluHWe cepBUCHI Cucrema ru~ (BbIXOM)
Wi-Fi KnneHTb! Wspenve WEP-2L
AnnapaTHasi Bepcus 2v2
WDS

Basogckoii MAC-agpec E8:28:C1:F7:80:70
Craructuka no Tpacuky
CepuWiHbIN Homep WP23002569

CkaHupoBaHue adurpa Bepcus MO

XypHan cobbituit PeaepsHas Bepcus MO

Bepcus sarpysqvika
Certesas UHpopmMaLus p 24

CuctemHoe Bpems 25.11.2021 06:42:47
Wucopmauus o
paauonHTepchencax Bpewmsi pabotbl 0 gH, 18:05:47

< OGHoBUTL
WHdbopmauws o6 yctpoicTse >

© 000 "Mpednpusmue "damekc", 2019 — 2021 Bepcus [10. Bepcus WEB

OKHO nonb3oBaTe/IbCKOro MHTepdieica pasneneHo Ha NATb obnacTel:

1. Bknagku MeHio — Ans rpynnupoBKM NogMeHio no kateropusam: MoHuTopuHr, Radio, VAP, WDS,
CeTteBble HacTpoiiku, BHewHue cepBucbl, Cuctema.

2. Bbl6op A3blka MHTepdeica 1 kHomnka «(BbIXoa)», NpeAHa3HaveHHas A1si 3aBeplieHnst ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagku nogMeHo — AN ynpasfieHus NonemM HacTpoek.

Mone HacCTpoOeK ycTponcTea — 419 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

WHdopmaumoHHoe none, otobpaxaroLee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

arw
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5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

-LTEX  WEP-2L

Vi-Fi KnmenTs! > £ OoHosNTs

Ne Wusxocta IP-agpec  MAC-aapec MuTepdeiic Link Capacity Link Quality Link Quality Common ~ RSSI, AEM SNR,AB TxRate RxRate TXBW, Mru  RXBW, MMy  Bpems paoTsi
v 1 Xiaomi12T 10248045 76:2:31:9805ba wianivad 30 66 7 20 7 VHT NSS2-MCS239  VHT NSS1-MCS219.5 20 20 04:51:05

Mepeaano / NpUHATO ecero, Gair 2 058 102/ 624 031 Mlepenano ¢ oMOKaMH, NakeTos
Mepenaro / NpUHATO Bcero, nakeTos 6565/ 11243 ToBTOpsI Nepenai 32 nOCneHMi nepuon, nakeros 1
Mepenano / npuHAT akHeix, Gaiir 1916 777/ 532 653 Olee 4cro NOBTOPOB Nepenadi, nakeros 2 393

Mepenano / IpAHATO farHuix, nakeTos 6558 /2 380 CropocTs Nepenat / npiema, KouTic 010

Moaynauws Mepenato naketos MpuKATo naketos

OFDMS 899 80%

NSS1-MCSO 0 779 7%

Nss1-MCS1 447 623 6%
NSs1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61

NSS1-MCSE 58

NSS1-MCS7
NSS2-MCSO 1222 19% 526
NSs2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 2
NSS2-MCS3 923 14%

NSS2-MCS4 303 5% 0
NSS2-MCS5 2 0% 0

NSS2-MCS9 32 0% 0

* Ne — HOMep NOAK/IFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa;

+ IP-adpec — IP-agpec nogKNtYEHHOro YCTPONCTBa;

+ MAC-adpec — MAC-agpec NoAK/It04YEHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nHtepdhelic B3ammogenctena WEP-2L ¢ nogk1to4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3heKTUBHOCTb NCMONb30BaHNSA TOUKON AoCTyna
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kakaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noAZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHUe napameTpa paccUnTbIBAETCS
3a nocnegHue 10 cekyHg,

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 KNMeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHve 10 cekyHp;

* Link Quality Common — napameTp, KOTOpbI/i 0TO6paXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUANCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHre napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMS NOAK/TOHYEHUS KNTNEHTE,;

* RSSI — ypoBeHb NpUHMMaeMOro curHana, gbm;

* SNR — oTHOLWeHne curHan/wym, ob;

+ TxRate — kaHa/nIbHaA CKOPOCTb Nepegayu, Mout/c;

* RxRate — kaHanbHasa cKopocTb npuema, MouT/c;
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Tx BW — nonoca nponyckaHus Ha nepegade, My,
Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;
Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoZA 60/1€€ pa3BepHyTOil MHGopMaL My Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

5.4.2

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAKIHUYEHHOe
YCTPOWCTBO;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4yecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.

MoameHo «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-2L.

MOHUTOpHHr  Radio VAP WDS

LTEX  WEP-2L

CeTesble HACTPOWKN  BHELUHHE CepBucsl  CUCTeMa - (bixon

WI-FI KNHEHTBI i OBHoBMTL

wDs >

Ne MmmxocTa IP-agpec  MAC-agpec WuTepcpeiic  Link Capacity  Link Quality Link Quality Common  RSSI,ASM SNR,A5 TxRate  RxRate TXBW, MMy RXBW, MMy Bpems pagorsl

CraTueTiKa no Tpagiky v 1 WEP2L 10.24.80.81 eB:28:c1:dach05 wian1 90 (not changed) 100 99 -63/-61 19/19  OFDM54 VHTNSS2-MCS6 117 20 20 11:03:15

Crarmposatine sdmpa

MepenaHo / NPUHATO Beero, GaAT
KypHan coObiTuit Mepenano / NPHHATO BCETO, NakeTos
CeTesan MHMOPMALMA TMepenano / NPHHATO A@HHbIX, GalHT

Mepeaano / NPUHATO AaHHBIX, NakeToB

53934 606/ 4 938 701

158 090 / 21 493

48 384 767 / 2 366 142

150 161/ 13 564

Ucpopuauys o
panuonHTepeiicax Mogynsyus

DSSS2

WHpopMawya o6 ycTpoiicTee

OFDMé
OFDM24
OFDM36
OFDM48
OFDM54
NSS1-MCS4
NSS1-MCS7
NS§52-MCS0
NSS2-MCS1
NSS$2-MCS2
NSS52-MCS3

NSS52-MCS4

Mepenako naketos
2

7929

5

114

3311

146710

© o o © o o o

I

S 83 8 3 8 8 8

Mepenana ¢ ownGKamH, nakeTos
MoBTOpbI Nepenay 3a NOCNEAHHI NepHOa, NAKeTos
OBLijee 4HCNO NOBTOPOB NEPEAaHH, NaKeTos
CKOOCTS Niepefiadn / npiena, Koutic
TIpUHATO NakeToR
0 0%
7936 37%

[
[}
0
[
15 0%
0
[
1
1
0
1

)

)

2681

3/0

Ne — HOMep NOAKNHOUYEHHOTO YCTPOIACTBA B CMUCKE;

VIMsi xocma — ceTeBoe UMsi YCTPOIACTBA;

IP-adpec — IP-agpec nogkIto4eHHOro yCTPONCTBa;

MAC-adpec — MAC-agpec NoAK/H4EeHHOIo YCTPONCTBa,

Viumepgpelic — nHtepdpeiic B3anmogenctama WEP-2L ¢ nogxnto4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOpbIi OTO6paxaeT a(pPEKTUBHOCTL UCMO/Ib30BaHUS TOUYKOIM JOCTYNa
MOAyNALMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SLUMKN [0 KMEHTA, N NMOHMKatoLWMX KoadhdmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
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moaynaumm nssTmes0 gns knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHWe NnapameTpa paccUnTbIBAETCS
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOpbIA 0OTO6paXKaeT COCTOSHME SIMHKA A0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHWUKN KONNYEeCTBa PETPAHCMUTOB MaKeToB, OTNPAaB/IEHHbIX K/TMEHTY. MakcumasibHoe 3HavyeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKMN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KMEeHTA He 6blN YCNELIHO OTrnpaB/ieH). 3Ha4YeHe NapaMeTpa paccynTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCynUTaHHbI
Ha OCHOBaHWW KOMINYEeCTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNUEHTY. MakcMManbHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOpPOCTb nepegayv, Mout/c;

RxRate — kaHanbHasA CKOpoCTb nNpuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombl — BpeMs COeANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTO MHChOPMALMK MO ONpeseneHHOMY NOAK/UYEHUIO BbIGEPUTE €ro B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytollime napamerpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TI0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLMOKaMu Ha NOAK/IYEHHOe
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHull Nepuoo, nakemos — KONNYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KONMYeCTBO NOBTOPOB Nepesayn Ha NoAK/IYEeHHoe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHasi CKOPOCTb Nepegayun Tpadurka B HACTOALLMWIA
MOMEHT BPEMEHW.
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5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacbmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdoeincbl TOUKM AOCTyNa 3a nocnegHue 3 MUHyThl. Fpaduk aBToMaTnyeckm
06HOBNAETCA Kaxable 6 CEKYH/,.

LTEX  wep2L

Mossrops DS Cereemie nacTpoiikn  BHewsue cepsnck:

22
.
1
08

o

165414 16:5426 165430

Mepeaato v

TpHHATO ~

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgelic — nmsa nHTepdeinca;
* Bceao nakemos — KONIMYeCTBO YCNELUHO OTNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — Ko/IM4ecTBO YCMEeLHO OTNpaB/ieHHbIX 6aiT;

* OM6pPOWEHO Nnakemos — KO/IMYeCTBO NaKeTOB, OTOPOLLEHHbIX NPV OTMNPaBKE;
* OWUubKU — KONN4YecTBO OLUNOOK.

MepenaHo v
WHTepdheiic
LAN
WLANC
WLAN1
sit0
wian0-va0
wian0-val
wian0-va2
wilan0-va3
wilan0-wds0
wian0-wds1

wilan0-wds2

Bcero naketoB

536802

166440

1526773

9590

0

9533

9590

526878

162326

3542

572

Bcero Gair

76273371

75459723

1919981084

7833340

0

7506858

7871700

38498935

74288324

10133863

158036

OT16poLweHo nakeToB
0
342218

360214

51546
147387

142992

Owwnbkn

140

390

57

136

123
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OnucaHune Tabnuupl «[TPUHSIMO»:;
* MiHmepgelic — nma nHtepdeinca,
* Bcea2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NakeTos;
* Bcezo 6alim — KONM4ecTBO YCMeLHO NPUHATLIX 6aiT,;
* Om6powWeHo nakemos — KO/IM4eCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWUubKU — KONNYeCTBO OLINBOK.

MpunsTo v
WHTepcheic Bcero nakeros Bcero GaiT OT6poLueHo NakeTos Ownbku
LAN 1511794 2008292333 341 0
WLANO 26126 4047853 0 0
WLANA 503232 61512505 1 0
sitd 15792 997504 0 0
wlan0-va0 0 0 0 0
wlan0-val 15863 1065710 0 0
wlan0-va2 15863 1002258 0 0
wlan0-va3 1494826 1928533222 0 0
wilan0-wds0 25767 3471328 0 0
wian0-wds1 1825 477328 0 0
wian0-wds2 534 99197 0 0

5.4.4 TMoameHo «CkaHMpoBaHne admpa»

B nogmeHto «CKaHMpoBaHue 3chupa» OCYLLIECTB/ISIETCS CKAaHMPOBaHME OKPYXAlOLLEro paavoadmpa
06HapyXeHne coceHnX ToUeK AoCTyna.

~
clTEX  WEP-2L
MOHUTOPUHT Radio VAP WDS CeTeBble HAaCTPOKK BHeLUH1e CepBUCHI Cucrema -~ (BbIXOM)
Wi-Fi KnMeHTbI MocnegHee ckaHnpoBaHue Gbino 24.11.2021 13:14:28
WDS
OuanazoH ssiD Pexum GezonacHocTH MAC-agpec KaHan / LvpuHa RSSI, BEM
CramoTyika o Tpacury 24Ty EltexWiFi Open E0:D9:E3:49:D5:00 1120 20
CkakypoBaHue aupa » 24Ty ¢i_cd_data10 Open E4:5A:D4:F6:CD:B1 6/20 27
KypHan coBbIThit 24Ty Test LR2 WPANVVPA2 E8:28:C1:DAE6:21 1/20 32
CeTeBas UHGbOpMALIAS 24Ty Karandashev_Enterprise WPA2_1X A8:F9:4B:BT:BC:DO 1/20 34
WipopmaLys o 24Ty test_001 Open E0:D9:E3:4B:FB:30 11120 35
PagvonHTepdencax 24Ty _Test_FBT WPA2 A8:F9:4B:B7:BC:D1 1/20 35
ViHcpopmaLya 06 yeTporicTee 24Ty Eltex VAP Open E0:D9:E3:73:06:F0 1/40L 37
24Ty Open AB:F9:4B:17:02:20 11120 38
24Ty WOP-2L_2 4GHz Open E4:5A:D4:E2:AT:F1 11120 46
24Ty eltex_ksiu_nosh Open E0:D9:E3:70:94:11 1/20 48
24Ty VK_portal Open E8:28:C1:DA:CE:81 6/20 62
24Ty ESRAP1_of30_smart Open A8:F9:4B:B0:2C:C7 11120 65
24Ty Open_VK_switch Open E8:28:C1:DA:CE:83 6/20 65
24Ty test_of30_enter WPA_1X/WPA2_1X AB:F9:4B:B0:2C:C5 11120 65
24Ty testnet Open A8:F9:4B:B0:2C:C8 11120 65
24Ty Shkaruba_opt82_vian2408 Open A8:F9:4B:B0:2C:C3 11120 66
24Ty Shkaruba_of30_enterprise WPA_1X/WPA2_1X A8:F9:4B:B0:2C:C4 11120 66

Mocne HaxxaTusi Ha KHonkKy «CkaHMpoBaTb» npoLecc byaeT 3anyLleH. [ocne 3aBepLieHns CKaHMPOBaHUS
NOSIBUTCSI CMUCOK 0GHaPY)XEHHbIX TOYEK JOCTYNa U MHPOPMaLUS O HUX:

+ [luana3oH — yKa3blBaeTca aunanasoH 2.4 'y wnm 5 Iy, B KOTOPOM 6blia 06HapyXeHa Toyka A0oCTyna;
SSID — SSID o6Hapy>XeHHOW TOYKN AOCTYNa;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyna;

* KaHasi/lLlupuHa — pagvokaHas, Ha KOTOpoM paboTaeT 06HapyXeHHas Touka 4OCTyna;
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*+ RSSI — ypoBeHb, C KOTOPbIM YCTPOCTBO NPUHUMAET CUrHAUT 0BGHAPYXXEHHOW TOUKM A0CTyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA adhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaEeT K HEBO3MOXHOCTY Nepeayn aaHHbIX Ao Wi-Fi KTMeEHTOB BO BpeMsi CKaHWpPOBaHUS.

5.4.5 TMoameHo «KypHas cobbITUin»

B gaHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHAPOPMALMOHHBIX COOBLLEHMIT B peasibHOM BPEMEHW,
cofepxaluii cnegytoLLyto MHopMaLmio:

=(TEX

MoHUTOPKHI Radio VAP

Wi-Fi KnvenTsl

WDS

CratncTuka o Tpaduky
CkanunpoBaHme acupa
YKypHan coBbiTui >
CerteBas vHpopmaums

MHdpopmauwms o
paavonHTepencax

Wrchopmauwms o ycTpoiicTee

WEP-2L

WDS CeTeBble HACTPOWKK

fs ol LT S| Y OuncTuTL

LOara u Bpems

Nov 24
12:63:10

Nov 24
12:51:08

Nov 24
12:51:06

Jan 1 03:00:43
Jan 1 03:00:18
Jan 1 03:00:16
Jan 1 00:00:06
Jan 1 00:00:05

Jan 1 00:00:01

Tun

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

BHeLUHWE cepBUCHI

Mpouecc

monitord[1184]

configd[1039]

configd[1039]

networkd[1092]
networkd[1092]
syslogd[1365]
init
configd[1039]

syslogd[1008]

Cucrema - (BbIxOA)

CoobuweHne

event: 'authenticated' mac: 82:A7:E4:FF:7D:14 ssid: 'WEP-2L_5GHz' interface: wian1-va0 channel: 40 rssi-1: -41 rssi-2: -35 location: 'root' reason:
0 description: 'Successful'

The AP startup configuration was updated successfully by admin

The AP running configuration was updated successfully by admin

DHCP-client: Interface br0 obtained lease on 10.24.80.91.
Networkd started

started: BusyBox v1.21.1

starting pid 1100, tty ": "-/bin/login -t

The AP startup configuration was loaded successfully.

started: BusyBox v1.21.1

+ [ama u Bpemsi — BpeMms, korga cobbiTve 6bI/10 CreHEPUPOBAHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS,

+ poyecc — nmsi Npougecca, CreHepMpoBaBLLUEro COOOLLEHNE;

+ CoobuwjeHue — onmcaHne coobITus.

Tabnmua 7 — OnucaHne KaTeropuini Ba&XXHOCTN COObITWIA

YpoBeHb

0

N o g b~ 0N

UpesBblyaliHble (emergency)

CurHansl Tpesoru (alert)

Tvn BaXXHOCTN COOOLLEHWI OnucaHne

Kputnueckue (critical)

Owwn6ouHbIe (error)

MpeaynpexaeHns (warning)

YBepomneHnus (notice)

B cucteme npousolsia kputndeckasi owméka,
cucTeMa MOXeT paboTaThk HeNpaBUIbHO

Heo6xoayMo HeMeaIeHHOe BMellaTelbCTBO B
cuctemy

B cucteme npomsoLuna Kputmyeckas owmoka
B cucteme npouvsoLusia ownbka
MpenynpexaeHvie, HeaBapuiitHoe coobLueHne

YBeLOM/IEHNE CUCTEMbI, HEaBapuiiHoe CoobLLeHME

MHdhopmauuoHHble (informational) VHdopMaLuoHHble CO0BLEHNSA CUCTEMBI

OTtnagouHble (debug)

OTnagouHble coobLeHUs NpeoCcTaBsAoT
No/ib30BaTeNto MHPOPMALIMIO A5 KOPPEKTHOIA
HaCTPOIiKMN CUCTEMBI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaUs1e COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTh, HAXaB Ha KHOMKY «OUNCTUTb».
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

PykoBozacTBO no akcnyataunm WEP-2L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

(TEX

MornnTopuHr Radia VAP

Wi-Fi knueHTs!

wDS

CratucTika no Tpaduky
Ckauposame sbupa
MypHan cobbiuit
CeTesan nHgopMalHa >

Undpopmanyms o
panvonTepdeiicax

Whbopmauua ob ycTporcTee

WEP-2L

WDS  Ceresbie HacTpoiikm

Craryc WAN

Ethernet

ARP ~

MapupyTsl v

Ne

0

1

Brewnne cepencel Cucrema

VkTepapeiic
Mporokon
IP-agpec
Mputsto

Mepeaaro

Cocrosue nopra
Cropocts

Aynnexc

IP-anpec
10.24.80.40

1024801

Wntepdeiic

br0

br0

br0

DHCP

10.24.80 91

2257 MbawiT (236 671 502 baiiT)

1241 MBanT (130 152 270 6GaiT)

MAC-aapec
2CFDA15CEESE

EO:D9:E3ES8E140

Hasnavenme Wrios Macka
0000 10.24.80 1 0000

10.24.80.0 0000 2552552550

©naru

uG

(Bbix0n)

Cratyc WAN:

* MIhmepdpelic — nms bridge-nHtepdeliica;

* [Mpomoko/1 — NPOTOKO/, NCNosb3yemblid ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

+ [NpuHsIMOo — KoNN4ecTBO NpUHATLIX HAa WAN 6aiT;

+ lNepedaHo — KONMYEeCTBO NepeaaHHbIXx ¢ WAN 6alir.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCcmb — CKOpPOCTb MoAK/It4eHUs no nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc.

ARP

B ARP-Tabnuue cogepxntca nipopmaums o cootrsetctemm IP- 1 MAC-agpecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoOWcTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlHmepgpelic — nms bridge-nHtepdeiica.
+ HasHavyeHue — |P-agpec xocTa nnv NoAceT! Ha3HaYeHUs,, A0 KOTOPbIX YCTAHOBMEH MapLUPYT.

* Lmo3 — IP-aApec L33, Yepes KOTOpbIi OCYLLECTBNSETCS BbIXOA HA aapecara.

+ Macka — macka nofceTu.
* ®nazu — onpefeneHHble XapakTepPUCTVKM AaHHOTo MapLipyTa. CyLIecTBYHOT C/iefytoLime 3HaueHns

donaros:

+ U — yKasbIBaeT, YTO MapLLPyT CO3AaH 1 SIBNSIETCA NPOXOANMBIM.
+ H — ykasblBaeT Ha MapLUpyT K OnpeAeieHHOM Yy3ny.
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+ G — yKasbIBaeT, YTO MapLUpyT nposeraeT yepes BHeLHWI Wwo3. CeTeBON nHTepgelic cucTemMsl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

* R — yka3blBaeT, 4To MapLupyT, CKopee Bcero, 6bl/1 co34aH AMHAMUYECKMM NPOTOKO/I0M
MapLupyTM3aumm, paboTaloLymM Ha NIOKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

+ D — yka3blBaeT, YTo MapLipyT 6b11 Ao6aB/eH B pe3ynbrare nosyyeHms coobeHms
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHns ICMP Redirect, mapLupyT BKkIo4aeTca B Tabnuuy MapLupyTm3auun, YTobbl UCKITHYNTD
nepeHanpasneHne a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

+ M — yka3blBaeT, YTO MapLIpyT NoABePrcs N3MEeHEHU0, BEPOSATHO, B pe3y/ibTare paboThbl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLnm Ha I0KaslbHON cucteMe 1 NpUMeHeHUs napamMerpa
mod.

+ A — yKasblBaeT Ha Oydpepr30BaHHbI MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuchb B Tabnuue ARP.

+ C — yKasbIBaeT, YTO MCTOYHNKOM MapLUpyTa aBnseTca bydep MapLupyTusauum aapa.

* L — yka3blBaeT, YTO MyHKTOM Ha3HaYeHus mapLupyTa ABNSeTCa O4MH U3 afpecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

* B — yKa3bIBaeT, YTO KOHEYHbIM MYHKTOM MapLupyTa AB/SETCA LWMPOKoBeLLaTe bHbIA agpec. Takve
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYHOT TONIbKO B Bydhepe MapLupyTM3auuun.

+ | — ykasbIBa€eT, YTO MapLpyT cBA3aH ¢ KonbLesbiM (loopback) nHtepdpelicom ¢ Lenbio MHONA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmU3aLmn.

+ I — yka3bIBaerT, UTo gelitarpaMMbl, Hanpasasemble No 3ToOMy agpecy, byayT oTBepraTbes
CUCTEMOM.

5.4.7 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o paguouHTepdeiicax» 0TOOpaXKEHO TeKyLee COCTOSHNE paavonHTepdencos
WEP-2L.

LTEX  WEP-2L

MOoHUTOPUHT Radio VAP WDS CeTeBble HaCTPOWNKU BHelwHve cepBuChl Cuctema ru - (BbIXOA)
Wi-Fi knvneHTbI Radio 2.4 TTy
WDS Crartyc BblkntodeHo

CratvicTika no Tpagbuky MAC-agpec E8:28:C1:F7:80:70

Pexunm |EEE 802.11b/g/n
CkaHupoBaHue achupa
Radio 5Ty
XKypHan cobbitui
Cratyc BkntoyeHo

CeTeBan UHdopMaumsa
MAC-agpec E8:28:C1:F7:80:75

MHdopmauwma o Pexum |IEEE 802.11a/nfac
paguouHTepdencax >
Kanan 40 (5200 MI'y)

n 6 n
Hebopmauya 0B yeTpoiicTae LUnpuHa kaHana, My, 20

PagnounHTepdenchbl TOUKM 4OCTYNa MOryT HAaXOAUTLCS B ABYX COCTOSAHUAX: «BKIOUEHO» N «BbIKNHOUYEHO.
CraTtyc Kaxaoro 13 pagmonHtepgencos oTpaxkaeTcs B O4AHOMMEHHOM napameTpe «CTtaTyc».

Cratyc Radio 3aBUCUT OT TOrO, €CTb /I HA JaHHOM pagnonHTepderice BKNHOYEHHbIE BUPTYasibHbIE TOYKU
poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagunonHTepdpelice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio
6yaeT HaxoguTbCA B cTatyce «BK/IOUEHO», MHayYe — «BbIK/1to4eHO».
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B 3aBucmmMocTu oT cTatyca Radio Ans MOHUTOpUHra 4OCTynHa cneayouas nHpopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — cOCTOsiHue pagunovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexuM paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHO»:

+ Cmamyc — cOCTOsiHUe pagunovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexxunm paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasna, Ha KOTOPOM paboTaeT paavonHTepdec;

* LlupuHa kaHa/1a — WMpUHa No0Ckl YacToT KaHasa, Ha KOTOPOM paboTaeT paavouHTepdeiic.

5.4.8 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXeHbl OCHOBHbIE XapakTtepucTunkm WEP-2L.

=LTEX  WEP-2L

MoHUTOpUHT Radio VAP WDS CeTeBble HAaCTPOMNKN BHeluHWe cepBuchl Cucrtema ru -~ (BbIxopa)

Wi-Fi knvneHTbi Wspnenve WEP-2L
AnnapaTHas Bepcus 2v2
WDS

3asopckont MAC-agpec E8:28:C1:F7:80:70
CratvcTuka no Tpagpmky
CepuiiHbIin Homep WP23002569

CkaHupoBaHve aduvpa Bepcua MO

XKypHan cobbitnin PesepsHas Bepcus MO

Bepcwusa sarpysquka
CeteBas uHchopmaums P Py

CurcTemHoe Bpemsi 24.11.2021 13:03:34
WHdopmaums o
paavonHTepdeiicax Bpems paboTbi 0 aH, 00:26:35

< OBHOBKTL
WHdhopmauus o6 ycTporicTee >

* M130e/iue — HaMMeHoBaHne MoLeNn YyCTPOUCTBa;

+ Annapammsasi sBepcusi — Bepcus annaparHoro obecneyeHnsi yCTponcTea,

+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdhelica ycTpoiCTBa, YCTaHOB/IEHHbIN 3aBOA0OM-
N3roToBUTENEM,

+ CepuliHbili HOMep — CEPUNHbBIA HOMEP YCTPOMUCTBA, YCTAHOB/EHHbI 3aBOA0OM-U3rOTOBUTENEM;

* Bepcusi O — Bepcus nporpammMHOro oéecrnevyeHns yCTpoucTea;

* PesepsHas sepcus 10O — npeapblayuias yctaHoBsieHHasa sepcus MO;

* Bepcusi 3a2py3quka — Bepcus nporpaMMHOro obecrneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe BpeMs — TeKyLlue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMs pab0oTbl C MOMEHTa NOCNeAHEro BK/IOYEHMSA NN Nepe3arpy3ku ycTponcTaa.

28



PykoBozacTBO no akcnyataunm WEP-2L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

- TEX  WEP-2L

MOHWTOPUHT Radio VAP WDS CeTeBble HaCTPOVKN BHeluHWe cepBuChbl Cucrema - (BbIXOA)

Radio 2.4 I'Tu > O6Lme

Radio 5Ty Pexum |EEE 802.11b/g/n v
[lononHutensHo ABTOMaTMYeCKMiA BbIGOP KaHana

OrpaHn4uTh CNNCOK KaHanos

WupuHa kanana, MMy 20 v

MolHoCTb curHana, obm 16 v

[ononHutensHo v

* Pexum — pexvm paboTbl MHTepdelica cornacHo cregyroLwmmM cTaHaapTam:
+ |EEE 802.11b/g
+ |EEE 802.11b/g/n
+ |[EEE 802.11n

* ABmomamuyeckul B8bI60p KaHasia — NPy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTu4eckm
BblOMpaTh HaMMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTaTUYeCKOro paboyero kaHana.

* KaHas1 — BbIOOp KaHana nepefayv faHHbIX.

+ O2paHuyumb CrucoK KaHasi08 — NPV yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4Ka gocTyna 6yaet BblbupaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 2.4 'y 1-13.

* lupuHa kaHasa, MMy — WnpunHa Nonockl YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HavyeHunsa 20 n 40 MIu,.

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKU
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YacTOTHOM 06nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHa MCNOMb3YeTCH KNMeHTamMu, KOTopble NOAAEPXKMBAIOT TOSIbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBuYHbIM KaHasioM ByaeT BepxHuii kaHan 20 MMy, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas10M ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynnpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHve ot 11 oo 16 gbm.
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© B cnyuae, ecniv B cnivcke «OrpaHnunTb CNYCOK KaHAI0B» yKa3aH HefoCTYMNHbIV [715 BbI6opa KaHaul, OH

OyAeT OTMeYeH cepbIM LBETOM. [19 TOro, 4To6bl HOBas KOHGUrypauus 6bisia npMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NoAXOoAAaT nog onpegeneHme «OCHOBHOM KaHas» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

[ononHuTensHo v

KaHansHaa ckopocTb nepefasn Auto v
KopoTkWii 3alUMTHLIA WHTepBan
STBC

Mepuop oTNpaBkK cryxeGHbIX COOBLLEHHH, 100
MmC

Mopor parmeHTaumn 2346

Mopor RTS 2347
Arperauusi
Kopotkas npeambyna
Wennep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WMM)
Brniounts QoS 0

Pexwmbl paboTtel DHCP snooping replace ~

Onuws 82 chopmat CID APMAC-SSID ~
Onuus 82 chopmat RID ClientMAC v
dopmar MAC-agpeca AA:BB:CC:DD:EE:FF ~

+ OBSS Coexistence — pexvuM aBTOMAaTUYECKOrO YMEHbLUEHUS LUMPUHBLI KaHas1a Npu 3arpy>XeHHOM
paanoadgupe. MNpy ycTaHOBNEHHOM (hriare pexxmm BK/IOYEH.

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpeaensiemas cneundukaumsamm ctaHgaptos IEEE 802.11b/g/n.

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAEPXKKa YKOPOUEHHOro 3alMTHOrO MHTepBasia. Touka gocTyna
nepefaeT AaHHble, UICNOosb3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBaOT KOPOTKMIA 3alMTHBIA MHTepBa.
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+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc.

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346.

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli cetu. MNpuHmaeT 3HadeHns 0—2347, no ymonyaHumo — 2347.

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU.

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeambysibl naketa.

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynbTUKACcTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhrka MOXHO yKa3aTb B NOSABMBLLEMCS OKHe (nak/c).

* Wi-Fi Multimedia (WMM) — BkntodeHne nogaepxkn WMM (Wi-Fi Multimedia).

* Pexxum pabomsi DHCP Snooping — BbI6op nonntukn o6pabotkn DHCP onunmn 82. locTynHble 3HaYeHus
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HayeHuns napametpa Ha nma SSID, K KOTOPOMY NOAK/IOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - - 1023 v 0

Data 2 (Best Effort)

()
&
-
o
(]
4
(=]

Data 1 (Buaeo) i 7 v 5 v 94

Data 0 (Fonoc) 1

()
-
|
A

47

Station EDCA Parameters
O4epeab AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 E 1023 v 0

Data 2 (Best Effort)

3 15 v 1023 v 0
Data 1 (Buaeo) 2 7 v 15 v 94
Data 0 (Fonoc) 9 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs oT TOUKM
A0CTYNa K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb
(npnoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeiHeNpropuTETHas oYepe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZiepxka. B faHHyto ovepeb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTbl 802.1p: cs0, cs3).

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3a4epXKn. B AaHHo
ouyepean aBTomaTnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, cs5).

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKn. B faHHOl
ouyepean aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepSeTcs B cnoTtax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NpUHMMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax.

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAax, NpUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax AO/MKHO ObITb 60/bLUE 3Ha4YeHUst cwMin.
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+ TXOP Limit — napameTp UCNosb3yeTCsA TONbKO ANS AaHHbIX, epefaBaeMbIX OT CTaHLMN KIMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npasa UHMLMUPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,
« Station EDCA parameters — Tabnumua HacTpOeK NapamMeTpoB CTaHUMKW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao Touku gocTtyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapameTpoB pagnovHTepdelica
YCTPOWCTBa, paboTatoLlero B gnanasoHe 5 'y,

S TEX  WEP-2L

MoHUTOpUHT Radio VAP WDS CeTeBble HaCTPOKM BHeluHue cepauch Cucrema - (BbIXOA,

Radio 2.4 Iy O6Lume
Radio 5 'y > Pexum |IEEE 802.11a/n/ac v
[ononHutensHo ABTOMaTHu4eckuit BbiBop kaHana

OrpaH14nTL CIMCOK KaHanos

Wmpura kanana, MMy 20 v

MowwHocTs curHana, ABM 19 v

ﬂOI'IOﬂHVITEJ'IbHO b

* Pexxum — pexum paboTbl MHTepdelica cornacHo ctaHgapTam:
+ IEEE 802.11a
+ |[EEE 802.11a/n
+ IEEE 802.11a/n/ac

* ABmomamu4eckul BbI60p KaHasia - Npy YyCTaHOB/IEHHOM doiare Touka 6yaeT aBToMaTnyeckn
BblOGMpaTb HaMMeHee 3arpyXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaETCA A0CTYN A1 YCTaHOBKM CTaTU4ecKoro paboyero kaHasna.

* KaHas1 — BbIOOp KaHana nepefayv faHHbIX.

+ O2paHuyums CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna 6yaeT UCMosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /15 paboTbl B aBTOMAarnyeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/I0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa focTyna 6yaet BblbpaTb paboumnii KaHan 13 Bcex AOCTYMHbIX KaHa/10B JaHHOTro
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 5 'u; 36-64, 132-144, 149-165.

* llupuHa kaHasa, MMy — WwnpurHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0oCTyna,
npuHumaet 3HadeHunsa 20, 40 n 80 MI'y,

* OCHOBHOU KaHa/1 — napamMeTp MOXeT ObITb U3MEHEH TO/IbKO NPW NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCcKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW ob6nacTtun. 3Tn aBa KaHana 20 MI'y, Ha3bIiBakOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa1 UICNOJb3YETCH KIIMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

+ Upper — nepBun4YHbIM KaHas1oM OyaeT BepxHuin kaHan 20 MIy, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M ByAeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmb cu2Hasa, 0bm — perynvposka MowHoCcTu curHana nepegaryunka Wi-Fi 8 gbm. MNpuHnumaet

3HayeHue ot 11 go 19 gbm.
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© B cnyuae, ecniv B cnivcke «OrpaHnunTb CNYCOK KaHAI0B» yKa3aH HefoCTYMNHbIV [715 BbI6opa KaHaul, OH

OyAeT OTMeYeH cepbIM LBETOM. [19 TOro, 4To6bl HOBas KOHGUrypauus 6bisia npMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NOAXOAAT nog onpegenexHme «OCHOBHOM kaHasn» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

[ononHuTensHo v

KaHansHaa ckopocTb nepefasn Auto v
KopoTkWii 3alUMTHLIA WHTepBan
STBC

Mepuop oTNpaBkK cryxeGHbIX COOBLLEHHH, 100
MmC

Mopor parmeHTaumn 2346

Mopor RTS 2347
Arperauusi
Kopotkas npeambyna
Wennep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WMM)
Brniounts QoS 0

Pexwmbl paboTtel DHCP snooping replace ~

Onuws 82 chopmat CID APMAC-SSID ~
Onuus 82 chopmat RID ClientMAC v
dopmar MAC-agpeca AA:BB:CC:DD:EE:FF ~

+ OBSS Coexistence — pexvuM aBTOMAaTUYECKOrO YMEHbLUEHUS LUMPUHBLI KaHas1a Npu 3arpy>XeHHOM
paanoadgupe. MNpy ycTaHOBNEHHOM (hriare pexxmm BK/IOYEH.

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac.
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lModdepxxka DFS — mexaHn3M AMHaMMYecKoro Bbibopa YactoTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNoIb30BaHNA KaHa10B, COBMaAatoLWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:
* BbIK/1l04EHO — MeXaHn3M Bblk/itoueH. DFS-kaHanbl He 4OoCTynHbI 419 BblGopa.
* BK/1l04EHO — MeXaHV3M BK/THOYEH.
* [MpuHyoume/sibHO — MexaHun3M BbiktoveH. DFS-kaHanbl 4OCTynHbI 419 BbiGopa.
Kopomkul 3awyumHbIli uHMepBsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO MHTepBasia. Touka gocTyna
nepeAaeT AaHHbIe, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke Noa4epXKMBatoT KOPOTKUIA 3alMTHBIA MHTepBaU.
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHblX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH.
lMepuod omnpasku c/1y»xebHbiXx coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc.
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346.
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli cetu. NpuHnmaeT 3HadeHns 0—2347, no ymonyaHuo — 2347.
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU.
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOM npeambysibl nakeTa.
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHuyeHne
nepefayv LWMpPOKOBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMUT
AN LUMPOKOBELLATENBHOIO Tpadgvka B NOSBUBLLEMCS OKHe (nak/c).
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia).
Pexxum pabomsi DHCP Snooping — BbI6op nonuTtnkm o6pa6otkm DHCP onuun 82. locTynHbIe 3HaYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuio;
* remove — ToYKa [OCTyna yganset 3HayeHve onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napametpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;
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* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaer
n3meHsTb RID Ha 3HayeHne no ymonyaHuto — ClientMAC;

+ opmam MAC-adpeca — BblboOp pasgenuteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika oyHKLUNiA obecnevyeHunss kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecrneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Oyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) 7 5 v 1023 v 0

Data 2 (Best Effort)

[}
o
-
[+3]
[
-
o

Data 1 (Buaeo) 1 7 v 5 v 94

Data 0 (Tonoc) 1

[
-
=
-

47

Station EDCA Parameters
Ovepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort)

[}
o
-
=1
=]
oo
-
o

Data 1 (Buaeo) 2 7 v 15 v 94

Data 0 (Tonoc) 5

[
-
=
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs OT TOUKM
A0CTYNa K KNMEeHTY):
+ Oyepedb — npefonpefeneHHble ovepean AN pasMyHoro poga Tpaduka:

+ Data 3 (®oH) — HM3KONpPUOPUTETHASA OYepe/b, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeNpropuTETHAs OYepeb, CPeAHsA NPOMnyckHas Croco6HOCTb U
3a4epxka. B gaHHy0 ovepeb O0TnpasiseTcs 60/bUNHCTBO TPAANLUMOHHBIX IP-aaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepesb, MUHUMasIbHbIE 3aAepPXKi. B AaHHO
oyepeamn aBTOMaTnyeckn obpabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npuoputeTbl 802.1p: cs4, cs5);

« Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouyepeamn aBTOMaTnYeckn o6pabaTbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpema oxugaHusi Kagpos (dppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, NpuHMMaeT 3HadeHmsa 1-255;
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* cwMin — Haya/lbHOE 3Ha4YeHne BPeEMEHN OXnaaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXET npeBbIwaTh 3HadueHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO BbITb 60/bLUEe 3HaYeHUs cwMin;

+ TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOUKM aocTyna. Bo3MOXHOCTb nepefadun — nHTepBasl BpeMeHU, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napaMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.5.3 MoameHto «JonoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTea.

LTEX WEP-2L

MOHWUTOPMHT Radio VAP WDS CETEBbIE HACTPONKH BHELWHWE CepBHCHl CHcTEMa n - (Bbixod)

Radio 2.4 Ty [LononHutensHo

Radio 5Ty MmoGansHan nsonauwa

[ONONHUTENLHO >
° + MpumenuTs [ oy Ioe)

* [obasibHas u30/1s14usi — NPU YCTAHOB/IEHHOM dpniare BKIOYAETCS U30/1LMS Tpadinka Mexay
KneHTamu pasHbix VAP 1 pasHbIx pagnovHTepdeiicos.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».
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5.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUKM B pasgenax VAPO-VAP3.

I TEX  WEP-2L

MOHUTOPUHT Radio VAP WDS Certesble HaCTpOWKN BHeluHre cepsucel Cucrema - BbIXO)

CyMMapHo > 24Ty 5Ty

24Ty Pexum
Pexum TpaHcnuposaTb Band VLAN General Uzonsumsa
51Ty VAP  BknioyeHo GeszonacHocTv VLAN ID ssip ssip Steer Trunk Mode General VLAN ID  aGoHeHTOB

VAPO O BbIKNIoHeHO WEP-2L_2.4GHz

VAP1 BbiknioueHo

WEP-2L_2.4GHz-1

VAP2 O BhiKrio4eHo WEP-2L_2.4GHz-2
VAP O Bbikrio4eH0 WEP-2L_24GHz-3
VAP4 O Bbikrlio4eHO WEP-2L_2.4GHz-4
VAP5 (O BbIKITIOYEHO

WEP-2L_2.4GHz-5

VAPS () BeiknTioseHo WEP-2L_2.4GHz-6

CaepHyTs

© 000 *Mpednpusmue "Gnmexc’, 2019 Bepcus M10: 1.6.0 build 316 (Bepcus WEB: 1.6.0 build 18)

* VAPO-VAP6 — nopsifikoBbIi HOMeP BUPTYa/IbHOWN TOYUKM AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTYyaUibHas TouKa AOCTynNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii HAa BUPTYa/lbHOW TOUKe A0CTyna;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpaduka Wi-Fi kninenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHun Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BellaHue B adonp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetu. Ans paboTbl YYyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagnonHTepdelice un
aKTMBMpOoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHEeHTY nepefaeTcs TermpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM (hfare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduvka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka u Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NP YCTaHOB/IEHHOM (piare BK/THOUYeHa U30/14UmMa Tpadmka Mexay KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I7pu1vleHumb». Iﬂrﬂﬂ OTMEHbI U3MEHEHUI HAXMUTE KHOMKY «OmmeHa».
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5.6.2 lMoameHto «VAP»

==
_LTEX  WEP-2L
IMOHUTOPHHT Radio VAP WDS CeTeBble HACTPONKK BHELLHHE CEpPBUCH Cuctema - (BbIXOA,
CyMmapHo VAP0  VAP1 VAP2  VAP3  VAP4  VAPS  VAPB
24TTy> OBLwmWe HacTPORKK
51Ty BKMHO4EHO
WLAN ID
SSID WEP-2L_2.4GHz

TpaHcnupoeaTs SSID

Pk Band Steer

WLAN Trunk

General Mode

General VLAN 1D

M3onaynA adoHeHToB

Moanepiska 802.11k/v

Pennukauma Multicast
Mpuoputer DSCP v

IMaKCUManBHOE KOMWYECTBO 0
KIHEHTOB
IMUHMMANbHBIA YpOBEHb -100
curana
Pexum GesonacHocT WPAZ v
KNty WPA | sessssss @&

MFP OTKNKYEHD v

O6ume HacTpPOoliKK

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTyaUibHasA ToukKa [OCTyna BK/IOYEHa, MHayYe — BbIK/ToYeHa.

* VLAN ID — Homep VLAN, ¢ koToporo 6ygeT cHumaTbca meTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB 6yaeT HaBelwmBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk).

+ SSID — nms BMpTyasbHOI 6ecnpoBOAHON CETK.

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BelaHune B adimp SSID, nHave —
BbIK/THOYEHO.

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/IOYEHME KnneHTa K 5 Ty,
cetn. Ans paboTbl YYyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha KaxaoMm pagnonHTepderice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».

« VLAN Trunk — npv ycTaHOBNEHHOM conare aboHeHTy nepefaeTcsl TermpoBaHHbI Tpadmk.

* General Mode — npwv ycTaHOBNEHHOM chnare paspeluaeTcsa nepefada HeTerMpoBaHHOro Tpadmka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk).

« General VLAN ID — c yka3aHHoro VLAN ID 6ygeTt cHMmatbcs meTka 1 Tpaduk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbcA MeTka General VLAN ID.

* U3on1syus aboHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IKOYEHaA N301Auua Tpadouka Mexay KnneHtamum
B npegenax ogHoii VAP.
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* [Moodepxka 802.17k/v — BkNOUNTbL Noaaepxky ctaHgapToB 802.11k/v Ha BUpTyasibHOI TOYke AocTyna.

« Pennukayusi Multicast — npun yctaHoBneHHoM thnare Multicast Tpadmk B CTOPOHY KNMEHTOB 6yaeT
npeobpasoBbiBaTbCcA B Unicast 40 KaXA0ro KaMeHTa, npu OTKIIYEHHOM NPOXoAnTb 6e3 MogudmKaunii.

* [Mpuopumem - BbIGOP crnocoba npropuTusaunn. Onpeaenser nose, Ha 0CHOBaHUN KOTOPOro Tpaduk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoeka IP-nakeTa;
+ 802.1p — 6yaeTt aHanuanpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MakKCUMa/IbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/XE KOTOPOro MPOUCXOAMUT OTK/THOUYEeHne
K/INEHTCKOro 060pyi0BaHNS OT BUPTYaslbHOMN CETU.

+ MFP — 3awuta management-kagpos (gocTynHo npu Pexume 6e3onacHocmu WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6esonacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):

* Omk/ro4eHo — 3awwmTa management kKapoB OTK/THOYEHA;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1o4eHOo — 3almTta BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowmne MFP, nogkioumMteCca He MOryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna Kk 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — He UCMNO/b30BaTh WNpoBaHve 414 nepefadn AaHHbIX. Touka JocTynHa ans
MOAK/THOYEHMA NHOOOT0 K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa crnefyloLas HacTpoka:

* Koy WPA — knto4/naposib, HeobXoanMbIin 418 NOAKIYEHNS K BUPTYaslbHON TOYKe AocTyna.
[nunHa kmoya coctasnset oT 8 0o 63 CMMBO/IOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum LWMpOoBaHNA kaHa1a 6ecnpoBOAHON
CBS13U, NPV KOTOPOM K/IMEHT aBTOpM3yeTcA Ha LeHTpannzosaHHOM RADIUS-cepBepe. /19 HaCcTpOWiku
[aHHOro pexuma 6e3onacHocTu Tpebyetca ykasaTb napameTpbl RADIUS-cepeepa. Takke TpebyeTcs
ykasaTtb kitou ansa RADIUS-cepsepa. NMpu BbiGope o4HOro 13 cnocobos OyAeT AOCTYNHa cnepyroLas
HacTpoika:

RADIUS
[omeH enterprise. service.root
IP-agpec RADIUS cepsepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa | === -

VICNONE30BATE AKKAYHTUHT Yepes RADIUS

1ICNONE308aTE APYTHE HACTPOIKM ANA 3KKAYHTUHA

IP-agpec RADIUS cepsepa ONA aKkkayHTUHra 192.168.0.1
MopT RADIUS cepeepa ONA akKayHTUHra 1813
Mapone RADIUS cepeepa ONA aKKAYHTHUHIA | =e=es @

MepuogMHeckas OTNPEBKA aKKayHTUHMRA

VIHTEpBaN OTNPABKW AKKAYHTUHMA 60

+ [lomMeH — JOMeH nonb3oBarens;

+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepBepa;

* Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOPbIA NCNO/Mb3YeTCA A8 ayTEHTUAINKALMA 1
asTopusauuu;
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* laposib RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, cnosib3yemMoro a1 ayteHTudmkanmmn n
asTopusauuu;
* Vicnosib308amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/NEHHOM donare 6yayT oTnpasisaTbCs
coobuweHuns «Accounting» Ha RADIUS-cepsep;
* UMicriosib308amb Opyaue HacmpoUliKu 0719 akKkayHmuH2a:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro gJis
aKKayHTUHra,;
+ lNaposb RADIUS-cepsepa 0s151 akkayHmuH2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro asis
aKKayHTUHra,;
* Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA 6yAeT MCNONb30BaH A/151 c60pa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBas1 OTNPaBKM COOOLLEHWIT MOXHO B nose
«MHTepBaU1 OTNPaBKM aKKayHTUHIa».

MopTanbHas aBTopu3aums
BrNIO4NTL i
HaseaHwe BMpTyansHOro noprana default
Adpec Ana nepeHanpasneHna http://192.168.0.1:8080/eltex_portal/
RADIUS
Kcnons3oBatk akkayHTMHT Yepes RADIUS i
[omeH root
|P-appec RADIUS cepeepa AnA akkayHTWHA 192.168.0.1
MopT RADIUS cepsepa ANA aKKaYHTHHIA 1813
Mapons RADIUS cepsepa ANA KKAYHTUHIA | sseees @
Meproauyeckan oTNPaska aKKaYHTUHI
OrpaHu4eHus CKOpocTK
BrniounTh "
VAP Limit Down 0 KouT/C
VAP Limit Up 0 KOuTiC
STA Limit Down 0 KOuT/C

STA Limit Up 0 KOuT/C

[MNopTanbHaa aBTopu3aLns

Mpu pexnmax 6eszonacHocTn: BoikioyeHo, WPA, WPA2, WPA/WPA2 Ha VAP focTtynHa HacTpoiika nopTasibHOM
aBTopM3auun.

* Bk/1ro4umb — Npu yCTaHOB/IEHHOM dp/iare aBTopu3alusi nosib3oBateneli B ceTv 6yaeT NPon3BOANTLCS
nocpeAcTBOM BUPTYa/lbHOroO nopTana;

* HassaHue BupmyasibHo20 rnopmasia — UMsi BAPTyas/lbHOro nopTasia, Ha KoTopblii GyaeT nepeHanpasieH
no/sib30BaTeslb Npu NOAKIOUYEHNM K CETH;

 Adpec 0715 nepeHanpasieHusi — aapec BHeLIHero BUPTyaslbHOro NnopTasna, Ha KoTopblii 6yaeT
nepeHanpas/ieH Nonb3oBaTeslb NPU NOAK/YEHUN K CETU.

RADIUS

* Vlcnonb3oBamb akkayHmuHe Yyepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
cooblueHns «Accounting» Ha RADIUS-cepBep;
* [JomeH — nomMeH nosb3oBarens;
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IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, Mcnosb3yemMoro ans
akKayHTUHTa;

IMopm RADIUS-cepsepa 0/19 akkayHmuHa2a — NopT, KOTOPbI ByAeT NCNoMb30BaH Ansa cbopa akkayHTUHra
Ha RADIUS-cepBepe;

Maposib RADIUS-cepsepa 018 akkayHmuHaa — naposnb ans RADIUS-cepeepa, ucnosnb3yemoro gns
akKayHTUHTa;

lNepuoduveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKY0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBas1 OTNPaBKX COOOLLEHWIT MOXHO B nose «HTepsan
OTNPaBKN akKayHTUHra».

OrpaHnyeHve cKkopocTu

[Mokazamb — aKTUBMPOBATL MOJIE HACTPOEK;

VAP Limit Down — orpaHnyeHve NponyckHOM CNOCOBHOCTM B HanpaB/IeHUN OT TOYKM AoCTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

VAP Limit Up — orpaHuyeHne NponyckHoi CnocOGHOCTY B HaNpaB/ieHNM OT KNIMEHTOB (B CyMMe),
NOAK/MOYEHHbIX K gaHHon VAP, oo Toukn goctyna, Kéut/c;

STA Limit Down — orpaHuyeHune nponyckHoW CNOCO6HOCTM B Hanpas/eHn OT TOUKM JocTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOYEHHbIX K AaHHON VAP, Kbut/c;

STA Limit Up — orpaHuyeHne npomnyckHoli CnocOGHOCTY B HaNpaB/eHnN OT KNeHTOB (Kaxkoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ']'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.7 MeHw «<WDS»

B meHo «WDS» BbINoNHAETCA HacTpoiika 6ecnpoBoHbIX MocToB Mexay WEP-2L.

5.7.1

Mpwn KoHGurypuposaHum WDS-coeanHeHna Heo6xoaMMo, YTOObI Ha YCTPOCTBax, KOTopble 6yayT
coegunHATbeA No WDS, B HacTpolikax pagmonHTepdieinca 6b11m BbiIopaHbl OANHAKOBbINA KaHan u
LUIMPpUHA KaHana.

MoameHo «WDS»
I TEX  WEP-2L

MoHutopusr  Radio VAP~ WDS  Ceresbie HacTpoiikn  Brelwkve cepsucsl  Cvictema - (ebixon

WDS > 24TTy 5y

BrniodeHo

Pexum GesonacHocTn WPA2 v

Knioy WPA  eeeseeee @
MAC-agpec paavounHTepdeiica 68:13:E2:1B:6B:40
WHTepdeiicel WDS
WHTepdheic BceTpeyHbin MAC-agpec KaHanbHas ckopocTb nepefayun
wlan0-wds0 [ Auto v
wlan0-wds1 [ Auto v
wlan0-wds2 () Auto v
wlan0-wds3 () Auto =

42



PykoBozacTBO no akcnyataunm WEP-2L

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0AMMO

MocTpouUTb 6eCNPOBOAHON MOCT.

* BK/1t04eHO — Npun YCTaHOB/IEHHOM dhriare pexunm 6ecnpoBOAHOr0 MOCTa BK/THOUEH, MHAYe — BbIK/THOYEH.
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:
* BbIK/Il04UMb — HE NCMNO/b30BaTh WMGPOBaHNE AN nepefayn AaHHbIX;
« WPA2 — cnoco6 wndpoBaHus, Npu BbiIGope KOTOPOro 6yAeT AOCTynHa creaytoLulas HacTpolika:
* Koy WPA — knio4/naponb, HE06X0AMMbI 47151 NOAKIYEHMS K BCTPEYHOW TOUKe AocTyna.

[JnvHa kntoya coctaBnsieT oT 8 10 63 CMMBOJIOB.

+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro yCTponcTea;
* WiHmepcgpelic — BbIGOP 1 BKNOYeHe WDS-nHTepdielica, Ha KOTOpoM ByaeT NocTpoeH 6ecnpoBOAHON

MOCT.

* BcmpeuHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro YCTPONCTBa, A0 KOTOPOro

HacTpanBaeTcad 6ecn pOBOp,HOVI MOCT.

* KaHasibHasi ckopocmb nepedadu — hUKCMpoBaHHas CKOPOCTb 6eCcnpoBOAHON Nepefayn AaHHbIX,
onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. AnsA kaxaoro nHtepdpeica Bbibrpaetcs

VHAMBUAYASTBHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.8 MeHo «CeTeBble HACTPONKN»

5.8.1 MoameHo «CnucTemMHas KoHduUrypaums»

L TEX  WEP-2L

IMOHUTOPHHT Radio VAP wDs CeTeBble HaCTPOHKN

CHCTEMHAs KOH(MIypaLuus » ima xocTa
Noctyn Feorpacu4eckuil OMeH
VLAN ynpasneHus

VLAN ID

MpoTokon

Crarnyeckun IP

Ceteean Macka

LLnto3

MepBryHBId DNS

BTopH4HbIA DNS

BHELLHWE CEpPBUCDHI

WEP-2L

root

Forwarding

Static

192.168.1.10

255.2565.255.0

+ [pUMEHHTE X Otmena

Cuctema

n- (BbIXOO)

* VIMs1 xocma — ceTeBOe MMs YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CMMBO/OB: TaTUHCKME 3ar/1aBHble U
CTPOUHble BYKBbI, LNPBI, 3HAK Aedurc «-» (Aenc He MOXET ObITb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);
+ leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTembl ynpasneHus EMS, B koTopom

pacnonaraeTtcda To4ka AoCcTyna,
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* VLAN ynpasneHus:.

* BebikoyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
C/y4yae y K/IMeHTOB, MOAK/THYEHHbIX Yepes3 paanonHTepdeinc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIi pexxum VLAN ynpasneHus He focTyneH a/is
BblGOpa.);

+ Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeinc
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — vpgeHTudmkatop VLAN, ncnonb3dyemsblil on1s AocTyna K yCTPOUCTBY, NPUHUMAET 3HaYeHus 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpeaoCcTaB/eHns ycayr nposargepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJI4aHWUIO 1 Apyre napameTpbl, Heobxoanmble Ansa paboTtbl B ceTu, 6yayT nosny4veHsl ot DHCP-
cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcsa ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTu npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Lmo3 — afpec, Ha KOTOpbI OTNpaBseTca NakeT, ec/v /19 Hero He HalijleH MapLupyT B
Tabnvue mapwpyTtnsaumy;
* lepsuyHbIli DNS, Bmopu4Hbili DNS — |IP-agpeca DNS-cepsepos. Ecnv agpeca DNS-cepBepoB He
HasHavaloTca aBTomartmyecku no npotokony DHCP, 3agalite nx Bpy4Hyo.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.8.2 TMoameHto «JocTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCTpoiika focTyna K ycTpoicTBy nocpeactsom Web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTporcTBy Yepes web-uHtepdelic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanas3oH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTaHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWIo, C
1025 no 65535 BKNHOUMTENBHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He [0/KHbI UMETb O HAKOBOE 3HAYEHMe.
« [nsa BknNoveHus goctyna K ycTpoiictBy yepes Telnet yctaHoBuTe donar HanpoTtus «Telnet».

+ [ina BKIOYEHNA [oCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe dhnar Hanpotms «SSH».
+ [nsa BkoueHns goctyna K yctpoiictey yepe3 NETCONF yctaHosute dpnar Hanpotns «NETCONF».
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opuHr  Radio VAP WD3

WEP-2L

CHCTEMHaA KOHDWIypaLma WEE
Oocryn > HTTP-nopT

WEB-HTTPS

HTTPS-nopt

Telnet

S5H

NETCONF

SNMP
[Napons Ha uTexus
Napons Ha 3anwck

Anpec AnA npwéma
Tpanoe v1

Agpec anA npyéma
Tpanoe v2

ALpec ANA NpWeEMa
coodwweHi Inform
CHUCTEMHOE MMA
yCTpoACTBa
KoHTaKTHaA
MHDOpMaLms
NPOW3B0WTENA
MecTononomexne
yCTPOWCTER

Mapork & Tpanax

CeTestle HacTpomkw

BHewHwe cepevch

WEP-2L

Contact

Russia

trap

Cucrem

MporpammHoe o6ecnedeHne WEP-2L no3BoAsSET M3MEHSATb KOHUIypaLuio yCTPoiCcTBa, NPOBOANTb
MOHUTOPUHI COCTOSAAHWS 6a30BOW CTaHLMM U €€ AATUNKOB, a Takke ynpaBisATb YCTPONCTBOM, UCMOSb3YA
npotokos SNMP.

© KoHdurypuposaHue ycTpoiicTea no npotokony SNMP g0oCTYNHO HaumMHas ¢ BepCUm NporpaMMHOro

obecneuenus 1.2.5.

[na nameHeHus Hactpoek SNMP yctaHoBuTe chnar Hanpotue «<SNMP», nocne yero gnsa pegaktmpoBaHus
CTaHyT AOCTYMHbI cneayolve napameTpobl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLII: public);

Maposib Ha 3anuck — Naposib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

Aodpec o055 npuéma mpanos vl — IP-agpec nav AOMeHHoe UMs npuemMHuka coobuieHnin SNMPv1-trap B
thopmarte HOST [COMMUNITY [PORT]];
Aodpec 05151 npuéma mpanos v2 — IP-agpec nnn 4oOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmare HOST [COMMUNITY [PORT]];
Adpec 05151 npuéma coobwjeHutli Inform — IP-agpec nnn JOMeHHOe UMS NpUeMHMKa coobLeHunii Inform B
thopmare HOST [COMMUNITY [PORT]];
CucmeMHoe umsi ycmpolicmsa — UMSl YCTPOICTBa;
KoHmakmmtas uHghopmayusi npou3sooumesisi — KOHTaKTHas MHopmaL s Npon3BOAUTENS YCTPONCTBa;
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+ MecmononoxeHue ycmpolicmga — NH(OPMaLMsi O MECTOMOJIOKEHUN YCTPOICTBa;
* lMaposib 8 mpanax — naposib, cogepxalyuiics B Tpanax (Mo ymonyaHuio: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/19 UTEHUSA U KOH(PUTYPMPOBaHMA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa MU NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtndmkarop npegnpusatnsa «NTTEKC».
Moapo6Hoe onucaHne OID WEP-2L gocTynHo no cnegytollein ceoinke: Onvcadne OID Ha WOP/ WEP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[opTasibHas aBTopm3auuns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMI K CEPBUCY.

L TEX  WEP-2L

VAP WDS CeTeBble HAaCTPORKH BHELHWE CEpBUCHI Cuctema - (BbIXOO)

=
=

MoOHUTOPMHT Radi

MopTanbHas asTopusauma > BRMOHMTE

Apnpec cepeuca APB ws:/192.168.1.1:8090/apb/broadcast

* Bksmo4umb — Npu yCcTaHOBNEHHOM chriare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», o1a o6ecneyeHns noptasibHOro pOyMmnHra K/imeHToB.

+ Adpec cepsuca APB — appec cepBuca APB ons nogaepXxkun poymuHra B pexvmme noptasibHoM
aBTopu3auuun. 3agaertcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpUMeHUMb». NS OTMEHbI U3MEHEHUIA HAXKMUTE KHOMKY «OmMeHa».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

elTEX  WEP-2L

MOHHMTOPHHT Radio VAP WDS CeTeBble HACTPOHKN BHelwHWe cepBrChl Cucrema - (BbIXOZ)

O6Hosnexue MO ycTpoicTea AKTHBHAA BepcuA NO
Peseparan sepcia 110
KoHgurypauna
AxmyansHas sepcus MO docmynxa no adpecy: hitp-Aeltex-co.ru/support/ddownloads/
Mepesarpyska
@ain obxosneHua MO Buibepute (pain | dain He BbiDpaH
Maponb

KypHan

Oara u Bpema

+ AkKmusHasi sepcusi 10 — Bepcus NporpaMmmMHoOro obecneyeHus, yctaHOB/IEHHOTO Ha YCTPOMNCTBE,
paboTaloLias B aHHbI MOMEHT;
* Pe3epsHas sepcusi 10 — Bepcusa NporpaMMHOro obecneyeHuns,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO NnepekniounTbes 6e3 3arpy3ku taina Mo,
+ Cdeslamb akmusHoU — KHOIMKa, N03BO/IAIOLWLANA caenaTh pe3epBHyto Bepcuto MO akTUBHOW, ANA
3TOro noTpebyeTtcsa nepesarpyska ycTporcTea. AKTMBHas Bepcus MO B 3TOM Criyyae cTaHeT
pe3epBHOIA.

O6HOoBNEHME NPOrpaMMHOro obecneyeHus

3arpysute chaitn MO c cainta htip://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbloTepe. MNocne
3TOr0 HaXMUTE KHOMKY «BblbepuTe haiin» B none ®ads 06HosneHus MO n ykaxuTe nyTb K chainny MO B
dopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxkaTb KHOMKY «3anycTntb 06HOB/EHMEe. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyLleM crtatyce 6yAeT ykazaHo Ha CTpaHuLLEe), NOC/e Yero
YCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

© He otkntovaiite nuTaHMe YCTPOIICTBA M He BLINOMHSANTE ero nepesarpy3ky B npoLecce 06HOBNEHMS
Nno.
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5.10.2 MopgmeHto «KoHdurypaumus»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

_LTEX  WEP-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOHEN BHeLH1E CEPBHCHI Cucrema - (BbIXOA)

OBHoBNeHue MO ycTpoicTea Mony4uTs apXMB * CravaTs
KOHMIYpaLUnK C
KoHDUrypauuma » YCTpOWCTBA

MNepesarpyska 3arpy3uTb apxuB BoibepuTe dann | Dain He BoidpaH

Maponk

KypHan - ¥ Coxpa a foctyna
yP CBpoc Ka sasoackue COXpaHuTL NapameTpel JOCTYNA

HACTPOWKK
Narta W speMa P

[Nony4yeHne KkOHJMrypauum

YT0O6bI COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBMeHME KOHdMIYpaLmn

[ns 3arpy3ky cOXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dhainia KoHUrypauum Ncnonb3yeTcsa NyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolicmso». Jns 06HOBNEHNST KOHhMIypaLummn ycTpoincTea HaxXMmTe
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPOWKM

UT06bI cAenaTb C6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb napameTpbl 40CTynay, To 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHpUrypaLumm, KOTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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PykoBoacTso no akcnayatauum WEP-2L

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea

3aHUMaEeT NPUMEPHO 1 MUHYTY.

ELTEX

MOHMTOPHHT Radio VAP

OBHoenexue MO ycTpoiicTea
KoHdurypauma
Mepesarpyaka »

Mapons
AKypHan

MNata 1 Bpema

WEP-2L

wWDS CeTeBble HACTPOMUKW

Mepe3arpy3ka ycTpoiicTea

BHELLHME CEPBHCHI

< Mepesarpyaka

CucTtema

- (BbIXOM)

5.10.4 TMogmeHto «Maponb»

Mpu Bxofe Yepes web-nHTepdeiic agMmHucTpaTop (Naposib No yMosiyaHuto: password) MMEeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHbIA MOHUTOPUHT COCTOSAHMSA YCTPOCTBA.
[nsa cmeHbl napons BBeAuMTe HOBbI Naposib cHavana B nose «Maponb», 3atemM B none «roaresepxaexHve

naponsa» N HaOKMUTE KHOMKY «I7pu1vleHumb» A4 COXpaHeHNA HOBOro napos4.

»e|lrex

MoHUTOpHHT Radio VAP

OGHOBNEeHuWe MO ycTpoicTea
KoHHrypaums
Mepe3arpy3ka

Maporns »

JKypHan

[arta 1 Bpema

WEP-2L

WDS CeTeBble HACTPOHKK

MNapone

MoaTeepiaeHKe Napons

BHeLIHHE CEPBUCEHI

Cuctema

- (BbiXOO)
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5.10.5 TlogmeHo «KypHan»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

MOHUTOPWUHI Radio VAP WDS CeTeBble HAaCTPOHKU BHeluHWe cepBUCH Cuctema ru - (BeIX0d)
0O6Hoenenue M0 ycTpoiicTea Pesim Cepsep v hainn v
Kontpurypauma Anpec Syslog-cepeepa syslog server
Mepesarpy3ka [opT Syslog-cepeepa 514
Maponk Pasmep daina, kb 1000
HKyphan »
[ara v BpeMa

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUUs XXypHasia COXpaHaeTcsl B IOKa/IbHOM doaiinie n AocTynHa B
web-nHTepdelice yctpoiictBa Ha Bknagke «MoHNUTOpuHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halizn — nHhopMaL s XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep n
COXpaHsieTcs B JIOKalbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT aNns BXoAsAwmx coobueHmnii Syslog-cepeepa (no ymonuanuto 514,
AonycTMble 3Ha4yeHns1 1-65535);
*+ Pasmep ¢palina, kb — MmakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNsS1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[TpUMeHUMb». NS OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHan.

5.10.6 MogmeHio «[lata u Bpems»

B noameHto «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYHO U/IM C MOMOLLLH NPOTOKO/1A CUHXPOHM3aLMN
BpemMeHun (NTP).

5.10.6.1 Bpyu4Hyro

eLTeEX WepP-2L

MOHHTOPMHF Radio VAP WDS CeTeBble HACTPOiKM BHELLHHE CEPBHChI CucTema - (BBIXOA)
OBHoenerue MO ycTpoiicTea Pexim ® Bpy4Hy NTP cepsep
Komdpurypaups [ara v BpeMA ycTpoAcTBa 24.01.2020 15:22:40
# PepakTupozaTs
Mepesarpy3ka Yacosoii noAc HoBOCHEMPCK v
Mapons BKNio4nTh Nepexos Ha "
neTHee BpeMA
Hypran
Mepexo Ha NETHee BpeMA (He 8biBpaHo) (He 8bIGPaHO) (He sbifiparo) |B| -
Nata 1 BpeMaA
Mepexon Ha 3uMHee Bpema {He ebiOparo) (+e enibparo) (He ebiOpano) |B| --
C/BHI BPEMEHH (MHH.) 60
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+ [Jama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMEHT. Ecnn TpebyeTcs

KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby.

+ [ama, spemsi — 3afiainTe TeKyLLY0 AaTy U BPEMS U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»

[ANs ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.

+ Yacosol rosic — No3BONSET YCTAaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GvKaiLLMM ropogom B

Bawlem pervioHe 13 3aaHHoro cnvcka.

* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHblIli Nepuos BpEMEHMU:

+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA Nepexos, Ha eTHee

BpeEMSI.

+ [MNepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS], Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpPeEMSI.

+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

5.10.6.2 NTP-cepsep

(TEX

MOHHTOPHHT Radio VAP

OGOHOBrEeHHe MO yCTpoicTea
KoHturypaLun
MNepesarpyska

Maponb

HKypuan

[ara v Bpema

WEP-2L

WDS CeTeBble HaCTPOHKK

Pesum

Narta u BpemMsa yCTpoiicTea
NTP cepsep

Yacosoin noac

BinioyMT Nepexop Ha
neTHee BpeMA

Mepexoq Ha neThee BpeMA

HEF‘EXDJ Ha 3UMHEE BpeMA

CaBur BpeMeHH (MUH.)

+ TIpUMEHUTE

BHeLIHWe CepBUCHI CucteMa

Bpy4Hyr @ NTP cepeep
24.01.2020 15:23:09

pool.ntp.org

Hosocuoupck

(He sniOpaHo)

(He sniOpaHo)

60

X OTmeHa

(ne eoibpaHo)

(ne eoibpaHo)

- (BbIXOM)

(He enifpaqo) B --

(He enifpaqo) B --

+ [lama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbIA MOMEHT.
* NTP cepsep — IP-agpec/nomeHHOe MSA cepBepa CMHXPOHU3aUuy BpemeHn. Bo3mMoXHO 3agaTb agpec
1Ny BbIGpaTh U3 CYLLECTBYIOLLErO Crmncka.
+ Yacosol rnosic — nNo3BOMISAET YCTAHOBUTb YaCOBO MOAC B COOTBETCTBUM C GAVKAALLMM TOPOLOM B
Bawlem pervioHe 13 3aaHHOro crnvcka.
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbI Nepuos BpEMEHU:
* [lepexod Ha lemHee BpeMsi — [eHb U BpeMs, Korga 6yeT BbINOHATLCA NePexos, Ha /ieTHee

BpeMSI.

+ [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMSI.

+ CoBue spemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, Ha KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.
MoxeT npuHumartb 3HavyeHue ot 0 go 720 muH.

[ns BCTynneHust B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCcMyo naMaTb
HaXKMUTE KHOMKY «[IpuMeHuUmb». ONa OTMEHbl U3MEHEHUI HROKMUTE KHOMKY «OmMeHan.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHve knasuil (B aHrnniickoin packnagke) — [Shift + 2.
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyaHuto yctpoiictBo WEP-2L HacTpoeHo Ha nony4yeHune agpeca no DHCP. Ecnv aToro He nponsoLuno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-2L: 192.168.1.10, macka nogcetut: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-2L)
WEP-2L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-2L(config):/interface/br0/common# protocol static-ip (13vieHeHne pexrva paboTel ¢ DHCP Ha Static-IP)

WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-2L(config):/interface/br0/common# exit

WEP-2L(config):/interface/br0# exit

WEP-2L(config):/interface# exit

WEP-2L(config):/# route

WEP-2L(config):/route# add default (rge default — HazBaHne maplupyTa)

WEP-2L(config):/route# default

WEP-2L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHuns, /15
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-2L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa rno
ymo4aHumo — 0.0.0.0)

WEP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec w03a)
WEP-2L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

53



PykoBoacTso no akcnayatauum WEP-2L

6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-2L(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKM:

WEP-2L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z.Z.Z (rae X.X.X.X — cTtatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

MMonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpOIiKK:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii 415 A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HAaYeHUsT: 1-4094; X.X.X.X — cTaTtudeckui IP-agpec; Y.Y.Y.Y — macka nogceTtun; Z.Z.Z.Z — Wto3)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHune ceTeBbIX HACTPoekK o DHCP:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbI€ 3HAaYeHUs: 1-4094; X.X.X.X — cTatuyeckuii IP-agpec; Y.Y.Y.Y — macka nogacetun; Z.Z.Z.Z — Wt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WEP-2L(root):/# save (coxpaHeHne HacTpPOeK)
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6.2.2 HacTtpolika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.
JocTyn K yCcTpoincTBy No npoTokosy IPv6 BO3MOXHO HACTPOUTL TO/IbKO B TOM C/lyyae, eCin Ha ToUke
pocrtyna He ucnons3yetca VLAN-ynpasnieHus.

BKNtoueHue goctyna K ycTpoicTBy o npoTokony IPv6e

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
DHCP)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. Ansa BbikMtoyeHns seeguTe false)

WEP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHve ceteBbix IPv6-napameTpos rno

—~ o~~~ o~ —~
_ = = =

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/commont ipv6

WEP-2L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXX — cTaTudecknii IPve-agpec ycTpoictea WEP-2L)
WEP-2L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npecoukc cratnyeckoro IPve-
agpeca. lNMpuHnmaet 3HavyeHne o1 0 Ao 128. Mo ymonyaHuio — 64)
WEP-2L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs |Pv6-
npedonke, Hanpumep 3211:0:0:1234::/64)

WEP-2L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXXXXXXXXXX XXX XXXXXXXX:XXXX:XXXX/Y — IPv6-aapec DNS-cepsepa Nel ¢ npedrkcom)
WEP-2L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXXXXXXXXXX XXX XXXXXXXX:XXXX:XXXX/Y — IPv6-aapec DNS-cepsepa Ne2 ¢ npedrkcom)
WEP-2L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVIe NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6-napameTpoB. 115 nonyvyeHnsi ceTeBblx IPv6 napameTpoB no DHCP seeanTte dhep)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/t0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. 18 BblkNtoueHnsa seeaute false)

WEP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexunm 6e3onacHocTH KomaHga anst HacTpoikn pexmma 6e3onacHoCTn
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA?2

WPA/WPA?2 security-mode WPA_WPA2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 wmdpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_open' (n3veHeHve nveHn SSID)
config):/interface/wlan1-va0/vap# security-mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVE BUPTYa/IbHON TOUKM A0OCTYNa)
config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)

e~~~ o~~~ o~~~ —
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_Wpa2' (n3veHeHne nveHn SSID)
)
)

—~ o~~~ o~ —~

WEP-2L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (pexxum wudposaHns — WPA/WPA2)
WEP-2L(config):/interface/wlan1-va0/vap# key-wpa password123 (k/1104/naposib, HeOOX0ANMbIA /15
NOAKMIOYEHMSA K BUPTYasIbHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—_ ==
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_enterprise' (n3veHeHvie nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (pexum wngposarms — WPA/
WPA2-Enterprise)

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL30BaTesis)
WEP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTca A1s ayTeHTudmkauum n asTopmsaummn. Mo ymonyanuio: 1812)
WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1z1e secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NeEpYOANYECKON OTNPaBK/
coobueHni «Accounting» Ha RADIUS-cepBep. no ymon4yaHnuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKK NOPTaZIbHOW aBTOpPM3aL MK C OTNPaBKOi akkayHTUHra Ha Radius-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
WEP-2L(config):/interface/wlan1-va0/vap# security-mode off (pexxum wndposaHuns off — 6e3 napons)
WEP-2L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (n3veHeHne nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# captive-portal
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect

WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptasna. Mo ymondaHuio: default)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL3oBaTesis)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ —~ —~

6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)
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BkntoyeHue pexuma Band Steer

WEP-2L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/1t0ueHve pexxuma Band Steer. [11s5
oTK/Io4YeHns Beeaute false)

BkntoueHue VLAN trunk Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-trunk true (sxitoueHve VLAN Trunk Ha VAP. 115 OTK/IHOHEHNS
BeeauTe false)

BkntoueHue General VLAN Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bi/1toueHve General VLAN Ha SSID. [/14
oTKNtoveHus seeaute false)
WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-2L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHanv3 npnoputera 13 nons CoS (Class of
Service) TerMpoBaHHbIX NAaKeTOB. 3HAYEeHMEe No YMO4aHuIo: true. B 3TOM c/iyvyae aHa/IM3npyeTcs
npuopuTeT u3 nosia DSCP 3aronoska IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-2L(config):/interface/wlan1-va0/vap# mfp required (Bk1H04NTL 3aLUMTY management-kaapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KMeHTa, KMeHTbl 6e3 MFP He cmoryT
noAxkNI4YnNThLCS. capable — coBMecTMMO ¢ MFP, KMeHTbl 6e3 nogaepxku MFP MoryT nogkatounteca. Ans
oTK/o4YeHns BeeaunTe off)

BkoueHMe Ucnosib3oBaHus TLS npy aBTopusauum

WEP-2L(config):/interface/wlan1-va0/vap/radiust tls-enable true (1crionb3osats TLS npu asTopusanmn. s
oTK/Io4YeHns BeeauTe false)

BknrouyeHue cKkpbiToro SSID

WEP-2L(config):/interface/wlan1-va0/vap# hidden true (sxtoueHne ckpbiToro SSID. N5 OTKH0YeHNs
BeeauTe false)

Bk/loueHue U30NsALUnN KNMEeHToB Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/it0ueHne nzonaunsa Tpadrka mexany
KNueHTamu B npedenax ogHoi VAP. s oTkntoveHus seeanTe false)
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OrpaHuuyeHne KonnyecTea K/iMeHToB Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcumasibHO A0MyCTUMOEe YACTI0
NoAKNHYaeMbIX K BAPTYasibHOW CETU K/INEHTOB)

Bk/iloueHne pensimkauum MybTMKacToBoOro Tpacgomka Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/10ueHVIe pennnkaumy MynsTYKacTOBOIO
Tpadmka Ha VAP. 1A oTkioueHns Beeaute false)

BkntoueHue Minimal Signal

WEP-2L(config):/interface/wlan1-va0/vap# minimal-signal -X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTMXXEHMN KOTOPOrO, ToUKa ByaeT oTk/touaThb kmeHTa oT VAP. MapaMeTp MOXET NpUHMMAaTb 3Ha4yeHus
0T -100 A0 0)

BktoueHne nepegaun aboHEHCKOro Tpagmka BHe GRE-TyHHens

WEP-2L(config):/interface/wlan1-va0/vap# local-switching true (s/1t0ueHne nepesayn aboHeHTCKOro
Tpaduka BHe GRE-TyHHens. s oTkatoveHnsa seeaunte false. 10 ymosiyaHuio BbIK/HOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (r4e X — MakcumasibHasi CKOpoCTh
B Kbut/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHasi CKOpoCTh
B Kbut/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1toueHne wennepa. 115
oTK/Io4YeHns seeauTe off)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — makcumasibHas cKkopocTb
B Kbut/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. /15
oTK/Io4YeHns BeeauTe off)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHLIA KOY 415 AaHHON
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa /IbHbLIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTPeyHon VAP Ha T/12)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/t0ueHne paboThl TOUKM AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K1Y 415 AAHHOTO
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTkl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (11
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (1
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHe paboThl TOUKY
[ocTyna no npotokosy 802.11k)

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# wlan

WEP-2L(config):/interface/wlan0/wlan# radio-2g (115 wlan1 pasgen HasbiBaeTcs radio-5g)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# channel X (r4e X — HOMep cTaTnyeckoro kaHana, Ha
KoTopoM byaeT paboTtarb To4uka)

WEP-2L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (0Tk/1l0ueHVe aBTOBLIOOPA KaHasa. [0/
BK/IIOUYEHNA BBeAUTE true)

WEP-2L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTKk/1l04EeHME NCNOIBL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rge X — lwupvHa kaHana. NapaveTtp moxet
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# tx-power X (r4e X — ypoBeHb MolHocTy B ABMm. MapameTp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 11-16 abm; ang Radio 2: 11-19 abm)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHve HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CMucKa KaHas10B

WEP-2L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bk/1t04eHVE CMNO/L30BaHNSA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WEP-2L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (r1e 1,6, 11 — kaHaslbl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WEP-2L(config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napaverp MoXeT npuHMMaTh
3HaveHve: lower, upper. [10 ymoniuanuto: a1 Radio 1: lower; 15 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WEP-2L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bk/1l0HEeHNE NCMOTL30BAHMSA YKOPOUYEHHOTO
3allMTHOro NHTepBasia 4sis nepenavm gaHHbIX — 400 Hc, BMecTo 800 He. [1ns oTkoveHust BeeauTe false)

BkntoueHune STBC

WEP-2L(config):/interface/wlan0/wlan/radio-2g# stbhc true (Bk/110ueHve MeToga NPOCTPaHCTBEHHO-
BPeEMEHHOro 6/104HOT0 KoAMpoBaHus (STBC), HanpaB/IEHHOIO Ha MOBbILIEHNE HAAEXHOCTU Nepegayn
AaHHbIX. na oTkntoveHns seeaute false)

Bk/iloueHue arperauum

WEP-2L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bx/1t0ueHve arperaymmn Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-2L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bk/1104eHNE NCMNO/IL30BaHNS KOPOTKOMN
npeambynbl naketa. Ans oTknoueHns sBeauTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-2L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/itoueHne nogaepxkn WMM (Wi-Fi Multimedia).
[na otknoveHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 Tl (wlanl)

WEP-2L(config):/interface/wlanl/wlan/radio-5g# dfs X (rae X — pexum paboTel MexaHnsma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHasbl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3M BKoYeH; disabled — mexaHn3M BbIkNOYEH, DFS-KaHasbl He AOCTYNHbI A/15 BbI6opa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-2L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/1l04eHVE pexnma aBToMaTnyecKol
CMEHbI LUMPWHBI KaHasa ¢ 40 MMy, Ha 20 MITy, npu 3arpy>keHHom pagunoadupe. na oTkYeHus BBeguTe
false)

BkntoueHue werinepa Broadcast/Multicast

WEP-2L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (ra1e X — OrpaHnueHve nepegaun
LLIMPOKOBELLLATENIbHOTO/MYNLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBLHOIO Tpadnka B nak/c)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WEP-2L(config):/interface/wlan0/wlan/radio-2g# qos

WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/l04eHVIE NCNOIL30BAHNSA (DYHKLNIA,
obecneunBaloLLMx Ka4yecTBo 06¢cnyxmBaHuaA (Quality of Service). Ans oTkntoueHns seeguTe false)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTpoiika napameTpos QoS Touk/ A0CTyna,
Tpadhmk nepegaeTcs OT TOUYKM A0CTyNna K KNINEHTY)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTpoiika napameTpos QoS a5
HN3KONPMOPUTETHOI 0Yepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpPUTETLI 802.1p: csl, ¢s2)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# aifs X (rae X — Bpems oxunaaHns kaapos
(bpelimoB) AaHHbIX, U3MepsieMoe B cnotax. MpnHMMaeT 3HadeHums 1-255)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — HauyasnibHOe 3HaveHve
BPEMEHM OXUAaHns nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbIaTh 3HaYeHne cwMax)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rae X — makc/masibHoe 3HayeHne
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPAaBKOWN Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax 0/DKHO ObITb 60/IbLLE 3HAYEHNSA cwMin)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — vHTepBasi BpemeHy B
MUI/IMCEKYHAAX, KOoraa KnmeHTckasd WME-cTaHuma MMeeT npasa UHULMMPOBATb nepegady AaHHbIX No
6ecnpoBoAHON cpese K ToUke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUAINCEKYHA)
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# exit
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WEP-2L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpolika napameTpos QoS cTaHLuu
KnneHTa: Tpadouk nepefaeTcsa oT CTaHUuMKN KNneHTa A0 TOYKM AoCcTyna)

MeTtoauka HacTpoiikv edca-sta aHanormyHa metoavike HacTpoliku edca-ap.
HacTpoiika napameTpoB g/1s ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovepegn bk.
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6.5 Hactporika DHCP onuwnn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NpuBoASATCA NpUMepPbI HAacTpokm onuun 82 ana Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HadyeHme onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0 (HacTpoiika 6yaeT npomssoanTbCsa ans Radio 2.4 Iy, Ecniv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-2L(config):/interface/wlan0# common

WEP-2L(config):/interface/wlan0/common# dhcp-snooping
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboTs!
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

—_

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<nums SSID>. SSID — 3ameHa cogepxmnmoro CID Ha nmsa SSID, K KOTopoMy NOAK/THOYEH
KniveHT. Mo ymonyaHuio: APMAC-SSID)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepxumoro RID Ha 3HaveHune, ykasaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxnmoro RID Ha MAC-aapec
KNMEeHTCKoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3ameHa cogepXmnmoro RID Ha AOMEH, B KOTOPOM HaxoamTcst Touka gocTyna. Mo ymonyaxuio: ClientMAC)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r2e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOPOe byaeT nepegasatbcs B CID. Ecv 3HavyeHue
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r2e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe OyaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymMo/yaHuto: MAC-agpec KNIMEHTCKOro YCTPOCTBA)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenuntenst oktetoB MAC-apeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaet 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTyNaeT 3HaK ABOETOUMUS:
AA:BB:CC:DD:EE:FF)
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6.6 Hactpoliika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-wds0 (Bb160p sivHka WDS. Bo3amoxHble 3HaveHus and Radio 2.4 T
wlan0-wds0 — wlan0-wds3; ansi Radio 5 'y wlanl-wds0 — wlanl-wds3)
WEP-2L(config):/interface/wlan1l-wds0# wds-5 (npu HacTpoiike WDS Ha Radio 2.4 T, BBegnTe wds-2)
WEP-2L(config):/interface/wlan1-wds0/wds-5# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepderica
BCTPEYHOWN TOYKM AOCTYyNa, KOTOPbI MOXHO Y3HaTb, €C/IM BBECTM Ha BCTPEYHON TOYKe AocTyna
KomaHZy monitoring radio-2 11711 monitoring radio-5, B 3aB/CMMOCTY OT TOr0, B KaKOM AmanasoHe oyaet
paboTtatb HacTpanBaemoe WDS-coenHeHmne)

WEP-2L(config):/interface/wlan1-wds0/wds-5# exit

WEP-2L(config):/interface/wlan1l-wds0# common

WEP-2L(config):/interface/wlan1l-wds0/common# enabled true (Bk/itoueHve nuHka WDS. /19 OTK/IH0UEHNSA

—_

)

)
BeeguTe false)
WEP-2L(config):/interface/wlan1l-wds0/common# exit
WEP-2L(config):/interface/wlan1-wds0# exit
WEP-2L(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 T, BBegnTe wlan0)
WEP-2L(config):/interface/wlan1# wlan
WEP-2L(config):/interface/wlanl/wlan# wds

WEP-2L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI160p pexvma 6ezonacHocTn WPA2.
Bo3MoXHble 3HaueHus: WPA, off — 6e3 napons)

WEP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, HEOOX0ANMbIA 415
NOAK/IOYEHMS K BCTPEUYHOW Touke AocTyna. [/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-2L(config):/interface/wlanl/wlan/wds# enabled true (BkntoueHve WDS. [1ng oTkioueHns seeaute false)
WEP-2L(config):/interface/wlanl/wlan/wds# save

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.

6.7 CuCTEMHbIe HaCTPOIiKN

6.7.1 O6HoBNeHMe MO ycTpoiicTBa

OGHoBneHue MO Touku goctyna no tftp

WEP-2L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-2L-1.2.5_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade
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OGHoBneHue MO Touku gocTtyna no http

WEP-2L(root):/# firmware upload http <URL ana ckaunBaHusa dainna MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WEP-2L-1.2.5_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

MepekntovyeHue Ha pesepBHYIO0 Bepcuio MO Toukn goctyna

WEP-2L(root):/# firmware switch

6.7.2 YnpaBneHue KoHdurypaumen yctporicTea

C6pocC KOHhurypaumm ycTpoiicTea B Aeco/ITHOE COCTOsIHNE 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WEP-2L(root):/# manage-config reset-to-default

C6pocC KOHhUrypaumm ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WEP-2L(root):/# manage-config reset-to-default-without-management

Ckauatb KOHhUrypaumoHHbIii ¢paiin yctpoicTBa Ha tftp cepBep

WEP-2L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npuvep: manage-config download
tftp 192.168.1.15)

3arpy3suTtb KOH(UrypaumoHHbiii thaiin Ha ycTpoiicTBO c tftp cepsepa

WEP-2L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
KOHdmrypayumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-2L(root):/# manage-config apply (NnpumeHeHne KoHuUrypawym Ha ToUKy A0CTyna)

6.7.3 Tlepesarpy3ka ycTpolicTea

KomaHga ans nepesarpysku ycTpoiicTea

WEP-2L(root):/# reboot
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6.7.4 HacTpoiika gaTbl U BpEMEHU

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
30HbI)

WEP-2L(config):/date-time/common# save (CoxpaHeHVe HacTpPoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10ueHVe pexxuma padboTsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO

e~~~ o~~~ —~ —
_— O o=

6.7.5 [ononHvTtenbHble HACTPONKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# global-station-isolation true (Bk/1t04eHNEe r106a/1bLHOM N3019UMA Tpadhrka Mexay
KnneHTamm pasHbix VAP 1 pa3HbIx paguovHTepdeiicos. Ansa otknoveHus seeaute false)
WEP-2Lconfig):/system# save (CoxpaHeHne HacTpoek)

M3aMeHeHue UMeHU ycTpoiicTBa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# hostname WEP-2L_room2 (rie WEP-2L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK geduc «-» (aeuc He MOXET ObITb MNOC/IEAHNUM CUMMBO/IOM B MeHN). Mo ymonvaHuio: WEP-2L)
WEP-2L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# ap-location ap.test.root (r/e ap.test.root — 0MeH y3/1a fepeBa yCTPonCcTB
cucTeMbl ynpasnieHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WEP-2L(config):/system# save (CoxpaHeHne HacTpoek)
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N3meHeHue napons

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# admin-password newpassword (r/1e newpassword — HOBbIV Naposib /15
BX0fa B CUCTEMY TOYKM gocTyna. Mo ymonyaHuto: password)

WEP-2L(config):/authentication# save (coxpaHeHve HacTpoek)

6.8 Hactpolika cepsuca APB

Cepsuc APB ucnonbsyetca an1a obecrneyeHnss NnopTasibHOrO POYMUHIa KJIMEHTOB MeXAy ToUKamun 4OCTyna,
NoAKNHOYEHHBLIMU K CEPBUCY.

KomaHabl Ans HacTpoiiku cepBuca APB

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# apbd

WEP-2L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-2L(config):/captive-portal/apbd# enabled true (Bx/toueHne cepsuca APB. 17151 OTK/IHOHEHVS BBEAUTE
false)

WEP-2L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

6.9 MOHUTOPUHT

6.9.1 Wi-Fi knueHTbI

[nsa BbiBOAA MOHUTOPUHIa nogkntoveHHbIX Wi-Fi KIMeHTOB UCMo/b3yeTca KomaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knuneHta N> filter <napametp 1> ...
<napametp N>,

rae <mac-agpec kK/imeHTa 1> ... <mac-agpec kimeHta N> — mac-agpeca K/IMEeHTCKUX YCTPONCTB,
NOAK/TYEHHbIX K TOYKe gocTyna. 18 Toro 4tobbl BbIBECTM UH(pOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-ajpeca kineHta> all;

filter — cneuyanbHoOe C/I0BO, MOC/IE KOTOPOTO YKa3blBAKTCS NMapaMeTpbl MOHUTOPUHIA, HEOGX0AUMbIE
[LN1s1 BbIBOJA MO KNIMEHTY/KNEeHTaM;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHra, HeobxoauMbIe A/18 BbiBOAA MO
KNIMEHTY/K/IMeHTaMm.
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[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKe AOCTYNa KNIMEHTOB HaXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WEP-2L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[ nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WEP-2L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-2L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

interface | wlan6-vao

state | ASSOC AUTH_SUCCESS

hw-addr | 26:af:0a:30:ef:29

ssid | !!!DOC_test

ip-addr | 169.254.68.250

authorized | true

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 76

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©

wireless-mode | n

perftest-capable | false

snr-rssi-capable | false

link-capacity | ©

link-quality | ©

link-quality-common | ©

actual-tx-rate | ©

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©

Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
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Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-2L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 10.24.80.90

hostname | HUAWEI_P40_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:12
multicast-groups-count | ©

wireless-mode | ac

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
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Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WEP-2L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYE€HHOrO Ko/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY KTMEHTY, eCTb
BO3MOXHOCTb yKa3aTb Heckosibko MAC-aZipecoB)

hw-addr 32:5b:60:62:e0:a4
ip-addr 10.24.80.58
tx-rate MCS15 NO SGI 270
rx-rate MCS14 NO SGI 117
uptime 00:07:57

WEP-2L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapamMeTpPOB MOHUTOPMHIA N0 BCEM K/TMEHTaM)

hw-addr 32:5b:60:62:e0:24
rssi-1 -24

rssi-2 -24

wireless-mode n

interface wlanl-va®

hw-addr bc:2e:f6:cc:85:46
rssi-1 -38

rssi-2 -53

wireless-mode ac

interface wlanl-va2
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6.9.2 WDS

[na moHutopuHra WDS-coeamMHeHnin ncnosnb3yeTcs cneayowan KomaHaa:

monitoring wds-entries <mac-agpec BCTPeYHOI TOUKM JocTyna 1> ... <mac-agpec BCTPEYHON TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>, rae <mac-aZpec BCTPEYHOIN TOUKN AocTyna 1> ... <mac-
afpec BCTPeYHOW Touku goctyna N> — mac-agpeca BCTPEUHbIX TOYEK AOCTyNa, C KOTOPbIMU NMOCTPOEHbI
WDS-MoCTbI. [1151 TOro 4To6bl BbIBECTU MH)OPMAaLMIO N0 BCEM BCTPEYHbIM TOUKaM, BBEAMTE BMECTO <mac-
afpeca BCTPeyHoW Toukm goctyna> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OAHOM UM HECKO/TbKUM BCTPEYHBIM TOUKaM A0CTYNa,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI W/ HECKO/IbKMM BCTPEYHbIM TOUKaM A0CTyna.

[nsi BbIBOZA CNMCKa TOUeK A0CTYNa, C KOTOPbIMU NocTpoeHbl WDS-MOCTbI, HAXMUTe nocsie monitoring wds-
entries knaeuwly Tab.

WEP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WEP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MH(hopMaLMm No BCeM BCTPEUYHbIM TOUKaM AoCTyna

WEP-2L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-2L
perftest-capable | false
snr-rssi-capable | false

|

|

|

|

|

|

|

|

|

|

link-quality—-common 100

actual-tx-rate 0

actual-rx-rate 5

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 8

shaped-rx-pps 0

name 0]

Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received
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ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%
Multicast groups: none

index | 1

interface | wlanl

state | WIFI_WDS

hw-addr | e8:28:cl:da:ch:80

ip-addr | 10.24.80.40

hostname | WEP-2L

authorized | false

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 10

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -70

snr-1 | 40

snr-2 | 39

wds-interface | wlanl-wds2

tx-rate | VHT NSS2-MCS8 SGI 173.3

rx-rate | VHT NSS2-MCS8 NO SGI 156

rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 060:07:15

multicast-groups-count | ©

wireless-mode | ac

eltex-firmware-version | 1.2.5 build X

eltex-board-type | WEP-2L

perftest-capable | false

snr-rssi-capable | false

link-capacity | 90 (not changed)

link-quality | 100 (not changed)

link-quality-common | 100

actual-tx-rate | ©

actual-rx-rate | 5

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 8

shaped-rx-pps | ©

name | ©

Rate Transmitted Received
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Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none
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BbiBog, MHhopMaLMn NO OA4HOW U HECKOSIbKUM BCTPEUYHbIM TOUKaM AOCTyna

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 (eCTb BO3MOXHOCTb YKa3aTb HECKO/IbKO mac-
azpecos, Harnpumep, monitoring wds-entries 8:28:¢c1:d1:43:15 e8:28:c1:da:ch:80)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-2L
perftest-capable | false
snr-rssi-capable | false
|
|
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received
13% 12
1%
7%
7%
7%

| 7%

I

I

nss2-mcso |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
I

I

I

I

I

7%
7%
7%
16%
15%

nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

~N DDA N0 O 0O O

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYE€HHOro KoMnMyecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOoM Tovke A0CTyna,
€CTb BO3MOXHOCTb YKa3aTb HECKO/IbKO mac-afpecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WEP-2L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface eltex-
firmware-version (BbIBOZ, OrpaHM4YeHHOro Kosin4yecTsa napaMmeTpoB MOHUTOPUHIA NO BCEM TOYKaM
aoctyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
I

wds-interface wlanl-wdsl

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75
rssi-2 | -70
wireless-mode | ac
I

wds-interface wlanl-wdsl
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6.9.3 WHdopmauus 06 ycTpoiictee

WEP-2L(root):/# monitoring information

system-time: 09:15:16 28.10.2021
uptime: 15:45:10

software-version: 1.2.5 build X
secondary-software-version: 1.2.5 build X
boot-version: 1.2.5 build X
memory-usage: 67

memory-free: 34

memory-used: 71

memory-total: 105

cpu: 0.28

is-default-config: true

board-type: WEP-2L

hw-platform: WEP-2L
factory-wan-mac: E8:28:C1l:xXx:XX:XX
factory-lan-mac: E8:28:C1l:xXx:XX:XX
factory-serial-number: WP39000059
hw-revision: 1vl
session-password-initialized: false
ott-mode: false

last-reboot-reason: firmware update
test-changes-mode: false
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6.9.4 CeteBas UHpopmaums

WEP-2L(root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:ixX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.100
DNS-2:

rx-bytes: 4864149
rx-packets: 13751
tx-bytes: 2462399
tx-packets: 20753

WEP-2L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-2L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WEP-2L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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6.9.5 BecnpoBogHble MHTepdelChI

WEP-2L(root):/# monitoring radio-2

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 21

channel: 11

thermal: 30

bandwidth: 20

frequency: 2462

WEP-2L(root):/# monitoring radio-5

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 0

channel: 132

thermal: 31

bandwidth: 20

frequency: 5660

6.9.6 XXypHan cobbITuit

WEP-2L(root):/# monitoring events

Jan 23 00:00:07 WEP-2L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-2L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-2L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-2L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-2L daemon.info monitord[1055]: event: 'associated' mac: E4:0E:EE:BD:AE:
6B ssid: '"WEP-2L_2.4GHz' 1into0
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6.9.7 CkaHupoBaHuve admpa

© Bo Bpems OCYLLECTB/IEHNSI CKAHMPOBAHWS 3dmpa paaronHTEPdIeiic YCTpoicTBa BY/AET OTK/IHOUEH, YTO
npuBeaeT K HEBO3MOXHOCTN nepefayn gaHHbix Ao Wi-Fi KnneHToB BO BpeMs CKaHUPOBaHWUS.

WEP-2L(root):/# monitoring scan-wifi

SSID |Mode |Security|MAC | Channel|RSSI, dBm|
Bandwidth, MHz

ESRAP1_of30_smart |AP  |off |A8:F9:4B:B0:2C:C7 |6 |-65 |20
litv_hots_2 | AP |off |[EO:D9:E3:8A:38:52 |1 |-65 | 20
test_001 |AP  |off |EO:D9:E3:4B:FB:30 |11 |-67 |20
2G-COVID_TOWER |AP  |off |[EO:D9:E3:98:12:72 |11 [-71 |20
Tam2.4G |AP  |wpa |[EO:D9:E3:98:1F:7A |1 |-73 |20
litv_hots_1 | AP |off |[EO:D9:E3:8A:38:51 |1 |-77 | 20
WEP-2L_ZN_Personal | AP |wpa |[EO:D9:E3:49:79:06 |44 |-16 | 20
WEP-2L_ZN_Open |AP  |off |EO:D9:E3:49:79:07 |44 [-17 |20
Eltex-Guest | AP |off |CC:9D:A2:C7:D9:21 |36 |-38 | 20
Eltex-Local | AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 | 20
BRAS-Guest |AP  |off |CC:9D:A2:C7:D9:20 |36 |-38 |20
2L_301_nsk |AP  |off |E8:28:C1:DA:C8:16 |56 |-41 |20
chudo_waffly | AP |wpa |[EO:D9:E3:70:94:00 |60 | -44 | 20
Eltex VAP |AP  |off |A8:F9:4B:B0:40:70 |48 |-46 |20
VK_enterprise | AP |wpa |E8:28:C1:DA:C8:99 |56 |-47 | 20
VK_portal | AP |off |E8:28:C1:DA:C8:98 |56 | -49 | 20
WOP-2ac | AP |off |E8:28:C1:00:FC:Al |36 |-506 | 86
Open_VK_switch | AP |off |E8:28:C1:DA:C8:96 |56 |-506 | 20
testSSID10 |AP  |off |A8:F9:4B:B0:05:54 |40 |-51 |20

6.9.8 CnektpoaHannsarop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGOPMALMIO O 3arpy>XeHHOCTM KaHa10B B AvanasoHax 2.4 u 5 Iy,
Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

© Bo Bpemst paboTbl CnekTpoaHamsaTopa NPOUCXOANT OTK/THUEHNE BCEX K/IMEHTOB OT TOUKM A0CTYyna.
KNnueHTbl NoAKIouaTCcs CHOBA TO/IbKO TOrAa, KOra CreKTpoaHa/IM3aTop 3aKoHUYMT CBO paboTy.
Bpemsi aHann3a BCcex paavoKaHasioB [BYX AMANa3oHOB COCTaBMSET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-2L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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PykoBozacTBO no akcnyataunm WEP-2L

7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa Jata Bbinycka CopepXaHue U3MeHeHui
Bepcua 1.4 17.03.2023 CuHxpoHu3aums ¢ sepcuein MO 1.6.2
Jo6asneHo:

+ 6.5 HacTtpoiika DHCP onuumn 82
VicnpasneHo:

+ 5.5 MeHto «Radio»
+ 5.6.2 NogmeHo «VAP»

Bepcusa 1.3 22.06.2022 CuvHxpoHu3auus ¢ Bepcueli MO 1.2.5
VMcnpasneHo:

+ 2.3 TexHn4yeckne napaMeTpbl yCTPOCTBa
+ 5.8.2 NogmeHto «[ocTyn»

Bepcusa 1.2 24.01.2022 CuvHxpoHu3auus ¢ Bepcueii MO 1.2.2
Jo6aBneHo:

* 5.4.2 NogmeHo «WDS»
* 5.7 MeHo «WDS»

* 6.2.1 HacTpoiika ceTeBbIX NapaMeTPOoB C MOMOLLbIO
yTunuTbl set-management-vlan-mode

* 6.2.2 Hactpolika ceTeBbix napameTpos IPv6
* 6.5 Hactpoliika WDS

* 6.6.5 lononHMTENbHbIE HACTPOWKN CUCTEMBI
+ 6.8.2WDS

* 6.8.7 CkaHupoBaHue acmpa
VicnpasneHo:

+ 2.2 XapakTepucTuka ycTpoicTaa
+ 5.6.1 NogmMeHo «CymMmmMapHO»

+ 5.6.2 MogmeHo «VAP»
+ 6.3.5 JlononHuTenbHble HacTpoikn VAP
* 6.8.1 Wi-Fi knneHTbI
+ 6.8.3 MIHdhopmauus 06 ycTpoiicTee
Bepcusa 1.1 30.06.2020 CuHxpoHu3saums ¢ sepcuein MO 1.1.0
Bepcua 1.0 16.03.2020 MepBas nyb6nvkaums

Bepcusa nporpaMmmHoro obecneveHnst 1.6.2
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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