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YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO MX BBOJA, NpPeaoCTaBAAeT onpeaefeHHble A0NO/HUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.
«,» [JaHHble 3HAaKKU B ONMCAHUM KOMaHZAbl UCNONb3YIOTCA ANA YKAa3aHWA AManaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT «UAN».
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME NO YMOJIYaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.
MonyXupHblii Kypcus MoNy*KMpPHbIM WPUPTOM BblAeNEHBI MTPUMEYAHUA U NPeayNpPeKAEHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl npumepbl BBOAA KOMAHA,
. Wpudtom Courier New B pamKe € TEHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl W pekomeHaauumn no ncnosib-
L]

Tepe AaHHbIX.
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1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

Kommytatopbl MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 moryt
NCNO/b30BaTbCA Ha CETAX KPYMHbIX NpeanpuATUiA U NpegnpuaTMiA manoro u cpegHero 6musHeca (SMB), B
onepaTopckux cetax. OHM o0becneymBaloT BbICOKYHD MNPOU3BOAUTENBHOCTb, TMBKOCTb, 6e30nacHoCTb,
MHOTOypoBHeBOe KauyecTBo obcnyxumeaHuma (QoS). Kommytatopbl MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48 06napatoT NOBbILEHHON HAaAEXKHOCTbIO 32 CYET pe3epBMPOBAHUA
y3108B, onpegenawwmx 6ecnepeboiHoCcTb GYHKUMOHMPOBAHMA — MoAy/eW NUTaHUA W Mmoaynemn
BeHTUAAUUNN.

KommyTtatopbl MES5400-24 1 MES5400-48 oTBeyatoT TpeboBaHUAM LLEHTPOB 06paboTKM AaHHbIX K
Top-of-Rack u End-of-Row-kommyTaTtopam n TpeboBaHUsaM onepaTopoB K 06opyaoBaHUIO ceTelt arperaumm
M MarucTpasibHbix cetel, obecneunmBan BbICOKYIO MPOU3BOAUTE/IBHOCTb U IKOHOMMUYECKU 3dPeKTUBHOE
pelleHue.

B HacToALeM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKNE XapaKTepPUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24 n MES5400-48 — 3TO BbICOKOMNPOW3BOAUTE/IbHbIE YCTPOMCTBA, OCHALLLEH-
Hble nHTepdeincamm 1000BASE-X/10GBASE-R n 40GBASE-R/100GBASE-R 1 npeaHasHau4eHHble 418 UCMOJib-
30BaHUA B LeHTpax 06paboTku gaHHbix (LOA) B KayectBe Top-of-Rack nnm End-of-Row KommyTtatopos, a
TaKXKe B ceTAX arperaumm u MarmcTpasibHbIX CETAX ONepaTopoB CBA3M.

MopTbl KOMMYTaTOPOB NoAAep:KMUBatOT paboTy Ha ckopocTax 1 M6ut/c (SFP), 10 réut/c (SFP+), 40
réut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnoknpyemas KOMMyTaLMOHHAA MaTpuLLa NO3BOASAET OCYLLECTB-
NATb KOPPEKTHYI0 06paboTKy NaKeToB NPU MaKCMMAaJIbHOW HarpysKe, COXpaHAA NPy 3TOM MUHUMAJIbHbIE U
npefcKkasyemble 3a4ePKKM 418 BCcex TUNoB TpaduKa.

Cxema BeHTMAAumK front-to-back obecneumsaer adpdpeKkTMBHOE OXNAXKAEHME NMPU MUCNONL30BAHUK
YCTPOICTB B YC0BUAX COBPeMeHHbIX LLO/.

HageKHOCTb KOMMYTaTOpPOB obecneyeHa 3a CYeT Pe3epPBUPOBAHMA UCTOYHNKOB MUTAHNUA U CUCTEMDI
OX/1aXKAEeHMA U PA3BUTON CUCTEMbI MOHUTOPMHIA annapaTHOW YacTh yCTPOMCTB. KOMMYTaTopbl MMEIOT BO3-
MOXHOCTb ropsiyeit 3ameHbl Moay/iel NUTaHUA U BEHTUAALUMOHHBIX Moaynel, obecneunsas 6ecnepeboit-
Hoe PYHKLMOHNPOBaHWE CeTU onepaTtopa.

KommyTaTtopel arperaumu MES5312, MES5316A, MES5324A, MES5332A - 310
BbICOKOMPOM3BOAMTEIbHbIE YCTPOWMCTBA, OCHaLWeHHble WHTepdelicamm 10GBASE-R, 1000BASE-X wu
npefAHasHayeHHble A7 MCMO/b30BaHMA B OMEPATOPCKUX CETAX B KayecTBe YCTPOMCTB arperauuMuM U B
HeboNblINX LeHTpax 06paboTkM gaHHbIx (LOA).

MopTbl yCTPOMCTBa MoAAep»KMBatoT paboTty Ha ckopoctax 1 6ut/c (SFP), 10 6ut/c (SFP+), uto
obecneynBaeT rMbKOCTb B MCMOb30OBAHUMN U BO3MOXKHOCTb MOCTENEHHOrO nepexosa Ha 6osee Bbicokue
CKOpPOCTM nepefayn AaHHbix. HebnokMpyemas KOMMYTAUMOHHAA MaTpuua MO3BOAAET OCYLEeCTBAATb
KOPPEKTHY0 06paboTKy NakeToB NPW MaKCMMaJbHbIX HArpysKax, COXpaHAa Mpu 3TOM MWHUMAJIbHbIE U
npeacKasyemble 3a4ePXKM Ha BCcex Tunax Tpaduka.

Cxema BeHTUAAumMK front-to-back obecneunsaeT adpPeKkTMBHOE OXnarkgeHWe Npu UCNOAb30BaHUMU
YCTPOICTB B YCNOBMAX COBPEMEHHbIX LIO/L.

Ay6nnpoBaHHble BEHTUAATOPbl M WUCTOYHUKM MUTAHUA MOCTOAHHOTO WAM MEPEMEHHOro TOKa B
COYETaHWWU C PA3BUTOM CUCTEMON MOHWTOPMHIA amnnapaTHOM 4YacTW YCTPOWMCTBA MO3BOJIAIOT MONYYUTb
BbICOKME MOKa3aTeIM HaAEeKHOCTU. YCTPOMCTBA MMEIOT BO3MOKHOCTb ropsYei 3ameHbl mogyneil nutaHus
N BEHTUAALMOHHBLIX Moaynen, obecneunas becnepeboMHOCTb GYHKLMOHMPOBAHUA CETU oMnepaTopa.
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2.2 ®DyYHKUMM KOMMYTATOpA

2.2.1 ba3zosbie pyHKyuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
610KUpoBKuU o4yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWUCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3aJePrKKaM nepesaum AaHHbIX
M noTepe NakeTos.

Moddepixka
c8epXx0/1UHHbIX KAOpPOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh Nepeaady CBEPXA/AMHHBIX KagpoBs, YTO NO3BOAAET ne-
penaBaTh AaHHblIE MEHbLIMM YMUC/IOM NAKETOB. 3TO CHUMKAET 0BBEM CNYKeBHON UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpasseHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTepalleHVa nepenonHeHna bydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOpMUPYSA
BbICOKOCKOPOCTHOE YCTPOWMCTBO O HEOHBXOAMMOCTU caenaTb Naysy Npu nepegadye na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopgepskusaer obbeanHEHNE HECKOJIbKUX YCTPOWMCTB B CTEK. B aTom
C/ly4ae KOMMYTaTOPbl PACCMATPUBAKOTCA KaK e4MHOE YCTPOMCTBO C 06LWMMM HacTPOA-
Kamun. BO3MOKHbI [B€ TOMNONOIMMK NMOCTPOEHNA CTEKA — KObLO M LernoyKa. Mpu atom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHbIX B CTEK MOYKHO 334aTb C KOMMYTa-
TOpa, paboTaloLero B pexkume «mactep». CTeKMpOBaHMe YCTPOMCTB NMO3BOAET CHU-
3UTb TPYLOEMKOCTb YNPaBAeHUA CETbIO.

2.2.2 ®yHkyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseseHbl PyHKLUKN yCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctasnseT B Namati Tabauuy, B KOTOPOM yCTaHaB/IMBAETCA COOTBET-
cTBme mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYEHMA AaHHbIe, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexkume 0byyeHna KOMMyTaTop aHaAM3npyeT
Kagpbl u, onpegennms MAC-agpec oTnpaBuTens, 3aHOCUT ero B TabanLy KOMMyTaLUN.
Bnocneactsun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
yKe ecTb B Tabsvue, nepesaeTcs TONbKO Yepes yKasaHHbIM B Tabauue nopr.

Moddepxcka nepedayu
Ha HecKonbko MAC-

[aHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBATb COEAUHEHUA KOOUH KO MHOTUM» W
«MHOrME Ko MHOrmMm». Takum 06pasom, Kagp, aapecoBaHHbIi MHOroagpecHoim

adpecos (MAC . .
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
AsmomamuyecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbiM MAC-agpecom 3a onpeaenieHHbli nepuog, spe-
adpecos MEHMU He MOCTyNnalT NaKeTbl, TO 3anucb 414 AaHHOTO agpeca ycTapesaeT U yaanaeTtcs.
(Automatic Aging for 370 NO3BONAET NOALAEPHKMBATL TADAULLY KOMMYTALMW B aKTYalbHOM COCTOAHUM.
MAC Addresses)
Cmamuyeckue 3anucu c N
. €TeBON KOMMYyTaTop MO3BO/IAET MO/Ib30BaTe/Nl0 ONpeaennTb CTaTUYeCKue 3anucu
MAC (Static MAC AMyTaTop pea
Entries) cooTBeTcTBUM MAC-afpecoB, KOTOpble COXPaHAOTCA B TabnLe KoMMyTauuu.
ntries,
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnunue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHsA (yposeHb 2 OSI).

Tabnunuya 3 — OnncaHme GyHKUMIN BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonser Ha ocHOBe WMHbOPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping o
Y4YacTBYHOT B rpynnax MHOrOaZpecHOM PacCbl/IKK1, M aapecoBaTb TPaPUK Ha COOTBET-
CTBYyHOLWLME NOPTHI.
. Peanusauua npotokona MLD no3BosifseT ycTpoicTBY MUHUMU3MPOBATb MHOroas-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHblli IPv6-Tpadumk.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXXZOM y3/1e, KOTOPOE NPUBOAUT K JIaBUHOOBPA3HOMY POCTY MX YMCNa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
poCTb Nepegaym MHOrOaZAPECHbIX U LMPOKOBELLATEbHbIX KaApOoB, NPUHATbLIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHuWe NopTos No3soaseT AybanposaTb Tpaduk Habaogaembix NOPTOB.,
nepecbinas BXxoAslWMe U/UAM UCXOAALLME NAKETbl HA KOHTPOAWpPYOWMi nopt. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLWNIA U KOH-
Tpo/AMpyemble NOpTbl U BbIBPATL TN TpadUKa (BXOAAMIA U/UAN UCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BONSET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0BHO ByAeT nepeHanpasaaTbCca BECb TPAPUK, obecneunsas TeM CambiM U30NA-
LMIO C APYrMMK NOpTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Private VLAN Edge

[aHHana dyHKLMA NO3BONAET M30AMPOBATL FPYyNMy NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALMXCA B OAHOM LUMPOKOBELLATe/IbHOM AOMEHE MeXKay cobol,
no3B0/1AA NPU 3TOM 06MeH TPadUKOM C APYTMMKU NOPTaMM, HAXOAALLMMUCA B STOM
e WMpPOoKoBelLLaTeIbHOM AOMEHE, HO HeNpUHaANEKaLLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneynBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOAAWMMMUCA B O4HOM LUMPO-
KoBeLaTeNbHOM AOMeHe, B Npeaenax Bcei L2-ceTn. PeannsoBaHbl TONbKO ABa pe-
Xunma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKOJ, OCHOBHOM 3afa4yeit KOTOPOro ABASA-
eTca npuseaeHne cetn Ethernet ¢ M3BbITOYHBIMU COEANHEHUAMM K APEBOBUAHOM
TOMOJIOrMK, UCKAKoUatoLWEel netn. KommytaTopbl 06MeHMBaOTCA KOHOUTYPaLMOH-
HbIMM COOBLLEHNAMMN, UCNONb3YA Kadapbl cneyuanbHoro ¢opmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepu3yeTcs MeHbLIMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M umeeT 60nee BbICOKYHO YCTOMUYNBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoTOKOA NpeaHasHayYeH AN NOBbIWEHMA YCTOMYMBOCTU U HALEKHOCTM CETU ne-
peaaun AaHHbIX, MMeoLWein KoNbLEBYIO TOMOJIOMMIO, 33 CYET CHUMKEHNA BPEeMEHM
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapuu. Bpema BOCCTaHOB/EHMA He npesbiwaeT 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEMEHW NepecTpoiiku CeT1 Npm UCNonb30Ba-
HWW NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLLmX O4HY LUIMPOKOBELLATENbHYIO
obnacTtb (aomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LMW NAKeTOoB A4/1A onpeaeneHnsa Ux NpuMHaaneKHOCTU K onpeaeneHHoi VLAN.

Moddepxcka GVRP (GARP
VLAN)

Mpotokon peructpaunn GARP VLAN obecneumBaeT guHamuyeckoe pobasne-
Hue/yoaneHve rpynn VLAN Ha noptax KommyTtaTtopa. ECAu BKAOYEH NPOTOKOA
GVRP, KommyTaTop onpegensaeT, a 3aTem pacnpoCTPaHAET JaHHble O NPUHASNEX-
HocTu K VLAN Ha Bce nopTbl, ABNAIOLMECH YACTbiO aKTUBHOM TOMOJIOTUM.
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Moddepxcka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAETCA NO BXOoAAWMM nopTam. JaHHoe
peleHne NO3BOJIAET NCNOJIb30BaTb Ha KaXXA0M NOpPTy TONbKO ogHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbIMA ONMCbIBAET NpOLEAYPY TErMPOBaHMUA
TpaduKa ana nepegayum nHGopmaumm o npuHagnexHoctn kK VLAN. Mo3ssonseT uc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHUe KaHan08
c ucnonwv3oeaHuem LACP

Mpotokon LACP obecneynBaeTt aBTOMaTU4eCcKoe 06beANHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B npoToKo/e NOCTOAHHO OnpeaenaeTcs BO3MOXHOCTb 0O beANHEHUA KaHaloB, U B
C/ly4ae O0TKa3a coeguHeHUA, BXogALLero B 06begMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYeCKU nepepacnpesenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

Co3daHue 2pynn LAG

B ycTpovicTBax nogaepxunBaetcs GyHKLMA CO34aHMA TPynn KaHaNoB. Arperauns Ka-
Hanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHonorMa 06begnHeHUA
HECKONbKMX QU3MYECKMX KaHa/noBa B OAWMH NOTMYECKMI. ITO CnocobCTBYeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MArMcTpanbHbIX KAHAN0B KOMMYTa-
TOP-KOMMYTATOpP UAN KOMMYTaTOp-CeEpPBEpP, HO U MOBbLILEHUIO UX HAAEXHOCTU. Bos-
MOKHbI TpM TMNa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-agpecos, Ha ocHOBaHuMM |P-
aflpecoB 1 Ha OCHOBaHMK nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTLIO, paboTatoLmx B AynaeKc-
HOM peXKnme.

Moddepxcka Auto Voice
VLAN

MpepoctaBnsaeT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOIN TPadUK Ha OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnnue KommyTaTopa npucytcteyet MAC-agpec ¢ OUl ronocoBoro wito3a
unu e IP-TenedoHa, To AaHHbIN NOPT aBTOMaTUYeCcKn aobasnsetcs B voice vlan
(npeHTuounKauma no npotokony SIP nnu e no MAC-agpecy nonyyatens He noa-
AepKuBaetca).

2.2.4 ®yHKyuu mpemoe2o yposHa cemeeoii modenu OSI

B Tabnmue 4 npuseaeHbl GyHKUMK TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnncaHme GpyHKLUNIN TpeTbero ypoBHa (Layer 3)

Knuenmeoi BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YCTpoicTBa  CNOCO6HDI

BootP/DHCP.

aBTOMaTMYecKM nosayyatb |P-agpec no nNpoToKony

Cmamuyeckue AZLMMHUCTPATOP KOMMYTATOPa UMeEeT BO3MOXKHOCTb A06aBAATb U yAanATb cTaTuye-
IP-mapwpymel CKMe 3anucu B Tabnumuy mapLipyTmsaumm.
lpomokon ARP ARP — npoTtoKkon conoctasneHus IP-agpeca n pusmyeckoro agpeca ycrporcraa. Coot-

(Address Resolution
Protocol)

BeTCTBMNE YCTaHaB/IMBAeTCA Ha OCHOBE aHa/In3a OTBETa OT y3/1a CeTU, aapec y3na 3a-
npalwnBaeTCAa B LULMPOKOBELWLATE/IbHOM NaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKO/N AMHAMMYECKOW MapLLPYTU3aLMM, KOTOPbI NO3BOASET MapLIPyTM3aToOpam
06HOBAATL MapPLPYTHYI NHOPMALMIO, NOyYasn ee OT COCeAHMUX MapLLIPYTM3aTOPOB.
B 334auM NpoOTOKONA BXOAUT ONpeaesieHne OnTMMasbHOro MapLupyTa Ha OCHOBaHMK
[AaHHDbIX O KO/IMYECTBE MPOMEXKYTOUHbIX Y3/108B.

@yukyusa IGMP Proxy

IGMP Proxy — ¢&yHKUMS YNPOLLEHHOW MapLipyTM3aLMM MHOroaapecHbIX AaHHbIX
MeXay ceTamu. s ynpaBieHMa mapLlpyTmsaumneint ncnonbayetcsa npotokon IGMP.

Mpomokon OSPF

MpPOTOKO/ AUHAMMYECKOM MapLUpyTM3aLMM, OCHOBAHHbIA HA TEXHONOTUWN OTCAEXKM-
BaHWA cocToaHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHUs
KpaTyaunwero nytn anropmutm AenkcTpol. Mpotokon OSPF pacnpocTpaHsaeT MHpopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTu3aTopaMn 04HOW aBTOHOMHOW Cu-
CTEMbI.
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MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHNA MApPLLPYTM3aTOPOB, BbIMOJIHA-
IOLLMX POAb W03 NO YMOJIYaHUIO. 3TO AoCTUraeTca NyTém obbeanHeHus IP-nHTep-
dbencoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasibHbIN, KOTOPbIN ByaeT ncnoib3o-
BaTbCA KaK LU/O3 N0 YMONYAHUIO ANA KOMMbIOTEPOB B CETH.

lpomokon VRRP

PIM-npoToKon mHoroaapecHou maplipytusaumm ansa IP-ceteit, co3gaHHbIn ana pe-
WweHuA npobaem rpynnosoi maplupytmsaumu. PIM 6asupyetcs Ha TpaAULMOHHbIX
MapLpyTHbIX NpoTokosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,
lpomokon PIM 4yTObObI CO34aBaTb COBCTBEHHYIO ceTeByto Tonosiormto. PIM ucnonb3yeT unicast-tab-
MLy MmapupyTusaummn gna nposepku RPF. 3Ta npoBepKa BbINOAHAETCA MapLIpyTU3a-
Topamu, 4Tobbl Y6eamTbcs, YTO nepesada MHOroaapecHoro Tpaduka BbiNosHAETCA
no nytn 6e3 netens.

2.2.5 ®yHkyuu QoS
B Tabanue 5 npuseaeHbl OCHOBHble GYHKLMM KavecTBa obcnykmnsaHus (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKMBAHMSA

Moddeprka YCTpOICTBO NoAAepKUBaeT NPUOPUTU3ALMIO UCxoaAaLLero TpadurKa No oyepeaam Ha
npuopumemHbix Ka)kaom nopty. PacnpeaeneHune naketTos No o4epeaam MOXKET MPpomn3BOANTLCA B pe-
ouepedeli 3y/nbTaTe KnaccuduKaLMm NakeTos Mo PasMYHbLIM NONAM B 3aro/I0BKax NakeTos.

CraHgapT 802.1p cneunduumpyeT MeToL yKasaHMA NpMOpUTETA Kagpa M anroputm
MCNO/Ib30BaHMA NPUOPUTETA B LLENAX CBOEBPEMEHHOM AOCTaBKM YYBCTBUTE/IbHOTO K
BPEMEHHbIM 3aepKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEM
npuopuTeTos. KOMMyTaTOpbl MOFYT UCNONb30BaTb 3Ha4YeHUe npuoputeta 802.1p gna
pacnpeaeneHua Kagpos No NPUOPUTETHbLIM ovepeaam.

Moddepicka Knacca
obcnyrcusaHusa 802.1p

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabanuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

®YHKUMA KOMMYTaTOpa, NPeAHa3HAYEHHAA 41A 3aLWMTbl OT aTaK C UCMONb30BAHMEM
npotokona DHCP. O6ecneuunsaet ¢punbrpauntio DHCP-coobuieHMiA, NOCTyNUBLINX C
DHCP snooping HeHaAeXHblX NOPTOB MyTEM MOCTPOEHMA U NOALEPNKAHWUA Hasbl JAHHBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNOAHAET AencTeus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu U cepsepamun DHCP.

Onuwua, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaaTopa v Yepes Kakoi nopT npuilen 3anpoc.

Onyus 82 npomokKona . )
Mo ymonyaHuio KommyTaTop, ncnonbsyowmn ¢pyHkumio DHCP snooping, o6HapyKu-

DHcp BaeT 1 oTbpacbiBaeT ntoboit DHCP-3anpoc, coaeprKalmnii onunto 82, KOTOPbIN OH No-
Nly4nn yepes HeHagEéxHbll (untrusted) nopr.

UDP relay MepeHanpasneHue wnpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.

®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LeHTPaAn30BaHHOE yrnpaB/ieHWe CEeTEBbIMU aZpecamu

cepeepa M COOTBETCTBYHOLMMWN KOHOUTYPALMOHHBIMM NapamMmeTpamm, aBTOMATUYECKU Npeao-

CTaBAA UX KIMEHTAM.

®yHKUMA KOMMYTaTOpa, KOTOopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cCOOTBETCTBUI 6a3bl gaHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcsa Ana 6opbbbl € noa-
meHoit IP-agpecos.

IP Source address guard

dyHKUMA KOMMYyTaTOpa, NpeAHasHaveHHasa A0S 3aWMUTbl OT aTak C UCMO/b30BaHUEM
Dynamic ARP npotokona ARP. CooblieHMe, KOTOpOe NOCTyNnaeT C HEeHaAEeKHOro NopTa, noasepra-
Inspection (Protection) eTca npoBepke — cooTBeTcTBYET /M IP-agpec B Tene npuHAatoro ARP-naketa IP-agpecy
oTnpasutens. Ecav agpeca He cCOBNaAatoT, TO KOMMyTaTop oTbpacbiBaeT NakerT.
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L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLMK, coaepKalleiica B 3arosoBKax yposHen 2, 3 u 4, y agMUHK-
CTpaTopa ecTb BO3MOMKHOCTb HAaCTPOUTb MPaBWaa, COrIAaCHO KOTOPbIM NaKkeT byaeT
ob6paboTaH, AMbo oTHpPOLLEH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
byaeT AelcTBOBaTh.

Moddepika OcHoBHasa $yHKLMA 6J1OKMPOBKM — NOBLICUTHL H@30MNacHOCTb CeTH, NpefoCcTaBNAA f0-
3a6ﬂ0KUp08aHHle CTyn K NOPTY KOMMYTATOpPa TONbKO ANA yCTpOVICTB, nmerownx MAC-a,u,peca, 3aKkpen-
nopmoe NeHHble 32 3TUM NOPTOM.

Mposepka Mposepka noganHHocTh IEEE 802.1x npepactaBnseT coboii mexaHM3mM KOHTPOANA [0-

nodsaAuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam 4epes BHelWHnit cepsep. Mpoweawine npoBepKy NoaMHHOCTH
Nno/ab30BaTe M NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.

2.2.7 ®yHKYuU ynpasneHUs KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTAaTOPamMM

3azpy3Ka u ebiepy3Ka
¢aliina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Ppaliie HAaCTPOIMKN, KOTOPbIM COAEPKUT AaH-
Hble KOHWIypaL MK Kak BCe CUCTEMbI B LIEJIOM, TaK M ONpeaeneHHOro nopTa ycTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaunin 3anmcu u yteHuns dainos. MpoTtokon oc-
HOBaH Ha TpaHcNopTHOM npoToKoae UDP.

YcTpoiicTBa NOAAEPMKMBAIOT 3arpysKy U nepefady no AaHHOMY NpoTokony dainos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yerca Ana onepaumii 3anucu 1 YteHma dainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoiicTBa NoAAepsKMBAOT 3arpy3ky M nepegady no AgaHHOMY npoTokony ¢ainos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsiii
MoHumopuHa (RMON)

YaaneHHblh MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEW,
pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIOT cObMPaTb AMArHOCTUYe-
CKMe [laHHble C MOMOLbIO CTaHUMK ynpaBneHua cetbto. RMON — aTo cTaHgapTHaA
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLWLAA U NPeablayLLas CTaTUCTMKa ypoBHA MAC
1 06bEKTBI YNpaBaeHUA, NpeaocTaBAAoWMe AaHHbIE B PealbHOM BPEMEHMW.

lpomokon SNMP

Mpotokon SNMP ncnonb3yetca Ana MOHUTOPUHIA M yNPaBAEHUA CETEBbIM YCTPOWA-
cTBOM. [J1A ynpaBneHUs AOCTYNOM K CUCTEME Onpeaensaerca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.

Unmepdpeiic
KomaHOHoOUi cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NoKanAbHO yepes no-
cneposaTtesibHbIA nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTcA NpoMbIWAEHHbIM CTaHAAapTOM. MHTepnpe-
TaTop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
Te/Il0 M COKPaLLEHN0 06bema BBOAMMbIX AAHHbIX.

Syslog — npoTokon, obecneynBatoLmnin Nnepesady coobLEeHU 0 NPONCXOAALLNX B CU-

Syslog o
cTeme cobbITUAX, a TaKKe yBeJOMIeHWUA 06 oWwMBKax yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM L0 MUANIUCEKYHADI.
Protocol)
Traceroute — cnyxebHaa GyHKLMA, NpeAHA3HAaYeHHan ANA onpeaeneHna MapLupyTos
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
AZMMHUCTPATOP MOXKET onpeaennTb ypOBHM NpUBUAETUIA A0CTyNa ANA NoNb3oBaTe-
KOHMponaupyemoim . . .
Nen yCTPOMCTBA U XapaKTEPUCTUKN ANA KaXKAOr0 YPOBHA NpUBUAETUI (TONbKO AnA
docmynom — ypoeHu .
» yTeHuns — 1 ypoBeHb, MOMHbIN A0CTyn — 15 ypoBeHb).
npusunea2uu
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KommyTaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyMa K KaxKaomy uHTepodeicy
ynpasneHus (SNMP, CLI). 3anpeT moeT bbiTb YCTaHOBNEH OTAE/NbHO AR KaXA0oro

baokuposka
o TMNa gocTyna:
UHme, euca .
pb Telnet (CLI over Telnet Session);
ynpaenexua Secure Shell (CLI over SSH);
SNMP.
JlokaneHasa [na nokanbHol ayTeHTUdUKALMM NOAAEPIKMBAETCA XpaHEHWe naponeli B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

Joctyn no SNMP paspewaetca ana onpeaeneHHbix |IP-agpecos, ABNAKOLWUXCA Yne-

adpecoes dna SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayTeHTMGUKaumm, asTopmsaumm u yyeta. Cep-
Bep RADIUS ucnonbsyeT 6asy AaHHbIX NO/sb30BaTesIei, KOTOPasa COAEPKUT AaHHble
Knuexm RADIUS P YET basy A , KOTOPAA COAEPIUT A
NPOBEPKU NOANMHHOCTU ANIA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKYIo YacTb npoTokona RADIUS.
TACACS+ YCTpPOMCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. cTBom npoTokosia TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNN30BaHHYIO
(Terminal Access .
cuctemy 6e30MacHOCTM A1 NMPOBEPKM MONb30BaTenel, NOAyvatowmx AOCTyn K
Controller Access .
YCTPOWMCTBY, @ TaK¥Ke LEHTPANM30BAHHYIO CUCTEMY YrpasaeHUs Npu cobatogeHum
Control System)
cosmectumocTtn ¢ RADIUS n apyrumun npoueccamm NpoBepKu NOAJAUHHOCTU.
dyHKuma cepsepa SSH nossonseT kKaneHTy SSH ycTaHOBUTbL C YCTPOMCTBOM 3aLLULLEH-
Cepeep SSH YHKL, peep y Yy ycTp wnuy
HOe coeAuHEeHWe ANA YNpaBaeHNA UM.
Mododepxka JaHHasa yHKLMA nNpefocTaBaseT BO3MOXKHOCTb CO3/4aBaTb MaKpPOKOMaHAbl, npea-
MAKpPOKOMAHO cTaBnsAoLwWwme coboli Habop KOMaHA, U NPUMEHATb UX A5 KOHOUTYPALUKM YCTPOMCTBA.

2.2.8 /[lonosHumersnbHoble hyHKYUU

B Tabanue 8 npuseaeHbl 4ONOHUTENbHbIE PYHKLIMKN YCTPOICTBA.

Tabnnuya 8 — [lononHuTeNbHble GYHKUUM YCTPOMUCTBA

AuazHocmuka
onmuy4yecKoz20
mpaHcusepa

YCTPOWCTBO NO3BOAET TECTUPOBATL ONTUYECKMNIA TpaHcuBep. Mpu TeCTUPOBaHUN OT-
CNEXMBAOTCA TakMe MapameTpbl, Kak TOK WM HanpsaKeHue MuTaHuA, Temnepartypa
TpaHcuBepa. Ansa peanvsaummu TpebyeTca noaaepka sTux GyHKLUMIM B TpaHCKBepe.

Green Ethernet

[aHHbIA MexaHM3M MO3BOAAET KOMMYTAaTOPY CHW3UTbL SHepronoTpebaeHne 3a cyet
OTKJ/IIOYEHNA HEAKTUBHBIX 3/IEKTPUHECKUX MOPTOB.

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKHU

OCHOBHble TEXHUYECKME napamMeTpbl KOMMYTATOpPOB npueeaeHbl B Ta6nmu,e 9.

Tabanua 9 — OCHOBHbIE TEXHUYECKME XapaKTepPUCTUKK

O6wue napameTpbl

NHTepdeichl

1x10/100/1000BASE-T (OOB)
MES5312 12x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

1x10/100/1000BASE-T (OOB)
16x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES5316A
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1x10/100/1000BASE-T (OOB)

MES5324A 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIi nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)

MES5332A 32x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
24x1000BASE-X (SFP)/10GBASE-R (SFP+)

MES3400-24 1 6,40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0
1x10/100/1000BASE-T (OOB)
48x1000BASE-X (SFP)/10GBASE-R (SFP+)

MES5400-48 6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0

CKODOCTb NEDeaauM AaHHBIX OnTuyeckune nHTepdeiicol 1/10 réur/c
P PeA A dneKkTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c

MES5312 240 Iéut/c

MES5316A 320 Iéut/c

MES5324A 480 Ieut/c

MponyckHaa cnocobHoCTb

MES5332A 640 Ieut/c

MES5400-24 1,68 T6uT/cC

MES5400-48 2,16 Téut/c

MES5312 178 MPPS

MES5316A

Mpon3BoANUTENLHOCTb Ha Na- MES5324A 238 MPPS
KeTax A/IMHoi 64 Baiital MES5332A

MES5400-24 878,3 MPPS

MES5400-48 1041,5 MPPS

MES5312 2 Mb6ant

MES5316A

. MES5324A 3 Mb6ait
O6bem bydepHo namaTu MES5339A
MES5400-24 .
MEss400-48 | -2 M63AT
O6bem O3Y (DDR3) 1 r6ant
O6bem M3Y (NAND Flash) 1 r6ant

MES5312

MES5316A

MES5324A 32768

Tabanua MAC-agpecos MES5332A
MES5400-24 65536
MES5400-48 262144

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN nepeaaun

16
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MapLUpyTOB

MES5312
MES5316A 1
MES5324A 8151
Konunuectso ARP-3anucet MES5332A
MES5400-24 32768
MES5400-48 131072
Noppep»xka VLAN CornacHo 802.1Q go 4094 aktusHbix VLAN
MES5312
MES5316A
Konnuectso rpynn L2 MES5324A 1024
Multicast MES5332A
(IGMP snooping)
MES5400-24
MES5400-48 1024
Konnuectso npasun SQinQ 1320(ingress)/1320(egress)
MES5312 6066
MES5316A
MES5324A 2996
Kosnwnuectso npasun ACL MES5332A
MES5400-24 4559
MES5400-48 10716
MES5312 6144
MES5316A
MES5324A 3072
Konnuectso ACL MES5332A
MES5400-24 6144
MES5400-48 12288
Konnuyectso npasun ACL B ogHom ACL 256
16160 IPv4
MES5312 4038 IPv6
MES5316A
Konnyectso mapwpyTos L3 16288 IPv4
Unicast? MES5324A 4070 IPv6
MES5332A
MES5400-24 32672 IPv4
MES5400-48 8166 IPv6
8079 IPv4
MESS312 2022 IPv6
ES531
Konunyectso mappyTtos L3 méigziﬁ 8143 IPv4
H 2
Multicast (IGMP Proxy, PIM) MES5332A 2034 IPv6
MES5400-24 16336 IPv4
MES5400-48 4082 IPv6
Konunyectso VRRP-mapLwpyTnsatopos 255
MakcumanbHoe konuyectso ECMP- 64

! flna kaskporo xocta B ARP-Tabnuue co3gaeTca 3anuch B Tabmue mapLipyTusaumm
2 MapuwpyTbi IPv4/1Pv6 Unicast/Multicast ucnonb3sytot obLime annapatHble pecypcbl
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MES5312

miig;;iﬁ 16 (Bkntouyan VRF no ymonyaHuio)
Kosnunuectso VRF MES5332A

mgzijgg:ig 251 (BKatoyan VRF no ymonyaHuio)
Konnuectso L3-uHTepdeiicos 2050
MakcumansHoe konnyectso VXLAN 4093
Konunuyectso BupTyanbHbix Loopback-uHTtep- 64
delicos
Arperaumsa KaHanos (LAG) 32 rpynnbl, 40 8 NOPTOB B KaXao0l
Konnyectso aksemnaapos MSTP 64
Konnyectso ak3emnnapos PVST 65
Konnuectso DHCP pool 16
KauectBo 06cnyxnsaHuna QoS 8 BbIXOAHbIX ouepesel ANA KaxAoro nopTa
CBepxa/MHHbIe Kagpbl (jumbo frames) MakcumanbHbIi pasmep naketos 10240 6anT
CreknpoBaHue o 8 ycrpoiicts?

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

CooTBeTcTBME CTaH4APTAM

YnpasneHue
JNlokanbHoe ynpasneHue Console
YpaneHHoe ynpasaeHune SNMP, Telnet, SSH, Web
dusnyecKkne XapakTeEPUCTUKM U YCI0BUA OKPY KatoLLei cpeabl
ESsI2 | TP T 100 08 507601
MES5316A BapuaHTbl NnUTaHUA: .
MES5324A P ;
MES5332A - O4MH UCTOYHMK NUTAHWUA NOCTOAHHOIO MW NEePEMEHHOrO TOKa;
MES5400-24 - ABa MUCTOYHMKaA I'II/ITaHVVIﬂ NOCTOAAHHOIO W/IM MEepPeMEeHHOro TOKa, C
BO3MOHOCTbIO ropsiuein 3aMeHbl.
MCTOYHMKM NUTaHUA
CeTb nepemeHHOro Toka: 176-264 B, 50-60 Iy,
CeTb NOCTOSAAHHOrO TOKa: 36—72 B
MES5400-48 BapuaHTbl NUTaHMA:
- O4MH UCTOYHMK NUTAHWUA NOCTOAHHOIO MW NEPEMEHHOrO TOKa;
- ABa WUCTOYHWKA MUTAHUA MOCTOAHHOIO WM MEPEMEHHOro TOKa, C
BO3MOKHOCTbIO ropsiyeli 3ameHbl.
MES5312 He 6onee 25 BT AC
MoTpebnsemas MOLWHOCTb
MES5316A He 6onee 58 BT AC

! Peanunsauma nogaepxkm 4o 8 ycTpoicTs ana kommyTtatopos MES5400-24, MES5400-48 3annaHupoBaHa B 2Q22
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MES5324A He 6onee 73 BT AC

MES5332A He 6onee 85 BT AC

MES5400-24 He 6onee 150 BT AC

MES5400-48 He 6onee 180 BT AC

MES5312 258B

MES5316A 58 B

MES5324A 73 B
TennosblgeneHne

MES5332A 85B

MES5400-24 150 B

MES5400-48 180 B

MES5312

MES5316A ot -10 go +45 °C
NHTepBan paboumx MES5324A
TemnepaTyp MES5332A

MES5400-24 .

MESs400-ag | OTOACFASC

MHTepBan TemnepaTypbl XpaHeHuUA

MHTepBan TemnepaTypbl XpaHeHua oT -50 go +70 °C
/. lMepea nepBbimM BKAIOYEHMEM NOCAE XPAaHEHUA MPU Tem-
V nepartype meHbLuei, yem -20 °C, uau npu 6onblueit, yem
+50 °C, TpebyeTca BblgepKaTb KOMMYTaTOpP NPU KOMHaAT-
HOI TemnepaType He MeHee YeTbIPEX YacoB.

OTHOCKTeNbHAA BNAXKHOCTb MNPW IKCNAyaTa-
unn (6e3 obpasoBaHMA KOHAEHcaTa)

He 6onee 80 %

OTHOCUTENbHasA BNAXKHOCTb MPU XpaHEeHUN
(6e3 obpaszoBaHKNs KOHAeHcaTa)

01102095 %

MES5312 430 x 44 x 230 mm
MES5316A
FabapuTHble pasmepbi (LUl x MES5324A 430 x 44 x 275 mm
BxT) MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES5312 3,8 Kkr
MES5316A 3,6 Kr
MES5324A 3,7 Kr
Macca
MES5332A 3,8 kr
MES5400-24 6,36 Kr
MES5400-48 8,84 Kr

CpoK cy»Kbbl

He menee 15 net

V' Tun NUTaHUA YCTPOCTBa onpeaenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUe

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBneHbl N3o0bpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtaTtopbl MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48
BbIMOJIHEHbI B META/I/INYECKOM KOpyce C BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHW BUA nepegHen naHenm yctpocte MES5312 nokasaH Ha pucyHke 1.

TR

P

PucyHok 1 —lMepeaHasa naHenb MES5312

BHewHM BMA nepegHen naHenn ycrponcts MES5316A noKasaH Ha pUCYHKe 2.
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PucyHok 2 — NepeaHAasa naHenb MES5316A

BHewHW Bua nepegHen naHenm yctpoincts MES5324A nokasaH Ha pucyHKe 3.

Aelrex Consale %
E?Mmmu o} o]
i |O (o]

Unkt  QF e -4 o] Ly O

Power ) o (=]
8m~ = | o =] - = [s]
QD o] = A (o]

Qmes A usoena 008 i o= I [ T 16 18 20 E) w2
N PP YN = Y=YV mmT =) Y- NPT = ENY Y-

PucyHok 3 —NepeaHasa naHenb MES5324A

BHewHM BMA nepegHer naHenn ycrponcts MES5332A noKasaH Ha puUCyHKe 4.
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PucyHok 4 — NepeaHAaa naHenb MES5332A

BHewHW Bua nepegHen naHenm yctpoicts MES5400-24 nokasaH Ha pucyHKe 5.
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PucyHok 5 — MNepeagHaa naHenb MES5400-24
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BHewHwnit BMA nepegHen naHenun yctpoiicte MES5400-48 nokasaH Ha pUCyHKe 6.
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PucyHok 6 — lNepeaHaa naHenb MES5400-48

B Tabnmue 10 npuBeneH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpas/ieHus,
PacnoIoXKeHHbIX Ha NepeaHeit NaHeIn KOMMYTaTOPOB.

Tabanuya 10 — OnucaHue pa3beMoB, MHAMKATOPOB M OPraHOB ynpaBaeHWUa nepegHen naHenn MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

dnemeHT nepegHen
Ne 1 OnucaHue
naHenu
Unit ID NHAnKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (BeayLmil/seaombiii).
Fan NHanKkaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.
PyHKLMOHaNbHAA KHOMKa A1A nepesarpy3ku ycTpolicTBa M cbpoca K 3aBog-
CKMM HaCTpoMnKam:
) r - NPU Ha¥XaTUW Ha KHOMKY AAUTENbHOCTbIO meHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOMCTBa;
- NPW HaXaTuM Ha KHOMKY AnuTesnbHOCTbio 6osee 10 ¢ npomcxoauT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
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3 Console

KOHCONbHbIM NOPT ANA NOKANBbHOTO YNpaBieHNa YCTPONCTBOM.
PacnuHoBKa pasbema cieaytowas:

He UCnosb3yeTcs

He 1Ucnosb3yeTcs

RX

GND

GND

TX

He UCnosb3yeTcs

He UCnosb3yeTcs

He 1Ucnosb3yeTcs

Pacnaiika KOHCONbHOrO Kabesa npuseaeHa B NPUIOKeHUn b.

O oONOULD WNPR

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasieHus
YCTPOMCTBOM.

4 (e]0]:}
YnpasneHune ocyLecTBAeTCA N0 CeTU, pa3fe/ibHO C KaHa/lom nepesayn AaH-
HbIX.
[1-12] | MES5312
[1-16] | MES5316A
[1-24] | MES5324A
5 Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[1-32] | MES5332A
[1-24] | MES5400-24
[1-48] | MES5400-48
MES5316A
MES5324A
6 o MES5332A USB-nopr.
MES5400-24
[HG1- MES5400-24
7 CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.
HG6] | MES5400-48

2.4.2 3a0HAa naHenb ycmpolicmea

BHewHWn BWA, 3agHen naHenn KommyTtatopoB MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48 npuseaeH Ha pucyHKax 7-10.

W2V 0E
-+ @ J‘ /—g\
@ T [=
b =|
4=
1 3 4

PucyHok 7 — 3agHaa naHenb MES5312, MES5324A, MES5332A
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PucyHok 9 — 3agHaa naHenb MES5400-24
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PucyHok 10 — 3agHaa naHenb MES5400-48

B Tabnuvue 11 npuBeneH nepeyeHb PasbeMoB, PacrnoOXKEHHbIX Ha 3a4HEN NaHeNM KOMMYTaTo-
pos MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48.

Tabnnua 11 — OnucaHne pa3bemMoB 3afHel naHenn kommyTtatopos MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48.

dNeMeHT 3agHen

Ne OnucanHue
naHenun

1 Knemma 3asemnenns = Knemma gna 3asemneHusa ycTpoicrsa.

2 BeHTMnATOpPbI

3 36.72 V DC PasbeM AN NOAKNIOYEHUA K UCTOYHUKY 3N1EKTPONUTaHMA MOCTOAHHOro
TOKa.
P

4 100-240 V AC 50-60 Hz asbem A8 MOAKMYEHUA K UCTOYHUKY 3/EKTPOMNUTAHMUA NepemMeHHOoro
TOKa.

5 Console KOHCONbHbIM NOPT ANA I0KANbHOrO YNpaBAeHUs YyCTPOWCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasne-
HUA YCTPOMCTBOM.

6 |ooB MES5400-48 ycTpoucTEom
Ynpas/ieHNe OCyLLEeCTBAAETCA NO CETU, Pa3fenbHO C KaHa/loM nepeaauu
[aHHbIX.

7 oL USB-nopT.
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2.4.3 bokoevble naHenu ycmpolicmea

°

]

[o]

PucyHok 12 — /leBas bokoBasa naHesb Ethernet-kommyTtatopoB MES5316A, MES5324A, MES5332A
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PucyHok 13 — flesaa 6okoBas naHenb Ethernet-kommyTtaTopa MES5312
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PucyHok 15 — J/lesaa 6okoBas naHenb Ethernet-kommytatopa MES5400-24
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PucyHok 16 — MNpaBas 6okoBas naHenb Ethernet-kommytatopa MES5400-24

° e ® ®

PucyHok 17 — NpaBas 6okoBas naHenb Ethernet-kommyTtatopa MES5400-48

Ha 6OKOBbIX MaHeNAX yCTPOWCTBA PACro/OKeHbl BEHTUNALMOHHbIE PELLIeTKMN, KOTopble CAyXKaT Ans
oTBOZa Tensia. He 3akpbiBaliTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKET
NPMBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyleHWs B ero paboTte. PekomeHgaumm no
YCTaHOBKe YCTPOMCTBa Pacno/oKeHbl B pasgene «YCTaHOBKa U MOAKAOYEHME Y.,
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2.4.4 Csemoesasa uHOUKayusa

CocTonAHue uHTepdeicos Ethernet nHaAMUMpyeTCA ABYMA CBETOAMOAHBIMWU UHANKaTopamu, LINK/ACT
3e/ieHoro uBeTa U SPEED aHTapHoOro uBeTa. PacnosioxeHne cBeToANOA40B NOKa3aHO Ha pucyHKax 19, 20, 20.

LINK/ACT ~ SPEED

PucyHoK 18 — BHelwHuMIM BUg, pasbema QSFP+
Link@ O Speed
T ol

—

PucyHok 19 — BHelwHKMI BMA, pa3bema SFP/SFP+

LINK/ACT SPEED

PucyHoK 20 — BHewwHuMIA BUg, pasbema RJ-45

Tabnnuya 12 — CeBeToBan MHAMKaLmMA coctosHMAa HG-nopTtos

BbikntoueH BbikntoueH MopT BbIKAOYEH NN COEAUHEHUE HE YCTaHOB/IEHO.
BbikntoueH [opuT nocToAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Feut/c.
FopwuT NOCTOAHHO lopwuT NoCcTOAHHO YcTaHoB/IEHO coeanHeHue Ha ckopocTu 100 Méut/c.
X MwuraHune NpeT nepepava gaHHbIX.

Tabnunua 13 — CeeToBan MHAMKaLMA cocTosHUA XG-NopToB

BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeAUHEHME HE YCTAaHOBJ/IEHO.
BbikntoyeH lFopuT NoCcTOAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Iéut/c.
lopuT nocToAHHO [opuT NnocToAHHO YcTaHoOBIEHO coeanHeHne Ha ckopocTu 10 Méut/c.
X MwuraHue NpeT nepenaya AaHHbIX.
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Tabnuua 14 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-nopTtos 10/100/1000BASE-T (OOB)

CeeyeHue uHOUKamopa CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHOBMEHO coeguHeHune Ha ckopoctu 10 M6éuTt/c
BbikntoyeH lopuT nocToAHHO

nnn 100 Méut/c.

[opuT NocToAHHO [opuT nocToAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1000 MéuTt/c.

X MwuraHune MpeT nepepaya gaHHbIX.

UHankatop Unit ID (1-8) cnyxuT ana obo3HauyeHWss HOMepa YCTpOoMCTBa B cTeKe. CUCTemHble
nHankatopbl (Power, Master, Fan, RPS) cay»at ana onpeaeneHma cocTossiHUA paboTbl y310B KOMMYTAaTOPOB.

Tabnumua 15 — CeeToBaA MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HasBaHue DYyHKUMA @
CoctoAaHMe MHAUKATOpPA CocTosiHMe yCTpOUCTBa
MHAMKKaTopa MHAMKKaTOpa
BbikntoveH MnTaHMe BbIKAOYEHO.
o MuTaHWe BKAOYEHO, HOPMa/bHasA

3eneHbln, rOpUT NOCTOAHHO .

CocTosAHue paboTa ycTpoicTea.

Power WCTOYHWKOB OTcyTCTBME NEPBUYHOIO NUTAHUA

nuTaHuA . OCHOBHOIO UCTOYHMKA (NpY NUTaHUK

OpaHrKeBbli o
YCTPOICTBa OT Pe3epBHOro MCTOYHMKA)
WX aBapUA OCHOBHOTO MCTOYHMKA.

Mpu3Hak . YCTPOWMCTBO ABAAETCA K MACTEPOM»
3eneHblii, ropuT NOCTOAHHO cTexa

Be ero .

Master ,qyu.i <

yCTpOMCTBa Npu YCTPOMCTBO He ABAAETCA «MacTepoOM»
BbikntoueH

paboTe B cTeKe B CTEKe.

CocTosiHMe 3eneHblii, ropuT NOCTOAHHO Bce BEHTMAATOPbLI UCMIPABHbI.

Fan BEHTUAATOpPA . OTKa3 oaHoro uau bonee

KpacHbIN, ropnT NOCTOAHHO

oxnaxaeHusa BEHTU/IATOPOB.

. Pe3epBHbIN UCTOYHUK NOAK/OYEH U

3eneHbln, rOpUT NOCTOAHHO

Pexum paboTbl paboTaeT HopmasibHO.

RPS pesepBHOro OTcyTCTBME NEPBUYHOIO NUTAHUA
MUCTOYHMKA KpacHbli1, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHuA HEeUCNpPaBHOCTb.

BbIkntoueH Pe3epBHbI UCTOYHUK HE NOAK/OYEH.

2.5 KomnnaeKTt noctaBku

B 6a30BbIli KOMMNAEKT NOCTaBKU BXO4AT:

— Ethernet-kommyTaTop;

— KomnnekT Kpenexa B CTOMKY;
— [TamAaTKa 0 AOKYMeHTaumu;
— CepTuduKaT COOTBETCTBUSA;
— MNacnopr.

Mo 3aKa3y NoKynatenAa B KOMNNEKT MNOCTaBKM ONULMOHA/IbHO MOTYT ObITb BKHOYEHDI:

— PykosoacTBO No aKkcnayataumn Ha CD-aucke;

—  KoHCOoNbHbIN Kabenb;

—  Moaynb nutaHua PM160-220/12;

26 Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

—  Mogaynb nutaHua PM350-220/12;

— LlUHyp nuTaHusa EBposunka-Cl3, 1.8m (B cnyyae Komnaektaumm mogynem nutaHus PM160-
220/12 nan PM350-220/12);

— Moaynb nutaHma PM100-48/12;

— Moaynb nutaHma PM160-48/12;

— Moaynb nutaHma PM350-48/12;

— lUHyp nuTtaHua MBC 2x1.5, 2m (B cnyyae KomnaeKkTauuu moaynem nuTaHus PM100-48/12,
PM160-48/12 nnn PM350-48/12);

—  SFP/SFP+ TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JIEHMA KPOHLUTEMHOB K KOPMYCY YCTPOMCTBA. Ha KpOHLWTENHAX PacNO/IOXKEHbI LECTb KPENEKHbIX OTBEPCTUN
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto

n asepuei cepepHoro wKada (pucyHkn 20, 21). Jns yCTaHOBKM KPOHLWTENHOB BbibepUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PuUcyHOK 22 — BapuaHT KpenaeHusa KpoHLWwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[nAa yCTaHOBKM YCTPOCTBA B CTOMKY:

1. TpunoxRnTe YCTPOICTBO K BEPTMKANbHBIM HanpaBASAOLWMUM CTONKMU.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITEMNHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HaNpasAAOLWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaCcno/iarasocb ropn3oHTasbHO.

3. C nomoLbto OTBEPTKMU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

aad

\\Wﬁﬁﬁﬁﬁﬁﬁ

PucyHoK 23 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHKke 24 npusegeH npumep pasmeLleHns KommyTtatopos MES5312 B cToitke.

o MES-5312 N1 o
(o] KabenbHblii opraHaiisep o
o] MES-5312 N2 o
o KabenbHblit opraHaiisep o]
o| MES-5312 N3 o
o KabenbHbiii opraHansep o
o] MES-5312 N4 o
o KabenbHbiit opraHaiizep o
o] MES-5312 N5 °
o KabenbHblii opraHaiisep o

PucyHok 24 — PasameweHne kommyTtatopoB MES5312 B cToike

q He 3aKpbiBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
4 o

L. 3aAHel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo M3bexkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa M HapyLweHua ero paboTbl.
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3.3 YcraHOBKa mogynen NUTaHUA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MOAYNEN MUTAHWUA C SNEKTPUYECKOM TOYKM 3PeHUA pPaBHOLEHHbI. C TOYKM
3pEHUA UCNOJIb30BAHMA YCTPOUCTBA, MOAY/1b MUTaHMA, HaXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, OGCﬂy)KVIBaHVIEM unsgenna, peMOHTOM U ApPyrmmn aHaaorM4Hbimum AEﬁCTBMﬂMM oT-
ol Knw4yuTte nigenne ot scex UCTOYHUKOB NUTaHUA.

PucyHok 25 — YcTaHoBKa moaynen nnutaHma

CocToAHMe Moaynei MUTaHWUA MOXKET 6biTb MPOBEPEHO MO WMHAMKALUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHON 4epe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKA3oM moAayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. Mpeae 4em K yCTpOMCTBY OyAeT MoAKAOYEHA NUTAOWAn CeTb, HEOOXOAUMO 33a3EMINTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3eM/IALOLLLENO NPOBOAA A0XKHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

’ MoaknoueHUe A0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-

30 Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48



HELTEX

® ® —

2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY NMOPTY KOMMYTaTOpa, 3TO 060pyA0BaHME TaKKe AOMKHO ObITb HAZLEXKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NMEPEMEHHOTO TOKA IMBO0 OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUN CETU NEPEMEHHOrO TOKAa cneayeT UCNob30BaTb Kabenb, BXOAAWMI B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU MOCTOAHHONO TOKAa UCMOAb3YITEe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3amMblKaHUA NpU NOAK/NIO4YEeHUU K CeTU NOCTOAH-
HOro TOKa peKomeHAayeTca Nnpon3sectu 3a41UCTKy nposoaa Ha A/IUHY 9 mm.

Llenb nUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa coaeprKaTtb yCTpOVICTBO OTK/ZIIO4YEeHUA NUTaHUA C
¢M3M‘-IECKMM pa3sbvegnHeHuem coegnHeHuA (BbIK.ﬂIO‘-IaTeﬂb, pa3bem, KOHTAKTOp, aBTOMATU-

YyecKuii BbIKNloYaTenb U T.0.).

4. BkK/OYMTE NUTAHME YCTPOMCTBA U ybeauTechb B OTCYTCTBUM aBapwUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK M nNpu

BKJIIOYEHHOM YCTPOMCTBE.

1. BcraBbTe BepxHuin SFP-moay /b B CIOT OTKPbITOM YacTbio pa3sbema BHU3, @ HUXKHUIA SFP-mo-
OY/Nb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 26 —YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl yCabIWwWnTe xapaKTepruZ LLLeYOoK.

PucyHok 27 —YcTtaHosneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 28 — OTKpbITHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 29 — U3BneyeHne SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMyNAUNN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBa Nepes 3arpy3Koit UCNOTHAEMOM NPorpammbl B onepaTMBHYO namaTs (03Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa gBe CekyHAbl Noc/ie 3aBeplueHns npoueaypbl POST HauMHaeTcs aBTo3arpy3Ka NporpammHoOro
obecneyeHnsa KommyTaTopa. [1A BbINOAHEHMS CheuManbHbIX NpoLeayp UCMoAb3yeTca meHto Startup,
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BOMTM B KOTOpPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KomMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica

KOMaHAHoM cTpoku CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [nsa 6bICTPOro Bbi30Ba CNPAaBKM 0 A0CTYMHbIX KOMaHAaX UCMONb3yiTe KOM6MHALMIO KNaBULL

<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy304yHOE MeHIo ciedyeT NMOAK/IUYMTLCA K YCTPOUCTBY Yepes uHTepdenc RS-232,

nepesarpysntb YCTPOICTBO M B TEYEHME ABYX CEKYHA Nocne 3aBepueHna npoueaypbl POST HaxkaTb «ESC»
mnn «ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvé6 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabanua 16 — PyHKUMK MHTepdeiica 3arpy304HOro MeHI0

®DyHKYuUA OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3sa cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKN.
Boot password YCcTaHOBUTL/YAanUTb Naposb Ha bootrom.
Password Recovery Procedure COpocuTb HaCTPOMKN ayTEHTUPUKALUN.
Back MpoaoMKUTL 3arpysKy.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTtatopbl MES5312, MES5316A, MES5324A, MES5332A 1 MES5400-24, MES5400-48 paboTatot
B PEXKMME CTEKMPOBAHMSA.

CteKk OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e Mogenn’, uMeroLwmx caeayoLme poan, onpeaenaemble nx NopagKkosbimm Homepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NpouCXoauT ynpaB/ieHne BCEMU YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, NoaumnHaAmweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpasBAAlOLWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
bYHKLMN YyNpaBAEHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nog4ymHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKkTHOM paboTbl cTeka Heobxogum xoTa 6bl O4UH IOHUT C ponbio master  oguH
IOHUT ¢ ponbio backup.

.‘

/’- UHTepdeiicbl B pexxume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

B pe)ume CTEKMPOBAHUA ANA CUHXPOHM3auMn KommyTatopbl MES5312, MES5316A, MES5324A,
MES5332A ncnonb3sytot XG-nopTbl, a KommyTaTtopbl MES5400-24, MES5400-48 ncnonb3ytoT HG-nopTol. Mpwu
9TOM YKasaHHble MOpPTbl He Yy4yacTBYlOT B nepefaye AaHHbIX. BO3MOXKHbI ABe TONOAOMMMK
CUHXPOHU3MPYIOLLMXCA YCTPOMCTB — KO/bLieBas U IMHelMHasA. PeKomeHAyeTca MCMNOo/1b30BaTb KOJbLEBYIO
TONONOTNIO AN1A NOBbILEHNA 0TKAa30yCTOMUYMBOCTU CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTepPOM, BCe NOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKM UMeeT cneaytowmin Bua;:
console (confiqg) #

Tabnuua 17 — ba3oBble KOMaHAbI

Komanda 3HayeHue/3HayeHue eiicmeue
no ymoa4YaHuro
stack configuration links te HasHavaeT nHTepdeiicobl s CUHXPOHM3aUMM paboTbl KOMMYyTa-
te_port ) TOpa B CTeKe.
stack configuration unit-id - HasHauaeT Homep ycTpoicTBa «unit-id» NOKaNbHOMY YCTPOCTBY
unit_id u:l:i—o';;(ult'f’ (Ha KOoTOpOM BbINOAHEHA KOMaHAa). CMeHa Homepa yCTPoiCTBa
npov3onaET nocne nepesarpy3knm KOMMyTaTopa.
no stack configuration YaaneHue HacTpoek cTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.

! Peanusaumsa B ycrpoitcteax MES5400-24, MES5400-48 3annaHuposaHa B 4Q22.
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[pumep

=  Ob6beanHUTb B CTeK ABa KommyTaTtopa MES5312. HasHauMTb BTOPbIM FOHUTOM, UCMO/1b30BATb UH-

Tepdelicbl tel-2 B KaUecTBe CTEKUPYIOLLUX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console#

Tabnunua 18 — basoBble KOMaHAbl, 4OCTYMNHblE B pexxume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show stack

OTobparkaeT MHGopMaL Mo 06 YCTPOMCTBAX, BXOAALWMX B CTEK.

show stack configuration

OTobparkaeT MHPOPMALMIO O CTEKMPYIOLLUX MHTEpdencax oHK-
TOB B CTEKe.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMALMKN O CTEKMPYHOLLMX WH-
Tepdelicax.

" [lpumep Mcnoab3oBaHUA KoMaHAbl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 40G tel/0/2

2 te2/0/2 tel/0/1 40G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM

ol CTeke.

4.5 Hacrtpoiika pyHKLUMIA KOMMmyTaTOpa

®YHKUMM NO HaYyaIbHOMY KOHPUTYPUPOBAHUIO YCTPOMCTBA MOXKHO pasfaevnTb Ha ABa Tvna.

— ba3oBas HacTpoiKa — BK/toYaeT B ceba onpeaeneHne 6a3oBbix GyHKUUIA KOHOUIYypaLmn 1

HaCTPOWKY AMHaMMUYecKkux IP-agpecos.

— Hactpoiika napameTpoB cucTemMbl 6e30MacHOCTM — BK/KOYaeT ynpasBiaeHWe CUCTemMol
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHEHHbIe AaHHble 6yayT yTepAHbl. ONA coxpaHe-
HUA N10ObIX BHECEHHbIX U3MEHEHUW B HAaCTPOMKY KOMMYTaToOpa UCNONb3YyeTca Caeaylowan

KOmMaHAa:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[Ona Hayana KOHPUIrypaLUmMmM ycTpoicTBa HEO6X0AMMO NOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY Yepe3
nocnefoBaTe/IbHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYAALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKMIOYEHNA K YCTPOICTBY YAaNIEHHO.

ba3oBan HacTPOMKA BKAOYAET cneayiollee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokoaa SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
- JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposb BBOAUTCA Npu BXOoAe B CUCTeEMYy BO BpemA CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V YpoBeHb npuBuaeruii 1 paspewaeT A0CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoiKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHa, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» v cosgaHuna nonb3osaTtens
«operator» c naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wist03a 1o yMOA4YaHU

[nAa BO3MOXKHOCTU ynpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXxoaMMO HasHauuTb ycTponctsy IP-
afpec, MacKy nNoaceTu U, B Cy4ae ynpaBieHUA U3 APYroW CeTH, W3 N0 ymonvaHuto. IP-agpec MOXHO
Ha3HauuTb Ntobomy uHTepdeicy — VLAN, ¢usmyeckomy nopTy, rpynne MNopToB (MO yMOAYAHMIO Ha
nHTepdelice VLAN 1 HasHayeH IP-aapec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagneXxKatb K TON e NoaceT, 4To U oauH u3 IP-nHTepdeincos ycTpoicTaa.

V B cayuyae ecnu IP-agpec HacTpauBaeTca gna uHTepdeica pusnyeckoro nopTa Uam rpynnbl

; nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOi41 OH NpuHagaexan.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom MHTepdeice cTaTUUecKku
uam no DHCP He co3gaH apyroii IP-agpec.

V Mpu yaanenunu Bcex IP-agpecoB KommyTaTopa A0CTYyN K Hemy byaeT ocyuwectBaaTbca no IP-
aapecy 192.168.1.239/24.
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=  [lpumep KomaHa HacTponku IP-agpeca ans nHtepdeiica VLAN 1.

MapameTpbl MHTEpPdelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[Ona Toro 4tobbl yoeantbes, Yto agpec bbil HazHavyeH uHTepdelicy, BBeauTe KoMmaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca moxeT ucnonb3oBaTbcA npotokon DHCP, B cnyyae ecan B cetn
npucytcteyeT cepep DHCP. IP-aapec oT cepsepa DHCP moxHo nosiyyats Yepes ntoboin nHtepdeiic — VLAN,
$u3nYecKkmnii nopT, rpynny NopToB.

V Mo ymonuaHuio DHCP-KAKeHT BKAtOYEH Ha uHTepdeiice VLAN 1.

Mpumep HaCTPOMKM, NpeagHa3HaYeHHON ANA NoAyYeHUs anHammyeckoro IP-agpeca ot DHCP-cepsepa
Ha uHTepdelice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl y6eanTbea, 4To agpec bbin HasHayeH MHTepdEeNCy, BBeAUTEe KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosa SNMP 0aa docmyna k ycmpolicmsy

YCTPOWUCTBO COAEPKMT BCTPOEHHbIM areHT SNMP 1 noaaepsunsaeT sepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepkusaet Habop cTaHAAPTHbIX NepemeHHbIx MIB.

[Nna BO3MOMKHOCTM aAMUHUCTPUPOBAHMA YCTPOICTBA NOCPeACTBOM NpoToKkoia SNMP Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobliectea. KoMmMyTaTopbl MOAAEPKMBAOT TPU TUMA CTPOK coobLiecTsa:
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— ro-—onpegendaet OCTYMN TO/IbKO Ha YTEeHUE;
— rw-—onpegenaet 4OCTyN HA YTEHWE M 3anuCb;
— su-—onpegensaet goctyn SNMP-agmuHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCMo/b30BaHUE CTPOK coobulectBa public — ¢ goctynom ToNbKO Ans
yTeHMA obbekToB MIB U private — ¢ foCTynom Ha 4YTeHuMe U nameHeHue obvektoB MIB. [na Kaxaoro
coobuiecTBa MOXKHO 3a4aTb IP-agpec cTaHUMK ynpasaeHus.

Mpumep co3gaHua coobulecTBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTtaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3gaHHbIX CTPOK cooblecTBa 1 HacTpoek SNMP ncnosib3yetca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempoe cucmemsl be3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCs MexaHuam AAA  (ayTeHTUdUKaLms,
aBTOpM3aums, yyeT). Ans wnudpoBaHMA AaHHBIX UCMOb3YeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — CONOCTaBAEHME 3anpoca CyLLecTBYHOLWEN YYETHOMU
3anucu B cucteme 6€30MacHOCTH.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 39



HELTEX

— Authorization (aBTopM3aLMsA, NPOBEPKa YPOBHA A0CTyNa) — COMNOCTaB/IeHNE YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpesesiEéHHbIX MOJHOMOYUIA.
— Accounting (y4€T) — cnexeHue 3a noTpebieHremM pecypcoB No/b30BaTe/IeM.

Mpy NCNoNb30BaHMM HACTPOEK YCTPOMCTBA MO YMOSYaHMIO MMS Nosab3oBaTens — admin, naponb —
admin. MNaponb HasHayaeTcsa nonb3oBaTeseM. B cnyyae ecnm naposib yTpayeH, MOXKHO MepesarpysuTb
YCTPOWMCTBO U Yepes CepuiHbIN MOpPT NpepBaTb 3arpysKy, HaxKas Knasuwy <Esc> nau <Enter> B TeyeHue
nepBbIX ABYX CEKYHZ Mnoc/sie nosBaeHusa coobueHnn aBTo3arpysku. OTKpoeTca MeHto Startup, B KOTOpom
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3osatenb no ymonuyauuio (admin/admin) cywecteyer Ao Tex nop, Noka He co3AaH to-
60i1 ppyroii nonb3osBaTenb C ypoBHeM npusunerui 15.
V' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTesneit ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocyww,ecTBAATLCA NOA Nosb3oBaTenem no ymondanuto (admin/admin).

[na obecneveHuns nepBoHaYa bHON 6€30MacHOCTM Naposib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (noakntoyeHme Yyepes cepuinHbIin NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBET Ha NpuraaweHne BBECTU Napo/ib BO BPEMA PErUCTPALMKN B YCTPOMCTBE Yepes ceaHC KOHCOAM
BBEAUTE Napo/b — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet
console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npurnaweHne BBECTU Mapo/ib BO BpEMA perncrpaumm B ycTpoinctee Yepes ceaHc Telnet
BBeAUTe naponb — telnet.
4.5.2.3 YcmaHoska napons 011 SSH

aaa authentication login default line
aaa authentication enable default line

console (config) #

console (config) #

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password ssh
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B oTBeT Ha nmpuraaleHne BBECTM Mapo/b BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yoobcTea akcnayaTalmMmn yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobuleHne, coaeprkaliee ntobyto
nHdopmaumio. Hanpmmep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexXum AOCTyNeH cpasy nocne ycnewHon 3arpy3skm KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
¢burypauum, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perrMm OCyLLECTBAAETCA U3 pexmnma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 19 — basoBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETMPOBAHHDBIN PEXMUM (€CN 3HAYEeHne
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBoYHoOW MHPopmaummn o paboTe UHTepdelica Ko-

i MaHAHOW CTPOKM

show history ) MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEl TepMUHa/b-

HOW ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHZ,
08 TEeKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNpaBKM NO CTPAHMLAM OCYLLECTBASETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKU UMEET cneayioLLmin Bua;.:
console#

Tabnunua 20 — basoBble KoMaHAbl, 4OCTYMNHble B pexkume Privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro

priv: (1,7, 15)/1 KOMaHgHoro pexuma (Privileged EXEC).

disable [priv]

configure[terminal] - MepeinTn B pexxum KoHPUrypawumm.

MepeiTn B peXXnm OTNaLKM.

debug-mode -

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #
console (config-line) #

Tabnnua 21 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUTypaLumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 noboro pexkmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmu komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KoMaHgHoro ypoBHa (EXEC) 3 noboro pe-
i KMMa KOHOUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 22 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnMe KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMTL BbIBOJ, Ha IKPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line)#

Tabnnua 23 — basoBble KOMaHAbI, OCTYMHbIE B PeXXMMe KOHOUTypaLmMm TepMUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKAtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHNt N03BONAET YMEHbLWUTL 06bem 0TO6parkaembiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs

AO6aBMTb B KOHel, KOMaH,CI,HOﬁ CTPOKU CUMBOA
nepevYncneHHbIX B Taﬁnmu,e.

II|II

M MCMNOMb30BaTb OAHY M3 onuuii GUAbTPaLMM,

Tabnunua 24 — KomaHabl perkmnma rnobanbHom KoHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memoo

Aelicmeue

begin pattern

include pattern
exclude pattern

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAWT BCE CTPOKM, He cogepsKalume wabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 25 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbop KOMaHA, eC/IM HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaNMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 26 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
word: (1..32) cumsonos

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdUrypaumm nHtepoeinca:

console (config-if) #

Tabnuua 27 — KomaHabl pexruma KoHpurypauum nHrtepdeica

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro trace word

word: (1..32) cumsonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaANAHOCTb.

macro description word

no macro description

word: (1..160)
CUMBOJI0B

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpoKy-4ecKkpmnTop.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 45




HELTEX

5.4 KomaHpbl ynpasaeHus cuctemoi

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 28 — KomaHabl ynpasaeHus cuctemomn B pexkmme EXEC

KomaHda

3HayeHue/3HayeHue no
YMOYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoNOB;
size: (64..1518)/64 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y3/1y ceTW, a TaKKe ONA KOHTpoAnA
nocrtynatowux oteetos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BaWT B NakeTe;
- count — KONNYECTBO NaKeTOB ANA nepesayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny CceTH, a TaKxe A4/1A KOHTpoAA
nocrynatowmx otsetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTw;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYeCTBO MaKeToB ANA Nnepesayn;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
tt/] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpeaeneHne mapwpyTta TpadurKa 40 y3na Ha3HAYEeHus.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOEe MMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;
- count — KOJMYECTBO MOMbITOK MepeAayn MaKkeTa Ha Kaxkaom
yyacTke;
- timeout — Bpema 0XnAaHWA O0TBETa Ha 3anpoc;
- IP_address — |P-agpec MHTepdeiica KommyTaTopa, MCNob3ye-
MbIV AN1A Nepesayn NakeTos;
V OnucaHue oWKNB0K NPK BbINO/IHEHUU KOMaHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

TaToB npuBegeHo B Tabamuax 30, 31.

OnpeaeneHne mapwpyTa TpadurKa 40 y3na Ha3HAYEeHUs.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe MMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KO/IMYECTBO MOMbITOK Mepesayn Naketa Ha KarKaom
yyacTke;
- timeout — Bpema 0XXnAaHWA 0TBeTa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTopa, UCNoJib3ye-
MbIi1 AN Nepeaayn NakeTos.

V OnucaHue oWNB60K NPU BbINOHEHUN KOMAHA, U pe3yb-

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/23

TaToB npuBeaeHo B Tabaunuax 30, 31.
OTkpbiTve TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomMy paboTaeT ciyk6ba Telnet;
- keyword — KntoyeBoe cnoBo.
OnucaHue cneuuanbHbiXx KomaHg Telnet u KaloueBbIx
V cnoB npuBeaeHo B Tabaunuax 32, 33.

46

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;

OTKpbITME SSH-ceccumn gns y3na cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOE UMA y31a ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
- keyword — knto4eBoe cnoBo.

V OnucaHue KAueBbIX C/10B NpuBeaeHo B Tabauye 33.

resume [connection]

connection:
(1..5)/nocnegHss
YCTaHOB/IEHHAA ceccua

MepekntoyeHne Ha apyryto ycTaHosaeHHyo Telnet-ceccuto.
- connection — HoMmep ycTaHOB/IEHHOM telnet-ceccum.

show users [accounts]

OTobparkeHne WHOOPMaLMM O MONb30BATENAX, WUCMOJb3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOopMaLMKM 06 OTKPBITBIX CECCUAX K YAANEHHbIM
yCTpPOMCTBaM.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system id [unit unit]

OTobparkeHne cepuinHOro HoMepa yCTPOKCTBa.

unit: (1..8)/- . o
- Unit — Homep yCTPOICTBA B CTEKeE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CMCTEI}‘AHOVI MHPOPMaLUKM KoMMmyTaTopa.
- Unit — Homep yCTPOICTBA B CTEKE.
show system fans [unit unit] unit: (1..8)/- OtobparkeHne MHGOPMALMM O COCTOSHUN BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKeE.
show system power-supply - OTobparkeHne MHGOPMALLMM O COCTOSHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobparkeHne nHbopmaLMn TemMnepaTypHbIX 4aTYMKOB.
show version OTobparkeHune TekyLell BepCUm CUCTEMHOIO MPOrpaMmMHOro obec-
i neyeHuna yCcTpomcTaa.
show hardware version - OTobparkaeT MHdbopmaumio 06 annapaTHOW BEPCUM NAaTbl
show system router OTobparkeHne pazmepa 1 3aHATOCTM annapaTHbIX TabauL, ycTpon-
resources cTBa (MapLupyTM3aumn, cocesei, MHTepdencos).
show system tcam utilization OTtobparkeHne 3arpysku pecypcos namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- afpecyemasn NamaTb).

- unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTO6pakeHne ypoBHA 3arpy3ky pecypcos LEeHTPasIbHOro npowec-
COpa KOMMYTaTOpPa A4/18 KaXA0ro CUCTEMHOIO npovecca.
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show tech-support [config | OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
memory] HaYyaNbHOM AMArHOCTUKKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e  show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

KomaHpa «show sessions» 0T06pa)KHET BCe yAaJieHHble CcOoeAUHEHUA TOJIbKO U3 TEKyLI.I,EI‘a
rad ceccuu. [laHHaA KOMaHAA UCNOb3yeTcA Cneayowmum 06pa30M:

1. BbINONAHUTbL NOAKNIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTtopa C
nomoubto Telnet nnm SSH;

2. BepHyTbca B pPOAMUTENbCKYID ceccuio (Ha KommyTtaTop). ANa 3TOro Ha)KaTb
KOMbOUuHauuio Knasuw <Ctrl+Shift+6>, oTnyctTuTb M HaxaTb <x> (MKc).
MpousoiiaéT nepexos B pOAUTENBCKYIO CECCUIO;

3. BbINoAHUTb KOMaHAY «show sessions». B Tabnuue f0MXKHbI NPUCYTCTBOBaTb BCe
ucxopgsduime coeguHeHUn B TeKyL el ceccum;

4. [Ana Toro utobbl BEPHYTbCA K CECCUM YAaNEéHHOro yCTpoiicTBa, Heobxoaumo
BbINONHUTb KOMaHAQy «resume N», rae N — Homep coeauMHeHUA U3 BbiBOAA
KomaHAabl «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 29 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

reload [unit unit_id]

KomaHaa cny»KuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- L o
- unit_id — Homep yCTPOICTBa B CTEKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKA BPEMEHM, Yepe3 KOTOpbI npousonaeT
OT/I0XKeHHanA nepesarpysKka ycTponcTaa.

reload at hh:mm

hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpyskun ycTpoicTea.

reload cancel

- OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

YcTaHoBKa napos Ha bootrom.

no boot password

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM PecypcoB LieH-
TpanbHOro Npoteccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaEeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX MPOLLECCOPOM MO TUMY TpaduKa.

show cpu thresholds

- OTobparkeHne cn1cka HacTpoeHHbIX noporos aas CPU.

show memory thresholds

- OTobparkeHne cNMcKa HacTPOEHHbIX Noporos aas RAM.

show sensor thresholds

- OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

- OTobparkeHne cn1cka Noporos A5 pas3fenioB YyCTPOUCTB.

= [lpumep UCNONb30BaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form ,
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x  *

30 hops max, 18 byte packets

Ta6nmu,a 30 — OnucaHune pe3ynbTaToB BbINO/HEHMA KOMaHAbI traceroute

lMone OnucaHue

1 MopaaKoBbI HOMEP MapLLPYTM3aTopa B MYTH K YKasaHHOMY Y37y CeTu.

gateway.eltex CeTeBOE MMS 3TOrO MapLipyTM3aTopa.

192.168.1.101 IP-agpec 3Toro mapLpyTtusatopa.

Bpems, 3a KOTopoe nakeT 6bin NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs

0 msec 0 msec 0 msec .
ONA KaXKA0W NONbITKM Nepesayn nakeTa.

Mpu BbINOAHEHUWN KOMaHAbI traceroute MOryT NPOU30MNTM OLIMBKM, onncaHue olMbOoK NpuseaeHo B
Tabaunue 31.

Tabamua 31 — OWKMBKM NpU BbINOJHEHUM KOMaHAb! traceroute

Cumeon owubKu OnucaHue

* Talim-ayT Npu NonbITKe Nepesaym naketa.

? HewnsBecTHbIM TUM NaKeTa.
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A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMM UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.

H Y3en cety HeJOCTynNeH.

N CeTb HegoCTyMHa.

P MpoTOKON HeaoCTyNeH.

Q NCTOYHMK noaasneH.

R WcTekno Bpemsa noBTOpHOM cbopKM pparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocCTyneH.

MporpammHoe obec

neyeHune Telnet KOMMYTATOpPOB MnoggdepXumnBaet cneumaabHble KOMaHAObl —

(I)YHKLI,MM KOHTPO/IA TepMKuHana. [nAa Bxoga B pexum cneumnasbHbIX KOMaH4 BO Bpems aKkTMBHOM Telnet-

CeCccUMm UCnonb3yeTca Komb

WMHauua Knasuw <Ctrl+shift+6>.

Tabnuua 32 — CneumanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHue Bbisoga (AO).
ANt Mepepnatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepeaatb no telnet ctupanue cTpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabauua 33 — KntoueBble c10Ba, UCNOJIb3yemble NPy oTKPbITUK Telnet- n SSH-ceccuii

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BblBOA, BCex COObLEHMI NporpammHoro obecneyerun Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatenbHoctei Telnet. MoTokoBoe coeanHeHMe He obpabaTtbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He fB-
nawowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnuua 34 — KomaHapl ynpaBaeHMa CUCTEMOM B perknme rnobanbHoM KoHburypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHUE MO YMOHAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOro NpoLeccopa KOMMyTaTopa A1A KaK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO -

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBnMBaeT 3HayeHUe pps MO YMONYAHUIO ANA onpeaeneH-
Horo Tpaduka.

syn);

pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MApPONA 4Yepe3 3arpy3oyHoOEe MeHHo
Jenabled «password recovery procedure» ¢ COXpaHeEHUEM KOHUrypaLumu.
no service password-recovery enable Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo
«password recovery procedure» c yaaneHMem KoHOUrypauuu.

link-flap prevention enable Jenabled BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable enable OTKNOUUTL NpepoTepaLLeHme GaannuHra 1MHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHMeE TeKyLLei KoHbUrypaLmu.
mirror-configuration
system router resources ip_entries: YcTaHOBKa pasmepa Tabaumubl MapLupyTmM3aumu.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries iom_entries | (32..8048)/1024;
ipmvé6-entries ipmv6_entries | ipm_entries:

policy-ip-entries
ip_policy_routing_entries |
policy-ipv6-entries
ipv6_policy_routing_entries |
vlan-mapping-entries
vlan_mapping_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512;
ip_policy_routing_entri
es: (0..128)/64;
ipv6_policy_routing_en
tries:(0..128)/64;
vlan_mapping_entries:
(0..16272)/0
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NPoOn3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpysku CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3T0OT MHTEpBan byaeT cpaBHMBATLCA C NMOPOrOBbIM;

- relation — oTHoweHWe mexay 3arpy3koi CPU n noporosbim 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHuns nopora nocne cpabatbiBaHuUs;

- Severity — ypOBeHb BaXHOCTM TPanoB A1a 3TOro nopora;

- notify — BK/ItoYaeT/oTKAOUaET OTNPABKY Tpanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — BK/lo4aeT/oTkNOUAET OTNPABKY TPAnos o BOC-
CTaHOBNEHMM Mopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obbema ceobogHOM namatv RAM.

- index — NPOU3BONbLHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom cBOH6OAHOM NaMATU U
NoporoBbiM 3HaYEHNEM, Heobxoanmoe ana cpabaTtbiBaHMA MO-
pora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NleHnA nopora nocse cpabatbiBaHUA;

- severity — ypOBEHb BaXXHOCTM TPANoB A/A 3TOro Nopora;

- notify — BK/louaeT/oTKAOYaET OTNPaBKy TPanos o cpabaTbiBa-
HUM Nopora;

- recovery-notify — Bk/l0YaeT/OTKIOYaEeT OTNPaBKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTb NOPOr ¢ 3a4aHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb NoOpor ANA AaTYMKa CKOPOCTU BpaLLeHMA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA BEHTUAATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeXAY CKOPOCTbIO BpaLLEeHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe s cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb BaXXHOCTM TPaNoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IO4aEeT OTNPaBKy TPanos o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BKto4YaeT/oTKOUaeT OTNPaBKy TPanos O BOC-
CTaHOBNEHMM nopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha toHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor AN AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TEPMOAATYMNKA;

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAUTCA TePMOAATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — OTHOLEHWE MeXKay TemMMnepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ansa cpabaTbiBaHMA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHus nopora nocne cpabaTbiBaHuUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB 4/14 3TOro Nopora;

- notify — BK/loYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKkntouYaeT/oTKOUaET OTNPaBKY TPanos o BOC-
CTaHOB/IEHMM Nopora.

YAanuTb nopor ¢ 3a4aHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoweHMe mexay ob6bema cBOH6OAHOM NaMATK U Mo-
pPOroBbiM 3HaYeHnem, Heobxoanmoe a1 cpabaTtbiBaHWA NOPOra;
- value — 3HayeHwWe nNopora;

- flap_interval — 3HauyeHue, onpeaensaoL,ee MOMEHT BOCCTAHOB-
NeHusA nopora nocne cpabatbiBaHus;

- severity — ypOBEHb BaXXHOCTM TPANoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IKO4aET OTNPABKY TPanos o cpabaTbiBa-
HUK Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOC-
CTAHOBNEHMM Mopora.

Y4anunTb NOPOr € 3alaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuuun KommyTaTopa Ha HaxaTue KHOMKu F.

- enable — npu Ha)aTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NnpoucxoauT nepesarpyska yCTPOMCTBa; NPU HaXKaTUKM Ha KHOMKY
anutenbHocTtbio 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea Ao
3aBOACKOM KOHOUrypaumm;

- disable — He pearupoBaTb (0TK/OYEHa);

- reset-only — TonbKo nepesarpyska.

5.5 KomaHAbl 4N1A HAaCTPOMKM NapameTPoB ANA 3a4aHUA Naponei

,ﬂ,aHHblﬁ KOMMN/1EKC KOMaHA npegHa3sHayvyeH AnAa 3aaaHunA MWHWUMaA/IbHOM CNOXHOCTU naponaA, a Takxe

AnAa 3agaHnAa BpemMeHun ,D,EVICTBMH naponAa.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUIypaumum MMeeT Cieayowmnii Bua;

console (config) #

Tabnuua 35 — KomaHabl ynpaBaeHma cMCTEMOM B pexkmume rnobanbHON KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 gHeit

3agaeT BpemMaA XU3HKU naposieit. Mo UcTeyeHMM 3a4aHHOTO CPOKa
6yAeT NpeasioKeHO CMEHUTb Naposib. 3HaueHne 0 roBOPUT O TOM,
YTO BPEMS ¥KU3HW NApO/iei He 3a4aHo0.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

passwords complexity enable

no passwords complexity
enable

—/BbIK/IIOYEHO

Bk/itoyaeT orpaHuyeHve Ha bopmart napons.

BbIK/tOYaeT orpaHuyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/toYaeT orpaHuyeHuWe, 3ajatoliee MUHUMANAbHOE KOJ/IMYECTBO
KN1acCOB CMMBOJIOB (CTPOYHble BYKBbI, 3arnaBHble ByKBbl, UUdPbLI,
CMMBO/bI).

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaet orpaHu4YeHne Ha MMHUMaNbHYO AIMHY NApPONA.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BkntouaeT orpaHuyeHue, 3agalroliee MaKCMMasbHOE KOJINMYeCcTBO
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO10B B HOBOM Mapone.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

passwords complexity
not-current

-/enabled

3anpewaeT NpM CMeHe Mapo/is UCMO/b30BaTbh B KayecTBe HOBOMO
CTapbli.
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no passwords complexity PaspeLluaeT ©cnosib30BaThb CTapblii Naposib NPU CMEHE.
not-current
passwords complexity 3anpeLaeT UCMNONb30BaTh B Ka4eCcTBe Napo/sa UMA Nob3oBaTeNs.
not-username

- -/enabled
no passwords complexity Pa3speluaeT MCNONb30BaTh B Ka4ecTBe Napo/ia MMA Noib30BaTe N .

not-username

Tabnunua 36 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4YaHuro

KomaHoa

show passwords configuration - OT06parkaeT MHGopmaLuo 06 orpaHUYEHUAX Ha NAapPOU.

5.6 Pabora c panamm

5.6.1 OnucaHue apeaymeHmos KOMaHO
Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH, BbICTYNaloT ajpeca
URL — onpepenutennM MecTOHaxoMaeHua pecypca. OnucaHuWe KA4YeBbIX C/I0B, WCMONAb3yeMbIX B

onepauusx, npMeeaeHo B Tabauue 37.

Tabnumua 37 — CNMCOK K/HOYEBbIX CI0B U UX ONUCaHKUE

Knrouesoe cnoeo OnucaHue

McxoaHbIvi agpec uav aapec MecTa HasHaueHUA AnA SHEProHe3aBUCUMONM NaMATU. IHeproHesasu-

flash:// CUMasn NamATb UCMOb3YEeTCs NO ymonYaHuio, ecam agpec URL onpeneneH 6e3 npedukca (npeduk-
camu ssastoTes: flash:, tftp:, scp:...).

running-config daiin TekyLwwen KOHPUrypaumm.

mirror-config Konus ¢aiina Tekyuen KoHourypaumm.

startup-config ®aiin nepBoHa4YanbHON KOHGUIrypauuu.

active-image daiin ¢ aKTMBHbIM 06pasom.

inactive-image ®aiin c HeakTMBHbIM 06pasom.
NcxoaHbI agpec nnmn agpec mecTa Ha3HavyeHuA ona TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agpec unm ceTeBoe MMA yCTPOICTBa;

- directory — katanor;
- filename — vuma dalina.

UcxopHbIV agpec unv agpec mecta HasHadyeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NO/b30BaTeENS;

scp:// - password — napoab Noab30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOMCTBA;

- directory — kaTanor;

- filename — vims daina.

logging daiin c uctopument KomaHa,
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5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 38 — KomaHabl ans paboTbl ¢ dannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
NOXKeHWe HasHavyeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonupoBsaHue dalina KoHUrypaunm c cepeepa B TEKYLLYIO KOHPK-
rypaumio.

CoxpaHeHwue TeKyLein KoHdUrypaLmm Ha cepaepe.

CoxpaHeHWe nepBOHaYaNbHOM KOHOUIypaLLmMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHwue TekyLe KoHOUTypauumn B NnepBoHavanbHyt KOHOUry-
pauutio.

copy running-config file

CoxpaHeHue TeKywen KOoHPUrypauum B 3aZaHHbIA pe3epBHbIN
daiin KoHduUrypauum.

copy startup-config file

CoxpaHeHWe nepBOHaYabHO KOHOUIYpaLMK B 3afaHHbIN pe3eps-
HblI dain KoHPUrypaumm.

boot config source_url

KonuposaHue ¢alina KoHdUrypauum ¢ cepsepa B daiin nepoHa-
YanbHOM KOHUIypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢ainos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaet cogeprkumoe dalina.

- startup-config — oTobparkaeT coaepxunmoe daina nepBoHavanb-
HOW KOHUrypaumm;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
durypaunu;

- flash: — oTob6pakaet palinbl ¢ pnew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeTt cogepxumoe daina TeKywen KoH-
durypaumum ¢ 3epkana;

- active-image — otTobpakaeT Bepcuto Tekyuiero ¢alina obpasa NO.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHOro ¢darina ob-
pasa 0.

- logging — oTobpakaeT cogeprumoe dalina KypHana.

- file — ima daiina.

.’ ®aiinbl otobpakartca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

Ypanenus ¢aiina nepBoHayaNbHOW KOHOUTypauuu.

boot system source_url

KonupoBsaHue daitna MO c cepBepa B HeakTMBHYO 061acTb NaMATH
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 06pasa MOo.
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show {startup-config |
running-config} [brief |
detailed | interfaces {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepRnumoe paiina nepBoHayYanbHOM KoHUIypauum
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnde-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTEpdelica 3amblKaHUA Ha cebs, TyHHe-
new.

Cnepylolme onumm SOCTYMNHbI NPU BbiBOAE TeKylelh KoHbuUrypa-
Luu:

- brief — BbIBOA, KOHUTYpaLMKM 6E3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL Kkntouen.

- detailed — BbIBOA, KOHOUIYpALUK C BKNHOYEHUEM ABOWYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN palin cuctemHoro MO, KOTOPbIN YCTPOMCTBO
3arpyykaert npu 3anycke.

write [memory]

CoxpaHeHue TeKywein KoHourypaumm B ¢aiis nepBoHavabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha yCTPOICTBO Gana INLEHINN.

delete license [ word |

Y[anuTb € yCTPOMCTBA BCE YCTAaHOB/EHHbIe $hailbl IMLEH3UA.
- word — yKa3aTb Uma ¢alina AMUEH3UKU, KOTOPbIN A0NXKEH ObiTb
yaaneH.

rename url new_url

url, new_url: (1..160)

MN3meHeHne umeHu daiina.
- url — Terywee uma daina;

CMMBO/IOB o

- new-url — HoBoe nmsa ¢danna.
’ i Cepsep TFTP He moxeT 6biTb agpecom UCTOYHMKOM M afApecom Ha3HauyeHus ANA Of[HOM
- KOMaHAbl KONUpPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINONHEHUA KOMAHAbI: MOCAe NOATBEPKAEHUA dalin byaeT yaaneH.

5.6.3 KomaHObI 0514 pe3epsuposaHus KOHguz2ypayuu

B mJaHHOM pasgene onucaHbl KOMaHApbl, MpeAHasHayYeHHble ONA HACTPOMKM pe3epBMPOBAHMUA
KOHOUrypaLmm no Taimepy Uam Npu COXpaHeHUM TekyLLen KoHpurypaumum Ha flash-Hakonutene.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobasibHoM KOHOUTypaLMm MMEET CieayoWmin BUA,:

console (config) #

Tabauua 39 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMme rnobanbHOM KOHdUrypaLmm

KomaHoa

no ymon4aHuro

3Ha4yeHue/3HayeHue

Aeiicmeue

backup server server

server: (1..22) cum-
B0OJI0B

no backup server

YKaszaHue cepsepa, Ha KOoTopbli ByaeT Npon3BoanTLCA pesep-
BUpOBaHMe KoHburypauun. CTpoka B dopmaTte
«tftp://XXX XXX XXX XXX» nan
«scp://[[username][:[password]]@]host»

YpaneHue cepsepa Ana pe3epsupoBaHus.

backup path path

path: (1..128) cum-
B0OJ10B

no backup path

YKaszaHue nyTv pacnonioxkeHus daina Ha cepsepe u npedukca
daiina. MNpu coxpaHeHum K npedukcy byaeTt f06aBNATLCA TEKY-
Wan aarta v Bpemsa B popmate rrrrmMmagy4mmcc.

YaaneHue nytu Ans pe3epBupoBaHus.
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backup history enable / BKNHOUMTbL COXpaHEHUE UCTOPUM Pe3epPBHbIX KOMUIA.
-/BbIKOYEHO
no backup history enable OTK/IOYUTL COXPAHEHME UCTOPUMN Pe3epPBHbIX KOMUNA.
backup time-period timer " YKasaHue npomexKyTKa BpeMeHU, MO UCTEeYEHUN KOToporo by-
imer:
[eT OCYLLLeCTBAATLCA aBTOMATUYECKOe pe3epBUPOBaHME KOHOU-
(1..35791394)/720
rypauum.
- - MMH
no backup time-period BoccTaHaB/MBaEeT 3HaYeHMeE N0 YMONYAHUIO
backup auto Bk/atoyeHMe aBTOMATUYECKOrO pe3epBUPOBaAHUA KOHUrypa-
-/BbIK/IOYEHO TR
no backup auto YcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
backup write-memory Bk/toueHne pesepBUpoBaHNA KOHOUTYpPaLMKU NPU COXPAHEHUM
-/BbIKNOYEHO nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

Tabnunuya 40 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show backup ) OTobparkaeT MHGOPMALMIO O HAaCTPOIKax pe3epBMPOBaHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPMIO YCMNELLHO COXPAaHEHHbIX HA cepBep KOHPU-
rypauum.

5.6.4 KomaHOblI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[pouyecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anycKkaeT npouecc aBToMaTuyeckoro obHoeneHus, 6asmpytowmiica Ha DHCP, ecau oH
BK/OYEH W uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), cogepkauwero umsa obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyecKoro 06HOBNEHNA COCTOUT M3 cnegyrowmx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN $pain U ynTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTtop ckaumBaeT nepsbiit 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcma lMO;

3. KommyTaTop cpaBHUBaeT Bepcuto dpaina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. Ecnm oHM oTAMYatoTCA, KOMMYTATOP 3arpy»Kaet ob6pas Mo
c TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa U AenaeT AaHHbli 06pa3s akTmB-
HbIM;

4. Ecnv o6pas MO 6bin 3arpyKeH, To KOMMYTaToOp NepesarpyrkaeTcs.

[pouyecc asmomamu4ecko20 KOHGU2YPUPOBAHUSA

KommyTaTop 3amycKaeT NpoLecc aBTOMaTUYeCKoro KoHGUrypuposaHus, b6asupytowmiics Ha DHCP,
NP BbINOJIHEHUN CeAYHOLWMX YCIOBUIA:

— B KOHOUIrypauuu paspeLlleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B popmate ASCIL.

’ MNonyyeHHbIN paitn KoHPUrypaumum gobasnaseTtca K TeKywei (running) KoHpurypauum.
-
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 41 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro

boot host auto-config BK/loueHMe aBTOMATMYECKOM KoHUrypauuu, H6asupytolleiica Ha

DHCP.
- -/BKAtOYEHO — —

no boot host auto-config BbIKNtOUEHME aBTOMATUYECKOM KoHOUrypauuu, basmpytoLleics Ha
DHCP.

boot host auto-update BKkntoueHne aBTOoMaTuyeckoro obHosneHua MO, b6asupyowerocs
Ha DHCP.

-/BKAtOYEHO

no boot host auto-update BbikntoueHne aBTomaTuyeckoro obHoeneHua MO, basumpytowerocs

Ha DHCP.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;
console#

Tabnunua 42 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show boot MPOCMOTP HacTPOEK aBTOMaTUYECKOro 06HOBAEHUA U KOHdUrypa-
unu.

= [lpumep KoHurypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTUdMKATOP NPOM3BOOUTENIS, BCerma pPabBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Koxm nomonumy, BCcerma paBeH 1

unsigned integer 8, #sub-option-len. JnuHa cTpoku sub-option-data

text #sub-option-data. Mmsa TexcToBOTO Oanna, comepxamero MM
obpaza IIO

}i

host mes2124-test {

hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

filename "mesXXX-test.cfg"; #rMsa KOHOUIYpALUM KOMMYyTAaTOpPa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1Ms TEKCTOBOTO
barna, comepxamero mMa obpazsa IO

next-server 192.168.1.3; #IP-ampec TFTP cepBepa

fixed-address 192.168.1.36; #IP-ampec KoOMMyTaTopa

5.7 HacTpo#Ka CMUCTEMHOro BpeMeHMU

/ Mo ymonuyaHUIO aBTOMATUYECKUIN Nepexoa Ha JieTHee Bpems OCYLLeCTBAAETCA B COOTBET-
cTBUM co cTaHgapTamu CLUA mn EBponbl. B KoHUrypauum moryTt 6biTb 3agaHbl t06ble AaTa
M Bpemsa ANA NepexoAa Ha 1eTHee Bpems U o6paTHo.
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 43 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

3HayeHue/3HayeHue

month: (Jan..Dec);

KomaHoa Aelicmeue
no ymosn4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KoOmMaHZa n[OoCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTeNs).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau,; year — rog.

show sntp configuration

year: (2000..2037)

MokasbiBaeT KoHGUrypaunio npotokosia SNTP.

show sntp status

lMokKasblBaeT cTaTyc npoTokosa SNTP.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnunua 44 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexkmme EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

MoKa3blBaeT CUCTEMHOE BPEMSA U AaTy.

[onosHutesibHO 0TobpaykaeT NapameTpbl YacOBOTO Mosica U nepe-
X0Za Ha NeTHee Bpems.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 45 — CNcoK KoMaHa, 419 HAaCTPOMKKM CUCTEMHOTO BPEMEHMU B peXMMme rnobanbHOM KoHUTrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHNK
He ucnonb3yercs

Mcnonb3oBaHWe BHeELWHEro UCTOYHMKA ANa YCTaHOBKKU CUCTEMHOTIO
BpemeHu.

3anpeu.|,aeT MCNO/Ib30BaHNE BHEWHEro NCTOYHUKa ONA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHua 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaeT 3HaYeHMe 4YacoBOro nosca.

- zone — cnoBo, cPopPMUPOBAHHOE M3 NepPBbIX BYKB CnOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAET (OMUCaHME 30Hbl);

- hours-offset —4acoBoe cmelleHMe OTHOCUTENbHO HY/IeBOrO Mepu-
anana UTC;

- minutes-offset — MUHYTHOE CMeLLeHNe OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

zone: (1..4) cumsona/
HET OMMCaHUA 30HbI;
date: (1..31);

3agaer Jaty U Bpema 419 aBTOMATUUYECKOro nepexosa Ha /ieTHee
Bpems 1 BO3BpaTa 06paTHO (45 onpeseneHHoro roaa).
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clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMs BbIK/OYEH

MepBbiM B KOMaHAE YKa3blBAaeTCA ONUCaHMe 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPemsa 1 TPETbUM BPEMA A/1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB CA0OBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KOANYECTBO MUHYT, fO0HaBAAEMbIX NPY NEepexoae Ha /ieT-
Hee Bpems.

3afaeT gaty u Bpema Aaa aBTOMaTUYecKoro nepexoga Ha seTHee
Bpems 1 Bo3BpaTa 06paTHO B peXXMme eXXerogHo.

- zone — cnoBo, chpopMMpOBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HWSA, KOTOPOE OHO 3ameHsAET (onuncaHue 30HbI);

- usa — yCTaHOBMUTb NpaBuJa Nepexoaa Ha JieTHee Bpems, UCMOJb-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, obpaTHO
B NepBoe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa N0 MeCcTHOMY Bpe-
MeHMU);

- eu — yCTaHOBUTb NpaBu/a Nepexosa Ha NeTHee Bpemsa, UCNOoJb3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpPeCEHbe MapTa,
0bpaTHO B NocsiegHee BOCKpeceHbe oKTAbPA, B 1 yac yTpa no MNpuH-
Buy);

- hh —4yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexose Ha NneT-
Hee Bpems.

OTKtOYAET aBTOMATUYECKUI nepexo Ha neTHee spemas.

sntp authentication-key number: YcTaHaBAMBAET K4 MPOBEPKU MNOAJMHHOCTA A/A MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0OB; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHutio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepKa Ypaanaet K4 NpoBepKu NOAANHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/IOYEHa
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM ANA NOAYyYeHUAa MHPopmauum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate TpebyeTca YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
sntp trusted-key key_number key_number: OcyuiecTBnseT NpoBepKy Nog/MHHOCTU CUCTEMbI, OT KOTOPOWN CUH-

(1..4294967295);
Mo ymon4yaHuio

XpOHM3upyetca c nomoupto SNTP no 3agaHHOMY Kitouy.
- key_number — Homep Kntova.

no sntp trusted-key npoBepKa YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTKN
OTK/OYEHa
sntp broadcast client enable PaspewwaeT paboTy wupokosewwatenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpeLyeHo
no sntp broadcast client YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoALEPKMBAOLMM METOZ
both | ipv4 | ipv6 aCCbIKM MaKeToB, MO3BOMAOWMI NOCbiNaTe AaHHble 6MKan-
{ | ipv4 | ipv6} /3anpetLieno P ) y a

no sntp anycast client enable

Lemy yCTPOWCTBY U3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

te_port: (1..32);
hu_port: (1/0/1..6);

PaspewaeT paboty SNTP-knneHTam, NoAdepKMBalOLLMM METOZ,
pacCbIZIKM NaKeToB, MO3BO/AIOLWMIA MOCbINATL AaHHble BanxKai-
LIeMy YCTPOMCTBY U3 rPynnbl NoayyaTesnen, a TakxKe WMPOKOBeELLa-
TeNbHbIM SNTP-KAMeHTam ans BblbpaHHOro UHTepdelica.

- noApobHoe onucaHWne NHTephENCcoB U3N0XKEHO B pasaene «KoH-

group: (1..32); durypaums nHtepoelicos».
no sntp client enable vlan_id (1..4094) YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
{tengigabitethernet te_port | /3anpeLyeHo
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}
sntp unicast client enable -/3anpelueHo PaspewwaeT paboTy ogHoaapecHbix SNTP-KAneHTOB.
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no sntp unicast client enable

YcTaHaBAWBaeT 3HaYeHne Mo YMOAYaHUIO.

sntp unicast client poll

no sntp unicast client poll

-/3anpelueHo

PaspeluaeT nocnenosaTeNbHbIN ONPOC 3aAaHHbIX O4HOAAPECHbIX
SNTP-cepBeposB.

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipbv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295)

3apgaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-appec y3na cetu ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbI IPV6 agpec KaHana;
interface_name — numsa ucxoasuiero nHTepdeiica 3agaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — [oMeHHOE MMA y31a CeTw;

- poll — BKAtoyaeT onpoc;

- keyid — vaeHTUdUKaTOpP KAtova.

YpaneHue cepsepa us cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpelueHo

PaspelwaeT nonyyeHMe TakUX AaHHbIX KaK YacoBOM NOAC U fieTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT NoayYyeHUA TakMX AaHHbIX KaK YacoBOM NOAC U neTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B peXXMMe KOHOUIypauum nHTepdenca meeTt cneayowmnii BUa;:

console (config-if) #

Tabanua 46 — CNUCOK KOMaHA, 418 HAaCTPOMKN CUCTEMHOIO BPEMEHM B peXnume KOHOUTypaummn nHtepdeica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelleHo

Paspewaet paboTy SNTP-KAMEHTY, KOTOPbIV NOAAEPKMBAET METOZ,
Paccbl/IKM MaKeToB, NO3BONAIOLWMI NOCbINATL AaHHbIE YCTPOMNCTBY
6aunKanwemy 13 rpynnbl NoAy4YaTesien, a TakKe LWNPOKOBELATE b-
Homy SNTP-KkAMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

[pumepsi 8biM0AHEHUS KOMAHO

- OT06pa3MTb CNCTEeMHOE BpeMA, AaTy U AaHHble No 4acoBOW 30He:

console# show clock detail

15:29:08 PDT(UTC-7) Jun 17 2009

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.
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CraTyc npougecca CMHXPOHU3AUMN BPEMEHU 0To6pamaeTcn C NnoMouWbo AONO/HUTE/IbHO CMMBO/1a
nepej sHa4eHnem BpemeHu.

[pumep:

*15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cneagywouimne o0b03HayeHuA:

— TouKa (.) 03HauaeT, YTo BPEMSA AOCTOBEPHO, HO HET CUHXPOHM3aLUNUN ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYaET, YTO BPEMS AOCTOBEPHO N CUHXPOHN3ALINA eCTb;
— 3Be3f04Ka (*) o3HauyaeT, YTo Bpemsi He4OCTOBEPHO.

= 334aTb 4aTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT1obpa3nTb cTaTyc NpoToKosa SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status T oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbile CUCTEMHOE BPeMa CUHXPOHU3NPOBaHO oT cepsepa 10.10.10.1, nocnenHuin oteeT
nonydyeH B 10:37:38, HecoBnageHWe CUCTEMHOIO BPeMeHU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoHodurypauma sBpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma KoHgu2ypayuu epemeHHbIX UHMep8as108

console# configure
console (config)# time-range range name, ThAe

range_name — cuMBO/bHbIN (1...32) naeHTMdMKaTOp BpEMEHHOIO MHTEpBana
console (config-time-range) #

Tabnunua 47 — KomaHapl pernma KoHoUrypaumMm BpemeHHOro MHTepBeana

3HaveHue/3Ha4yeHue o
KomaHoa / Aelicmeue
no ymoa4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havyano U (MAK) KoHew, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YaanuTb BpeMeHHOW MHTepBan.
month: (jan..dec);
year: (2000..2097);
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periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPeMEHHOM MHTEPBas B TeYEHWE OLHOTO U3 LIHEW Heaenun unm
Kak4Ooro AHA Hepenu.

YAanuTb BpeMeHHOM MHTepBan.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOWN MHTEPBaA/ B TEYEHUE HELENN.

Y8anutb BpeMeHHOM MHTepBa.

5.9 KoHwurypauua untepdemncos n VLAN

5.9.1 TMapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-

uHmepaelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range (..} |

loopback Ioopback 1
console (config-if) #

d}

[aHHbIN pekMm A0CTyNeH U3 pexkMma KoHOUrypauum u npegHasHadeH Agna 3a4aHuna napameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MNOpPTOB, paboTalowmx B peKume
pasaeneHus Harpysku) ninbo guanasoHa MHTepdencos.

Bblibop MHTepdeica ocyWwecTBASETCA NPU NOMOLLM KOMaHA:

Tabnnua 48 — KomaHab! Bbibopa MHTepdeica gns KOMMYTaTOpPOB

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

Onsa HacTpolikn 10G-uHTepdeincos.

interface hundredgigabitethernet te_port

[na Hactpoikn 100G-nHTepdencos.

interface port-channel group

[nA HaCTPOWMKM rpynn KaHanos..

interface oob

[ns HacTpoWiku uHTepdeiica ynpasneHusa (MHTepdeic ynpasneHus
NPUCYTCTBYET HE HA BCEX KOMMYTATOPaXx).

interface loopback loopback_id

[nA HaCTPOWMKKN BUPTYanbHbIX MHTEPdEiCcoB.

roe:

— group — NOpsAAKOBbIM HOMep rpynnbl, 0bLiee KOMYECTBO COrNacHo Tabamue 9 (cTpoKa «Arperauus

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-nHTepdeliica, 3agaerca B suae: 1..8/0/1.. 32;
— loopback_id — nopaakoBbIit HOMep BUPTyanbHOro MHTepderica, obliee KOMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anuce nHTepodelica

HOMep YCTPOICTBA B CTEK

e

1..8/0/1..N

HOMep c/oTa Homep uHTepdelica

KomaHZbl, BBeAeHHble B peMme KOHdUrypauuum wHTepdelica, NPUMEHATCA K BblbpaHHOMY

nHTepdelicy.
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Huxe npuBeaeHbl KOMaHAbl A4 BXOZa B PeMM HacTpolkun gecaTtoro Ethernet-untepdelica (ans
MES5312) nepBoro ycTpoiACTBa B CTEKE U BXO/a B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if)#

console# configure

console (config)# interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I
console (config-if)#

Bbi6op ouanazoHa uHmepdgeliicoe oCcyLIeCcTBASETCA MPU MOMOLLM KOMaHA,:

— interface range tengigabitethernet portlist — ona HacTpoikn ananasoHa tengigabitether-
net-nHTepdencos;
— interface range hundredgigabitethernet portlist — apna HacTpokmn gnanasoHa hundredgi-
gabitethernet-untepdeiicos;
— interface range port-channel grouplist — ana HacTpoliku AnanasoHa rpynn nopTos.

KomaHabl, BBeAEHHbIE B AaHHOM pexunme, NPUMEeHAKTCA K Bbl6paHHOMy Anana3soHy MHTepcbeﬁcoa.

Huyke npuBeseHbl KOMaHAbI 415 BXOAA B PEXKMM HACTPOMKKM ananasoHa Ethernet-uHtepodericos ¢ 1
no 10 (ana MES5312) n ana Bxoaa B peXMM HaCTPOMKM BCEX rPynn NOPTOB.

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config) # interface range hundredgigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-32
console (config-if) #

Tabnnua 49 — KomaHabl perxknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro

shutdown BbIKNtoUMTbL  KoHOUrypupyembli  nHTepdeiic (Ethernet, port-

-/BKNtOYEH channel)
no shutdown BKNtOUNTL KOHOUTYpUPYEeMbIi MHTEpdENC.
description descr descr: (1..64) [Oo6aBuTb onncaHme nHTepoeiica (Ethernet, port-channel).
no description CMMBONOB/HeT o

Ypanutb onvcaHue uHTepdeiica.

onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayun gaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTb pexum aynnekca uHTepdelica (NnonHoaynaeKcHoe coeu-
HeHwue, NoayayniekcHoe coeaunHeHue, Ethernet).

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/ilo4aeT aBTOCOr/1acoBaHMe 419 CKOPOCTU U Ayn/eKca Ha HacTpa-
nBaemom uHTepoerice. MoKHO yKasaTb onpeseneHHble COBMeCTU-
MOCTU NapameTpa aBTOCOM1aCOBaHUA, eCAM NapameTpbl He 3aJaHbl,
TO nogAepuBatotcs Bce coemectumocTu (Ethernet, port-channel).

BbIK/NlOYaeT aBTOCOI/NacoBaHWE ANA CKOPOCTM M AynaeKkca Ha
HacTpanBaemom uHTepodeiice
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negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHOBneHus cBA3M B 06X0A npoLedypbl aBTOCOrNa-
COBaHWA, ecAv MapTHepP Ha BCTPEYHOW CTOPOHe He OTBevaeT Cco
CTaHAAPTHbIM TaliMayToM Mpouecca aBTOCOINacoBaHWA (negoti-
ation timeout long).

PexxMm ycTaHOBNeHWA CBA3M B 06X04 npoleaypbl aBToCOrna-
COBaHWA, ecAuM MapTHepP Ha BCTPEYHOW CTOpPOHE He OTBevaeT C
MMUHUMaNbHbIM TaliMayTOM MpoLecca aBTocornacosaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3agaTtb pexum ynpasneHunsa notokom flowcontrol (BKAtOUMTB, OT-
K/OYMTb MK aBTOCOrnacosaHme). ABTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOr1acoBaHUA

auto)/off negotiation BKAOYEH Ha HacTpauBaemom UHTepodeiice (Ethernet,
port-channel).
no flowcontrol OTKNIOYUTD PEXUM YNpaBaeHMA NOTOKOM.
back-pressure Bk/itoyaeT GpyHKUMIO «OBPATHOrO LaBAEHMA» HA HAcTPaMBAEMOM
uHtepdeiice (Ethernet).
-/BbIKAOYEH

no back-pressure

BbIK/OYaeT QyHKUMIO «0BPaTHOrO AaBAEHUA» HA HAaCTPaMBaemMoMm
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Nepuoa, B TeYeHMe KOTOPOro cobupaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BK/IlOYaeT NOPT, OCHALLEHHbIN ABYHaNpaB/ieHHbIMM Nemonepe-
AaT4MKaMU, B PEXUM O4HOHANPaBAEHHOW nepeaayn.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabanua 50 — KomaHabl perknma obLmx Hactpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

port jumbo-frame

PaspeluiaeT KommyTaTopy paboTaTth ¢ Kagpamu 601bWOro pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

HacTtpoiika BCTynuT B culy TONbKO Mocae nepesarpysku
-/3anpelueHo V .
ycTpoiictea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiiKe port jumbo-frame 10240 6aiir.

no port jumbo-frame 3anpeLyaeT KOMMyTaTopy paboTaThb € Kagpamu 60bLLIOro pazmepa.
errdisable recovery cause {all | BK/IOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdeiica nocae ero oT-
loopack-detection | KNIOYEHUA B CNeAYIOLWMX CAyYanX:
port-security | - loopback-detection — 06Hapy»keHWe netenb;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6e3onacHocTM Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHve ayTeHTMdMKaL MM, OCHOBAH-
stp-loopback-guard | udid | HoW Ha MAC-agpecax nosib3oBaTenei;
storm-control | link-flapping} -/3anpeLyeHo - acl-deny — HecooTBeTcTBME cnmnckam goctyna (ACL);

- stp-bpdu-guard — aktmBauma 3awmuTel BPDU Guard (nepeaava He-
CaHKLMOHWPOBaHHOro naketa BPDU yepes nHtepdeiic);

- stp-loopback-guard — o6Hapy:keHWe netenb npoTokonom STP;

- udld — akTnBauus 3awmTbl UDLD;

- storm-control — 3awmMTa OT «WTOPMa» A/A Pa3AINYHOIO TpadurKa;
- link-flapping — dnannuHr nnHkKa.
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no errdisable recovery cause
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 cerkyHa,

YCTaHOBUTb BPEMEHHOW MHTepBas A/11 aBTOMAaTUYECKOro NoBTop-
HOTO BKAlOYEHUA NHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BKkntouaeT otnpaBky SNMP trap-coobueHuii 0 COCTOAHUM UHTEp-
deMncHbIX IMHKOB.

OTKkntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
TenGigabitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek UHTepdelica uau rpynnbl MHTepdencos Ha 3Have-
HWA, YCTaHOB/IEHHbIE MO YMOYAHWIO.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabanuya 51 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear counters

C6poc CTaTUCTMKKN ANA BCeX UHTepdeiicos.

clear counters {oob |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group

te_port: (1..8/0/1..32);
group: (1..32)

Cbpoc cTaTUCTUKKM ana uHTepdelica.

set interface active {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

AKTUBMPYET MOPT MAW TPYNNy NOPTOB, BbIKAHOYEHHbIX KOMaHLOoM
shutdown.

show interfaces configuration
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKa3aTb KOHOUIrypauuio MHTepdencos.

show interfaces status

MokasaTb cocToAHMe BCex MHTepdeiicos.

show interfaces status {oob |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb cocTosiHWe Ethernet-nopTa, rpynnbl NOpTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNAcoBaHUA, 06bABNEHHbIE ANA BCEX
UHTepdencos.

show interfaces advertise
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

lMoka3aTb napameTpbl aBTOCOr/1acoBaHMA, 06bABNEHHbIE AanAa

Ethernet-nopTa, rpynnbi NopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.
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show interfaces description
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MokasaTb onucaHue Ethernet-nopta, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY AR BCeX UHTepdelicoB.

show interfaces counters

{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb CTaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke AN Bcex MHTepdencos.

show interfaces utilization
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.

show interfaces
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:
(1..8/0/1..32);
hu_port: (1/0/1..6);

MoKa3aTb CBOAHYI MHOPMALUIO O COCTOSIHUM, HACTPOMKE U CTATU-
CTUKe nopTa.

show ports jumbo-frame

group: (1..32)

MokasaTtb HacTpoiiKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HACTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTMBALMK
nopra.

show errdisable interfaces {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

lMoKa3aTb NPUUYNHY OTKAKOYEHUA NOpPTa, rPynmnbl NOPTOB U COCTOA-
HWe aBTOMaTUYecKom aKTUBauUun.

[pumepbl 8bINOAHEHUS KOMAHO.

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber -- -- -— --  Down -- -—
Access
tel/0/5 10G-Fiber -- -- -— --  Down -- -—
Access
tel/0/6 10G-Fiber -- -- -— --  Down -- -—
Access
tel/0/7 10G-Fiber -- -- -— --  Down -- -—
Access
tel/0/8 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/9 10G-Fiber - -= -= --  Down -= -=
Access
tel/0/10 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/11 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/12 10G-Fiber -= -= -= --  Down -= -=
Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - - - -- Not Present
Po2 -= - - - -= Not Present
Po3 -= - -= -= -= Not Present
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Po4d -= -= -= -= -= Not Present
Po5 — - - -— -= Not Present
Pob - - - - -— Not Present
Po7 -= -= -= -= -= Not Present
Po8 - - - - -— Not Present
Po9 — - - -— -= Not Present
Pol0 - - - - -— Not Present
Poll — - - -— -= Not Present
Pol2 - - - - -— Not Present
Pol3 — - - -— -= Not Present
Pol4 -= - - - -= Not Present
Pol5 — - - -— -= Not Present
Polo6 - - - - -— Not Present
Pol7 — - - -— -= Not Present
Pol8 - - - - -— Not Present
Pol19 — - - -— -= Not Present
Po20 - - - - -— Not Present
Po21 —— - - -— -= Not Present
Po22 - -- -- -- - Not Present
Po23 —— - - -— -= Not Present
Po24 - -- -- -- - Not Present
Po25 —— - - -— -= Not Present
Po26 - -- -- -- - Not Present
Po27 —— - - -— -= Not Present
Po28 —— - - -— -= Not Present
Po29 - -- -- -- - Not Present
Po30 —— - - -— -= Not Present
Po31 - -- -- -- - Not Present
Po32 -= -= -= -= -= Not Present
Link
Oob Type Duplex Speed Neg State
oob 1G-Copper - - -— Down

MokasaTb NapaMeTpbl aBTOCOr1aCOBAHMA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -- --
tel/0/4 10G-Fiber Disabled -- -
tel/0/5 10G-Fiber Disabled -- --
tel/0/6 10G-Fiber Disabled -- -
tel/0/7 10G-Fiber Disabled -- -
tel/0/8 10G-Fiber Disabled -- --
tel/0/9 10G-Fiber Disabled - --
tel/0/10 10G-Fiber Disabled -- --
tel/0/11 10G-Fiber Disabled -= -=
tel/0/12 10G-Fiber Disabled -= -
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave -=
Po3 Unknown Enabled Slave -
Po4 Unknown Enabled Slave -=
Po5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave -=
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave --
Po9 Unknown Enabled Slave -
Pol0 Unknown Enabled Slave --
Poll Unknown Enabled Slave -
Pol2 Unknown Enabled Slave -=
Pol3 Unknown Enabled Slave -
Pol4 Unknown Enabled Slave -=
Pol5 Unknown Enabled Slave -
Polb Unknown Enabled Slave -
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Pol7
Pol8
Pol9
Po20
Po21
Po22
Po23
Po24
Po25
Po26
Po27
Po28
Po29
Po30
Po31
Po32

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave
Slave

Operational Link Advertisement

MNMoKasaTb CTaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

u [MoKa3aTb CTaTUCTUKY NO rpynne KaHanoB 1:
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
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Pol 0 6 3 912
Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0

Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0

Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MokasaTtb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnuua 52 — OnucaHMe cHeTYMKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6alToB.
InUcastPkts Konunyectso NpMHATbLIX 0AHOAAPECHbIX MAKETOB.
InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.
InBcastPkts Konnyectso NpUMHATLIX LUMPOKOBELLATEIbHbIX MaKeToB.
OutOctets Konnuectso nepesaHHbIxX 6anToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOoB.
OutMcastPkts Konunyectso nepeagaHHbIX MHOroagpecHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLUEHHOM LLeNOCTHOCTLIO (C KoAMYecTBoM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeALWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

KoamuecTBO NPUHATLIX KaAPOB C KOAUYECTBOM 6alT, COOTBETCTBYIOLMM AJIMHE, HO He
npoleaLwmx NpoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso Kaapos, BOB/IEUEHHbIX B @ 4MHNYHYIO KONN3UMIO, HO BNOCAEACTBMM nepe-
AaHHbIX yCnewHo.

Multiple Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX b6onee yem B OA4HY KONINU3UK0, HO BNocsieacTsuu ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso Kaapos, 415 KOTOPbIX NepBan NomnbiTKa nepeaayn oTN0XKeHa U3-3a 3aHATO-
CTU Cpeabl nepesaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpPOBaHA NOC/e TOTo, KaK B KaHa CBA3M
y*Ke 6bin1 nepenaHbl nepsble 64 6aT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepeaaHbl N3-3a M36bITOYHOrO KONMYECTBA KO-
NN3nN.

Carrier Sense Errors

KonnuyecTBo cny4vaes, KOrga COCTOAHME KOHTPOAA HeCYLLI.eﬁ 6b110 noTepAHo, nmbo He
yTBEPKAEHO NMPU NONbITKE Nepeaadn Kagpa.

Oversize Packets

KonmuecTBo NPUHATLIX MAKETOB, pa3mep KOTOPbIX NPEeBbIAaeT MaKCMMasbHbIlM paspe-
LWEeHHbIM pasmep Kaapa.

Internal MAC Rx Errors

Konnuectso KaapoBs, KOTOPbIE HE BbIAN NPUHATLI YCNELWHO M3-3a BHYTPEHHEN OWnBKM
npuvema Ha yposHe MAC.
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Symbol Errors [na vHTepdelica, paboTatoulero B pexkume 100 M6/c — KonnyecTsBo cayyaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHbIX, B TO BPEMS KaK NpaBu/bHasA Hecylan bbina
npeacras/eHa.

[nsa nutepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koanyectso
C/ly4aeB, KOrAa CpeacTBa NPUMEMA 3aHATbI B TEUEHUE BPEMEHU, PaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnseT PHY BblgaBaTth oWwWM6BKy npvema gaHHbIX (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[nsa nHtepdeitca, paboTatowero 8B noJiHOM aynaekcHom pexkume 1000 M6/c — konude-
CTBO CNy4YaeB, KOrAa CPeACcTBA NpMeMa 3aHATbI B TEHEHWE BPEMEHU, PaBHOMY WK 60/1b-
Lemy YemM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B Te4eHMe KOTOpPOro nme-
Nocb xoTA 6bl 04HO cobbITME, KoTOpOE 3acTaBnAeT PHY BblaaBaTb OWMOKY Npuema AaH-
Hbix (Data reception error) Ha GMII.

Received Pause Frames | KonvyecTBo NpuHATbIX ynpasasowmx MAC-Kaapos c Kogom onepauumm PAUSE.

Transmitted Pause Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.
Frames

5.9.2 Hacmpolika VLAN u pexumos Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoli KoHUrypaumm:
console (config) #

Tabnuua 53 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

no ymoa4aHuro
vlan database - MepeiTn B pexknum KoHourypaumm VLAN.

- add — no6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX

vlan  prohibit-internal-usage [ONA BHYTPEHHEro UCNONb30BaHUA;
{add VLANIist | remove VLAN- - remove — yaanuTb ykasaHHble VLAN ID 13 nepeyHs 3anpeLyeH-
list | except VLANIist | none} HbIX A/19 BHYTPEHHErO UCMO0/Ib30BaHUS;

- except — 8,06aBMTb B NepeveHb 3anpeLLeHHbIX A1 BHYTPEHHero
ncnonb3osaHua sce VLAN ID, 3a UCKNtoYeHUeMm yKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none —o4ynctutb nepeyeHb VLAN ID, 3anpeLeHHbIX A8 BHYTPEH-
Hero UCNo/b30BaHUA.

BK/1104MTb BO3SMOKHOCTb f06aBAeHUA Ha GU3NYECKOM UHTEP-
device B pexknme customer cpasy asyx naeHtnduratopos VLAN.

VLANIist: (2..4094)

vlan mode {basic | tr101} -/basic

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIA pexXMm AoCTyneH n3 pexuma rnobanbHol KoOHOUrypauum m npeaHasHayveH gns 3agaHua
napameTpos KoHourypauymm VLAN.
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Tabnunua 54 — KomaHapl pexknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

Lo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN nan Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKO/ K rpynne MpOTOKO/0B, acCOLMMPOBAHHbIX
BMeCTe.

YpanuTb NpuBA3Ky.
*- Homep nNpoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpusasate MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Y8anuTtb NpuBasky.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-grou rou, IP-agpecos.
grouip grodp mask: (1..32); AP

YaanuTb NpuBA3sKy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHourypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm M npefHasHavyeH Aaa 3afaHuMA NapameTpos
KoHoUrypaumm nntepoerica VLAN nmbo gmanasoHa nHtepdeicos.

Bbibop MHTepdeica ocyLwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AManasoHa MHTepPPeNCcoB OCyLLECTBAAETCA NPU NOMOLLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum
HacTponku rpynnbl VLAN 1, 3, 7.

console# configure
console (config)# interface vlan 1
console (config-if) #
console# configure

console (config)# interface range vlan 1,3,7

console (config-if)#

72

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48



A ELTEX

Tabnuua 55 — KomaHap! pexkuma KoHourypauum nHtepoeiica VLAN

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

name name name: (1..32) [No6asutb nmsa VLAN.

CMMBON0B/MMA
COOTBETCTBYET HOMEPY
VLAN

no name YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl NIOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..}}
console (config-if) #

[aHHbIV peXum [OCTYNEH U3 pernma KoHOUrypaumm n npeaHasHavyeH gns 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KoMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3feneHus Harpysku) nmbo ananasoHa uHTepdeiicos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdenc goctyna — HeTErMPOBaHHbIN UHTepdelic ana ogHon VLAN;
—  trunk — nHTepdeinc, NPUHUMAIOLWLNIN TONBKO TETMPOBAHHbIN TPadUK, 32 UCKIOYEHNEM O4-
Horo VLAN, KOTopbIi MOKeT BbITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native

vian;

— general —nHTepdeinc c nonHou nogaeprkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIV Tpaduk;
— customer — Q-in-Q nHtepdeic.

Tabnnua 56 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeica goctyna.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/NpUHUMATB BCE TUMbI
Kagpos

MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro TMna:
- untagged-only — To/bKO HeTerMpoBaHHble;
- all — Bce Kagpobl.

MpuHMMaTL Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

YKazatb cnvcok VLAN ana uHtepodeiica.
- vlan_list — cnnucok VLAN ID. AunanasoH Homepos VLAN MOXHo 3a-
0aTb NepeyncieHnem Yyepes 3anaTyto AN yKasaTb HavabHOE U KO-
HeYHoe 3HayeHus AManasoHa yepes gepuc "-".
V TeKywumii cnucok VLAN Ha nHTepdeiice 6yaer 3ameHEH Ha
YKa3aHHbIA B KOMaHAe.

Ypanute cnucok VLAN gns uHtepdeiica.
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. inana3soH Homepos VLAN MOXKHO 3a-
0aTb NepeyncieHnem Yyepes 3anaTyto UK YKa3aTb HavabHOE U KO-
HeYyHoe 3HayeHua AuanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpadurK, NOCTyNaOLWMA Ha AaH-
HbI NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id —vaeHTUdUKaLMOHHBbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIK/IIOYEHO

ABTOMaTMyecku gobasnset Bce goctynHble VLAN gns 4aHHOro WH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe aobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN gna nntepdeiica.

- tagged — nopt byaeT nepenaBaTb TErMpoOBaHHble NAKeTbl A/A
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NAKeTbl AN
VLAN.

-vlan_list —cnucok VLAN ID. inana3oH VLAN moHo 3agatb nepe-
YUCIEHMEM Yepe3 3anATY UM YKasaTb Ha4ya/lbHOE U KOHeYHoe
3HauyeHua ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4YaHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) ana oCHOBHOMO MH-
Tepdelica.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IlOYEHa

BbIKNOUNTL AN OCHOBHOIO MHTepdeica GpuabTpaumio BXOAALLMX
NaKeToB HA OCHOBE NPUCBOEHHOIo MM 3HavyeHuA VLAN ID.

BKNOUMTL /19 OCHOBHOTO MHTepdelica GUNbTPALUIO BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHma VLAN ID.

Ecnu dunbTpauma BrAOYEHa, M NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpUHMMaTb Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TErMpPOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce Kagpbl.

MpUHMMaTL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBWUTL NpaBuno Knaccudumkaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbI HOMep rpynnbl;

- vlan_id — vaeHTuduKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana nHtepdeiica, oc-
HOBaHHOe Ha npmeAaske K MAC-aapecy.

- group — vaeHTUGUKaLMOHHBIV HOMeEp rpynnbl;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
protocols-group group vilan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBmno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUPUKaLMOHHbII HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Yoanutb npaBuao Knaccudurkauum.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccuduraumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusAasKe K IP-agpecy.

YAanute npasunno Knaccuduraumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro HTepdeiica.
-vlan_id — npeHTMdUKaLMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHbLIM NAaKeTam Ha KJUEHTCKOM
nopty BHyTpeHHuI 802.1g 3aronoBok — C-VLAN (inner-vlan) wn
BHewwHui 802.1q 3aro/s0BOK, coaeprKawmii pvid 4ONONAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3TOM KOMaHAbI HE06X04MMO BKAOYMUTD [N10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOrOaZpecHbii TPadUK U3 yKasaHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTesibCKoOro nHtepdeiica) Ha
HacTpauBaeMom UHTepdelice, COBMECTHO C NOAb30BaTENAMW APY-
r'MX NO/Ib30BATE/IbCKUX MOPTOB, MPUHUMAIOLLMX MHOrOaAPECHbIN
Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnnucok VLAN ID. inana3soH VLAN Mo»KHO 3a4aTb nepe-
YncreHnem yepes 3anATyl0 WM yKasaTb HayaJbHOE U KOHe4yHoe

non

3HayeHuA AuMana3oHa Yepes gepuc "-".

3anpeLLaeT NPUHMMATb MHOFOAZPECHbIN TpadWK Ha HacTpausae-
mom unHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAnT NOPT B PEKMUM U30AALMMN BHYTPW FPYNMbl NOPTOB.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
YNeHCTBO B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasnexHne gedpontHon VLAN nopry.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXOAALMX C AaHHOTO UHTepdeiica.
Donyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
H NopaepxmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ncxogaero ¢ MHTepdeica naketa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndmratopos VLAN.
Donyctumbie 3HaueHua EtherType cm. MpunoxkeHue B.
H NoaaepkuBaemble 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabnaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 57 — KomaHabl perknuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show vlan

MNokaszatb MHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no naeHtndukaTtopy.

show vlan internal usage

MokasaTtb cnncok VLAN gna BHYTPEHHEro Mcnoiib30BaHMA KOMMY-
TaToOpPOM.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 58 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

Mokas3aTb MOPTbI-UCTOYHUKU U MPUEMHUKN MHOFOagpecHoro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaThb,

TaK Y NPUHMMaTb MHOTOaAPeCHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALMIO O rpynnax NPOTOKO/I0B.

show vlan macs-groups

MokasaTb nHpopmaumio o rpynnax MAC-agpecos.

show interfaces switchport {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MoKasaTb KOHOUIypaLuuio NopTa, rPyNMbl MOPTOB.

show interfaces
protected-ports
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

MNMoKa3aTb cocToAHMe NopToB: B pexume Private VLA
private-vlan-edge-coobuwecTse.

N Edge, B

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopMaLmto o Bcex VLAN:

console# show vlan

0 oY Ui W N
0 o U W N

Created by: D-Default, S-Static, G-GVRP,

Tagged Ports

UnTagged Ports Created by
tel/0/1-12 D
Pol-16

S
S
S
S
S
S

R-Radius Assigned VLAN, V-Voice VLAN

MNMoKa3aTb NOPTbl UCTOYHMKU U MPUEMHUKU MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/8

= [loka3aTb MHGOPMaLMIO O rPynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol
0x800 (IP) Ethernet
0x806 (ARP) Ethernet
0x86dd (IPv6) Ethernet
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= [loKasaTb KoHUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonsieT Npov3BoAnUTb pasrpaHuyeHne Tpaduka Ha BTOPOM
ypoBHe mogenu OS| mexxay nopTamu KOMMYTaTopa, KOTOpble HaXxo4AaATCA B O4HOM LUMPOKOBELLATE/IbHOM
AomeHe.

— Ha KommyTaTopax MOoXKeT bbITb CKOHUryprposaHo Tpu Tvna PVLAN nopToB: promiscuous —
NMopT, KOTOPbIN cnocobeH OB6MeHMBATbCA AaHHbIMW MeEXAy AbbiMu UHTepdelicamu,
BK/toYasn isolated u community-noptbl PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTBIO M30AMPOBAH OT APYIMX MOPTOB BHYTPU OAHOFO U TOFO
e PVLAN, Ho He oT promiscuous-nopToB. PVLANbI 610KupytoT Becb Tpaduk, naywuii B
CTOpOHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscuOUsS-NOPTOB; MAKETbl CO
CTOpOHbI isolated-nopToB MOryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna nopTtos, KOTOpble MOryT OOMEHMBATbCA AaHHbIMU Mexay coboi u
promiscuous-nopTamu, 3T MHTepdencbl oTAeNeHbl Ha BTOPOM yposHe mogenn OS| oT Bcex
oCTasibHbIX community MHTepdeiicoB., a TakKe isolated-nopTtos BHyTpM PVLAN.
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Mpouecc BbINOAHEHMA QYHKLMU AOMNOAHUTENBHOFO PasgefieHnA MOPTOB C MOMOLLBI TEXHOOMMMU
Private VLAN npepctasneH Ha pucyHke 30.

Promiscuous ports

Trunk ports

-

J

VLAN 201

VLAN 100 VLAN 100

Switch A Switch B

—

-

VLAN 202

U

VLAN 202

L

VLAN 201

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 30 — Mpumep paboTtbl TexHonormm Private VLAN

Bupa 3anpoca KOMaHAHOW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..} |
vlian id}

console (config-if) #

vlan

Tabnnuya 59 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda Aelicmeue

switchport mode private-vlian 3apatb pexkum pabotbl nopta B VLAN.

{promiscuous | host} -

no SWitChpOft mode YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping primary_vlan [add |
remove secondary_vlan]

primary_vlan:
(1..4094);
secondary_vlan:

no switchport private-vian
mapping

(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpoOCTeneHHble VLAN Ha
promiscuous nHTepdeiic.

f;\ Ha oauH promiscuous uHtepdeiic Henb3s f06aBUTL
rg.;-,

6onblue oaHoM primary vlan.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vilan

primary_vlan: (1..4094)
secondary_vlan:

no switchport private-vian
host-association

(1..4094)

[o6asutb primary un secondary vlan Ha host nHtepdeiic.
Ha oauH host uHtepdeiic Henb3a fo06aBuTb 60nbLUIE
¥  opHoii secondary vian.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.
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Tabnmua 60 — KomaHap! pexkuma KoHourypauum nHtepoeiica VLAN

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4yaHuro
private-vlan {primary | BKkntouMTb mexaHu3m Private VLAN v 3agatb TMN uHTepdeiica.
isolated | community}
no private-vlan OTKNIOUNTb MexaHn3m Private VLAN.
private-vlan association [add | [o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
remove] secondary_vlan HacTpoiika npumeHuma TonbKo ana primary VLAN.
no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOMA.
/ MaKkcumanbHoe KonuyecTso BropocrteneHHbix VLAN — 256.
MaKkcumanbHoe Konandectso community VLAN, KoTopblie moryT 6biTb acCOLMUPOBAHbI €

oaHou ocHoBHO VLAN - 8.

5.9.4 Hacmpolika uimepdgpelica IP

IP-unTepdenc cospmaértca npu HasHadveHun IP-agpeca Ha noboi M3 MHTEPPENCcoB YCTPOMCTBA
tengigabitethernet, hundredgigabitethernet, oob, port-channel naun vian.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHuUrypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexxnm OCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnua 61 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
directed-broadcast BkntouaeT pyHKUMIO nepesoaa IP directed-broadcast nakeTa B cTaH-
OaPTHbIN LWUMPOKOBELLATebHbIN MaKeT U paspellaeT nepegady ye-
-/BbIKNOYEHO . o
pes BbibpaHHbI MHTEpPdEC.
no directed-broadcast 3anpeuwaeT TpaHcaaymto IP directed-broadcast nakeTos.
helper-address ip_address BkAtoyaeT nepeaspecaumio WnpoKoseLatenbHbix UDP-nakeToB Ha
onpefeneHHbIn agpec.
ip_address: A.B.C.D - ip_address — IP-agpec HazHayeHUs, Ha KoTopbi ByayT nepeHa-
NPaBAATLCA NaKeTbl.
no helper-address ip_address OTKNtoYaeT nepeagpecaunio wWnpokosewatenbHbix UDP-nakeToB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) fexit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast
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5.9.5 Selective Q-in-Q

[aHHbI  GYHKLMOHaAN MNO3BONAET HAa OCHOBE CKOHOUIYPUPOBaHHbIX MpasBua ¢GuabTpauum no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHsaTb Customer VLAN, a Tak»Ke 3anpeLLaTtb NpoxoxaeHne Tpadpuka.

[na ycTpoiicTBa co34aeTcA CNMCOK NPaBu/l, Ha OCHOBAHUM KoToporo byaeT obpabaTbiBaTbes Tpaduk.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet u Port-
Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepderica KoHdurypaumu:

console# configure

console (config) # interface { tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #

Tabnunua 62 — KomaHabl perknma KoHourypaumm nHtepdeinca (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue

Aelicmeue
110 yMoA4YaHuIo

KomaHda

selective-qinq list ingress Co3paeT NpaBu/io, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY MaKeTy
add_vlan vlan_id [ingress_vlan C BHellHel meTKol ingress_vlan_id 6yaeTt nobasnatbca BTOpas
ingress_vlan_id] meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npaBuo 6y-
[eT NMPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6bIM NPUMEHEHbBI Apyrue Npasuaa («NpPaBuIo N0 YMOIYAHUION).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-qing list ingress deny Co3pgaeT 3anpeLlatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
ingress_vlan ingress_vlan_id . . AflMe NaKeTbl C BHeLLHel MeTKoM Tera ingress_vlan_id 6yayT oT-
lingress_ gress_vian_id] ingress_vlan_id: (1..4094) ] . gress_vian_id SvAy

- - 6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
6pacbliBaTbCA BCE BXOAALIME NAKETI.

selective-qinq list ingress Co3paeT paspeluatolLee NpasuIo, Ha OCHOBAHMUM KOTOPOTO BXO-

permit [ingress_vlan AAlLMe NaKeTbl C BHeLWHen meTkow Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | penaBatbca 6e3 usmeHeHuit. Ecam ingress_vlan_id He ykasblsa-
eTca — byayT nepenaBaThca BCe BXOAALLME NaKeTbl 6e3 u3meHe-
HUN.

selective-qinq list ingress Co3pgaeT nNpaBuaIo, Ha OCHOBAHWM KOTOPOTO BHELIHAA MeTKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAuwero naketa byaer 3ameHATbcA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecan ingress_vlan_id He yka3sbiBaTb — npasuno byaer npume-
HATbCA KO BCEM BXOAALMM MaKeTam.

no selective-qing list ingress YpanseT ykasaHHoe npasusio selective ging 4na Bxoaawmx nake-
[ingress_vlan vlan_id] vlan_id: (1..4094) ToB. KomaHza 6e3 nmapameTpa «ingress vlan» yaanser npasuio
No YMONYaHMUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); Co3paaeT NpaBmao, Ha OCHOBAHMM KOTOPOrO BHELIHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasuiero naketa byneT sameHATbeA Ha vlan_id.

no selective-qing list egress

. . vlan_id: (1-4094 Ypanser cnucoK npasua selective ging ans Mcxogawmx NakeTos.
ingress_vlan vlan_id _id: ( ) A p aing A asl

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 63 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show selective-ginq

OTobpaxkaeT cnucok npasua selective ging.

show selective-ginq interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OTob6parkaeT cnucok npasBun selective ging pna yKasaHHoro
nopra.

[pumepebl 8b1M0MAHEHUA KOMAHO

= Co3gaTtb npasuna0, Ha OCHOBAHWKN KOTOPOIro, BHEWHAA METKa BXO4ALWEro nakeTa 11 6y,£|,eT 3ame-

HATbCA Ha 10.

console# configure
console (config) # interface tengigabitethernet 1/0/1
console (config-if)# selective-qing list ingress override vlan 10

ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown

unicast)

((LUTOpM» BO3HUKaeT BCneacrteBne 4YpesmepHoro Koamyecrtsa broadcast—, muIticast—, unknown
unicast-coo6u.|,eHMF1, OAHOBpPEMEHHO NepeagaBaemblX MO CETU Yepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpy3Ke
pecypcoB ceTu U NOABAEHUIO 3ajepeK. «LLUTopm» MOXKeT BO3HUKHYTb MPU HaANYUKN «3aKOIbLOBAHHbIX»

cermeHTOB B ceTu Ethernet.

KommyTaTtop u3mepAeT CKOPOCTb MPUHMMAEMOrO LWKWPOKOBELWaTeNbHOro, MHOFoa4pecHoro u
Hen3BeCTHOro oaHoagpecHoro TpachKa AnAa nopToB C BKAKOYEHHbIM KOHTPOJIEM LLMPOKOBELLATE/IBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, EC/IN CKOPOCTb NpeBblIWaeT 3a4aHHOE MaKCMMa/ibHOE 3Ha4YeHuUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 64 — KomaHabl pexknma KoHourypaumm nHtepdeinca Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaET KOHTPOIb MHOTOaAPecHoro TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered —He3aperncTpuMpoBaHHOro.

- level — 06bem TpadumKa B NpoOLLEHTaxX OT NPOMNYCKHOM cnocobHoCTH
nHTepdeiica;

- kbps - 06bem TpaduKa.

Mpw 0BHapy»KeHMM MHOroaapecHoro TpadmrKa nHTepdeinc moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anumch B XypHan co-
obLweHwni (trap).

BbIK/IlOYaET KOHTPO/Ib MHOFOA4PecHoro Tpaduka.
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storm-control unicast {level BKAtOYaeT KOHTPO/Ib HEM3BECTHOTO OAHOAAPECHOIO TpaduUKa.
level | kbps kbps} [trap] - level — 06bem TpadurKa B NpOLLEHTaX OT NPOMNYCKHOM cnocobHOCTH
[shutdown] MHTepoeica;
level: (1..100); - kbps — 06bem Tpaduka.
kbps: (1..10000000) Mpu 06HapyKeHUM HEM3BECTHOTO OAHOAAPECHOIO TpadUKa MHTEP-

deic moxeT 6bITb OTKAOYeH (shutdown) namn nobasneHa 3anuch B
KYpHan coobuweHunit (trap).

no storm-control unicast BbIK/ItOYaeT KOHTPOIb OAHOAAPECHOTO TPpadUKa.
storm-control broadcast {level BKOYAET KOHTPO/Ib LUMPOKOBELATENBHOTO TPaduKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B NpoLLeHTax OT NPOMYCKHOM CNocobHOCTH
[shutdown] nHTepdeiica;
level: (1..100); - kbps — o6bem TpaduKa.
kbps: (1..10000000) Mpu obHapyXeHUU WnpoKoBeLaTeNbHOro TpadurKa nHTepdenc mo-

KeT 6bITb oTKAtoYeH (shutdown) nnu gobasneHa 3anuch B XKypHan
coobuieHuit (trap).

no storm-control broadcast BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTENbHOIO TpaduKa.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 65 — KomaHab! perkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show storm-control interface Moka3sbiBaeT KOHGUTypaLuio GYHKLUN KOHTPONA KLITOPMa» ANA YKa-
[tengigabitethernet te_port te_port: (1..8/0/1..32); | 3aHHOro nopta M60 BCEX MOPTOB.
hundredgigabitethernet | hu_port: (1/0/1..6)
hu_port]

[pumepbl 8bIN0AHEHUS KOMAHO

= BK/IOUYUTb KOHTPO/Ib LUIMPOKOBELLATE/IbHOIO, MHOTOAAPECHOr0 U 0AHOAAPECHOro TpaduKa Ha 3-m
nHtepoeiice Ethernet. YctaHoBMTb CKOPOCTb A4/1A KOHTpOANPYemoro Tpaduka — 5000 K6/c: ana wu-
poKkosewaTtenbHoro, 30% nonocbl NPONyCcKaHWA ANA BCero mHoroagpecHoro, 70% pna HemssecT-
HOro 04HOAAPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 Ipynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatloT noanep KKy rpynn arperayum KaHanos LAG B KoanyecTBe COrnacHo
Tabnuue 9 (cTpoka «Arperayuma KaHanos (LAG)»). Kaxgana rpynna nopToB AOKHA COCTOATb U3 UHTepdelicoB
Ethernet c oAMHaKoOBOW CKOPOCTbIO, paboTaloLLMX B AyNaeKCHOM pexunme. ObbeanHeHMe NOPTOB B rpynny
yBe/IMUMBAET MPONYCKHYIO CMNOCOBHOCTb KaHafa MeKay B3auMMOAEMNCTBYIOWUMN YCTPONCTBAMU U
MOBbILIAET OTKAa30yCTOMYMBOCTL. [pynna NopTos ABAAETCA AN KOMMYyTaTopa OA4HMM I0TMYECKUM NOPTOM.

YcTpoicTBO NoaaepKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTAaTMYECKaAA rpynna M rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pa3gene
KoHUrypaumu.
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%

BEPHYTb HaCTPOKM NO YMOYAHMUIO.

Ecnu gna nutepdeiica nponsseaeHbl HACTPOIKK, TO ana aobasneHua ero B rpynny cnegyet

[obasneHne MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TOIbKO B peXKMMe KOHOUrypaumm

nHTepdelica Ethernet.

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabanua 66 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
10 yMon4aHuio

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..32);

mode: (on, auto)

no channel-group

[o6asutb ethernet-uHtepdelic B rpynny nopTos.
- on — pobaBuTb NOPT B KaHan 6e3 LACP;
- auto — no6aBnTbL NOPT B KaHan ¢ LACP B pexxnme «active».

Yaanutb Ethernet-untepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anb6HolU KOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHoM KOHGUIypauum:

console# configure
console (config) #

Tabnunua 67 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3apaeT mexaHU3m 6anaHCMPOBKM HArpysKu Ana cTpaTerum
ECMP u ana rpynnbl arpermpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBAETCA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBBLIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKMN OCHOBbI-
BaeTcsa Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6anaHCMPOBKM OCHOBBIBAETCA Ha
MAC-agpece nonyyaTens;

- dst-ip — mexaHn3m 6anaHCcUPOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece nonyyaTens;

- sSrc-mac — MexaHM3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasutens;

- src-ip — mexaHu3m 6anaHCUPOBKM OCHOBbLIBaeTCA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BKatoYeHMe napcuHra L3/L4-3aronoBKos na-
KeTos ¢ MPLS-meTKkamu gna BCero ycTpoicTea. AKTyaibHO
TONIbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakerta.

Bo3BpaT K HacTpoikam 6anaHCMPOBKM HArPy3KM Mo YMONYAHMIO.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 68 — KomaHap! pexkmuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4YaHuio

show interfaces channel-group
[group]

group: (1..32) Moka3sbiBaeT HbOPMaLLMIO NO rpynne KaHaioB.

5.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

dyHKUMen ctaTnyeckux rpynn LAG ssnsetcs o6beanHeHMEe HECKObKNX GU3NYECKUX KaHaN0B B OAMH,
YTO NO3BO/IAET YBE/JINYUTb MPOMYCKHYIO CMNOCOOHOCTb KaHasa M MOBbICUTb €0 OTKAa30yCTOMYMBOCTb. Ons
CTaTUYECKUX rPYNn NPUOPUTET UCNO/Ib30BaHUS KaHan0B B 06beAMHEHHOM MyYKe He 3aJaeTcs.

/ Ona BkaoueHuns pabotbl MHTepdeiica B cOCTaBe CTaTUUECKOM rPynmnbl MCNONb3YINTe KoMmaHAY
channel-group {group} mode on B pexume KoHdpurypauum cootTsercTayloLLero MHTepdeiica.

5.11.2 Npomokon azpezayuu KaHanoe LACP

dyHKuuen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHeHNe HECKONbKUX
dU3NYECKMX KaHafoB B OAMH. ArperMpoBaHMe KaHajfoB MCMO/Mb3yeTcA AA YBe/IMYEeHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V’- Ona BKknwoueHua pabotbl uHTepdelica no npotokony LACP ucnonb3yiite KomaHay
channel-group {group} mode auto B pe)xXume KoHdUrypaumum cooTBETCTBYIOLLETO UHTEpP-
deirca.

KomaHObI pexcuma 2a06anb6HolU KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 69 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo
lacp system-priority value YcTaHaBAMBaeT NPpUOpPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaB/AMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#
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Tabnmua 70 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymon4yaHuo
mcnonb3syeTca
3HayeHue long

YcTaHaBAMBAET aAMUHUCTPATMBHBIM TaMayT npoTokoaa LACP:
- long — onutenbHoe Bpems TarimayTa;
- short — manoe Bpems TaiimayTa.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lacp port-priority value
no lacp port-priority

value: (1..65535)/1

YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 71 — KomaHab! perkmma EXEC

protocol-state]

hu_port: (1/0/1..6)

3HayeHue/3Haye-
Komanda Hue o ymonya- Aelicmeue
Huro
show lacp { tengigabitethernet MokKasbiBaeT MHPpopmaumto o npoTokoe LACP gns nHtepdeiica
te_portlhundredg@abheth?r?et te_port: Ethernet. Ecav pononHUTenbHble NapameTpbl HEe UCMO/b3Y-
hu_port } [parameters | statistics | (1..8/_0/1..32); toTCcA, To 6yAeT NoKasaHa BcA MHGpopmaumn.

- parameters — MOKa3biBaeT MapaMeTpbl HACTPOMKM MpoTO-
Kona;

- statistics — noka3bIiBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;

- protocol-state — noKasbiBaeT cOCTOAHWE PaboTbl MPOTOKOA.

show lacp port-channel [group]

group: (1..32)

MokasbiBaeT MHPopmauuio o npotokone LACP gns rpynnbl
nopToB.

[pumepbl 8b1M0AHEHUS KOMAHO

= Cos3pgaTb Nepsyto rpynny noptos, paboTtatoLyto no npoTokony LACP 1 BKAtOYaloLLyto ABa UHTep-
deiica Ethernet — 3 n 4. CkopocTb paboTbl rpynnbi — 1000 M6uT/c. YCTaHOBUTb MPUOPUTET CUCTEMDI
— 6, npuopwuTeTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config) # interface port-channel 1
console (config-if)# speed 10000
console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000
console (config-if) # channel-group 1 mode auto

console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if)#

)
console (config-if)
console (config-if)

#
#

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

exit

channel-group 1 mode auto
lacp port-priority 13
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5.11.3 Hacmpoiika mexHonozuu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BoAOT 06beAUHUTL O4HY UAK HECKOobKo Ethernet-nuHnii ana
YyBEJ/IMYEHMA CKOPOCTM M obecneyeHusa oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu 06blMHOM LAG arpervpoBaHHble JIMHUK AO0MXKHbI 6biITb Ha OAHOM (pU3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAaX0AATCA Ha PasHbIX UINYECKMX YCTPOMCTBAX.
®dyHKuMa VPC no3sonseT coeanHUTb ABa PU3MUYECKMX YCTPOMUCTBA B OAHO BUPTYasIbHOE.

/ Mpu HacTpoiike VPC Ha 04HOPaHroBblX KOMMYTaTOpax A0MKHA ObiTb 0AMHAKOBaA Bepcua
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpoAMpPYIOTCA TONILKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
Secondary ucnonb3yet HacTpoiku Primary.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bu, 3anpoca KOMaHAHOMN CTPOKM peRMmMa rnobasbHON KOHPUrypaLumm:
console (config) #

Tabanuya 72 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

vpc domain domain_id Cospaet VPC-gomeH.
Ha ogHOMm ycTpoiicTBe MoOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX A0NXKEH
6bITb 0guHaKoBbI VPC-gomeH.

domain_id: (1..255)

no vpc domain domain_id Yaanaet VPC-L0OMeH ¢ yCTponcTBa.

vpc group group_id Cospaet VPC-rpynny. [1na Kaxa0ro arpermpoBaHHOro nHTep-
delica foMKHa bbITb cO3aaHa oTaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoMcTBax Homepa VPC-rpynn foMXKHbI COBNAaTh.

group_id: (1..63) CymmapHoe Konanuectso VPC-rpynn He MOXKeT npe-
V BbICUTb 48.
no vpc group group_id Yaanaet VPC-rpynny c ycTpoicTea.
vpc BkntoyaeT pexxum VPC. Ucnonb3lyeTtca nocne KoHoUrypaumm
—/BbIKNIOYEHO VPC.
no vpc Bbikntoyaet pexum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 73 — KomaHabl pexkmma KoHourypaumm VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymMoa4YaHuro
peer link group HasHayvaet Port-Channel B Kauectse peer-link.
group: (1..48)
no peer link Mckntouaet Port-Channel us yyactua 8 VPC.
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peer detection

no peer detection

— /BbIKOYEHO

BkntouaeT peer detection protocol.
Peer-detection — AONOAHUTENbHbI MEXaHU3M,
V obecneunsaowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn wmHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNPaBKM coobuieHuit peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec oTnpa-
BuTens u UDP nopt gns peer detection protocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BobikntovaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb Bpema OXWUAaHMA OTBETa Ha 3anpoc LEeSO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAWBaEeT NPUOPUTET YCTPOIACTBA. YCTPOMUCTBO C MeHb-
WKM 3HadeHnem ByaeT HasHaveHo Primary.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnusaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ans otnpasku B VPC
noptbl. JonKeH ObiTb 04MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC-group:

console (config) # vpc group group-id

console (config-group) #

Tabnnua 74 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YctaHasnusaeTt VPC-group uneHom VPC-gomeHa.

Mckntovaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnset Port-Channel 8 VPC-rpynny.

Mckntouaet Port-Channel us VPC-rpynnbi.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 75 — KomaHab! pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHda

Aelicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobpaxkaeT MHpopmaLmio o Tekylem coctoaHun VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosaHue cnybbl peer detection protocol.

show vpc role

OTobpakaeT MHbOPMaLMIO O PON YCTPOWCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTobparkaeT coCToAHNE CHETYMKOB cnyKbbl VPC.

5.12 Hacrtpoiika IPv4-agpecauyumn

B gaHHOM pasgene onmMcaHbl KOMaHAbl A1A HAaCTPOMKM CTAaTMYECKUX MapameTpos IP-agpecauumn,
TaKKUX Kak IP-agpec, Mmacka noaceTu, W3 No ymonvaHuto. Hactpolika npotokonos DNS 1 ARP onucaHa B

COOTBETCTBYIOLWMX Pa3aenax AOKYMEHTaLmUu.,

KomaHObI pexcuma KoHguaypayuu uHmepgetica Ethernet, uHmepgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl noptoB, nHTepoeiica VLAN, nHtepdeiica Loopback.

console (config-if) #

Tabnunua 76 — KomaHapl pexknma KoHburypaumm nHtepdeinca

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

HasHaueHue 3agaHHOMY WHTepodelicy IP-agpeca M macku noga-
ceTtn.
3HayeHMe MacKM MoXKeT b6biTb 3anucaHo ambo B ¢op-
V mate X.X.X.X, nam6o B popmare /N, rae N — Konnyecrso
eAUHUL, B ABOMYHOM NPeaCcTaBAEHUU MACKU.

no ip address [/P_address]

Ypanexue IP-agpeca nHtepdelica.

ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca gna loopback-uHTtepdeiica.

no ip address dhcp

3anpeT mncnonb3oBaHuA npoTtokona DHCP gna nonyyeHua IP-
appeca BbIbpaHHbIM UHTEpdeicom.

ip unnumbered {vlan vian_id |

loopback loop-back_id} vlan_id:

Pa3pewaeT koHbUrypupyemomy nHtepdeiicy sanmcreosatsb IP-
aapeca VLAN u Loopback-uHTtepdeiica.

- (1..4094);loopback_id: (1)
no ip unnumbered

OTkntovaer (')yHKLI,VIIO 3aMMCTBOBaHUA agpeca.

ip icmp unreachables

BbIKkntoueHume oTnpasku icmp unreachable.

disable
— -/BKAIOYEHO
no ip icmp unreachables .
. BkntoyeHue otnpasku icmp unreachable.
disable
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KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 77 — KomaHab! perknma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 yMONYaHUIo
He 3a4aH

3afaeT ANs KOMMYTaTopa agpec W33 No YMOAYAHMIO.

YpansaeT HazHauyeHHbIN apec WJ3a N0 YMOMYAHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoselatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-apgpec nHTepdeica, A KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all — no3BonseT BbIGpaTh BCe IP-MHTEpPdENChI YCTPONCTBA;

- ip_address — |IP-agpec HazHauYeHuWA, Ha KOTopbli ByayT nepeHa-
npasnATbcA nakeTbl. 3HaveHume 0.0.0.0 oTKAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKosewaTenbHbIi Tpa-
®UK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnun. MakcumasnbHoe obLuee KoamyecTso nop-
TOB M aflpecoB Ha ycTponcTeo - 128.

OTMeHsAeT nepeaapecaLmio Ha 3afaHHbIX MHTepdericax.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabnunua 78 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear host {* | word}

word: (1..158) cumBonos

Ypanaet us namATu noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUI UMeH MHTepdelicoB u ux IP-aapecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHWM IP-agpeca 3arpyxaetca
KoHourypauus c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHoUrypauumio ip unnumbered gna yKasaHHOMO UH-
Tepdelica.

KomaHOwbl pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>
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Tabnuua 79 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show ip interface [vrf
vrf_name | all} |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

vrf_name: (1..32)
CUMBONA;
te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1/0/1..6);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

MokasbiBaeT KoHdurypauuto IP-aapecaunn ansa yKasaHHOrO MH-
Tepderica unm obnactm BupTyanbHon mapwpyTtmsaumm (VRF).

5.13 Hacrtpoiika Green Ethernet

Green Ethernet — TeXHO/I0MNMA, No3BosiIAOWaAA CHU3UTbL :—)Hepron0Tpe6neHme yCTpOVICTBa 3a cyeT
OTKNKOYEeHNA NMUTaHUA ANA HEeaKTUBHbIX 3/1EKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA nepenaBaemoro
CUTrHaNa B 3aBUCUMOCTU OT AJIUHbI Kabens.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabauua 80 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

Bk/itoyaeT aHeprocbeperatoLmin peskum 41a HeaKTUBHbIX MOPTOB.

no green-ethernet short-reach

no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaoWwmnin pexxmMm ANA HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BktoyaeT aHeprocbeperatolmii pexxum A8 NopToB, K KOTOPbIM
NOAK/OYAIOTCA YCTPOWCTBA C A/IMHOM Kabens noaKAoyeHus
MeHbLLEe MOPOroBOro 3Ha4YeHwus, YCTaHaB/IMBAEMOrO C MOMOLLbIO
-/BbIKNIOYEH

KomaHabl green-ethernet short-reach threshold.

OTKNtoYaeT aHeprocbeperalolmnin pexxMm Ha OCHOBAHWUWU AJMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#

Tabnunua 81 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

BKntouaeT sHeprocbeperatowmii pexxum ans nHtepdelica.

no green-ethernet short-reach

no green-ethernet -/BKntoueH OTKAtoyaeT sHeprocbeperatowmii pexxum aas nHtepdelica.
energy-detect
green-ethernet short-reach BKntoyaeT aHeprocbeperatowmini pexkMm Ha OCHOBAHWW ANIUHbI
Kabens.
-/BkatoueH

OTKAloYaeT sHeprocbeperatoLmini PpexxmMm Ha OCHOBAHMU OJWHbI
Kabens.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunua 82 — KomaHabl perknma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6)
hu_port | detailed]
green-ethernet power-meter CHpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTH.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT
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5.14 Hactpoiika IPv6-agpecauum

5.14.1 Npomokon IPv6

KommyTtatopbl noagep»ueatoT paboTy no npotokoay IPv6. MNMoaaeprkka IPv6 ABnseTca BarKHbIM
LOCTOMHCTBOM, MOCKONIbKY NpOTOKOAN |IPv6 npu3BaH, B NepcneKkTuse, NOJAHOCTbIO 3aMeHUTb ajgpecauumto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclumpeHHoe agpecHoe NpoCcTpaHCcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNMCaHHbIX B BUAE YeTblpex LWeCcTHaALuaTePUYHbIX Yncen.

MoMMMO yBeNMYEHMA aApPecHOro NPOCTPaHCTBa MPOTOKOA IPV6 MMeeT MepapXUyeckylo cxemy
agpecauun, obecneuymBaer arperauuio MapLUpyTOB, ynpouwaer Tabauuy MaplupyTU3aummu, npu 3TOm
3¢pPeKTUBHOCTL PaboTbl MapLLPYTM3aTOPa NOBbLILLAETCA 33 CHET MEXaHM3Ma ODHapy»KeHUA coceHNX Y3/108.

NoKkanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHayaloTca WHTepdeiicam, nosTomy npu
Mcnonb3oBaHUK IPv6Z-agpecoB B CMHTAKCUCE KOMaHA, UCNoib3yeTca cieaytowmii dopmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’- Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX TPynn nNoapap B agpece nportokona IPv6 paBHO
Hyato — 0000, To AaHHbIe rpynmnbl MOTyT 6bITb ONYLLEHbI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpaLLeH A0
FE40::AD21:FE43. CoKpalieHuio He MmoryT 6biTb NoaBeprHyTbl 2 pasgenieHHble HyneBble
rpynnbl U3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTMU.

V‘ EUI-64 — 310 ngeHtudumKaTop, co3aaHHblii Ha 6ase MAC-aapeca uHTepdeiica, ABAAOWMIACA
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypauuu:
console (config) #

Tabnnuya 83 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
ipv6 default-gateway 3afaeT 3HaYeHWe NoKanbHoro agpeca IPv6-wnio3a no ymonya-
ipv6_address HUHO.
no ipv6 default-gateway Ypanaer HacTpolKku IPv6-1wnt03a No yMon4YaHuio.

ipv6_address

Cospaet ctatuyeckoe cootseTcTBne mexay MAC-agpecom co-
ceaHero ycTpoiicTea u ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

ipv6 neighbor ipv6_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

te_port: (1..8/0/1..12);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)
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no ipv6 neighbor
[ipv6_address]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YpanseT ctaTMyeckoe cooTBeTcTBue mexay MAC-agpecom co-
cefHero ycTpoicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHne ckopoctn ana ICMPv6-coobuweHunii 06
olnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[ob6aBneHue cTaTmyeckoro mapuwpyTa IPve

- prefix — ceTb Ha3HayeHus;

- prefix_length — npeduKc macku ceTu (KONNMYECTBO eANHNL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU Ha3HayeHus;

YpaneHue ctatmyeckoro mappyta IPve.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

BktoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAaKeTOoB.

OTK/lOYaeT nepeHanpas/ieHme 04HOAAPECHbIX NaKeToB.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdenca:

console

(config-if) #

Tabnnua 84 — KomaHapl pexknma koHourypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé6 enable

-/BbIK/OYEHO

BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

OTkNtoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KOHOUrypaumsa
BK/IIOYEHA, agpeca He
Ha3HayeHbl.

BKAtoyeHMe aBTOMATUYECKOW KOoHdurypaumu IPv6-agpecos Ha
nHTepderice. Aapeca HacTPamBalTCA B 3aBUCMMOCTM OT Npeduk-
COB, KOTOpbI€e NoJIy4YeHbl B co0bLeHnAx «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[lipv6_address/prefix-length
link-local]

Mo ymonyaHuio
3HaYeHue NOKaNbHOro
aapeca: (FE80::EUI64)

3apaeT nokanbHbIN IPv6-agpec nHtepdeiica. Crapwme 6UTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3afaeT KoOMYecTBO COObLEeHNn-TpeboBaHMI, nepenaBaemMbix
MHTepdEecom B3aMMOAENCTBYIOLEMY YCTPOWUCTBY B Clyyae 06-

(0..600)/1 HapyKeHuna aybaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3Bpalaer 3HayeHne No yMmoa4aHuto.

ipv6 unreachables BkntoyeHne ICMPV6 coobLieHnit o HeaOCTUXKMMOCTM agpecaTta
-/enabled npu nepepaye NakeTos Ha onpeaeneHHbl nHTepoelic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

OnpepeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnuua 85 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ipv6 neighbors
{ipv6_address |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

te_port: (1..8/0/1..32);
group: (1..32);
hu_port: (1/0/1..6);
vlan_id: (1..4094)

MokasbiBaeT MHGOPMauuto o cocegHux IPvb-ycTpoiicTeax, co-
JAeprKallyrocs B Kalle.

clear ipv6 neighbors

OyuLaeT Kalw, cogepKawmii nHGopmaLMio 0 CoceHUX YCTPOW-
cTBax, paboTatowmx no npotokoay IPv6. MHPopmaums o ctatu-
YeCKMX 3anncax coxpaHaeTca.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 86 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKasbiBaeT HacTPOKKM NpoToKona IPv6 ana ykasaHHOro UHTep-
deiica.

show ipv6 route [summary |
local | connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

te_port: (1..8/0/1..32);
group: (1..32); hu_port:
(1/0/1..6);
vlan_id: (1..4094)

MNokasbiBaeT Tabanuy IPv6-mapLipyTos.

5.15 Hactpoiika npoTOKON0B

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoOW 3aga4elt npoTtokosa DNS saBnsetca onpegeneHue IP-agpeca y3na cet (xocta) no 3anpocy,
cogeprKallemy ero AomMeHHoe MMA. Basa AaHHbIX COOTBETCTBMIM [AOMEHHbIX WMMEH Y3/10B CEeTU MU
cooTeeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnvua 87 — KomaHAp! pexkmuma rnobanbHoit KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip domain lookup

no ip domain lookup

-/BKIOYEHO

PaspewaeT ncnonbsosaHne npotokona DNS.

3anpelaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegensert IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.

Ypanaet IP-agpec DNS-cepsepa M3 CnMcKa AOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158)
CMMBO/IOB

OnpegensieT LOMEHHOE UMA MO YMO4YaHUio, KoTopoe byaet uc-
MoNb30BaTbCA MPOrPaMMOoN, ANA AOMNOJHEHWUA HEMNPaBU/bHbIX
LOMEHHbIX MMEH (LOMEHHbIX UMeH 6e3 TouKM). [lna AOMEHHbIX
nmeH 6e3 TOUKM B KOHeL, UMeHU byaeT A06aBAATLCA TOYKA M YKa-
3aHHOE B KOMaHAe AOMEHHOE UMS.

Ypanaet AOMEHHOe UMA NO YMONHYAHWUIO.

ip host name address1
[address2 ... address4]

no ip host name

name: (1..158)
CUMBOIOB

OnpepenseTt cTaTU4eCKne COOTBETCTBUA UMEH y3n08B ceTu IP-ag-
pecam, pobaBnseT ycTaHOB/JEHHOE COOTBETCTBME B  K3LW.
PyHKLMA noKanbHoro DNS. MoHo onpegenntb g0 BocbMu IP-
afpecoB Ha O4HO UMA.

Ypanaert ctatMyeckne COOTBETCTBMA MMeH y3n0B cetu IP-agpe-
cam.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnuua 88 — KomaHabl pexunma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa
CMMBO/0OB nmbo Bce 3anucu (*).
show hosts [name] OTobparkaeT LOMEHHOE MMA N0 YMONYaHULo, cnnucok DNS-cepse-
0B, CTaTUYECKME U KILIMPOBaAHHbIE COOTBETCTBUA MMEH Y3/10B
name: (1..158) POB, P ¥
cetu n IP-agpecos.
CUMBOJI0B
MpKM MCNONb30BaHMM B KOMaHAE MMEHM y3/1a ceTu, oTobparkaeTcs
cooTBeTcTBYIOWMIN emy IP-agpec.

[Tpumepbl UCNoAb308aHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTL AOMEHHOE UMA
Mo YMOJIYAHMIO — mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3 CETU C UMeHeM eltex.mes nmeet IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus aApecoB) — NPOTOKOA KaHa/bHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAepPrKaLLLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 89 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

arp ip_address hw_address
[tengigabitethernet te_port |
hundredgigabitethernet

vlan vian_id | oob]

hu_port | port-channel group |

no arp ip_address
[tengigabitethernet te_port |

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..32);

[ob6asnaeT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabnnuy ARP gna ykazaHHOro B KomaHze nHtepdeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMyecKyto 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabnunupbl ARP ans yKkasaHHOro B KOMaHAe nHtepdeiica.

no ip arp proxy disable

hundredgigabitethernet hu_port: (1/0/1..6);
hu_port | port-channel group | group: (1..32);
vlan vian_id | oob] vlan_id: (1..4094)
arp timeout sec sec: HacTpauBaeT Bpems KU3HM AMHAMUYECKUX 3anuceit B Tabaunue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBMBaeT 3HaYeHWe Mo YMONYAHUIO.
ip arp proxy disable OTKNOYaeT pexkum npokcuposaHma ARP-3anpocos ans KommyTta-
. Topa.
-/OTK/IIOYEH

BkntouaeT pexkmm npokcmposaHua ARP-3anpocos gasa KommyTa-
TOopa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H vav H:H:H:H:H:H
mnun H-H-H-H-H-H /
BMPTYyanbHbIi MAC-
ajpec He 3a4aH

3agaeT BupTyanbHbii MAC-agpec, KOTOpbli 3ameHseT 6aso-
Bblt MAC-agpec KommyTaTopa B ucxogsawmx ARP-nakeTax.
- mac_address — MAC-agpec.

B KauyectBe BuptyanbHoro MAC-agpeca Henb3a Uc-

V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiii MAC-agpec KommyTa-
Topa, 6asoBbii MAC-agpec Kakoro-nmbo HuTa U3
cTeka.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnuya 90 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aelicmeue

clear arp-cache

YaanaeT sce AnHammyeckue 3anmcu ns ARP-tabanubl (KomaHaa ao-
CTYMNHa TONbKO ANA NPUBUAETMPOBAHHOIO No/b30BaTens).
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show arp [ip-address
ip_address] [mac-address
mac_addres]
[tengigabitethernet te_port |

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H

hundredgigabitethernet nnn H-H-H-H-H-H;
hu_port | port-channel group | te_port: (1..8/0/1..32);
oob] hu_port: (1/0/1..6);

group: (1..32)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dounbTp Nno MAC-agpecy; dunbTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHourypaumio ARP n KoHoUrypaumio
ARP gns nHtepdelicos.

show ip anycast-gateway

MokasbiBaeT KOHGUrypauumio anycast gateway.

KomaHObI pexcuma KoHguaypayuu uHmepdgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #

Tabnvua 91 — KomaHapl pexxuma uHtepoelica Ethern

et, rpynnbl nHTEpdericos nHTepdeica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip proxy-arp

Bkntoyaet pexmm npokcuposaHmMa ARP-3anpocos Ha HacTpamsae-
MOM UHTepdelice.

- -/BKAKOYEHO
no ip proxy-arp

OTKAOYaeT pexxmm npoKkcnposaHma ARP-3anpocoB Ha HacTpansae-
MOM MHTepodeice.

anycast-gateway

-/BbIKNIOYEHO

BkntoyaeT onumto anycast gateway Ha nHTepdeice. B ncxoaaimx

ARP-nakeTtax 6a3oBbiit MAC-agpec KommyTaTopa 3aMeHseTca Ha

BMPTyanbHbii MAC-agpec.

V BupTyanbHblit MAC-agpec fosixKeH 6bITb 3agaH KOMaHAOM
anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

[pumepbl UCI016308AHUA KOMAHO

[Job6aBuTb cTaTUyeckyto 3anmcb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,

YCTAaHOBUTb BpeEMA XU3HUN OANHAMUNYECKNX 3aNn

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config)# arp timeout 12000

MokasaTtb cogepkmmoe ARP-Tabnunupbl:

console# show arp

cen B ARP-Tabnunue — 12000 ceKyHA;:

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

02:00:2a:00:04:95

dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumun. MNMpoTokon nossonsieT

pacnpocTpaHMTb Mo cetTu uaeHTudukatopbl VLAN.

OcHoBHOW ¢yHKUMel npoTokona GVRP sasnsetca

obHapyKeHne nHbopmauumn o6 oTcyTcTBYOWMX B 6a3e gaHHbIx KommyTaTopa VLAN-ceTax npu noayvyeHum
coobuweHnit GVRP. Moayums nHpopmaumo o6 otcytcreytowmx VLAN, KommyTaTop A00aBAAET ee B CBOIO

6a3y AaHHbIX.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

97




HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnnua 92 — KomaHab! perknma rnobanbHoM KoOHPUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

gvrp enable

no gvrp enable

-/BbIKOYEH

Bkntoyaet ucnonb3osaHme npoTokona GVRP-kommyTaTopom.

BbikntoyaeT ncnonb3osaHue npotokoaa GVRP-kommyTatopom.

KomaHObI pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl NIopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if)#

Tabnunua 93 — KomaHabl pernma KoHourypaumm nHtepdeiica Ethernet, rpynnel HTepdeiicos

no gvrp vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymona4yaHuro
gvrp enable BkntoyaeTt ncnonb3osaHue npoTtokosna GVRP Ha HacTpansaemom
nHTEpdelice.
-/BbIKAOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpansaemom
nHTEpdelice.
gvrp vlan-creation-forbid 3anpewaeT AMHamMmmM4yeckoe nameHeHme unum cosgaHme VLAN ana
HacTpanBaemoro nHTepoeica.
-/paspelueHo

Paspewaer anHammnyeckoe nameHeHme unm cosganHme VLAN ana
HacTpanBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
cosfaHue n
pernctpauma VLAN Ha
nHTepoelice
paspelleHa

BbinonHaeT cHATUe pernctpaumnm ana scex VLAN n He gonyckaeT co-
34aHUA Unn pernctpaumm Hoebix VLAN Ha gaHHOM nHTepdelice.

YcTaHaBAMBaeT 3HaAYeHue no YMOYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 94 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

clear gvrp statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OuunLaeT HaKOMNJIEHHYIO CTaTUCTUKY NpoTokona GVRP.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnua 95 — KomaHab! perkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro

show gvrp configuration MokasbiBaeT KoHdUrypauuto npotokona GVRP gns yKasaHHOro MH-
[tengigabitethernet te_port | Tepdelica, inbo ana scex MHTepdencos.
hundredgigabitethernet
hu_port | port-channel group |
detailed]
show gvrp statistics te_port: (1..8/0/1..32); | Moka3blBaeT HaKOM/JEHHY CTAaTUCTMKY No npotokony GVRP ans
[tengigabitethernet te_port | hu_port: (1/0/1..6); yKasaHHoro uHtepdeiica, inbo ana scex MHTepdeincos.
hundredgigabitethernet group: (1..32)
hu_port | port-channel group]
show gvrp error-statistics MoKa3blBaeT CTaTUCTMKY No olwmnbKam npu pabote npoTokona GVRP
[tengigabitethernet te_port | AON19 YKa3aHHoro uHtepoderica, MmMbo gna Bcex MHTEphENCcoB.
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxeHusa nemeno (loopback-detection)

[aHHbIN MexaHM3M MO3BO/IAET YCTPOMCTBY OTC/IEXKMBATL 3aKOJIbLLOBAHHbIE MOPTLI. MeTns Ha nopTy
0bHapyKMBaeTCA NYTEM OTCbIJIKM KOMMYTaTOPOM KaZpa C aApPecoM HasHaYeHUs, COBMAAAOWMM C OOHUM
13 MAC-agpecoB yCcTpPoOMncTBa.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHdUrypaumm:
console (config) #

Tabnunua 96 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
loopback-detection enable / BK/touyaeT mexaHn3m obHapyKeHUA neTesb 419 KOMMYTaTopa.
-/BbIKAOYEHO
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHMe NO YMONYAHUIO.
loopback-detection interval YcTaHaBAuMBaeT uHTepBan mexay loopback-kagpamm.
seconds: (10..60)/30
seconds - seconds — UHTepBan BpemeHn mexay LBD-kagpamu.
— CEeKYHZA
no loopback-detection interval BoccTaHaBMBaeT 3HaYeHME N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica 2pynnsl MoOpmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if) #
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Tabnmua 97 — KomaHapl pexxuma KoHourypauum nHtepodeiica Ethernet, rpynnbl uHtTepdelicos, nHtepdeica
VLAN

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no ymon4aHuro
loopback-detection enable / BK/ito4aeT MexaHU3M 0BHapyKeHUs NeTeslb Ha NopTy.
-/BbIKAOYEH
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.
KomaHOb! pexcuma EXEC
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 98 — KomaHab! perkmma EXEC
3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4yaHuro
show loopback-detection OTobparkaeT coctosHMe mexaHnsma loopback-detection.
[tengigabitethernet te_port | te_port: (1..8/0/1..32);
hundredgigabitethernet hu_port: (1/0/1..6);
hu_port | port-channel group | group: (1..32).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoW 3agavei npotokosa STP (Spanning Tree Protocol) AaBnseTca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMONOMMK, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPALMOHHBbIMW COOBLLEHMAMM, MCMOAb3YA Kaapbl crneunanbHoro ¢opmarta, U
BbIOOPOYHO BK/IOYALOT M OTK/KOYAOT Nepeaayy Ha NopTol.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBaHMEM MpoTOKosa STP, xapaKkTepusyetca
MEHbLWMM BPEeMeHeM NpuWBEeAEHUS CeTU K APeBOBMAHOM TonosaorMv UM umeeT 6onee  BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) sBndetcA Haubonee coBpemeHHoOW peanusaumein STP,
nogaeprkmpatoweir mcnonb3osaHme VLAN. MSTP npegnonaraer KoHourypauumio Heobxogmmoro
KO/IMYECTBA IK3EMM/ISIPOB CBA3YIOLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTU OT uncna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMnaap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKona
MSTP aBnsieTca To, YTO Ha BCEX KOMMYyTATopax, B3anmogencreytowmx no MSTP, gonKHbl 6bITb 04MHAKOBO
CKOHuUrypuposaHbl rpynnbl VLAN.

V MaKcMMmanbHO A0NYCTUMOE KOIMYECTBO 3K3emnaapos MSTP yKasaHo B Tabauue 9.

MexaHu3m Multiprocess STP npeaHasHa4eH Ans co3gaHna Hesasucumblx gepesbes STP/RSTP/MSTP
Ha nopTax ycTponcTea. M3ameHeHMa COCTOAHUA OTAENbHOMO AepPeBa HE OKa3blBAOT BAUAHUA HA COCTOAHME
APYrnX AepeBbeB, YTO NO3BONAAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHMUA AepeBa
B C/lydae OTKas3o0B. Mpu KOHOUTypUpPOBaHUN CnedyeT MUCKAUYUTb BO3MOXHOCTb BO3HWMKHOBEHUA KoJel,
MeXay nopTamu-ysieHamu pasHbIX gdepeBbeB. 1A 06CnyKMBAHMA U30/IMPOBAHHbLIX AEPEBLEB B CUCTEME
C034a6TCcA OTAENbHbIM npouecc Ha Kaxpoe aepeBo. C Npoueccom COMOCTaBAAKTCA MOPTbl YCTPOMUCTBA,
npuMHagnexalwme gepesy.
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5.15.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnnua 99 — KomaHab! perknma rnobanbHoM KoOHPUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOpPOM NpoToKkona STP.

- -/BKAOYEHO
no spanning-tree 3anpeLaeT NCNonb30BaHNWE KOMMYTaTOPOM npoToKosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- pvst — Cisco Per Vlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBAJ BPEMEHMU, 3aTPaUnBaEMblii Ha MPOCYLIMN-
BaHWeE U U3yYeHMe COCTOAHUI Nepes NepeKk/loyeHnem B COCToAHME
nepegayu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBAET MHTEPBA/ BPEMEHU MEXAY Nepesadamu LMPOKOBe-
LwaTenbHbIX coobweHnin «Hello» K B3anmoaencTeyoWmMm KOMMyTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeleHo

PaspelwaeT 3alWmTy, BblKAOYalOWYO WHTEpdenc npu noayyeHuu
csoero BPDU.

3anpelsaeT 3awWwuTy, BbIKAOYAOWY WHTepdEnc npu noayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XU3HU cBAsytowero gepesa STP.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpaunBaet npuoputeT caAsyoLero gepesa STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBanBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
- long — 3HaueHwue LeHHOoCTM B AnanasoHe 1..200000000;

-/long - short — 3HauYeHue LueHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3Ha4YeHUe No YyMONYaHUIO.
method
spanning-tree bpdu OnpegaenseT pexxum o6paboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIKtOYEH NPOTOKOA STP.
- filtering — Ha wHTepdelice ¢ BbIK/AOYEHHbIM NpoToKonom STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha nHTepdelice c BbIKAOYEHHBIM NPOTOKOIOM STP HeTe-
ruposaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

Mpu 3aaaHumn STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHUne
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 100 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npotokona STP Ha KOHOUTYPUPYEMOM UHTEp-
deiice.

- . -/paspeLweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokosia STP Ha KOHOUIYpPUPYEMOM UHTEp-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.
) - cost — LEHHOCTb NyTH.
i (1..200000000)/cm. = yT
no spanning-tree cost a6y 96 YcTaHaB/MBaET 3HaUYeHWe, onpeaesemoe Ha OCHOBaHUM CKOPOCTH

nopTta ¥ MeToga onpeaeneHna LeHHOCTU NyTH, cMm.Tabanuy 101

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaEeT NpuopuTeT MHTepdeiica B cBasytolem gepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/tOYaeT pexknum, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHMUE Mepefayu, He A0XMUIAAACh UcTeve-
HUA Talimepa.

- auto — f06aBNAeT 3a4epPKKY 3 CeKYHAbI Nepes, Nnepexoom B co-
CTOSIHME Nepeaayu.

BbIKntoyaeT peXxmm MOMEHTaIbHOro nepexoja B COCTOAHME nepe-
Aa4n NO NOAHATUIO KIUHKa».

spanning-tree guard root

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHoOM HacTPOMKK

BK/touvaeT 3amTy «KKOPHA» A1A BCex CBA3YOLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLuaeT nHTepdeiicy 6bITb KOPHEBBIM MOPTOM KOMMY-
Taropa.

Mcnonb3yeT rnobanbHy0 HaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspeluaeT 3awmTy, BbIK/IOYaOLLYIO0 MHTepdEeC Npy Npuéme nake-
TOoB BPDU.

3anpeLaeT 3aWumTy, BbIK/OYAIOLLY0 MHTEpdec Nnpu npuéme nake-
TO0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKa-TOUKa»,
014 NONYAyNAeKCHOro

— «PA3BETBNAEHHbIN»

YcTaHaBauBaeT npoTokon RSTP B nepepatolee coctosiHne un onpe-
AenaeT TMN cBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — TouKa-Tou4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTkn naketos BPDU-uHTepdeicom, Ha
KOTOPOM BbIKAOYEH NPOTOKOA STP.

- filtering — Ha WHTepdelice ¢ BbIKAOYEHHbIM MpoTOoKo/sOM STP
BPDU nakeTbl dpunbTpytoTCs;

- flooding — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpPOTOKoMOM STP
HeTermposaHHble BPDU-nakeTbl nepeparoTca, TermpoBaHHble —
duUnbTpYOTCA.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4YaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/doti1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatoTca U npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnatoTca M npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpeuwaet npvem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c dnarom TCN.

102
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Tabnnua 101 — LleHHOCTb NyTK, yCTaHOBAEHHAs MO YyMONYaHUIo (Spanning-tree cost)

Memod onpedeneHusn yeHHo-
Unmepdpelic cmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
KomaHOb! pexcuma Privileged EXEC
BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#
Tabnuua 102 — KomaHap! pexkuma Privileged EXEC
3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue

no ymosn4aHuro

show spanning-tree
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

lMokKasbiBaeT coctoaHMe NpoTokoaa STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HY MHPOPMALMIO O HACTPOMKaX MPOTOKOAA
STP, MHPOPMaLMIO 06 aKTUBHbIX MAN 3a6NOKMPOBAHHbIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MepesanyckaeT npouecc mmrpaumm NpoToKkoaa. 3aHOBO NPOMUCXO-
OUT nepecyét aepesa STP.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 103 — KomaHzabl perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show spanning-tree bpdu
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MoKa3sblBaeT pexkum 06paboTkun naketos BPDU Ha MHTepdeiicax.
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5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (confiqg) #

Tabnnua 104 — KomaHabl pexkmma rnobanbHol KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree

PaspelwaeT ncnonb3oBaHUE KOMMYTAaTOPOM NpoTokona STP.

- -/pa3spelueHo

no spanning-tree 3anpelaeT NCNonb30BaHNWE KOMMYTaTOPOM NpoToKosa STP.

spanning-tree mode {stp | YcTaHaBAMBaET pexkMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE MO YMOYAHUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, ONpeaeeHUs LEHHOCTU NyTuH.

method {long | short} - long — 3HauyeHMe ueHHoCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBAeT NPUOPUTET A/ [AHHOTO KOMMyTaTopa nepej,
0CTa/IbHbIMM, UCMONb3YHOLWMMM 0BWMi sKk3emnaap MSTP.

- instance_id — ak3emnaap MST;

- priority — npuopuTeT KOMMYyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU, Heobxoammbix ans GOpMUPOBAHUA AepeBa U
yAepKaHua nHdopmaLmMm o ero ctpoeHun. Ecam nakeT yxke npowen
MaKCMMaNbHOE KO/IMYECTBO TPAH3UTHbIX YH4aCTKOB, TO Ha cneayto-
LLLem y4yacTKe OH oTbpacbiBaeTcs.

- hop_count — makcMManbHOe KONWYECTBO TPAH3UTHbIX Y4acCTKOB
Ana naketa BPDU.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxog B pexum KoHourypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:

console# configure

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnunua 105 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY dK3emnaapom npotokosna MSTP un
rpynnamm VLAN.

- instance-id — naeHTUPUKATOP 3K3emnnsapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MEXKAY 3K3eMNnaApom npotokona MSTP un
rpynnamu VLAN.
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name string 3agaeT ums KoHourypaumm MST.
string: (1..32) cumBona | - string — vuma KoHdUrypauumn MST.
no name Ypanaetr uma koHdurypaummn MST.
revision value 3apaeTt Homep peBu3nK KoHbUrypaumm MST.
value: (0..65535)/0 - value — Homep peBu3nn KoHdurypaumm MST.

no revision YcTaHaBAMBaeT 3HaueHue No ymonyanuto (value).

show {current | pending} MokasbiBaeT Tekyuyto (current) nMbo oxmngatowyto (pending) KoH-
) odurypauuio MST.

exit Bbixog, 13 pexunma KoHpurypaumm npotokona MSTP c coxpaHe-
) HUEeM KOHOUTYpaLuu.

abort Bbixoa U3 pexkmMma KoHdurypaumm npotokosa MSTP 6e3 coxpaHe-
i HUA KOHOUTypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 106 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel nopros

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymon4YaHuro
spanning-tree guard root BK/tOYaeT 3aLWmUTy KKOPHA» A1A BCEX CBA3YIOWMX AepeBbeB STP Bbl-
/3auTa BbIKTIOYEHa 6paHHOro noprta. [aHHaa 3alWuMTa 3anpewaer MHTepdency 6biTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.
no spanning-tree guard root YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMUIO.
spanning-tree mst instance_id YcTaHaBauBaeT npuopuTeT nHtepdeiica B sksemnnape MSTP.
port-priority priority - instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
. . - priority — npuopuTeT nHTEpdeiica.
instance_id: (1..63);
o 3HaueHue NpUopuUTETa J,OMKHO 6bITb KPaTHO 16.
priority: (0..240)/128 V
no spanning-tree mst YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.
instance_id port-priority
spanning-tree mst instance_id YcTaHaBAMBaET LLEHHOCTb MyTW Yepes BblbpaHHbIN MHTepdenc ana
cost cost onpeaeneHHoOro aKksemnasapa npotokona MSTP.
instance_id: (1..63); - instance-id — naeHTUdUKATOP 3K3emnaapa npoTokona MSTP;
cost: (1..200000000) - cOSt — LEHHOCTb NyTU.
no spanning-tree mst YcTaHaBAMBaeT 3HaYeHUe, onpeaensiemoe Ha OCHOBaHWUM CKOPOCTU
instance_id cost nopTa U MeToa onpeseneHuns LLeHHOCTU NyTu.
spanning-tree port-priority YcTaHaBAMBaeT NpuopuTeT nHTEpdelica B KOPHEBOM CBA3YIOLLEM
priority pepese MSTP.
priority: (0..240)/128 V 3HaueHue npuopuTeTa J0/MKHO 6bITb KpaTHO 16.
no spanning-tree port-priority YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.
spanning-tree restricted-tcn -/npuem BPDU ¢ 3anpeuwaet npvem BPDU c ¢pnarom TCN.
no spanning-tree restricted-tcn | ¢dnarom TCN paspe- Paspewaet npvem BPDU c ¢pnarom TCN.
weH

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 105



HELTEX

Tabnnua 107 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMOMYaHUIo

Aelicmeue

show spanning-tree
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
instance_id: (1..63)

MokasbiBaeT KoHbUrypauuio npoTokona STP.
- instance_id — naeHTUdUKATOP 3K3emnaspa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

Moka3sbiBaeT NoApobHy0 MHPOPMALMIO O HACTPOMKe NPOTOKOAA
STP, HPopMaumio 06 aKTUBHbIX MM 3a6/10KMPOBAHHBIX NOPTaX.

- active — npocmoTp MHPOPMaL MM 06 aKTUBHbIX NOpPTax;

- blockedports — npocmoTp MHGopMauumM 0 3a6N1OKMPOBAHHbIX NOP-
Tax;

- instance_id — naeHTUdUKATOP 3K3emnaspa npotokona MSTP.

show spanning-tree
mst-configuration

MNMoka3sbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHBIX IK3eMNAAPax
MSTP.

clear spanning-tree
detected-protocols interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32).

MNepesanyckaeT npouecc MUrpaLyumn NPOToKoaa. 3aHOBO MPOUCXO-
OMUT NPOCYET aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAuMTb NogaepKKy npoTtokona STP, yCTaHOBUTb 3HaYeHWE NpuopuTeTa CBA3YIOLWEro gepesa
RSTP — 12288, nntepsan forward-time — 20 cekyHA, MHTEPBaN BPEMEHU MeXKAY Nepeagadyamm LWn-
poKoBelaTenbHbIX coobueHnin «Hello» — 5 ceKyHa, Bpema KU3HU cBA3ylolero gepesa — 38 ce-

KyHZ,. MoKa3aTb KOHUrypaumto npotokona STP:

console (config
console (config
console (config
console (config
console (config
console (config

) #
) #
) #
) #
) #
) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pasHoBMAHOCTEN NPOTOKOAa Spanning
Tree, pacwupamowan ¢yHKUMOHaNAbHOCTb STP ana ncnonb3osaHuA B otaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BoseT B Kaxkaom VLAN co3aaTb OTAesbHbIN 3k3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pu3yeTca MeHbWWM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TOMONOIMN U UMeeT H6o/iee BbICOKYHO
YCTOMYMNBOCTb.

.‘

.‘

.‘

.‘

Bcero nogaeprkaHo 65 PVST/RPVST-uHcraHca. Mpu aTom Hynesoit ncnonbsyetca gna scex
VLAN, B KOTOpbIX OTKAtoueH PVST/RPVST. Kaxxgomy VLAN c ekatoueHHbim PVST/RPVST co-
oreeTcTByeT oanH PVST/RPVST uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 6onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpyIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumrtaTb
Konu4yectso ucnonbsyembix VLAN Ha KonbLeBbIX nopTax Kommytatopa. Ecam gaHHoe 3Ha-
YyeHue npesbiwaeTt 64, TO NepPBOHaYaNbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoi4 "no spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. MNoatomy B cnyyanax, Korga B KOJbLe UCNOJIb3YHOTCA KOMMYTATOPbl C KOuye-
cteom PVST/RPVST VLAN, npesblwaiowem 64, cnegayet pacluimputb AMmUTbl 06paboTku
PVST bpdu-tpaduka Ha CPU. [ina 3Toro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnm B npouecce 3KcnyaTauumn noHagoburca yépatb VLAN ns PVST/RPVST-uHCTaHCOB 1 A0-
6aBUTb HOBble, HYXXHO NPOU3BECTU CaeayoL e AeUcTBUA:

1) Otkntountb STP B HeHyxHbix VLAN (KomaHpa «no spanning-tree vlan vlan_list» B rno-
6anbHOM perkume KOHGUrypupoBaHUa);

2) Bkntountb STP B HoBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMe KOHOUrypupoBaHus).

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 108 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BKkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
YMOJ/I4aHUIO BCE UHCTaHCbl | VLAN.
no spanning-tree vlan BKNIO4EHDI OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX

vlan_list

VLAN.

spanning-tree vlan vian_list
forward-time seconds

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPaunBaeMblli Ha NPOCay-
LWWMBAHWE U U3yYeHNe COCTOAHWUI Nepes NnepekntoyeHem B co-
CTOAHME nepegayn gnAa ykasaHHbix VLAN.
Taiimepbl A,01KHbI COOTBETCTBOBATL C/leAYIH0-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age = 2 * (Hello-
Time + 1).
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no spanning-tree vlan
vlan_list forward-time

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHW MEXAY Nepefadamu LWMpo-
KoBelaTesbHbIX coobuweHuit «Hello» K B3anmogencTeyoWwmm
KOMMYyTaTOpam ANA yKa3aHHbIX VLAN.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa X13HW cBasytowwero gepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunopuTtet ceasytouLero gepesa STP.
/ 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-

rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOWM CTPOKM pexnma KoHburypaumm nHtepdeica:

console (config-if)#

Tabnvua 109 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

vlan_list: (1..4094);

no spanning-tree vlan
vlan_list cost

cost: (1..200000000)

YcTaHaBAMBaEeT LEHHOCTb NYTU Yyepe3 AaHHbI MHTepdenc ana
yKa3aHHbIx VLAN.
- cOst — LEeHHOCTb NyTK.

YcTaHaBAMBaeT 3HAYeHUe, onpeaenaemoe Ha OCHOBaHUM CKOPO-
CTW NopTa U MeToZa onpeneneHns LLeHHOCTU NyTU ANA YKasaH-
Hbix VLAN.

spanning-tree vlan

ority_value

vlan_list port-priority pri-

vlan_list: (1..4094);
priority_value:

no spanning-tree vlan
vlan_list port-priority

(0..240)/128

YcTaHaBAMBAET NpPUOPUTET MHTEPdECca B KOPHEBOM CBA3YIOLEM
nepese STP.
V 3HaueHue BblbUpaeTca U3 guanasoHa C lWa-
rom 16.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

-/npuem BPDU c ¢pnarom

no spanning-tree vlan
vlan_list restricted-tcn

TCN paspeLen;
vlan_list: (1..4094)

3anpewaet npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npuem BPDU ¢ dnarom TCN ansa ykasaHHbix VLAN.
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5.15.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NoBbIWEHUA YCTONYUBOCTH
M HAZEXKHOCTU CeTU Mepeaadn AaHHbIX, UMEeloLWe KO/bLEBYO TOMO/IOMNIO, 33 CYET CHUMKEHUA BPEMEHU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOBAEHWs He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NepPecTPoOMNKM CETU NPU UCMOJ1b30BaHNKM NMPOTOKO/I0B CEMENCTBA Spanning
tree.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnunua 110 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

erps
no erps

-/BbIK/IOYEHO

PaspewaeT paboTy npotokona ERPS.

3anpewaet paboTty npotokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOopol byaeT nepeaaBaTbca CAy*KebHaa nHbopmaLuma 1 ne-
pexos B peXxunm KoHdUrypauum Konbla.

- vlan_id — Homep R-APS VLAN.

Ypnanenune ERPS-konbua ¢ naeHtuourkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Tabanuya 111 — KomaHabl perknuma KoHourypaumm ERPS-konbLa

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
protected vlan add [obasnaet ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.
vlan_list vian_list:(2..4094, all) -vlan_list — cnucok VLAN. inana3soH VLAN MoKHO 3a4aTb ne-
peuncieHnem yepes 3anaTyio UM yKasaTb HayasbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".
protec.ted vlan remove vian_list:(2..4094, all) yp,anﬂeT amana3oH VLAN m3 cnucka 3awmueHHbix VLAN.
vlan_list - vlan_list — cnucok VLAN ansa yaanexums.
port {west | east}{ Bbibop west (east)-nopta KOMMyTaTopa, BKAKOYEHHOIO B
tengigabitethernet te_port KO/bL,O.
| hundredgigabitethernet te_port: (1..8/0/1..24);
hu_port | port-channel hu_port: (1/0/1..6);
group} group: (1..32)
no port {west | east} YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KOJ/IbLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa v €ro ponu.
neighbor} - west — RPL-nopTom byaeT HazHayeH west-nopr;
- east — RPL-nopTom 6yaeTt HazHayeH west-noprt;
-/no rpl - owner — KOMmyTaTop byaer ABnsTbcA Bnagenouem RPL-
nopTa;
- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-noprTa.
no rpl YpaneHune RPL-nopTa KommyTaTopa.
level level HacTpoiika ypoBHsi coobuweHuin R-APS. Heobxogumo ans
) NPOXoXKAeHUA coobleHnin yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobueHunii R-APS.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
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ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toueHne QyHKUMOHNPOBAHUA KO/bLA.

BbikntoueHne GYHKUMOHNPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

BbI6Op pexxrma COBMECTUMOCTM C APYrMMM BEPCUAMM NPOTO-
kona G.8032.
- version — BepcuaA npoTtokona G.8032.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

revertive

no revertive

-/revertive

Bbibop perkrma paboTbl KObLa.

YCTaHOBKA 3HAY€HWUA NO YMOJIYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHuWe nofKosbLa ANA AAaHHOTO KoAbla.
- vlan_id —Homep VLAN.

YpaneHne noakonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/OYMTL OTNPABKY CMTrHaNa o4ncTk MAC-Tabamubl B OCHOB-
HOE KO/bLLO NPV NepecTpoeHnn NoAKObLA.

OTKNOYNUTL OTNPABKY CUrHana o4ymcTkn MAC-Tabauubl B oc-
HOBHOE KOJ1bLLO NpU NepecTpoeHMm NoAKObLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Tavmepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTtaTopa Ha us-
MeHeHMe B COCTOAHMU. BMmecTo peakLmmn Ha cobbiThe BKAOYa-
eTcA Taimep, NO UCTEYEHMU KOTOPOro KOMMYTATop MHGOp-
MWPYeT O CBOeM COCTOAHMU. lpegHasHaveH AnA ymeHblue-
HMA dayaa nakeTos Npu daannuHre NOpToB.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

timer wtr value

no timer wtr

value:(1..12) MUH/5 MuH

YcTaHOBKa Talimepa, KoTopblid 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Wcnonbsyetrca ana
npeaoTBPALLEHNA YaCTbIX 3aLUMTHBIX MepeKatoYeHu K3-3a
CUTHa/I0B O HEUCNPABHOCTAX.

YCTaHOBKA 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

CDopcmpyeT 3anyCK 3alUTHOrNoO nepeknryeHnAa Konbua, npu

-/no 3TOM B10KMpPYeTCA yKa3aHHbIV NopT.
no switch forced OTmeHa GOopPCUMpPOBAHMNA NEPEKIIOYEHMA KOJbLLA.
switch manual {west | PyyHoe 6/10KMpoBaHMe yKasaHHOro west (east)-nopTa u pas-
east} -/no 610KMpoBaHue east (west).
no switch manual OTMeHa py4yHON 61O0KMPOBKU.
abort OTKaTUTb U3MEHEHUSA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHUrypaLmm KosbLa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:
console#

Tabnnuya 112 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuro

KomaHoa

3anpoc nHdopmaumm 06 obem coctoaHumn ERPS nam cocto-
AHWUW YKa3aHHOTo KoJbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpoiika npomokona LLDP

OcHoBHOW ¢yHKuMen npotoKona Link Layer Discovery Protocol (LLDP) aBnseTca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HaKaniMBaeTca B YCTPOMCTBAX M MOKET ObITb 3anpoLUeHa ynpaBaaiowmMm KOMMbOTEPOM
no npotokosy SNMP. TakMum 06pa3som, Ha OCHOBaHUM COBPaHHON WMHOOPMAUUM, HA YMPABAAIOLLEM
KOMMblOTEPE MOXKET BbITb CMOAENNPOBAHA TONOJIOTUS CETU.
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KommyTaTopbl NOAAEpKMBAOT nepedadvy Kak CTaHAAPTHbIX MapamMeTpoB, Tak W OMUMOHA/MbHbIX,
TaKMX Kak:

—  WMSA YCTPOMCTBA M ero onuncaHue;
—  UMA MopTa U ero onuncaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanua 113 — KomaHabl pexkmma rnobanbHol KoHurypaumm

3HaveHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
lidp run /paspelero PaspelwaeT KommyTaTopy UCNob30BaHMe npoTokona LLDP.
no lidp run pasp 3anpewaeT KOMMYTATOPY MCNOAb30BaHMeE NpoToKona LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpepaenseT, Kak 4acTo yCTPONCTBO ByeT 0TNpaBaATb 06HOBNEHUE
nHpopmauum LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BeNNUYMHY BPeMeHU AN NPUHMMAIOLLEro YyCTPOMCTBA, B Te-
YyeHne KOTOPOro HYXHO yAeprKuBaTb NpUHMMaemble naketbl LLDP
nepeg ux cbpocom.

[aHHaa BenMunHa NepefaeTca Ha NPUHMMAEMyo CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO A/1A
Tarimepa LLDP (lldp timer). Takum o6pasom, Bpems Km3Hu LLDP na-
KeToB paccumTbiBaeTca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBaEeT 3HAYeHUe no YMO4YaHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxuaatb nepes
NoBTOPHOM MHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
ceK

YcTaHaBAMBaEeT 3a4epKKy MeXAy nocnenyrowumu nepegadamu
naketos LLDP, MHULMUPOBAHHBIMM U3MEHEHUAMW 3HAYEHUN UK
CTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

V PekomeHayeTca, utobbl AaHHaA 3ajaepiKKa 6bina

MeHbLue, yem 3HaueHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpepenseTt pexum ob6paboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIK/OYEH HAa KOMMYTaTOpE:

- filtering — yka3biBaeT, yto LLDP-nakeTbl puabTpytoTCA, ecnm npo-
TOKoA LLDP BbIK/AOYEH Ha KOMMYTaTOpPE;

- flooding — yka3biBaeT, uto LLDP-nakeTbl NepepaoTca, eciv npoTo-
Ko LLDP BbIKAtOYEH Ha KOMMYyTaTOpe.

YcTaHaBAMBaeT 3HaYeHUe rno YMOJAYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTtaHasauBaeT uyncno nostopeHuin PDU LLDP gna 6bicTporo 3a-
nycKka, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

OnpegenseT npaBuio ans napameTpa network-policy (ceTesas no-
JINTUKA YCTPOWCTBA). JaHHbI NapameTp ABAAETCA ONUMOHA/bHbIM
ANna pacwmpeHua npotokona LLDP MED.

- number — nopaaKoBbIi HOMep npasuna network policy;

- application — rnaBHaa GyHKUMA, onpeeneHHas ANA 4aHHOro npa-
Buna network policy.

- vlan_id — vwpentndumkatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegenser TerMpoBaHHON AN HETETMPOBAH-
Hol 6ygeT VLAN, ncnonb3yemasn AaHHbIM NPaBUIOM.

- priority — npuopuTeT AaHHOro Npasuaa (Mcnoab3yeTca Ha BTOPOM
yposHe mogenu OSl);

- value — 3HauyeHne DSCP, ucnonbdyemoe faHHbIM NPaBUIOM.

no lidp med network-policy
number

value: (0..63)

Ypanset cosgaHHoe npasuio 4nsa napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
ceK

YcTaHaB/MBaeT MaKCMMa/bHYO CKOPOCTb Nepeaayn yBeaoMNeHni
LLDP.

- seconds — nepuog, BpemMeHu, B TeYeH1e KOTOPOro YCTPOMCTBO MO-
YKeT 0TnpasuTb He 6osiee 0AHOrO yBeAOMEHWS.

no lldp notifications interval

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if) #

Tabnunua 114 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lldp transmit

lidp receive

no lidp receive

Mo YMONYaHUIO pa3peLlleHo
MNCNonb3oBaHWe B 060mx
HanpasaeHUAX.

Pa3spewaeTt nepepayy naketos no nportokony LLDP Ha uHTep-
delice.

3anpelaeT nepegayy naketos no npoTtokony LLDP Ha uHTep-
delice.

PaspelwaeT npvem nakeTtos no npoTtokonay LLDP Ha uHTepdelice.

3anpeLiaeT npyem nakeTos No npotokony LLDP Ha nHtepdeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHNIO
onumoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpepensieT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nNepesaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKNHOUYUTb OT OAHOTO A0 NATU OMNLMOHANbHbIX
TLV.

TLV 802.3-power-via-mdi goctynHa TonbKO Ha yCTpoOii-
CTBaxX C NoaAepKKoit PoE.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onuuoHasnbHble TLV He
BK/IOYEHDI.

Onpegenset, Kakne onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B NepegaBaembliii LLDP-nakerT:

- pvid — PVID uHtepoeiica;

- ppvid — go6asutb/yaanuTs PPVID;

- vlan-name — go6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTb/yaanuTb onpeaeneHHbIN NPOTOKO.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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lldp management-address
{ip_address | none |
automatic [
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasastowmin agpec
onpepensaerca
ABTOMATUYECKMU.

OnpegenseT ynpaBnatoWwmin agpec, obbABNAEHHbIN Ha WHTep-
deiice.
- ip_address —3apaetca ctaTnyeckuii IP-agpec;
- none — yKa3bIBaeT, YTO afpec He 06bAB/EH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastoLwmii agpec n3 scex IP-agpecos kKommyTaTopa;
- automatic — ykasblBaeT, 4TO cMcCTeMa aBTOMaTMYECKM BbibBUpaeT
ynpasAsoWwmnin agpec, U3 CKOHPUrypmpoBaHHbIX a4 pPecoB 3a4aH-
Horo nHTepdelica.
Ecnu nHtepdeiic ethernet nnm nHtepdeic rpynnsl NOPTOB Npu-
HagnexaTt VLAN, To aaHHbii agpec VLAN He byaeT BK/AOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX afpecos.
B cnyyae Hannuua HeckonbKux IP-agpecos cucrema
Bbl6MpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muyeckux IP-appecos. Echm guHamuuyeckme agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HavyanbHbIii IP-ag-
pec U3 AgnanasoHa BO3MOXHbIX cTaTuueckux IP-agpe-
COB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio oTnpasKa
yBefomaeHunn LLDP
3anpelueHa.

Pa3peluaet/3anpeLyaeTt oTnpasKy ysegomneHuii LLDP Ha nHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnonb3oBaHUe pacwimpeHuna npotokona LLDP MED.

location, B KOMaHAy MOXHO BK/IOYUTb OT O4HOTMO A0 TPEX CMELMabHbIX
inventory)/3anpetueHo TLV.
MCNO/Ib30BaHMe
paclmnpeHna NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy agaHHOMYy nHTepdeiicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — ygandaeT npasuo;

no lldp med network-policy

- number — HOMep npasuna.

Ypansaer npasuno network-policy c sgaHHOro uHTepodeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aliT;
civic_address_data: (6..160)

3afaeT MecToMNoJIOKEHWE YCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — afipec B cCTEME KOOPAMHAT;

- civic_address_data — apMMHUCTPATUBHbBIN aApec yCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — agpec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anr. Ypansaer HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lidp med notification PaspeluaeT/3anpeliaer oTnpaeky ysegomneHunit LLDP MED o6

topology-change {enable | N3MEHEHWUW TOMONOTUN.

disable} /3anpelieHo - enable — paspeluaeT oTNPaBKy yBeAOMNEHWN;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

v
v

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYAJIbHO NOPTaMu
rpynnbl, NPUHABWIMMM coobieHuA. LLDP oTnpaBasAeT pasanuHble cooblieHUAa Ha KaxKablii

Pabota npoToKona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMPOBaAHHbIX NPOTOKO/IOM STP-nopTax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP pa6oTaeT c nOpTom TO/IbKO B C/lyyae, eciv OH

dBTOPU30BaH.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 115 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear lidp table
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

OunwaeT TabamuLy agpecos 06HAPYKEHHbIX COCeAHUX YCTPONCTB U
HauYMHaeT HOBbIM LMK 06MmeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

MNokasbieaeT LLDP-koHdUrypauumn scex GpuUsMyeckmx uHTepdelicos
yCTponcTBa IMbo 3agaHHbIX MHTEpdENCoB.

show lldp med configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

Moka3sblBaeT KOHOUIypauun pacwmpeHna npotokona LLDP — MED
Ana Bcex GpU3nyecknx nHTeppencos NM60 3aaaHHbIX UHTepdEcoB.

show lidp local {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

MNokasbiBaeT LLDP-uHbOpMaLMio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

lMokKasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lidp neighbors
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);
6)

MoKkasbiBaeT MHPOPMALMIO O COCeAHMUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTokon LLDP.

show lldp statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob | detailed]

te_port: (1..8/0/1..
hu_port: (1/0/1..

32);

lNoKasbiBaeT cTaTUCTUKY LLDP.

[pumepbl 8b1M0MHEHUS KOMAHO

=  YcTaHoBWUTbL AnA noprta tel/0/10 cneayowme tlv-nons: port-description, system-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasaowmin agpec 10.10.10.70.

console (config) # configure

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc

(

console (config) # interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1lldp management-address 10.10.10.70

®* [locmoTpeTb KoHurypaumio LLDP:

console# show 1lldp configuration

LLDP state:
Timer:
Hold Multiplier:
Reinit delay:
Tx delay:

Chassis 1ID:
Port

Enabled
30 Seconds

4 Seconds
2 Seconds
Notifications Interval:
LLDP packets handling: Filtering
mac-address
State

5 Seconds

Optional TLVs

Address Notifications
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tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 116 — OnucaHune pesynbTaToB

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.

OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHMmatoLwero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOTo HYXKHO yAep»KMBaTb NPUHMUMaeMble nakeTbl LLDP nepeg nx cbpocom:
TTL = Timer * Hold Multiplier.

OnpegenaetT MMHUMANbHOE BPEMSA, B TeHEHME KOTOPOro NopT 6yﬂ,ET OXnOaTb nepen

Reinit delay nocbinkol cneaytouero LLDP-coobueHus.

Tx delay OnpegendaeT 3a4epXKKy mexay nuocnep,yrou.l,mmm nepegadvyamu LLDP-kagpoB, MHULUUPO-
BaHHbIX U3MEHEHMAMM 3HaYeHUI 1Mbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuuu, KoTopble nepeaatoTtca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHunsx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaeHuma LLDP.

= [loKasaTb MHGOPMALMIO O COCEAHMNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnnua 117 — OnucaHune pesynbTaTos

lMone OnucaHue
Port Homep nopra.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.
System name CucTeMHoe MMs YCTPOMCTBA.
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Capabilities

[aHHoe none onucbIBaeT TMN yCTPOMcTBa:

B — MocrT (Bridge);

R —MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnucaHune coceaHero ycTpomncTaa.

Port description

OnucaHWe NopTa coceaHEero ycTpoicTaa.

Management address

Afpec ynpasaeHus ycTpoWCTBOM.

Auto-negotiation
support

OnpegendaeT, NoAAepKMBAETCA /I aBTOMATUYECKOe onpeaenieHne pexmma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOAAEPKKA aBTOMATUYECKOTO onpeaeneHna pexnma
nopTa.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexunmbl, nogaepKnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeseneHus
nopra.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.

5.15.8 Hacmpolika ¢pyHKyuu Flex-link

Flex-link — ¢yHKuMA pe3epBupoBaHUA, NpeaHasHaYeHHasa ans obecneyeHUa HaAEKHOCTM KaHana
nepefaun aaHHbix. B cBaske flex-link moryt HaxoguTbcs uHTepdelicbl Ethernet u Port-channel. OguH 13
3TUX UHTEPPENCOB HAXOAUTCA B 3aB/IOKMPOBAHHOM COCTOAHUM U HAYMHAET NPOMNYCKaTb TPAPUK TONbKO B
C/ly4ae aBapun Ha BTOPOM MHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdaelica 2pynnsl nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexxmnme KoHOUTypupoBaHua nHTepdelica Ethernet, nHtep-

demca rpynnol NOpPTOB:

console (config-if)#

Tabauua 118 — KomaHabl pexunma KoHdurypuposaHua nHtepdeliica Ethernet, rpynnsi noptos

KomaHda

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuo

flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

Bkntoyaert flex-link Ha uHTepdeiice n HasHayaeT BbIGPAHHOMY UHTep-
delicy ponb backup-nHtepoeiica B flex-link nape.

te_port: (1..8/0/1..4);

no flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

hu_port: (1/0/1..6);

port._channel (1..48)/- Bobikntovaert flex-link Ha nHTepdelice n yaanaer BblbpaHHbI UHTEP-

delic u3 flex-link napsi.

flex-link preemption mode
[forced | bandwidth| off]

3apaet aeicreme Npy NoAHATUKM MHTepdeiica, ydacTeytoutero Bo flex-
link:

- forced — ecnmn noaHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdelricom;

- bandwidth — npu nogHATUM MHTEpPdElica aKTUBHBIM CTaHET UHTEP-
delic c 6bonbLuen NPONYCKHON CNOCOBHOCTLIO;

- off — nogHsABWMIicA nHTepdelic ocTaHeTcs B 3a610KMPOBAHHOM CO-
CTOAHUM.

-/off

no flex-link preemption mode

BOSBpaLLI,BET 3Ha4YeHune No ymonyaHuio.
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flex-link preemption delay de-
lay

no flex-link preemption delay

3apaeT Bpema OT nepexosa OTK/IOYEHHOTO MOPTa B COCTOAHME «Up»,
Mo NPOLIECTBUM KOTOPOTO BbINOIHAETCA AeUCTBME, YCTAHOBNEHHOE
delay: (1..300)/35 komaHgoi flex-link preemption mode.

- delay — nepvopg BpemeHu, B CEKYHAAX.

Bo3BpalaeT 3HauyeHMe No YMOIYaHUIO.

flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

te_port: (1..8/0/1..4); BK}:I'IOLIBET flix-hlr:k Ha VIHTepdeMCE:; HaﬁHEqaeT BblBpaHHOMY UHTEpP-
hu__port: (1/0/1..6); deticy ponb backup-untepdeiica s flex-link nape.

port_channel (1..48)/-

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 119 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

Helicmesue
o ymMoa4aHuio

show interfaces flex-link
[detailed] {tengigabitether-
net te_port | hundredgiga-
bitethernet hu_port | port-
channel port-channel}

te_port: (1..8/0/1..4);
hu_port: (1/0/1..6); MNokasbiBaeT KoHoUrypauuio dyHkuum flex-link.
port_channel: (1..48)
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5.15.9 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumAa Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb ciayXebHble MaKeTbl
pa3nunuHbix L2-npoTokonos (PDU) uepes ceTb npoBaiigepa, UYTO NO3BOJIAET MPO3pPavyHO CBA3aTb
K/IMEHTCKNE CErMEHTbI CETMU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHNYalLero ¢ 06opyaoBaHMem, Kagpbl
KOTOPOro HeObXOAMMO MHKAMNCY/IMPOBaTb, U NepeaaeT UX Ha APYro Takou e KOMMYTaTop, KOTOpbIN
OXXMAAEeT UHKANCYyIMPOBaHHbIE Kagpbl, a 3aTem AeKancyaupyeTr ux. 3TO NO3BOAAET MO0/Ab30BaTeNAaAM
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA Yepe3 ceTb nposangepa. KommyTtatopbl npeaocTaBnatoT
BO3MOXHOCTb MHKaMNCYIMPOBaTb CAyXKebHble nakeTbl NpoToKoaos STP, LACP, LLDP, IS-IS.

[lpumep

Ecnu BkntoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C 1 D 6yayT 06beaAnHEHbI B 0AHO
cBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOpP A He COeZiMHEH HanpAMYyo C KOMMmyTaTopamu B,
C n D (PucyHok 31 — Mpumep paboTbl dyHKUMKM L2PT). UHPopmauma 06 M3MEHEHUM TONONOTMU CETU
MOMeET ObITb NepeaaHa CKBO3b CETb NpoBangepa.

CeTb
npopamngepa

LIl ] switen2

PucyHok 31 — Mpumep paboTbl dyHKUUM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWMiA:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Nopacuctema L2PT onpegensaeTt L2-npOTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, 1
npoBsepsAeT, BK/AOYEHA /1M Ha NOPTY, C KOTOPOro NpuHAT 3T0T PDU, HacTpolika I2protocol-
tunnel gns gaHHoro L2-npoToKona.

Ecnv HacTpoiika BK/toYeHa, To:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/OYEHO TYHHeAnpoBaHue, oTnpasndetca PDU-kaap;

— BO Bce noptbl VLAN, Ha KOTOpPbIX BbIK/JKOYEHO TYHHE/NNPOBAHME, OTNPaBAAeTCA
WMHKancyanpoBaHHbiii  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-aapecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).
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Ecnn HacTpolika BbIK/KOYEHa, TO:
— PDU-Kagp nepeaaetca B 06paboTuMK COOTBETCTBYHOLLLETO NPOTOKOA.
Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHud, 3a4aHHbIM
npu nomouwm KomaHabl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOYaEeTCA
TONbKO TOrAa, Koraa XxoTa 6bl Ha 0AHOM NOPTY BK/OYEHa HacTpolika I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. TMpw nepexsate naketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npoTokon ana gaHHoro PDU no ero 3arosoBsky,
W NpoBepsAeT, BKAKOYEHA AM Ha MOPTY, C KOTOPOro MPUHAT WHKaNCyaMpoBaHHbiM PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnin HacTpolika BK/lOYEHa, TO:

—  MOPT, C KOTOPOro bbl/1 NONYYEH MHKANCYMpPOoBaHHbINM PDU-kagp, 6/10KMpyeTcsa ¢ NpUYnHoOm
[2pt-guard.

Ec/in HacTpolika BbIK/HOYEHa:

— BO Bce noptbl VLAN, Ha KOTOpbIX BK/AKYEHO TYHHE/NUPOBAHME, OTNpPaBAAETCA
AeKkancynmposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHEAUPOBAHWe, OTNpaBaAeTcA
WHKancyAnpoBaHHbIi PDU-Kaap.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rinobanbHoM KoHbUrypaumm:
console (config) #

Tabanuya 120 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeiicmeue

12protocol-tunnel address
{mac_address}

mac_address: 3asatb MAC-aspec HasHaYeHUsa AN TYHHeMpyeMbiX KaZpos..

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

2 K -
no I2protocol-tunnel ad 01:00:e0:00:00:00

dress

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHnuaLLEM C OKOHEYHbIM YCTPOUCTBOM, He nogaeprKusatowmm STP,
V BO0MKeH bbITb OTKNOUYEH NpoToKon STP (spanning-tree disable) u BknoueHa ¢punbTpauma
BPDU (spanning-tree bpdu filtering).

Bupa 3anpoca KoMaHAHOW CTPOKU B pexkume KoHdurypaumm uHtepdeiica Ethernet, nHrepdeliica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 121 — KomaHapl pexxmuma KoHpurypaunm nHtepoeiica Ethernet

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda

Aeiicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIKNOYEHO

BkatoueHme pexkmma nHkancynaummn naketos STP BPDU.

BbIkntoyeHme pexmma nHKancynauum naketos STP BPDU.

12protocol-tunnel cos cos
no I2protocol-tunnel cos

cos: (0..7)/5

3aaatb 3Ha4YeHune CoS ana 3anakoBaHHbIX PDU-Kagpos.

YcTtaHoBKa CoS B 3HayYeHMe N0 YMOAYAHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3Ha4eHMsA CKopocTu Bxoaawmx PDU-Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MNOANEXKALLMX UHKAN-
cynsaumu. MNpu npesbiweHnn nopora PDU oTtbpackiBatoTces.

OTKNOYAET peXXMM KOHTPONA CKOpPOCTU BXxoaawmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3Ha4eHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MOANENKALLMX MHKAN-
cynsaumu. Mpu NpesbIlEeHUN NOpora NopT byaeT nepeseseH B CO-
crosiHue Errdisable (oTkntoueH).

OTKNOYAET peXXMM KOHTPONA CKOPOCTU BxoaAawwmx PDU-Kagpos.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 122 — KomaHgabl perkmma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show I2protocol-tunnel Otobparkaet nHbopmaumio L2PT ans ykasaHHoro mHTepdeica
[tengigabitethernet te_port te_port: (1..8/0/1..24); VAW ANA BCEX MHTepPdENCoB, Ha KOTOPbIX BKAtOYeH L2PT, ecnm un-
| hundredgigabitethernet hu_port: (1/0/1..6); Tepdeiic He yKasaH.
hu_port | port-channel group: (1..48)
group]
clear I2protocol-tunnel OuncTKa cTaTUcTUKKM L2PT ana ykasaHHOro uHTepdeica nnm ana
statistics BCEX MHTepdencoB, Ha KOTOpbIX BKAtoYeH L2PT, ecam uHtepodeiic
[tengigabitethernet te_port: (1..8/0/1..24); He yKa3aH.
te_port | hu_port: (1/0/1..6);
hundredgigabitethernet group: (1..48)
hu_port | port-channel
group]
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHOBUTb TyHHesbHbIN MAC-aagpec B 3HaYeHume 01:00:0c:cd:cd:d0, BktounTb otnpaBky SNMP
traps o1 Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-threshold u shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:do0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOUUTb pemm TyHHennposaHua STP Ha uHTepdelice, yCcTaHOBUTb 3HauyeHne CoS-nakeToB
BPDU paBHbIm 4, BKNOYNTb KOHTPO/Ib CKOPOCTU BXOAALLMX NnakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e e

console#show l1l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLeHuid 0 cpabaTbiBaHUKM TpUITepa:

12-Nov-2015 14:32:35 %$-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbligeneHusa VolP-obopynosaHus B otgenbHyto VLAN. Ona VolP-
KaapoB MoryT 6biTb HasHauyeHbl QOS-aTpnbyTbl Ans npuopuTUsaummn Tpaduka. Knaccudumkauma Kagpos,
OTHOCALMXCA K Kagpam VolP-obopypoBaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN pgna noprta npoucxoaut
aBTOMaTMYECKM — Korga Ha nopT nocTynaet Kagp ¢ OUl ns tabanybl Voice VLAN. Korga nopt onpegensetcs,
Kak npuHagnexxawmit Voice VLAN — aaHHbIM nopT gobasnsaetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CNefyroWnX CXem:

— VolP-obopyaoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMpoBaHHble NakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTATopE;

— VolP-obopypoBaHue paccblnaer HetermpoBaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepBepa npucytcteyet onuma 132 (VLAN D), ¢ nomolibio KOTOPON YCTPOMCTBO
aBTOMaTMYecKun HasHavaeT cebe VLAN ana mapkupoBku Tpaduka (Voice VLAN).

/ Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA He06Xo04UMMO UCMOJb30-
Batb lldp-med noantuku nam DHCP.
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Cnuncok OUl-npoussoauteneit VolP-o60pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoautennb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN moxkeT 6biTb aKTUBUPOBAH Ha NopTax, pabortawowmx B pexxume trunk u general.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 123 — KomaHabl perknma rnobanbHoM KoHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
voice vlan aging-timeout YcTaHaBAMBaAET TamayT Aas NOpTa, NPUHALEKALWErNO K Voice-
timeout timeout: vlan. Ecnv ¢ nopTa B TeyeHue 3ap,aHHo.ro BPeMeHM He bblio Kaa-
(1..43200)/1440 pos ¢ OUI VolP-obopyaoBaHua, To voice vlan yaansertca ¢ gaH-
HOro nopra.
no voice vlan aging-timeout BoccTaHaBAMBaET 3HAYEHME MO YMOJIYAHUIO.
voice vlan cos cos [remark] YcTaHaB/MBAET BbIXOAHYIO ovepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM gns Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 CoS. o
- remark — Bk/toYaeT nepeHasHayeHne COS Ha yKasaHHbIW Ann
Tpaduka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaET 3HAYEHME MO YMOYAHUIO.
voice vlan id vian_id YctaHasausaeT ugeHtnoumkatop VLAN ana Voice VLAN
no voice vlan id Yapanset ugentueurkatop VLAN gns Voice VLAN
vlan_id: (1..4094) Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCeX NopTax.
voice vlan oui-table {add oui | MNo3BonseT pegakTMposatb Tabanuy OUL.
remove oui} [word] word: (1.32) cmsonos - oui — nepsble 3 6a|71Te_1 MAC-agpeca;
- word — onucaHue oui.
no voice vlan oui-table Ypansaert Bce nonb3oBatesibckue nameHenuna OUI-Tabanupl.
voice vlan state {oui-enabled | BK/I10OUNTb/OTKAOUMTL Voice VLAN.
disabled} -/BbIK/IOYEHO
no voice vlan state BepHyTb 3HaYeHWe N0 YMOYaHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 124 — KomaHapl pexxmma KoHopurypauum nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

no voice vlan cos mode

- -/OTKNO4EHO -
no voice vlan enable Otkntovaet Voice VLAN gna nopra.
voice vlan cos mode {src | all} Bk/ito4aeT mapKkupoBKy TpaduKa Ans BCeX Kagpos, Mb60 TONbKO
-/src ONA UCTOYHMKA.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

5.17 IpynnoBas agpecauus

5.17.1 ®yHKYyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnonb3yeTca B CETAX rPynnoBoi paccblikM. OcHOBHOM 3agadveit IGMP
Snooping sBnseTcA nNpefoCTaBleHME MHOroagpecHoro TpaduKa TONbKO AN Tex MOPTOB, KOTOpble

3anpocuau ero.

V’- IGMP Snooping MoOXeT UCNOo/1b30BaTbCA TO/IbKO B cTaTudecKoii rpynne VLAN. MNoaaep:kusa-
oTCcA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Y1060b1 IGMP Snooping 6bin akTMBHbIM, PYHKUMA rpynnoBoii dunbTpauyum “bridge multicast

- filtering” ponykHa 6bITb BKAlOUeHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKNHOYEHbI MHOFOaAPECHbIE MAPLLPYTU3ATOPbI, OCHOBAHO Ha

cnefyoumx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NoOpTY;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NopTy;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpTy.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 125 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonyanuio
dYHKUMA BbIKIOYEHA

PaspewaeT ncnonb3oBaHue ¢pyHKUMM IGMP Snooping KommyTa-
TOpOM.

3anpewaeT ncnonb3oBaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyanuio
dYHKLMA BbIKNOYEHA

PaspewaeT ncnonb3oBaHue ¢pyHKUMM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOTro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpewaeT ncnonb3oBaHne ¢yHKUMM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOTro uHTepderica VLAN.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Pernctpupyet rpynnosoit IP-agpec B Tabaunue rpynnosoi agpeca-
LMW 1 cTaTuueckn gobasnaet nHtepdeircsbl U3 rpynnbl ANA TeKy-
wen VLAN.

- vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.

MepeuncneHve MHTepdeicoB OCYLLLECTBNACTCA YEPES3 «—» U «,».

Yaansaet rpynnoso IP-agpec n3 Tabauubl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanutio
paspeleHo

Paspewaet ana gaHHown rpynnbl VLAN aBTOMaTUuyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAOYEHbI MHOroafpecHble
MapLUpyTU3aTopbl.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpewaet ana gaHHou rpynnbl VLAN aBTOMaTuyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAKAHOYEHbI MHOroagpecHble
MapLUpPyTU3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

OnpegenseT MNopT, K KOTOPOMY MNOAKAIOYEH MapLIpyTU3aTop
MHOroaZpecHoOM paccblIKM AnsA 3agaHHon VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YKa3bIBaeT, YTO K MOPTY HE MOAK/OUEH MAPLLPYTU3ATOP MHOrO-
afpecHO PaccbiNKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter
interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAMBaET 3anpeT Ha onpeaeseHve nopTa (cTaTuyecku, au-
HaMMYeCKM) KaKk NopTa, K KOTOPOMY NOAKIOYEH MapLIpyTU3aTop
MHOrOaZIpeCcHOM PacchbiNKu.

- vlan_id — naeHTMdMKaumoHHbIN Homep VLAN.

CHMMaeT 3anpeT Ha onpejeneHue NopTa Kak NnopTa, K KOTOpomMy
NoAKNOYEH MapLUPYTU3aTOP MHOrOaAPECHOM PaCcChINKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/Bblgaya 3anpocos

BKntouaeT noanep KKy Bbl4aum 3anpocoB igmp-query KoMmyTaTo-
pom B gaHHon VLAN.

OTKAKOYaeT NoAAep KKy Bbl4auM 3anpocoB igmp-query KoMmyTa-

. . OTK/IlOYEeHa .
vlan_id querier TOopom B ZaHHoM VLAN.
ip igmp snooping vlan vian_id YcraHaBausaet Bepcuto IGMP-npoToKona, Ha OCHOBaHWKU KOTO-
querier version {2 | 3} pow 6yayT dopmmposaTtbea IGMP-query 3anpochl.

-/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpepenseT ucxogHbl IP-agpec, KoTopbit byaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — yCTPOMCTBO, KOTOPOE OTMNpPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaEeT 3HAYeHWe No yMmoa4aHuio. Mo ymonyaHuto ecam
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aj-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntouaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTUPMKauMoHHbIN Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTOpblit bygeT nponsseseHa 3ameHa
SRCIP.
3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report nponssoauTtbea He byaer.

OTkAntovaet 3ameHy IP-agpeca uctouHmka B naketax IGMP report
B 3aZaHHoOM VLAN.
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ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKIOYEHO

BKkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HayaeT, 4To NopT A0/IKeH ObITb HEMeA/IeHHO yaaNeH U3
rpynnsl IGMP nocne nonyyeHua coobuieHuns IGMP leave.

- host-based — mexaHu3sm fast-leave cpabaTtbiBaeT To/bKO B TOM
cnyyae, Koraa Bce NOAKIOYEHHbIE K JAHHOMY MOPTY NO/b30Ba-
TeNn OTAMCANANCh OT rPyNnMbl (CYETYMK NONb30BaTENEN BeAETCA Ha
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwu
BKJ/IOYEHUM 3TOM GYHKUUM KOMMYyTaTop Ha npuwegwwue IGMP
query 6yaeT oTBeYaTb OT CBOero MMmeHu. Knmentckme IGMP report
npu sTom oTbpacbiBatoTcA.

- version — ycTaHaBauBaeT Bepcuto IGMP ans oTnpaBKu NakeToB.
Mo ymonuaHuio Bepcua onpeaenseTca No npuwesliemy Ha Kom-
myTtaTop nakety IGMP query.

Bbikntountb Proxy report B onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS Cos

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBMBaeT 3HaveHne CoS ana ucxodawmx B nopt
mrouter IGMP-coobLueHunit B ykazaHHon VLAN.
-vlan_id — naeHtndunKaumoHHbit Homep VLAN;

- €0s — Knacc obCnyRMBaHUA.

YctaHaBauBaet 3HayeHne CoS ana ncxoAAawmx B nopt mrouter
IGMP-coobueHnit B ykazaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHpurypaumm VLAN:
console (config-if) #

Tabnuua 126 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HaYyeHue ycTonumnsoctm gnsa IGMP.
Ecnv Ha KaHane HabagaeTca noteps AaHHbIX, 3HAaYeHMe YCTOM-
YMBOCTU AOKHO BbITb YBEINYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaET TalimMayT, N0 KOTOPOMY CMCTEMa OTMpPaBAseT oc-
HOBHble 3aMpPOCbl BCEM YY4aCTHUKaM Fpynnbl MHOroagpecHow ne-
peaaqn ana NpoBepPKM MX aKTUBHOCTM.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBAET 3HaYeHWE N0 YMOAYAHMUIO.
query-max-response-time
ip igmp YcTaHaBAMBAET KONMYECTBO 3aNpoCoB, NOC/e PACChIIKM KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHune

KOMMYTATOp onpeaenAaeT, 4yTo Ha AaHHOM NOPTY HET XKenatownx

count nepemeHHoi y4yacTBOBaTb B MHOroaApecHom paccbliike.
no ip igmp robustness YcTaHaB/MBaET 3HaYEHWE N0 YMONYAHUIO.
last-member-query-count
ip igmp YcTaHaB/MBaeT MHTePBa 3anpoca A1 NOCNeAHEro y4acTHUKA.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/2

YCcTaHOBUTb Bepcuto NpoTokona IGMP.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoMaHAHON CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnunua 127 — KomaHab! pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHne IGMP-3anpocoB C KANMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeiica B pexxnmme «access».

| [na paboTbl AaHHOW PyHKUMM TpebyeTcA BKAlOYe-
- Hue ip igmp snooping He To/NbKO rnobanbHO U B
Multicast VLAN, HO u B KameHTckux VLAN.

BbikntoyaeT nepeHanpasneHme IGMP-3anpocos ¢ KIMEeHTCKUX
Vlan B Multicast Vlan ana nHtepdeiica B pexnme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBAfeTca nopt, B Multicast VLAN ann
MHTepodeiica B pexume «trunk». Multicast-Tpaduk nepeaa-
€TCsl Ha NOPT HETErMPOBAHHbBIM U/IU TETMPOBAHHbIM B 3aBUCU-
MOCTM OT Nnapametpa tagged. MapameTp tagged yKka3sbiBaeT Ha
TO, 4uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT MUCKAOYaeTca M3 rpynn MHOroagpecHow pac-
cbinkM B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatovaeT nepeHanpasneHve |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAserca nopt, 8 Multicast VLAN ans
nHTepoerica B pexxume «general». Multicast-tpaduk nepega-
€TCA Ha NOPT HETErMpPOBAHHbBIM MW TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT napameTpa tagged. NMapameTp tagged yKka3biBaeT Ha
TO, 4To Multicast-TpaduK foNKEH OTNPABAATLCA B MOPT TErU-
posaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT MUCKAOYaeTca M3 rpynn MHOroagpecHow pac-
cbinkM B Multicast VLAN.

KomaHOwb! pexcuma EXEC

Bce KomaHAapl AOCTYNHbI TO/IbKO AN1A NPUBUNETMPOBAHHOIO NoOJ1ib30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 128 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT uHPopmaLMio 06 W3yYEHHbIX MHOroapecHbIX
MapLupyTU3aTopax B ykasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiBaeT MHGopmauuto IGMP-snooping oas AaHHOMO UHTEp-
deiica.

show ip igmp snooping groups

[vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

Moka3sbiBaeT HbOpPMaLmMio 06 U3yYeHHbIX MHOTOaAPEeCcHbIX rpyn-
Max, y4acTBYIOLLMX B IPYMNMNOBOM pPacchliKe.
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show ip igmp snooping cpe MNokasbiBaeT Tabnauuy cootBeTcTBUMiA mexagy VLAN obopyaosa-
vlans [vlan vian_id] vlan_id: (1..4094) HUWA, YCTAaHOB/NIEHHOTO y nosb3oBaTens, u VLAN ana tenesella-
HUA.

[pumepbl 8bINOAHEHUS KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. Onsa VLAN 6 paspewmnTb aBTOMaTM4YecKoe pac-
Nno3HaBaHWe MopToB, K KOTOPbIM MOAKNOYEHbI MHOTO3ApecHble MapLIpyTU3aTopPbl. YBEANYUTb 3Ha-
YyeHue YCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPEMA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 Mpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHg, npefHasHayeH ANA 33[aHUA NpaBua FPynnoBoM aapecauym B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnme KoHpurypaumnm nHtepoerica VLAN:
console (config-if) #

Tabnnua 129 — KomaHabl pexkruma KoHourypaumm nHtepderica VLAN

Komanda 3HaveHue/3HayeHue Onucanue
o ymMoAa4aHuro
bridge multicast mode 3a4aeT peum rpynnoBon nepesaymn AaHHbIX.
{mac-group | ipv4-group | - mac-group — MHOroagpecHasa nepegaya, ocHoBaHHasa Ha VLAN u
ipv4-src-group} MAC-agpecax;
/mac-group - ipv4-group — MHOroaZpecHas nepesaya c TMNom GuabTpaLLmm, oc-

HoBaHHbIM Ha VLAN v agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoroaapecHan nepegaya ¢ TMNOM GUAbTPALUM,

0CHOBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare I1Pv4,
no bridge multicast mode YcTaHaBAMBAET 3HAaYEHME N0 YMONYAHUIO.
bridge multicast address LOobasnsaet rpynnosoit MAC-aapec B Tabivuy rpynnosoi agpeca-
{mac_multicast_address | LMW 1 CTaTUYECKM fobaBaseT unm yganaeT nuHtepdeicobl us rpynnol.
ip_multicast_address} [{add | - mac_multicast_address — rpynnosoit MAC-agpec;
remove} {tengigabitethernet - ip_multicast_address — IP-agpec MHOroagpecHomn paccbinku;
te_port | o te_port: (1..8/0/1.32); | - add — nobasnsAeT ctaTMyeckyto noanucky K rpynnosomy MAC-ag-
hundredgigabitethernet pecy gmanasoHa Ethernet-nopToB uau rpynn nopTos.

hu_port: (1/0/1..6);

hu_port | port-channel group}] - remove — yaanseT cTaTUYecKyto NoANUCKy K rpynnosomy MAC-aa-

group: (1..32) pecy.
MepeuncneHme nHTepdENCOB OCYLLECTBAARTCA Yepes «—» U «,»
no bridge multicast address Ypansaet rpynnosoit MAC-agpec ns Tabanupi.
{mac_multicast_address |
ip_multicast_address }
bridge multicast forbidden 3anpeLyaeT NOAKYEHUE HACTparBaeMoro nopta/nopTos K rpyn-
address nosomy IPv6-agpecy (MAC-agpecy).

{mac_multicast_address |
ib_multicast_address} [{add |

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHoO’ paccbinku;
remove} {tengigabitethernet - add — go6asneHune nopTa/MOPTOB B CNNCOK 3aMpPeLLEHHbIX;
te_port | - remove — yaneHue nopta/nopToB U3 CNUCKa 3anpeLLeHHbIX. Me-
hundredgigabitethernet peuncneHne nHTeppericoB OCyLLECTBIACTCA Yepes «—» U «,»
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)
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no bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address }

YpanseT 3anpelyatowee npasuao aaa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Mo ymonuyaHutio
nepefava Bcex
MHOroapecHbIX
MaKeToB 3anpeLleHa.

PaspeluaeT nepesayy BCEX MHOrOaApPECHbIX MAKETOB Ha NopPTy.
-add — go6aBnset nopTbl/06begMHEHHbIE NOPTLI B CMMCOK NMOPTOB,
AN KOTOPbIX pa3pelleHa nepegaya BCeX rpynnoBbIX NaKeTos;

- remove — y6upaeT rpynny noptos/o6beaMHEHHbIX NOPTOB U3 pas-
pelatoLlero npasua.

MepeuncneHvie MHTEPGENCOB OCYLLLECTBARETCA YEPES «—» U &, .

BoccTaHaBnvBaeT 3HaYeHMe No YMOYaHWIO.

bridge multicast forbidden
forward-all {add | remove} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Mo ymonyaHuto noptam
He 3anpeLyeHo
OMHaMUYECKn

npUcoeanHATLEA K
MHOroaapecHom
rpynne.

3anpewaeT NopTy AMHaAMUYECKM [,06aBNAATLCA K MHOrOaApecHoM
rpynne.

- add — nob6aenser noptbl/06beAUHEHHbIE NOPTbI B CMUCOK NOPTOB,
[NA KOTOPbIX 3anpeLleHa nepesaya Bcex rpynnoBbiX NaKkeToBs;

- remove — y6upaeT rpynny noptos/06beAMHEHHbIX NOPTOB U3 3a-
npeLyatoLLero npasua.

MepeuncneHne NHTepHEcoB OCyLLLECTBAACTCA Yepes «—» U «,».

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} { tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyet IP-agpec B Tabavue rpynnoBoit agpecaumm u ctatu-
yecku gobasnset/yaanset untepdeicsl U3 rpynnoi.

- ip_multicast_address — rpynnosoti IP-agpec;

- add — gobasnaeT nopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTep$encoB OCYLLLECTBAAETCA YEPEs «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpewaer NopTy AMHaMUYECKU [00aBAATBCA K MHOToaApecHom

rpynne.

- ip_multicast_address — rpynnosoti IP-agpec;

- add — go6asneHne NopTa/NMOPTOB K CUCKY 3amnpeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNMUCKa 3anpeLLeHHbIX.

MepeuncneHne NHTepHeNcoB OCyLLECTBAAETCA YEPes «—» U «,»
Mpexxae uyem onpegenuTb 3anpeLieHHble NOpPThl,
rpynnbl MHOrOaZApPEeCcHO PaccblIKU AOMKHbI 6bITb 3ape-
rMCTPUPOBaAHDbI.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ib_address group
ip_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAMBaET COOTBETCTBME MeXAy IP-aapecom nosib3osatens u
rpynnoBbIM agpecom B TabauvLe rpynnoBoi agpecaLu, u ctatnye-
cKM pobasnset/yaanaer uHTepdencol U3 rpynnoi.

- ip_address — ucxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — go6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTtb NopTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ib_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcraHaBavBaeT 3anper Ha pobassieHne/yaaneHne COOTBETCTBUA
mexay IP-agpecom monb3osaTens M rpynnosbiM agpecom B Tab-
nue rpynnoBoi agpecauun 4na onpegeneHHoro nopra.

- ip_address — ucxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha gobasneHne nopTa B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaseHune nopra us rpynmnbl UcxogHoro |P-
afpeca.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3ajaeT pexuMm rpynnoBoi nepefayu AaHHbIX ana IPv6-naketos
MHOr0aZpecHON PacCbIIKM.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN n
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM $GuAbTPaL MK, oc-
HOBaHHbIM Ha VLAN u agpece npueMHuKa B popmare |Pv6;

- ip-src-group — MHOroagpecHaa nepegaya ¢ TMNOM GUAbTPaLUK,
ocHOBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare IPv6.

YcTaHaBAMBaET 3Ha4YeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Peructpupyert rpynnosoi IPv6-agpec B Tabnuvue rpynnosoii agpe-
caumu, v cTaTuyecku aobasnset/yaanset uHtepdeicol U3 rpynnbl.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yaanseT NopTbl U3 rpynmnbl.

MepeuncneHne NHTepHENCoB OCYLLECTBAAETCA YEPEe3 «—» U «,».

Ypanaet rpynnosoi IP-agpec 13 Tabaunupl.

bridge multicast ipv6
forbidden ip-address
ipbv6_multicast_address {add |
remove} { tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

3anpeLyaeT NOAKYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asneHne nopTa/NMOPTOB B CNMCOK 3aMpeLLEHHbIX;

- remove — yaaneHne nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBnvBaeT 3HaYeHue no YMON4YaHUIO.

bridge multicast ipv6 source
ibv6_address group
ipbv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBAMBaeT cooTBeTcTBUe mexay IPvb-agpecom nonb3osaTtena
M rpynnoBbiM aapecom B Tabauue rpynnoBov agpecaumm, u ctatu-
yeckun pobasnset/yaanaer uHTepdeincol U3 rpynmoi.

- ipv6_address —vicxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — yAanTb NOPTbI U3 rpynnbl McxogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

YcTaHaBnAvBaeT 3anpeT Ha pobasneHue/yaaneHve COOTBETCTBUA
mexay IPve-agpecom nosib3oBaTtens 1 rpynrnoBbiM alpecom B Tab-
JMLe rpynnoBoi agpecauun ans onpeaeneHHoro nopra.

- ipv6_address — vcxoaHbint IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpert Ha go6aBneHue nopta B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yaneHve nopTa U3 rpynmnbl UcxofHoro IPv6-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #
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Tabnnua 130 — KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBAET NPaBuIO Nepeaadn NakeToB C HEe3aperncTpmpo-
BaHHbIX rPYNMoOBbIX a4Pecos.

- forwarding — nepesaBatb He3aperncTpMpoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — unbTpoBaTL HE3apPErUCTPUPOBAHHbBIE MHOTOAApEC-
Hble NaKeTbl.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunuya 131 — KomaHabl perkuma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkntouaeT dpuabTpaymio rpynnosbix aLpecos.

OTKAoYaeT GUALTPALMIO rPYNMNOBbIX afPECcos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpema xpaHeHua MAC-agpeca B Tabauvue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OUEHO

BkatounTb nsyyeHne MAC-agpecos B saHHOM VLAN.

OTkAtounTbL M3yvyeHne MAC-agpecos B saHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |

delete-on-reset |

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

[ob6asnaet ucxogHbvii MAC-agpec B Tabnumuy rpynnosoli agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-aapec MOXHO YA4annTb TONbKO C
nomoLlblo KoMaHAbl no bridge address;

- delete-on-reset — fgaHHbLIN agpec yaanutca nocne nepesa-
rPY3KW YCTPOWCTBA;

delete-on-timeout | secure] group: (1..32) - delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTCAa TOIbKO C MNOMOLLbIO KO-
maHZabl no bridge address nam nocne Bo3BpaleHMs nopTa B pe-
MM 06yyeHus (no port security).

no mac address-table static Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaumu.

[mac_address] vlan vian_id

bridge multicast OnpegenseT aeicreme aNa NAaKETOB MHOrOaAPECHOM PaccblKm

reserved-address C 3ape3epBUPOBAHHOrO ajpeca.

mac_multicast_address - mac_multicast_address — rpynnosot MAC-agpec;

{ethernet-v2 ethtype | llc sap | - ethtype — Tun naketa Ethernet v2;

lic-snap pid ] {discard | bridge} ethtype: - sap —™in nakerta LLC;

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

- pid — ™vin naketa LLC-Snap;
- discard — cbpoc nakeTos;
- bridge — nakeTbl nepegatotca B pexkmme bridge.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 132 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table

tengigabitethernet te_port |
hundredgigabitethernet

{dynamic | secure} [interface {

hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Ypanaer craTuyeckue/OMHamuueckMe 3anucu M3 Tabauubl
rpynnoBoi agpecauuu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaneHne cCTaTM4eCcKmx 3anmcen.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabanuya 133 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface {
tengigabitethernet te_port |
hundredgigabitethernet

] [address mac_address]

hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB AN yKasaHHOro nHtepdelica
nmbo Bcex MHTepdencos.

- dynamic — npocmoTp TONbKO AUHAMUYECKUX 3anuceid;

- static — NPOCMOTP TONBbKO CTAaTUYECKUX 3anuceid;

- secure — NPOCMOTP TONbKO 6€30MacHbIX 3anuceil;

- vlan_id — wpeHTndMKaunoHHbIi Homep VLAN;

- mac-address — MAC-agpec.

[vlan vian_id] [interface {
tengigabitethernet te_port |
hundredgigabitethernet

show mac address-table count

hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKa3blBaeT KoanyecTBo 3anuceit B Tabanuye MAC-agpecos gns
yKasaHHoro nHtepderica nmbo ana scex MHTepdencos.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKasbiBaeT TabamLy rpynnoBbIX aPECcoB 419 YKa3aHHOro UHTep-
deica nnbo Bcex nHTepodericos VLAN (KoMaHAa AOCTYMNHA TONbKO
014 NPUBUNETMPOBAHHOIO NoJsib3oBaTens).

- vlan_id — vaeHTMdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHWKaA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address]

ipv6_source_address] [all |
mac | ip]

[source ipv4_source_address |

vlan_id: (1..4094)

MoKa3sblBaeT TabanLy CTaTUYECKMX FPYMNMnoBbIX aApecoB ANA YKa-
3aHHOro UHTepderica Mmbo Bcex nHTepdelicos VLAN.
- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4d-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ipv4_source_address — IPv4-appec UCTOYHUKaA;

- ipv6_source_address — IPv6-appec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp noaHOM Tabanupl.
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show bridge multicast filtering MoKasbiBaeT KOHOUrypaumo ¢uabTpa rpynrnosbIX aapecosB gns
vlan_id vlan_id: (1..4094) yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

show bridge multicast
unregistered
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

MoKa3biBaeT KOHUrypaumio GuabTpa ANA HEe3aperucTpuMpoBaH-

te_port: (1..8/0/1..32); HbIX FPYNMOBbIX aPecoB.

hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

show bridge multicast mode MoKa3bIBaET pekMm rpynnoBoi agpecaumn gas yKasaHHOro WH-
[vlan vian_id] vlan_id: (1..4094) Tepdeiica 1Mbo Bcex HTepdeiicos VLAN.

- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.
show bridge multicast OTobparkaeT npaBuia, yCTaHOB/IEHHbIe A1A TPYNMNOBbIX 3ape3ep-
reserved-addresses i BMPOBAHHbIX a4 PeCcoB.

[pumepebl 8b1M0AHEHUA KOMAHO

= BKAOUYUTb GUAbTPALIUIO TPYNNOBbLIX aAPECcCOB KOMMYTAaTOPOM. 3aaaTb Bpemsa xpaHeHns MAC-aa-
peca 400 ceKyHA, pa3pewwmnTb nepegady He3apermcTPMpPOBaAHHbIX MHOFOA4PECHbIX NaKeToB Ha 11
NopTy KOMMyTaTOpa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(12.2.8 te0/8

5.17.3 MLD Snooping — npomoKosa KOHMponsa MHo2oadpecHo20 mpadguka e IPve

MLD Snooping — mexaHM3M MHOroagpecHol PaccbiNKM COObLLEHMIA, NO3BOASIOWMA MUHUMU3K-
poBaTb MHOroagpecHol Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bupa, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 134 — KomaHabl rnobanbHOro pexnma KoHdurypaumm

3HavyeHue/3HavyeHue .

KomaHoa / Aelicmeue
no ymoa4aHuro

ipvé mld snooping [vlan vlan_id: (1..4094) Bkatoyaet MLD snooping.

vian_id] -/BbIK/IlOYEHO
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no ipvé mld snooping [vlan
vian_id]

OTtkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mld snooping vlan
vlan_id static
ipv6_multicast_address
[interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

Pernctpupyert rpynnosoit IPv6-agpec B Tabnumue rpynnosoi agpe-
caumu u ctatudeckn pobasnset/yganser uHtepdelicel U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES K—» U K, M.

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mlid snooping vlan
vlan_id forbidden mrouter
interface { tengigabitethernet
te port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[ob6asnaeT npaBuno, 3anpeLLatollee NopTam U3 CNUcKa pernctpu-
poBaTbCA Kak MLD-mrouter.

Ypanaet npasuo, 3anpellatowiee nopTam M3 CnMcKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKOYEHO

M3yuyaTb nopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-query-nake-
Tam.

He n3yyaTb nopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-query-na-
KeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32)

[ob6asnseT cnucok mrouter-nopTos.

Ypanaetr mrouter-noptbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNIOYEHO

BkatounTtb npouecc MLD Snooping Immediate-Leave Ha Tekyuiel
VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwien
VLAN.

ipvé mld snooping querier

no ipv6 mid snooping querier

-/BbIK/IOYEHO

Bk/toyaeT noaaepiKKy Bbl4aum 3anpocos igmp-query.

OTKAoYaeT NoAAepsKKY BblAaun 3anpocos igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
gelica epynnsl nopmos, UuHmepgetca VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if)#
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Tabnnua 135 — KomaHabl pexuma KoHdurypaummn nHtepdeica (amanasoHa untepdeiicos) Ethernet, nn-
Tepdelica rpynnbl NOopToB, MHTEpdeinca VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuro

Aeiicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MUANCEKYHA,

3afaeT MaKCMMasibHYIO 3afepXKy OTBeTa Moc/edHero usieHa
rPynmnbl, KOTOPas MCMO/b3yeTcA A/A BbIYMCNEHUA KOAA MaKCu-
ManbHOM 3aaepKkun oteeTa (Max Response Code).

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HayenHne
nepemeHHomn
robustness

YcTaHaB/IMBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCbIIKM KOTOPbIX,
KOMMYTaTOp ONpeaenfeT, YTO Ha AAaHHOM NMOPTY HET XKeNatoLmx
y4acTBOBaTb B MHOTOQAPECHOW PacCbliKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipvé mld query-interval value

no ipv6 mld query-interval

value: (30..18000)/125
CEeKYHA

3apaeT MHTepBaa paccblikn ocHoBHbIX MLD-3anpocos.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHMIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaeT MaKcMMasibHYIO 33alePrKKy OTBETA, KOTOPaa MCNO/b3yeTcA
AN BbIYUC/IEHUI KOL4A MaKCUMaIbHOM 3a4ePKKM OTBETa.

no ipvé mid CeRYHA BoccTaHaB/IMBaET 3HaYEeHWE N0 YMONYAHMIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaET 3HayeHMe Ko3dpduUuMeHTa 0TKa3oyCTOMUYMBOCTU.
Ecnu Ha KaHane HabaogaeTca NoTepa AaHHbIX, KO3GULMEHT OT-
value: (1..7)/2

no ipv6 mld robustness

Ka30yCTOMYMBOCTM A0/IKEH ObITb yBENYEH.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBMBAET BEPCUIO MPOTOKO/A, AEUCTBYIOWYO Ha AaHHOM
uHTepodelice.

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 136 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipbv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTob6parkaeT MHGOPMALMIO O 3aPErnCTPUPOBAHHDBIX Fpynnax B Co-
OTBETCTBMM C 3a4aHHbIMM B KOMaHZe napameTpamu GuabTpaLmu.
- ipv6_multicast_address — rpynnosoit agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeT nHdopmaumio o KoHodurypauum MLD-snooping ans
naHHol VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobpaskaeT MHPopmMaLMio 0 mrouter-noprax.

5.17.4 ®yHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-tpaduka ncnonbayotTca gna yaobHON HACTPOMKM OrpaHuMuYeHus

NPOCMOTPA ONpeAeneHHbIX FPynn MHOr0aZLPECHOMN PACCbINKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnuua 137 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBOJI0B

Mepexopn B pexxum KoHbUrypaumm multicast-npodpuns.

YpanuTe ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxet 6bITb yaaneH ToAbKo no-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHguaypayuu multicast-npoguns

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabanuya 138 — KomaHzabl pexkmuma KoHourypaumm multicast-npoduna

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BaangHbin mul-
ticast-agpec;
high_ip: BannaHbii mul-

3afaeT cooTBETCTBME NPOPUIA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypansetr cooTBeTcTBME NpoduAs yKasaHHOMY AmanasoHy |Pv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHsbiit IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BannaHbil IPv6 | 3ajaeT cooTeeTCTBME NPOdUNA YKa3aHHOMY Anana3oHy IPv6 mul-
[high_ipve] multicast-agpec; ticast-agpecos.

Ypansaer cootsetcteue Npoduaa ykasaHHOMY AuanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyvae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AMAnNasoHOB,
IGMP-report 6yayT nponycKaTtbes.

B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX AManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnvua 139 — KomaHAabl pexuma KoHourypaumm nHtepdeiica (guanasoHa nHTepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuMBaeT KOAMYEeCTBO OA4HOBPEMEHHO MpocmaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHUMaET orpaHuYeHue Ha KOJIMYEeCTBO O4HOBPEMEHHO Npo-
CMaTpMBaeMbIX rpynn Ans uHtepodeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBOJIOB

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

YpanaeT coorsercteve multicast-npopuna (scex multicast-
npodunein) untepoeiicy.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 140 — KomaHap! pexkmuma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show multicast snooping OT0b6parkaeT UHGOPMaLMIO ANA BCEX MOPTOB O TEKYLLEM KO-
groups count - INYECTBE 3aPErMCTPUMPOBAHHbIX FPYNM, @ TaKkKe MaKcUmasb-
HOe BO3MOXHOE KONYeCTBO.
show multicast snooping profile name: (1..32) OtobparkaeT MHPopmaumio o multicast-npopunax, KotTopble
profile [profille_name] CMMBON0OB 6bI 1M CKOHOUIYPMPOBAHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHW3M N03BO/IAET NPOM3BOAMTb aBTOPU3ALLMIO 3aNPOCOB NPoToKona IGMP ¢ nomoLbio
RADIUS-cepBepa. [na obecneyeHns HaLEKHOCTUM W pacnpeneneHUs HarpyskM MOXKeT MCMOo/1b30BaThbCA
Heckonbko RADIUS-cepsepoB. Bbibop cepBepa Ana OTNPaBKM OYepedHOro 3anpoca aBTopu3auun
NPOMCXOAUT CyYaliHbiM 06pasom. Ecnu cepeep He OTBETU/I, OH MOMEYAEeTCA Kak BPpEMEHHO Hepabounit, 1
nepecrtaeT y4yacTBOBaTb B MeEXaHM3Me OMNpoca Ha onpegeneHHbl nepuoj, a 3anpoc OTCblIaeTca Ha
cneayowmin cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aflaHHOro nepuoga BpemeHW. ITO MO3BOAAET YCKOPUTb NOBTOPHyH o06paboTtky IGMP-3anpocos.
MapameTpbl aBTOpPM3aLMK BKIOYAIOT B CEBA:

=  MAC-agpec KJIMEeHTCKOro YCTPOCTBa;
*  NpeHTudUKaTop NnopTa KOMMYTATOPA;
= |P-agpec rpynnbi;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KOHPUrypmposaHumsa:
console (config) #

Tabauua 141 — KomaHabl pexxnma rnobanbHoro KoHGUrypuposaHma

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaEeT Bpema XM3HM B Kawe. Ecnv 3HayeHue
tion cache-timeout timeout PaBHO HY/O — OTCYET BPEMEHM }KU3HU OTKNKOYEH (3anucb

timeout: (0..10000) He yAanaeTcs co BpeMeHeM).

— - - MuH/0
no ip igmp snooping authori-

. . YcTaHOBKaA 3Ha4YeHus no YMONYaHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepaelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU peXMma KOHOUrypuposaHua nHTepdeitca:
console (config-if) #

Tabnuua 142 — KomaHap! pexkxmuma KoHoUrypupoBaHua nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
multicast snooping BkntoyaeT aBtopusauuto 4yepes RADIUS-cepsep. Ecam
authorization radius -/oTKAI0uEHO yKasaH napametp required, To B ciy4yae HeAOCTYNHOCTU
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
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B npoTtnBHom cnyyae IGMP-3anpoc b6yaer obpaboTtaH
[arKe npu OTCYTCTBMKM OTBETa cepBepa.

no multicast snooping OTKAloYeHMe aBToOpM3aLLUN.
authorization

BKntoyaeT npeaBapuTensHyto ob6paboTky IGMP-3anpocos
Ha nopty ao oteBeta RADIUS-cepsepa. Mo noayvyeHuu
oTBETa OT CepBepa B C/y4yae MOJIOKUTE/IbHOFO OTBeTa
-/OTKIOYEHO nognucKka oOcCTaeTcA, B C/y4ae OTpUUATENbHOro —
yhansaercs.

multicast snooping
authorization forwarding-first

no multicast snooping

authorization forwarding-first BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHMUIO.

KomaHObl pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJ1b3oBaTenA.

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 143 — KomaHzabl pexkmma EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
10 yMOAYAHUIO

show ip igmp snooping au- OTobparkaeT cogeprKMmoe Kala asTopusaunmn IGMP.

t.horization-cac.he . te_port: (1..8/0/1..4); Ecnn B KOMaHAe yKasaH uHTepdelic — To oTobparkaroTca

[interface tengigabitethernet TONbKO Te Trpynmnbl, KOTOpble 3aperucTpuMpoBaHbl Ha
. hu_port: (1/0/1..6) .

te_port | hundredgiga- yKa3aHHOM uHTepdeiice.

bitethernet hu_port ]

clear ip igmp snooping au- OumLLaeT Kaw aBTopuM3aLnm.

thorization-cache Ecnv B KOMaHAe yKasaH nHTepdeiic — Kaw-3anmcu ouniLa-
. e te_port: (1..8/0/1..4); Acy pds W
[interface tengigabitethernet hu_port: (1/0/1..6) H0TCA AN1A YKa3aHHOro MHTepdeica.

te_port | hundredgiga- —port: v Ecnn nHTepdeiic He yKasaH — K3l OYMLLLEETCA NOJTHOCTbIO.
bitethernet hu_port]

5.18 MapuwpyTt1Msauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon MHOroaapecHon mapLipyTtmusauum ans IP-ceTei, co3gaHHbIN Ana pelleHma npobaem
rpynnoBon mapuipytmsaumu. PIM 6a3mpyeTtca Ha TPaAMUMOHHBIX MapLUPYTHbLIX NPOTOKOAAX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, ytobbl co3gaBaTb COOCTBEHHYO ceTeByto TonoJsioruto. PIM
ucnonb3yet unicast-tabnuuy MapwpytusaumMm  gns nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLLpyTU3aToOpPamu, 4Tobbl yoeanTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMOAHAETCA NO NyTK
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBY, Ha KOTOpPoW 6yayT PerncTpMpoBaTbCA MCTOYHWMKK
MHOTroaApecHbIX MOTOKOB 1 CO3AaBaTbh MapLUPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHnsm cbopa nHpopmaumm o RP KaHanaatax, GopMnMpPoBaHMM CNUCKA
RP pona KarKooOW MHOroaApecHoOi rpynnbl M OTApPaBKa CMWCKa B npeaenax gomeHa. KoHowurypauwma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 144 — KomaHabl perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

-/MNo ymon4aHuio
dYHKUMA BbIKIOYEHA

BKAOYMTb MHOroaApecHyo maplpytmsauunto, npotokon PIM Ha
BCEX MHTepdeicax.

OTKAIOYUTb MHOFOAAPECHYO0 MapLUPYyTU3aLnio u npotokon PIM.

ipv6 multicast-routing pim

no ipvé multicast-routing pim

-/To ymonuaHuio
dYHKLMA BbIKNOYEHA

Bkntountb ana IPvé mHOroagpecHyro mapLupyTnsaumio, NpOTOKON
PIM Ha Bcex nHTepdeicax.

OTKAOYNTL anA IPv6 MHOroagpecHyo mapLipyTmsaumio u npoTo-
kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetv;

- priority_num — npuopuTert.

OTKAKOYEHWEe faHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb YCTPOMCTBO KaK KaHamaaTa B BSR (bootstrap router).
- ipv6_address — BanngHbli IPv6-agpec KommyTaTopa;
- mask — macka noacetu;

(0..192)/0 - priority_num — npuopuTeT.

no ipv6 pim bsr-candidate OTKNOYEeHWe AaHHOTo NapameTpa.
ip pim rp-address CospgaHue ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
unicast_address MOKHO YKa3aTb MHOroaZpecHyto NoaceTb Aas aaHHoM RP.
[multicast_subnet] - unicast_addr — IP-agpec;

- - multicast_subnet — mHOroagpecHas noaceTb.
no ip pim rp-address YpaneHue ctatuyeckolt RP unu yaanenune RP gns ykasaHHoM nog-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address Co3paHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ipv6_unicast_address MOKHO YKa3aTb MHOTOagpecHyto NoaceTb Aas aaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-agpec;

- - ipv6_multicast_subnet — mHoroagpecHas noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckolt RP unu yaanenune RP gns ykasaHHoM nog-
ipv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;
acc_list] [priority priority] accc_:‘sv:c‘;(()(})-l.a.‘SZ) - acc_list — cnMcoK MHoOroagpecHbix npeduKcoB, 3a4aBaemblii C

[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

nomolupto ctaHaapTHoro ACL;
- priority — NPUOPUTETHOCTb KaHAMAATa;
- secs — nepvog OTNpPaBKM COOBLWEHUN.

no ip pim rp-candidate CeRYRA OTKNloYeHWe JAaHHOro napameTpa.

unicast_address

ipv6 pim rp-candidate Co3paHune KaHguaata ans Rendezvous Point (RP)
ibv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::i:‘;(()gjz) - acc_list — cnMCOK MHOroaApecHbix NpeduKcoB, 3a4aBaemblil C

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

nomolLbto cTaHaapTHoro ACL;
- priority — npUoOpUTETHOCTb KaHAWMAATa;
- Secs — nepuog, oTNpaBKu COOBLLEHUIA.

OTKNtOYEHMEe JaHHOro NapameTpa.

ip pim ssm {range
multicast_subnet | default}

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKasaTb MHOFOaPECHYIO NOACETb;

- multicast_subnet — mHOroagpecHasn noaceTb;
- default — ykasatb ananason 8 232.0.0.0/8.
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no ip pim ssm [range
multicast_subnet | default]

OTKNtOYEHMEe JaHHOro NapameTpa.

ipv6 pim ssm {range
ipv6_multicast_subnet |
default}

YKasaTb MHOroaApecHyto noacetb

- range — yKa3aTb MHOrOa4pecHy NoAceTb;

- ipv6_multicast_subnet — MHOroagpecHas NoACeTh;
- default — ykasatb agnanasoH 8 FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet |
default]

OTKAKOYEHMEe JaHHOro NnapameTpa.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

-/BKAOYEHO

BKNOUMTL pacluinmpeHHbiit pyHKLUMOoHan rendezvous point (RP).

OTKNOYUTL paclUMpeHHbli GyHKUMOoHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/OYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM
xew GyHKUMA, NoACYMTaHHAA HAa OCHOBE afpeca rpynnol, Ae-
nntca no mogynto Ha N, rae N — KoanyecTso AOCTYNHbIX RP.

BbllWweyKa3aHHbI meToa He06X0AUM AN KOPPEKTHOM
' pabotbi 6anaHcupoBKU npu CUMNOJIb30BaHUMU
- EVPN/VXLAN. Ha npaKTuKe OH NPUBOAMT K K CUHXPOHU-
3aumn» VTEP n Bbl6opy oaHoro u Toro e RP gna ot-
npaBKK TPadpUKa KOHKPETHOM rpynnbl.

- group-next-hop — meTog 6a1aHCMPOBKK, NPU KOTOPOM MNOA-
cyet xew ¢yHKUMKM BasmpyeTca Ha agpece rpynnbl U agpece
next-hop.

Mo ymonuyaHuio B cnyyae HannuuA B Tabauue mappyr-
! TM3auum 6onee ogHoro mapwpyta Ao RP, PIM Join ot-
npasnsAetca B cTopoHy PIM coceaa ¢ Hanbonbwmm IP.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, VLAN, epynnel nopmos

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 145 — KomaHabl pexkuma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HaveHue/ 3HayeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio

ip (ipv6) pim BkntoyeHune PIM Ha uHTepodelice.

- - -/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHune PIM Ha uHTepdeiice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.

— -/OTKNOYEHO
no ip pim bsr-border OTKNtoYEeHMe JaHHOro NapameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeta gaa sbibopa DR-poyTepa.

iorit - priority — npuopuTeT DR-poyTepa onpeaensiowmii, KTo U3 KOM-
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

myTaTopoB cTaHeT DR-poyTepom. KommytaTop ¢ Hambonbwmm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalyaeT 3Ha4yeHne No YMONYAHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-naketos.
- sec — nepwog, otnpasku hello-naketos.

Bosspau.l,aeT 3Ha4YeHne No ymon4aHuio.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb MHTepBas, B TeYeHNe KOTOPOro KOMMYTaTop OTCbinaeT
join unm prune-coobueHuns.
- interval — nepvog, BpeMeHn oTNpaBKM join, prune coobLieHuA.

. . CEeKyHA,
no ip (ipv6) pim Bo3BpallaeT 3HaYeHUe MO YMOIYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter . dunbtpauma exoaawmx PIM-coobLueHuii.
acc_list acca:jé((;'jz) - acc_list — cnncoK aApecoB, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA

dunbTpayms.
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no ip (ipv6) pim neighbor-filter

OTKNtOYEHMEe JaHHOro NapameTpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKNOUNTL CTAaTUYECKMI 3anpoc multicast-rpynnbl Ha UHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHUKA rpynnbl.

' Ha untepdeiice aonxkeH 6biTb BKAOUeH PIM.
.

BbIK/MOYMTL CTaTUYECKMiM 3anpoc multicast-rpynnbl.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 146 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OTobparkaeT akTMBHbIe RP, cBA3aHHble C MapLpyTHOU MHPOPMa-
umei.
- RP_addr — IP-agpec.

show ip (ipv6) pim neighbor
[detail] [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094).

OTobparkaeT nHdopmaumio o PIM-coceanx.

show ip (ipv6) pim interface
[tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094).

OTobparkaeT MHPopmaumto no PIM-uHTepdencam:
- state-on — oTobparkaeT Bce MHTepdeNchl, rae BrkaoYeH PIM;
- state-off — oTob6parkaet Bce MHTepdeinchl, rae BbikatoueH PIM.

show ip (ipv6) pim group-map
[group_address]

OTo6parkaeT Tabanuy NPUBA3KM MHOTOAAPECHbIX Fpymnm.
- group-address — aapec rpynnbl.

show ip (ipv6) pim counters

OTobparkaeTt cogepkmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr election

OTobparkaeT nHdopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache

OTo6parkaeT MHPOPMALMIO O U3yYeHHbIX KaHauaaTtax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaeT cocTosHUe KaHaMaaTos B RP.

clear ip (ipv6) pim counters

O6HynseT PIM-cyeTymkum.

[Mpumep ucrnonb308aHUI KOMAHO

= bBasoBasd HacTpoiiKa PIM SM c ctatuyeckum RP (1.1.1.1). NpeasapuTenbHO A01KeH BbiTb HAaCTPOEH
NPOTOKO MApLLPYTU3ALIUN.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1
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5.18.2 ®dyHkyua PIM Snooping

®dyHKUMA PIM Snooping ncnonb3yeTca B CETAX, r4e KOMMYTATOP MCMO/HAET poab L2-ycTpoicTea

mexay PIM-maplpyTtusatopamu.

OcHoBHoW 3agayeit PIM Snooping siBnaeTca npeaocTtaBieHne MHOroaapecHoro TpadmKka ToNbKo
A1 TeX NoOpTOB, € KOTopbix 6binK noay4yeH PIM Join, PIM Register.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUMe r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabnvua 147 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

3HayeHue/3HayeHue
o ymos4YaHuto

KomaHoa

Helicmesue

ip pim snooping
—/BbIKAOYEHO

PaspewunTb ncnonbsosaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUM

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewwnTb ucnonbsosaHue dpyHKUmMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepderica VLAN.
vlan_id — naeHTUdUKaUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpetuTb ucnonbzoBaHue GpyHKumm PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepderica VLAN.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 148 — Komanapl pexkuma EXEC

3HayeHue/3Haye-
Hue no ymonya-
Huo

KomaHoa

Aelicmsue

show ip pim snooping

Moka3aTb 06Lyto MHGOPMALMIO O HAaCTPOIKaX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPO/IA MHOTOaAPEeCHOro TpaduKa B AaH-
HoM vlan.

show ip pim snooping groups

MoKasaTb CNMCOK 3aperucTpMpoBaHHbIX rpynm.

sh ip pim snooping neighbors

MoKa3aTb CNUCOK 3aperMcTPUpPOBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon O6HapyXeHUa UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) mcnonbsyetca ans
obmeHa uMHPopmaumeinr 06 ncrouHmkax Multicast-tpadmka mexay pasHbimmn PIM-gomeHamn. MSDP-
coeanMHeHMe 0bblYHO yCTaHAaBAMBAETCA MexXay RP Kaxgoro gomeHa.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 149 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMoAYaHuo

HAelicmesue

router msdp

no router msdp

Bkntountb npoTokon MSDP 1 nepeiiTn B peXum ero KoH-
durypauymm.

OcTtaHoBUTb NpoToKoN MSDP 1 yaanuTb BCO €ro KOHpUry-
paumto.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSDP

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:

console (config-msdp) #

Tabnnuya 150 — KomaHabl pexkuma KoHpurypauum npotokosa MSDP

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuio

Hlelicmesue

connect-source ip_address

no connect-source

-/IP-agpec He Ha3HauyeH

HasHauntb IP-agpec, koTopblit ByaeT Mcnonb3oBaH B KayecTse
nexoaawero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBWTb 3Ha4YeHue no YMON4YaHUIO.

cache-sa-holdtime secs

no cache-sa-holdtime

secs: (150..3600)/150
cek

YCTaHOBUTb BpeMsA xun3Hu SA-3anucu B KaLle.

YCTaHOBUTb 3HAYEHUE NO YMOAYAHMIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YctaHoBuTb Talimep holdtime. Ecau B TeueHme aToro Bpe-
MeHU He byaeT npuHaATo keepalive-cooblieHune, To coegm-
HeHue ¢ coceflom cbpacbiBaeTcs.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCcTaHOBUTb WHTepBan Mexay oTtnpaskoi keepalive-
COO0bLLEeHMUN.

YCTaHOBUTb 3HAYEHUE NO YMOAYAHMUIO.

originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HaueH

HasHauuTb IP-agpec, ncnonbayemolt B KayecTse agpeca RP
B MCXo4AawWwmx coobuieHmax SA.

YCTaHOBUTb 3HAYEHME NO YMONYAHMIO.

peer ip_address

no peer ip_address

[o6aBuTb B KOHOUrypaumo MSDP-nvMp n BONTU B peXUM
€ro KoHopUrypaumu.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHgu2ypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #
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Tabnuua 151 — KomaHabl pexmma KoHpurypaumm MSDP-numpa

KomaHoa

3HayeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

connect-source ip_address

no connect-source

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse Uc-
xogawero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaueHMe no YMONYaHULO.

description text

no description

text: (1..160) cumBona

3agatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

Lobasutb cocega kK MESH-rpynne.

Ypaanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter { in | out }
sec_num

sec_num:
(0..4294967294)

Co3aaTtb npasunio GpunbTpaLmm SA-coobLLeHNN:

- permit — paspelatoLlee NpaBuao GuUabTpaLmm;

- deny — 3anpeLuatoliee npasnao GpuUabTpaLmm;

- Sec_num — HoMep CeKLUn NpasBuna;

- ip_addr_rp — ¢unbTpaumsa no agpecy RP;

- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmnka Multicast-
Tpaduka.

YaanaeT co34aHHYIO0 CEKLMIO npasuna.

shutdown

no shutdown

— /BbIK/IIOYEHO

AOMWHUCTPATUBHO BbIKAOYUTL ceccnto ¢ MSDP-nupom, He yaa-
NnAA ero KoHdurypauuu.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 152 — KomaHab! pexkuma EXEC

KomaHOoa

3HayeHue/3Haye-
Hue no ymonua-
HUto

Aelicmeue

show ip msdp peers [ ip_addr]

MoKasaTb MHOOPMALMIO O HAaCTPOEHHbIX NMUpPaX, cTaTyce coeauHe-
HUWA, HAaCTPOMKAxX NUPOB, a TaKXKe CTAaTUCTUKY OOMeHa CoobLLeHU-
AMKU NpoTokoaa MSDP

- ip_addr — IP-agpec nupa.

show ip msdp source-active

Moka3aTtb coaepxummoe Kawa SA.

show ip msdp summary

MoKasaTb cymmapHyto MHbopmauuio npoTokosa MSDP.

clear ip msdp counters

OB6HYNUTb CHETUMKM.

clear ip msdp peers [ ip_addr ] MepeycTtaHOBUTb coeanHeHna ¢ MSDP-nnpamum

- ip_addr — 1P-agpec nupa.

5.18.4 ®dyHkyusa IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtnsaumm IGMP Proxy npepgHasHayeHa QAns peanunsaumu
YNPOLLEHHOM MApLIPYTU3aLMM MHOTOAZAPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBAseMoW Ha OCHOBAHWMU
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogswumeca B O4HOW CETU C CepBEPOM
MHOT0a4peCHOM PacCbIIKW, MMEIOT BOSMOXKHOCTb MOAKAOYATLCA K MHOTOaApECHBIM rpyrnnam.

MapLpyTmM3aumsa OCYLLEeCTBASIETCA MeXay WHTepdencom Bblwectoswer cetn  (uplink) wn
nHTepdelricamm HuxKectoawmx cetent (downlink). Mpu atom Ha uplink-uHTEepdelice kKommyTaTop BeaeT cebn
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Kak 0bblYHbIN MosyyaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyetr cobcreeHHble
coobuweHnsa npotokona IGMP. Ha mnHTepdeicax downlink KommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOroaapecHo paccblaikm 1 obpabaTbiBaeT coobueHUA NpoTokosa IGMP oT ycTpoiCcTB, NOAKAOYEHHbIX K

3TUM MHTepdeiicam.

v
v
Y

Konunuecteo noaaep:KMBaembix rpynn MHOroagpecHoi paccbiiku npotokoaom IGMP Proxy
yKasaHo B Tabnuue 9.

IGMP Proxy nogaep»usaet go 512 downlink-unrepdeiicos.

OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep)uBaeTca Ha rpynnax arperauuu LAG;

- MOXeT 6bITb onpeaenieH TONbKO 0AWH UHTepdeiic BbiecToALel ceTu;

- Npu ucnonb3osaHuu Bepcumn V3 npotokona IGMP Ha uHTepdeicax K HUXKecToALein ceTu,
o6pabaTbiBatoTca ToNbKO 3anpocbl TUNa exclude (*,G) u include (*,G).

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 153 — KomaHabl perknma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/Mo ymonyaHuio
bYHKUMA BbIKNIOYEHA

Pa3pewwaeT paboTy MapLupyTU3aLMmM MHOTOAAPECHbIX AaHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdecax.

3anpelaeT paboTy MapLpyTU3aLmMmM MHOFOaAPECHbIX AAHHbIX Ha
CKOHPUIypUpPOBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHguaypauuu udHmepapelicos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHTepdelicoe Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 154 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

hu_port | port-channel group |
vlan vian_id}

group: (1..32);
vlan_id: (1..4094)

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
ip ign?p-proxy te_port: (1..8/0/1.32); KOHd)MI’YpMDVEMbIIZ MHTepdenc asasetca MHT“ep(be.ﬁCOM K HM)+§e-
{tengigabitethernet te_port | hu_port: (1/0/1..6); croAwei cetn. KomaHga HasHadaeT ceasaHHbIi uplink-uHTepodeiic,
hundredgigabitethernet _port: N YYacCTBYIOLWMI B MapLUPYTM3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNTL 3aWMTY NO HUCXoAALWeMY MHTepdeiicy. IPv4 multicast-
Tpaduk, nocTynatowmii Ha nHTepdelic, He ByaeT nepeHanpaseH.

OTKAOUUTb 3aLLMUTY NO HUCXOAALLEMY UHTepdelicy.

ip igmp static-group group-
address [ sourse source_addr ]

BKNOUUTL CTaTUYeCcKMit 3anpoc multicast-rpynnbl Ha MHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHUKA rpynnbl.

’ Ha untepdeiice aonxkeH 6biTb BKAoueH IGMP Proxy.
.
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no ip igmp static-group group- BbIKNOUMTb CTaTMYECKMI 3anpoc multicast-rpynnbi.
address [ sourse source_addr ]

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 155 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show ip mroute - KomaHaa npeaHasHadeHa Ans NPoCMOTpPa CMMCKOB MHOroagpec-
[in_multicast_address HbIX rpynn. BoamoxkeH BbIGOP rpynn no agpecy rpynnbl AW No
[ip_address]] [summary] agpecy UCTOYHMKA MHOTOAAPECHbIX AAHHbIX.
- ip_multicast_address — |IP-agpec rpynnbi;
- ip_address — IP-agpec UCTOYHWMKA;
- summary — KpaTKoe COAEepIKaHUe KaxAoMn 3anncu B MHOroas-
pecHol Tabamue mapwpyTmsaumm.
show ip igmp-proxy interface te_port: (1..8/0/1..32); | UHdopmaums o ctaTyce IGMP-proxy npUMeHUTENbHO K UHTEp-
[vlan vian_id | hu_port: (1/0/1..6); deiicam.
tengigabitethernet te_port | group: (1..32);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKUMM ynpaBaeHusA

5.19.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA  (ayTeHTUdUKaLms,
aBTOpPM3aLMA, yUeT).

— Authentication (ayTeHTUdUKaUMA) — conocTasBaeHMe 3anpoca CyLEecTBYIOLWEN Y4ETHOM 3a-
nncu B cnucteme 6e30MacHoOCTU.

— Authorization (aBTopM3aumaA, NpoBepKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anncu
B cucteme (npoweguuei ayTeHTMOUKaLNIo) M onpeaenéHHbIX NOAHOMOUYNIA.

— Accounting (y4ét) — cnexeHue 3a notpebseHMem pecypcos No/ib3oBaTesiem.

[nsa WwndpoBaHNa AaHHbIX UCNONb3YeTCA MeXaHn3m SSH.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 156 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM AN BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAeHWe aBTopM3aLLmMm no
OMUCAHHBIM HUXeE MeToAam;

- default — ucnonb3oBaTb ANA ayTEHTUPMKALMM ONUCAHHbIE
HUXe MeToabl;

- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA0B, aKTU-
BM3MPYIOLLEroca, Korga nosib3oBaTesib BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):

- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUW;

- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUMK;
- local — vcnonb3oBaTb NoKanbHyt0 6a3y MMeH Nosb3oBaTesei
ANA ayTeHTUdUKaLmu;

- none — He UCNOo/Ib30BaTb ayTeHTUDUKaLMIO;

- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB ana ayTeHTH-
duKaumu;

- tacacs —vncnonb3osatb cnncok TACACS cepsepoB ANA ayTEHTU-
bukaumm.

Y
Y

Ecan meTtop, ayTeHTUGUKaLUU He onpeaeneH, To
AOCTYN K KOHCOJIM BCEraa yCnewHblii.

Co3aaHme CNUCKA OCYLLEeCTBAAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Wcnonb3oBaHue cnucka:

aaa authentication login list-name

Bo u3berkaHue notepu AocTyna cieayer BBOAUTD
HeobXoAUMbIIi MMHMMYM HacTpOeK ANA yKasbiBa-
€eMOoro MmeToga ayTeHTUdUKauun.

I

no aaa authentication login
{default | list_name}

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymonuaHuio
OCYLLECTBASAETCA NPOBEPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBavMBaeT cnocob ayTteHTUdMKaLMM Npu  NOBbILEHUU
YPOBHSA NPUBUAETUIA A4 BXOAA B CUCTEMY.

- authorization - pa3speluaeT NPOXOXKAEHUe aBTOPM3aLLMM NO
OMNUCAHHbBIM HUXE MeTo4aM;

- default — ucnonbsoBaTb ANA ayTeHTUOMKALMM OMUCAHHbIE
HUXKe MeTozbl;

- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3UPYIOLLErocs, Koraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ncnonb3oBaTb NApPo/b ANA ayTeHTUPUKaLuu;

- line — ucnonb3oBaTb NapONbL TEPMUHANG AN1A ayTEHTUPUKALUMK;
- local — vcnonb3oBaTb NOKanbHYO 6a3y MMeH Nosib3oBaTenei
ANA ayTeHTUdUKaLmu;

- none — He UCMNO/1Ib30BATb ayTEHTUDMKALMIO;

- radius — ncnonb3oBaTtb cnMcok RADIUS-cepBepoB A5 ayTeHTU-
duKaumu;

- tacacs —ncnonb3oBaTb cnncok TACACS-cepBepoB 414 ayTeHTU-
duKaumm.

Y
Y

Ecnu meTon ayTeHTUPMKALUU He onpeaeneH, To
[OCTYN K KOHCONM BCeraa ycnewHbli.

Co3paHue CNUCKa OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:

aaa authentication login list-name
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no aaa authentication
enable authorization
{default | list name}

Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTL
! HeobXoAMMbIIi MUHUMYM HacTpOeK AN YKa3biBa-
emoro metoaa ayTeHTUGpUKauuu.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBOJI0B

YcTaHaB/MBaeT Naposb A7 KOHTPOAA USMEHEHWUA NPUBUIETU
[ocTyna nosb3oBaTesien.

- level — ypoBeHb npuBunerui;

- password — naponsb;

- encrypted — 3a4aTb 3aWmMdpPOBaHHbIM Naposb (Hanpumep, na-
posb B 3aWMPOBAHHOM BWAE, CKONUPOBAHHBINA C APYroro
yCTpoOWcTBa).

YpanseT napo/ib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged /evel]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[ob6asnaeT nonb3osaTens B IOKaNbHY0 633y AaHHbIX.

- level — ypoBeHb NpuBuieruii;

- password — naponb;

- name — UMA No/b30BaTeNs;

- encrypted_password — 3alinMdpoBaHHbIA Naposb (Hanpumep,
naposb B 3aWnbpOBaHHOM BWAE, CKOMWPOBAHHbBIW C APYroro
yCTpOICTBA).

Ypanaet nonb3oBaTtena us JIOKaNbHOW 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

PaspewaeT BegeHWe yyeTa (aKKayHTa) A1a ceccuin ynpasaeHus.
BepeHue yyeTa paspelleHO TO/IbKO ANA NoJjib3oBaTte-
V Neii, BOWeEALWNX B CUCTEMY O UMEHU U NapPOAIo, ANA
nosnb3oBaTesiei, BOwWeALWNX NO NAPOI0 TEPMUHANA,
BeZeHue yyeTa 3anpeLyeHo.
BepeHue yueta akTUBUPYETCA U NPeKpaLlaeTca, Korga
V nosb3oBaTesib BXOAUT U OTKNOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYET 3HaYeHuaMm start u stop B coobuieHunsax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
obuweHuax nporokona RADIUS, npusegeHbl B Tabnuue
157).

3anpewaeT BeaeHue yyeTa (akKkayHTa) gna seeseHHbIx B CLI ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

PaspellaeT BegeHuWe yyeTa (aKkayHTa) gna ceccuin 802.1x.
BepeHue yueta aKTUBUPYETCA U NPeKpaLllaeTca, Korga
V no/sb3oBaTesib BXOAUT U OTKNOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYET 3HaYeHUaMm start u stop B coobuieHnsax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
obuweHuax npotokona RADIUS npusegeHbl B Tabauue
157).
B pexkume Multiple sessions cooblieHus stat/stop no-
V CbINAIOTCA ANIA KaXKAO0ro nosb3oBaTens, B pexume
Multiple hosts — TonbKo gns nonb3oBatens, npoiiea-
wero ayreHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenset meToa, ayTeHTUdMKaLuumn npu goctyne K HTTP-
cepsepy. pun ycTaHOBKe CNNCKa MeTOA,08 AONONHUTE/bHbIN
meToz byAeT NPUMEHATLCA TOIbKO B TOM C/lydae, Koraa no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BpaLLeHa OWwmnbKa.
- method_list — meTopn ayTeHTUOMKauum:

local — no UmeHu 13 NoKaNbHOM 6a3bl AaHHbIX;

none — He UCMonb3yeTcs;

tacacs — ncnonb3oBaHUe cnuckos Bcex cepsepoB TACACS+;
radius — ncnonb3oBaHuWe cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT anroputmM onpoca MeToAoB ayTeHTUUKa-
Lun.

- chain — nocne HeygauHol MONbLITKM ayTeHTUPUKALUKM NO
nepBoMy MeTOAy B CMMCKe c/iefyeT NonbITKa ayTeHTUPUKa-
LMW NO Caeaytolemy MeToay B LieNoYyKe;
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- break — nocne HeygayHoW ayTeHTUGUKALMKM NO NepBOMY
MeToAy npouecc ayTeHTUdMKauum ocTaHaBAMBaETCA.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/Mo ymonyaHuio BegeHune
yyeTa KOMaHz, BbIK/IOYEHO

BkntouaeT BegeHue yyeta BBegeHHbIx B CLI komaHg no npoTo-
Koy Tacacs+.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

DA TOoro uto6bl KAMEHT NOAYUUA [OCTYN K YCTPOICTBY, AarKe eCcnu Bce MeToabl ayTeHTudu-
radf | Kauumn BepHyNM oWnNOKY, MCNOb3yTe 3HaUeHUe NocaeaHero MeToaa B KomaHae — none.

Tabnnua 157 — ATpmnbyTbl cooblieHmnii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasneHuma

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3osaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y. P P y
ana ceccuin ¢ Radius-cepsepom.
MpounsBonbHOeE 3Ha4YeHMe, BKIKOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHNn yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNOb3yeMbl ANS cec-
Called-Station-ID (30) EcTb EcTb “,qp Y P ¥ A
CUI ynpaBaeHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP y4eTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAWUEHT A0JIKeH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MokasbiBaeT, KaK AOAro MnoJsib3oBaTtesb bbia noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Hert EcTb MpuyYmMHa 3aKpbITUA ceccuu.

Tabnnua 158 — ATpmnbyTbl coobLyeHnit BeaeHma yyeta npotokona RADIUS ana ceccnin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
IP-agpec KomMmyTaTopa, KOTOPbIN MCMoNb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNOYMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosib30BaTeNb.
Mpoun3BoAbHOE 3HaYEeHWNE, BK/IIOYEHHOE BO BCe CO-
Class (25) EcTb EcTb P .
obLLeHna yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP y4eTa.
YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT A0J/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
ObITb ayTEeHTUDULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het EcTb MpuuMHa 3aKPbITUA CECCUMN.
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Nas-Port-Type (61)

‘ EcTtb

‘ Ectb

‘ MoKasbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUTrypaLmm TepMUHaNa:

console (config-line) #

Tabanuya 159 — KomaHabl perknuma KoHOUrypaumm TepmMmrMHaabHbIX CECCUi

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

login authentication {default |
list_name}

no login authentication

list_name: (1..12)
CUMBOJI0B

3afaeT meTog, ayTeHTUdMKaLUM Npu Bxoae Ans KoHconu, Telnet,
SSH.

- default — ncnosb30BaTh CNMCOK «MO YMONYAHWIO», CO3A4aHHbIN
KoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaHA4ON aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

enable authentication
{default | /ist_name}

no enable authentication

list_name: (1..12)
C“MBO/I0B

3afaeT meTo4 ayTEHTUPUKALLMM NONb30BaTENs NPU NOBbIWEHMMU
YPOBHSA nNpusunernii ana kosconu, Telnet, SSH.

- default — ncnonb30BaTb CNMCOK «MO YMONYAHMIO», CO3A4aHHbIN
KoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

password password
[encrypted]

no password

password: (0..159)
CMMBOJIOB

3apaet naposb oA TepMUHana.

- encrypted — 334aTb 3aWwWMdpPOBaHHbIM Naposb (Hanpumep, na-
ponb B 3awWndpPOBaHHOM BMAE, CKOMUPOBAHHLIM C APYroro
yCTPOICTBA).

Ypanaet naponb anAa TepmuHana.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 160 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show authentication methods

MoKasbiBaeT MHbopMaLMio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KOoMMyTaTope.

show users accounts

MoKa3biBaeT N0KaNbHYy0 6a3y AaHHbIX NOAb30BaTeNel U UX MPU-
BUJIETUN.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Bce kKomaHAbl AaHHOTO pasgena AOCTYMNHbI TOAbKO 1A NPUBMAETMPOBAHHbIX nonb3oBaTesnein.
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Tabnnua 161 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

show accounting Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHus

yyeTa (aKkKkayHTa).

5.19.2 pomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTMduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BATeNEN, KOTOpas COAEPKWUT AAHHblE MPOBEPKM MOANMHHOCTM ANA
Kakgoro nosb3oBatens. TakMum o6pasom, ucnonb3oBaHuMe npoTtokona RADIUS obecneunBaet
OONONHUTENIbHYIO 3aLNUTY NPU AOCTYMNe K pecypcam CeTu, a TaKKe Mpu J40oCTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 162 — KomaHabl perknma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[JobaBnaeT yKasaHHbIA cepBep B CNUCOK Mcnosib3yembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa AnA nepefayvn ayTeHTUGUKALNOHHDBIX
OAHHbIX;

- acct_port —Homep nopTa Aaa nepeaayn JaHHbIX y4YeTa;

- timeout — HTePBaN OXKNOAHUA OTBETA OT CepBepa;

- retries — KOAMYECTBO NOMbITOK Noncka RADIUS-cepsepa;

- time — BpemA B MMHYTax, B TEYEHWE KOTOPOro HeJoCTyMHble cep-
Bepa He byayT onpalwmeatbca RADIUS-KAMEHTOM KOMMYTaTopa;

- secret_key — kntoy ansa ayteHTMdGMKaumm 1 wndposaHms Bcero 06-
meHa aaHHbimu RADIUS;

- priority — npuopuTeT ncnonb3oBaHma RADIUS-cepsepa (Yem Huxke
3HaYeHue, TeM NpUopUTETHEE Cepaep);

- type — T1n ncnonb3zosaHma RADIUS-cepBepa;

- encrypted — 3a4aTb KAtoY B 3alUMPPOBAHHOM BUE.

B cnyyae oTcyTCcTBMA B KOMaHAe NapaMeTpoB timeout, retries, time,

all)/all secret_key pna paHHoro RADIUS-cepBepa MCMONb3YOTCA 3HAYeHus,
HACTPOEHHbIE C MOMOLLIO KOMAHA, YKa3aHHbIX HUXKeE.
no radius-server host Ypanaert ykasaHHbIN cepBep M3 cnmncka ucnosnbsyembix RADIUS-cep-
{ipv4-address | ipv6-address | Bepos.
hostname}
[encrypted] radius-server key YCTaHaBAMBAET K/IHOY, UCMOJIb3YEMbIM MO YMOJYAHUIO, A1A ayTeH-
[key] key: (0..128) TMOUKALUMM U WKPpPOBaHUA Bcero obmeHa paHHbimu RADIUS
CMMBON0OB/NO

no radius-server key

YMONYAHUIO KNtoY —
nycras cTpoKa

MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.
- encrypted — 3a4aTb K/1toY B 3aWMPPOBAHHOM BUA,

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT UHTEPBaN OXKMUAAHUA OTBETA OT CepBepa, UCNONb3y-
eMblii No YMONYaHUIO.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpegaenaeT KOMYECTBO NOMbITOK, MCNOAb3yeMOoe Mo YMOHYAHUIO,
noucka RADIUS-cepsepa 13 cnucka cepsepos. [pu OTKase ocy-
LecTBAAGTCA MOWUCK CReadylowWwero no npuopuTeTy cepsepa M3
Cnucka.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MUWH

MNo3BonaeT onTummsnposaTtb Bpema onpoca RADIUS-cepsepos, Ko-
rAa HekoTopble cepBepa HeAOCTYMHbI. YCTaHaB/IMBaeT Bpems B MU-
HyTax, MCNO/Ib3yemoe Mo YMOJ/IHaHUIO, B TeYEHME KOTOPOro Hepjo-
CTyNHble cepBepa He byayT onpawmsaTbca RADIUS-KAMeHToOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

radius-server host
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1...64);
group: (1..32)

3agaeT uHTepdeic ycTpoictsa, IP-agpec KoToporo byaeT ucnosb-
30BaThCA MO YMOYAHMIO B Ka4ecTBe afpeca MCTOYHWUKA nepesaBa-
emMoro B coobuieHnax npoTokosia RADIUS.

Ypanaet uHtepderic yctponcraa.

radius-server host
source-interface-ipv6 {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1...64);
group: (1..32)

3agaeT MHTepdenc yctpoictsa, IPv6-agpec KoToporo byaer uc-
Nno/ib30BaTbCA NO YMOYAHMIO B KaYecTBe agpeca UCTOYHMKA nepe-
[aBaemoro B coobuieHumax npotokona RADIUS.

Ypanaet uHtepderic yctponcraa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 163 — KomaHzabl perkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show radius-servers [key]

OTobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
[OCTYMNHA TONbKO A1 NPUBUIETMPOBAHHbIX NOb30BaTeNeN).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTMKY NpoTokona Radius, nHdopmaumto o nonb-
3oBaTenax, KoHdpurypaumto RADIUS-cepsepa.

[pumepbl UC016308AHUS KOMAHO

= YCTaHOBWUTb rNobasibHble 3HAYEHWUS A5 MapaMETPOB: MHTEPBAN OXKMUAAHMA OTBETA OT cepBepa — 5
CEeKyHZA, KOan4ecTBo nonbIToK noncka RADIUS-cepBepa — 5, Bpems, B Te4EHUE KOTOPOro HeaoCTyn-
Hble cepBepa He byayT onpawuneaTbcs RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEKpeTHbIi
Kntou — secret. lobaeuTb B cnncok RADIUS-cepBep, pacnofioXKeHHbI Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa Ana ayteHTUdMUKaumMm — 1645, KonnmyecTBo NOMNbITOK AOCTYNa K cep-

Bepy — 2.
console# configure
console (config)
console (config)
console (config)
console (config)
console (config)

retransmit 2

#
#

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645
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= [lokasaTb NnapameTpbl HacTpoikn RADIUS-cepBepoB

console# show radius-servers

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

5.19.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuymBaeT UEHTPANM30BaHHYO cucTeMy 6e30MacHOCTM AN MPOBEPKM
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NOALEPKMBAA COBMeCTUMOCTb ¢ RADIUS u
APYrMMM NpoLLeccamm NPoBepKM noannHHocTu. TACACS+ npeaocTaBaseT cneaytowme cnyobi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoda B CUCTEMY MO
MMEeHaM Mo/1b30BaTeiIei U ONpeaeeHHbIM NO/b30BATENAMM NAPOSIAM;
— Authorization (aemopusayus). ObecneynBaeTcA BO Bpema BXxoda B cuctemy. [locne

3aBepuwieHuna

CeaHCa nposBepKU

NOANTMHHOCTU

3aMyCKaeTcaA CeaHC aBTopu3auunm C

MCNON1b30BaHMEM MPOBEPEHHOIO MMEHU MNOJ/Ib30BaTENA, TaKXXe CepBepOM NpPOBEPAIOTCA
npusunernn nonb3osBartenA.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 164 — KomaHabl perkrma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6asnaeT yKasaHHbIl cepBep B CNMCOK Mcnoabdyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single-connection — B Ka)XAbli MOMEHT BPEMEHW WMETb He
60/blIe 04HOro coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
BEpPOM;

- port — Homep nopTa A1A obmeHa gaHHbIMKU ¢ TACACS-cepBepom;
- timeout — HTepBaN OXUAaHNA OTBETA OT CepBepa;

- secret_key — Kntoy ans ayTeHTMOUKaLMM M WindpoBaHMA BCero 0b-
meHa gaHHbimu TACACS;

- priority — npuopuTeT ncnonb3osaHus TACACS-cepsepa (4em HUKe
3HayeHue, TeM NPUOPUTETHEE CEPBEP);

- encrypted — 3HaueHue secret_key B 3alunMdppoBaHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAe NapameTpos timeout, secret_key
ana paHHoro TACACS-cepBepa MCNo/b3yrTCA 3HAaYEHUA, HACTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.

Yaansert ykasaHHbI cepBep U3 cnucka ncnonbsyembix TACACS-cep-
BEpOB.
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tacacs-server key key
encrypted tacacs-server key
key

YcTaHaBAMBAET KAKOY, UCMOb3YeMbI MO YMONYaHUIO, ANA ayTeH-
TUOMKALMM M WwndppoBaHna Bcero obmeHa gaHHbimu TACACS
MEXKAY YCTPOUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HauyeHue secret_key B 3alwundpoBaHHOM BUIE.

key: (0..128)
CMMBOM0B/NO
YMOYAHUIO KoY —

nycTas CTpoka

no tacacs-server key YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

tacacs-server timeout timeout YcTaHaBAMBaeT MHTEPBAN OXMAAHUA OTBETa OT CepBepa, UCNob3y-

timeout: (1..30)/5 cek eMblVi MO YMOIHaHMIO.

no tacacs-server timeout YCTaHOBWTb 3HaY€HWE MO YMOAYAHUIO.

tacacs-server host
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id}

3apaeT MHTepdeiic ycTpoicTea, IP-agpec KoToporo byaeTt Mcnonb-
30BaTbCA MO YMO/MAHUIO B KayecTBe agpeca UCTOYHWKa ansa 0b-

vlan_id: (1..4094); meHa coobuieHuammu ¢ TACACS-cepsepom.

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id (1..64);
tunnel (1-16);

roup: (1..32
no tacacs-server host group: ( )

source-interface

Ypanset uHtepdelic yctpoicrsa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:
console#

Tabanuya 165 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

show tacacs [ip_address |
hostname]

OTobparkaeT HACTPOMKY U CTaTUCTUKY Ana cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepsepa;
- hostname — umsa cepsepa.

host_name: (1..158)
CUMBOJI0B

5.19.4 NMpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorvs, npusBaHHas obecneuynTb ynpaBAeHME W KOHTPOAb Hag, YCTPOWCTBaMK M
NPUNONKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasastowen uHOOPMALMEN MeKay areHTamu,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKEePaMM, HAXOAAWMMMCA Ha CTAHLUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMX CTaHLUMIA U SNEMEHTOB CETHU (rNaBHble
MaLUMHBbI, LWAO3bl MU MapWpyTU3aTopbl, TEPMUHANbHbIE CEPBEpPbI), KOTOPble COBMECTHO obecneynsatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMMM CTAHUNAMM M CETEBLIMU areHTamu.

KoMmyTaTopbl NO3BOAAIOT HAacTpouTb pPaboTy npotokona SNMP gas yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNUs YCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT NnpoToKonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 166 — KomaHabl pexkrma rnobanbHOM KOHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

snmp-server server

Nno snmp-server server

Mo ymon4yaHuio
noaAep»KKa NpoTokona
SNMP oTkntoyeHa

BkatounTb noaaeprkky npotokona SNMP.

OTKAtOYaeT Noaaep KKy npotokona SNMP.
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snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CMMBOJIOB;

encrypted_community:

(1..20) cumsonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;

dopmart ipv6z_address:

X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
group_name: (1..30)
CMMBOJIOB

YcTaHaBAMBaeT 3HayeHWe CTPOKM cooblectBa AnA obmeHa AaH-
HbIMK No nNpoToKoay SNMP.

- community — cTpoKa coobLectsa (Naposb) Ana f0CTyna no NpoTo-
kony SNMP;

- encrypted — 3a4aTb CTPOKY coobLuiecTsa B 3alWMbPOBAHHOM BUAE;
- ro — AOCTYN TO/IbKO AN1A YTeHUs;

- rW — JOCTYN A8 YTEHUA U 3anncu;

- SU — 40CTyN afiMUHUCTPATOPA;

- view_name — onpegenset uma ansa npasuna ob6ospeHuns SNMP, Ko-
TOpOe A0MKHO 6bITb NpesABapUTENbHO ONpeaeneHo C NOMOLLLbIO KO-
MaHZabl snmp-server view. OnpegenseT 06beKTbl, JOCTYMHble CO06-
LecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec ycTpolicTBa;
- mask — macka agpeca IPv4, koTopas onpegenset, Kakme 6UTbI aa-
peca UCTOYHMKaA NaKeTa CPaBHMBAIOTCA € 3aJaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBaatoT npedukc IPvd-ag-
peca;

- group_name — onpegenseT UMA rpynnbl, KOTOpPoe AOMKHO bbiTb
npeaBapuTesIbHO ONpeAesieHo € NMOMOLLbIO KOMaHAbl snmp-server
group. Onpeaenaet 06bEKTbI, AOCTYNHbIE COO6LLECTBY.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBO/I0B

Co3gaeT unu pegakTupyet npasuao o6o3peHmna ana SNMP — paspe-
watoliee npasuio, 1Mbo orpaHuumMBatoLLee cepeepy-ob603peBaTento
poctyn K OID.

- OID — npeHTUdMKaTop 0b6bekTa MIB, NnpeacTaB/ieHHbIl B BUAE Ae-
pesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKtOYaTb B ceba 3ape-
3epBUPOBAHHbIE CNOBA, Hanpumep: system, dod). C NomoLLblo cUM-
BOJ1a * MOXHO 0603HaYNTL cCeMelCcTBO noaaepesbes: 1.3.*%.2);

- include — OID BKntoyeHa B NpaBusio gns 0603peBaHns;

- exclude — OID uckntoyeHa 13 npasuaa gna 0603peBaHua.

Ypansaet npaBuio ob6o3peHus ansa SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBONOB
groupname: (1..30)
CMMBO/IOB
engineid-string: (5..32)
CMMBOIOB
password: (1..32)
cMmBona
md5:

16 wnn 32 bant
sha:

20 nnn 36
6aunT
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:Xi:X
IPv6z:
X:X:X:X::X%<I1D>

Co3paet SNMPv3- nonb3oBatens.

- username — UMs NONb30BaTeNS;

- groupname — VMaA rpynnbl;

- engineid-string — naeHTudukaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY M0/1b30BaTe b MPUHAANENKMNT;

- auth—password — naposb ANA ayTeEHTUOUKALMM U reHepaLmm Kto-
ya;

- md5 — kntoy md5;

- sha — Knod sha;

- host — IP-agpec/ nms xocTa.

Ypaanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/IOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)
CMMBOI0B; Write_view:
(1..32) cumsonos

Co3pgaet SNMP-rpynny uau tabaunuy cootsetctenii SNMP-nonb3oBsa-
Tenein n npasua 06o3peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaenb 6e3onacHoCcTy;

- noauth, auth, priv — Tun ayteHTMdMKauum, ncnonbyemblit NpoTo-
konom SNMP v3 (noauth — 6e3 ayteHTUdUKaumK, auth — ayTeHTUDU-
Kauua 6e3 wudposaHus, priv — ayTeHTUdGUKauma ¢ wndposBaHmem);
- notify_view — numa npasuna 0603peHna, KOTOPOMyY paspeLleHo on-
peaensatb coobuweHna SNMP-areHTa — inform u trap;

- read_view —nms npasuna 0603peHns, KOTOPOMY Pa3pPELLEHO TONb-
KO yTeHue cogepknumoro SNMP-areHTa KommyTaTopa;

- write_view —uma npasuaa 0603peHna, KOTOPOMY paspeLleHo BBO-
AWTb JaHHble U KOHOUTypuposaTb cogepknumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaer SNMP-rpynny.
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snmp-server user user_name
group_name {vl | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBOJI0B

Co3paet SNMPv3-nonb3oBaTens.
- user_name — ¥MA NoNb30BaTeNs;
- group_name — UMs rpynnbi.

Ypansetr SNMPv3-nonb3oBartens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CUMBOJI0B

Co3gaeT unm pegaktmpyet npasnao SNMP-dunbTpa, KOTopoe No3Bo-
naet oéunbtposath inform u trap-coobuweHus, nepepaBaemble
SNMP-cepsepy.

- filter_name — uma SNMP-ounbTpa;

- OID — npeHTnduKatop obbekTa MIB, NnpeacTaBieHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Bnaa 1.3.6.2.4, MOXKeT BKAloYaTb B cebs 3ape-
3epBUpOBaHHbIe C0Ba, Hanpumep: system, dod. C nomowblo cum-
BoMa * MOXKHO 0603HaAYNTL CemeincTBO noaaepesbes: 1.3.%.2);

- include — OID BkatoyeHa B NpaBuio GpunbTpaumm;

- exclude — OID uckntoueHa 13 npasuaa GuUAbTPaLMM.

Yaansaet npasuno SNMP-ounbTpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseT HacTPOWKK ONA nepesayn coobLLeHnn yBeaoMAeHNA
inform v trap SNMP-cepBepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ansa nepegaqn coob-
LWeHW yBeAOMIEHUS;

- username — nms nonb3osaTtens SNMPv3 gns ayTeHTUdUKaumm;

- version — onpegenat TmMn coobuieHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT NOANMHHOCTb NakeTa 6e3 wndposaHus;

- noauth — He yKa3blBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKa3blBaeT NO4/IMHHOCTb NaKeTa ¢ WwudpoBaHUem;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nNepuog, OXKUAaHUA NOATBEPKAEHUIN Nepes NOBTOPHOM
nepegayeit coobuieHnit inform;

- retries — KONMYECTBO MONbLITOK Nepegayn coobueHuit inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA.

Yaanaer HacTpoOMKM Ana nepegadn CooblieHuit yBeaoMaeHMA
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3paeT naeHTMPMKaTop nokanbHoro SNMP-ycTpolictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHUK faHHOM HacTpoliku engine ID byaeT
aBTOMATMYECKM co3aaH Ha ocHoBe MAC-aspeca ycTponcTsa.

YaanaeT ugeHtnéoukatop nokanbHoro SNMP-ycTpoiictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | vlan
vilan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

3agaet nHTepdeiic ycTponicTea, IP-agpec Kotoporo byaeTt ncnonb3o-
BaTbCA MO YMONYAHMIO B KayecTBe afpeca UCTOYHUKA AnA obmeHa
coobuweHnamm c SNMP-cepsepom.

Ypanaet untepderic yctponcraa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vian id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

AHanormyHo gnsa IPv6.

Ypanaer untepderic yctpoicraa.

snmp-server engineid remote
{ipv4_address | ipv6_address |
hostname} engineid_string

hostname: (1..158)
CMMBOJIOB;

Cospaet naeHtndukatop yaaneHHoro SNMP-ycTpolictBa — engine
ID.
- engineid_string — naeHtndukatop SNMP-ycTpolicTea.
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no snmp-server enginelD

engineid_string: (5..32)

Ypanaer vaeHtudukaTop yaaneHHoro SNMP-ycTpolictBa — engine

no snmp-server trap
authentication

remote {ipv4_address | CMMBO/I0B ID.
ipv6_address | hostname}
snmp-server enable traps BkntouyaeT nogaepkky SNMP trap-coobuieHuni.
no snmp-server enable traps /BKnioueno OTkAtoyaeT noaaepKKy SNMP trap-coobuieHuit.
snmp-server enable traps ospf BkntouaeT otnpaeky SNMP trap-coobuweHuii npotokona OSPF.
no snmp-server enable traps -/BKNIOYEHO OTkAtoyaeT otnpasky SNMP trap-coobLueHuin.
ospf
snmp-server enable traps ipvé BkntouaeT oTnpaeky SNMP trap-coobuweHunit npoTokona OSPF (IPv6).
ospf
-/BKIOYEHO -
no snmp-server enable traps OTKAtoyaeT otnpasky SNMP trap-coobLieHnit.
ipv6 ospf
snmp-server enable traps erps BkntouyaeT oTnpaeKy SNMP trap-coobuweHunin npoTokona ERPS.
no snmp-server enable traps -/BKNIOYEHO OTkntoyaeT otnpasky SNMP trap-coobuueHuit npoTokona ERPS.
erps
snmp-server trap PaspelwaeT nepesasaTb coobLLeHUA trap-cepBepy, KOTOPbIN He Npo-
authentication wen ayteHTUdMKaumio.
-/pa3pelueHo

3anpelyaeT nepeaasaTb coobLeHMsA trap-cepBepy, KOTOPbIN He Npo-
wen ayTeHTMOUKaumIO.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

OnpeaenaeT KOHTAKTHYI0 MHPOPMaLMIO YCTPOMNCTBA.

YanaeT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

OnpegenseT MHGOPMALLMIO O MECTOMNONOKEHUN YCTPOMCTBA.

YaanaeT UHPOpMaLMIO O MECTOMONOMKEHUN YCTPOMCTBA.

snmp-server set variable_name
namel valuel [name2 value2

(1]

variable_name, name,
value goKHbI
3afaBaTbCA B
COOTBETCTBUM CO
cneundukaumen

Mo3BONAET YCTaHOBUTb 3HAYEHMA NepemMeHHbIX B 6a3e gaHHbIx MIB
KomMyTaTopa.

- variable_name — uma nepemeHHoO;

- name, value — napbl COOTBETCTBUI UMSA — 3HAYEHUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnuua 167 — KomaHabl pexknuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKNIOYEHO

BkntouaeT otnpasky SNMP trap-coobLieHnin npu n3meHeHuUmn co-
CTOAHWA HacTpaMBaemoro nopTa.

BbikntoyaeT oTnpasky SNMP trap-coobueHuii Npu MsmeHeHUn co-
CTOAHMA HacCTpPanBaemoro nopTa.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (config) #

Tabnunua 168 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeilicmeue

show snmp

MokasbisaeT ctatyc SNMP-coegmHeHUM.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTOp nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

MokasbiBaeT npasuia 0603peHna SNMP.
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show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CMMBONOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-puabTpbI.
CMMBO/IOB

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

MNokasbiBaeT SNMP-nonb3oBaTene.

5.19.5 Mpomokon yoanéHHo20 MoHUmopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sBnsetca paclumpeHnem npotokona SNMP, nossonss
npeaoctaButb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoaA ceTeBoro Tpaduka. Otamune RMON ot SNMP
COCTOMT B XapakTepe cobupaemoit MHbOpmaumm — AaHHble cobupaemble RMON B nepsyto ouyepegb
XapaKTepusyloT TpaduK MexKay y3namum cetn. UHpopmauma, cobpaHHaa areHTom, nepegaeTcs B
NPUNOXKEHWE YNPABIEHUA CETbIO.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 169 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBOJIOB;
desc_text: (0..127)
CUMBO/I0B;
name: cTpokKa

HacTpaunBaeT cobbiTvA, UCNOb3yemble B CUCTEME YAANEHHOTO MO-
HUTOPUHra.

- index — nHAEKC cobbITUA;

- type — TN yBEAOMIEHUA, TEHEPUPYEMOTO YCTPONCTBOM MO 3TOMY
cobbITuto:

none — He reHepMpPoOBaTb YBEAOM/IEHUS,

log — reHepupoBaTb 3anuch B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTh 3anuch B Tabanue v otcbinate SNMP trap;
- com_text — cTpoka coobwectsa SNMP ana nepecobiniku trap;

- desc_text — onuncaHue cobbITusA;

- name — umsa cosgatens cobbITuA.

Ypansaet cobbiTve, UCMO/Ib3yemoe B CUCTEME YAAIEHHOMO MOHUTO-
pwvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbI OID;
interval: (1..2147483647)
CeK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpokKa

HacTpaunBaeT ycnosus BblauM aBapuiiHbIX CUTHA/O0B.

- index — nHAEKC aBapUMHOro cobbITUSA;

- mib_object_id — vnaeHTUPUKATOP nNepemeHHOM YacT obbeKTa
OID;

- interval — vHTepBan, B Te4eHUe KOTOPOro AaHHble OTOMpaloTCa U
CPaBHMBAIOTCA C BOCXOAALLEN N HUCXOAALLEN rpaHMLAMU;

- rthreshold — Bocxogalwan rpaHnLa;

- fthreshold — HucxoaAWan rpaHMLa;

- revent — UHAEKC cObbITUA, KOTOPOE UCNONb3YeTcA NpU nepeceye-
HUW BOCXOAALLEN rpaHuLbl;

- fevent — uHaeKc cobbiTMA, KOTOPOE UCMONb3YETCA NPKU nepeceye-
HUW HACXOAALLEN TPaHULLbI;

- type — meToZ, 0T6OPa YKa3aHHbIX MepeMeHHbIX M NoacyeTa 3Haye-
HUA ANA CPaBHEHMSA C FpaHULLaMK:

MeTopn, absolute — abcontoTHoe 3HayYeHWe BblIbPaHHOM nNepemeH-
HOW ByAeT cpaBHEHO C rpaHULLE Ha KOHLLe UCC/IedyemMoro UHTep-
Bana;

Metog delta — 3HayeHMe BbIbpaHHOM NepeMeHHON Mpu nocnea-
Hem oT6ope 6yAeT BbIYTEHO U3 TEKYLLETrO 3HAaYEHUA U pasHULa by-
[AeT CpaBHeHa C rpaHuuamu (pasHuua mexay 3HaueHuamu nepe-
MEHHOI B KOHL,e 1 B Ha4ya/ie KOHTPO/IbHOro MHTepBana);
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- startup — MHCTPYKUMA Ans reHepauumn cobbITUn Ha NEPBOM KOH-
TPONbHOM MHTepBase. OnpeaenseT Npasuna reHepalum aBapuii-
HbIX COBbITUI AN NEPBOTO KOHTPO/IbHOTO MHTEPBana NyTem cpas-
HeHMA oTobpaHHOW NepemeHHOoI ¢ 04HOMN, NMbo obenmu rpaHu-
Lamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuiiHOoe cobbITUE NO BOCXO-
OALLeN rpaHuLe, ecnn 3HaYeHMe oTobpaHHOM NepemMeHHOoM Ha nep-
BOM KOHTPOJ/IbHOM MHTepBasie 60/blie NM60 PaBHO 3TOW rPaHuLLE;
- falling — reHepupoBaTb egMHMYHOE aBapUiMHOE CObbITUE MO HUC-
XOAALEeN rpaHuLe, ecan 3HayeHne oTobpaHHOM NepeMeHHol Ha
NepBoM KOHTPO/IbHOM MHTepBasie MeHblue Mbo paBHO 3TOM rpa-
HULE;

- rising-falling — reHepupoBaTb eguHMYHOE aBapuitHoe cobbiTve No
BOCXOAAWEN WU/UAN HUCXOAALLEN FpaHULLe, ecv 3HAaYeHue OTo-
6paHHOW nepemeHHOM Ha NEepPBOM KOHTPOJNbHOM WHTepBane
6onblue M60 paBHO BOCXOAALLEN rpaHuLe u/mam meHblue anb6o
PaBHO HUCXOAALLEN rPpaHULLE;

- owner — UMA co3aTeNs aBapumuHoOro cobbiTus.

no rmon alarm index Ypansaet ycnosue Bblgaun aBapuUiiHbIX COBbITUIA.

rmon table-size {history hist_entries: 3afaeT MakcMmasbHbI pasmep RMON-Tabauu,

hist_entries | log (20..32767)/270; - history — makcumanibHoe KONMYECTBO CTPOK B Tabaunue UCTopuu;

log_entries} log_entries: - log — MaKcMmanbHOE KO/IMYECTBO CTPOK B Tabsimue 3anucei.
(20..32767)/100 |  3HayeHue BCTYNUT B CUNY TONIbKO nocne nepesarpysku

N ycTpoiicTBa.
no rmon table-size {history YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
| log}

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 170 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMon4YaHuto
rmon collection stats index BkAtoyaeT GopMMpoBaHME UCTOPUM MO Fpynnam CTaTUCTUKK AAA
[owner name] [buckets index: (1..65535); 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.
bucket_num] [interval interval] name: (0..160) - index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;
CMMBO/IOB; - name — BNageneL, rpynnbl CTaTUCTUKMK;
bucket-num: - bucket_num — 3HayeHue, accounmpyemoe C KOAMYeCTBOM fueek
(1..50)/50; AN cbopa UCTOPUM MO rpynne CTaTUCTUKK;
interval: - interval — nepuog onpoca ana GopMMpoBaHUa UCTOPUM.
no rmon collection stats index (1..3600)/1800 cek BbikntouaeT poOpMMpPOBaHME UCTOPMM NO FPyMNam CTaTUCTUKK ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHrA.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 171 — KomaHap!

pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
o ymon4aHuro

show rmon statistics {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCNONb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

te_port: (1..8/0/1..32);

show rmon collection stats
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

hu_port: (1/0/1..6);

group: (1..32) OTob6parkaeT MHPOpPMaLMIO NO 3anpallnMBaeMbiM rpynnam cTaTu-

CTUKWU.

show rmon history index
{throughput | errors | other}
[period period]

MNokasbiBaeT uctopuio Ethernet ctatuctnkn RMON.

- index — 3anpoLleHHas rpynna cTaTUCTUKK;

- throughput — nokasblBaeT CYETUMKM MPOU3BOAUTENBHOCTMU (Npo-
NYCKHOM cnocobHocTH);

- errors — NoKa3bIBaeT CYETYNKN OLUINOOK;

- other — NoKasbIBaeT cYeTYMKM 06PLIBOB U KONU3NN;

- period — NOKa3blBaeT UCTOPUIO 33 3aNpPOLLEHHbIW MNepuos Bpe-
MEHM.

index: (1..65535);
period:
(1..2147483647) cek

show rmon alarm-table

MoKasbiBaeT cBOAHY Tabanuy aBapUinHbIX COBbITUIA.

show rmon alarm index

MoKasbiBaeT KOHPUIypPaLMIO HACTPONKM aBapPUMHbBIX COBbITUN.

index: (1..65535) -index — nHaeKc aBapuitHoro cobbitTus.

show rmon events

MokasbiBaeT Tabanuy cobbITUiM yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

MokasbiBaeT Tabanuy 3anmceit yaaneHHoro moHutopmHra RMON.

index: (0..65535) - index — nHpekc cobbiTnA.

[pumepsl 8bINOAHEHUSA

KOMQOHO

MoKasaTb cTaTUCTMKY 10 uHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabnunua 172 — OnucaHune pesynbTaTos
Mapamemp OnucaHue
Dropped KonnyecTBo 3a4eTEKTUPOBAHHbIX COObITUN, KOr4a NakeTbl OblM OTOPOLLIEHbI.
Octets Konnuectso 6aiT AaHHbIX (BKAtOYas BaiTbl NI1OXMX NAKETOB), MPUHATLIX U3 CETU (MCKAtO-
Yyasa ¢ppeimoBble 6UTbI, HO BK/ItOYAA BUTbI KOHTPOJIbHOM CYMMbl).
Packets Konnuyectso NpMHATbLIX MaKeToB (BK/AkO4Yan NaoXue, WMPOKoBeLlaTeibHble U MHOroaapec-
Hble MaKeThbl).
Broadcast KonnuyecTBo NpUHATLIX LMPOKOBELLATE/IbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE NAKETbI).
Multicast KonnuyecTso NpUHATBLIX MHOFOaApecHbIX NaKeToB (TOIbKO KOPPEKTHbIE MaKeThbl).

CRC Align Errors

KonnyectBo NpUHATbLIX NAaKeToB ANMHOM OT 64 Ao 1518 6alT BKAOUYMTENbHO, UMEIOLMX
HEBEPHYIO KOHTPOJ/IbHYIO CYMMY NMBO0 C LenbiMm Ynciom 6ainT (oWMBKM NPOBEPKM KOH-
TponbHOI cymmbl — FCS), nnbo ¢ Heuenbim Ynciom 6ainT (owmbKn BbipaBHMBaHMA — Align-
ment).

Collisions

OueHKa KonumyecTsa KONAM3nin Ha gaHHom Ethernet-cermeHTe.
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Undersize Pkts

KonnuyecTBo NpuMHATLIX NAaKETOB AANHOM MeHble 64 6ainT (McKntoyas dpperimoBblie BUTHI,
HO BK/Ito4an 6UTbl KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHGOPMUPOBAHHBIX.

Oversize Pkts

Ko/IMyecTBo NpUHATbLIX NaKeToB AMHOMN 6onblwe 1518 6aliT (McKntoyas dpeimoBblie BUTLI,
HO BKtOYasi BUTbI KOHTPOJILHOW CYMMbl), HO B OCTa/IbHOM MPaBU/IbHO CHOPMMUPOBAHHBIX.

KonnuyecTso NpUHATBIX NAaKeTOB AMHON MeHblue 64 6aiT (Mckntovasa dpelimoBble 6UTHI,
HO BK/It0Yas BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOJIbHYHO CyMMy B0

Fragments . .
C Le/IbIM YUCIoM 6alT (OWMBKM NPOBEPKU KOHTPOIbHOM cymMmbl — FCS), 1Mb0O ¢ HeLenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKMA — Alignment).
KonnuecTso NpuHATLIX NaKeToB A/nHOMN 6onbwe 1518 6aliT (Mcknoyan dppeimoBble b6UTbI,
Jabbers HO BKtOYasA BUTbI KOHTPONBHOM CYMMbl), UMEIOLLUX HEBEPHYHO KOHTPOIbHYIO CyMMY 60
C Le/IbIM YnCIoM 6alT (OWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), 1Mb0O ¢ HeLenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKA — Alignment).
64 Octet Konnuectso NpuHATLIX NaKeToB (BK/tOYasA NAOXME NaKeTbl) gnnHol 64 6aiiTa (Mckntovas

¢dpelimoBble 6UTbI, HO BKAOYAA 6UTbI KOHTPOIbHOM CyMMbl).

65 to 127 Octets

Ko/iMyecTBo NPUHATLIX MaKeToB (BK/AlOYasA MAOXWMe NaKeTbl) AAMHOW OT 65 Ao 127 6awnt
BKNHOUMTENIbHO (MCKNtoUYan dperimoBble 6UTbI, HO BKNOYAA BUTblI KOHTPOLHOM CYMMbI).

128 to 255 Octets

Konnuyectso NpUHATbLIX NAKeTOB (BKAKOYan NIOXME NaKkeTbl) AMHOW oT 128 ao 255 6ant
BKNHOUMTE/IbHO (MCKNtoYan dperimoBble BUTLI, HO BKNHOYAA BUTbI KOHTPOILHON CYMMblI).

256 to 511 Octets

Ko/iMyecTBo NpMHATLIX NMaKeToB (BKAtOYan NaoXMe MakeTbl) AAnHOW oT 256 Ao 511 6ait
BKNHOUYMTE/IbHO (MCKNtoUYan dpeiimoBble 6UTbI, HO BKNOYAA BUTbI KOHTPOJIbHOM CYyMMbI).

512 to 1023 Octets

Konnuyectso NpuHATbIX NAaKeTOB (BK/OYas Nioxme nakeTbl) AnnMHol ot 512 ao 1023 6ait
BKNHOUMTE/IbHO (MCKNtoYan dperimoBble BUTLI, HO BKNHOYAA BUTbI KOHTPOILHOM CYMMblI).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAOYaA NAOXME NakeTbl) AnnHon ot 1024 ao 1518 6ait
BKNHOUMTENIbHO (MCKNtoYan dperimoBble 6UTbI, HO BKNHOYAA BUTblI KOHTPOLHON CYyMMbI).

= [loKas3aTb UHOOPMALUMIO NO rPynnam CTaTUCTUKKM 1A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnunua 173 — OnucaHune pesynbTaTos
Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLNIA 3aMnCh.
Interface Ethernet-uHtepdeic, Ha KOToOpoMm 3anyLLeH onpoc.
Interval MHTepBan B cekyHAax mexay onpocamm.

Requested Samples

3anpoLeHHoe KOINYeCcTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

Pa3spelweHHoe (ocTaBlueeca) KOAMYECTBO OTCHETOB, KOTOPOE MOMKET BbITb COXPaHeHO.

Owner

Bnageneu AaHHOM 3anucu.

- lMoKa3aTb cHeTUMKH HpOﬂyCKHOﬁ CHOCO6HOCTM,QHHprnanCTaTMCTMKM 1

console# show rmon history 1 throughput

Sample set: 1
Interface:

Time

tel/0/1
Requested samples:

Maximum table size:

Nov 10 2009 18:38:00

Owner: MES
Interval: 1800
50 Granted samples: 50
100
Octets Packets Broadcast Multicast %
204595549 278562 2893 675218.67%
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Tabnuua 174 — OnucaHue pesynbLTaTos

Mapamemp OnucaHue

Time [aTta v Bpema co3gaHma 3anucu.

Octets Konnuectso 6aiiT gaHHbIX (BKAOYaA 6aliTbl N1I0XMX NAKeTOB) NPUHATLIX U3 ceTU (UCKtoYas
dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPOIbHOM CYMMbI).

Packets Ko/IMyecTBO NPUHATLIX MAKETOB (BK/OYas NA0OXME NaKeTbl) B Te4eHue nepmosa Gpopmmupo-
BaHMA 3aNuUcCK.

Broadcast Ko/iMyecTBO NpUHATLIX XOPOLIMX MAKeToB B TeuyeHWe nepuoga GopmMMpOBaHUA 3anucu
HanpaBAeHHbIX HAa LWUMPOKOBELLATe/IbHble aapeca.

Multicast Ko/iMyecTBo MPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepmona GopmMMpoBaHMA 3anucu
HanpaB/eHHbIX HA MHOTOapecHble aJpeca.
OueHKa cpeaHel NponyCcKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice

Utilization B TeYeHue nepunosa GopmupoBaHMaA 3anucu. MponyckHas cnocobHOCTb oLeHNBaeTcs Be-
NINYMHON A0 ThICAYHOM NPOLEHTa.
Ko/imyecTBo NpUHATBIX B TeYeHWe nepunoaa GopmMmmMpoBaHMA 3anNncy NakeTos AJANHOM oT 64

CRC Align 40 1518 6aliT BKIKOUUTENBHO, UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY NGO C LebiM
yncnom 6aiT (OWMBKM NPOBEPKU KOHTPOJIbHOM cyMMbl — FCS), b0 ¢ Heuenbim Ynciom
6aiT (owmnbKM BbipaBHUBaHUA — Alignment).

Collisions OueHKa Ko/iMyecTBa KoM3unii Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-

MUPOBAHUA 3aNnUCK.

Undersize Pkts

Ko/nMyecTBo MpUHATLIX B TedeHue nepuoda GopmMMpOBaHMA 3anmcy NaKeToB AJIMHOM
MeHblle 64 6aiT (UcKkAoYan pelimoBble BUTbI, HO BKAtOYAA 6UTbI KOHTPOIbHOM CYMMbl),
HO B OCTa/IbHOM MPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anuCK MaKeToB ANMHOMN
6onbwe 1518 6aiT (Mckaovaa ¢dpeimoBble BUTbl, HO BKAOYana 6UTbl KOHTPOAbHOWM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMMUPOBAHHbIX.

Fragments

Ko/nMyecTBo MPUHATbIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
MeHblle 64 6aiT (UcKkAoYan dpelimoBble BUTbI, HO BKAOYAn BUTbI KOHTPO/IbHON CyMMbl),
NMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO Cymmy Anb0O C Lenbim Yncaom 6aiT (owmbKku npo-
BEPKM KOHTPObHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6aiT (ownbKM BbipaBHUBA-
Hua — Alignment).

Jabbers

Ko/nMyecTBo MpUHATLIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
6onbwe 1518 6aiT (McKkaoyaa ¢peirmoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOM
CYMMbl), UMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYyMMY IGO0 C LLe1bIM Ynciom 6anT (owmbKrm
NPOBEPKU KOHTPO/IbHOM cymmbl — FCS), anbo ¢ Heuenbim yncnom 6anT (oWMBKM Bblpas-
HuBaHusA — Alignment).

Dropped

KonnyecTso 3a4eTeKTMPOBaHHbIX COBbITMIA, KOrga naketbl bl OTOPOLLIEHbI B TeYeHue
nepuoaa GopmMrMpoBaHnA 3anuncu.

- nOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaHOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnunua 175 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLLMIA 3aNnChb.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLINIM 3aMUCh.

= [lokasaTb KOHPUIYpPaLMIO aBaPUNHbBIX COOLITMI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunua 176 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KOHTpOMpPYEMOI NepeMeHHON.

Last Sample Value

3HaueHve NnepemMeHHON Ha NocaegHeM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 3170 abcontoTHOE 3HaYeHUe nepemeHHon, ecau delta — 1o pas-
HULA MeXKAY 3HaYEHUAMM NepemMeHHOM B KOHLLE 1 B Hayaie KOHTPOAbHOMO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHME KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCS C BEPX-
Hen N HUXKHEM rpaHuLLamu.

Sample Type

MeTog, oT6opa yKasaHHbIX NepeMeHHbIX M NoAcyeTa 3HaYeHUn A1A CPaBHEHUA C rpaHu-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIbDPaHHOW NepemeHHoN byaeT cpas-
HEHO C rpaHuLLei Ha KoHLe uccnesyemoro nHtepeana. Mertog, delta — 3sHaueHune Bbi6paH-
HOI nepemeHHOM Npu nocneaHem oTbope ByaeT BbIUTEHO M3 TEKYLLEro 3HaYeHUs, U pas-
HMLA ByaeT cpaBHeHa C rpaHnuamm (pasHMLA MeXK4y 3HaYeHUAMM NepeMeHHON B KoHLe
1 B Ha4yasie KOHTPO/IbHOrO MHTEPBana).

Startup Alarm

WHCTPYKUMA ona reHepaumm cobbiTUiA Ha NepBOM KOHTPOAbHOM MHTepBane. Onpeaenset
npasuaa reHepauuun aBapunHbIX COBbITUIN AN NEPBOrO KOHTPOJILHOTO MHTEPBAiA NyTEM
CpaBHeHWA 0TOOBpPaHHOM NepeMeHHoM ¢ ogHoN, NMbo obenmu rpaHuLaMu.

rising — reHepuMpoBaTb eANHUYHOE aBapuiiHOe CobbITUE MO BOCXOAALLEN rpaHuLe, eciu
3HayeHue oTobpaHHOM NepeMeHHOM Ha MePBOM KOHTPOJIbHOM MHTepBane bonbwem Anbo
paBHOM 3TOI rpaHuLe.

falling — reHepupoBaTb eanHMYHOE aBapuUitHoe cobbITUE MO HUCXOAALLEN rpaHnLe, ecu
3HayeHWe oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPO/IbHOM MHTepBasie MmeHblle nbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiTe Mo BocxoAsallen u/wmam
HUCXOAALLEN rPaHULLE, €C/IM 3HAYeHMe OTOBPaHHON NepeMeHHOW Ha NepBOM KOHTPO/Ib-
HOM MHTepBase 6onblue AMBO PaBHO BOCXOAALLEN rpaHuLe, U/ Man meHble IMbo paBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHue BocxoasalLen rpaHuLbl. Korga 3HaueHMe oTobpaHHOW NepemMeHHOM Ha npeapl-
AYWEM KOHTPO/SIbHOM WHTepBane 6bl10 MeHblle AAaHHOM MPaHWULbIl, @ Ha TEeKYLLEM KOH-
TPOJIbHOM MHTepBae 6obliem 1M60 PaBHOM 3HAYEHWIO FPaHULLbI, TOr4A eaUHUYHOE COo-
6bITNE reHepupyeTca.
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Falling Threshold

3HauyeHue HUcxoaALwen rpaHmubl. Koraa sHaueHne oTobpaHHON nepemeHHOM Ha npeapl-
AYWEM KOHTPOJbHOM MHTepBase 6bi10 6onblie JAaHHOM rPaHULbl, @ Ha TEKYLLEM KOH-
TPOJIbLHOM MHTEpPBaJie MeHble M60 PaBHO 3HAYEHMIO FPaHULbI, TOTAa eauHUYHOe CObbl-
TWe reHepupyeTcs.

Rising Event NHAEeKC cobbITUA NCMONb3YIOWErocs, KOrAa BOCX04ALLAA FPaHNLLA NepeceyeHa.
Falling Event NHAeKc cobbITUA NCNOb3YIOLWLEroca, Korga HUCXo4ALWan rpaHuL,a nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLINIA 3aMNUCh.

= [lokasaTb Tabauuy cobbITMN yaaneHHOro MoHnTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnuua 177 — OnucaHue pesynbLTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MaeHTUbMLMpPYIOLWmMiA cobbiThe.
Description KommeHTapuit, onucbiBaloWwmin cobbiTue.
Tun yBeLOM/IEHNUA, FEHEPUPYEMOTO YCTPOUCTBOM MO 3TOMY COBbITUIO:
- hone — He reHepupoBaTb YBeAOMEHUSA;
Type - log — reHepupoBaTb 3anucb B Tabanue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anncb B Tabaunue n otcbinatb SNMP trap.
Community Ctpoka coobuiectea SNMP ana nepecbinku trap.
Owner Monb3oBaTtenb, cO34aBLWINIA COObITHE.
Last time sent Bpemsa 1 gata reHepupoBaHUs nocnegHero cobbitna. Ecan He HbiN0 creHepMpoBaHoO co-
6bITUIA, TO 3TO 3HaYeHUe ByaeT PaBHO Hy/tO.

MokasaTb Tabanuy 3anucen yaaneHHoro MoHMTopuHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnunua 178 — OnucaHune pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLNIA 3aMNUCh.
Description KommeHTapuii, onucbiBaoLWmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolilicmeom

MporpammHoe obecneyeHMe KOMMYTATOPOB MO3BOJAET Pa3pewmnTb AMbB0 OrpaHnyMTL A0CTYN K
YNpaB/EHNIO YCTPOMCTBOM Yepe3 onpeaeneHHble nopTtbl nam rpynnbl VLAN. Ons aToi uenmn cospgarorca
cnuckm goctyna (Access Control List, ACL) ana ynpasneHus.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunA 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaLmm:

console (confiqg) #

Tabnunua 179 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3faeT CNUCOK AocTyna AN ynpasieHus. BXxog, B peXxnum KoHdu-
rypaumm cnvcka focTyna ANs ynpasieHus.

YaansaeT cnMcok AocTyna ANs YyNpasieHus.

management access-class
{console-only | name}

no management access-class

name: (1..32) cumBona

OrpaHuW4MBaeT ynpaBJeHUe YCTPOMCTBOM MO oOnpeaeseHHOMY
cnucky goctyna (access list). AKTMBMPYET yKa3aHHbIA CMUCOK A0-
cTyna.
- console-only — ynpaBaeHue yCTPOCTBOM AOCTYMNHO TO/BKO C KOH-
conu.

OTMeHsAET orpaHuWyeHme Ha ynpas/ieHue YCTPOMCTBOM MO onpeae-
NIeHHOMY CNUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 014 ynpassaeHus

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaumm cnncka goctyna gnsa ynpaBaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnunua 180 — KomaHAabl pexxknma KoHbUrypaumm cnucka goctyna ans ynpasaeHma

KomaHda

no ymosn4aHurw

3HayeHue/3HayeHue

Aelicmeue

permit [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

hu_port: (1/0/1..6);

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

group: (1..32);
vlan_id: (1..4094)

http, https, ssh)

te_port: (1..8/0/1..32);

service: (telnet, snmp,

3afaeT paspeLuatoLLee ycaoBme As YNPasBaAoWero Cnmcka 4o-
cTyna.
- service — TMn gocTyna.

deny [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

deny ip-source {ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

http, https, ssh)

te_port: (1..8/0/1..32);

service: (telnet, snmp,

3asaerT 3anpeLlatoLLee ycA0BMeE 419 YNPABAAIOLLEro CNUCKa A0-
cTyna.
- service — TMn gocTyna,

164

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 181 — KomaHab! perkmuma Privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

show management access-list MokasbiBaeT cnuckm aocTyna (access list) gns ynpasnexHums.

name: (1..32) cumBona

[name]
show management MoKasbiBaeT MHOpPMaUMIO 06 aKTUBHbIX CMMCKax A[ocCTyna
access-class (access list) ana ynpasneHus.

5.19.7 Hacmpoiika docmyna

5.19.7.1 Telnet, SSH

[aHHble KOMaHAbl npeAHasHayeHbl A1A HACTPOMKM CepBEpPoOB A0CTyna Aaa  ynpaBaeHuA
KommyTaTopom. Moagepkka cepsepos Telnet n SSH KommyTaTopom NO3BOASAET YAANEHHO NOAKAOYATLCA
K HEMY 1A MOHUTOPUHIA U KOHPUTYpaLMK.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM pexRmMmMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 182 — KomaHabl pexknma rnobanbHon KoOHPUrypaumm

3Ha4yeHue/3HayeHue no ymonya-
HUIo

KomaHoa Aelicmeue

ip telnet server PaspewaeT yganeHHoe KOHUrypupoBaHWe YCTPOW-
Mo ymonuaHuto Telnet cepsep cTBa yepes Telnet.

no ip telnet server BK/tOYEH 3anpelyaet yaaneHHoe KoHdUrypuposaHue YyCTpOM-
cTBa yepes Telnet.

ip ssh server PaspewaeT yganeHHoe KoHUrypupoBaHue YCTPOW-
cTBa yepes SSH.
[0 Tex nop, NOKa Kato4 ana WndpoBaHUA He
V creHepupoBaH, SSH-cepsep 6yaer Haxo-
AUTbCcA B pe3epse. Mocne reHepauumn Kaova
(ucnonbsyemble  KomaHgbl crypto  key
generate rsa u crypto key generate dsa) cep-
Bep nepeiaet B pabouyee coctoaHue.

Mo ymonuaHuto SSH cepsep oTkAO4EH

no ip ssh server 3anpellaeT yaaneHHoe KoH$UrypuposaHue ycCTpout-
cTBa yepes SSH.

ip ssh port port_number TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

port_number: (1..65535)/22

no ip ssh port YcTaHaBAMBAET 3HaYEHME MO YMOMYAHMIO.
ip ssh-client source-interface { 3agaet nHtepdeiic ana SSH-ceccuii.
tengigabitethernet te_port | . ] )
hundredgigabitethernet te_port: (1..8/0/1..32); hu_port:
(1/0/1..6);
hu_port | port-channel group | 3
. loopback_id: (1..64)
loopback /loopback_id | vlan
; group: (1..32);
vlan_id} :
- - vlan_id: (1..4094) —
no ip ssh-client Ypanaer nHtepoeic.

source-interface
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ipv6 ssh-client
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

te_port: (1..8/0/1..32); hu_port:
(1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

3agaet nHTepoeiic ana IPvé SSH-ceccui.

Ypanaet nHtepoeic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuio Ucnonb3oBaHue
ny6ANYHOrO K/toYa 3anpeLLeHo

PaspewaeT ucnosnb3oBaHue Ny6AMYHOrO Katoya 405
Bxoasawmx SSH-ceccuit.

3anpewaet ncnonb3oBaHWe nybAUYHOrO Kakoya Ana
Bxoasawmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour, aes128-ctr,
aes192-ctr, aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)/pa3speLleHbl
BCe
aNropuUTMbl, KPOME none

3a/aeT CNUCOK paspeLleHHbIX aaroputmos Wndposa-
HWA oA cepBepa.

BoccTaHaBnMBaeT CNUCOK paspelleHHbIX aaropuTmos
obmeHa Ki4ammn no YMOANYaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal, curve25519-
sha256@libssh.org, diffie-hellman-

group-exchange-sha256, diffie-
hellman-group16-sha512, diffie-
hellman-group18-sha512, diffie-
hellman-group14-sha256, diffie-

hellman-group14-shal)/

paspeLueHbl Bce MeToabl

3aaeT CMUCOK paspelleHHbIX MeToL0B 06MeHa Kto-
uamu gns cepsepa.

BoccTaHaBnMBaeT CNUCOK paspeLleHHbIX aaropuTmos
obmeHa Kiuammn no YMOANYaHUIO.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BktoyaeT pexunm ayteHTUdMKaumm no naposto.

OTKAtouaeT pexmm ayTeHTVICbMKaLI,MM no naponto.

crypto key pubkey-chain ssh

Mo YMONYAHUIO KNKOY He COo34aH

BXOAMT B pexnm KoHPUrypaumm ny6aMyHoro Katova.

crypto key generate dsa

leHepupyeT napy Kntouvent DSA —yacTHbIN M Ny6AMYHbBIN
ona SSH-cepsuca.
V‘ Ecnu xoTa 6bl 04UH U3 Napbl KNtOYE yxKe co-

crypto key generate rsa

34aH, TO cMUCTEMa NPEeANIoKUT Nepe3anucaTtb
KAtoY.
FeHepupyeT napy Katouen RSA —4acTHbIN U Ny6AMYHbIN
ana SSH-cepsuca.

/ Ecnu xota 6bl 04MH U3 Napbl KNLOYE yxKe co-

crypto key import dsa

encrypted crypto key import
dsa

3/iaH, TO cUCTEMa NpeAsIoKUT nepesanucatb
MmnopTtupyeT napy Katouein DSA.

KoY.
- encrypted — B 3aWwMppoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key import
rsa

MmnopTtupyeT napy Kntoueit RSA.
- encrypted — B 3awndpoBaHHOM BUAeE.

ip http server

no ymonyanuto HTTP-cepsep

PaspelaeT yaaneHHoe KOHUIypupoBaHue ycTpoit-
cTBa yepes web.

no ip http server BK/tOYEH 3anpewaer yaaneHHoe KOHOUIypuMpoBaHMe YCTPOWt-
cTBa yepes web.

ip http port port 3apaet nopt HTTP-cepBepa.

P TP POrtp 1..59999/80 A3CT 1op peep

no ip http port

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ip http secure-server

no ip http secure-server

no ymon4yanuto HTTPS-cepsep
BbIK/IOYEH

Bkatouaet HTTPS-cepsep.

Bbikntovaet HTTPS-cepBep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaeTt TarimayTt HTTP-ceccum.

BoccTaHaBnMBaeT 3HaveHMe No YMOJTHaHWIO.
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crypto certificate {1 | 2} leHepupyeT SSL-cepTudmKar.

generate

crypto certificate {1 | 2} MmnopTtupyet SSL-cepTudunKaT, Ha3HAYEHHbIN LEHTPOM

import i cepTudMKaumm.

no crypto certificate {1 | 2} BoccraHasnmBaeT SSL-ceptudumKat no ymonyaHuio ans
YKa3aHHoro cepTudukata.

/ Knioun, creHepupoBaHHble KOMaHAamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM A4 NoNb3oBaTena ¢aiine KOHPUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Ka4ad

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypaumm nybaM4Horo Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnvua 183 — KomaHapl pexxmma KoHpuUrypaumnm nybanyHoro Katoya

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
user-key username {rsa | dsa} Bxof, B peXnm Co3AaHnA MHAWBUAYANbHOTO NMyBANYHOIO KO-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — co3gatb DSA-Ktou.

no user-key username YaanaeT ny6anMuHbIN KAOY 418 onpeaeneHHoro nosb3osartens.
BMA 3anpoca KOMaHﬂ,HOf/‘I CTPOKU B pexXnume co3aaHna nHanBmayasibHOro I'IY6J'IMLIHOFO KNKo4a:

username: (1..48)
C“MBO/I0B

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnvua 184 — KomaHAabl peskuma co3AaHnsa MHAUBUAYANbHOMO NyBANYHOrO KtoYa

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4YaHuro
key-string - Cosgfaet nybAnYHbBIN KNKOY AR oNpesesieHHOro No/b3oBaTesns.
key-string row key_string Co3pgaeT ny6MYHbIN KAOY ANA onpesesieHHOro Nob30BaTens.

BBOA, K/t0Ya OCYLLECTBAAETCA NOCTPOUHO.

- key_string —4acTb Kntouva.
[Ona Toro utobbl cUCTEeMa NOHANA, YTO KAKOY BBeAEH
NONHOCTbIO, He06Xx0aMMO BBECTU KOMaHAY key-string
row 6e3 cumBONOB.

KomaHOwbl pexcuma EXEC

KomaHabl JaHHOro pa3aena 4OoCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenem.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnumua 185 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymoa4aHuro
show ip ssh Moka3biBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHble

) Bxoaalwme SSH-ceccum.
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show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
CMMBOIOB.

Mo ymonuyanumio
OTNeYyaToK K/touya B
LWecTHaALATEPUYHOM
dopmare.

MoKasbliBaeT NnybandHble SSH-KA0UM, COXpaHeHHble Ha KOMMYTa-
Tope.

- username — UMA YA3NEHHOTO K/NEHTa;

- bubble-babble — otneuatok Kntoua B Koge Bubble Babble;

- hex — oTneyaTok Knto4a B WeCTHaALaTeEPUIHOM KoZe.

show crypto key mypubkey
[rsa | dsa]

MoKasblBaeT nyb6anyHble Katoun SSH-kommyTaTopa.

show crypto certificate [1 | 2]

OTobparkaeT SSL-cepTudmKkaTbl ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTope. PaspewnTb MCNONb30BaHWe Nyb6AnYHbIX Katodel. Co3paTthb
RSA-kntou ans nonb3osaTens eltex:

console# configure

console (config) # ip ssh server
console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string AAAAB3NzaClyc2EAAAADAQABAAA-
BAQCVTnRWPW1Al4kpgqIw9GBRonZQZx JHKcgKL6rM1Q+ZNXfZS~
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRf-
PSwoQUVV35LgJJk67I0U/zfwOl11gkTwml75QRIgHU]S6KWGN2QWXgh3ub8gDjTSgmuSn/WdA051

DX2IEx-

QWu081icglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0juNg5nFYsY0ZCkON/W9a/tnkmlshR
E7D171+w3fNiOA6wO044t6+AINEICBCCA4YcF6zMzaTlwef -
WwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9

5.19.7.2 KomaHObl KOH(u2ypayuu mepmuHana

KomaHapl KOHOUIrypaumm TepmMmMHana CayKaT gas HacTPOMKM NapamMeTpoB JIOKAIbHOM U yaAaneHHoM

KOHCOU.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 186 — KomaHabl pexkmma rnobanbHoM KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

line {console | telnet | ssh}

Bxopg, B pevM COOTBETCTBYHIOLLETO TEPMMUHANA (NOKaNbHANA KOH-
CO/Nb, YAaneHHas KoHconb — Telnet uan yaaneHHasa 3aliuLLeH-
Haa KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypaumm TepMmmHana

console# configure

console (config)# line {console|telnet|ssh}
console (config-line) #
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Tabnuua 187 — KomaHap! pexknuma KoOHoUrypauum TepmmnHana

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
speed bps b 4800, 9600 YcTaHaBAMBAET CKOPOCTb AO0CTYyMNa Mo /IOKabHOW KOHCOAM (KO-
s: .
ps: ( ! ’ MaHZAa AOCTYMHa TO/IbKO B PeXMMe KOHPUrypaumm N0KanbHoM
19200, 38400, 57600,
KOHCOAMMN).
115200)/115200 604,
no speed YcTaHaBAMBAET 3HAYEHME MO YMOYaHMIO.
autobaud BK/toYaeT aBTOMAaTMYECKOe OnpeaesieHne CKOPOCTU JoCTyna no
NIOKaNIbHOM KOHCOM (KOMaHZa AOCTYMHA TO/IbKO B PEXKMME KOH-
-/BKAOYEHO durypaummn noKanbHOM KOHCONN).
no autobaud BbIK/IlOYaeT aBTOMaTMUYECKOe onpeaesieHne CKopoCcT AocTyna
Mo SIOKaZIbHOM KOHCON.
exec-timeout minutes . 3afaeT MHTepBan, B TEYEHNE KOTOPOTO CUCTEMA OXKMAAET BBOAA
minutes: (0..65535)/10
[seconds] nonb3osatens. Ecav B TeyeHMe AaHHOMO MHTEPBana No/b30Ba-
MUH;
! Teslb HUYEro He BBOAMT, TO KOHCO/Ib OTKNHOYaeTCA.
- seconds: (0..59)/0 cek
no exec-timeout YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 188 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

show line [console | telnet | MoKa3biBaeT NapameTpbl TepMUHaNa.
ssh]

KomaHda Aelicmeue

5.20 ypHan aBapui, npotokon SYSLOG

CnctemHble KYpPHa/sibl NO3BONIAOT BECTU UCTOPUIO CO6bITMl‘;1, npounsouwealwunx Ha yCTpOﬁCTBe, a TaKXXe
KOHTPO/IMPOBATb nNpousoweailine cobbiTMA B peanbHOM BpemeHW. B KypHan 3aHOCATCA cobbITna cemu
TUNOB: LIpe3B|:>ILIE]l7IHbIe, CUTrHanNbl TpeBOrn, KpUTN4eCKne U He Kputndeckume OLLIM6KM, npeaynpexaeHua,
yBeaomneHwums, VIHd)OpMaU,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2n06asabHol KoHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:

console (config) #

Tabnunua 189 — KomaHabl pexkmma rnobanbHol KoHUrypaumm

3HayeHue/3HayeHue no

KomaHda Aelicmeue
yMOAYaHUIo
logging on BKAtOYaeT perucTpaumio oT1ag0uHbIX COOBLWEHN U COOBLLEHWI
06 owmnbKax.
no logging on BbIK/IlOYaET pPerucTpaumio oTaaLouHbIX coobLeHM 1 coobue-

-/perncTpauma BKAOYEeHa | Huit 06 owmnbBKax.
Mpw BbIKNOYEHHOW perncTpauum oTnafouHble Co-
V o6wweHunA n coobuieHnsa 06 owmnbkax byayT nepesa-
BaTbCA HA KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBon08B;
port: (1..65535)/514;
level: (cm.
Ta6amuya 190);
facility: (local0..7)/local7;
text: (1..64) cumsonos

Bk/toYaeT nepenayvy aBapuinHbIX U OTIAL04HbIX COOBLLEHUI Ha
yaoaneHHobi SYSLOG-cepsep.

- ip_address— IPv4 vnu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — HoOmep nopTa A/1A nepeaaym coobLLeHnt No NPOTOKONY
SYSLOG;

- level — ypoBeHb Ba)KHOCTU coObWEHW, NepesaBaeMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepeaasaemas B COOBLEHMAX;

- text — onucaHune SYSLOG-cepsepa.

YaansaeT BblbpaHHbIl cepBep U3 cnucka ucnonbsyembix SYSLOG-
cepBepoB.

logging console [/evel]

no logging console

level: (
Tabnnua
190)/informational

BkAtoyaeT nepesady aBapuMHbIX UAM OTNALOUHbIX COOBLLEHUM
BbI6PaHHOIO YPOBHSA BaXKHOCTU Ha KOHCO/Ib.

BbIKk/ItoYaeT nepesady aBapuiiHbIX UM OTA3A0YHbIX COOBLLEHM
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (
Tabnnua
190)/informational

BKkntoyaeT nepenavy aBapuiHbIX UM OTNIAA04HbIX COOBLEHNN
BbIBPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

BbIk/tOYaeT nepesayy aBapUnHbIX UK OTAAL0YHbIX COOOLLEHW
BO BHYTpPeHHU bydep.

logging cli-commands

no logging cli-commands

-/OTKNOYEHO

Bkatouaet normposaHue BBeaeHHbIX B CLI KomaHA,.

OTKAOYaeT normpoBaHme BeegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

MN3meHsAeT Ko/iMyecTBo cOOOLWEHUI, 3aNOMUMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Noc/e nepesarpysku yCcTponcTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabanua 190) /errors

BKAtoYaeT nepedady aBapuiHbIX UM OTNALO0UHbIX COOBLLEHUM
BbIBPaHHOro YPOBHSA Ba*KHOCTM B Balin KypHana.

BbIKk/ItOYaeT nepesiayy aBapuiiHbIX MW OTN3A04HbIX COOBLLEHNMI
B daiin KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B KYpPHasbl COBbITUA ayTEHTUPUKALMK, aBTOPU3ALMM
1 yyeta (AAA).

He 3aHOCWTb B XKypHanbl cObbITUA ayTeHTUOMKaLUK, aBTOpPU3a-
umn 1 yyeta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonuyaHutio
perucTpauma BKAOYEHa

BkAtoyaeT pernctpaumio cobbiTnin GbainoBoin cuctemsl.

- COpy — perucrpauma coobLueHU, CBA3aHHbIX C onepaumMamm
KonupoBaHuA ¢alinos;

- delete-rename — pervctpaumsa coobLeHWI, CBA3AHHbIX C yaa-
neHvem paitnoB U NnepemmeHoBaHWEM onepauni.

BblkntoyaeT pernctpauuio coboiTuii GpainnoBoit cuctemel.

logging aggregation on

no logging aggregation on

-/OTKNIOYEHO

BK/tOYaeT KOHTPOAb arperaumn syslog-coobLueHui.

OTKAtoYaeT arperaumio syslog-coobLieHni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cexkyHz,

YcTaHaBAMBaAET BPeMA XpaHEeHMsA CrpynnMpoBaHHbIX syslog-co-
obLeHnn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpvé-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

Bkntouaer KOHTPO/1Ib OrpaHNYeHNA CKOPOCTMU BXOAALWNX Kaapos
AnAa onpeaeneHHoOro tMna Tpad)m(a.

OTK/toYaeT noru poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3asaeT napameTp, KOTopbli ByAeT UCNoNb30BaTLCA B KayecTse
naeHTnduKaTopa xocTa B syslog-coobLueHusx.

Mcnonb3osaTtb 3HaYeHWe no YMONYaHUIO.
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logging source-interface {

no logging source-interface

Mcnonb3osath IP-aapec ykaszaHHOro nHTepdelica B Kayectse mc-

tengigabitethernet te_port | te_port: (1..8/0/1..32); TOYHMKa B IP-nakeTax npoTtokona SYSLOG.
hundredgigabitethernet hu_port: (1/0/1..6);

hu_port | port-channel group loopback_id: (1..64)

| loopback loopback_id | vian group: (1..32);

vian_id} vlan_id: (1..4094)

Ucnonb3oBaTb IP-agpec ucxoasuero nHtepdeiica.

logging source-interface-ipvé6 {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback _id | vlan
vian_id}

no logging source-interface-
ipv6

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKazaHHOro UHTepdelica B Kayectse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Ucnonb3oBaTb IPv6-agpec ncxopsauero nHtepoeica.

Kaxxpoe cooblieHre umeeT CBOM YpoBeHb BaxHOCTK; B Tabanue 190 npmBeaeHbl TUMNbl COOBLLEHNI

B NopsaKe yobiBaHMA UX BaXKHOCTH.

Tabnmua 190 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobuweruli

OnucaHue

YpesBblualiHble (emergencies)

B cucteme npomsowia KpuTMyecKas OLUVI6K3, CncTtema MoXxet pa6OTaTb
HeNnpaBWIbHO.

CurHanbl Tpesoru (alerts)

HEO6XOLI,VIMO HemegneHHoe BMeLWaTeibCTBO B CUCTEMY.

Kputnyeckue (critical)

B cucTteme npounsolna KpUTHMYECKan olwmnbKa.

OwunbouHble (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexaeHus (warnings)

MpeaynpexaeHne, HeaBapuinHoe coobLuLeHue.

Yeseaomnenus (notifications)

YBefoMaeHUe cUCTeMbI, HeaBapuitHoe cooblieHume.

MHdopmaumoHHble (informational)

MHdopMaLMOHHbIE COOBLLEHMA CUCTEMDI.

OTnapouHblie (debugging)

OTnagouHble coobLEeHMs, NPeaoCTaBAAOT NOAb30BaTENO MHPOPMALIMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHOwbI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 191 — KomaHaa pexkmuma Privileged EXEC gns npocmoTpa daina »KypHana

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear logging

- Ypanset Bce cooblueHnsa U3 BHyTpeHHero bydepa.

clear logging file

- Ypansaet Bce coobueHuns us ¢aina xKypHana.

show logging file

OTo6parkaeT coCToAHME KypHana, aBapuitHble U OTAaA04YHbIE CO-
obuieHun, 3anmcaHHble B daline XKypHana.

show logging

OTo6pakaeT cocToAHME XKypHaNa, aBapuiiHble U 0TNaf0UHbIE CO-
o6LLeHun, 3anMcaHHble BO BHyTpeHHem Bydepe.

show syslog-servers

- OTobparkaeT HaCTPOMKN ANA yaaNnéHHbIx syslog-cepBepos.

[pumepbl UC016308AHUS KOMAHO

- BKkntounTb perncrpaumio OWKNBOYHbIX COO6LLI,eHVIl71 Ha KOHCOU:

console# configure

console (config)# logging on
console (config)# logging console errors
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= OuunctuTb daiin KypHana:

console# clear logging file

Clear Logging File

ly/nly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®PyHKUMA 3epKaMpoBaHMA NOPTOB MpefHasHavyeHa ANA KOHTPOAA ceTeBoro Tpaduka nytem
NepecbIIKM KOMUI BXOAAWMX U/UNN UCXOAALMX MAKETOB C OAHOTO WM HECKOJIbKMX KOHTPOJIMPYEMbIX
NMOPTOB Ha OA4MH KOHTPOMPYHOLWMIA NOPT.

K KOHTpoMpyloLweMy NopTy NPUMEHSAIOTCA CeaytoWwmne orpaHuYeHns:

— MopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO;
— MopT He MoXKeT BbITb YNEHOM FPYMMbl NOPTOB;

— IP-unTepdelic gonxKeH oTcyTCTBOBATL 415 3TOrO NOPTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTPO/ZINpyeEMbIM NOPTaM NPUMEHAIOTCA cheayowmne orpaHn4YeHunA:

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

MopT HE MOKET ObITb KOHTPOIMPYIOLUM N KOHTPOJIMPYEMbIM MOPTOM OZAHOBPEMEHHO.

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume ri1ob6asbHOM KoHbUrypaumm:

console (config) #

Tabnunua 192 — KomaHabl perkrma rnobanbHoM KoOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port [network]

no monitor session session_id
destination

session_id: (1..7);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

YKa3blBaeT 3epKanupyioLLmin NopT A BbIGPAaHHOMN ceccMn MOHUTO-
puvHra.
- network — nossonser sectm 06MeH faHHbIMM.

BbIk/tOYaeT QYHKLMIO MOHWTOPUHFA Ha HacTpPaMBaeMOM MUHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
tengigabitethernet te_port
hundredgigabitethernet
hu_port network

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

YKasbiBaetca cny»KebHblit vlan gnsa 3epkannposaHua Tpaduka c 3a-
[aHHoro pedneKkTop-nopTa A1 BbI6paHHOM ceccuu.

- remote vlan — cnyxebHbili vian ana 3epkannpoBaHns TpaduKa;

- reflector-port — dusmueckunit NopT ans nepefayv sepKannmpyemoro
TpaduKa, Ha 3TOM MHTepdeiice He foMKeH Bbia nponucaH remote
vlan.

BblkNtoYaeT QYHKLUMIO MOHWUTOPUHFA Ha HacTpaMBaemMoOM MWHTep-
deiice.

monitor session session_id
source interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
tengigabitethernet te_port

session_id: (1..7);
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT ANs BbIbpaHHOM cec-
CUN MOHWUTOPUHrA.

- X — KOMMPOBaTb NakKeTbl, MPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KONMMPOBATb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — KonMpoBaTb Bce NakeTbl C KOHTPOAUPYEMOTO NopTa.

BbIK/OYaeT GYHKLMIO MOHWUTOPUHIA Ha HacTpaMBaemMoMm MHTep-
delice.

hundredgigabitethernet
hu_port
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monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[JobaBnaeT yKasaHHbIM 3epKanupyemblit vlan gns BbibpaHHOW cec-
CUN MOHWUTOPMHrA.

BbiktovaeT QYHKLUMIO MOHWTOPWHFA Ha HacTpPaMBaeMOM UWHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obaBnseT B KauecTse UCTOYHMKaA Vlan ¢ y)Ke paHee 3epKannpyembim
TpadpuKom a1 BbIBpaHHOM ceccum MOHUTOPUHTa.

BbIk/toYaeT QYHKLUMIO MOHWTOPUHIA Ha HacTPaMBaeMOM MUHTEp-
deiice.

5.22 ®dyHKuma sFlow

SF|OW—TEXHOI’IOI'VIFI, NO3B0O/IAOWAA OCYLWECTBIATb MOHMTOpVIHI'Tpa(I)MKa B MaKETHbIX CETAX Nepeaaymn
AdHHbIX NyTEM YaCTUYHOM Bbl60pKVI Tpad)MKa Aana nocne,u,yrou.l,eﬁ MHKancynauunnm B cneynanabHble COOGLLI,E-

HUA, NnepeaaBaeMble Ha CepBeEP c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume riob6asibHOM KoHbUrypaumm:

console (config) #

Tabnunuya 193 — KomaHabl perknma rnobanbHo KoHGUrypaumm

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo ymMoa4YaHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaeT agpec cepsepa cbopa cratucTmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxurtenbHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos

- id — Homep sflow-cepsepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOE UMA XOCTa;

- port — Homep MopTa;

- byte — MaKcMManbHOe KOIMYecTBo H6aliT, KOTOpoe MOKET bbiTb OT-
NnpaB/ieHo B OAMH NAKeT AaHHbIX.

Ypansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} { tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vian
vlan_id | oob}

no sflow receiver source-inter-
face

vlan_id: (1..4094)
te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
loopback_id: (1..64)
group: (1..32)

3apaeT uHTepdeiic ycTpoiictaa, IP-aapec kotoporo 6yaeT Ucnonb3o-
BaTbCA MO YMO/YAHUIO B KayecTBe ajpeca UCTOYHMKA cbopa cTaTu-
CTUKM.

Yaansaer siBHoe 3aaaHune uHTepdelica, c agpeca KoToporo byaeT oT-
npaBaATbCA cTatucTunka sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if)#
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Tabnuua 194 — KomaHapl pexxmuma KoHopurypaumnm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

3apaeT cpeaHIo CKOPOCTb BbIGOPKM NakeToB. MToroeas CKOpoCTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TeKyLan cpeaHAs CKOPOCTb).

- rate — cpefiHAfA CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMmasibHOe KoanyecTBo 6aiT, KoTopoe byaeT ckonu-
poBaHo M3 0bpasLa nakerta.

OTKNIOYAET CUETUMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CEeKyHZ;
id: (0..8)

Onpeaenser MaKCUMabHbIA MHTEpBan MeXAY YCNewHbIMU Bbl-
60pKaMu NaKeToB.

- SeC — MaKCMMa/ibHbI MHTEPBaN MeXKAy BbIBOPKaMM B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHgol sflow receiver B
rnobanbHOM perkume KoHdurypauum).

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnunua 195 — KomaHabl, 40CTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show sflow configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

clear sflow statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

show sflow statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

BbiBOAWT HacTpoWiku sflow.

Ouuwaet ctatucTUKy sFlow. Ecan uHTepdeitc He yKasaH, Ko-
MaHAa OUYULLAET BCE CHETYMKM CTAaTUCTUKM SFlow.

OTobparkaeT cTaTUCcTMKy sFlow.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepBepa 1 gna cbopa cratuctukm sflow. Ons ethernet-
nHtepoeiicos tel/0/1-te1/0/24 ycTaHOBUTL CPEAHIOK CKOPOCTb BbIGOPKK NakeTos — 10240 K6UT/C
N MaKCMMabHbIN MHTEPBAN MeXAY yCnelHbIMM Bbibopkamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1
console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240

console

(config-if) # sflow counters-sampling 240 1

5.23 ®yHKuMM AMArHOoCTUKKN PU3NUYECKOro ypoBHA

CeTeBble KOMMYyTaTOpbl COAEP»aT annapaTHble M NporpammHble CpeacTBa ANA AMArHOCTMKM
dU3NYECKMX MHTepdEenCcoB M NNHUI CBA3K. B NnepeyeHb TeCTMPYEMbIX NapameTpoB BXOAAT caeaytowme:
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Ona anekTpuyecknx nHtepdencos:

—  AJIMHa Kabens;
—  paccTosiHMe 10 MecTa HeMcnpaBHOCTU — 06pbIBa UM 3aMblKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:

— nNapamMeTpbl NNTaHNA — HanpAXeHne U TOK,
— BbIXOA4HaA oNTU4YeCKaA MOLWHOCTb,
— ONTU4eCKaAa MOLWHOCTb Ha npueme.

5.23.1 flJuaezHocmuKa onmu4yecKko2o0 mpaHcuesepa

PyHKUMA AMArHOCTMKM MO3BOJIAET OLEHUTb TEKYLLEe COCTOsIHME OMTMYECKOro TpaHcuBepa U
ONTUYECKOMN NUHUU CBA3MU.

Bo3MOXKeH aBTOMATUYECKMIA KOHTPO/SIb COCTOAHMA JIMHWUIA CBA3W. [nA 3TOr0 KOMMyTaTop
nepuoamMyeckn onpalinBaeT napameTpbl ONTUYECKUX UHTepdelcoB U CpaBHMBAET UX C MOPOroBbIMMU
3HaYeHMAMMN, 3aJaHHbIMU MPOU3BOAUTENAMMU TpaHCUBEPOB. MpK BbIXoAe MapameTpoB 3a AOMNYCTUMble
npeaesibl KommyTatop GopMmUpyeT NpeaynperKaatolimne 1 aBapuinHblie coobuieHus.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOM CTPOoKM B pexxnume EXEC nmeet cneaytowmn sua;
console>

Tabnnuya 196 — KomaHaa AMAarHOCTMKM ONTUYECKOro TPaHCUBepa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show fiber-ports OTobparkaeT pesynbTaTbl ANArHOCTUKM ONTUYECKOTO TPaHCUBEpPa.
optical-transceiver [interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | t]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

[Mpumep 8b6IMN0AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
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Connector type: SC

Type: SFP/SFP+

Compliance code: BaseBX10

Laser wavelength: 1550 nm

Transfer distance: 20000 m
Diagnostic: supported

Tabnunua 197 — MapameTpbl 4MArHOCTUKN ONTUYECKOrO TPaHCMBeEpPa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsakeHne nutaHmA TpaHcuBepa.
Current OTKNOHEeHWe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayeHUA pe3ynbTaToB ANATHOCTUKM:

— N/A - HegocTynHo;
— N/S — He nogaepxusaerca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHua 06 ypoBHe 06cnyxunBaHua B IP-ceTax) — TEXHO/IOMMA aKTUBHOTO MOHUTOPUHTA,
MCNO/b3YOWAACa A1A M3MEpPEeHMA MapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CeTeM W KayecTBa
nepefaynm faHHbIX. AKTUBHbIA MOHWUTOPUHI NPeacTaBAseT cob0i MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumio Tpadmka, cbop MHPopmaL MM O ero NPOXoKAEHUN NO CETU N BEAEHUE CTAaTUCTUKN.

Ha paHHbIN MOMEHT M3MepeHMe MapPamMeTPOB CEeTU MOMKET OCYLLECTBMATbLCA C MCMNOJIb30BAHUEM
npoTtokona ICMP.

Mpu Kaxgom BbinosHeHMWM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLeHMe Ha agpec HasHauyeHus, OXMaaeT nosyyeHuns coobueHma ICMP Echo reply B TeueHUM 3aaaHHOrO
WHTEepBasa BPEMEHMU.

C oaHol IP SLA onepaumein MOXKHO cBA3aTb HecKobKko 06bekToB TRACK. CoctosiHne ob6bekTa TRACK
N3MEHAETCH B MOMEHT U3MeHeHUs cocToAHKsA IP SLA onepaumu, nnbo ¢ 3aaaHHOMN 3a4ePKKOM.

Mpn M3MEHEHUM COCTOAHUA TpeKa BO3MOKHO BbIMOAHEHME MAKPOKOMaHA. MaKpoKoMaHAabl
BbINO/IHAIOTCA B peXKMme rnobanbHoro KoHGUrypmposaHus. [ina BbiNONHEHUA KOMaHA, pexxunuma privileged
EXEC KomaHAapl HeobxoAMmo Aono/HUTbL npedukcom do. KomaHabl co3gaHMa Habopa MaKpOKOMaHA,
npuseaeHsl B Tabaunue 25.

Ons ucnonbsoBaHmaA GyHKUMM IP SLA HE06X0AMMO BbINOAHUTL C/ieaytoLLne AeNCTBUSA:

— CosgaTb onepauymto icmp-echo 1 ckoHpUrypupoBaTh eé.

— 3anycTuTb BbINOJIHEHWE ONepaLun.

— CosgaTtb TRACK 06beKT, cBA3aHHbIN C KOHKpeTHOM IP SLA onepaumeit U CKOHPUrypmMpoBaTb
ero.

—  Tpun HeEOBXO0AMMOCTH, CO34aTb MAKPOChI, BbIMO/IHAEMbIE MPU U3MEHEHWUWN COCTOAHMNA 0ObEKTA
TRACK.

— TpocmoTpeTb CTaTUCTUKY, MPU HEOBXOAMMOCTM, OYUCTUTD ee.

—  Tpun He0H6X0AMMOCTH, NPEKPATUTL BbINOJIHEHME ONepaLmm.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabanua 198 — KomaHgbl pexknuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue
no ymon4YaHuro

KomaHOoa

Aelicmeue

ip sla operation
operation: (1..64)

no ip sla operation

MepexoauT B pexxum KoHdurypmuposaHus IP SLA onepauymm.
- operation — Homep onepaluu.

Ypanaet IP SLA onepauuto.

ip sla schedule operation life
life start-time start-time
operation: (1..64);
life: (forever);
start-time: (now)

no ip sla schedule operation

3anyckaeT Ha BbinoaHeHue P SLA onepauumto.

- operation — HOMmep onepauun.

- life — Bpems, B TeueHWe KOTOpPOro onepauua byaeT BbINOA-
HATbCA.

- start-time — spemsa 3anycka.

Mpekpawaet BbinonHeHue IP SLA onepauun.
- operation — HOMep onepauuu.

track object ip sla operation

state

object: (1..64); operation:
(1..64)

no track object ip sla

Co3gaeT TRACK 06beKT, KoTopblii ByeT oTcnexKmMBaTb COCTOSA-
Hue IP SLA onepauuu.

- object — Homep TRACK obbeKTa.

- operation — Homep IP SLA onepauun.

Ypnansetr TRACK o6beKT.
- object — Homep TRACK obbeKTa.

Tabnnua 199 — KomaHgbl pexxuma co3gaHus onepaumit IP SLA

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHOoa

Aeilicmeue

icmp-echo {A.B.C.D | host }

[source-ip A.B.C.D]
host: (1..158) cumsonos

Mepexogut B pexum KoHourypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe 1MmsA y3na ceTu.

KomaHObI pexcuma KoHgu2ypuposaHus IP SLA ICMP ECHO onepayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypmposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #
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Tabnnua 200 — KomaHAabl pexuma KoHpurypuposaHua onepaumm ICMP Echo

3HayeHue/3HayeHue -
KomaHoa / Aelicmeue
no ymon4YaHuro

YcTaHaBauBaeT YyacTtoTy nosTopeHma ICMP ECHO onepauun.
- Secs — 4acToTa, B CEKyHAAX.

frequency secs

secs: (10..500)/10 cek

YcTaHaB/MBaeT 3HauYeHWe YacToTbl NOBTOPEHUI MO ymoONYa-

no frequency oo

YcTaHaBAMBaeT AMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauusa byaeT cumTaTbCa He-
YO3a4YHOW.

- msecs — TaliMmayT, B MUJIINCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YcTaHaBAMBaeT 3HavYeHVe TalmayTa No YMOJIYAHUIO.
YCTaHOBUTb KOIMYECTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTBe AaHHbIX (payload).
bytes: (28..1472)/28 6anT | . bytes — KOAMYECTBO BaiiT.
no request-data-size YCTaHOBWTb 3HaYeHMe KoAnYecTsa 6alT No yMONYaHUIO.

Ona HopmanbHoro BbinoaHeHua onepauun ICMP Echo pekomeHayeTcA ycTaHaBAMBATb 3Ha-
e YyeHue YacToTbl BbINOJIHEHUA onepauumn 60abluMM, YeM 3HAUEHUE TalimayTa onepaluu.

KomaHObI pexcuma KoHu2ypupos8aHua mpeka

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnnua 201 — KomaHabl pexkuma KoHPUrypaumum Tpeka

3HayeHue/3Ha4yeHue -
KomaHda / Aelicmeue
Mo ymon4YaHuro

YcTaHaBAMBAET 3a4ePXKKY 15 cMeHbl cocToAaHUsA TRACK 06b-
eKTa, Npu uameHeHuun coctoaHus IP SLA onepauuu.

- secs — 3aep:KKa, B CEKYHAaxX.

- Up — 33JeprKKa U3MEHEHMA COCTOAHUA, NPU NPU U3MeHe-
secs: (1..180)/0 HWUK onepauuu B coctoaHne OK;

- down — 3azep’KKa U3MEHEHUA COCTOAHMA, MPU USMEHEHUM
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaet 3a4eprKy.
secs | down secs} A ACPIKY

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:
console#

Tabnnuya 202 — KomaHgb! pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show ip'sla operation operation: (1..64) OTo6pa>f<aeT MHbOPMaLMIO 0 HacTpoeHHbIx IP SLA onepauusx.
[operation] - operation — Homep onepauuu.

show track [object] OtobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK obbekTax.
- object — Homep 0bbekTa.

clear ip.sla counters operation: (1..64) O6Hyﬂﬂ(:2'T cyetumkm IP SLA onepaumm.

[operation] - operation — Homep onepauuu.

object: (1..64)
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Mpumep HacTPOIKKM, NpeaHa3HaYeHHOM ANA KOHTPOA y31a ceTu c agpecom 10.9.2.65 c oTnpasKom
icmp 3anpoca Kaxkable 20 cekyHA, BpeMeHeM OTBETa Ha icmp 3anpoc He npesbiwarowmm 500 mc un
pasmepom JAaHHbIX 92 6aiTa; 3aaep)kka cmeHbl coctoAaHuMa TRACK obbekTa — 3 cekyHAabl; npwu
nameHeHun coctonaHuA TRACK obbekTa BbinosHAKTCA Mmakpocbl TEST_DOWN mn TEST_UP:

console# configure
console (config) # interface vlan I

console (config-if)# ip address 10.

console (config-if) # exit

9.2.80 255.255.255.192

console (config)# macro name TEST DOWN track 1 state down

Enter macro commands one per line.

int gil/0/11
no shutdown
@

console (config) #

End with the character 'Q'.

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line.

int gil/0/11

shutdown

@

console (config) #

console (config)# ip sla !

console (config-ip-sla) # icmp-echo
console (config-ip-sla-icmp-echo) #
console (config-ip-sla-icmp-echo

End with the character 'Q'.

10.9.2.65

timeout 500
frequency 20
request-data-size 92

(

(

(

(

( ) #
console (config-ip-sla-icmp-echo) #
console (config-ip-sla-icmp-echo)# exit
console (config-ip-sla)# exit
console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state
console (config-track) # delay up 3 down 3
console (config-track)# exit
console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK aas onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo

Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254

ICMP Error counter: 0O

roe

— Operation state — TeKyL,ee COCTOAHME Onepaumu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJHEHME ONEepaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBeplUeHUs NocneaHel BbINOJHEHHON onepaLmm:
=  OK — ycnewHoe 3aBeplUeHNEe NpeablayLen onepauuu;
= Error — HeyAa4yHoOe 3aBepLUeHWEe NocAeaHel NONbITKU U3MEPEHMUA.
— Operation Success counter — KOAWMYECTBO YCNELHO 3aKOHYEHHbIX ONepauui.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLLUit.
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— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepauymu.
— ICMP Echo Request counter — KoM4eCcTBO NOsy4eHHbIX oTBeToB Ha ICMP 3anpoc.

ICMP Error counter — CY4ETYMK, OTOOpPaXKAOLWNIA KONMYECTBO M3MEPUTE/IbHbBIX ONepauunii, 3aKOHYUBLUMXCA
C COOTBETCTBYHOLLMM KOA0M OLUMOKMN.

5.24 ®yHKuumu obecneyeHna 6e3onacHocTU

5.24.1 ®yHKyuu obecnevyeHus 3auwjumeol NOopmoe

C uenbto nosbiweHUA 6e30NacHOCTU B KOMMYTAaTOpPe CYLLEeCTBYET BO3MOXKHOCTb HAaCTPOUTb KaKoWn-
MBO NopT TaK, YTobbl AOCTYN K KOMMYTATOpy 4Yepe3 3TOT MOPT NpeaocTaBfAaNCs TONbKO 3aAaHHbIM
ycTponcTeam. PyHKLUMSA 3alMTbl MOPTOB OCHOBaHa Ha onpegeneHn MAC-agpecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca moryT 6biTb HaCTPOEHbl BPYYHYIO MM U3y4eHbl KOMMyTaTopoMm. ocne msydeHus
HeobXo4MMbIX afApecoB MNOPT cnepyeT 3a6/0KMPOBaTb, 3alUMTMB €ro OT MOCTYNNEeHUA MaKeToB C
HeunsyyeHHbIMmM MAC-aapecamu. Takum obpasom, Koraa 3ab610KMPOBaHHbIN NOPT NoJsiydaeT naket, n MAC-
aZpec NCTOYHUKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MEXaHU3M 3aLLNTbI, B 3aBUCMMOCTU OT
KOTOPOro MoryT 6biTb MPUHATLI C/ledylolme Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, MOCTyNalolWme Ha
326/10KMPOBAHHbIV MOPT, MEPECbINAOTCA, OTOPACLIBAIOTCA, MO0 e NOPT, NPUHABLLMA NAKET, OTKAKYAETCS.
®dyHKuusa 6esonacHoctn Locked Port nosBonsieT coxpaHUTb CMMUCOK M3ydeHHbix MAC-agpecos B danne
KOHdUrypaummn, Takmm o6pasom, sSTOT CNUCOK MOXKHO BOCCTaHOBUTL NOCNE Nepe3arpyskn yCTpPoncTBa.

/ CyuwiecTByeT orpaHuyeHue Ha Koauvectso MAC-agpecoB, KOTOpoe MOXKET U3y4UTb NOPT, UC-
nonb3yowmii GyHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 203 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
no yMoaYaHuio
port security BkAtoyaeT pyHKUMIO 3aWwmTbl Ha UHTepdelice. Baokupyet dyHK-
LMI0 M3yYeHMA HOBbIX aapecoB AN nHTepdelica. NMakeTbl C HEU3y-
-/BbIK/NIOYEHO YeHHbIMM MAC-afpecamm UCTOYHMKa oTbpacbiBatoTca. KomaHaa
aHanornyHa KomaHge port security discard.
no port security OTKAtoYaeT GYHKUMIO 3aLLMTbI HA UHTepdelice.
port security max num 3apaeT MaKcMMmasibHOe KO/IMYeCcTBO afpecoB, KOTOPOE MOXKeT
num: (0..32768)/1 M3y4YUTb MOpT.
no port security max YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
port security routed YcTaHaBAuBaeT 3awmeHHbIi MAC-agpec.
secure-address mac_address ®opmat MAC-appeca:
- H.H.H, H:H:H:H:H:H, -
no port security routed H-H-H-H-H-H Ypanset 3awmuweHHbln MAC-aapec.
secure-address mac_address
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port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BKkntoyaeT ¢yHKUMIO 3anTbl Ha UHTepdelice. BAoKnpyeT dyHK-
LMI0 M3yYyeHMA HOBbIX agpPecoB Ans nHTepdelica.

- forward — nakeTbl ¢ HeusyuyeHHbIMM MAC-agpecamun UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTcs;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MUCTOYHWMKA OTOPACHIBAIOTCA, NOPT OTKAKOYAETCA;

- freq — yacToTa reHepupyembix coobuweHnin npotokona SNMP
trap npu NOCTyN/AeHUU HECAHKLMOHUPOBAHHbIX MaKeToB.

port security trap freq

freq: (1..1000000) cek

3apaeT 4acToTy reHepupyembix coobuieHuii npotokona SNMP
trap npu NOCTyN/NeHNN HECAHKLMOHNPOBAHHbIX MaKeTOB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHuyeHua wusydyeHua MAC-agpecos AnA
HacTpanBaemoro nHtepdeica.

- secure — HacTpauBaeT CTAaTUYECKOEe OrpaHUyYeHue MU3yyYeHus
MAC-agpecoB Ha noprty;

- permanent — gaHHbIi MAC-afpec coxpaHuUTcs B Tabanue aaxe
nocne nepesarpysKku ycTpomcTBa;

- delete-on-reset — faHHbIM agpec yaanmTca Noc/e nepesarpysku
YCTPOKCTBA;

- max-addresses — yfanfeT Tekylwme AUMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c nHTepdericom. PaspeweHo
M3y4yeHMe MAKCMMa/NbHOTO KOJMyecTBa afpecoB Ha nopTy.
MoBTOPHOE MU3yYeHME U CTapeHne paspeLLeHbl;

- lock — coxpaHsaeT B KOHOUTYpaumto TEKyLLME AUHAMUYECKN U3Y-
YeHHble afipeca, CBsA3aHHble C UHTepdelicom 1 3anpeLlaeT obyue-
HWe HOBbIM aZlpecam U CTapeHMe y¥Ke U3y4eHHbIX afpecos.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 204 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ports security {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

MoKa3blBaeT HACTPOMKM PyHKLMM Be30macHOCTU Ha BblGpaH-
HOM MHTepdelice.

show ports security addresses
{ tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

loKa3blBaeT Tekywwme gMHaMUYeCKune agpeca AnA 336}10Kl/|p0-
BaHHbIX NOPTOB.

set interface active {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)
group: (1..32)

AKTUBU3MPYET UHTEPPENC, OTK/IIOHEHHbIN GYHKUMEN 3alimTbl
nopra (KomaHAa 4OCTYMHA TOAbKO AR MPUBWIErMPOBAHHOIO
nosb3osaTens).

[pumepsi 8biM0AHEHUS KOMAHO

= BKAKOUYUTb GYHKLMIO 3aWmMTbl Ha 15 nHTepdelice Ethernet. YcTaHOBUTbL OrpaHMYeHMe Ha U3ydyeHue
agpecoB — 1 agpec. Nocne nsyyeHma MAC-agpeca 3ab10kMpoBaTbh GYHKLMIO U3YYEHUA HOBbIX aj-
pecoB gna uHtepdelica ¢ Lenbto oTbpocnTb NakeTbl ¢ HensyvyeHHbIMM MAC-aapecamn NCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

181




HELTEX

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

= [loaKkntounTb KAneHTa K nopTty n nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lMpoeepKa nodauHHOCMU KaueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.24.2.1 bazosas nposepka nodauHHocMu

AyTeHTMdMKAuMA Ha ocHoBe cTaHgapta 802.1x obecneyvMBaeT MPOBEPKY NOAIMHHOCTU
nosib30BaTe/Ien KOMMYTATOpa Yepes3 BHELWHMWI CepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAKNOYEH K/MEHT.
Tonbko ayTeHTMOUUMPOBAHHbIE M aBTOPM3OBaHHbIE MO/b30BaTE/IM CMOTYT NepefaBatb M NPUHUMATb
AaHHble. MpoBepKa NOAMHHOCTM MOJib30BaTeIe NOPTOB BbiNosiHAeTcA cepBepom RADIUS nocpeacrsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 205 — KomaHabl pexknma rnobanbHon KoOHPUrypawmm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
0 yMOMYAHUIO
dotlx system-auth-control BkntoyaeT perkum ayTeHTUdmKaumm 802.1X Ha KommyTaTope.
-/BbIK/IIOYEHO
no dotlx system-auth-control BblKkntoyaeT pexkum ayteHTUdmnKkaummn 802.1X Ha KommyTaTope.
aaa authentication dotlx 3afaeT 04MH UM ABa MEeTOZa NPOBEPKU NOAJMHHOCTU, aBTOPU3a-
default {none | radius} [none | uMmn n yyeta (AAA), ana ncnonb3oBaHua Ha mHTepdeicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb AyTEHTUDMKALMIO;
- radius — ucnonbsoBaTtb cnucok RADIUS-cepBepoB Ans ayTeHTU-
-/radius duKaumm nonb3osaTens.
BTopoii meToa ayTeHTUPUKALUM UCNONIb3YETCA TONIbKO B
V cayyae, eciv No nepBomy ayteHTUdPUKauma 6bina He-
yCneLwHoii.
no aaa authentication dot1x YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.
default

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #

V Mpotokon EAP (Extensible Authentication Protocol) BbinonHseT 3agaum gna ayreHTUPUKa-
UMY yAANEHHOro KANEHTa, MPU 3TOM onpeaenas MexaHusm ayTeHTuguKaumm.
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Tabnmua 206 — KomaHap! pexxmuma KoHourypauum nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaumto 802.1X Ha uHTepdeiice. Paspe-
LWaeT py4YHOM KOHTPOJIb 338 COCTOAHMEM aBTOPU3aLMM NopTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHUA COCTOAHUA KAU-
€eHTa MeKy aBTOPM30BaHHbIM Y HEABTOPM30BaHHbIM;

- force-authorized — Bbikntouaet ayteHTUOUKaumo 802.1X Ha
nHTepoeice. MopT nepexoauT B aBTOPU3OBAHHOE COCTOSIHME
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepeBoauT NopT B HeaBTOpPM30BaHHOE
cocToaHue. IrHopupytoTca BCe NOMbITKM ayTeHTUMKALUK Kn-
€HTa, KOMMYTATOP He NPeAOoCTaBAAET CEPBUC ayTEHTUDUKaL MM
AN 3TOro NnopTa;
- time — HTepBan BpemeHW. Ecn AaHHbIM NapameTp He onpe-
JeneH, TO MOpPT He aBTOPM30BaH.
no dotlx port-control YcTaHaBMBaeT 3Ha4YeHMe NO YMONYAHMIO.
dotlx reauthentication -/nepuogunyeckme Bk/toyaeT nepuoanyeckme NoBTOPHbIE MPOBEPKMU MOAJMHHO-
NOBTOPHbIE NPOBEPKMU cT1 (nepeayTteHTUdMKALMIO) KNMEHTA.
no dotlx reauthentication NOAMHHOCTN BbIKk/tOYaeT Nnepuoamyeckne NoBTOPHbIE MPOBEPKU NOAJMHHO-
BbIK/IOYEHbI cTM (nepeayTeHTUMKALMIO) KNNEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPeMeHW B CEKyHAAX, B TeyeHue KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 10 NnoBTOpHOM ne-
peaaym 3anpoca.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpeMeHu, B TeYeHMe KOTOpPOro 3anpalimsato-
WMY KAET A0 Nepesanycka ayTeHTUdMKaLUm nocae noayvyeHnn
oteeTa FAIL oT cepBepa Radius.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YCTaHaBNMBAET NepuUos MexAy NOBTOPHbIMU NpPOBepKamu
NoA/IMHHOCTU.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcraHaBauBsaet nepnoa, B Te4YeHUMEe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUU MONYaHUA nocne Heyp,aquﬁ npoBepKu
NOANNHHOCTU.

B TeueHue nepnoga Mon4yaHMA KOMMYTaTop He NPUHUMaET U
HE UHUUMNPYET HUKAKUX ayTeHTMd)VIKaLI,VIOHHbIX COO6LLI,eHl/Il71.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAUBAET Nepuoa, B Te4eHMEe KOTOPOTro KOMMYTATOP OXMU-
[aeT OTBeT Ha 3anpoc AMbo naeHTUPUKaALMIO MO NPOTOKONY
EAP OT KnneHTa, nepes, NOBTOPHOM OTMNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMabHOE YUCNO MOMbITOK Nepesayn 3a-
npocos npoTtokona EAP-kAMeHTy nepes HOBbIM 3aMyCKOM Mpo-
Lecca NpoBepKu NoAAMHHOCTM.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAUBAET Nepuos Mexay NOBTOPHbIMM Nepefavyamu 3a-
npocos NpoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBAET NepMos, B TEYEHNE KOTOPOro KOMMYTATOP OXKMU-
[aeT oTBeTa OT cepBepa ayTeHTUdUKaLmm.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout silence-period
period

period: (60..65535)
CeK/He 3a4aHo

YcTaHaBAMBaeT nNepuoj, BpeMeHW HeaKTUBHOCTU KAUEHTa, No
ncre4yeHme KoToporo KIMeHT CTaHOBUTCA HEABTOPU30OBAHHbIM.
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no dotlx timeout YcTaHaBnMBaeT 3Ha4YeHue No YMOTYaHUIO
silence-period

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnunua 207 — KomaHab! perkuma Privileged EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHoa

dotlx re-authenticate BpyuHylo ocCyliecTBAAeT MOBTOPHYIO MNPOBEPKY MNOAJIMHHOCTU

[tengigabitethernet te_port | te_port: (1..8/0/1..24); Ka3aHHOro nopra B KOMaHae, MMbo Bcex NopToB, NOAAEPKMNBa-
gig > p hu_port: (1/0/1.6) | ¥ p ae, PTOB, NoAAEpP

hundredgigabitethernet hu_port towmx 802.1X.

| oob]

dot1'x un!ock client te_port: (1..8/0/1..32); 3abn0KMpPOBaTb KAMEHTA C YKa3aHHbIM MAC-agpecom Ha nopTy

tengigabitethernet te_port npv AOCTUMKEHUM MOPOra MaKCMMaAbHO BO3MOXKHbIX MOMbITOK
hu_port: (1/0/1..6)

mac_address ayTeHTUdMKaLMK.

show dotlx interface MokasbiBaeT coctoaHue 802.1X ana KommyTtaTopa AMbo ans yka-

{tengigabitethernet te_port | te_port: (1..8/0/1..32); | 3aHHOro nHTepdeiica.

hundredgigabitethernet hu_port hu_port: (1/0/1..6)

| oob}

show dotlx users [username username: (1..160) MoKa3blBaeT aKTUBHbIX ayTEHTUPUUMPOBAHHbLIX NOAb30BaTENEN

username] CMMBO/I0B 802.1X KommyTaTopa.

shovydoflxstaﬁsﬁcsinteﬁace{ te_port: (1..8/0/1.32); H05a3msaeT cTaTUCTMKY no 802.1X ana BblBpaHHOro MHTEp-

tengigabitethernet te_port | delica.

hundredgigabitethernet hu_port hu_port: (1/0/1..6)

| oob}

[pumepbl 8b1M0MHEHUS KOMAHO

= BKAOYAUTb pexum ayTeHTudumkaumm 802.1x Ha KommyTtaTope. Mcnonbsosatb RADIUS-cepsep ans

NPoBepPKM NOAJMHHOCTU KNNEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 untepdeliica Ethernet mnc-
NosIb30BaTb PeXMM ayTeHTUdMKaumm 802.1x.

console# configure

console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default radius

console (config) # interface tengigabitethernet 1/0/8

console (config-if)# dotlx port-control auto

= [lokasaTb cocTonaHue 802.1x gna KommyTaTopa, Ana 8 nHTepdeica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
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Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout:
Max reqg: 2

Authentication success: 0

Authentication fails: 0

30 sec

Tabnnuya 208 — OnucaHue pesynbTaToB BbINOAHEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexxum ayteHTnduraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauymoHHbIA PEXMM NOPTa: aBTOPM30BaHHbIW, HEABTOPM30BaHHbIN, IMBO BbIKNHOYEH-
HbIi (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

Mepnoa mexay NOBTOPHLIMU NPOBEPKAMM NOSJAMHHOCTU.

Mmsa nonb3oBatens npu mcnosbsoBaHun 802.1X. Ecam nopT aBTOPU30BaH, TO 0TObparka-

Username eTCcA MMA TeKyLLero nosb3osaTensa. Ecan nopT He aBTOPU30BaH, TO 0TO6paKaeTca MMA no-
cnefHero ycrnewHo aBTopM30BaHHOro NONbL30BaTeNA Ha MNOPTY.
Quiet period MNepuopa, B Te4eHUE KOTOPOro KOMMYTAaTOP OCTaeTCA B COCTOAHMM MOSIYaHUA MOCae He-
P YO,34YHOM NPOBEPKN NOAJIMHHOCTY.
Tx period Mepunoga, B Te4eHME KOTOPOro KOMMYTAaTOP OXMAAET OTBET Ha 3anpoc Mbo naeHTUdPUKa-
umto no npoTtokony EAP oT KaneHTa, nepes NOBTOPHOW OTNPaBKOM 3anpoca.
Max req MaKcnumanbHoe YMCio NOMbITOK Nepeaayun 3anpocos NpoTtokona EAP kaneHTy nepeg Ho-

BbIM 3aNyCKOM npouecca nposepKkn NOATMHHOCTU.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMKU NepeaayamMu 3anpocoB NPoToKoaa EAP KnneHTy.

Server timeout

Mepuoa, B Te4eHNE KOTOPOro KOMMYTATOP OXKUOAEeT OTBETA OT cepBepa ayTEHTMd)MKaLI,MVI.

Session Time

Bpems noaKoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUdMKALMM YCTaHOBAEHHOM ceccum.

Termination Cause

MpWYKnHa 3aKPbITUA Ceccum.

State

TeKyliee 3HaYeHNe aBTOMaTa COCTOAHUI onpeaenuTens NoAJMHHOCTM U BbIXOAHOrO aB-
TOMaTa COCTOAHUN.

Authentication success

KonnyecTso nosy4yeHHbIX coobLeHnii 06 ycnewHoln ayTeHTMdMKaLmMm OT cepBepa.

Authentication fails

KonnyecTBo NoslyYeHHbIX COOBLLEHUI O HeycnelwHoW ayTeHTUdMKaLMmM OT cepaepa.

VLAN

pynna VLAN Ha3HayeHHaa nonb3osaTento.

Filter ID

NaeHTudMKaTop rpynnbl GUAbTPaLUK.

= [lokasaTb cTaTUCTMKY no 802.1x ana uHtepodeliica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolReglIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O

EapLengthErrorFramesRx: 0
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LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnmua 209 — OnucaHue pesynbTaToB BbINOJIHEHUA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iimyecTBo KOppeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpMHATLIX AaHHbIM OnpeaenuTenem noaJMHHOCTU.
KonnyectBo KoppeKTHbIX naketos atoboro Tmna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx PP P » NEPEA
OaHHbIM onpeaennTenem NOAJIMIHHOCTW.
KonunuyectBo naketoB Start npotokona EAPOL, NnpuHATbIX AaHHbIM OnpeaenuTesem
EapolStartFramesRx P » [P A PEA
NOA/IMHHOCTU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx & P » NP A pea
NoA/IMHHOCTW.
Konunyectso naketos Resp/ld npotokona EAPOL, NnpuHATbIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » NP A PEA
nem NoA/IMHHOCTW.
Konnuyectso naketos otBeToB (Kpome Resp/ld) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » P A
HbIM onpegenutenem NoAANHHOCTU.
Konunyectso naketoB Resp/ld npoTokona EAPOL, nepefaHHbIX AaHHbIM ONpeaenmTe-
EapolReqldFramesTx p/id np » NEpeA A Pea
nem NoA/IMHHOCTW.
Konnuyectso naketos 3anpocos (Kpome Resp/ld) npoTtokona EAPOL, nepeaaHHbIx
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpeaennTenem NOAJIMHHOCTW.
. Konunyectso naketos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUMNOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » P A
HbIM onpeaennTenem NoaAMHHOCTU.
Konnuyectso naketos npotokona EAPOL ¢ HEKOPPEKTHOM AIMHON, NPUHATLIX AaHHbIM
EaplLengthErrorFramesRx P PP A /NP A
onpeaenntenem nogIMHHOCTM.
, Bepcusa npotokona EAPOL, npuHATaA B camom nociegHem Ha AaHHbIA MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-agpec NCTOYHUKA, NPUHATBIM B CAMOM NocaeaHeM Ha AaHHbI MOMEHT NaKeTe.

5.24.2.2 PacwupeHHasa nposepKa noodsauHHoOcCmu

PacwupeHHble HacTpoiku dotlx No3Bo/AT NPOBOAMTL MPOBEPKY MOAJAMHHOCTM AN HECKONbKMUX
KMEHTOB, NOAKIOUYEHHbIX K NOpTy. CyLuecTByeT ABa BapnaHTa ayTeHTUPMKaLMK: NEPBbIN, KOraa NPoBepKa
NOA/IMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPMKALMM TONbKO OAHOMO KAMeHTa, 4yTobbl gocTyn K
cucteMe MMenu Bce KameHTbl (peskum Multiple hosts), BTopoit, Koraa nposepka NOAAMHHOCTM Tpebyet
ayTeHTMOUKALMM BCeX NOAKNOUYEHHbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecav nopt B pexume
Multiple hosts He npoxoauT ayTeHTUdMKALMIO, TO BCEM NOAK/OYEHHbIM XOCTam byaeT 0TKa3aHo B A4OCTyne

K pecypcam ceTu.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume rnob6anbHoN KoHGUrypaumm:

console (config) #

Tabnnua 210 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

Aeilicmeue
o ymon4YaHuo

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

Paspelwaer oTnpasky trap-coobuieHuit, Korga KAMEHT ycrnewHo
NPOXoAuT ayTeHTUdMKaLmio.

-/BbIK/IOYEHO
YcTaHaBAMBaET 3HaYEHME N0 YMOAYAHMIO.
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dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIKNOYEHO

PaspeluaeT oTNpaBKy trap-coobLEHWNIA, KOT4a KAWEHT He npoLuen
ayTeHTUdMKaLmio.

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKOYEHO

BK/ItOYaeT OTNPaBKy trap-coOBLEHMIA NPU NPEBbILIEHUWN MO/b30-
BaTe/IeM MaKCMMa/bHO AOMYCTUMOro KO/MYecTBa HesycneLHbixX
NonbITOK ayTeHTUUKALUW.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM B peskMme KoHdurypauum nHtepdeiica Ethernet:
console (config-if) #

Tabnuua 211 — KomaHapl pexxmuma KoHourypaumnm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HaiMune 04HOro/HECKObKUX KMEHTOB Ha aBTOPU30-
BaHHOM noprty 802.1X.

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT aencTeue, KOTOpoe HeobXxoguMmo BbIMONAHUTb, KOrAa
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo otamyaetca oT MAC-agpeca
[trap freq] K/IMEHTA, OCYLLEeCTBASAET NONbITKY A0CTyNa K MHTepoeincy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbim oT MAC-agpeca
K/IMEHTa, MepecblatoTca, Npu 3TOM agpec UCTOYHMKA He M3yda-
ercs;
-/protect; - protect — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
freq: (11000000)/1 KNNeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/Iny-

no dotlx single-host-violation

Hbim oT MAC-agpeca KnneHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobeHnin npotokona SNMP trap
npu NOCTYNI€HUN HECAHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHpaa urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BblKNIOYEHa

BkntoyaeT ayTeHTUOMKaLMIO
- mac — BK/IlOYaeT ayTeHTUMKaLmMIo, OCHOBaHHYO Ha MAC-aape-
cax;
- 802.1x — BK/ItOYaET ayTeHTUdMKaLMI0, OCHOBAHHYO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHtudmkaumm.
- He aonKHO 6biITb cTaTMUecKMX NnpusA3oK MAC-agpecos.
e - GyHKLUMA NOBTOPHOM ayTeHTUPMKAUUKU AO0/MKHA 6biTb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUOMKauMo, OCHOBaHHyto Ha MAC-agpecax
nonb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKcMMasibHOE KO/IMYECTBO XOCTOB, NPOLUEALINX ayTEHTU-
dukKaumio.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3a/aeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, MOCAE KO-
TOpPbIX KANEHT 610KMpyeTCs.
- 0 — 6eCKOHeYHoe YMCN0 MOMbITOK.

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/IlOYEHA

BkntouaeT pyHKumio roctesolt VLAN Ha Tekywem nHtepdelice.

BbikntoyaeT PpyHKuMio rocteBoit VLAN Ha Tekyluem nHTepdeiice.
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KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoeiica VLAN:

console# configure

console

(config) # interface vlan vlian id

Tabnnua 212 — KomaHabl perknma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymon4yaxumio VLAN
He onpeaeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BAHHbIM NONb30BaTeNAM UHTepdeica ao-
cTyn K rocteBoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WweHa, NnopT byaeT aBTOMATUYECKM NPUCOEAUNHATLCA K HEW, KOraa
He aBTOPWU30BaAH, M MOKMAATb, Korga NponaeT asBTOpPM3aLMUIO.
YT106bI NICNONB30BATb AAHHbIN GYHKLMOHAA, NOPT HE AO/KEH BbITb
CTaTUYeCKMM YneHom roctesoi VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 213 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dotlx interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

HacTpoliku npoTtokona 802.1x Ha uHTepdelice (KomaHAa AOCTyMNHa
TONbKO 418 NPUBUIETMPOBAHHOTO NOb30BaTENSA).

show dot1x detailed

MoKa3blBaeT paclUMpeHHble HAacTPOMKM npoTokona 802.1x.

show dotlx credentials

CTpyKTypa ydyeTa AaHHbIX OTOBparkaeT napameTpbl aBTOPU30BaH-
HbIX KJIMEHTOB.

show dot1x users [username]

username: CTPOKa

lMoka3biBaeT aBTOPU30BAHHbIX K/IMEHTOB.

show dot1x locked clients

MoKa3blBaeT HEaBTOPM30BAHHbIX K/IMEHTOB, 3a6/10KMPOBAHHbIX NO
Tanm-ayTy.

show dot1x statistics interface
{ tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

MoKa3sbliBaeT cTatUcTUKy 802.1X Ha MHTepdeicax.

5.24.3 KoHmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBoi MpPOTOKOA, MO3BONAIOLWMUIA KAMEHTY MO
3anpocy nony4atb IP-aapec u apyrue Tpebyemble napameTpbl, HeobxoamMmble ana pabotbl 8 cetn TCP/IP.

np0TOKOJ'I DHCP mokeT ncnonb3osaTbca 3/10yMblIWWNEHHUKaMWN ONA COBEPLUEHNA aTAK HA yCTpOVICTBO,

KaK CO CTOpPOHbI KaueHTa, 3actaBnaa DHCP-cepsep BblaaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHbI
cepBepa nyTem ero noameHsbl. [NporpammHoe obecneyeHme KOMMYTaToOpa NO3BOASAET 06ecneynTb 3aLmnTy
YCTPOMCTBA OT aTak C UCNosb3oBaHMeM npoTokosa DHCP, ana yero npumeHsaeTca QyHKUMA KOHTpOAA
npotokona DHCP — DHCP snooping.
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YcTpoictBO cnocobHo oTcnexkmBatb noasneHne DHCP-cepBepoB B ceT, paspewas ux
NCNO/Ib30BaHME TOMbKO HAa «O0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnumue cooTBETCTBUN.

Onuma 82 npotokosa DHCP (option 82) ncnonbsyetca gns Toro, 4tobbl NpomHdopmmnposaTe DHCP-
cepBsep 0 ToM, OT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n yepes Kakoli ero nopt 6611 NOy4YeH 3anpoc.
MpumeHseTca oA YyCTaHOBAEHUA COOTBETCTBMIA IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLnUThbI
OT aTak C ucnosb3oBaHMem npoTokosa DHCP. Onuus 82 npeactaBnseTr coboit AONONHUTENbHYIO
nHbopmaumio (Mma yctpolictBa, HoMep nopTta), AobaBaaemMyld KOMMYTaTOPOM, KOTOpbii paboTaeT B
pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHMKM AaHHOM ONuuK,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOpTy KOMmyTaTopa.
Monyuns Heobxogumble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAUEHTY, a TaKxkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnvua 214 — dopmat nosei onuum 82

Mone lepedasaemas uHgpopmayusa

MmaA xocTa ycTpoicTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHwuii 6aliT — HoMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOICTBO, OTNpaBAsAowee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R t tID o
emote agen MAC-agpec ycTpoucTsa.

’ | [Ana ucnonb3oBaHUA onuumu 82 Ha YCTPOICTBE A0/KHA BbITb BKAOYeHa pyHKuma DHCP relay
H areHTta. Ana skaoueHna DHCP relay areHTa ucnonbsyerca komaHga IP dhcp relay enable B
pexxume rnobanbHoi KoHGUrypauum (cm. COOTBETCTBYIOWMI pasaen AOKYMeHTauum).

Dna KoppeKkTHoit pabotbl ¢pyHKuuu DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
BONXHbI 6biTb MOAK/IOUEHbI K «40BepeHHbIM» MOpTam KommyTatopa. Ona po6asneHus
nopTa B CMUCOK «A0BEPEHHbIX» Ucnoab3yetca KomaHaa IP dhcp snooping trust B pexxume
KoHdurypauum nHtepdeiica. ina obecneyeHna 6e3onacHOCTU BCe OCTa/IbHble NOPTbl KOMMY-
TaTopa A0/KHbI 6bITb KHEA0BEPEHHbIMUY.

.‘

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 215 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymos14aHuro

ip dhcp snooping BkntoyaeT KoHTpob npoTokona DHCP nytem BegeHuA

Tabanubl DHCP snooping 1 0TNPaBKK KAMEHTCKUX

-/BbIKNIOYEHO wnpokoseLatenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»

nopTbl.
no ip dhcp snooping BbikntoyaeT KOHTpOAb npoTokona DHCP.
ip dhcp snooping vlan vian_id PaspelwaeTt KoHTponb npotokona DHCP B npeaenax ykasaHHOM

vlan_id: VLAN.

no ip dhcp snooping vlan (1..4094)/BbIKknt04eHO | 3anpeliaeT KOHTPONb Npotokona DHCP B npesenax ykasaHHOW
vlan_id VLAN.
ip dhcp snooping information Mo ymonyaHuio npuem | Paspewaet npuHumatbe DHCP-nakeTbl ¢ onuument 82 oT «HeHafeX-
option allowed-untrusted DHCP-nakeToB ¢ HbIX» NOPTOB.
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no ip dhcp snooping onuuel 82 ot 3anpewaet npuHUMaTe DHCP-nakeTbl ¢ onumeint 82 OT KHEHaAEeX-
information option CHEHALEXHbIX» NOPTOB | HbIX» MOPTOB.
allowed-untrusted 3anpeLueH
ip dhcp snooping verify BkntouaeT Bepudpmkaumio MAC-agpeca knneHta 1 MAC-agpeca mc-
Mo ymonuyanutio TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BepPEeHHbIX» NOPTax.
no ip dhcp snooping verify BepuduKauma Bbikntoyaet Bepuoukaumio MAC-agpeca kameHTa u MAC-agpeca
BK/IlOYEHA MUCTOYHWKA, NnpuHAToro 8 DHCP-nakeTe Ha «Heao0BepeHHbIX» Nop-
Tax.
ip dhcp snooping database PaspelaeT ucnonbzoBaHue pesepsHoro dakina (6asbl) KOHTpoAA
PesepsHbIli pain He npoTtokona DHCP.
no ip dhcp snooping database mcnonb3syerca 3anpeLaeT MCNoNb3oBaHMe pesepBHoro ¢aina (6asbl) KOHTPoONA
npoTtokona DHCP.
ip dhcp information option PaspeluaeT ycTpolicTBy AobasneHne onunm 82 npu paboTe npoTo-
kona DHCP.
- : - - -/paspeweHo "
no ip dhcp information option 3anpewaeT ycTporcTey fobasneHune onumm 82 npu pabote npoTo-
kona DHCP.

Tabnnuya 216 — dPopmat nonek onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaeaemas uHghopmayus

Mms xocTa ycTpolicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocneaHuin 6akT — HOMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOICTBO, OTNpaBAstoLLee
3anpoc DHCP.

Circuit ID

Enterprise number —0089c1

R t tID o
emote agen MAC-agpec ycTponucTsa.

Tabnunua 217 — dopmart noneit onumm 82 pexuma custom

Mone lMepedasaemas uHghopmayus

OnvHa (1 6anT)

Tun Circuit ID

Onuna (1 6aiT)

VLAN (2 6aiiTa)

Homep moayns (1 6aiT)
Homep nopTa (1 6aiiT)

Circuit ID

OnvHa (1 6anT)

Tun Remote ID (1 6aiT)
OnvHa (1 6anT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 218 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

3HayeHue/3HayeHue
no ymoa4YaHuro

ip dhcp snooping trust [obasnaeT UHTEPENC B CNMUCOK «A0BEPEHHbIX» NPU UCNONb30-

BaHUM KOHTponAa npotokona DHCP. DHCP-tpaduKk «posepeH-

Horo» nHTepdeica cuntaeTca 6e30NacHbIM U He KOHTPO/UPY-

erca.

KomaHoa Aelicmeue

Mo ymonuyaHutio
MHTepoeic He aBnaeTca

- - [OBEPEHHbBIM -
no ip dhcp snooping trust Yaanaer uHTepdeinc M3 cnucka «40BepeHHbIX» Mpu UCnob3o-

BaHMW KOHTpOAA npoTokosaa DHCP.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 219 — KomaHab! perkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
seconds:
(10..4294967295) cek

no ip dhcp snooping binding
mac_address vian_id

LOobasnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZAEe BPEMEHU XKU3HWU 3aMuCK, €C/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NoJly4yeHus OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa [OCTyNHa TONbKO ANA NPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHoO.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 220 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnosb3oBaHMM onuum 82 npo-
TOoKona DHCP.

show ip dhcp snooping
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);

MoKasbiBaeT KoHdUrypaumio GyHKUMM KOHTPOASA MPOTOKOAa
DHCP.

show ip dhcp snooping binding
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MoKa3blBaeT cooTBeTCTBMA U3 ¢daiina (6asbl) KOHTPONSA NPOTO-
kona DHCP.

[pumepsbi 8biM0AHEHUS KOMAHO

= Pa3spewunTtb ucnonbzosaHne DHCP onuun 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

ip dhcp snooping vlan 10

# ip dhcp information option

# interface tengigabitethernet 1/0/24
# ip dhcp snooping trust

console (config) #
console (config)
console (confiqg)
console (confiqg)
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=  [loKasaTb BCe COOTBETCTBMA U3 TabauLbl KOHTPOAS NpoToKkona DHCP:

console# show ip dhcp snooping binding

5.24.4 3awyuma IP-adpeca knueHma (IP source Guard)

dyHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHauyeHa aAna punbTpaummn TpadpuKa, NPUHATOTO
C uHTepdeiica, Ha OCHOBaHMU Tabauupl cooTBeTcTBuit DHCP snooping u ctatnyecknx cootseTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonseT bopoTbca ¢ noameHon IP-agpecos B nakeTax.

y
Y

uHTepdeiica.

DHCP snooping,
HacTpous u Bkatouns DHCP snooping.

MocKkonbKy $yHKLUUA KOHTpOnA 3awmTtbl IP-agpeca ucnonbsyer Tabanubl COOTBETCTBUM

MMeeT CMbIC/I UCNONb30BaTb AaHHYIO (YHKUUIO, NpeaBapuUTeNbHO

dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAOUUTL rN06anbHO U Ana

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 221 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip source-guard

no ip source-guard

Mo ymon4yaHuio
bYHKUMA BbIKAOYEHa

Bk/itoyaeT GpyHKLMIO 3awmThl IP-agpeca KAMeHTa 418 BCEro KoMmy-
TaTopa.

BbIK/OYaeT GpyHKUMIO 3aLmTbl IP-agpeca KAMeHTa 41s BCEro Kom-
myTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vian_id

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

Co3paaHue CTaTMYeCKoM 3anucu B Tabavue cooTBeTcTBuA mexay IP-
aapecom KnuneHTa, ero MAC-agpecom v rpynnoit VLAN ans ykasas-
HOro B KOMaHAe UHTepoelica.

YpaneHue cTaTU4ecKom 3anmcu B Tabaunue cooTBeTcTBMA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLeNbo 3aM1CKU B NaMATb HEAKTUBHbIX 3alLMLLEHHbIX IP-agpecos.

- never — 3anpeLaeT 3an1cb B NaMATb HEAKTUBHbIX 3aLMLLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObl pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgeticos) Ethernet, uHmep-

gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 222 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

ip source-guard
Mo ymonuyaHutio
dYHKUMA BbIKIOYEHA.

no ip source-guard

BkntovaeT PpyHKLUMIO 3awwmThbl IP-agpeca KNMeHTa aaa HacTpau-
Baemoro nHtepdeiica.

BbiktovaeT GyHKUMIO 3aWwmTbl IP-agpeca KnneHTa Ana HacTpa-
nBaemoro nHtepdelica.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 223 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpaLleHns yCcTPoUCTBa K BHYT-
PEHHMM pecypcam C Lienblo 3anucu B NamATb HEAKTUBHbIX 3a-
wueHHbIx IP-agpecos. KomaHaa A4ocTynHa TO/IbKO 414 NPUBK-
NIerMpoBaHHOro NoJsib3oBaTens.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 224 — KomaHabl pexxknma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip source-guard
configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | ort-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);

KomaHaa oTobparkaeT HacTPOMKy dyHKLMK 3awmTbl IP-agpeca
Ha 3afiaHHOM Nnb0o Ha Bcex MHTepdelicax ycTponcTaa.

show ip source-guard statistics

[vian vian_id] vlan_id: (1..4094);

KomaHza oTobpakaeT cTaTUCTURY GyHKLMM 3awmnThl IP-agpeca
Ha 3agaHHOM Anbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

KomaHza otobparkaeT ctaTyc oyHKUMM 3awmTsl IP-aapeca ana
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca uam rpynnoi
VLAN.

show ip source-guard inactive -

KomaHza oTobpaskaeT He akTUBHbIe IP-afpeca oTnpasuTens.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKasaTb HacTPOMKY PYyHKLMM 3awwmTbl IP-agpeca ana Bcex MHTepencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface

Enabled
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te0/21 Enabled
te0/22 Enabled

= Bkatountb PpyHKLMIO 3aWnTbl IP-agpeca gna dunbTpaymm Tpadmka Ha OCHOBAHUM TabaULbl COOTBET-
ctemin DHCP snooping u ctatnyeckmx cootsetcTeumin IP Source Guard. Co34aTb CTaTUYECKYIO 3anmch B
Tabnnue cootBeTcTBUA ANa uHTepdenca Ethernet 12: IP-agpec KnneHTta — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdeiic B 3-1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npotokona ARP (ARP Inspection) npeaHasHayeHa Ans 3alMTbl OT aTak C
ncnosb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTponb
npotokona ARP ocyliecTsnseTca Ha OCHOBE CTaTUYeCcKMx cooTeTcTBui IP- 1 MAC-agpecos, 3aZaHHbIX a1A
rpynnbl VLAN.

’ ' MopT, ckoHPUrypupoBaHHbIN «HeaoBepeHHbIM» anAa GyHKUMM ARP Inspection, AonXKeH TakKe
radk 6bITb «HepoBepeHHbIM» ana ¢yHKumum DHCP snooping namu coorsercteue MAC-agpeca u IP-
agpeca Ana 3Toro NopTa A0/XKHO 6biTb CKOHPUIYPUPOBaAHO cTaTUUYECKU. MHaue AaHHbIN nopT

He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.

V Ona HeHaAEXHbIX NOPTOB BbINO/HAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnuua 225 — KomaHabl pexknma rnobanbHon KoHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
ip arp inspection Mo ymonuyaHuio Bk/toyaeT KOHTpo/ib NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection OYHKLMA BbIK/IOYEHa BbIKntoYaeT KOHTPob NpoTokona ARP (dyHKumMio ARP Inspection).
ip arp inspection vlan vian_id PaspelwaeT nposepKy npoTtokosa ARP, ocHoBaHHyt Ha 6ase cooT-

vian_id: (1..4094); BeTcTBuit DHCP snooping, B Bbi6paHHo rpynne VLAN.

Mo ymonyaHuio

3anpewaeT nposepky npotokona ARP, ocHoBaHHylo Ha 6ase cooT-
bYHKUMA BbIKAOYEHA

no ip arp inspection vlan

vlan_id BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.
ip arp inspection validate MpeaocrasaseT cneymduyHblie NPOBEPKN ANA KOHTPOAA NPOTOKONA
ARP.

MAC-agpec ncroyHuka: na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cootseTctBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKA B coaepXmMmom npotokoaa ARP.

- MAC-agpec HasHayeHua: [na ARP-0TBETOB nNpoBepAeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHun
B coaep*KMmom npotokona ARP.

IP-apgpec: MNMposepaeTtca cogepxumoe ARP-nakeTa Ha Hanuuune He-
KOppeKTHbIX IP-agpecos.

no ip arp inspection validate 3anpeuwaeT cneunduyHbie NPoBEPKM 418 KOHTPOAS NpoToKoa ARP.
ip arp inspection list create 1. Co3paHue crnvcKa ctaTuyeckux ARP-cooTBeTCTBUN.

name: (1..32) cumBona
name 2. Bxog B perkum KoHdurypaumm ARP-cnncKos.
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no ip arp inspection list create

name

YpaaneHue cnvcka ctatuyeckmux ARP-cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign

vlan_id

vlan_id: (1..4094)

HasHauaet cnucok ctatudeckmux ARP-cOOTBETCTBUIM A5 YKa3aHHOWM
VLAN.

OTMeHSAET HasHa4YeHne Cnucka ctatndeckmx ARP-cooTBeTcTBMI ANA
yKasaHHowu VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
ceK

3afaeT MUHUMaNbHBIV MHTEPBAN MeX Ay COObLEeHNAMU, coaepKa-
LWMmmM nHopmauuio npoTokoia ARP, nepegasaeMbiMu B XKypHas.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo coobleHua byayT reHepupo-
BaTbCA HE3aMeA/IMTENbHO;

- infinite — He reHepMpoBaTb COOBLLEHMIA B XKypHan.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 226 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio
nHTepdelic He ABnaeTcA
[0BEepeHHbIM

[obasnaeTt nHTEpdENC B CNUCOK «A0BEPEHHBIX» MPU UCNO/b30Ba-
HUK KOHTPONA NpoToKkona ARP. ARP-TpaduK «a0BEPEeHHOro» UHTEp-
deiica cumtaetca 6e30nacHbIM U HE KOHTPOAMPYETCA.

YpanaeT nHTepdeinc n3 cnucka «4oBepeHHbIX» NPU NCNONb30BaHUN
KOHTponA npotokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-cnucKkos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 227 — KomaHabl pexknuma KoHourypaumm ARP-cnvckos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address

mac_address

[obasnsaeT ctaTnyeckoe cootsetcTaune IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetcteume IP- u MAC-agpecos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnumua 228 — KomaHap! pexkmuma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
110 yMOAYAHUIO

show ip arp inspection
[tengigabitethernet te_port |
hundredgigabitethernet

MokasbiBaeT KOHOUrypaumo ¢GyHKLMKU KOHTpOANs npoTokona ARP

te_port: (1..8/0/1..32); Inspection Ha BbIBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

hu_port: (1/0/1..6);

hu_port | port-channel group] group: (1..32)
show ip arp inspection list MoKa3blBaeT CNMCKM cTaTUyYecknx cootsetcTauim IP- 1 MAC-agpecos
- (KomaHga [oCTynHa TONbKO A/1A MPUBUAETMPOBAHHOMO NOJ/Ib30BA-
Tens).
show ip arp inspection MoKa3sblBaeT CTaTUCTUKY ANA CNefyloWnX TUMOB NaKeToB, KOTopble
statistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);

- noTepAHHble NakeTbl (dropped);
- owmnbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vian_id: (1..4094) OuunwaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYUTb KOHTPOJIb NPOTOKOAA ARP 1 1,06aBUTL B CNMCOK spisok ctaTuyeckoe cooTeeTcTene: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauMTb cnumcok spisok ctatnyeckux ARP-
cooTBeTcTBUiA ana VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKuX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.25 ®dyHKumu DHCP Relay nocpegHuka

KommyTtatopbl nogaepkmsatot ¢pyHKLUMn DHCP Relay areHTa. 3agaueit DHCP Relay areHTa aBnasetcs
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnyyae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. Opyroii ¢dyHKumeln apnsetca gobaBneHne AONOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTa DHCP-
3anpockbl, NepesaeT 3TM 3aNpOoChl CepBeEPY OT UMEHU KMEHTa (0CTaBaAA B 3anpoce onuuun ¢ Tpebyembimm
KIMEHTOM MapamMeTpamMm W, B 3aBUCUMOCTM OT KOHOUrypaumm, nobasnsaa ceoun onuum). Monyums oTeeT OT
cepBepa, KOMMYTaToOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnunua 229 — KomaHabl pexkunma rnobanbHOM KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
ip dhcp relay enable Mo ymonuyaHuio BkntouyeHne pyHKumii DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable areHT BblKAOYEH BbikntoueHue pyHKumii DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp relay address vlan_id: (1..4094) 3apaét IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay

ip_address [vlan vian_id]

no ip dhcp relay address
[ip_address]

Moxxer 6bITb
V 3a4aHo A0
BOCbMMU
cepBepoB B BUAe
AvanasoHa uam
nepeuyncneHmem.

areHTa.

Ypnansaet |IP-agpec n3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHourypaumm nutepdeinca VLAN:

console# configure
console (config) # interface vlan vlian id
console (config-if) #

Tabnunua 230 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN, nHtepoeitca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay enable

Mo YMONYAHUIO areHT

no ip dhcp relay enable

BbIK/tO4EeH

BKkntoueHune ¢yHKumii DHCP Relay areHTa Ha HacTpanBaemom
nHTepodelice.

BbikntoueHue pyHKumit DHCP Relay areHTa Ha HacTpanBaemom

MHTepodeiice.

ip dhcp relay gateway-address
ip_addr

He BblbpaH

no ip dhcp relay gateway-address

Mo ymonyaHuio agpec

Mo3BONAET HACTPOWUTb KOHKPETHbIN afpec WUCTOYHWMKA ANs
dhcp naketoB U3 kaneHTckoro Vian.

Bo3BpalyaeT B pexknm paboTbl N0 YMONYAHMIO.

KomaHOwbI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 231 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp relay

OTtobparkaeT KoHoUrypaumo HactpoeHHol ¢yHKumMm DHCP Relay
areHTa AnAa KOMMyTaTopa M OTAENbHO ANA UHTepdeicoB, a TakxKe
CMUCOK AOCTYMHbIX CEPBEPOB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay 1is Enabled

DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep ocyLecTBAAET LEHTPANM30BAHHOE YpaBAeHMe CEeTEBbIMU agpecamm U COOTBETCTBYIO-
LWMMU KOHPUTYPALMOHHbBIMM NapameTpamm, aBTOMATUYECKM NPeaoCcTaBias UX KaMeHTam. 3To No3BosneT
n3bexkaTb Py4HO HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOJIMYECTBO OLLIMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KaueHT (nonyyeHune cobereeHHoro IP-aapeca oT
cepsepa DHCP), Tak 1 kKak DHCP-cepBep. B cnyyae ecnv DHCP-cepBep OTK/AtOYEH, TO KOMMYTATOP MOMKET
paboTtatb c DHCP Relay.

KomaHObl pexcuma 2106aabHOU KOHGU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUIypaumm:
console (config) #

Tabanua 232 — KomaHab! perknma rnobanbHom KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

ip dhcp server BkntoyeHune pyHkunmn DHCP-cepBepa Ha KommyTaTope.

MNepep, BKkAoueHnem DHCP-cepsepa npepsapm-

l TeNbHO AO0/KHbI 6bITb OTKAOYEHbl DHCP-KAMEHTDI

-/BbIKIOYEHO 2 ” )
Bo Bcex VLAN. B Tom yucne BKAOYEHHbIA NO YMOA

yaHuio DHCP-knueHT B VLAN 1.
BbikntoyeHue ¢pyHKuun DHCP-cepBepa Ha KOMMyTaTope.

no ip dhcp server
ip dhcp pool host name

Bxog, B pexxum KoHdUrypaumm ctatmueckmx agpecos DHCP-cep-
Bepa.
YaanaeT koHdurypaumto DHCP-KAneHTa ¢ 3a4,aHHbIM UMEHEM.
Bxog, B pexkum KoHdpurypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — uma DHCP-nyna agpecos.

MakcumanbHo gonyctumoe Konudecteo DHCP pool

N YyKasaHo B Tabnuue 9.

name: (1..32)
CUMBOJI0B

no ip dhcp pool host name
ip dhcp pool network name

name: (1..32) cumBonos

no ip dhcp pool network name

Ypansetr DHCP-nyn ¢ 334aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasbliBaet IP-agpeca, kKotopble DHCP-cepBep He 6yaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV |IP-agpec grManasoHa.

YaaneHue IP-agpeca U3 CNMCKA UCKAOYEHUA ANA HazHaYyeHun
ero DHCP-knueHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaumm ctatuyeckmx agpecos DHCP-cepeepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #
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Tabnuua 233 — KomaHap! pexkxmuma KoHouUrypauum

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyuHoe pesepsupoBaHue IP-agpecos ansa DHCP-knumeHTa.

- ip_address — IP-agpec, KoTopblii ByaeT conoctasneH ¢ ¢pusmn-
YeCKMM afpecoM KNNEHTa;

- mask/prefix_length — macka noacetn/gnvnHa npedukca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) CeTEBOM KapTbl;

- mac_address — MAC-aapec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenset uma DHCP-knauneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHOb1 pexxcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexmume KoHdurypauumu nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnunua 234 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTaHaBAWBaeT HoMep NOACETU M MacKy NoACETU A4S Nyna aa-
pecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec AnanasoHa aApecos;

- high_address — koHeuHbIV IP-agpec Anana3oHa aapecos.

- mask/prefix_length — macka noacetn/anuHa npedukca.

no address Ypansaet koHourypaunio DHCP - nyna agpecos
lease {days [hours [minutes]] | Bpemsa apeHab! IP-aapeca, KOTOpbI HazHayeH oT DHCP.
infinite} - infinite — Bpems apeHgbl He OrpaHNYEeHo;

- days — Konn4yecTso gHew;

-/1 peHb .

- hours — KONNYecTBO Yacos;

- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKU:
console (config-dhcp) #

Tabnnua 235 — KomaHabl perkMma KoHourypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMmoAYaHMIo CNnCoK
MapLLpPyTU3aTOPOB He
onpeaenex.

no default-router

OnpeaenseT CNMCOK MapLpyTU3aTOpPOB MO YMOAYAHUIO AnA
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB mapLpyTM3aTopoB, Mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec maplupyTusaTopa AOKeH 6biTb B TOI Xe
e NOACETH, YTO U KINEHT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dns-server ip_address_list
Mo yMon4YaHWUio CNUCOK
DNS-cepsepoB He
onpegenex.

no dns-server

OnpepensneT cnnucok DNS-cepsepoB, AOCTYMHbIX ANA KAUEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, moKeT
cofepKaTb A0 8 3anuceld, pasaeneHHblx npobesom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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domain-name domain

no domain-name

domain: (1..32)
CUMBO/I0B

Onpegenset gomeHHoe uma ana DHCP-knmeHTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH.

Onpegenset cnucok WINS-cepBepoB, AOCTYMHbIX NS KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonuaHuto TMn
y3na NetBIOS He
onpegeneH.

OnpeaenseT Tvn y3na NetBIOS Microsoft gna knverntos DHCP:
- b-node — lWMpOKoBeLWaTENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbIN.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kaK npaeuno, TFTP-cepBepa), C KOTOPOTroO AOJIXKEH BbITb NOY-
YeH 3arpy3oydHblii dai.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBosos

Mcnonb3yetca ana ykazaHma DHCP-knneHTy uma cepsepa, € Ko-
TOPOro A0JIXKEH ObITb NOJYYEH 3arpy304HbIN daii.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bootfile filename

no bootfile

filename: (1..128)
CUMBOJI0B

YKasbiBaeT uma ¢aiia, UCNosib3yeMoro A/s Hayva/ibHOW 3a-
rpy3skm DHCP-knuneHTa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNNCOK
cepBeposB He
onpeaenex.

OnpeaenseT CNMCOK CepBepPOB BPEMEHU, AOCTYMNHbIX ANA KAU-
eHtos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;
desc: (1..160)
CUMBOIOB

Hactpansaet onuuun DHCP-cepBepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — Lenoe NONOXKUTENbHOE YNCNO;
- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare.

Ypanset onumn pna DHCP-cepsepa.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 236 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anuceit 3 Tabanubl COOTBETCTBUA GUINYECKUX Aa-
pecoB M aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHayeHHbI DHCP-cepsepom;

- ¥ —ypanuTb BCE 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-appec KnueHTa;

- name — vuma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name —vma DHCP-nyna agpecos.
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show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaB/EHbI C PUIUYECKUMMU
aipecamMu K/MEHTOB, a TaKXKe Bpema apeHapbl, cnocob HasHave-
HWA n cocTtoaHme IP-agpecos.

show ip dhcp server statistics

MpocmoTp crtatnctmkm DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbLIX IP-agpecos, BbigaHHbIX DHCP-cepBepom.

[pumepbl 8b1N0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn c umeHem test n ykasatb gna DHCP-kKanMeHTOB: ma gomeHa — test.ru, W3
no ymon4vaHuio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

( )

( )
console (config-dhcp)# dns-server 192.168.45.112
console (config-dhcp) # default-router 192.168.45.1

5.27 KoHdwurypauua ACL (cnuckn KOHTponsa aocTtyna)

ACL (Access Control List — cnnucok KoHTpona goctyna) — Tabnuua, KoTopas onpegenset npasuna
dunbTpaumm BXoAALEro U ncxogauero Tpaduka Ha OCHOBaHWWM NepefaBaeMbiX B NMakeTax NPOTOKONOB,

TCP/UDP noprtos, IP-agpecos nam MAC-aapecos.

v
Y

ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He AO0NXKHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6- 1 IPv4-cnucku moryT pabotatb BmecTe Ha ogHOM ¢pusnyeckom uHrepdeiice. CNUcok
ACL Ha 6a3e MAC-appecauum He MOXKeT COBMeLLaTbCA co cnuckamu ana IPv4 uam IPv6. iBa

CMUCKA OAMHAKOBOTrO TUMNa He MoryT pabotaTb BMmecTe Ha MHTepdeiice.
KomaHapl Ana co3gaHua U pefaktuposBaHua cnvckoB ACL gocTynHbl B pexume rnobanbHol

KOHbUrypaumu.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

KomaHgHan cTpoKa B pexkume rnobanbHo KOHPUrypaumm numeet Bua;

console (config) #

Tabnunua 237 — KomaHabl 4ns co3gaHua U KoHdurypaumm cnnckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

access_list: (0..32)
cumBona

Co3paHune ctaHaapTHOro cnmcka ACL.

- deny — 3anpeTuTb NPOXOXKAEHWE NAKETOB C YKAa3aHHbIMKU Napa-
MeTpamu;

- permit — paspeLmnTb NPOXOXKAEHNE NAKETOB C YKa3aHHbIMK Napa-
MeTpamu.

Y8anuTb CTaHAAPTHbIN cnncok ACL.

Co3paHne HOBOro pacwmpeHHoro cnucka ACL ana agpecauum IPv4
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeM elLlle He co34aH) Mbo BXO4, B PEXKMM KOHPUrypaLmm paHee co-
3/1aHHOTO Cnu1cKa.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauun IPv4.
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ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co3paHne HoBOro cTaHgapTHoro cnucka ACL anda agpecauum IPv6.

- deny — 3anpeTUTb NPOXOXKAEHUE NAKETOB C YKAa3aHHbIMWU Mapa-
meTpamu;

- permit — paspeLmnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
MeTpamu.

YpaneHue ctaHgaptHoro cnucka ACL ana agpecaumm IPv6.

Co3paHune HoBOro pacwunpeHHoro cnucka ACL ana agpecaumu IPve
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeM ellle He co34aH) Mbo BXo4, B peXKMM KOHUrypaLmmn paHee co-
3[1@aHHOrO CNMCKa.

YpaneHue pacwmpeHHoro cnncka ACL gna agpecauumn IPv6.

Co3paHue HoBoro cnvcka ACL Ha 6ase MAC-agpecaunn v Bxog B
PEXUM ero KOHGUrypaLmm (ecam cnUCoK € AaHHBIM UMEHEM elle
He co34aH) b0 BXOA B PeXXUM KOHOUTYpaLun paHee CO34aHHOMO
cnucka.

Ypnanenue cnucka ACL Ha 6a3ze MAC-agpecauum.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBona

Bxog, B pexum KoHourypaumm time-range n onpegeneHne BpemeH-
HbIX MHTEPBANOB ANA CNMCKa AOCTyna.
- time_name — nma npoduns HacTpoek time-range.

YpaneHue 3agaHHoM KoHdUrypaumm time-range.

Ona Toro u4tobbl aKTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero C MHTepdeincom.
NHTepdeiicom, MCNoNb3yIOLLMM CNIMCOK, MOXKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepapetica Ethernet, VLAN, epynnsi nopmos

KomaHAaHan cTpoKa B pexume KoHourypauum mHtepdeiica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if) #

Tabnnuya 238 — KomaHaa HasHauveHus cnucka ACL-nHTepodeicy.

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMmBoONIa

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
NPuUBA3bIBAET YKa3aHHbIM CNUCOK K JaHHOMY UHTepdelicy.

YaaneHue cnvcka c uHtepdelica.

KomaHObI pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#

Tabnnuya 239 — KomaHab! gns npocMmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBona

MokasbiBaeT cnuckn ACL, co3paHHble Ha KOMMYyTaTope.

MNMoka3sbiBaeT cnuckm ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
HacToAllee BpeMa ABAAIOTCA aKTUBHbIMU.

show interfaces access-lists
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

MokasbieaeT cnnckn ACL, HazHaYeHHble HTepdericam.
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clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

OB6HYNUTbL BCe CYETYMKM CnUCKOB ACL N1MBO CYHETUMKM ANA CMUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094);

lNoKa3blBaeT CHETYMKM CNINCKOB AOCTYMa.

KomaHObi pexcuma EXEC

KomaHaHasa cTpoka B pexkume EXEC nmeet sua;

console#

Tabnunua 240 — KomaHabl a4ns npocMmoTpa cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MoKasbiBaeT KoHdUrypaLmio time-range.

5.27.1 Kondpueypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBeneHbl 3HAYEHUA U ONMCAaHMA OCHOBHbIX NMApPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KOMaHJA, HacTpoiikm cnmckosB ACL, ocHOBaHHbIX Ha agpecauun IPv4. Co3paHne 1 BXoA B perum
pefakTuposaHuA cnuckos ACL, ocHOBaHHbIX Ha agpecauuun IPv4, ocywectBndaetTcAa nNo KomaHae: ip
access-list extended access-1ist.Hanpumep, gnsa co3ganusa cnucka ACL nog HasBaHuem EltexAL
HeobX04MMO BbINOJHUTb CeAyoWwmMe KOMaHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnnua 241 — OcCHOBHbIE NapamMeTpbl, UCNOJIb3yeMble B KOMaHA4aX

Mapamemp 3HavyeHue Aelicmeue

permit [Jelicteue ‘paspewnts’ Cospaet paspeluatolee npasuao dunbTpaumm B cnncke ACL.

deny [Oelicteue ‘3anpetuTs’ Co3paet 3anpewatolee npasuno punbtpaumm B cnucke ACL.

protocol Mone npegHasHauYeHo ANA YKa3zaHUA NPOTOKoAa (MK Bcex NpoTo-
KOJ/I0B), Ha OCHOBE KOTOPOro byaeT ocyliecTsaseTcs puabTpaums.
Mpw BbIBOpE NPOTOKONA BO3MOXKHbI CieaytoLme BapmaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,

MpoTokon .gpp.pgp &p p.p.p.p pp .

ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, "Mb60O UncNOBOE 3HaYEHWE NPOTOKONA, B ANANas3oHe
(0—255).
[na cooTBeTCTBMA NI06OMY NPOTOKONY UCNOb3yeTcA 3HaveHue IP.

source AZpec UCTOYHUKA OnpepenseT IP-agpec UCTOYHMKA NaKeTa.
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source_wildcard

Wildcard-macka agpeca
MCTOYHMKA

butoBaA macka, npumeHsemas K IP-agpecy MCTOYHMKa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X04MMO UTHO-
puvpoBaTh. B 3HaYeHUA UrHOpUpyembix BUTOB A0KHbI BbITb 3anK-
caHbl eguMHuubl. Hanpumep, Mcnonb3ya mMacky, MOXKHO onpege-
NnTb gna npasuna eunbtpaumm IP-cetb. Ytobbl A06aBUTL B Npa-
BMAO PpunbTpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHne macku 0.0.255.255, To ecTb cornacHo AaHHOW Macke no-
cnegHue 16 6ut IP-aapeca 6yayT UTHOPUPOBATLCA.

destination

Appec HazHayeHun

Onpegensert IP-agpec HasHauyeHWA NakerTa.

destination_wildcard

Wildcard-macka agpeca
HasHaueHus

butoBaa macka, npumeHsemas K IP-agpecy HasHayeHWA nakeTa.
Macka onpegensaet 6utbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pvpoBaTb. B 3HaueHUA UrHopupyemblx 6UTOB JOMKHbI BbITb 3anu-
CaHbl eAuHMUbl. Macka MWCNonb3yeTca aHasorMYyHO Macke
source_wildcard.

vlan

NaeHTndumkaTop Vlan

Onpegenset Vlan, gna koToporo 6yaeT NpMMeHATLCA NPaBuo.

dscp

Mone DSCP B 3aronoske L3

Onpepenset 3HayeHne DSCP-nonsa diffserv. BoamorkHble Koabl co-
06uweHunit nona dscp: (0 —63).

precedence

Mpuopurter IP

Onpegensiet npuoputet IP-Tpaduka: (0-7).

time_name

Mma npoduna
KoHbUrypauum time-range

OnpepenseTt KOHPUIypaL MO BPEMEHHbIX MHTEPBA/OB.

icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbsyemolt gns puabTpa-
umm  ICMP-naketoB. BO3MOXHble TuMbl COOBLWEHUI noAA
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HKWe Tuna coobuieHus, B amanasoHe (0 — 255).

icmp_code

Kog coobuieHna npoTokona
ICMP

Kopg, coobuennit npotokona ICMP, ncnonbsyemoiit ansa dunbrpa-
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6UIEHUI nonA
icmp_code: (0 — 255).

igmp_type

Tun coobueHnsa NpoToKona
IGMP

Tun coobweHnii npotokona IGMP, ncnonbsyemoiit ana GunbTpa-
umMm naketoB |IGMP. Bo3moKHble TuNbl COOBLIEHUI noAA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo 4yncnoBoe 3Ha4yeHune
TMna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHusa nona TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

®naru npotokona TCP

Ecnu ans ycnosua dbuabTpauumn dnar gonKeH 6biTb YCTAaHOBAEH,
TO nepes HUM CTaBUTCA 3HAK «+», €CNN He AoKeH 6bITb yCTaHOB-
NeH, To «-». BO3MOKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Npu ncnonvsosaHun
HECKO/IbKMX $naroB B ycnoBumn ¢unbtpaunn, paarn obvegmHs-
H0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

OTKkntoyeHne nopta

BbIK/1lOYAET NOPT, C KOTOPOTrO BbiA NPUHAT NaKeT, YA0BAETBOPAIO-
WM ycnoBmaM Ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poit 6bl710 onuMcaHo nose.
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log_input OTnpasKa coobueHuni

BKntoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHbIN
YKYPHaN NpuY NOyYeHUM NaKeTa, KOTOPbI COOTBETCTBYET 3aMMCH.

offset_list_name
HaumeHoBaHue crnucka

wabnoHoB Nonb3osaTens

3a4aeT UCNob30BaHMe CNUCKA WabnoHOB Nosib3oBaTens o pac-
No3HaBaHWA NakeToB. [na KaxKaoro cnucka ACL moskeT bbITb onpe-
AeNeH CBOW CNUCoK WabnoHoB..

ace-priority
MpuopuTeT 3anucm

MHAeKc 3aZaeT NONOXKEHWE NPaBUAA B CMIUCKE M ero NpUopuUTET.
Yem meHblle UHAEKC — TeM NpuopuTeTHee npasuo. [uanasoH
A0NYCTUMbIX 3HadeHu (1..2147483647).

Y

pameTp «any».

HU ogHoro u3 npasun IP ACL).

v
v
Y

DOna Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syercs na-

Ecnn nakert nonagaert nopg, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeNCTBUe
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOLUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHay4asibHO NakKeT byaeT npoBepeH Ha
cooTtBeTcTBUE NpaBuaam IP ACL, notom MAC ACL (B cnyuae, ecnam He nonagér nog aeicreme

Ecnu nocne npoeepKu Ha cootBetcTBue npasunam IP unu MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan

nopg, AefcTeme HM 0AHOrO U3 NPaBUA, TO Hag, AaHHbIM NaKeTom 6yaeT NPMMEHEHO aelicTBue

"deny any any".

Tabnunua 242 — KomaHabl, Ucnosibayemble a1a HacTpoliku ACL-cnnuckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obasnser paspellaoLlyto 3anncb GUaAbTPaLMmK A NPOTOKOAa.
MaKeTbl, OTBEYaIOLLME YCI0BMAM 3anuncu, byayT obpabaTtbiBaTbCs
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Ypanaer co34aHHYI0 paHee 3anuce.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[obaenser paspeluatowyto 3anucb GuAbTPaLUM 414 NPOTOKOAA
IP. MakeTbl, OTBeYalowMme ycioBMAM 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Ypanaet CO34aHHYIO paHee 3anunchb.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobaBnser paspeluatolLyto 3anucb GUAbTpaUUM Ana NPOTOKO/A
ICMP. MNaKeTbl, OTBEYatOLWME YCAOBMAM 3anucK, byayT obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanaet co3pgaHHyo paHee 3anuchb.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[obasnser paspeluatotyto 3anucb GUNbTpaLuM Ana NPOTOKoNA
IGMP. MakeTbl, 0OTBEYAtOLME YCNOBUAM 3anucK, byayT ob6pabatbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.
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permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6aBnser paspeluatolyto 3anncb GUAbTpauumM Ana NpoToKona
TCP. MaKeTbl, OTBEYaloLWMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YanseT co3faHHy paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspelatouyto 3anmMcb GpuUabTPaLUUN 4aa NpoToKoaa
UDP. MakeTbl, OTBEYatowWwMme ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YanseT co3faHHy paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6asnseT 3anpeLaoLyto 3anncb GuUaAbTPaLMK 4 NPOTOKoAA.
MaKeTbl, OTBEYAIOLLME YCIOBUAM 3anucu, byayT 610KMpoBaThCA
KommyTaTopoMm. lMpu ncnonb3oBaHun Kntouesoro ciosa disable-
port d13MyecKkuii MHTepdEenc, NPMHABLLMIA TaKo NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cnoea log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YanseT co3gaHHy paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnaer 3anpeLatolyto 3anucb GUAbTPALUKU ANA NPOTOKONA
IP. MakeTbl, oTBeyalolWue ycnoBuam 3anucy, byayt 6a0Kupo-
BaTbCA KOMMYTATOpoM. MpW UCNO/Nb30BaHUM KHOYEBOTO C/OBA
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKoOW NakerT,
6yneT BbikntoueH. Mpu Mcnonb3oBaHWUM Katodesoro cnosa log-
input 6yaeT oTnpaBneHo coobLieHMe B CUCTEMHDIN XypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Ypanaer co3gaHHyo paHee 3anuce.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpeLLatoyio 3anmMcb GUAbTPALUKN oNA NPOTOKONA
ICMP. MakeTbl, OTBEYaAlOWME YCNOBMAM 3anucu, byayt 61o0kupo-
BaTbCA KOMMyTaToOpom. [pn MCNo Nb30BaHUM K/IOYEBOTrO C/OBa
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
byneT BbikAoYeH. Mpu UCNoNb30BaHWMK KAatoyesBoro ciosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobaBnser 3anpeluatolyto 3anucb GUAbTpaLUKM ANA NPOTOKO/A
IGMP. MakeTbl, OTBEYAtOLLME YCAOBUAM 3anmncK, byayT 61okupo-
BaTbCA KOMMYTATOpPOM. [pM MCNONb30BaHUMU KAKOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaet BbikAtoyeH. Mpu ncnonb3oBaHMM Kntoyesoro ciosa log-
input 6yaeT oTnpasieHo coObLEHME B CUCTEMHBIV KypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLLatoLyio 3anmucb GUAbTPALUKN ANA NPOTOKONA
TCP. MNaKkeTbl, oTBevalowWMme ycaoBMaAm 3anucu, byayt 6aokupo-
BaTbCA KOMMYTATOPOM. MpK MCNONb30BaHUWU KAOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOW MNaKeT,
6yaeT BbikAoYeH. Mpu Ucnonb3oBaHWK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.
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no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YpanseT co3faHHyH paHee 3anuch.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnaer 3anpeluatolyto 3anucb GUAbTPALUKU ANA NPOTOKONA
UDP. MakeTbl, oTBevalowme ycnoBuam sanucu, byayt 61okupo-
BaTbCA KOMMYTAaTopom. Mpu MCNO/b30BaHUM KAHOYEBOrO C/NOBA
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NakerT,
6yneT BbiktoueH. Mpu Mcnonb3oBaHWUM KatoyesBoro cnosa log-
input 6yaeT oTNpaBieHO COOBLLEHME B CUCTEMHBIV KYypHa.

input]

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-

YanseT co3faHHyH paHee 3anuch.

value} ...

offset-list offset_list_name {offset_base offset mask

Co30aéT cnMcoK WabnoHoB Nosb3oBaTens ¢ UmeHem name. Nima
MOXET BKAoYaTb 0T 1 10 32 cMMBOIOB. B 0A4HOM KOMaHAe MOXKET
copepKaTbCs A0 TPMHAAUATU WabAoOHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXxMma HacTPOIMKM CNUCKOB A0CTyNa (KoMaHAa set sys-
tem mode), BK/tOUaOLWMX Cneaytolme napameTpbl:
- offset_base — 6a30Boe cmeleHe. BO3MOXKHble 3HaYeHuA:

I3 — Hayano cmeweHuns ¢ Havyana IP-3arosi0BKa;

14 — Hayano cmeweHnA ¢ KoHLa IP-3aronoBsKa.
- offset — cmelleHne 6aliTa AaHHbIX B Npegenax naketa. basosoe
CMeLLEeHME NMPUHUMAETCA 33 HAYa0 OTCYETa;
- mask — macka. B aHanu3e naketa NPUHUMAIOT y4acTUE TONbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX paspsamax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

YaanseT co3gaHHbIi paHee CrMCOK.

5.27.2 Konepuzypayusa ACL Ha 6a3e IPv6

B maHHOM pasgene npusedeHbl 3HaYEHUA W ONUCAHUA OCHOBHbIX MapaMeTpPoB, UCMONb3yeMbIX B
cocTaBe KOMaHz, HacTpoikmM cnnckos ACL, ocHOBaHHbIX Ha aapecauuu IPv6.

CosgaHue n BXoa, B pexum penaktmposaHuma cnuckosB ACL, OoCHOBaHHbIX Ha aapecauun [Pv6,

OoCyLlwecTBAeTCA N0 KOMaHae:

ipv6é access-list access-1ist. Hanpumep, gna co3gaHua cnucka

ACL nog, HazsaHMem MESipv6 HeobxoaMMO BbINOJHUTL CAeaytowmne KOMaHabl:

console#

console# configure
console (config) # ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnnua 243 — OCHOBHbIE NapameTpbl, UICNOJIb3yeMble B KOMaHAaX

MpoTokon

Mapamemp 3Ha4yeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3paet paspelatouee npasuno ¢unbtpaumm B cnucke ACL.
deny [JeWcTere 3anpeTuTb CospaeT 3anpeluatollee npasuao ¢punbTpaumum B cnmucke ACL.
protocol Mone npepgHasHayeHo AN yKasaHWsA NPOTOKOA (MM BCex NpoTo-

KOJI0B), Ha OCHOBe KOTOpOro byaeT ocylecTenseTca GpuabTpaLms.
Mpu BbIBOPE NPOTOKO1A BO3MOXKHbBI CeAyloLLpe BapuaHTbl: icmp,
tcp, udp Mbo ymMcnoBoe 3HaveHMe npoTokona —icmp (58), tep (6),
udp (17).

[na cootseTcTBMA Nt06OMY NPOTOKOAY MCNONb3YeTCA 3HaYeHue
IPv6.

source_prefix/length

Afpec oTnpasuTens u ero
ANViHa

Onpegenset IPv6-aapec u ganHy npedmkca cetm (0-128) (konmue-
CTBO CTaplmx 6UT agpeca) UCTOYHMKA NaKeTa.
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destination_prefix/length

AZpec HazHayeHua u ero

Onpegaenset IPv6-aapec n gnunHy npedukca cetn (0-128) (Konmue-

kona ICMP

ANVHA CTBO CTapwmx 6UT afpeca) HazHayeHMA NakeTa.
dscp Nosne DSCP & saronoske L3 OI'Ipe,CI,EIIFIET 3HayeHne DSCP-nons diffserv. BosamoxkHble Kogbl co-
obuweHwnit nona dscp: (0 —63).
precedence Mpwoputer IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Nma npoduna koHourypa- | OnpegenseT KOHOUIYpaLUIO BPEMEHHbIX MHTEPBaOoB.
umu time-range
icmp_type Ucnonbsyetca ana punbtpaumm ICMP-nakeToB. Bo3moXKHble TUMbI
W YMCNOBble 3HAYeHMA coobLeHnit nonsa icmp_type: destination-
TN cooBLIEHNA NPOTOKON unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Koga, coobuieHnin npoto- Ucnonbsyetca gns ¢unbtpaumm ICMP-naketoB. Bo3aMmoKHble 3Ha-

yeHua nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHun

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moKHble 3HaueHus nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 — 65535).

list_of flags

dnarn npotokona TCP

Ecam ans ycnosua dunbTpaumm daar goaxKeH 6biTb YCTaHOBEH,
TO Nnepes HUM CTaBUTCA 3HAK «+», €CNN He A0KeH 6bITb YCTaHOB-
NeH, To «-». BO3MOKHble BapuaHTbl dnaros.: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

MHpekc npasuna

disable-port BbIK/IOYAET NOPT, C KOTOPOTO 6biA NPUHAT NaKeT, YA0BAETBOPAIO-
OTKAtOYeHMe nopTa WMt ycnosuam ntoboi U3 KomaHg 3anpeTa deny, B coctaBe KOTo-

poW, 6bl10 onMcaHo nosne.
log-input OTnpasKa cooBLieHMii BktoyaeT oTnpasKy MHGOPMALMOHHbIX CVOO6LLI,eHVIl71 B CUCTEMHbIV
JKYPHaN Npy NOAyYeHUM NaKeTa, KOTOPbIN COOTBETCTBYET 3aMMCH.
ace-priority NHaekc npaBuaa B Tabnvue, 4em MeHbLUe MHAEKC — TEM NPUopU-

TeTHee npasuno: (1..2147483647).

v
v

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHuX IPv6-ycTpoiicTB ¢ nomoLLbio NpoToKona IC-
MPv6, a nocneaHAs o03HavyaeT UTHOPUPOBaHME BCEX NAKETOB, He YAOBNETBOPAIOLMNX YCNO-

suam ACL.

Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».
Nocne Toro, Kak xoTA 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHumm B CNUCOK [,0-
6aBnsioTCcA 3anucn

Tabnunua 244 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckos Ha ocHoBe IPv6-aapecauum

KomaHoa

Aeilicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obaBnseT paspeLuatoLLyto 3anucb GUAbLTpaLumn gna NpoToKoNa.
MakeTbl, OTBEYatOLLME YCA0BMAM 3anuncK, 6yayT obpabaTbiBaTbcA
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.
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permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GUAbTpaLUN ANA NPOTOKOAA
ICMP. MNakeTbl, oTBEYatoWMe ycnoBmMam 3anucu, byayT obpaba-
TbIBaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT pa3speLiatoLyto 3anmce GunbTpauum ana NpoTokona
TCP. MakeTbl, oTBEYAlOLWME YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT co3gaHHyo paHee 3anuchb.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GpUAbTPaLUN ANA NPOTOKOAA
UDP. MakeTbl, 0OTBEYatoLWMe YCNOBMUAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnaet 3anpewatoLyto 3anncb GuUabTpaLmMm gas NnpoToKoa.
MakeTbl, OTBEYAlOLME YCAOBMAM 3anucu, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHuM KatoueBoro cnosa disable-
port dusnyeckmii nHTepdeiic, NPUHABLINIA TaKoW nakeT, byaeT
BbIKAtoYeH. Mpu Mcnoib3oBaHMM Kntodyesoro ciosa log-input 6y-
[eT OTNPaBNEHO COOBLLEHNE B CUCTEMHDIN KYPHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanser cosgaHHyo paHee 3anuco.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asnseT 3anpeLLatoLLyto 3anucb GuabTpaLmmn 4ns NpoToKoia
ICMP. MNaKeTbl, 0TBEYatOWME YCN0BUAM 3anucK, byayT 610Kupo-
BaTbCA KOMMYTaTOPOM. lMpPU UCNONb30BaHUM K/OYEBOTO C/I0BA
disable-port pusnuecknii HTepdeinc, NPUHABLLMI TaKoM NakKerT,
6yaeTt BbikAloueH. MNpy ncnonb3oBaHUKM Katouesoro cnosa log-
input byaeT oTnpaBneHO COObLEHNE B CUCTEMHbIN XKYypHas.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanser cosgaHHyo paHee 3anuch.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnser 3anpeLiatoLlyto 3anucs GunbTpaLummn ana NpoToKona
TCP. MakeTbl, OTBeYaloLMe yCI0BUAM 3anucK, byayT 6nokupo-
BaTbCA KOMMYTaToOpoM. MpK UCMONb30BaHMM K/OYEBOTO C/10Ba
disable-port ¢pusnueckuii nHTepdeic, NPUHABLLMI TaKoM NakKer,
6yaeT BbikAtoYeH. Mpu ucnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTnpasneHo coobLeHNE B CUCTEMHBIN KypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnaeT 3anpeLLatoLyo 3anmcb GuabTPaLUKn ANA NPOTOKoAA
UDP. MakeTbl, oTBEYatoWMe YCAOBMAM 3anncu, byayT 610Kupo-
BaTbCA KOMMyTaTopoM. [1pM MCNo/Ib30BaHMM KOYEBOrO CN0BA
disable-port ¢pusnueckuii HTepdeic, NPUHABLLMIA TaKoM NakKerT,
byneT BblKAtoYeH. Mpu MCNonb3oBaHUKM Katouesoro cnosa log-
input 6yaeT oTnpasseHo coobLeHne B CUCTEMHDIN KypHa.
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no deny udp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]
offset-list offset_list_name {offset_base offset mask value} | Co3aaéT cnmcok wabnoHoB nosb3osBaTena c UMeHem name. Uma
MOXET BK/to4aTb OT 1 40 32 cMMBOJ10B. B 04HO KOMaHAE MOXKET
coAepKaTbCsa 40 TPMHAALUATM WabNoHOB B 3aBUCMMOCTHM OT Bbl-
6paHHOro pekMma HaCTPOMKM CMUCKOB AOCTyna (KomaHaa set
system mode), BKAtoYaloLWMX cneaytolime napameTpbl:
- offset_base — 6a3oBoe cmeleHne. Bo3MOXKHble 3HaYeHUs:

I3 — Hayano cmeweHuns ¢ Hayana IPv6-3arosioBKa;

14 — Hayano cmeweHnA ¢ KoHLA IPv6-3aronoBKa.
- offset — cmelLeHWe banTa gaHHbIX B Npeaenax naketa. basosoe
CMeLeHMe NPUHUMAETCA 3a Hayao OTCYeTa;
- mask — macka. B aHanun3e nakeTta NPMHMMAIOT y4acTue TONbKO
Te paspsaabl 6aiiTa, ANA KOTOPbLIX B COOTBETCTBYIOWMX paspsasax
MacKu 3agaHa ‘0’;
- value — nckomoe 3HauyeHue.

YpanseT cosfaHHyo paHee 3anuch.

no offset-list offset_list name Yaansert co3faHHbI paHee CNUCOK.

5.27.3 KoHndpueypayusa ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COoCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauun.

CospgaHune n BXo4, B pexum pefaktnposaHma cnuckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauun,
OCyLLLecTBAAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, ana cosgaHus cnmcka ACL nog HasBaHnmem MESmac HeobxoAMMO BbINOAHWUTb
cnepyowpe KOMaHAabl:

console#

console# configure
console (config)# mac access-list extended MESmac
console (config-mac-al) #

Tabauua 245 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [Jenctene paspewmnTsb CospgaeT paspeluatolee Npasmno punbTpaumm B cnmcke ACL.
deny [JelicTBMe 3anpeTuTb Co3paet 3anpewatolee npasuno punbtpaumm B cnucke ACL.
source Appec oTnpasuTens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
MCTOYHMKA

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04MMO Ur-
HopupoBaTb. B 3HaueHnA UrHopupyembix BUTOB AOMKHbI BbITb 3a-
nMncaHbl eanHULI. Hanpumep, NCnonb3ya macky, MOXHO onpege-
NTb ANA nNpasuna ¢punbTpaumm amanasoHa MAC-agpecos. Y1obbl
£06aBUTb B NpaBuno dpunbTpaumm sce MAC-agpeca, HaunMHaoWwm-
ecsa Ha 00:00:02:AA.xx.xX, HeOBXOAMMO 33a4aTb 3HAaYEHME MACKM
0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOW macke, nocnegHue 32
6uTa MAC-agpeca byayT He BaKHbl AN aHaAM3a.

destination

Afpec HasHayeHua

Onpeaenser MAC-agpec HasHa4YeHUs nakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHunA

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04UMO Ur-
HOpPUPOBaTb. B 3HaUeHMA UTHOPUPYEMbIX BUTOB AOMKHbI BbITh 3a-
nucaHbl eauMHUuUbl. Macka wucnonb3yeTcA aHa/JorMYyHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc ob6cnykmeanus (CoS) uabTpyembix NakeTos.
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cos_wildcard

wildcard-macka agpeca
obcnyxnsanua (CoS)
dUNbTPyeMbIX NaKkeToB

Macka onpegenset 6utbl CoS, KoTopble HeOBX04MMO UFHOPUPO-
BaTb. B 3HauUeHWA urHopupyembix 6UTOB AOMKHbI ObITb 3anucaHbI
eanHuLbl. Hanpumep, 4Tobbl cnoNb30BaTh B Npasuae GuabTpa-
umnn CoS 6 1 7, Heobxogumo B none CoS yKkasaTb 3HayeHue 6, 1nbo
7, a B nosie Macku 3HadyeHune 1 (7 B ABOMYHOM NpeacTaBAeHUU —
111, 1 — 001, nonyyaetca, YTo NocnegHui 6UT GyaetT UrHopmpo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb b0 110 (6), b0 111 (7)).

eth_type Ethernet-Tun ¢unbTPyembix NakeToB B LECTHaALATEPUYHON 3a-
-typ eth_type: (0..0xFFFF) ¢ Py Auarep
nucw.
disable-port BbIK/IOYAET NOPT, C KOTOPOTrO BblN NPUHAT NaKeT, YA0BAETBOPAIO-
LM yCNOBMAM KOMaHAbI 3anpeTa deny.
log-input . BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHuni pasky uropmay, N W
JKYPHaA Npv Noay4yeHrMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucu.
time_name NUms npoduna OnpeaenneTt KOHPUTypaL MO BDEMEHHbIX MHTEPBA/IOB.

KoHbUrypauum time-range

offset_list_name .
ffset_list_ Mo6aiToBoe cmelleHne OT

KNHOYEBOM TOUKM

3apaeT UCNob30BaHMe CNUCKA WabnoHOB Nosib3oBaTeNs g pac-
Nno3HaBaHWA NakeToB. [1a Kaxkaoro cnucka ACL mosKeT 6bITb onpe-
AesleH CBOM CNUCOK WabsoHOoB.

ace-priorit
P y MHaekc npasmna

MHAaeKe npasuna B Tabauvue, YeM MeHblle MHAEKC — TeEM NPUopu-
TeTHee npasuno 1-2147483647.

Y
v

pameTp «any».

Dns BbI6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca na-

Ecan naket nonagaet nopg, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeUcTBUe
aToro npasuna (permit/deny). flanbHeiilan npoBepKa He NPOU3BOAUTCA.

Ecau Ha nHTtepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4YasibHO NakeT 6yaeT NpoBepeH Ha
cootBeTcTBUue npasunaam IP ACL, notom MAC ACL (B cnyuyae, ecnv He nonagéT nog aencrsme

HU ogHoro u3 npasun IP ACL).

Ecnu nocne nposepKku Ha cootBetcTBue npasmuaam IP uan MAC ACL (korga 1 ACL HasHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) nakeT He nonan
nopa AeicTBMe HU OA4HOro U3 NPaBUJ, TO HaZ AaHHbIM NakeTom 6yaeT NnpuMeHeHo aelicTeue

"deny any any".

Tabnnua 246 — KomaHabl, Ucnosibsyemble aaa HacTpoku ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[ob6aBnseT paspeLuatoLLyto 3anuck dunbTpauuu. NakeTol, oTBe-
yalolme ycnosuam 3anucu, byayT obpabaTbiBaTbCd KOMMYTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Ypanaet co3gaHHyo paHee 3anuchb.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[ob6asnser 3anpeLyatoLLyto 3anucb duabTpauuu. MNakeTol, oTee-
yalowme ycnosuam sanucu, byayt 6710KMpPOBaTLCA KOMMYTATO-
pom. Mpwu ncnonb3oBaHuu Kntouesoro cnosa disable-port, dpu-
3MYECKUI UHTepdec, NPUHABLUNIN TaKoW NaKeT, byaeT BbIK/0-
YeH.

MpK1 MCNoNb30BaHUK KNKOHYEBOro cnoBa log-input 6yaeT oTnpas-
IeHO COOBLLEHNE B CUCTEMHbIN XYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

YpanseT co3faHHyH paHee 3anuch.
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offset-list offset_list_name {offset_base offset mask value}

Co34aéT CnMCcoK WabsoHOB MoNb30BaTeNA C UMEHEM name.
Nmsa moxeT BKkAtoYaTb oT 1 g0 32 cumBo10B. B ogHOM KOMaHae
MOMKET COAepHKaTbCA A0 TPMHAALATY Wab/IOHOB B 3aBUCMMOCTH
OT BblGpPAaHHOrO pPEeXMMa HaCTPOMKM CNUCKOB AocTyna (Ko-
maHpa set system mode), BKAtoYalOWMX creaylowme napa-
MeTpbl:
- offset_base — 6a3oBoe cmelleHne. Bo3MOoXKHble 3HaYeHun:

12 — Hawano cmeweHua ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Hayano cmeleHna ¢ MAC-agpeca UCTOYHMKA;

dst-mac — Havyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelieHmne baiiTa faHHbIX B Npegenax naketa. baso-
BOE CMELLEHMNE NPUHUMAETCA 33 Ha4aslo OTCYeTa;
- mask —macka. B aHanu3e naketTa NPMHMMAIOT y4acTe TONbKO
Te paspaabl 6aliTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX pa3psaax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YanseT co3gaHHbI paHee CrMUCOK.

5.28 KoHdurypauma 3awurtbl ot DoS-atak

[JaHHbIM Knacc KomaHA no3soaseT 6/10KMpoBaTb HEKOTOPbIE PacnpocTPpaHeHHbIe Kaaccbl DoS-aTak.

KomaHObI pexcuma 2a0baab6Hol KOHpuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoOHGUIypauumn nmeet Bua;

console (config)#

Tabnnua 247 — KomaHabl g5 HACTPOMKKM 3awmTbl oT DoS-aTtak

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpelLaeT NPOXOXKAEHUE KAaAPOB C HEAONYCTUMbIMU («MapcUaH-
ckummn») IP-agpecamu nctoyHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

- - - -/BK/IIOYEHO
no security-suite deny syn-fin

OtbpacbiBaeT naketbl TCP ¢ oAHOBpPEMEHHO YCTaHOB/IEHHbIMMU
SYN- v FIN- pnaramu.

BblkntoyaeT GyHKLMIO oTOpacbiBaHWa naketoB TCP ¢ ogHoBpe-
MeHHO ycTaHoBneHHbIMU SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXoXKAEHUE onpeaeneHHbIX TUMNOB Tpa-
dV1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpamm:

- stacheldraht — otbpacbiBaeT TCP-nakeTbl ¢ MOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHMUA
paBHbiM 2140 1 nopTom UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
yeHusa 31337 M NOPTOM UCTOYHMKA paBHbiMm 1024.

security-suite enable [global-
rules-only]

-/BbIK/AOYEHO

no security-suite enable

BkatovaeT Knacc KomaHg, security-suite.
- global-rules-only — oTkntoyaeT Knacc KomaHg security-suite Ha
MHTepdencax.

V He BnusieT Ha paboty KomaHAb! security-suite deny syn-

fin.
OTKAKOYaeT KNacC KOMaHZA security-suite.
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security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HactpansaeT pexkmm 3awmTbl oT SYN-aTak:

- block — oTbpacbiBaeT npepHasHayeHHble ycTpoicTBy TCP-
nakeTbl ¢ ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aarollee cooblieHune;

- report — popmupyeT nNpegynpexkgatowee coobueHme npu npu-
xo4e npepHasHavyeHHoro yctpoictey TCP-nakeTa C yCTaHOBAEH-
HbiM pnarom SYN;

- disable — oTkstouaet 3awumTy.

HacTpanBaeT peXxmm no yMOoa4aHUIo.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaenseT UHTepBa, Mo UCTEYEHUN KOToporo ByaeT pa3bioku-
poBaH paHee 3a6/10KMPOBaHHbIN UCTOYHUK SYN-aTaKku.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpepenaeT CKOPOCTb (KONIMYECTBO MAKETOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHMKA, NPU KOTOPOW 3TOT UCTOYHUK ByaeT naeHTH-
dULMPOBaH KakK aTaKyoLWMWN.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIKOYEHO

Bkntouaet BeaeHue ctatuctmkm SYN-aTak.

BbikntoyaeT BeaeHue ctaTUCTUKKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

KomaHaHan cTpoka B pexkume KoHburypaumm nutepdeica Ethernet, rpynnbl noptos umeer Bua;:

console

(config-if) #

Tabnunua 248 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npedukca

Co3paet npaBusio, 3anpeLlatolee nNpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLETO KPUTEPUAM.

- fragmented — ¢pparmeHTMpOBaHHbIE NaKeTHI;

- icmp — ICMP-Tpadwuk;

- SyNn — Ssyn-nakeTbl.

YpanseT 3anpeLyatouiee npasumo.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-appec;
mask: macka B
¢dopmarte IP-agpeca nnm
npeduKca

3afaeT nopor syn-3anpocoB Ha onpeaeneHHblit IP-agpec/ceTs,
npyu NPeBbILEHUN KOTOPOro NULLIHWE Kaapbl 6yayT oTb6pachl-
BaTbCA.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 249 — KomaHga pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show security-suite configura-
tion

OTobparkaeT HacTPOMKM 3aWwmTbl oT DoS-aTak.
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show security-suite syn
protection {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48)

OTobparkaeT HAaCTPOMKM 3awuTbl oT SYN-aTaK 1 onepaTuBHOe
COCTOAHWNE UHTEPdENCOoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {tengigabitethernet
te_port | hundredgigabitether-
net hu_port | port-channel

groupfl

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48)

OTObpaKaeT HaCTPOMKM CTaTUCTUKM 3aLmTbl OT SYN-aTak U UH-
bopmaumio 06 UCTOUHMKAX aTaKK.

- detailed — oTobpakaeT gononHUTENbHYIO UHDOPMaLUIO 06
MCTOYHUKE aTaKu;

- source-ip — oTobpakaeT MHGOPMaLMIO ANA yKa3zaHHOTO ip-
afipeca UCTOYHUKA;

- interface — oTobparkaeT UHGOPMaALMIO ANA YKA3aHHOTO UH-
Tepdelica.

. / B cTratucTuKe coxpaHsaerca uHpopmaumsa o 512 no-
cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OumuiaeT cTaTUCTUKY 06 UcToYHMKax SYN-aTak.

5.29 KauectBO 06CnyuBaHusa — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YeTCA OpraHM3auua oyvepeam MakeTos No
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayu
TpaduKa npu UCNONb30BAaHUM AAHHOIO METOZa MOTYT BO3HUKHYTb NPo6aembl, NOCKONbKY YCTPOMUCTBOM
WUTHOPMPYIOTCA BCE MaKeTbl, He Boweawue B bypep ouepean FIFO, M COOTBETCTBEHHO TepAtoTCA
6e3B03BpaTHO. Pelwaer gaHHylo npobnemy meToh, OpraHWsylOWWMIA odepean no npuopuTety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAyXKMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/ISIET OPraHM30BaTb BOCEMb OUYepeaen NPUopPUTETA MAKETOB B 3aBUCUMMOCTU OT TUNA NepeaaBaembix

AaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 250 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

gos [basic | advanced PaspelwaeT KoMmyTaTopy Mcnonb3osaTb QoS.

[ports-trusted | - basic — 6a308BbIit pexxum QoS;

ports-not-trusted]] - advanced — paclwmpeHHbI pexkum KoHdurypaumm QoS, BrOYa-
IOLLMIA NONHBIN NepedYeHb KoOMaHA HacTpoliku QoS;
- ports-trusted — B AaHHOM noApexunme nakeTbl HANPaBAAOTCA B
BbIXOZAHYIO o4epeb Ha OCHOBaHWM NOJIeN B 3TUX NaKeTax;

-/basic - ports-not-trusted — B JaHHOM nogperKMme BCe NaKeTbl Hanpas-

NATCA B oyepeslb, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOXHO MOCMOTpeTb KomaHgoW «show qos interface queuing»),
AN OTMPaBKM B Apyrve odepeam TpebyeTca Ha3HauTb Ha BXO4HOWM
nHTepdeiic cTpaTernio Knaccudukaumm Tpaduka (policy-map). 3Ha-
yeHus dscp He yuuTbIBAOTCA NMpW BbiBOpe BbIXOLHOW oyepeaun B
3TOM Mogpeskmme.
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HELTEX

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode trust

-/OTKAIO4EeH

YCTaHOBWUTb MeToA, J0BepuA Ha MopTax npu pabote B pexume
pacwmpeHHoro koHdurypauumn QoS n nogpexunme ports-trusted.

- €os — NopT AosepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt posepaeT 3HaueHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT fosepseT 060MM ypoBHAM, ogHako DSCP nmeet
npuopwuTeT Hag 802.1p.

YcTaHaBAMBaeT mMeToA No YMONYaHUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CMMBOJIOB;
Mo ymon4yaHuo
MCNoNb3yeTca onuua
match-all

1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.
2. BXOAWT B peXMMm pefaKTUPOBAHUA CMIUCKA KPUTEPUEB Kaaccu-
duKaumm Tpadumka.
- match-all — Bce KpuTepMM JaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEHbI;
- match-any — oguH, no6oli KpUTepUin JaHHOTO CMUCKA O0/IKEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnu npasuna aBa, U 06a OHM yKa3biBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauma 6yaer ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO anA pexxuma gos advanced.

YaanaeT cnucok Kputepues Knaccuduraumm Tpadumka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBOIOB

1. Co3paert cTpaternio KnaccudumKkaumm Tpaduka.
2. BXoAWT B peXXum pefaKkTMpPOBaHMA CTpaTermmn Kaaccuoukaumm
Tpaduka.
B ogHOM HanpaBAeHWUU NOAAEPIKUBAETCA TONbKO OAHA
V cTpaTterua Knaccudukauum tpadumka.
Mo ymonuanuio policy-map ycranasnusaer DSCP = 0 gna
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypanaer npaBuio Knaccudpmkaumm Tpaduka.
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HELTEX

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbUT/C;

excess_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiit

OnpegaenseT WabnoH HACTPOEK, KOTOPbI NO3BOAAET OrPAHNYUTD
NosIoCy NPONYCKaHWA KaHana.

Mpu paboTe ¢ N0A0COM NPOMYCKAaHUA MCNONb3YETCA aNTOPUTM Map-
KUPOBaHHOMN «KOP3UHbI». 3af3a4el aNiropuTma ABAAETCA NPUHATUE
pelweHua: nepesatb NakeT uaM oTbpocuTb. MapameTpamum anro-
put™Ma ABnATcA ckopocTb noctynneHuns (CIR) mapKkepoB B «Kop-
3MHY» U 06BEM (CBS) «KOpP3UHbI».

- committed-rate-kbps — cpepgHee 3HauyeHWe CKOpPOCTM TpaduKa.
[aHHas cKopocTb rapaHTUpyeTca Npu nepegade nHGopmauuu;

- committed-burst-byte — pasamep caepruBatoLwero nopora B 6aii-
Tax;

- drop — nakeT byzeT oTOpOLLEH, KOr4a «KOpP3UHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP byzet nepeonpeneneHo;

- peak — yCTaHOBWTbL NOPOroBOE 3HAYEHNE CKOPOCTU TpaduKa C ne-
peonpegeneHHbIMKN 3Ha4YeHnamun DSCP;

- violate-action — ycTaHOBUTb AelicTBME HAA NAKETOM nocne npe-
BbILUEHWA MOPOrOBOro 3HA4YeHwus.

Henb3a yaanutb WabaoH HACTPOEK, ecin OH UCMONb3y-

V erca B ctpaterum policy map, nepeg yaaneHuem cnegyer
yAanUTb Ha3HauyeHue wWwabnoHa crpaterun: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WeHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOoTo-
pas HacTpauBaeTcA KOMaHAoM qos map policed-dscp ¢
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpwu atom npu npesbilueHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypansaet wabaoH HAaCTPOEK PeryanmpoBaHma CKOPOCTU KaHaa.

qos aggregate-policer
aggregate_policer_name
pps committed_rate_kbps
committed_burst_packet
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet
[violate-action {drop |
policed-dscp-transmit}]]}]

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) packet;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_byte:
(1..19531250) packet

Onpegenset wWabnoH HacTPOEK, KOTOPbI NO3BOAAET OrpPaHUYUTbL
nonocy NponycKaHWsA KaHana M B TO Ke BPems rapaHTMpoBaTb
onpesenieHHy0 CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe ¢ N0N0COM NPONYCKaHWA UCMOIb3YeTCA aAropuUTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma AaBAAeTcA NpUHATUE
peleHuns: nepesAatb NakeT UAM OTOPOCUTL. lMapameTpamu anro-
putMa ABAATcA ckopocTb noctynneHuns (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».

- committed-rate-kbps — cpepHee 3HaYeHMe CKOPOCTM TpaduKa B
pps;

- committed-burst-byte — pasmep caeprkmBatowero nopora B 6ai-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» nepenosHUTCS;
- policed-dscp-transmit — npu nepenoiHeHnn KKOP3UHbI» 3Haye-
Hue DSCP 6ypet nepeonpeseneHo.

Henb3a yaanutb WabnoH HACTpoOeK, ecau OH UCNO/b3y-

V eTca B ctpateruu policy map, nepeg yaaneHmem cnegyer
YAanuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Napamertp policed-dscp-transmit nossonaeT npu npesbl-
WweHUn 3HayeHna committed_rate uam peak_rate nepe-
V AATb NaKeT Aanblue, USMEHUB B HeM MeTKy dscp, KOTo-
pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
[OMNOJIHATENbHbIM aprymeHTom violation B cnydyae ¢
peak_rate. Mpwu 3atom npu npesbilueHnn committed_rate
n peak_rate moXXHO HacTpauBaTb pasHbie 3HaYeHua dscp.
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HELTEX

no qos aggregate-policer
aggregate_policer_name

YpanseT wabnoH HAacTPOeK PeryMpoBaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKM
ABNAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna scex

BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbBIMM

3anonHseT Tabavuy nepemapknpoBku DSCP. [ns BXoaALmMX NaKe-
TOB C yKa3aHHbIMK 3HavyeHuamun DSCP 3apaeT HOBoe 3HayeHue
DSCP.

- dscp_list — onpeaensier go 8 3HaueHnit DSCP, 3HayeHuA pasaens-
1oTCA 3HaKom npobena;

- dscp_mark_down — onpenenseTt HoBoe 3Ha4YeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe Npu npesbilie-
HUW 3HaYeHuA peak_rate.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaAET 3HAa4YeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no
YMONYaHUI0 ana
oyepenen:
CoS=1-o4epegb 1
CoS =2 — ouepeppb 2
CoS =0—ouepegp 3
CoS =3 —ouyepenb 4
CoS =4 —oyepenb 5
CoS =5 —ouepegb 6
CoS =6 —ouepegb 7
CoS =7 —o4yepenb 8

Onpegenset 3HaueHus CoS ana odepeseit ncxogalero Tpaduka.

YcTaHaBAnBaeT 3HaYeHUA NO YMOMYAHMUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHnuio sBec
Karkaou oyepean paseH 1

MpucBanBaeT BeC UCXOAAWMM OYepeasm, UCNOJb3yeMbli Mexa-
Husmom WRR (Weighted Round Robin — BecoBoi mexaHn3m pac-
npeaeneHun Harpysku).

YcTaHaBAMBaeT 3HAYeHue no YMOANYaHUIO.

priority-queue out
num-of-queues
number_of _queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
ouyepeam obpabaTbiBatoTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX oYepeaei.
V Ona npuoputeTtHoii ouepeaun sec WRR 6yaeT urHopupo-

BaTbcA.
Ecnm 3apaetca otanuHoe ot «0» 3HauyeHue N, TO cTaplumne
N ouepepgeii 6yayT npuoputeTHbiMu (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeamn paBHOMNPABHbI;
1: cemb mnaawmx ouepepgeii yyactsyor B8 WRR, 8-aa He

y4yacreyer;
2: wecTb Mnagwmx oyepeaen yyacrsytotr 8 WRR, 7, 8 He
yuyacTByloT.

no priority-queue out YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.

num-of-queues

gos map enable {cos-dscp | Mcnonb3oBaTb 3afaHHy Tabauuy nepemapKUMpOBKM ANsA pose-

dscp-cos} PEHHbIX NOPTOB KOMMYyTaTOpA.

no qos map enable He ncnonb3oBaTb Tabanuy nepemapKupoBKM.

{cos-dscp | dscp-cos}

gos map dscp-mutation 3anonHset Tabaunuy nepemapkuposku DSCP. [1na BXxoaalwmx nake-

in_dscp to out_dscp TOB C YKa3aHHbIMM 3HayeHusamun DSCP 3apaeT HOBble 3HauyeHMA

in_dscp: (0..63), DSCP.

no qos map dscp-mutation
[in_dscp]

out_dscp: (0..63)

Mo ymon4yaHuio KapTa us-
MEHEHUI ABNAETCA NYCTON,
TO ecTb 3HayeHuA DSCP gnsa

BCEX BXOAALLMX NAKETOB

OCTaAlOTCA HEM3MEHHbIMMU

- in-dscp — onpepgenset fo 8 3HayeHuit DSCP, 3HaueHuna pasaens-
10TCA 3HaKoM npobena;

- out-dscp — onpepenseT Ao 8 HOBbIX 3HayYeHui DSCP, 3HauyeHuA
pasgenaoTca 3Hakom npobena.

V [eiicTBYeT TONIbKO ANA pexkuma gos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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HELTEX

qos map policed-dscp

dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKMU
ABNAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna scex

BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbBIMM

3anonHset Tabamuy nepemapkuposku DSCP. [insa BXoAALLMX NaKe-
TOB C YyKa3aHHbIMW 3HauyeHuamu DSCP 3apaeT HOBOe 3HayeHue
DSCP.

- dscp_list —onpepenset go 8 3HaueHnin DSCP, 3HaYeHWA pasaens-
1oTCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3HayeHue dscp.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

qos map dscp-queue dscp_list

to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA N0 YMONYAHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME MeXay 3HavyeHnAamu DSCP BxopAa-
LLMX NAaKeTOB M oYepesaMu.

- dscp_list —onpenenset go 8 3HaueHnin DSCP, 3Ha4YeHuA pa3gens-
toTCA 3HaKom npobena.

YcTaHaBAuBaeT 3HaYeHUA N0 YMOAYAHMUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXUM AOBEPUS KOMMYTaTOpa B 6a3oBoM pexnme
QoS (CoS nan DSCP).

- COS — YCTaHaBAMBAET KNacCUPUKaALMIO BXOAALLMX NAKETOB NO 3Ha-
yeHuam CoS. [1na HeTerMpoBaHHbIX MAaKeTOB UCMONb3yeTcA 3Haye-
Hue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaeT KaaccudpuKauMio BXOAALWMX MAKETOB MO
3HayeHmam DSCP.

- cos-dscp — yCTaHaB/AMBAET KAACCUOUKALMIO BXOAALLMUX MAKETOB
no 3HadyeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeToB.

V [DeiicTByeT TONbKO ANA pexxnma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHULO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonAeT NPUMEHUTb TabanLy M3meHeHU dscp K COBOKYMHOCTH
dscp-goBepeHHbIX NopToB. Mcnonb3oBaHWe Tabanubl MU3MEHEHWUI
no3BosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHwus.
V MpumeHutb TabnULy u3MeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXOAALLEero Tpaduka AoBepeHHbIX NOPTOB.

V [OeiicTBYyeT ToNbKO AnA pexxuma qos basic.

OTmeHAeT ncnosab3oBaHue KapTbl N3MEHEeHWU dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonyaHuto KapTa
M3MEHEHUN ABNseTcs
NyCcTOM, TO eCTb 3HaYeHUA
DSCP gna Bcex BXoAaLwmx
NnakeToB OCTalOTCA
HEeNU3MEHHbIMMU

3anonHaeT Tabanuy nepemapkmposku DSCP. [ina BxogAawmx nake-
TOB C YKa3aHHbIMM 3HaveHnamun DSCP 3apaeT HOBble 3HauveHMA
DSCP.

- in-dscp — onpeaenseT go 8 3HayeHn DSCP, 3HayeHua pasgens-
1oTCA 3HaKoM npobena;

- out-dscp — onpepenseT go 8 HOBbIX 3HavyeHn DSCP, 3HaueHuA
pasgenaoTca 3Hakom npobena.

V [JeiicTBYyeT ToNbKO ANA pexxuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058) K6uT/c;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBaET OrpaHUYEeHNe CKOPOCTU ANA BXOAALLero TpaduKa
onA 3agaHHon VLAN.

- vlan_id — Homep VLAN:

- rate — cpegHana ckopocTtb Tpaduka (CIR);

- burst — pasmep caepkuBatoLLero nopora (orpaHMYeHne CKoOpo-
cTn) B 6anTax.

CHUMaEeT orpaHuyeHne CKOPoCTM BXoaaLero TpadumKa.
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HELTEX

KomaHObI pexcuma pedaKkmuposaHUSa CUCKA Kpumepues KaaccugduKkayuu mpagukKa

Bug, 3anpoca KOMaHOHOW CTPOKM pexkMma peaakTUPOBaHWA CMMCKA KpuTepues KnaccuduKaumm

TpadukKa:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabanuya 251 — KomaHabl perkmMma pefakTMpoBaHMA CNMCKa KpuTepumes KnaccnupuKkaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/IOB

[LobasnaeT kputepuit Knaccudmrkaunm Tpaduka. Onpepenset npa-
Buia dunbTpaumm Tpaduka no cnncky ACL ana kKnaccudurkaumu.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

Ypansaet KpuTepuii Knaccudurkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpame2uu Kaaccugukayuu mpaguka

Bug 3anpoca KOMaHAHOM CTPOKU PeXKUMaA PeaKTUPOBaHMA cTpaTerMm Knaccudukaumm TpaduKa:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanuya 252 — KomaHabl perkMma pefakTMpoBaHuaA cTpaTernm KnaccuduKkaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBO/IOB

Onpegenset npaBuio Knaccudumkaumm TpadurKa U BXOANUT B PEXRUM
KOHOUrypaumm npasuia knaccudbukaumm — policy-map class.
-acl_name — onpepenset npasuna o¢uabTpauum Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccuduKaumm onuMoHaNbHbIN NapameTp access-group obasate-
NeH.

[Ona Toro utobbl MCNONbL30BaTb HACTPOMKU CTpaTerum
V policy-map pnsa uHTepdeiica, ucnonb3yite KomaHay

service-policy B pexxume KoHpurypauumn nHtepdeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuno Knaccupukaumm tpaduka class-map us ctpate-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuad Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoHdUrypaLmm npaBuia Knaccuobmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #
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Tabanua 253 — KomaHAabl pexnma KoHGUrypaumm npasuna Knaccudumrkaumm

KomaHoa

3HayeHue/3HavyeHue no
YMOMYAHUIO

Aeiicmeue

trust

no trust

Mo yMOAYaHUIO peXUM
[0Bepus He yCTaHOB/EH

Onpegenser pexum AoBepus K onpegesieHHOMY Tuny Tpaduka
COrNIacHO rN106afbHOMY PEXUMY A0BEPUSA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBAET HOBble 3HaYeHuA ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCKAIOYAIOLWEN C KO-
V MaHZAoI trust gna ogHoM u Toii XKe cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEICOoB.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

hu_port | port-channel group}

no redirect

group: (1..32)

no set Ypanaet HoBble 3Ha4yeHus ana IP-nakeTa.

redirect { tengigabitethernet HanpasnseT nakeTbl, yA0BAETBOPAOWME NPABUAY Kaaccudu-
te_port | te_port: (1..8/0/1..32); Kauun TpaduKa, B yKasaHHbIN NOPT.

hundredgigabitethernet hu_port: (1/0/1..6);

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6aiit

Mo3BoNsET OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTe ¢ NoNOCOI NPONYCKaHUA UCNOJb3YeTCA anropuUTM
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAAETCA
NPUHATUE pelleHuA: nepesaTb NakeT Uan oTbpocuTb. NapameT-
pamu anropuTma ABAATCA CKOPOCTb noctynaenusa (CIR) map-
KEpOoB B «KOP3UHY» U 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpepHee 3HauyeHWe CKOpOCTU Tpa-
dukKa;

- committed_burst_byte — pasmep caeprKMBatoLLErO Nopora B
baiiTax;

- drop — naket 6yaeT oTbpoLeH, Koraa «Kop3uHa» nepenon-
HUTCS;

- policed-dscp-transmit — npu nepenonHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaet nepeonpeneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKopocTH TpaduKa
nepeonpeaeneHHbIMU 3HaYeHnamu DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npesbleHNA NOPOroBOro 3HaYeHUA.

V JeicTBYyeT TONbKO ANA pexxmuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HauYeHua committed-rate wuam

V peak_rate nepeaaTb nakeT ganblue, U3MEHUB B HEM
meTKy dscp, KoTopas HacTpanBaeTca KOMaHAoM oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu sTom npm npe-
BbilleHUM committed_rate u peak_rate moXKHO
HacTpauBaTb pasHble 3HaueHus dscp.

HasHauaeT npaBuny KnaccupuKkauum Tpaduka wabnoH
HaCTpOeK, KOTOpPbI NO3BOIAET OrPaHNYNTL MOJIOCY NPOMYyCKa-
HWA KaHana.

V [OeiicTBYyeT ToNbKO ANA pexkuma qos advanced.

no police YpanseT wabnoH HaCcTPOeK perysMpoBaHusA CKOPOCTU KaHana
13 npasuna Knaccupurkaumm Tpadpuka.
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police pps
committed_rate_pps
committed_burst_packet
[exceed-action {drop | policed-
dscp-transmit

[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) packet;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) packet

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KEepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3UHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B PPS;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUs committed-rate wam
peak_rate nepefaTb NaKeT ganblue, UI3MEeHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAo oS
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npu npe-
BbllleHUM committed_rate u peak_rate MmoXKHO
HacTpanBaTb pa3Hble 3HaueHua dscp.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTH KaHana
13 Npasuia Knaccudukaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccum Ana 3epKanvpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabnnuya 254 — KomaHab! perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnuua 255 — KomaHap! pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio Knaccudurkaumm Tpadumka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxaeHune Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanaet cTpaTtervio KnaccupuKkaunm tpaduKa ¢ nHtepdeliica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YcTaHaBAMBaET OrpaHMYeHne CKOpoCTn A ncxoaaiero Tpaduka
yepes uHTepodeic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe cKopocTu) B baliTax.

CHVMMaeT orpaHU4YeHne CKOPOCTU UCXoasaLLero TpadurKa Yepes UH-
Tepoelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
K6KnT/C;
committed_burst:
(4096..12578880) 6aitT

YcTaHaBAMBaET OrpaHUYeHne CKOPOCTM TpadumKa yepes nHTepdeic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTu) B bauTax.

CHMMAET orpaHMyeHne CKopocTu TpadurKa Yepes nHTepdenc ana

no qos trust

-/BKNIOYEHO

queue_id ncxogALWEen oyepean.
qos trust [cos | dscp | BkntoyaeT 6a30Bbili MexaHM3M (OS ANA UHTepdeiica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT fosepsaeT 060Mm ypoBHAM, ogHaKko DSCP nmeet
npuopwuTteT Hag 802.1p.

BbikntoyaeT 6a30BbI MEXaHU3M OS A/1A UHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..19173960)
6aiT/128 Kbant

YcraHaBauBsaet orpaHu4yeHmne CKopoctn AnAa exoaauiero Tpad)MKa.

CHUMaeT orpaHuYeHne CKOpoCTH BxogsalLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAMBaeT 3HauyeHne CoS no ymonyaHuio ansa nopta (CoS, npum-
MEHAEMbIN AN BCEro HETermpoBaHHOro TpaduKa, NPOXoasllero
yepes MHTepodeic).

YcTaHaBAMBaeT 3HAYeHne Mo YMONYaHUIO.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MprBA3aTb yKa3aHHbIN Npodunb K MHTepdeicy.

Y6paTb NnpuBA3KYy.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 256 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show qos

MokasbliBaeT pexnum QOS, HacTPOeHHbIN Ha ycTpolicTee. B 6a3o-
BOM PEeKMME NMOKa3bIBaeT «AOBEPEHHBIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBonia

MoKa3bIBaeT CNMUCKM KpuTepmes knaccubukauum Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.
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show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MoKasbiBaeT NpaBuaa KnaccuduKaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumsona

MOoKa3biBaeT HACTPOMKN CpeaHeit CKOPOCTU M OrpaHUYeHusa no-
NOCbl NPONYCKaHWA ANA NpaBuAa Knaccudurkaumm Tpaduka.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MokasbiaeT QoS-napameTpbl ANA MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdelicos Ethernet XG1-XG12;

- group — Homep rpynmnbl NOPTOB;

- buffers — HacTpoiiku bydepa ans ouepeaeit MHTepdeiica;

- queueing — anroputm obpaboTku ouepeseit (WRR unm EF), Bec
ana WRR-ouepegeit, knaccbl obcnyKkuaHua ana odepegein u
npuoputet gna EF;

- policers — ckoHdUrypupoBaHHble cTpaTernm Kaaccudukauum
Tpaduka gna nntepdelica;

- shapers — orpaHu1yeHve CKOPOCTU ANA UCXOAALLEro TpaduKa.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MoKa3blBaeT MHPOPMALMIO O 3aMeHe NoJsiei B NaKeTax, MCNoJb-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepeseir;

- dscp-dp — Tabanua cootBetcTBua meTok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabnvua nepemapkuposkm DSCP;

- dscp-mutation — Tabanua nsmenernuns DSCP-to-DSCP.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
tengigabitethernet te_port
hundredgigabitethernet
hu_port

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);

MpocmoTp tail-drop nHpopmaumm No KOHKPETHOMY NOPTY (BCeM
noprtam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop nHdopmaLmMm No KOHKPETHOMY YCTPOCTBY B
cTeke.

[pumepbl 8b1M0AHEHUS KOMAHO

= Bkawountb pexkmm QoS advanced. PacnpezennTb TpaduK no ouvepenam, naketbl ¢ DSCP 12 B
nepsyto ovepeb, naketbl ¢ DSCP 16 Bo BTOpyto. Bocbmas oyepeab — npmoputetHada. Co3aatb cTpa-
Ternto knaccuodukaumm tpadmka no cnmcky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP
12 v 16 v orpaHMYMBaIOLLYIO CKOPOCTb — cpeaHAa ckopocTb 1000 K6ut/c, nopor orpaHuyeHus
200000 6aiT. Ucnonb3oBaTb AaHHYO CTpaTernto Ha uHTepdencax Ethernet 14 n 16.

console#

console# configure
console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced
console (config) # gqos map dscp-queue 12 to I

console (config)# qgos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

(
(
(
(
(
(
(
(
console (config-pmap) # class classl access-group tcp ena
(
(
(
(
(
(
(
(
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console (config-if) # exit

console (config) #

5.29.2 Cmamucmuka QoS

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 257 — KomaHab! perknma rnobanbHom KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CMMBO/10B/BbIK/OYEHO

BkntoyaeT QOS-CTaTUCTMKY MO OrpaHUYEHUI0 NONAOC MPOMyCKa-
HWUA.

OTkntovaeT QOS-CTaTUCTUKY MO OrpaHUYEHMIo MO0C NPOMyCKa-
HUA.

qos statistics interface

no gos statistics interface

-/BbIK/IIOYEHO

BKkntoyaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.

BobikntoyaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdeicax.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 258 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuwo

Aelicmeue

clear qos statistics

OumuiaeT ctaTucTUKy QOS No Bcem UHTepdencam.

clear qos statistics interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

OunwaeT cTaTMcTUKY QOS yKasaHHOro UHTepodelica.

show qos statistics

MoKasbiBaeT cTaTUCTUKY QOS no Bcem MHTepdeiicam.

show qos statistics interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6)

Moka3biBaeT cTaTUCTMKY QOS yKasaHHOro uHTepdeiica.

5.30 KoHdurypauma npoToKON0B MapLUpyTU3aLUn

5.30.1 KoHndpueypayua cmamuyeckoii mapwpymusayuu

CTaTnyeckasa MaplupyTM3auus — BUZ MapLIpyTM3aumu, MpUM KOTOPOM MAapLUPYTbl YKa3blBAlOTCA B
ABHOM BMAE NPU KOHOUTYPALLIMM MapLIpyTU3aTopa. Bca mapLupyTnsauma npy sTom NpomncxoauT bes yyactus
KaKMX-NMB0 NPOTOKON0B MapLUpPyTU3aLMN.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:

console (confiqg) #

Tabnunuya 259 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway
[metric metric] [track track
number]}

no ip route prefix prefix_length
{reject-route | gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
unu /n);
gateway: (A.B.C.D)
metric (1..255)/1;
track_number: (1..64)

Co3paeT cTaTUyecKoe NpPaBuIo MapLlpyTU3aLum.

- prefix — IP-apgpec ceTM HazHauyeHus;

- prefix_length — macka npeduKca HazHayeHuUa UAn eé 4nHa;

- reject-route — 3anpeLwaeT MaplwpPyTU3aLMIO K CETU Ha3HaYeHun
yepes Bce LLO3bI;

- gateway — IP-agpec wao3a gna focCTyna K CeTM HasHayYeHus;

- metric — MeTpuKa ana AaHHOTO MapLIpyTa;

- track_number — Homep track obbeKTa, onpeaenstoLero cocTos-
HWe mapLupyTa (up uam down).

YaanaeT npasuao n3 Tabanubl CTaTUYECKON MapLipyTU3aLmu.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabnunua 260 — KomaHabl pexxkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MokasbiBaeT TabauLy MapLIpyTU3aLMKM, YA0BIETBOPAIOLLYIO 3aJaH-
HbIM KpUTEPUAM.

— connected — NOAKAOYEHHbIN MapLUPYT, TO CTb MapLUPYT, B3ATbIN
C HENoCpeACTBEHHO NMOAKNOYEHHOTO U GYHKLIMOHMPYIOLWLEro UHTep-
deiica;

— static — cTaTMueckunii MapLpyT, NponNucaHHbI B Tabauue mapLupy-
TM3aumm.

[pumep 8binosnHeHUS KOMAHObI

= [lokasaTb TabanLy MapLpyTU3aLmm:

console# show ip route

Codes:

S 10.9.1.0/24
S 10.9.1.0/24
S 172.1.1.1/32

Maximum Parallel Paths: 2
C - connected,
C 10.0.1.0/24 is directly connected, Vlan 1
via 10.0.1.2,
via 10.0.2.2,
via 10.0.3.1,

[5/2]
[5/3]
[5/3]

S - static

(4 after reset)

17:19:18, Vlan 12
Backup Not Active
19:51:18, Vlan 12
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Tabnunua 261 — OnucaHune pesynbTaTa BbINOJHEHUA KOMaHADbI

Mone OnucaHue
MoKa3biBaeT NPOUCXOKAEHME MApPLLPYTA:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKkumii mapLIpyT, MPONMCaHHbIM B Tabanue maplipyTmusaumm).
10.9.1.0/24 Appec cetu.
MepBoe 3HaYeHMe B CKOOKax — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEeHb A0BEPUS MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BblllE, TEM MEHbLUE AOBEPUE K UCTOUYHUKY), BTOPOE YUCAO — MET-
puvKa mapwpyTa.
via 10.0.1.2 OnpegaenseT IP-agpec cneayowero mapluipyTM3aTopa, Yepes KoTopblid NPOXoAMT MapLu-
o pyT 40 ceTu.
00:39:08 OnpeaenseTt Bpema nocnegHero o6HOBAEHMA MmapLupyTa (Y4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 OnpeaenseT nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapLPYT 4O CETH.

KomaHObI pexcuma KoHguaypauyuu VRF

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoHdurypaumm VRF:

console (config-vrf) #

Tabnunua 262 — KomaHapl pexnma KoHourypaumm VRF

KomaHoa

3HayeHue/ 3Have-
Hue 1o ymonya-
Huro

Aelicmeue

ip route prefix {mask | pre-
fix_length} {gateway [met-
ric distance]

Co3faTb CTaTMYECKOE MPaBMIO MapLIPyTU3aLmK.
- prefix — ceTb HazHa4yeHua (Hanpumep, 172.7.0.0);
- mask — macka cetu (B dopmaTte AeCATUYHOW CUCTEMbI UcuUCe-

HUA);
prefix_length: (0..32); | - prefix_length — npedukc macku cetn (konnyecTso eanHuUL, B
distance (1..255)/1 macke);

- gateway — W03 ANA AOCTYNA K CETU Ha3HAYeHus;
- distance — Bec mapLpyTa.

no ip route prefix {mask |
prefix_length} {gateway}

Y4anuTb Npasunao 13 TabanLbl CTaTUYECKOW MapLIpyTU3aLmK.

ip default-gateway {gate-
way}

3agatb ANA KOMMYTaTOpa agpec Wk3a no ymonyaHuto yepes VRF.
—/Wwni03 no ymonya-

no ip default-gateway
{gateway}

HWIO He 3a4aH YAanuTb HazHaYeHHbIN ajpec wn3sa no ymon4yaHuto.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 263 — KomaHabl pexxknuma EXEC

KomaHOoa

3HayeHue/ 3Haye-
Hue no ymonua-
HUo

Aelicmeue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKasaTb TabAnLy MapLpyTU3aLmMK, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUtepusam.

- connected — NOAK/OYEHHbIN MApPLLPYT, TO €CTb MapLpyT, B3ATbIN C
HenocpeacTBEHHO MOAKNHOYEHHOTO U QYHKLMUOHUPYIOLLETO UHTEp-
delica;

- static — cTaTMueckuii mapLwpyT, NPONUCaHHbIM B Tabaunue mapLupy-
TM3aumm;

- vrf — obnacTb BMpPTyanbHOM MapLpyTM3aLMW, B KOTOPOW Haxo-

ANTCA MapLpyT.

5.30.2 Hacmpolika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWI NPOTOKO/, KOTOPbLIM NO3BONSET
MapLpyTM3aTopaM AMHAMMYECKM OOHOBAATL MapLIPYTHYO MHPOPMaLMIO, Noay4vyas ee OT COCeAHWMX
MapLIpPyTM3aTOPOB. ITO O4YEHb NPOCTOM NPOTOKOA, OCHOBAHHbI Ha NPUMEHEHUN ANCTAHUMOHHOIO BEKTOPA
MapLpyTM3aummn. Kak ANCTaHUMOHHO-BEKTOPHbIM npoToKo, RIP nepuoanyeckn nocbinaer ob6HOBAEHUSA
MeXay cocegamu, CTposi, Takmm obpasom, TOMosorvo cetn. B Kaxaom o6HOBNEeHWM nepepaetca
nHpopmauma o AMCTaHUMM OO0 BCEX CETEeM Ha cocegHW maplupytTMsaTop. KommyTtatop nogaeprkusaert
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKU B pexxume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnuua 264 — KomaHabl pexkuma rnobanbHoN KOHPUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymoa4YaHuro
router rip Bxog, B pexxum KoHourypaumm npotokona RIP.
no router rip YaaneHue rnobanbHol KoHdUrypauumn npotokona RIP.
KomaHObI pexcuma KoHguaypayuu npomokoaa RIP
BuAa 3anpoca KOMaHAHOWM CTPOKM:
console (config-rip)#
Tabnnua 265 — KomaHabl pexkmuma KoHourypaumm npotokona RIP
3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymoa4YaHuro
default-metric [metric] YcTaHaB/MBAET 3HaUYeHUEe METPUKM, C KOTOPOoK ByayT aHOHCK-
poBaTbCA MapLIPYTbl, NOJIyYeHHble APYrMMM MPOTOKOAMM
metric: (1..15)/1 mapuwpytusaunun. bes napamertpa yctaHaBAMBaeT 3Ha4YeHMe Mo
YMOYaHMIO.
no default-metric YcTaHaBAMBaeT 3HaYeHMe No YMOIYAHUIO.
network A.B.C.D YcTtaHaenmBaerT IP-agpec nHtepdeiica, KoTopblii byaeT yyacTso-
A.B.C.D: IP-appec BaTb B NpoL,ecce mapLupyTusaumu.
no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHtepdeliica, KOTopbl ByaeT y4acTBOBaTh B
npouecce MapLpyTM3aLmun.
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redistribute {static |
connected } [metric
transparent]

no redistribute {static |
connected} [metric
transparent]

Pa3pewaeT aHOHcMpoBaHWe mappyTtos Yyepes RIP.

- 6e3 napameTpoB — O3HayaeT, yto byaeT MCNonb3oBaTbCA
default-metric npy aHOHCMPOBaHMM MapLLPYTOB;

- metric transparent — o3HauyaeT, YTo 6yAeT MUCMO/b30BaTbCA
METPUKA U3 TabaunLbl MapLLpyTU3aLuu.

3anpewaeT aHOHCMpPOBaHME CTAaTUYECKUX MapLUPYTOB Yepes
RIP.

- metric transparent — 3anpeLaeT UCN0/b30BaTb METPUKY U3
TabAMLBl MapLIpyTU3aL M.

redistribute ospf [metric
metric | match type |
route-map route_map_name]

metric: (1..15,
transparent)/1;
match: (internal,

external-1, external-2);
route_map_name:
(1..32) cumsona

Pa3spewaet aHoHcupoBaHme OSPF-mappyToB yepes RIP.

- type — Npon3BOANTb AaHOHCUPOBAHME TONbKO ANA YKa3aHHbIX
Tunos OSPF-mapwpyToB;

- route-map_name — NPOW3BOAMUTb aHOHCMPOBAHWE MapLUpPY-
TOB nocne ux GunbTpaL MM Yepes ykasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspewaeT aHOHcMpoBaHne BGP-mapwpyTtos yepes RIP.

- metric — 3Ha4YeHMe METPUKM ONA UMNOPTUPYEMbIX MapLL-
pyTOB;

- metric transparent — o3HayaeT, 4To OyZeT MCNoNb30BaTbCA
METPUKA U3 TabAULbl MapLLPYTU3ALUN.

be3 napameTpoB 3anpeLaeTr aHOHCMPOBaHMe mapLpyTos BGP
yepes RIP. B cnyyae yKasaHua napameTpa BO3BpaLLAET ero ae-
donTHoe 3HaueHwe.

redistribute isis [/evel] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewaeT aHoHcupoBaHue IS-IS mapwpyTtos yepes RIP.

- level — ycTaHOBWTb, U3 KaKoro ypoBHA IS-IS 6yayT aHOHCU-
pOBaTbCA MAPLLPYTbI;

- match —nNpon3BoAUTb AHOHCUPOBAHME TO/IbKO A1 YKA3aHHbIX
Tmnos IS-IS mapwpyTos.

be3 napameTpos 3anpeLLaeT aHOHCMPOBaHMeE MmappyTos IS-IS
yepes RIP. B cnyyae ykasaHuAa napameTpa BO3BpallaeT ero
AedonTHoe 3HaueHue.

no passive-interface

shutdown / BbIkntoyatoT npouecc mapLpytusauum no npotokony RIP.
-/BKNtOYEHO
no shutdown Bk/toyaloT npouecc MapLpyTm3aumm no npotokony RIP.
assive-interface OTKNIOUYUTb OBHOBIEHWA MapLUPYTU3aALUK.
/
-/BKNIOYEHO

BKAtoUNTL 0BHOBAEHMA MApLLPYTM3aLmu.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyerca

leHepupoBaTb MapLLPYT MO YMOAYAHUIO.

BoccTtaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnunua 266 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

HAeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKNIOYEHO

BbIKNtOYAOT Npouecc mappytmsaumnm no npotokony RIP Ha aaH-
HOM MHTepdelice.

BkAatoyatoT npouecc mapwpytnsaummn no npotokony RIP Ha gan-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
OTnpaBKa 0O6HOBNEHUM
BKNIOYEHA

BbIKntoYaeT oTnpaBKy 06HOBAEHUI Ha nHTepdeiice.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[ob6asnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymonyaHuio
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY 418 MapLUPyTa N0 YMOYaHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

228

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

ip rip authentication mode BKkntouaeT ayTeHTUOMKaumio B RIP M onpegenset ee Tmn:
Mo ymonyaHuio
{text | md5} o - text — ayTeHTUPUKALMA OTKPbITbIM TEKCTOM;
ayTeHTUdMKaumA
\ 4 - md>5 — ayTeHTUdMKaymm MDS5.
— — OTK/IOYEHA.
no ip rip authentication mode YcTaHaBAMBaET 3HaYEHME NO YMOYAHUIO.
ip rip authentication key-chain Onpegenser Habop K/OYel, KOTOPbIA MOMKET MUCMO/Ib30BaTbCA
key_chain key_chain: (1..32) AnA ayTeHTUdUKaumu.
no ip rip authentication CMMBO/10B YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.
key-chain
ip rip authentication-key OnpegaenseT KoY Ana ayTeHTUGUKALUM OTKPLITbIM TEKCTOM.
clear_text: (1..16)
clear_text -
— — CMMBONOB
no ip rip authentication-key YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHMIO.
ip rip distribute-list access | (1.32) YcTaHaBAMBaEeT cTaHAapTHbIN IP ACL ana dunbTpaymm aHoOHCUpY-
acl_name: (1..
acl_name - €MbIX MapLLpyTOB.
— - CUMBONOB
no ip rip distribute-list YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:
console#

Tabnunua 267 — KomaHabl perkmuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show ip rip [database | MpocmoTp nHPopmaumm o RIP-mapLipyTmsaumu:
statistics | peers] - database — nHdopmaLma o HacTpoiikax RIP;
i - statistics — cTtaTucTUYecKme gaHHble;
- peers — MHGOPMALMA yHaCTHMKA CETH.

[Mpumepbl UCM016308AHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
Tndumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NnpoTOKON AMHAaMMUYECKOM MapLIpyTM3aLUMmM, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCNENKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin ana HaxoKaeHus
KpaTyarwero nytm anroputm [eikctpbl. Mpotokon OSPF npepacrasnseT coboit NpoTOKO/A BHYTPEHHErO
wto3a (IGP). MpoTtokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O AOCTYMHbIX MapLIPYTaxX MeXKAY MapLLpyTu-
3aTOpamMu OAHON aBTOHOMHOM CUCTEMBI.

YcTpoiicTBO NnoaaepKMBaeT 0A4HOBPEMEHHYIO PabOTy HECKOIbKMX HE3aBUCMMbIX SK3EeMMAAPOB Npo-
ueccos OSPF. HacTpoiika napameTtpoB 3ksemnasipa OSPF nponsBoguTca NyTemM yKasaHuUa naeHTuduKkatopa
aksemnnspa (process_id).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 268 — KomaHab! perknma riobanbHOM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

[process_id]

router ospf [process_id] process_id: BKAtoyaeT maplupyTusaymio no npotokony OSPF.

[vrf vrf_name] (1..65535)/1 3agaeT MaeHTUPUKaTop npouecca.

no router ospf [process_id] vrf_name: (1..32) BbIK/Il0YaeT MapLpyTM3aumio no npotokony OSPF.

[vrf vrf_name] cumBona

ipv6 router ospf [process_id] BKkntouaeT maplipyTtusaumio no npotokony OSPFv3.
process_id: 3apaeT naeHTMdMKaTOp Npouiecca.

no ipv6 router ospf (1..65535)/1 BbIK/lOYaET MapLUpyTU3aLMio No NpoTokoay OSPFv3.

ipv6 distance ospf {inter-as |
intra-as} distance

distance: (1..255)

no ipv6 distance ospf

3apaeT agMUHUCTPATUBHYIO AUCTaHUMIO anAa mapwpyTtos OSPF,
OSPFv3.

- inter-as — gn1A BHELWWHNX aBTOHOMHbIX CUCTEM;

- intra-as — BHyTPY aBTOHOMHOW CUCTEMbI.

{inter-as | intra-as}

Bo3BpalaeT 3Ha4YeHMA NO YMOIYAHUIO.

KomaHObI pexcuma npouyecca OSPF

BunA 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHurypaumm npouecca OSPF:

console (router ospf process)#
console (ipvé router ospf process)#

Tabnunua 269 — KomaHabl pexkmma KoHourypaumm npouecca OSPF

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHda

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]
metric: (1..65535);
name: (1..255)
CUMBOJI0B

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

PaspeluaeT aHOHCHpoOBaHMe connected mapLipyTos:

- metric — 3HaYeHNEe METPUKM 4N MMMNOPTUPYEMbIX MapLLPYTOB;
- name — NMA NOAUTUKM MMMNOPTA, NO3BOAAIOWEN GUALTPOBATL U
BHOCWUTb U3MEHEHUA B UMMNOPTMPYEMbIE MAPLLPYTbI;

- acl_name — vims ctaHgapTHoro IP ACL, KoTopblit byaeT uc-
Monb30BaH A GUAbTPALUN UMMOPTUPYEMbIX MapPLUPYTOB;

- subnets — No3BoAAET MMNOPTMPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.

redistribute static [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..255)
CUMBO/I0B

no redistribute static [metric
metric ] [route-map name]
[filter-list acl_name] [subnets]

MmnopT ctatuyeckmnx mapwpyTtos B OSPF.

- metric — yCTaHaBANBAET 3HAYEHNEe METPUKMU ANA UMmnopTupye-
MbIX MapLIPyTOB;

- name — NpPUMeHAET NOJMTUKY MMMOPTA, NO3BONAIOLWYIO PpUb-
TPOBaTb M BHOCUTb U3MEHEHMA B UMNOPTUPYEMbIE MapLUPYTbI;

- acl_name — nma crangaptHoro IP ACL, KoTopbiit 6yaet uc-
NoNb30BaH 418 GPUALTPALUN UMMOPTUPYEMBIX MAPLLPYTOB;

- subnets — N03B0NIAET MMNOPTMPOBATL NOACETH.

3anpeLaeT yKasaHHyo GpyHKLMIO.

230

Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




HELTEX

redistribute ospf id [nssa-only]
[metric metric] [metric-type
{type-1 | type-2}] [route-map
name] [match {internal |
external-1 | external-2}]
[subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona.

MmnopT mapwpyTtos 13 npouecca OSPF B npouecc OSPF:
-nssa-only — yctaHaBnMBaeT 3HayeHWe nssa-only ana Bcex
MMMNOPTUPYEMbIX MapLLPYTOB;

- metric-type type-1 — mumnoptupyer c nomeTtkoh Kak OSPF
external 1;

- metric-type type-2 — umnopTupyetr c nomeTkoh Kak OSPF
external 2;

- match internal — umnopTnpyeT mapLipyTbl B npeaenax area;

- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
- match external-2 — uvmnoptupyer mapuwpyTtbl TMna OSPF
external 2;

- subnets — nosBonseT UMNOPTUPOBATL NOACETY;

-name — MPUMEHAET YKa3aHHY MOJUTUKY MMMOPTa, NO3BO-
naowyo GUALTPOBATL U BHOCUTL M3MEHEHMUS B UMNOPTUPYEMbIE
MapLUpyTbI;

- metric — yCTaHaBAMBAET 3HAYEHME METPUKMU A1 UMNOPTUPYe-
MbIX MapLpyTOB.

3anpeLaeT yKasaHHY GYHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..255) cumBona

MmnopT mapwpyTtos 13 RIP B OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLPYTOB;
- name — UMA NOAUTUKN MMMNOPTA, No3BoAAOWelN GUNbTPOBATL U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit ByaeT uc-
NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeLuaeT yKasaHHY0 GYHKUMIO.

redistribute isis [/eve/] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBUTbL M3 KaKoro ypoBHa IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUpyThl;

- match — Npon3BOAUTb aHOHCUMPOBAHWE TONBKO ANA YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHWE METPUKM ANA UMNOPTUPYEMbBIX MapPLLPYTOB;
- acl_name — uma ctaHgapTHoro IP ACL, KoTopbiii byaeT ncnonb-
30BaH 414 GUNbTPALUN UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — no3sonAeT UMNOPTUPOBATL NOACETY.

be3 napameTpos 3anpeLaet UMNopT mappyTtos 13 IS-IS 8 OSPF.
B cnyyae ykasaHMA napameTpa BO3BpalLaeT ero 3HavyeHue no
YMOYaHMIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

Mmnopt mapwpyTtos 13 BGP B OSPF.

- metric — 3Ha4YeHne MeTPUKM A1 UMMOPTUPYEMbIX MAPLLIPYTOB;
- name — UMA NONNTUKM MMMOPTA, NO3BONAIOLEN GUNLTPOBATDL U
BHOCWTb M3MEHEHUA B UMNOPTUPYEMbIE MAPLLPYTbI;

name: (1..255) - acl_name — uma ctaHgapTHoro IP ACL, KoTopbliii byaeTt ucnonb-
cMMBOAa; 30BaH 414 GUAbTPALUN MMMOPTMPYEMbIX MapLLIPYTOB;
acl_name: (1..32)
- - subnets — no3BosAeT UMNOPTMPOBATL NOACETH.
no redistribute bgp [metric cnmeona be3 napameTpos 3anpeLaet UMNopT mapwpyTtos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA napameTpa BO3BpalLaeT ero 3HayeHue no
[filter-list acl_name] [subnets] YMOYaHMIO.
router-id A.B.C.D A.B.C.D: YcTaHaBAMBaeT AEHTUOUKATOP MAPLLIPYTM3ATOPa, KOTOPbIN YHK-
naeHTMduKaTop KanbHO naeHTUdMLMpPYeT MapLLPYTU3aTop B Npeaenax ogHoOWM as-

no router-id A.B.C.D

MaplupyTU3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMBI.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounNTb (OTKNHOUUTL) 3K3emnaap OSPF Ha IP-uHTepdelice (ans
IPv4).

Ypanset IP-agpec nHtepdelica.

default-metric metric

metric: (1..65535)

YcraHaBaunsaet meTpuky OSPF-mapLipyTa.
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no default-metric

OTKAtoYEHNE DYHKLMM.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTudumkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT 4a yKasaHHOW 30Hbl TMn stub. 3oHa — coBoKyn-
HOCTb CeTell M MapLIpyTU3aTOPOB, MMEIWMX OAUH U TOT e
naeHTudumKaTop.

- no-summary — He oTNPaBAATb MHGOPMALMIO O CYMMMPOBAHHDBIX
BHELUHWUX MapLIpyTax.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
interval: uenoe
NONOXKUTENIBHOE YNCO

YcTaHaBAMBaET ANA yKa3aHHOM 30HbI TUn NSSA.

- no-summary — He NPUHUMATb MHPOPMALMNIO O CYMMUPOBAHHbBIX
BHELWHUX MmapLupyTax BHYTpb NSSA-30HbI;

- interval — onpepenset NPOMEXKYTOK BpeMeHM (B cek), B Te4eHne
KOTOPOro TpaHCAATOpP 6yAeT BbINOAHATL CBOM (YHKUMKU nocne
TOrO, Kak 0BHAPYXKUT, YTO TPAHCNATOPOM CTas APYron rpaHUYHbIN
MapLupyTusaTop;

- translator-role — onpegenseT, Kakum 06pa3om Ha MmapLIpyTU3a-
Tope byaeT QYyHKLUMOHUPOBATb PEXUM TPaHCAATOPA (TpaHCaAALMn
Type-7 LSA B Type-5 LSA);

- always — B NpMHyANUTENIbHOM NOCTOAHHOM PeXUME;

- candidate — B pe)kMme yyacTus B Bbibopax TpaHcAATopa.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudukaTop
MaplupyTU3aTopa B
dopmare IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3gaHune BUPTYanbHOro COeAMHEHUA MeXKAY OCHOBHOM U apy-
TMMW yAaneHHbIMU 061acTAMM, KOTOPble UMEIT MEXAY HUMMU
obnactu.

- hello-interval — ykasatb hello-uHTepBsan;

- retransmit-interval — ykasaTb uHTepBan meay NOBTOPHbIMM Me-
pegavamu;

- transmit-delay — yka3aTtb Bpemsa 3a4epiKKu;

- dead-interval — ykasaTtb dead-uHTepBan;

- null — 6e3 ayTeHTUdMKauum;

- message-digest — ayTeHTUOMKaLMA ¢ WMdPOBaAHUEM;

- word — naponb Ans ayTeHTUdUKaLmu.

no area A.B.C.D default-cost

MaplupyTusaTopa B
dopmare IPv4-agpeca;

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Ypanaet BupTyasbHOe coeauHeHMe.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaBAMBaeT 3HayeHMe CTOMMOCTU CYMMAPHOro MapLipyTa,
naeHTuduKkaTop mcnonbsyemoro ans stub- u NSSA-3oH (ans IPv4).

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

no area A.B.C.D authentication
[message-digest]

MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
-/BbIK/IOYEHO

cost: uenoe
NONOKUTENBHOE YNCNO
area A.B.C.D authentication A.B.C.D: BKntouaeT ayTeHTMdMKauMO 4nA Bcex WHTepdeincoB [aHHOM
[message-digest] naeHTUPMKaTop 30HbI (gnA IPv4):

- message-digest — ¢ wupposaHnem MD5.

OTKNtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTuduKaTop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
network_address:

Co34aeT CyMMapHbIii MapLIpPyT Ha rpaHuLe 30HbI (ansa IPv4).
- advertise — aHOHCMPOBaTb CO34aHHbIN MapLLPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapLUPYT.

YpansaeT cyMMapHbIi MapLupyT.

no area A.B.C.D filter-list prefix
prefix_list in

MaplupyTusaTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBanBaeT GUAbTP HA MApLIPYTbl, aHOHCUPYyEMble B YKa3aH-
prefix_list in naeHTuduKaTop HY0 30HY U3 ApYyruX 30H (ans IPv4).

YpanseT GUAbTP Ha MapLIpPyTbl, aHOHCUMPYEMbIE B YKa3aHHYIO
30HY U3 ApYrux 30H (gna IPv4).

cMmBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLIpyTbl, aHOHCUPYEMble U3 YKa-
prefix_list out naeHtTnduKatop 3aHHOW 30HbI B Apyrue 30Hbl (gna IPv4).
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Ypanser GuAbTP Ha MapLIpyTbl, aHOHCMPYEMblE M3 YKa3aHHOW
30HbI B Apyrue 30Hbl (g0 IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkAntovaeT npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTUduKaTop Bkntouaet npouecc OSPF ana 30HbI.

MaplupyTusaTopa B
dopmarte IPv4-agpeca;
-/BKIOYEHO

shutdown OtkntoyaeT npouecc OSPF.

-/BKIOYEHO

no shutdown BkntouaeT npouecc OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica IP

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-ip) #

Tabnunuya 270 — KomaHabl pexknuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

ip ospf shutdown

BbikntoyaeT mapwpyTtusaumto no npotokony OSPF Ha uHTep-
deiice.

- -/BKNIOYEHO
no ip ospf shutdown BKkntoyaeT mapuwpytusaumio no npotokony OSPF Ha wHTep-
deiice.
ip ospf network {broadcast | BbibpaTtb TMN ceTun:
point-to-point} - broadcast — wupoKoBewaTenbHas ceTb C MHOXECTBEHHbIM
-/broadcast A0CTYNOM;

no ip ospf network

- point-to-point — ceTb «TO4YKa-TOUKa».

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/IIOYEHO

BkntoyaeT ayTeHTUOUKaumMIo B OSPF ¢ ucnonb3oBaHnem 3afaH-
HOro napons B HewndpoBaHHOM BUAE.

- message-digest — BK/toyaeT ayTeHTUdMKaumto B OSPF ¢ umc-
nosib30BaHMEM 3aZaHHOro Habopa Katoyel u anroputma MD5.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
noe/naposb He 3a4aH

HasHavaeTt naposnb ana ayTeHTUdUKaummn cocesen, AOCTYMHbIX
yepes Tekywnin nHtepdeiic. Maponb 3agaeTca B HelWNppPOBaH-
HOM BUAE.

Maponb, yKasaHHbIN Takum obpasom, byaeT BHegpeH B 3arono-
BOK Ka)K[oro yxoZsllero B 3Ty ceTb naketa OSPF B KayecTse
KNtoYa ayTeHTUDUKALMK.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aitT/naposb He 3aaaH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes Tekyw it MHTepdeic. Naponb 3agaertca B WNdGpPoBaHHOM
BMae.

Maposb, yKazaHHbIN Taknm obpasom, byaeT BHEAPEH B 3aro/0-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
KNto4Ya ayTeHTUdUKaLMK.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
B0O/10B/HE 334aHO

3agaeT uma Habopa Katoyer, KoTopbili ByaeT Mcnoab3oBaTbeA
npv ayTeHTUdmnKaummn.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ip ospf authentication null

-/He ucnonb3yercs

OTKNIOYAET UCMO/b30BaHME ayTEHTUDMKALMN HA TEKYLLEM UH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAVMBAET METPUKY COCTOAHUA KaHana, KoTopas ABAAeTCcA
YCNOBHbIM NoOKasaTesiem "CToMMOCTH" NepecbiNKK AaHHbIX Mo
KaHany.

YcTaHaBAnBaeT 3HaYeHUe o YMOIYAHUIO.
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ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535) ce-
KYHA;
minimal — 1 ceK

YcTaHaBAMBaET UHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEeHUMU
KOTOpPOro coces, byaeT cYUTaTbCs HEAKTUBHbLIM. ITOT MHTEepBan
OOJIKEH BbbITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/IMBaET UHTEPBasl BpEMEHU B CEKYHAaX, MO UCTeYEeHUN
KOTOpPOro MapLipyTM3aTop oTnpasaser cnegytowuii hello-na-

CeRYHA, KeT ¢ uHTepdelica.
no ip ospf hello-interval YcTaHaBAMBaET 3Ha4YeHMe No YMOAYAHWIO.
ip ospf mtu-ignore bled OTkAtoveHne nposepkn MTU.
no ip ospf mtu-ignore /enable YcTaHaBAMBaeT 3HaYeHMe No YMOIYAHUIO.
ip ospf passive-interface 3anpewaeT IP-uHTepdeicy obmeHMBaTbCA NPOTOKOAbHbIMU CO-
06LWEeHNAMM C coceaaMmM Yepes YKa3aHHbIN GU3NUECKUiA MHTep-
-/disabled deiic.

no ip ospf passive-interface

Paspewaet IP-uHTepdelicy 0bmeHMBaTbCA NPOTOKONbHbIMW CO-
obLeHnAMM ¢ cocegamu.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT NPUOPUTET MApLUPYTM3aTopa, KOTOPbIN MC-
nonb3yetca ana sbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpetica Ethernet, VLAN:

Bupg 3anpoca KOMaHAHOM CTPOKU:
console (config-if) #

Tabanuya 271 — KomaHab! perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbikntoyaeT mapuwpyTtmsaumio no npotokony OSPFv3 Ha uHTep-
deiice.

BkatovaeT maplpytusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca

BkntounTb (oTKAtoUMTL) OSPF npouecc 4na onpeaeneHHOMN 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPMKY COCTOSHUA KaHana, KoTopas ABaseTca
YC/IOBHbIM NOKa3zaTtesiemM "cToMmocTu" nepecbiNiKM AaHHbIX MO Ka-
Hany.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHaBAMBAET MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUU
KOToporo coces 6yAeT cyMTaTbCA HEAKTUBHbIM. ITOT UHTepBan
AOMKeH BbITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBANA BPEMEHM B CEKyHAaX, MO UCTeYeHWUu
KOTOPOro MapLipyTu3aTop OTnpasaseT cneayrowmin hello-naker c

CEKYH[, uHTepdeiica.
no ipv6 ospf hello-interval YcTaHaB/MBAET 3HAYEHUE MO YMOYAHMIO.
ipv6 ospf mtu-ignore . OTKAtoveHne nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAMBaeT 3HaYeHWe Mo YMOAYAHUIO.

ipv6 ospf neighbor 3apaeT IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor i Yaanset IPv6 agpec cocega.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTU3aTOpPa, KOTOPbIA UCNO/b-

no ipv6 ospf priority

priority: (0..255)/1

3yeTca gna Bblbopa DR v BDR.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaB/MBaeT MHTEPBAA BPEMEHM B CEKYHAAX, MO UCTEeYEeHUU
KOTOPOro MapLUpyTM3aToOp NMOBTOPHO OTMPABMT NaKeT, Ha KOTO-
pbIVi He NONYYMAN NOATBEPMKAEHUA O nonyyeHun (Hanpumep, Da-
tabase Description naket uau Link State Request nakeTbl).

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKYHA,

YcTaHaB/MBaeT NpUMMepPHOe Bpema B CEKyHAaX, Heobxogumoe
ONA Nepefayvm naketa COCTOAHMUA KaHana.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 272 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTobparkaeT KoHdUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTobparkaeT MHbopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefa
vrf_name: (1..32)
cumBona

OTobparkaeT nHoopmauum o6 OSPF-cocege € yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTobparkaeT KoHbUrypauum scex OSPF-unHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{tengigabitethernet te_port |
HundredGigabitEthernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_namel]
[brief]}

process_id: (1..65535);
te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cumBona

OTobparkaeT KoHOUrypauum KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Otobparkaet coctonaHue 6a3bl AaHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cMmBonia

OTobpakaeT napameTpbl U TeKyllee COCTOAHWE BUPTyasbHbIX
JIMHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cMmBona

Pa3prBaeT coceacTtBa U yganAaeT COOTBETCTBYHOLWME MapLIpPYThbl.

[Tpumepbl UCNoAb308AHUS KOMAHO

e T[okasaTb OSPF-cocenei ans onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl
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e [lepesanyctutb OSPF-coceaen ana onpegenerHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.30.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoToOKOA rpaHWUYHOro Wt03a) SABAAETCA NPOTOKO/IOM MapLlpy-
TM3aUUKM MeXay aBTOHOMHbIMKU cuctemamm (AS). OcHoBHOM dyHKUMe BGP-cucTembl aBnsetca obmeH
nHbopmaumen o AOCTYNMHOCTU ceTel ¢ Apyrmmn cuctemamm BGP. UHpopmauma o fOCTYNHOCTU ceTen
BK/IIOYAET CMMCOK aBTOHOMHbIX cuctem (AS), Yepes KoTopble NPoXoamT 3Ta MHbopMaLms.

BGP ABnsAeTcA NpPOTOKO/IOM MPUKAAAHOIO YPOBHA U GYHKLMOHUPYET MOBEPX MPOTOKOJA TPaHC-
noptHoro yposHsa TCP (nopT 179). Nocne ycTaHOBKM coeguHeHUa nepeaaétcs nHpopmauma ob6o Bcex
MapLLpyTax, NpeaHa3Ha4YeHHbIX ANA SKCNopTa. B ganbHelwem nepenaérca Tobko nHpopmauma 06 us-

MEeHEeHNAX B Ta6m/|u,ax MapuwpytTmnsaunn.

Y

KomaHObI pexcuma 2a06ana6HolU KOHgpuU2ypayuu

NoppepxKa npoTtoKkona BGP npeaocTaBnserca No AMLEH3UU.

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHOM KoHduUrypaumm:

console (config) #

Tabnnua 273 — KomaHab! perknma rnobanbHo KoHPUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

router bgp [as_plain_id |
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot_id]

BKkatoyaeT mapLupyt1saumio no npotokony BGP.

3apaet naeHTMouKaTop AS 1 NnepexoamT B pexKum eé KoHobury-
pUpoBaHuA.

- as_plain_id —naeHTMdUKATOP aBTOHOMHOW CUCTEMbI, UCMONb-
3yemMblii MapLlUpyTU3aTOPOM NPU YCTAaHOBJIEHUM COCEACTBA U
obmeHe mapLupyTHON MHbOpMaLmet;

- as_dot_id — naeHTMdnKaTop aBTOHOMHOIN cucTeMbl B 32-6UT-
Hom dpopmare.

OcTtaHaBnuBaeT BGP-maplpyTmsaTop, yaanseT BCO KOHOUry-
paumto npotokosa BGP.

KomaHObI pexcuma KoHgu2ypayuu AS

Bug, 3anpoca KOMaHAHOWM CTPOKM B pexkmMme KoHdurypauum AS:

console (router-bgp) #

Tabnunua 274 — KomaHabl pexkMma KoHourypaumm AS

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aeilicmeue

bgp router-id ip_add
no bgp router-id

3asatb naeHTMOUKaTop BGP-mapLupyTmsaTopa.

Ypanutb naeHtnoukatop BGP-mapwpytusatopa.

bgp asnotation dot

3apeicTByeT cuctemy obo3HayeHue HomepoB AS B dpopmate

no bgp client-to-client re-
flection

-/asplain asdot.
no bgp asnotation YcTaHaBNMBAET 3HAYEHWE MO YMONYAHUIO.
bgp client-to-client reflec- BK/lOYaeT nepecbinKky mMaplpyTos, nosyyeHHbix ot reflector-
tion KNneHTa, gpyrmum reflector-knnextam.
-/BKNOYEHO

BbIKNtOYaET NepecbUIKy MapLIpyToB, NoayyeHHbIx oT reflector-
KNneHTa, gpyrum reflector-knnextam.
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HELTEX

bgp cluser-id ip_add

3apaéT naeHtTndUKaTop KNactepa BGP-maplupyTtusaTopa.
B cnyyae, ecnm wupaeHTUUKATOp KAaacTepa He
V HacTpoeH, B KauyecTBe uaeHTUdUKaTopa 6yaer wuc-
nonb3oBaTbcA rnob6anbHblit ngeHTupukatop BGP-
MmapLpyTusaTopa.

no bgp cluser-id

YpanuTe naeHTuduUKaTop Knactepa BGP-mapwpyTtmsaTtopa.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKAOYaeT NpoTokon BGP, He yaanasa ero
KoHbUrypauuio.
JT0 AeiicTBUE BIEYET 3a c060I4 pa3pbiB BCEX CECCUM C
BGP-cocegammu n oUUCTKY Tabauubl MapLipyTUsaumum
npoTokona BGP.

BKkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb IP-agpec ana BGP-cocepa wnv nepentn B pexum
KOHOrypMpoBaHUsA CyLLECTBYHOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocena ¢ ykasaHHbiMm |Pv4
nnu IPve-agpecom.

peer-group name

name: (0..32) cum-

Cospgaet Peer-rpynny.
- name — vmA rpynnbl.

Bo/a

no peer-group name Yaanset co3gaHHyto Peer-rpynny.

address-family ipv4 {unicast YkasbisaeT Tmn IPv4 Address Family u nepesoaut KommyTtatop

| multicast} Junicast B PEXUM KOHPUrypaumm cooTsetcTBytoleli Address Family.
-/uni

no address-family ipv4
{unicast | multicast}

BbIk/toyaeT cooTBeTcTBYOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasbiBaeT Tun 12vpn Address Family n nepeBoaut KommyTtaTtop
B PEXMM KOHPUrypaumm cootsetcTeytowent address-family.

BoikntoyaeT cooTBeTcTBYOWYO address-family.

KomaHObI pexcuma KoHguaypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKU B pexxume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnuua 275 — KomaHabl pexknma koHourypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaeT noaceTb, KOTOpasa aHOHcMpyeTca BGP-cocepgam.

- ip-add — appec noacetu;

- mask — macka noacetu.
Ecnu macka He yKasaHa, N0 YMO/IYaHUIO OHa 3aja-
eTCA K/1aCCOBbIM METOA0M ajapecaLuu.
mask — macka IP-nogcetu unu gnvHa npeduKca.

Yaanaer aHOHC AaHHOW NoaceTu.
- ip-add — appec noacetu;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

Pa3pelaeT aHOHCUpOBaHMe connected-mapLupyTos.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe ByaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLUPYTaMm;

- hame — Ha3BaHwue access-list, KOTOpbI ByaeT NpUMeHeH K
mapLupyTam.

3anpeLyaeT aHOHCUpPOBaHUe connected-mapLLpyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

UmnopTtupyet mapwpyTtbl RIP 8 BGP.

- metric — 3Ha4yeHue atpnbyta MED, KoTopoe byaeT npucBo-
€HO UMNOPTUPOBAHHBIM MApPLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblil ByaeT NpUMeHeH K
MapLipyTam.

3anpelaeT MMNOPT MapLLpPYyTOB U3 NnpoTokona RIP.
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HELTEX

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMPOBaHME CTaTUYECKMX MAPLUPYTOB.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLIPYTam;

- name — Ha3BaHue access-list, KOTopbI ByAeT NpUMeEHEH K
mapLupyTam.

3anpeLyaeT aHOHCUMPOBAHMWE CTAaTUYECKMX MApPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

UmnopTtupyet mapwpytbl OSPF 8 BGP.

- id —naeHTnduKaTop npouecca OSPF;

- metric — 3Ha4yeHue aTpubyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLUPYyTaMm;

- type — Tin OSPF-mapLpyToB, aHOHCKMpyemMbix B BGP;

- name — Ha3BaHue access-list, KOoTopbIl ByaeT NpUMeEHEH K
mapLupyTam;

- mtype — TMn meTpuku Ex1 nam Ex2.

3anpeLaeT MMNOPT MapLLpPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
cMmBoOAa

MmnopTtupyet mapwpytbl u3 I1S-IS 8 BGP.

- level — yctaHOBWTb U3 Kakoro ypoBHA IS-IS 6yayT aHoHcHpo-
BaTbCA MapLUPYThl;

- match — npoun3BoAUTb aHOHCMPOBaAHWE TONbKO ANA YKa3aH-
HbIX TMNOB IS-IS mapwpyToB;

- metric — 3HaYeHNe MeTPUKMN ANA UMMNOPTUPYEMbIX MapPLLPY-
TOB;

- acl_name — nmsa ctaHgapTHoro IP ACL, KoTopsbili byaeTt uc-
NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB.

3anpeLaeT MMNOPT MAPLLPYTOB M3 NpPOTOKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 276 — KomaHabl pexkuma KoHourypaumm BGP-cocena

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); percent:
(0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BK/ItOYaEeT OrpaHUYEHMe KOIMYECTBA NPUHUMAEMBIX MapLLpPY-
TOB OT BGP-cocepa.

- value — MaKcMManbHoe KOIMYECTBO NPUHUMAEMbIX MapLL-
pyTOB;

- percent — NPOLLEHT OT MaKCMMaJ/IbHOTO KOIMYECTBA MapLLpy-
TOB, MO AOCTUMKEHMUM KOTOPOro OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOM NPOMEKYTOK (B CeKyHAax), Mo ucreve-
HWMIO KOTOPOTrO NMPOUCXOAUT NEPeNnoAK/OYeHMe, eC/In ceccunn
6blna pasopBaHa M3-3a NPeBbIEHWUA KONMYeCcTBa MapLupy-
TOB;

- type — Ha3HayaeT AelicTBMe, BbINOJHAEMOE NPU AOCTUXKE-
HWMM MaKCMMa/IbHOTO 3HaYeHUA (paspbls ceccuu <restart> uan
oTnpaBKa npeaynpexaeHusa <warning-only>).

BbIkntoyaeT orpaHMYeHue KoNYecTsa NPUHMMaEMbIX MapL-
pyTtoB oT BGP-cocepa.
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A ELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeayowmnm ae-aHOHCMPOBaHUEM.

V —  Advertisement-interval gonxeH 6biTb 60nbLUIE
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCU-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTtnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyl0 BE/IMYMHY 3a[ePXKKN aHOHCUPOBaA-
HUSA;

—  TouHocTb paboTbl TaimepoBs advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3Ha4YeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHMA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX HAa YCTPOWMCTBE, AUCKPETU3IUpYloTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HauyeHus 6ypeT NPpUBOAUTL K yBesuuve-
HU1IO YaCTOTbl AUCKPETU3aLUKN TalimepoB U, co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
obLeHnI A 0AHOrO M TOTO Ke MapLlupyTa, UCNosb3yeTca ANA
QHOHCA NIOKaNbHbIX (MApLWpPYTbl U3 oKanbHOU AS) mapLipy-

CEeKyH
YHA TOB €BGP cocepam.
no as-origination-interval YcTaHaBAMBaeT 3HAYEHNE MO YMOIHAHUIO.
connect-retry-interval ds: (1 3a436T BpEMEHHOWN UHTEPBAs, NO UCTEYEHUIO KOTOPOTro BO3-
seconds: (1-

seconds

no connect-retry-interval

65535)/120 cekyHp,

obHoBANAETCA NONbITKA co3patb BGP-ceccuto ¢ cocepom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

next-hop-self

no next-hop-self

-/BbIK/IIOYEHO

BKntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
ceay He HaszHavyeH Homep AS.

3710 AeicTBUE BNEYET paspbiB CECCUM C COCEA0M U
V OYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

YaanuTb naeHTUdMKaTop coceaHein aBTOHOMHOM CUCTEMDbI.
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HELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8aéT BpemeHHble MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHu He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHme ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue HynA.
holdtime ponkeH 6biTb 6o0nblie waAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HacCTpoeH Ha cocegHem MapLipyTU3aTope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHuA cocesa B COCTOA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBaA BCe MOMbITKM NepeyCcTaHOBUTb CoeAMHEHNE
C coceaom byayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3a4aéT BpPEeMEHHOW MWHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLLaeT MPUHATbIE OT HEro MapLUPYTbl, HEe YAANAA €ro KOH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source [Tengiga-
bitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHtepdeliic, KOTopblit ByaeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro Npyu CoeaAnHEHUN C COCEA0M.

OTMeHSIET PYYHYIO HaCTpPOMKY WcxopAwero uHTepdelica,
BKNIOYAET aBTOMATUYECKMI BbI6Op MHTEpdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbICTaBAAETCA €CNM UCNOAb3YyeTCA
mesh-tononorua. Mpu Noay4eHUn oT Takoro KaveHta BGP-
MapLUPYTOB OHU He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
BGP-mapwpyTtusatop asnsetca route-reflector'om,
V ecnn xota 6bl oanH ero cocen CKOHGUrypuposaH
Kak route-reflector knnenr.
[Ona npumeHeHUA AaHHOW KOomaHAbl Heobxoaum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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HELTEX

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKNOUYUTD MEXAHU3M COXPaHEHWUA MapLUPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIlt ByAeT NpUMeHeH K
AQHOHCMPYEMbIM AN MPUHUMAEMbIM MapLUPYTaMm.

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — vmsa Peer-rpynnbl, KoTopas 6ygeT npMMeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60n1ee BbICOKMUIt
V NPUOPUTET, Yem HACTPOMKM Ha caMoMm cocege.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKkasbiBaeT Tun IPv4 address family n nepesoant kommyTtatop
B peXum KoHourypauum cootseTcTBytowen address family
ona atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKa3sbisaeT Tmn 12vpn address family n nepesoamt Kommyta-
TOp B peXum KoHdurypauum cootseTcTByloler Address
Family ana atoro BGP-coceaa.

BbikntoyaeTt cootBeTcTByHOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/OYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepge.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHdurypaumnm Address Family BGP-coceza:

console (router-bgp-nbr-af) #

Tabnunua 277 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BkntoyaeT orpaHuyeHme Komyectsa NPUHMMaEMbIX MapLLpY-
TOB OT BGP-cocepa.

- value — MaKkcMManbHoe KOIMYeCTBO NPUHUMAEMbIX MapLL-
pyToB;

- percent — NPOLLEHT OT MAaKCMMAIbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTU}KEHUM KOTOPOTO OTNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMEeHHOM NPOMEKYTOK (B CEKYHAAX), MO UCTeve-
HWIO KOTOPOro MPOMUCXOAMNT NepenoaKatoHeHne, ecan ceccua
6blna pasopBaHa M3-3a NPEBbIWEHUA KOAMYECTBA MapLupy-
TOB;

- type — Ha3HayaeT AelicTBME, BbIMOJHAEMOE NPU AOCTUXKE-
HWMW MaKCMMasIbHOTO 3HaYeHUA (pa3pblB ceccuum <restart>uan
oTnpaBKa npeaynpexaeHus <warning-only>).

BbIkntoyaeT orpaHMyeHne KoanYecTsa NPUHMMaEMbIX MapLu-
pyToB oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-
65535)/30 cekyHa,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobLeHnit 04HOTO U TOTO Ke MapLUpyTa;

- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

v

Advertisement-interval gonxkeH 6biTb 60nbLIE
unu paseH withdraw-interval;

MapLpyTbl, KOTOpble A0/XHbl 6bITb AHOHCK-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMeHHOW MHTepBan Takum obpasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyI0 Be/IMYMHY 33ePXKKN aHOHCUPOBaA-
HUSA;

TouHocTb paboTbl Talimepos advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TAMMepPOB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHMA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/JUYeHUe MaKcumasb-
HOro 3HauyeHus 6ypeT NPpUBOAUTL K yBesuuve-
HU1IO YaCTOTbl AUCKPETU3aLUKN TalimepoB U, co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKYH[,

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
obLeHnI A 0AHOrO M TOTO Ke MapLlupyTa, UCNosb3yeTca ANA
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NOKanbHOW AS) mapLipy-

TO0B €BGP-cocepam.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.
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default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcUpyeT BGP-coceay MapwpyT no yMmOs4aHUIO BHE 3aBUCK-
MOCTM OT ero Ha/IM4mA B IOKaNbHOM Tabauue mapwpyTtmnsaumm. B
KauyecTBe nexthop B Takom mapupyTe byaeT ykasaH nHTepoeiic,
C KOTOpOro yctaHoBneHa BGP-ceccus.

- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/YaHMIO, TONIbKO €CAN OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLEe MapLpyTM3aLMmn U ero UCTOYHUKOM He ABNAETCA MPOTOKO

BGP.

- name — VUMA NOJIMTUKK route-map, KoTopas byaeT npumeHeHa
K onepaLmm aHOHCMPOBAHMA MapLIpyTa N0 YMOAYAHMIO.

Y

Y

Route-map AonKHa cogepKaTb B ce6e TONbKO Cek-
yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIW Nonagaer MapLpyT no ymonadaHuio. Mpu-
Mep HacTpoiiku TaKol route-map u prefix-list npuse-
AeH nopg Tabauueii.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o
MapLIPYT, OT/IMYHBIN OT Ae(PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B IOKa/IbHOM Ta6-
Nvue  MapuwpytusaumM, utobbl aHOHcupoBanca
MapLUpYT N0 yMmon4aHuio. OrpaHUYECHMIA Ha UCTOM-
HUK 3TOr0 MapLIpyTa HerT.

OTmeHsAeT HacTpoiiky default-originate.

route-map name {in | out}

name: (0..32) cum-

- name — UMA NOAUTUKM route-map, KoTopaa byaeTt npume-
HeHa K coceay B AaHHol Address Family. Mo3sonset ¢ounb-
TPOBaTb U BHOCUTL USMEHEHWA B aHOHCUPYEMbIE U MPUHMMA-

no route-reflector-client

Y
Y

BO/a emble MapLipyTbl.

no route-map name {in | YpaneHve NofUTUKKM ¢ gaHHon Address Family.

out}

next-hop-self BKkntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-

-/BKAKOYEHO KaNbHbIM agpec mapLipyTusatopa.

no next-hop-self OTKAOYMTD NnogmeHy aTpubyta NEXT_HOP.

route-reflector-client HasHauutb BGP-cocega Route-Reflector knneHtom.

[meshed] - meshed — napameTp BbiCTaBnseTca ecan Mcnosblyetca
mesh-Tononorua. Mpu noay4yeHUn OT TaKoro KaneHta BGP-
MapLUPYTOB OHM He ByAyT NepecbiNaTbca APYrMmM KAMeHTaMm.

-/disabled BGP-maplpyTtusarop asnserca route-reflector'om,

ecnu xota 6bl 0guH ero cocel, CKOHGUrypupoBaH
KaK route-reflector kKnueHr.

[Ona npumeHeHUA AaHHOW KomaHAabl Heobxogum
nepesanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[Mpumep HacmpoliKu route-map, ucnosasv3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL_ DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnuua 278 — KomaHap! pexkxmuma KoHourypauum Peer-rpynn

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BK/lOYaeT orpaHnYeHme KonmyecTsa NpMHMMaEMbIX MapLLPY-
TOB OT BGP-cocepa.

- value — MaKcMMasibHOe KONNYECTBO MPUHMMAEMBbIX MapLul-
pyTOB;

- percent — NPOLUEHT OT MAaKCMMa/IbHOTO KOIMYECTBA MapLUpy-
TOB, MO AOCTUXEHMM KOTOPOro OTNPABAAETCA Npeaynpexae-
HWe;

- second — BpeMeHHOI NPOMEKYTOK (B cekyHaax), No nucreye-
HWIO KOTOPOTO MPOUCXOAMT NEPENOSKIOYEHNE, ECIN CECCUA
6blna pasopBaHa M3-3a MPEBbILEHMA KOAMYECTBA MapLupy-
TOB;

- type — Ha3HavyaeT AelCTBME, BbINONHAEMOE NPU SOCTUNKE-
HUM MAKCMMA/TbHOTO 3HaYeHuA (pa3pblB ceccum <restart> unu
oTnpaBKa npeaynpexaeHusa <warning-only>).

BbIkntoyaeT orpaHMyeHne KoanYecTsa NPMHMMaEMbIX MapL-
pytoB oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKyHS;
with-sec: (0-
65535)/30 cekyHa,

3a4a€T BpemMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIA UHTEPBAN MexXay oTnpaskoi UP-
DATE coobuieHni1 04HOr0 1 TOTO Ke MapLupyTa;
- With-sec — MMHUMANbHbIN MHTEPBAN MEXAY aHOHCUPOBA-
HMeM MapLipyTa 1 ero nocneayLWwmm ae-aHOHCUPOBaHNEM.
V —  Advertisement-interval gonxeH 6biTb 60nbLIE
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NMHbI 6bITb AHOHCU-
poBaHbl coceaHum BGP-mapupyTusartopam,
pacnpepenatoTca Nno Heckonbkum UPDATE-co-
obuweHuam. Mexay otnpaskoii atTux UPDATE-
coobLieHnit BblgepKMBaeTca Cy4yaitHbliA Bpe-
MEeHHOW MHTepPBan TaKum obpasom, utobbl 06-
wee Bpems mexay o6HOBNeHUEM MapLLPYyTOB
B NIOKanbHoW Tabnuue BGP u oTnpaBKoit no-
cnepHero UPDATE-coobLweHUs He NpeBbiwano
advertisement-interval wam as-origination-
interval B cnyyae oOTNpPaBKM NOKaNbHbIX
(mapwpyTbl M3 NOKanbHOK AS) mapwpyToB B
eBGP-coeauHeHnn. Takum o6paszom, KaxKapblii
M3 MapLlIPYTOB MOXET MMeTb C/y4yallHylo Be-
NINUYUHY 334,ePXKKM aHOHCUPOBAHUSA;

—  TouHocTb paboTbl Talimepos advertisement-
interval, withdraw-interval u as-origination-
interval 3aBUCUT OT MaKCUMaNbHOrO 3HaYEHUsA
N60ro us aTUX TPEX TaliMepoB, HaCTPOEHHbIX
Ha BGP-mapuwpyTtusaTtope (yuuTtbiBaloTcA Tal-
mepbl, HaCcTpoeHHble Ana Bcex BGP-cocepeit).
Bce 3HaueHuMA TallMepoB AaHOHCMPOBAHUA U Ae-
QHOHCMPOBAHUA MApLUPYTOB, CKOHUrypupo-
BaHHbIX Ha YCTPOWMCTBE, AUCKPETU3IUPYIOTCA
MHTepBanom B 1/255 oT HanbonbLuero HacTpo-
€HHOro 3HauyeHusa. YBeJuyeHue MaKCcumasb-
HOro 3HauyeHusa byaeT NnpuBoAUTbL K yBeauue-
HMIO YACTOTbl AUCKPETM3aLUU Talimepos U, co-
OTBETCTBEHHO, K MOHUMKEHUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3aaéT BpeMeHHOM UHTepBan mexay otnpaskoit UPDATE co-
0o6LEeHN OJHOMO U TOTO e MapLupyTa, UCNo/b3yeTca ANA
QHOHCa NI0KaNbHbIX (MapLupyTbl U3 SIoKanbHOM AS) mapLupy-
TOB eBGP cocepam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-
65535)/120 cekyHa,

3aaéT BpeMeHHOI UHTepBas, No UCTEYEHUIO KOTOPOro BO3-
o6HOBAAETCA NonbITKa co3aatb BGP-ceccuto ¢ cocenom.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKkntoyaeT noameHy 3HayeHua atpubyta NEXT_HOP Ha no-
KaJIbHbIM aapec MapLupyTM3aTopa.

OTKAtoYMTbL NoameHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3aaéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOM HaxoAmTCA
BGP-cocea. YcTaHOBNEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
cefy He Ha3Ha4vyeH Homep AS.
970 AeicTBME BNEYET paspbiB CECCUMU C COCEAO0M U
V OUYMCTKY BCEX NPUHATbIX OT HEr0o MapLIPYTOB.

Yoanutb naeHTMOMNKaTop cocesHelt aBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 ceKkyHa,

3a4a€T BpemMeHHble MHTepBabl.

- holdtime — ecnn B TeyeHue 3TOro BpeMeHu He ByaeT npu-
HATO keepalive-coobuieHune, To coeanHeHme ¢ cocegom cbpa-
CblBaeTCs;

- keepalive — nHTepBan mexay otnpaskoi keepalive-cooblue-
HUA.

V 3HaueHua holdtime u keepalive ponkHbl 6bITb
nmbo oba paBHbl HYAO, MM60 06a 6onblue HynA.
holdtime pgonkeH 6biTb 6Gonbwe wAuM paseH
keepalive.

— Ecnm 6bin BblbpaH Taiimep hold, KoTopbliii
HacTPOeH Ha /JIOKa/IbHOM MapLipyTU3aTope, To
MCNoNb3yeTcA JIOKasbHOe 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin BblbpaH Taiimep hold, KoTopbliii

HacTpoeH Ha coceAHeM MapLipyTusatope U
3HaueHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbayerca nokanbHoe 3HaYe-
Hue Taiimepa keepalive;
Echu 6bin Bbi6paH Takimep hold, KoTopbiit
HacTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHUe J/IOKa/IbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 BbibpaHHOro Tak-
mepa hold, To ucnonbsyerca uenoe uncno, Ko-
TOopoe meHbLue Yyem 1/3 Bbi6paHHOro Talimepa
hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds:
(1..32747)/15

3a4a€T BpeMeHHOW MHTepBan yaepyKaHua cocesa B COCTOA-
Hun Idle nocne Toro, Kak oH 6bln COPOLLEH B 3TO COCTOAHME.
3a 3TOT UHTepBas BCe MOMbITKU NepeyCcTaHoBUTL CoeanHeHne
C cocefom byayT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3aaéT BpPEeMEHHOM WHTepBan MeXay YycTaHoBkon TCP-
coeguHeHus n otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

-/no shutdown

AAMWHUCTPATUBHO BbIKAOYAET ceccum co Bcemu BGP-coce-
AAMU, BXOAALLMMMU B COCTaB peer-rpynrbl, U O4ULLAET NPUHA-
Tble OT HUX MapLIPYTbl, HE YAANAA UX KOHOUTYpaLUK.

B KOHOUrypaumio Kaaoro cocena, BXOAALLEro B peer-
rpynny, B KOHTEKCT (router-bgp-nbr) gob6aBnsertca KomaHaa
shutdown.

AOMUHWUCTPATMBHO BK/IOYaeT ceccun co Bcemmn BGP-coce-
AAMU, BXOOALMMU B COCTAB peer-rpynmbl. YAanset KomaHay
shutdown 13 KoHbUIypaLuum Kaxk4oro cocesa, BXOAALWEO B

peer-rpynny.
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update-source [Tengiga-
bitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel

te_port:
(1..8/0/1..24);
hu_port: (1/0/1..6);

HasHavaeT uHtepdelic, KoTopbin ByaeT UCnonb30BaH B Kaye-
CTBE UCXOAALLEro Npu COeANHEHUUN C COCEL0M.

group | Loopback loopback group: (1..48);
| Vlan vian_id] loopback: (1-64);
no update-source vlan-id: (1-4094) OTMeHSIeT PYYHYIO HaCTPOMKY WCXOAAWEro uHTepodeiica,
BK/IIOMAET aBTOMATUYECKMIM BbIBOp MHTEpdElica.
route-reflector-client HasHauutb BGP-cocena Route-Reflector knneHtom.
[meshed] - meshed — napameTp BbICTaBASETCA €CNU UCMOJb3YyeTcA
mesh-tononorus. Mpu nonydyeHUn oT Takoro KaneHTta BGP-
MapLUPYTOB OHU He ByAyT nepecbinatbca APYrMM KAMEHTAM.
BGP-mapwpyTtusarop asnsaetca route-reflector'om,
-/disabled V ecnmn xota 6bl 0OAUH ero coces CKOHGUrypUpoBaH
Kak route-reflector knnenr.
[Ana npumeHeHMA AaHHOW KOomaHAbl Heob6xogum
V nepesanyck BGP-ceccum ¢ cocegom.
no route-reflector-client YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO
soft-reconfiguration in- KomaHpaa coxpaHAeT nosyyeHHble OT coceda MapLLpyThbl B OT-
bound nenbHo obnactu namatv. Meton no3BOASET MPUMEHUTL
BXOAALLYIO NOANTUKY «route-map in» ana coceaa 6e3 cbpoca
/disabled COCeACTBA M 3aMpoCca MapLLIPYTOB.

no soft-reconfiguration in-
bound

V Mo ymonuyaHuio pabotaetr mexaHusm Route
Refresh.

OTK/OYUTD MEXaHU3M COXPAaHEHUA MapLLPYTOB.

prefix-list name {in | out}

name: (0..32) cum-

- name — Ha3BaHue IP prefix-list, KoTopbIii byaeT npumeHeH K
QHOHCUPYEMbIM MW MPUHUMAEMbBIM MApPLLPYTaM.

no prefix-list name {in | BO/IA OteAzath IP prefix-list.
out}
fall-over bfd BkatounTb NpoTokon BFD Ha peer-rpynne.

no fall-over bfd

-/BbIK/IIOYEHO

Bbikntountb npotokon BFD Ha peer-rpynne.

KomaHObl pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 279 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

no ymosi4yaHurw

Aelicmeue

clear ip bgp [ip_add]

MepeycTaHaBaMBaeT coeanHeHnsa ¢ BGP-cocepamu, ounwias
NPUHATbIE OT HUX MapLLPYTbI;

- ip_add — appec coceaHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycTaHOB/IEHA CECCUA.

show ip bgp afi safi

afi: (all, ipv4, [2vpn);
safi (all, unicast,mul-
ticast, evpn)

Otobpasuntb Tabanuy BGP-mapwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTuoukaTop Sub-Address Family.

show ip bgp [ip_add]

Oto6pasuntb Tabaunuy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HasHayeHuUs, No KoTopomy byaer
oTobparkeHa noapobHas nHGopMaLMa O MapLpyTax 4o Heé.
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasax.
-ip_add —appec cocegHero BGP-cnukepa, no Kotopomy byaet
oTduUNbTpOBaHa HDOPMALUA;
- detail — oTo6pa3nTb NOAPOB6HYIO MHPOPMaLMIO;
- advertised-routes — 0T06pa3nTb TabAMLY MapLPYTOB, aHOH-
CUPOBAHHbIX coceay;
- received-routes — 0T06pa3uTb TabAULLY NPUHUMAEMBIX Map-
LIPYTOB A0 NPUMEHEHUA K HUM BXOAALLEN NOAUTUKM.
Ana otobpa)keHna NPUHMUMAEMbIX MapLUPYTOB C
V Kntoyom received-routes B KOHTEKCTE HACTPOKM CO-
OTBETCTBYIOLLEro cocega A0MKHa 6biTb 3aa4eicTBO-
BaHa KomaHaa soft-reconfiguration inbound.

show ip bgp peer-group
name

OT06pasunTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKM.
- name — 0T06PasnTb HAaCTPOIMKM rPYNMbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

OTO6pasunTb COCTOALLMX B peer-rpynne coceaen.

5.30.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLLIPYTU3aLIUK, OC-
HOBaHHbI Ha TEXHO/MIOTUWN OTCAEXKUBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaxoXAeHWA KpaTyanwwero nyty anroputm [enkcTpbl. MpoTokon IS-IS npeactaBnaeT coboi NPOTOKOA BHYT-
peHHero wto3a (IGP). MpoTtokon IS-IS pacnpocTpaHaeT MHbOPMALMIO O AOCTYMHbIX MapLpyTax MexKay

MapLpyT13aTopammn o4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 280 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

router isis

no router isis

-/ISIS mapwpyTusatop
OTK/tOYEH

3anyckaert IS-IS mapwpyTnsatop. Bxogut B pexMm KoHourypaumm
npoTokona IS-IS.

OctaHasnuBaeT IS-IS mapwpytusaTtop. Yaansetr KoHouUrypauuo
npoTokona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa I1S-1S

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumm npotokona IS-IS:

console (router-isis) #

Tabnnuya 281 — KomaHabl pexkmma KoHburypaumm npotokona IS-IS

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aeiicmeue

address-family ipv4 unicast

MepexoamT B pexxum KoHdurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3ajatb KAOY ayTeHTMOMKaUMKM B BMAe TeKkcTa. Mcnonblyetca
ona ayteHTndukaumm LSP, CSNP, PSNP PDU. laHHaA HacTpoika
UrHOPUpYyeTCA, ecan ANA ayTeHTUdUKaLmMK yKasaHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, AnA KOTOPOro NPUMEHUTCA HAaCTPOMKa.

Yaanaer Kaod ayTeHTubuKaumu.
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HELTEX

authentication key encrypted
encryptedword [level]

encryptedword:
(1..128) cumsonos;
level: (level-1, level-

3afaeT KoY ayTeHTUGMKaLMK B 3alundpoBaHHOM BUAE (Hanpu-
Mep, Naposb B 3aWndpoBaHHOM BUAE, CKONUPOBAHHbIW C Apy-
roro yctporcrea). Mcnonblyetca ans ayTeHTudmraumm LSP,
CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpMpyeTcs, ecan gns
ayTeHTMdMKaLMM yKasaHa key-chain.

2)/level-1-2 - encryptedword — knto4 B 3aWMdpOBaHHOM BUAE;
- level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication key YAanaet Knod ayTeHTuduKaumm.
authentication key-chain 3a4aTb MMA CBA3KKM KAtouen, KoTopas byaeT Mcnosib3oBaThbeA
word [level] word: (1..32) ana ayteHTuoukaumm LSP, CSNP, PSNP PDU.
CUMBONA; - word — UMs CBA3KU KNKOYEN;

level: (level-1, level- - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOKKa.

no authentication key-chain 2)/level-1-2 OTK/IOYaeT peXXnMm UCNONb30BaHUA CBA3KM KNlOYeN ANA ayTeH-

TUdMKaumK.

authentication mode {text |
md5} [level]

level: (level-1, level-
2)/level-1-2;
Mo ymon4yaHuto ayTeH-
TUPUKaLMA OTKAIO-

BkntouyaeT ayTeHTUOMKaumto B IS-IS n onpeaenseT ee Tun:

- text — ayTeHTUPMKaALMA OTKPbITbIM TEKCTOM;

- md5 — ayteHTUPUKauus MDS5;

- level — ypoBeHb IS-IS, 4N KOTOPOro NPUMEHUTCA HAaCTPOMKA.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

no is-type

no authentication mode YyeHa.
hosthame dynamic Bkatountb noaaepXKy AuHaMU4eCKnx hostname.
-/BKAKOYEHO
no hostname dynamic BbIKNOUNTL NOAAEPKKY AMHaMMYecKux hostname.
is-type {level-1 | level-2-only 3agaet TN MaplipyTmsatopa B IS-IS gomeHe:
| level-1-2} - level-1 — Bce B3anmogencTBMA C APYrMMn MapLupyTU3aTopamm
npoucxoanT Ha 1 yposHe;
Jlevel - level-2-only — Bce B3aumogencTemaA c 4pyrumm mapLipyTmsaTo-
-/level-1-2

pammn NPonCxXoaAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NogaepKunBaeT B3aumoaenctama 06o-
X YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBAET MAKCMMAJIbHO BO3MOXKHbIM pasmep oTnpasnse-
mblIx LSP 1 SNP. 3HaueHue Isp buffer size He foKHO NpeBbIWaThL

no Isp-gen-interval

6aT 3Ha4eHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
Isp-gen-interval second [level] 3a43ET MMHUMANbHBIV MHTEPBaN B MC, MeXAy reHepaumen oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3HaYyeHWe MHTEpPBaNa B MUAIMCEKYHARAX, MO UcTeYe-
MUTUCERYHE; HUKM KoToporo LSP MoeT ObiTb 3aHOBO CreHepupoBaHO;
level: (level-1, level- - level — ypoBeHb g/18 KOTOPOro NPUMEHUM AaHHbIA UHTEpPBa.
2)/level-1-2 Ecnu He yKasblBaTb, UHTEPBA MPUMEHUTCA K 060MM YPOBHAM.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

Isp-refresh-interval second

second: (1-65235)/900

3a436T MaKCUMasbHbIA MHTEPBAN B CEKYHAAX, MeXAy reHepa-
umeit LSP.
- second — 3Ha4YeHve UHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-

no max-Isp-lifetime

CeKyHA, Toporo LSP byaeT 3aHOBO CreHepMpoBaHo.
no Isp-refresh-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
max-Isp-lifetime second 3agaeT Bpemsa Ku3HU LSP. 3HauyeHMe J0KHO ObiTb XOTA Obl Ha
second: (350- 300 cekyHg 6onblue, yem Isp-refresh-interval.
65535)/1200 cekyHA, - second — 3Ha4YeHWe B CEKyHAAX.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both

level: (level-1, level-
2)/level-1-2

3a4aeT UCNob3yeMblit CTUAb METPUKK.

-narrow — NoAAEPKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
puKy;

-wide — NnopaepKMBaTb TONbKO PaCLUMPEHHYIO METPUKY;

-both — noapep*kmMBaTb 06a CTUIA METPUKY;

- level — ypoBeHb, ANA KOTOPOro NPUMEHMM YKasaHHbIN CTUb
MeTPUKU. ECIM He yKa3biBaTb, METPMKa NPUMEHUTCA K 06oum
YPOBHAM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

net XX XXXXXXXX.XX

YcTtaHaBAuBaeT Tak HasbiBaemblit NET (Network Entity Title) aa-
pec — yHUKanbHbIA naeHTMOUKATOP MapLpyTM3aTopa B npeae-
nax IS-1S pomeHa. Mpwu 3anucn NET ncnonbsyerca WwecTHaauaTm-
pUYHasA cucTemMa CYUCNEHUA.
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no net YpanaeT naeHTMdMKaTop maplupytmusaTopa.
shutdown Otkntoyaet npouecc ISIS.
-/BKAOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBaeT UHTEPBAN MeXAy ABYMA nociefosaTeslbHbIMU
second second: (O- nepecyetamu aaroputma SPF B munancekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAnBaeT 3HaYeHMe M0 YMONYAHMUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKOMbKO pa3 anroputm SPF MorKeT 6biTb npe-
number number: (1- pBaH o6HoBNeHNem LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaeT 3HaYeHUeE Mo YMONYAHUIO.
spf threshold updates-restart 3apaet KonmyecTBo obHOBNEHMI LSDB, Npu KOTOPbIX anroputm
number number: (1- SPF ocTaHaBAMBaeTCA M NepesanycKaeTcs.
4294967295)/4294967
no spf threshold updates-re- 295 YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
start
spf threshold updates-start Konunuectso o6HoBneHuit LSDB, Heobxogmumoe ans HemeasieH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/4294967 3TOM MrHOPWPYeTCA).
no spf threshold updates- 295 YcTaHaBAMBaET 3HaYeHMe N0 YMONYAHMIO.

start

KomaHObI pexcuma KoHguaypauuu Address-Family

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaummn Address-Family:

console (router—-isis—-af) #

Tabnuua 282 — KomaHabl pexxnma koHourypaummn Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

PaspewaeT umnopT connected mapLupyToB:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpegzeneHne MapLupyToB;

- type — yCTaHOBUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
pVIKK;

- metric — 3HaYeHME METPUKUN A1 UMMNOPTUPYEMbIX MapLLpPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH Ana GUNLTPALUM MMMOPTUPYEMBIX MAPLLPYTOB.

Ecnu rnobanbHO BKIOYEH CTaHAAPTHBIN (narrow) cTuib meT-
PVKK, BCe 3HAYeHUA MeTpuku bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpoB 3anpeLLaeT MMNopT connected maplupyToB
B IS-IS. B cnyyae yKasaHWsA napameTpa BO3BPALLAET ero ge-
dbonTHOE 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelsaetT UMNopT cTaTMyecKMx MmapLpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINONHATLCA Nepe-
pacnpeseneHve MapLipyToB;

- type — yCTaHOBUTb MMMNOPTUPYEMbIM MapLUpyTam TUMN MeT-
pUKK;

- metric — 3HaYeHMe METPUKM AN UMMNOPTUPYEMbIX MapLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnun rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MeTPUKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.
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no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLiaeT MMNOPT CTAaTUMECKUX MapLUpy-
ToB B IS-IS. B cnyyae yKasaHua napameTpa BO3BPALLAET ero
AedonTHoe 3HayeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVIKK;

- metric — 3HaYeHMEe METPUKUN A7 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHWsA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopT mapwpytos n3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVIKK;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) CTUab meT-
PUKKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLaeT UMNOpPT MapLpyTos 13 BGP B IS-
IS. B cnyyae yKkasaHMA napameTpa Bo3BpallaeT ero aedonT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, exter-

nal);
match:(internal, exter-
nal-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspelwwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —naeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb MMMOPTUPYEMbIM MapLLUPyTamM TUM MET-
PUIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN 418 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yka3aHua napameTpa Bo3Bpaliaet ero aedbonT-
Hoe 3HauyeHue.

KomaHObI pexcuma KoHguaypauyuu uHmepaelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if)#
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Tabnunua 283 — KomaHabl pexkuma KoHourypaumu nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IIOYEHO

Bkntoyaet npoTokon mapwpytmsaumm IS-IS Ha Tekywem uHTep-
deiice.

BbikntoyaeT NpOTOKON MaplipyTusaumm IS-IS Ha TeKywem WHTep-
deiice.

isis authentication key word

3apaTb Ktod ayTeHTUdUKauMK B BMAE TeKcTa. Mcnonb3ytotca ans

[level] word: (1..20) ayTeHTUOMKauum HELLO PDU. [JaHHas HacTpolka UrHopupyeTtcs,
CMMBOJIOB; ec/i1 AnA ayTeHTUdUKaumm ykasan key-chain.
level: (level-1, level- - word — KNtoY B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS.
Ypanaet KAy ayTeHTUdUKaLmu.
no isis authentication key
3afaerT KoY ayTEHTUOMKALMM B 3aLLIMPPOBAHHOM BUAE (Hanpu-
isis authentication key en- Mep, Napo/ib B 3aWMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C ApY-
crypted encryptedword [level] roro ycrtpowcrea). Ucnonbsytotea ana ayreHTudukaumm HELLO
encryptedword:

(1..128) cumBonos;
level: (level-1, level-

PDU. [laHHas HacTpoliKa UTHOPUPYETCA, ecan ANA ayTeHTUPUKa-
umu ykasaH key-chain.
- encryptedword — kntoy B 3aliMPpoBaHHOM BULE;

2)/level-1-2 - level — ypoBeHb IS-IS.
YpanseT ka4 ayTeHTUdUKaLumn.
no isis authentication key
3a4aTb MMA CBA3KM K/ouel, KoTopas ByaeT MCnonb3oBaTbCcA
isis authentication key-chain ana ayteHTudumkaumm HELLO PDU.
word: (1..32) o
word [level] - word — UMA CBA3KU KAoYel;
CUMBONA;
- level — ypoBeHb IS-IS.
level: (level-1, level- OTKAKOYAET PeXMM MCMNONb30BaHMA CBA3KM Klouel Ans ayTeH
2)/level-1-2 P A vT

no isis authentication key-
chain

TMdUKaLMK.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo ymon4YaHuio ayTeH-
TUOMKALMA OTKIIOYEH]

BkntouaeT ayteHTMdMKaumio B HELLO PDU Ha TeKywem uHTep-
delice n onpepenset ee TMM:

- text — ayTeHTUPUKALMA OTKPLITHIM TEKCTOM;

- md5 — ayteHTUdUKauma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAMBaeT 3HAYEHNE NO YMONYAHUIO.

isis circuit-type {level-1 | level-

YKa3bIBaeT, COCeACTBA KaKOro YPOBHA MOXHO GOpMUPOBaTL Ha
AaHHOM nHTepdeiice.

2-only | level-1-2} -/level-1-2
YcTaHaB/IMBaeT 3HaYEHWE MO YMOYAHUIO.
no isis circuit-type
YcTaHaBMBaeT METPUKY A7 AaHHOTo UHTepdelica.
isis metric metric [level] - metric — 3Ha4yeHne meTpukn. Ecnn rnobanbHo BKAOYEH CTaH-
metric: (1- [JapTHbIV (narrow) CTUAb METPWKKM, BCE 3HAYEHUA METPUKM
16777215)/10; 6onblue 63 6yayT yKasaHbl B TLV Kak 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
2)/level-1-2 puKa.

no isis metric

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbBIN peXxnum
OTK/IlOYeH

MepeBoanUT NHTEPdENC B MACCUBHbLIN pexum. B aTom pexnme
MHTepdeic He OTNPaBAAEeT U He NpuHMmaeT HELLO PDU.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YctaHaBauBaeT TMn uHTepdelica point-to-point.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNOUMTB NagAaMHE BO BCex coobueHuax hello;

- enable — BKNOUYNTb NaaANHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBNEHMA COCeacTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6anT

YcTaHaBAMBAET MaKCMMasbHbIM pasmep PDU, oTnpaBasembix 1
nosly4aembix Ha 3TOM WHTepdelice. 3HauyeHue pdu-buff-size
AOJ/IXKHO 6bITb 6obLIE 3HaYeHus isp-buff-size.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 284 — KomaHabl perkmuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/OYEHO

BkAtoyaeT npoToKOA MaplpyTmsaumm IS-IS Ha Tekywem nHTep-
deiice.

BbikntoyaeT NpoToKoN maplpyTusaumm IS-IS Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-

YKa3bIBaeT, COCeACTBA KAKOro YPOBHA MOXHO GOpMMPOBaTL Ha

no isis metric

2-only |level-1-2} -/level-1-2 AaHHOM nHTepdeiice.
no isis circuit-type YcTaHaBAMBaEeT 3HaYeHME N0 YMOAYAHUIO.
isis metric metric [level] YcTaHaBAMBaeT METPUKY AN AaHHOTo UHTepdelica.
metric: (1 - metric — 3HayeHne MeTpuKn. Ecam rno6anbHO BKAOYEH CTaH-
‘ apTHbIM (Narrow) CTUAb METPUKKM, BCE 3HAYEHUA METPUKM
16777215)/10; Aap ( ) P P
6onblie 63 6yayT yKasaHbl B TLV KaK 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo byaeT NpUMEHsTbCA MeT-
2)/level-1-2 yp , BN p yaet np

puvKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN pexum
OTK/IIOUEeH

MepeBoAnT MHTEpdENC B MACCUBHBIN pexuUM. B sTom pexume
NHTepoelic He oTNpaBnseT U He npuHUMaeT HELLO PDU.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KoOMaHAHOW CTPOKM UMEET BUA,:

console#

Tabnunua 285 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show isis database [level]

level: (level-1, level-2)

Otobparkaet 6a3y gaHHbIX TONOAOrMM NPoTOKoAA IS-IS.
- level — yka3biBaeT ypoBeHb npoTokona IS-IS, 6a3y gaHHbIX KOTO-
poro Heo6xoaMMO 0TO6Pa3UTL.

show isis hostname

OT06parkaeT n3BecTHble cooTBeTCTBMA SystemID u Hostname.

show isis interfaces [tengiga-
bitethernet te_port |
hundredgigabitethernet

loopback /loopback| vlan
vlan_id]

hu_port | port-channel group |

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OtobparkaeT nHdopmaumio ob nHTepdelicax, y4acTytowmx B IS-
IS.
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show isis neighbors [detail]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

te_port: (1..8/0/1..24);
hu_port: (1/0/1..6);
group: (1..48); loop-
back: (1-64); vlan-id:
(1-4094)

OTobparkaeT MHGoOpMaLMIo O coceasnx.
- detail — ncnonb3osaHune gaHHOro napameTpa No3sonseT otobpa-
3UTb AEeTasIbHY0 MHGOPMALMIO O coceanX.

clear isis

C6pocuTb BCe COCEACTBA M OYUCTUTL TabmLy mapLupyTrsaumm |S-
IS.

5.30.6 Hacmpoiika Route-Map

anMEHEHME route-map No3BoOsAET USMEHATb anVI6yTbI Y aHOHCHUPYEMBbBIX U NTPUHUMAEMbIX MapLU-

pytos BGP.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 286 — KomaHab! perknma rnobanbHoM KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

route-map name [sec-
tion_id ] [ permit | deny]

no route-map name [sec-
tion_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id:
(1..4294967295).

Cospgaet 3anucb route-map.
MNepeBOANT KOMAHAHYO CTPOKY B PEXUM KOHOUTYPUPOBAHUA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TON route-map;
- permit — npMmMeHUTb set KoMaHZbl K MapLpyTam;
- deny — oT6pOCUTbL MapLWpPYTbI.
MaKkcumanbHoe Konu4yectso route-map = 32
V (BKNtOYanA ceKuumn ogHoro route-map).

Ypanutb route-map.
- name — Ha3BaHue route-map;
- section_id — ypanaeT 3anucb c Homepom section_id.

KomaHObI pexcuma KoHguaypauuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXume KoHduUrypaLmm cekumm route-map:

console (config-route-map) #

Tabanua 287 — KomaHAabl pexknma KoHGUrypaumm cekummn route-map

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

continue section_id [and]

section_id:
(1..4294967295).

3apaTb HOMep cneaytoulelt cekummn route-map, Kotopas 6y-
OET NPMMEHEHA K MapLLUpyTam, Nocae NpUMMeHEHUs TEKyLLEN.
- section_id — Homep 3anucu B 3TOM route-map;
- and — ykasbiBaeT, 4To match ycTaHOBKM B 3TOW route-map
[O/MKHbI BbITb IorMyeckn o6veamnHerbl (AND) ¢ match ycTa-
HOBKaMM B route-map, 06O03HAYeHHbIX MapameTpom
section_id.
Co3paHue uenoyek route-map (6e3 napametpa and)
V BO3MOXHO, ecau Tun route-map BbICTaBleH B
permit.
Ecan npu co3pgaHuM LENoYKU NpUmeHseTca napa-
V meTp and, To Bce set yCTaHOBKM [0/KHbl Haxo-
AUTbCA B NOC/eaHen CeKLMU ITON LLENOYKM.
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no continue

CHpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTeue prefix-list u agpeca mapwpyTa.

- address — cootseTcTBMeE prefix-list u ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLpyTa;

- route-source — cootsetctBue prefix-list n ip-agpeca mcrou-

HWKa MapLupyTa;

- name — Ha3BaHuWe route-map;
Y106blI HEe OTOpacbiBaNCL OCTa/ibHble MApLIPYTbI,

V He yKasaHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NpPUBA3aTb €ro K TeKylemy ye-
pes continue.

C6paCbIBBET cooTBeTCcTBUE.

match local-preference
value

no match local-preference

value:
(1..4294967295).

3afaeT cooTBETCTBME MapLipyTa c aTpnbytom local-
preference.

C6paCbIBaeT cooTBeTcTBUE.

match metric value

no match metric

value:
(1..4294967295).

3aZaeT cOOTBETCTBME MApLUPYTa C aTpnbyTom metric.

C6paCbIBaeT cooTBeTcTBUE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLLpyTa ¢ aTpmubyTom origin.

- igp — mapwpyT 6bIn NONYyYEH M3 NPOTOKONA BHYTPEHHEN
MapLupyTU3auum (Hanpumep, KomaHaon network);

- egp — MapLpyT 6bi/ BblydeH no npoTokony EGP;

- incomplete — mapwpyT 6b1N Bbly4EH KAKMM-TO MHBIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

C6paCbIBaeT cooTBeTcTBUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[0o6aBuntb K MapwpyTty aTpmubyTt AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHMYMBaEeT aHOHCMPOBAHUE NOKAIbHO
CreHepMpoBaHHbIX MapLUPyTOB, TO/AbKO mexay iBGP coce-
aamu (He 6yayT BuaHbI ana eBGP).

3HayeHue 6onbwe O o3HayvaeT, yto ecnm AS_PATH atpumbyt
nmeet bonblwe AS-Homepos, yem 3HaveHue AS_PATHLIMIT,
TO HY)XHO ero oTépocuTb Npu Bbixoae B eBGP.

CbpacbiBaeT path-limit.

set as-path prepend
as_number

as_number: (1-

[ob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path.
set as-path prepend local- [06aBuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha BblI-
as value xop, eBGP-coceay).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMmBOIa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

C6pacbiBaeT yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLpyTa.
- ip_address — IP-agpec next-hop.

CbpacbliBaeT ycTaHOBKY aTpmbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHue aTpmubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HaYeHWe aTpubyTa metric.

CbpacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpnbYT He
ycTaHoB/ieH

YcTaHOBWUTb 3HaYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpacbiBaeT yCTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTL 3HaYeHue atTpubyTa origin.

- igp — mapuwpyT 6bin NonyyeH U3 NPOTOKONA BHYTPEHHEN
MapLpyTM3aumm (Hanpumep, KomaHgoi network);

- egp — mapupyT 6bin BblydeH no npoTokony EGP;

- incomplete — mapwpyT 6bln Bblyd4eH KAaKMM-TO UHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

CbpacbliBaeT yCcTaHOBKY aTpmbyTa origin.
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set weight value
no set weight

value: (1-4294967295)

YcTaHOBWTb 3HaYeHWe aTpubyTa weight.

CbpacbliBaeT ycTaHOBKY aTpmbyTa weight.

KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTynHbI ANA NpUBUNETMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 288 — KomaHab! perkmuma Privileged EXEC

3HayeHue/3HayeHue
10 yMOoA4YaHuio

KomaHoa

Aelicmeue

show route-map [name] name: (0..32) cumBona

MpocmoTp MHPOPMaLMK O CO3AaHHbIX route-map.
- name — nMma route-map.

5.30.7 Hacmpolika Prefix-List

Prefix-n1cTbl N03BoNAOT PUNLTPOBATL NPUHMMAEMbIE YU AaHOHCUMPYEMbIE MaPLIPYThI NPOTOKOI0B ANHA-

MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 289 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ib_address [mask] [ge

ge_value] [le le_value]
list-name: (1..32);

seq_value: (1..
4294967294);
text: (0..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name
[seq seq_value]

Cosparb Prefix-list.
- list-name — uma cospgasaemoro prefix-nucTa;
- seq_value — Homep 3anuncu B cNncKe NpeduKCos;
- text — onncaHue cnucka npeduKcos;
- deny — 3anpewatouiee aencTeme 414 MapLupyTa;
- permit — pa3spelualoliee AgencTBne 414 MapLpyTa;
- ge_value — cooTBetcTBMe panHe npeduKca, paBHOW MK
6osblwen, Yem HacTpoeHHan A/MHa npedurKea;
- le_value — cooTtseTcTBME AMHE NpedurKca, KOTopas paBHa
WM MEHbLLE HAaCTPOEHHOM A/InHbI NpeduKca.
Ecnuv He HaWNOCb HU OZHOTO COOTBETCTBUSA, TO ByaeT
V npumeHeHa HesIBHaA NOJIMTUKA NO ymonuyaHuio deny
any.

Ypanutb co3aaHHbii Prefix-List.

KomaHObI pexcuma Privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BaTENA.

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnumua 290 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
no yMoaYaHuro
show ip prefix-list [name] name: (0..32) MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
cMmBoNa - name — uma prefix-list.

5.30.8 Hacmpoiika cesasku kntoveli

CBA3Ka K/louel no3BonsieT co3gatb Habop naponei (Kawueit) ¢ nocieayolell BO3MOXKHOCTbIO
HACTPOMKM BPEMEHU AENCTBMA Kaxaoro napons. Co3aaHHbIe Napoiv MOryT UCMOJ1b30BaTbCA NPOTOKOAaMMU
RIP, OSPF, IS-IS ana ayTeHTUPMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHoOM KoHbUrypaumm:

console (config) #

Tabnunua 291 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key chain word

no key chain word

word: (1..32) cumsona/-

Co3faeT CBA3KY KNtoYen ¢ umeHem word 1 BXOAUT B PEXKUM KOHOU-
rypaLumn CBA3KM KAtoYen.

YansaeT cBA3Ky Kaoyei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu cesa3Ku Kawoyel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUMeE KOHPUIypaLmm CBA3KK KAtoUen:

console (config-keychain) #

Tabnunua 292 — KomaHabl pexMma KOHOUTypaLmMm CBA3KK KAtoUen

3HaveHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuwo
Co3paeT Kntou ¢ naeHTuduKaTtopom key_id 1 BXOOUT B PEKUM KOH-
i nrypayunun Knroua.

key key_id key_id: (1..255)/- Ppurypay .

YaansaeT KAtod ¢ naeHTudunkaTopom key_id.
no key key id

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaLumm Katoua:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeXMM 0O0CTYNEH U3 PEXMMA KOHd)VII'ypaLI,VIM CBA3KM KAtOYel U npegHasHavYeH gnAa 3agaHuAa
CamMoro K/ito4a 1 ero napameTpos.
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Tabnuua 293 — KomaHapl pexkmma KOHpUrypaumm Katoda

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumsonos/-

3a4aeT 3Ha4YeHme Katoua.

YpanaeT 3HayeHune Karova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe KtoYa B 3awnbpoBaHHOM BUAE.

- encryptedword — 3alwndpoBaHHbIi Napoab (Hanpumep, Na-
posb B 3awWNdpoBaHHOM BUAE, CKOMMPOBAHHbLIN C APYroro
yCTpoWcTBa).

Yaanaet 3Ha4yeHume Katoua.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/Bcerga pencreuteneH

no accept-lifetime

3a4aeT Bpems KM3HW KkoYa, B TEYEHWE KOTOPOro Koy by-
OET AeNCTBUTENeH A1 CBEPKM C KOYOM B MPUHMMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpema 1 AaTa Hayana AencTBnA Katova. 3a-
paetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKkpaleHus AencTeus
Kntoya. 3agetca B opmate hh:mm:ss month day year;

- duration — 3apaeT NPOAOIKUTENBHOCTb AEUCTBUA KNtOYA B
CeKyHAax;

- infinite — yctaHaBnMBaeT HeckoHeyHoe Bpema AEeNCTBUA
K/itova.

YaanuTb BpemMaA XKU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCerna pencreuteneH

no send-lifetime

3a/aeT BpPeMA XKMU3HM K/It0Ya, B TEYEHWE KOTOPOTO KoY by-
LET AecTBUTENEH ANS OTNPABKU COOBLLEHMWNA.

- time_to_start —Bpema v gaTa Ha4yana AencTemA Katova. 3a-
naetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpems W pata NpeKkpaleHus AencTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPOAONKUTENBHOCTb AEACTBUA KAOYa B
CeKyHAax.

- infinite — ycTaHaBNMBaeT HeckoHeYHoe Bpema AeNCTBUSA
K/itova.

YaanuTb BpemMaA XKU3HU KNtoya.

Y

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeeT BUA,:
console#

Tabnnuya 294 — KomaHabl perkuma Privileged EXEC

Ecnn B KaKOW-TO MOMEHT BPEMEHM Cpa3y HECKOJIbKO K/tlovel byayT ABNATbCA AeUCTBUTE b-
HbIMM, TO GPAKTUYECKU UCNONb30BaTbCA ByAeT KAoY C HAMMEHbLUMM naeHTUPUKaTopoM.

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa

Aelicmeue

show key chain word word: (1..32) cumsona/-

OTobparkaeT HGOPMaLMIO O CBA3KE K/toYen ¢ umeHem word.

[pumepsi 8bIM0AHEHUS KOMAHO

Co3aaTb CBA3KY K/oYel ¢ MMeHem namel 1 nomecTuTb B Heé ABa Katova. Ha Katoue key 2 HacTpouTb
BPEMEHHOIN UHTEPBAA, B TEYEHME KOTOPOro 3TOT KU MOXKET 6bITb MCMONb30BaH A1 CBEPKM C KAOUOM B

NPUHATbBIX NaKeTax.

console (config) #key chain namel
console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl
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console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey?2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MNMokasaTb MHGOPMaLMIO O CO34aHHOMN CBA3KE K/toYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYWVPzbgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 banaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BanaHcuMpoBKa Harpysku ECMP nossonseT nepenasaTb NakeTbl O4HOMY MOYYaTeNto NO HECKO/b-
KMM «Ty4lMM mapLlupyTamy». JaHHbll GyHKUMOHAN NpegHasHavyeH ANs pacnpeaeneHus Harpysku u on-
TUMM3aLMKN NPONYCKHOM cnocobHocTK ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKO/IAMWN AMHAMMNYECKO MapPLLPYTU3aLMMN.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasbHoMi KoHduUrypaumm:
console (config) #

Tabnuua 295 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Jleiicmeue
o yMOAYAHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMAaJIbHOE KOJIMYECTBO MyTel, KOTopble MOryT
mum_paths 6bITb ycTaHOBNEHDI B FIB ans KaXKaoro mapLipyTa.
maximum_paths: HacTpoiika BCTYyNUT B CUMAY TO/IbKO NOCNEe COXpaHe-
(1..64)/1 V HMUA KOHPUTypaLMM M Nepe3arpysku ycTpoiicTea.
no ip maximum-paths YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHaueH A4n1A pe3epBUPOBAHUA MApPLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZAMH BMPTYasibHbI/, KOTOPbIN BYAET MCNONb30BATLCA KaK LUHO3 MO YMONYAHUIO 415 KOMMNbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKO 0AMH M3 GUINYECKUX MAPLLIPYTU3ATOPOB MOMKET BbINOAHATbL MapLUpyTU3aumio Tpaduka Ha
BupTyanbHom IP-uHTepdeiice (VRRP master), ocTanbHble MapLLpyTU3aTopbl B rpynne npeaHasHayYeHbl ann
pesepsuposaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteum ¢ RFC 5798. Ecau
TEeKyLWMii master CTaHOBWUTCA HeAOCTYNHbIM — BbIbOp nosTOpAeTcA. HausbicWwWMi NpUoOpUTET UMeET
MapLpyTm3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnagatowmm ¢ BUpPTyanbHbiM. B cnyyae gocTynHOCTM OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHourypauum uHtepdencos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 296 — KomaHapl pexmma KoHourypaumm nntepoeliica Ethernet, VLAN, nHtepdeitca rpynnbl nop-

TOB

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBoi0B)

[JobaBneHne onncaHns Leam uam ncnonb3osaHus ana VRRP maplu-
pyT13aTopa ¢ naeHTUbUKATOPOM vrid.

Ypanernune onucaHma VRRP-mapwpyTtmsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenerune IP-agpeca VRRP-mapwpyTtunsartopa

Yaanenwue IP-agpeca VRRP ¢ mapwpytmsatopa. Ecam B Kauectse na-
pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-
HOro MapLupyTM3aTopa, BCNeAcTBME Yero yaaauTca U cam BUPTY-
a/IbHbIV MapLIpPyTM3aTOp Vrid Ha AAaHHOM YCTPOMCTBeE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymon4yaHuo
BKJ/IIOYEHO

BktoyeHune pexkmma, npu Kotopom backup-mappyTtunsatop c 6o-
/iee BbICOKMM NpUopUTETOM ByAET NbITaTbCA NEPEXBATUTb Ha ceba
posib master y TekylLero master-mapLpytmsatopa c 6onee HU3KUM
npuopuTeTom.
MapLupyTusatop, KoTopbliii ABnAeTcA Bnagenouem IP-ag-
V peca maplpyTusatopa, 6yaeTt nepexsaTtbiBaTb Ha cebs
ponb master He3aBUMCMMO OT HACTPOEK AAHHOI Ko-
MaHAabl.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonuanuto: 255
ana snagensua IP-
agpeca, 100 gna

HasHayeHwne npuoputeta VRRP-mapwpyTtunsaTtopa.

YCTaHOBKA 3HAYeHUA no YMO/THaHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-npoToKona Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoTokona Ha gaHHOM nHTepdeiice.
BbIKNIOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpegeneHue peanbHoro VRRP-agpeca, KoTopsbiit 6y4eT Ucnosb3o-

no vrrp vrid source-ip

Mo ymonuanwmio: 0.0.0.0

BaTbCA B KayecTse |IP-agpeca otnpasutens gna VRRP-coobuieHuit.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

N3meHsaeT npuoputet VRRP-mapLupyTnsatopa npu MsmeHeHun co-
CTOAHWM TpeKa. Mpu nepexose TpeKa B COCTOAHWe down npuopuTeT
VRRP-MapLipyTM3aTopa NOHWMKAETCA Ha 3HadYeHue decrement_pri-
ority unu Ha 10, ecnu 3HaueHue decrement_priority He yKasaHo.

OTmeHAeT nsmeHeHue npuoputeta VRRP-mapwpyTtmnsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyaHuto: 1 cek

OnpegeneHve MHTepBaaa Mexay aHOHCaMW master-mapLpyTusa-
Topa. Ecan nHTepBan 3agaH B MUANIMCEKYHAAX, TO MPOUCXOAUT
OKpYr/ieHne BHM3 A0 b6auKanwen cekyHapl gns VRRP Version 2 1
00 6AvKallmMX coTbiX Aonen cekyHabl (10 munnucekyHa) pna
VRRP Version 3.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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vrrp vrid version {2 | 3 | 2&3}

OnpegeneHve noaaepkmaemoit sepcun VRRP npoToKona.

-2 — nopnepxkunsaetca VRRPv2, onpepeneHHbin 8 RFC3768. Mony-
yaemble VRRPv3-coobuieHma oTbpacbiBaloTCA MapLLpPyTM3aTOPOM.
OTnpasnsatotca To1bko VRRPV2-aHOHChI;

-3 — nopggpepkueaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
coBmectumocTn c VRRPv2 (8.4, RFC5798). NMonyyaembie VRRPvV2-co-
obueHna oTbpacbiBaloTcA  MapupyTMsaTopom. OTnpasaaioTca

-/2 To/NbKO VRRPV3-aHOHCHI;
- 2&3 — noppepkmneaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoM coBmectumocTbio ¢ VRRPv2. Monyyaembie VRRPV2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasastoTca
VRRPv2- 1 VRRPv3-aHOHCbI.
Moaaepknsaetca Tonbko VRRP Bepcuu 3. Pexkumbl 2 n 2&3 6yayTt
noanepxuneaTbcs B byaywmx sepcuax NO.
no vrrp vrid version YCcTaHOBKa 3Ha4YeHWA N0 YMONYAHUIO.
vrrp vrid accept mode [accept | YcTaHaBMBaEeT pexxnm paboTbl 06paboTKM NaKeToB, aApPecoBaHHbIX
drop] Ha BUPTya/ibHbIM agpec:
- accept — VRRP-mapwpyTtusaTop B coctoaHun Master byaet npu-
HMMaTb MaKeTbl, afpecoBaHHble HA BUPTYaNbHbIA agpec, Aarke
/drop: €C/IM OH He ABNAETCA BNaje/bLiem 3TOro agpeca;
vrid: (1..255) - drop — VRRP-mapwpyTusaTtop B coctosaHun Master byaet otopa-

no vrrp vrid accept mode

CblBaTb MaKeTbl, a4PecoBaHHble Ha BUPTYaNbHbIA aApec, ecau OH
He ABNAETCA BAaAe/bLEeM 3TOro agpeca.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

KomaHObl pexcuma Privileged EXEC

Bce KOmaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 297 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vrrp [all | brief |
counters interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group: (1..32);
vlan_id: (1..4094)

MpocMoTp KpaTKoW U getanbHol MHGOPMALMK ANs BCEX UK
0HOro HaCTPOEHHOro BUPTyasbHOro mapwpyTtusatopa VRRP.

- all — npocmoTp MHGOpMaLMK 0 BCex BUPTYyaabHbIX MapLIpyTu-
3aTopax, BK/OYaAsA OTK/IOYEHHbIE;

- brief — npocmoTp KpaTkoli MHGOpPMaL MM O BCeX BUPTYasibHbIX
MapLupyTusaTopax;

- counters - oTobpaaeT cueTinkun ans VRRP.

[pumepsi 8biM0AHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTtb 3TOT aApec B KayecTBe agpeca BUPTY-
anbHOro MmapuwpyTtunsartopa. Bkatountb VRRP-npoTokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown
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= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonneT 6biCTpo 06HapyKUTb HEMCNPABHOCTU NHKOB. BFD moxeT paboTaTb Kak
CO CTAaTUYECKMMM MapLLPYTaMM, Tak 1 C NPOTOKOAaMN ANHAMUYECKOM MmapwpyTm3aummn RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNIbKO € NpoToKosiom BGP.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKK B peXknume rnobanbHon KoHGUrypaumm:
console (config) #

Tabnuua 298 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro
bfd neighbor ip_addr [in- 3apaTtb BFD-cocepa.
terval int ] [min-rx min] - int — MMHUManNbHLIN MHTEPBAN Mepesadn ANnA ObHapy)KeHuA
[multiplier mult_num] . ownBKY;
int: (150..1000)/150 . o .
. - min — MMHMMaNbHbLIN MHTEpPBan Npuéma Ana o6HapyKeHuA
min: (150..1000)/150 .
OWKNBKY;
mult_num: (1..255)/3
- mult_num — KO/AMYecTBO NOTepAHHbIX NaKeToB A0 pa3pbiBa
ceccum.
no bfd neighbor ip_addr YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMIO.

KomaHObI pexcuma Privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1Ib30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:
console#

Tabnnua 299 — KomaHgb! pexxkuma Privileged EXEC

3HaveHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro
show ip bfd neighbors ) MpocmoTp nHpopmauum 0b akTmBHbIX BFD-cocegsx.
[ip_addr] [detail]
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5.30.12 Kordopuzypayua supmyansHoii o6aacmu mapwpymusayuu (VRF)

VRF (Virtual Routing and Forwarding) — 3To TexHon0runs, KOTopas NO3BOAET HECKOJIbKMM 3K3eM-
nasapam TabanLbl MapLLpyTU3aLLMKU COCYLLECTBOBATL B OAHOM MapLLIpPyTM3aToOpe O4HOBPEMEHHO.
Cnucok noaaepxaHHbix B VRF dyHKunin goctynen B Tabauue 303.

Tabanua 300 — KomaHgb! pexkruma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3Haye-
HUe 110 yMOAYAHUIO

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32)
cMMBO/IA

Co3gaHue BUPTYanbHOM 061aCT MapLUpPYTU3aLMN.

YpaneHue BUpTyasbHOM 061acTV MapLIpyTU3aLmm.

Tabnunua 301 — KomaHab! pexkuma KoHpurypaumm nHtepoeiica

KomaHoa

3HayeHue/3Haye-
HUe 110 YMOAYAHUIO

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cMMBO/IA

MpuBAaska nHTepdelica K 061acTn BUPTYabHON MapLIpyTU3a-
unun. NMocne BBOAA KOMaHAbI BCe CO3L4aHHble B fanbHelwem IP-
appeca byayT accoummposaTbea ¢ VRF, K kKoTopomy 6bin npussa-
3aH uHTepdeiic.

OTBA3Ka UHTepdelica oT 061acTM BUPTYaibHOM MapLupyTM3aLnu.

Tabanuya 302 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3Haye-
HUe 110 yMOAYAHUIO

Aelicmeue

show ip vrf [all
[vrf_name]

vrf_name: (1..32)
cumBONa

BbiBOA MHPOPMALMM O CO3AAHHBIX BUPTYaNbHbIX 061acTAX MapLupy-
TM3aumm u 06 L3-nHTepdeicax, KOTopble B HUX Haxo4ATCA.

Tabnunuya 303 — PyHKUMM, NoaaeprKaHHble ansa paboTtbl B VRF

®dyHKYUU

Hasuzayusa

MoW

KomaHgbl ynpasneHua cucTte-

5.4 KomaHzbl ynpaBaeHus cMcTemomn

CraTuyeckan mapLipyT13aLmn

5.30 KoHdurypaLma npoToKonoB8 mapLupyTmM3aumnm

OSFP 5.30.3 HacTtpoiika npoTtokona OSPF, OSPFv3
BGP 5.30.4 HacTpoliika npoTtokona BGP (Border Gateway Protocol)
VRRP 5.30.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

5.31 KoHdwurypauua VXLAN

VXLAN — 3To BMpTyanbHasa paclwmpeHHasa yactHas ceTb (Virtual eXtensible Local Area Network).
[aHHas TexHoN0rMs NO3BONIAET yNakoBbIBaTb Ethernet-kagpbl B UDP-cermeHTbl M TPaHCNOPTUPOBATL MX MO

IP-ceTu.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTCcA UAM 3akaHYmBaeTca VXLAN-
TOHHeNb. Mogenu, onucbiBaemble B JaHHOM PYKOBOACTBE, MOTyT AelcTBOBaTb B KavecTtse VTEP.
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B kauectBe control plane gna VXLAN wucnonb3yetca EVPN. 370 pacwmpeHue npotokona BGP,
KOTOpOe NOo3BOSIAET CeTM NepenaBatb MHGOPMALMIO O AOCTYMHOCTU KOHEYHOrO YCTPOMCTBA, TAKYH Kak
MAC-agpeca ypoBHAa 2 n IP-agpeca yposHa 3. 3Ta TEXHONOMUA NJIOCKOCTU YNpaBaeHua ncnoaosyetr MP-BGP
ans pacnpegenerdma MAC-agpecos v IP-agpecoB KOHeYHbIX ycTpolicTs, rae MAC-agpeca paccmaTpuBatroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpoiictBam geincreoBaTtb B KayecTse VTEP gns obmeHa nHdpopmaumeit
Mexay coboi 0 AOCTYNHOCTU CBOUX KOHEYHbIX YCTPOWCTB.

V Moapepxka VXLAN npepocTaBnfaerca Nno AMLUEH3NN.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B peXkMme rnobabHON KoHUrypaLmm:
console (config) #

Tabnvua 304 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4aHuro

vxlan word Co3gatb VXLAN-MHCTaAHC ¢ MMeHeM word 1 NepenTn B pexum

€ro KoHourypaumm.

word: (1..64) cumsona Ecnm VXLAN-MHCTaHC C TaKUM MMEHEM YXKe CO34aH, TO nepenTn

B PEXMM ero KoHpurypaumu.

no vxlan word Yaanutb VXLAN c umeHem word.

KomaHObI pexcuma KoHguaypauuu VXLAN

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume pexknume KoHpurypaumm VXLAN:
console (config-vxlan) #

Tabanuya 305 — KomaHgb! pexkuma KoHdurypaumm VXLAN

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
shutdown YcTaHaBUTb aAMUHUCTPATUBHbIN cTaTyc DOWN ana VXLAN-uH-
-/no shutdown cTaHca.
no shutdown YcTaHaBAnBaeT 3HaYeHMeE MO YMOYAHUIO.
vlan vian-id vian-id: (1-4094) 3apatb vlanid, KOTOp-bIl;’I 6ygaet cea3aH ¢ VXLAN-MHCTaHCOM.
no vlan Yaanutb cBasky vlan id ¢ VXLAN-UHcTaHcOM
vni vni-id [ip-routing] 3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaeT uc-
Nnonb30BaTbcA B pamKax gaHHoro VXLAN.
vni-id: (1-16777214) - ip-routing — yKasbiBaeT, Yto gaHHbii VNI 6ygeT ucnonb3o-
BaTbCA ANA uHKancynaumm 8 VXLAN IP-nakeToB, mappyTm3u-
pyembix B VRF.
no vni Ypanutb 3agaHHbIin VNI
route-target { export | im- Co3pgaet cnuckm umnopTa 1 akcnopta Route Target Community:
port | both } community - export — nob6asuTb Route Target Community K akcnopTupye-
MO MapLpyTHOM MHpopmaumu;
community: (ASN2:NN, - import — MmnopTMpoBaTb MapLUPYTHYIO MHPOPMALMIO C YKa-
IPV4:NN, ASN4:NN) 3aHHbIM Route Target;
- both — ykasaTtb uMmnopT 1 aKcnoprT.
no route-target { export | Ypansaet cnuckmn umnopTa M akcnopTa Route Target Commu-
import | both } community nity.
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mcast-group ip_mul-
ticast_address

-/BbIKNOYEHO

no mcast-group

Bkntouaet B Tekyweln VXLAN pexxum penankauym BUM
Tpaduka c nomouibio PIM Multicast n npusasbiBaeT rpynnosoi
aapec K gaHHon VXLAN. 3ToT agpec byaer ncnonb3oBaThea
KaK agpec Ha3HayeHuA B VXLAN nakeTax.
- ip_multicast_address — rpynnosou IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHae
BbllLe rpynnbl HE06X0AUMO BKAKOYEHUE
V npotokona PIM Ha untepdeiice loopback ¢
YyKa3zaHMem JaHHOMW rpynnbl KaK CTaTU4eCKOid.
OnucaHue cOOTBETCTBYIOLMX KOMaHA, B
cnepyouweii Tabnuue.

Bce VTEP B ogHom VNI gonXKHbI UCNONb30BaTb
OAMH U TOT XXe MmeTop, penaukauuu. B cnyyae
multicast Ha Bcex VTEP B ogHom VNI gonkeH
MCNO/b30BaTbCA OAMH U TOT XKe aapec rpynnbl.

Y

~ MakcumanbHoe KoM4ecTBO YHUKanbHbIx mul-
ticast VXLAN TyHHenel (multicast rpynn) 256.
V OpHa multicast rpynna moxeT 6biTb Ha3HauyeHa Ha
Heckonbko VXLAN TyHHenen.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

¥

Ona KoppekTHoM pabotbl VXLAN Heobxogumo yctaHoBneHue ceccumn BGP mexay loopback-
nHTepdeicamm ycTpoicTB ¢ yKasaHuem agpeca loopback B kauecrse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

Bua 3anpoca KoMaHAHOM CTPOKM B pexxume KoHpurypaumnm nHtepdeiica loopback nmeet sma;

Console (config-if) #

Tabanua 306 — KomaHab! pexkuma KoHpurypaumm nHtepdetica loopback

3HayeHue/3HayeHue

KomaHda
1o yMmon4aHuwo

Aelicmeue

ip pim -/BbIKNIOYEHO

BkntounTb npotokon PIM Ha nHTtepdeiice.

no ip pim
ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

Cospzaet 3anuch (*, G) ¢ yKasaHHOM MyNbTUKACTOBOM rpynnoi
n pobasnaet uHtepodelic loopback 8 OIL. OTnpasnseTt Ha RP
PIM Join ¢ yKa3aHHbIM agpecom My/bTUKACTOBOM rpynmbl.

- ip_multicast_address — rpynnosoi IP-agpec.

Ypanset 3anuch (*, G) ¢ ykazaHHON MyNbTUKAcTOBOW rpynnoi.
OTtnpasnsaeTt Ha RP PIM Prune c yKka3aHHbIM a4 pecom mMy/ibTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHgu2ypayuu VRF

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnunua 307 — KomaHabl pexkuma KoHpurypauum VRF

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
vni vni-id 3agatb Virtual network Identifier (VNI), KoTopblit 6yaet ncnonb-
vni-id: (1-16777214) 30BaTbCA gnA nHKancynauum B VXLAN IP naketos, mapwpytu-
3upyembix B VRF.
no vni Yaanutb 3agaHHbii VNI
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route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3a4aTb 3HAYeHUe pacwmpeHHoro BGP-KombloHUTM route-tar-
get.

- import — uMnopTUPOBaTb KOMbIOHUTH;

- export — 3KCNopTUPOBATb KOMBIOHUTY;

- both — 3KkcnopTMpoBaTb U UMNOPTMPOBATL KOMbBIOHUTH.
dopmaT 3annCcn KOMbIOHUTY:

ASN2 — 16-6uTHOe 3HauyeHue AS;

ASN4 — 32-6uTHOe 3HauyeHune AS;

IPv4 — IPv4-apgpec;

NN —yuncnosoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

KomaHOwb! pexcuma Priveleged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MUMeeT BUA,:

console#

Tabnunua 308 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

| es_number mac-address |
esi} [detailed]

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro
show evpn Ethernet-seg- group: (1..48); OTobparkaeT nHdopmaumio 06 Ethernet Segment Identifier.
ment {port-channel group es_number:

(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-

H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumsona

OTobparkaeT MHGOpPMaLMIO O MapLUpyTax TUMNa 3, KOTopble Uc-
NONb3YOTCA ANA Nepesayn LWMPOKOBELLATEIbHOTO, HEU3BECT-
HOro 04HOaAPEecHoOro U MHoroagpecHoro (BUM) TpaduKa.

show evpn mac-ip [word]

word: (1..64) cumBona

OTobparkaeT MHGOPMALMIO O MapLLPYTax TUMa 2, KOTopble UC-
NoNb3YOTCA ANA nepegayn nHpopmaumm o MAC-/IP-agpecax.

show vxlan runnels [word]

word: (1..64) cumsona

OTobparkaeT MHPopmaLmo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHENAX:

- word — umsa VXLAN. OTobpaskaeT MHpopmaumio 06 ycTaHOB-
NIEHHbIX TYHHeNAX yKaszaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyo MHGOPMALMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenAXx:

- word — uma VXLAN. OTobparkaeT getanbHyto MHGOpMaLMio
no ykasaHHon VXLAN.

[Mpumep KoHpuU2ypayuu 014 08yx ycmpolicme

Meay asymsa yctpoicteamu R1 n R2 yctaHoBneHa BGP-ceccua mexay loopback-untepdeiicamu.

BkntoueHa AF [2vpn evpn ana obecneveHmna yctaHoBneHusa VXLAN-TyHHene n nepeaaym nHpopma-
LuMm 06 nsyyeHHbix MAC-agpecax.

CospgaH VXLAN-mHcTaHc ¢ umeHem test_vxlan. K Hemy npusasaHa VLAN 1000, 3agaH VNI 1000.

KoHdurypaums 1:

no spanning-tree
i

vlan database
vlan 1000
exit

i

vxlan test vxlan
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vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

!

|

end

KoHourypaumsa 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

266 Ethernet-kommymamopel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48



HELTEX

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000
exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.1

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

!

|

end

Ecam nsyuntb MAC-agpec Ha uHTepdelice TenGigabitEthernet1/0/3 Ha R1, TO MOXKHO MPOKOHTPOIMU-
poBaTb ero Hannuue B Tabamue MAC-agpecos Ha R2.

MocmoTpetb MAC-agpeca, usydeHHble B VXLAN, MOXKHO B BbiBOAE KOMaHAbl show mac address-
table. Tun faHHbIX agpecos yKasbliBaeTca Kak evpn-vxlan. NMpumep BbiBoAaA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9%9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgpetica Port-Channel

Bupa 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console (config-if) #
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Tabnunua 309 — KomaHabl pexkuma KoHdurypaumm nHtepdelrica Port-Channel

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

ethernet-segment esi

no ethernet-segment esi

esi: (1-16777214)

Coszpatb Ethernet Segment Identifier (ESI) c Homepom esi 1 ne-
peNTN B PEXUM KOHOUTYPUPOBAHUA.

Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHgu2ypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm ESI:

console (config-es) #

Tabanua 310 — KomaHgbl pexxuma KoHdurypaumm ESI

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

system-mac system_mac

no system-mac

mac_address: H.H.H naun
H:H:H:H:H:H nan H-H-H-
H-H-H

3apgatb MAC-aapec, ucnonb3yembiii B Kayectee System ID npo-
Tokona LACP.

Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOc/e NoABNEeHUA COOBLWEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHMe No yMoa4aHUIO) He BbiGpaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOICTBa NPOAO/IKUTCA. Bpema 0XKnaaHua MOXKHO YBE/IMUMTb C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 311 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIW 3arpy»KeHHbIn dain cuctemHoro MO aKTUBHBIM, TO YCTPOM-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemHoro MNO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BOIAET NOAKIOUYUTBLCA K YCTPOWCTBY 6€3 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.

Ethernet-kommymamopsi MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

269




HELTEX
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6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 OG6HoBnEHUe cucmeMHO020 NPo2pamMmHo20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnéH Master toHUT, 3atem MO byger 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBAeHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LleHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cédc
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHabI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NMPUNOXEHUE A. NTPUMEPBI MPUMEHEHMA N KOHOUTYPALUU YCTPOUCTBA

HacTpoiiKa npoToKo/a MHOXeCTBa CBA3yOWMX aepeBbeB (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaXx JIOKA/IbHOM CeTH, YTO No3BoasAeT BanaHCMPOBATb HArpy3Ky. [NA NPOCTOTbl PaCCMOTPUM
CNy4ait c Tpems KOMMyTaTopamMmn, 06 beAUHEHHBIMM B KO/bLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYyTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHdUrypaumm KommyTtatopoBs. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KoHPUIypPaLMOHHbIN
WwaboH, KOTopbIN 3arpyxaeTtca Ha TFTP-cepBep M UCNO/b3yeTcA BNOCAeACTBMM A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyLiecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas
NoAMeHa A,0/1KHa OCYLLECTBAATLCA HA 3TOM XKe UHTepodelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnposaHuem panios

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUiM OT yAaneHHbIX OHUTOB 06 M3MEHEHUN COCTOAHWUSA BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya

EVRX
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X010CTOM X04,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMnHanamu BBo4a-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepepayva nakeToB Ha ypoOBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCcnermnBaHMe U3MEHEHWNIN CTPYKTYpbl CTEKA

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-

pexBavyeHHbIM NMNakeTam
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NSFP OTcnexkmnBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHne cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUN YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KOMMYTaTOp, HUXKHUIA YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnin usmeHeHua IP-agpeca, CLI/SNMP 3anpocos, Talime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunszauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTka cobbiTMin Address Update ot FDB, 610KMpoBKa nopTa Npy BO3HUKHOBEHMWM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX npomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «[Mpeanpuatne «I/ITEKC», obpaTntbca K 6ase 3HaHWN, OCTaBUTb UH-
TEePaKTMBHYO 3aABKY WUJIM MPOKOHCYAbTUPOBATLCA Y MHXKeHepoB CepBMCHOrO LLeHTPa Ha TexHn4yeckom ¢o-
pyme:

OduumanbHbIn cat KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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